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with a sound card, speakers, mcrophone, and nodemor directly coupled to
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I nternet tel ephony involves establishing a communi cations sessi on between
two |ogical addresses in the network. Generally, a first Internet

protocol, such as H 323 or Session Initiation Protocol (SIP) is used to
establish the session and negotiate the capabilities

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates generally to the field of voice over packet (VoP)
telephony, and more particularly to providing intelligent network control services in IP

telephony.

2. Technical Background

For most of the past century or so, most telephony services have been provided by
circuit switched networks. Packet switched telephony is a relatively recent development. For
example, Internet telephony began in the mid 1990s with the introduction of Internet phone
software. Internet telephony is the real-time delivery of voice, and other multimedia data,
between two or more paﬂiés across a network using Internet protocols (IP). Internet phone
software is designed to run on a personal computer equipped with a sound card, speakers,
microphone, and modem or directly coupled to the internet via a LAN. Software compresses
the voice signal and translates it into packets for transmission over the Internet. This basic
PC-to-PC Internet telephony works, however, only if both parties are using Internet phone
software.

Internet telephony , or voice over an IP network (VoIP), offers the opportunity to

design a global multimedia communications system that may eventually replace the existing

|



for the session, and a second Internet protocol, such Real-tine Transport
Protocol (RTP), is wused to transport the actual nedia across the IP

net wor k. wihioke7qpacket swi tched tel ephony of fers benefits tPaThsv08s2€r s and
carriers in terms of cost and variety of media types, there is a
substantial installed base of traditional telephones served by the public
swi tched tel ephone network (PSTN). Mreover, in addition to its w despread
nature, the PSTN offers a rich set of intelligent network services such as
"800" nunber services, Virtual Private Network (VNET) services, call
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Figure 1 and Figure 2. Figure 1 shows two separate self-contained networks,

PSTN  100Mogial ysieqeess i the petmesk- el aifirsdaieret pretogeleticl apHrat &7 cal |

control r§§sf§sm§ﬁaﬁ&mot%@(q*asm RGBS sRIRA KR! Bsstdndid B@g&m&% dapdtiiBiges | N the
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maybe i npiebiphodyechddlse RINWYll eo-ekist fas feviod sitpee. aktas.shet ermsdesiomtoiiniggrate t wo or

mor e har dyar popents, . those.of ordinary skill. in the art will recognize
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server is the generic termused for a server havipng the conbi neg
f unct i onafseR{n %tgur@ah gud Figure 2. Figure 1 shows two separate selt-Contained networks, PSTN

100 and packet-switched network 1. Each includes separate call control resources, and each

includes separate transport facilities. In the example depicted in Figure 1, PSTN 100
provides virtual private network (VNET) services for a customer having two sites. A circuit
is established between PBX 14 and PBX 14’ by way of switches 102. Dial plan information,
number translations, and all of the other call control data required to maintain the VNET is
provided by legacy service control entity 40. Packet-switched network 1 allows packet-
switched telephony sessions to be established between IP telephones 18 and IP telephones
18°. IP telephones 18 are coupled to router 8, whereas IP tqlephones 18’ are coupled to router
8°. Call control is provided by call control proxy server 20. Location manager 30 stores dial
plan information, user profiles, and other data required by control entity 20 to establish and
maintain packet switched telephony sessions. While call control server 20 and location
manager 30 may be implemented as shown, e.g., as two separate systems running on two or
more hardware components, those of ordinary skill in the art will recognize that call control

server 20 and location manager 30 may be combined into one logical and/or physical system.



control server 20 and the |ocation manager 30. Figure 2 shows the first
stage in formng an integrated network 10. Enterprise gateways 16 are

i nt roducewote/ozwepl e PBXs 14 with router 8. Gateways 16 alPCowsSoz/as36 over
call s anong tel ephones 12 coupled to PBX 14 and |IP tel ephones 18. Both
signaling and nedia translations are handl ed by gateways 16. Thus, calls
originating at PSTN-based telephone 12, can be partially transported by IP
network 1 for eventual delivery to a second phone, either |IP tel ephone 18,
or PBX tel ephone 12 coupl ed to PBX 14'. Unfortunately, there are
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for each H@awahslaudﬂ@w&@ﬁdmd Beodisfayd 6. dmmlsi gt @nglﬁatm bi wm-bmawor k
systens is problematic. Legacy call control entity 40 and | ocati on nmanager
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est abl i sh@@reggdaatandﬁotrggﬁg@gyghg nﬁhwmétwbmortl ng | egacy based call control
data into the IP network. However, there is a drawback associated with

this appr oach. Ongproblempssaqiated; witikihe Hlegraidwstanidspiciss i Figwsgeatsnipthads
(e.g. gﬁ?ﬁc}ult‘f’e{s %ss%a'é{eh%qtht&i R(orgrigf d Wﬁﬁ‘t(or%f&rr ?e%ﬁcy s%’i@mgéﬁwgﬁ%eﬁ fhePr ovi di ng

PSTN- base intelligent netwo services to Ehony calls is related
to the f acustmﬂiasz)famhtlsﬂ sgnlahng’\@)th H$"5N dﬁ@ a@ihaﬁ’oh srewsdg @npamr@%\?éisihaé has

del i vered the sa i Cl I t el ephony
has severg COHSIdCIGC?Et amrl ‘3‘/”0#%‘%{5 &< at aélmﬁ%’toq‘e f(grsen ne E ¥he PSTN.~ one

type of s H@wevdr,ythatlsteaﬁ' Iduplicateonmibigent neﬂweﬂearysienis s@rﬁiﬂerhd?ﬁcs rmaga‘cy ng! cdnRol

spoofing | ﬁc\‘tlt}(’;l 20 %dt lo%&m tmoangt'ger 90 %%(s:t%sessylgcgmtnpz%d Elltealrll\q/0 I’es E%Qu%ng that both
systems have identical sets of data is logistically very challenging. If one system diverges
from the other system even momentarily, calls may be mis-routed, perhaps even being
directed from one VNET to an entirely different VNET. Thus, it is desirable to support a
given customer from a singlé body of call control data. Because the legacy call control
system is well established, what is needed is a way of importing legacy based call control data
into the IP network. However, there is a drawback associated with this approach.

In the PSTN, signaling information and message payloads (e.g., voice) are carried by -
different systems. One drawback to providing PSTN-based intelligent network services to IP
telephony calls is related to the fact that both signaling information and message payloads are
delivered by the same vehicle, e.g., a packet. As a result, IP telephony has several types of
security issues that are not present in the PSTN. One type of security attack is commonly
referred to as IP spoofing. IP spoofing is an attempt to gain access to the network, and

network services, by changing a packet’s IP address to make it appear that the packet came



network services, by changing a packet's |IP address to nake it appear that
t he packet canme 3 WD 02/ 074054 PCT/ US02/ 08626 froma legitimte network
addr ess. wookkerssecurity issue involves co-opting a sessiPOR/USY2/08626

mani pul ati ng a packet's header or |P data payload. What is needed is a
secure nmethod and systemfor providing all of the PSTN-based intelligent
network services to IP tel ephony calls. SUMWARY The present invention is
directed to a nethod and system for accessing | egacy based call control
data froman |IP network. In _doing sqQ, the present invention.also provides a
secure nEpRGdesiimatsystvak pddressy g’moaiemjcwy isgife ipYRIVISSTIPHASBHSTOR BY | i gent
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invention is ate onys stemt aving a first transport network and
a second systensfooprovriatgmkdf. themp@@émtqlhgﬁmmoré sérivices to AR talgphnytealls.

control systemconfigured to provide intelligent network control services
to the first network. The first network call control systemalso is
‘configured to store intelligent network control data corresponding to the
intelligent network control services. A second network call control system
is configured to provide control services to the second network. A secure
channel couples the first network cayvvugitrol systemto the second
network call control system The secure channel is configured to securely

transmt i ntel Thegwpreniiavensior iscisetedio araethod angdsysieia forprgestinglegags Prsed al |
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second ne control system provides'the intelligent network control
services tntathb&end geconkr pevidoglall of thedisdNesedigisligent netveork pargiegsito Thvent i on

i ncl udes ﬁ;‘l ﬁ d@ny system having a first network and a second networKk.
The syst efiPAYPURES a first network call control system configured to

store intelli 0By aspedt\wPth pecdet ivlentitatina teldpRodyi sysibm et Wovikg < fdst transpﬂ:trr ol
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services tO t he second 'net wor k SGCOI’] network | ocation manager IS

first network call control system also is configured to store intelligent network control data
correspc')ndmg to the intelligent network control services. A second network call control

_ system is configured to provide control services to the second network. A secure channel
couples the first network call control system to the second network call control system. The
secure channel is configured to securely transmit intelligent network control data from the
first network call control system to the second network call control system, whereby the
second network call control system provides the intelligent network control services to the
second network.

In another aspect, the present invention includes a telephony system having a first
network and a second network. The system includes a first network call control system
configured to store intelligent network control data. The first network call control system is
conﬁgufed to use intelligent network control data to provide intelligent network services to
the first network. At least one second network IP telephony proxy server is configured to
provide call control services to the second network. A second network location manager is

coupled to the second network IP telephony proxy server. The second network location

manager is configured to perform IP address mapping in the second network. A secure



coupled to the second network | P tel ephony proxy server. The second network
| ocati on manager is configured to performI|P address mapping in the second
net wor k. wWoeowmos+ 4 WO 02/ 074054 PCT/ US02/ 08626 channel ecwfisexogohe fir st
network call control systemto the second network | ocation manager. The
secure channel is configured to securely transmt intelligent network
service control data fromthe first network service control systemto the
second network | ocation rmanager, whereby intelligent network control
services are provi ded to the second network. In another aspect, the present
i nvention Lo,
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dr awi ngs ar ncl ude f.urther understanding of the invention,
and are i g’Pi%Fts?’g gll’ense% ng%vnglf%tcatfonmanﬁ%:’rt of this specification. The
dr awi ngs Additional features and advantages of the invention will be set forth in the detailed

description which follows, and in part will be readily apparent to those skilled in the art from
that description or recognized by practicing the invention as described herein, including the
detailed description which follows, the claims, as well as the appended drawings.

It is to be understood that both the foregoing general description and the following
detailed description are merely exemplary of the invention, and are intended to provide an
overview or framework for understanding the nature and character of the invention as it is
claimed. The accompanying drawings are included to provide a further understanding of the
invention, and are incorporated in and constitute a part of this specification. The drawings
illustrate various embodiments of the invention, and together with the description serve to

explain the principles and operation of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 is a block diagram showing the PSTN and a packet-switched network before .

integration;



illustrate various enbodi nents of the invention, and together with the
description serve to explain the principles and operation of the

i nvent i orwwOBRIOERSDESCRI PTI ON OF THE DRAW NGS Figure 1 is &cChlusokosse@gr am
showi ng the PSTN and a packet-sw tched network before integration; 5 WO
02/ 074054 PCT/ US02/ 08626 Figure 2 is a block diagramshowi ng the first
stage of an integrated network; Figure 3 is a block diagram of an
integrated network in accordance with a first enbodi nent of the present
invention; Figure 4 is a detailed depiction the integrated system depicted
in Figure 3; Higuwed i5abkchdiagiam shbwing dicdigsttagt of apiptegratedinetyoak;vi r t ual
private network (VNET | .. accordin odinent. of t resent

i nvention; Fi gﬁﬁéreg lls;sbg)%lf:g]lagra?’lOg\?vna}t%értgdmg%&g?&g?%cggrsg?cﬁfghavf?r(r&i Eal private
net wor k ( Mhbodimenlolf theaeasemtdhvegtibry an anot her enbodi ment of the present

invention; Figure 7 .s .a block diagramof an integrated_network in
accordance w ?ﬁg‘é‘eéé%BHﬁfal?e@rgﬁB‘éﬁ‘% f bgerat yﬂ?‘@é’éﬁ?tehm/@ﬁﬁe n; and Figure 8

is a block di ageansqf adalbeeH Hﬁﬁﬁgﬁf?ﬁ%ce@ﬁﬁﬁbbﬁtﬁﬂ%ﬁ@@éﬁ@& theeheeat i on

manager and the service contro y deprcted i'n Figure 7. DETAILED
DESCRI PTI @®odéfedp ene embgdimenioithgerasendénvientiafet ai | to the present exenpl ary

enbodi nents of. .| ion, %“Wlﬁ Le | C;N—@ﬂ Lfi the
acconpanyi ng dlilg‘\;/}\ngr?désgx@\g%é‘ggfg?&%g&ﬁggﬁsgﬁg he % né’gtflélygtézlzrl en r%fgrs will
be used t fucordippaotin bhaharembodigent of thegfresenttioventien; sane or |ike parts. An
exenpl ary enbadi nent. of . the. tel ephony sysfem of .t he presen invention is
shown in Fi gu(rjlg‘g'ér,egdﬁ?j fogk g’@%’ia’é‘r?gf“éﬂx%gé%%i%ﬁ“f'?ﬂ(%?c& TtV B\ &% ence
n_urreral dffbodifleR OE HePrsre@ il¥ehiiord; B&1 | Nnvention, the present invention is
directed to a tel ephon systemthat includes a first netwsrk and a second
network. The sKIBHEMis ﬁg]oela%lggrg&quf pggcure channel established between the location

manager and the service contro] entity depicted in Figure 7.

DETAILED DESCRIPTION

Reference will now be made in detail to the present exempléry embodiments of the
invention, examples of which are illustrated in the accompanying drawings. Wherever
possible, the same reference numbers will be used througbout the drawings to refer to the
same or like parts. An exemplary embodiment of the telephony system of the present
invention is shown in Figure 3, and is designated generally throughout by reference numeral
10.

In accordance with the invention, the present invention is directed to a telephony
system that includes a first network and a second network. The system includes a first
network call control system configured to provide intelligent network control services to the
first network. The first network call control system is also configured to store intelligent
network control data corresponding to the intelligent network control services. A second
network call control system is configured to provide control services to the second network.
A secure channel couples the first network call control systefn to the second network call
control system. The secure channel is configured to securely transmit intelligent network
control data from the first network call control system to the second network call control

system. As a result, the second network call control system provides the intelligent network



network call control systemconfigured to provide intelligent network
control services to the first network. The first network call control
system i swaligo7eenfi gured to store intelligent network cecrrush2/ossta
corresponding to the intelligent network control services. A second
network call control systemis configured to provide control' services to
the second network. A secure channel couples the first network call
control systemto the second network call control system The secure
channel is configured to securely transmt intelligent network control
data 1 ombfiol b itks 8 HBdGRort 3ALL to HuhaMdlof HERELLIRYR k cal
control system the second met wo contro stem
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3, a block diagramof integrated network 10 in cor ance first
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this enbodi ment, channel 50 i s disposed between | egacy service control

entity A0manager 3abs discussrdriagere dotril balovy pb@aglsiécfnahiesmsengjw&’l‘| bel ow,
channel - 58, ¢aa0lsn SR {09 MNETess LI LAARR nli¥ b BT NIt PoiBRgE €S Sed
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by, and use PP fet wor k y one i nmage o 1 gent etvvork
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i ntegrated sys em i ct i Fi re 3...The tem. 1 adapted to
provi de tel eph e‘?t?%gté’g dg‘gﬂxﬁ ?iméeﬁf?ﬁeéls ﬁﬁ%ﬁﬁdﬁ%?tg‘g)ﬁ’g%udeg f’rg%ll ti onal
t el ephonegysiegn PN alist&@d 10 hovid) telppHIAS SertiBes bEﬂaeeﬁh@mehmgg;umdbefedmﬁg for calls
according to theteﬁ)@bsent i nvention are transg&rted at | east art over

packet swireditienpl orss 2 and Intespnt f9lephanesd 8y &pteigading sndypedi fon ﬁael@t ed to IP.
network 1,1 RrOUOR dd Gdichi B0kioh HletRAGRRed FUWACHHRY GG BhABEMitch&HCh as PBXs
14 and | P'tel ep ony Igraéteev\}ays 101% © ét?)g %phonay glgt e\%/ayg’ 21 ela(t:ch i ncl ude a
si gnal i ngngfabdgnay (not shown) and a medi a gateway (not shown). The
,[Slelggglhlog)g/ gia;ﬁ)ga}iﬁlgnﬁ\{eleﬁ%ngsl 12da|1rer c%%}ll? LI&E&Q@I{%&%G@?E&%&&QI tlgﬁgﬁ)ne
switching equipment, such as PBXs 14 and IP telephony gateways 16. IP telephony gateways

21 each include a signaling gateway (not shown) and a media gateway (not shown). The
signaling gateway provides bi-directional translation between PSTN telephony signaling,
such as SS7, messages and IP telephony signaling messages in protocols such as H.323,
Session Initiation Protocol (SIP), or others. The media gateway provides bi-directional
conversion between time division multiplexed (TDM) signals and IP transport packets in a
protocol such as real-time transport protocol (RTP). IP phones 18 may be connected directly
to be Internet through a local area network or by modem connection through an Internet
service provider.

Generally, call signaling and media are transported across Internet 1 between an
ingress IP telephony gateway 16 and an egress IP telephony gateway 16°. Typically, routing
information is supplied by a pro;(y server, such as a SIP proxy server 22 or an H.323
gatekeeper 24. In the SIP protocol, an INVITE message is sent from the ingress IP telephony
gateway 16 to the SIP proxy server 22 specifying a called party. IP call setup signaling
‘messages are transported back and forth between the IP telephony gateways 16 and the SIP



such as SS7, nessages and | P tel ephony signaling nessages in protocols such
as H 323, Session Initiation Protocol (SIP), or others. The nedi a gateway
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signals and I P transport packets in a protocol such as real-tinme transport
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peer -t o- peer t t j .contr ol
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network services are "800" nunber calls rtual Private Network (VNET)
call's, | oetitienknpun apssreiegsioatrelaoins (SCRR), forresiting inferanatian. isuch s AmPe | i ke. | n

traditiongl PRIN.IelepRonye Siu tréi;g%g consult service control entities,
known as servicé control pol nte ((SCPs), for routing information, such as
nunber trans| e systemilA nowkeeuse bba tegatySTA dysteprseqyise cgntrol patitg ipdiceied 10 nakes
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30, which provides alias resolution, gateway selection, and mobility management services to

the call control entity 20, as well as accessing the service control entity 40 for such services as
VNET and local number portability services on behalf of the call control entity 20.

The location manager 30 functions as a SIP redirect server. ‘A redirect server is a
server that accepts a SIP request, maps the requested party into zero or more addresses and
returns these addresses to the proxy server 22. For normal calls that do not require intelligent
network services, the location manager 30 knows the address of the called party at the egress
IP telephony gateway 16’ and returns these addresses to the proxy server 22. For calls that do
require intelligent network services, the location manager 30 accesses the legacy service'
control entity 40 to obtain address information for the called party, if necessary. The location
manager 30 then returns the address information to the appropriate server of the call control
entity 40. In one embodiment of the present invention, requests from the location manager 30
to legacy service control entity 40 are completely transparent to legacy service control entity
46. Inn other words, legacy service control entity 40 cannot determine if the request came
from location manager 30 or from a PSTN entity. When location manager 30 sends a request,

it employs a numbering pan that emulates a PSTN address. Service control entity has no



30, which provides alias resolution, gateway selection, and nobility
managenent services to the call control entity 20, as well as accessing

t he serviwe comospl entity 40 for such services as VNET @&oa/usovede2eqiunber
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wth to process setup for a VNET call. Accordingly, the SIP proxy server 22 sends a SIP INVITE
request 37 to the dialed number at the location manager 30.

Upon receipt of the INVITE request 37, the location manager 30 queries the service
control entify 40 with a routing request 39. The service control entity 40 performs a data
lookup and responds to the location manager 30 with a routing response 41. The location
manager 30 maps response 41 into a SIP 302 TEMPORARILY REMOVED RESPONSE 43,
directed back to SIP proxy server 22. The response 43 provides the SIP proxy server 22 with
an IP address for the called party at the egress IP telephony gateway 16°. Accordingly, the
SIP proxy server 22 sends an ]NVITE'request 45 to the called party. at the egress IP telephony
gateway 16°. ' .

Upon receipt of the INVITE 45, the egress IP telephony gateway 16’ sends a setup

" message 47 to the PBX 14°. When the PBX 14’ rings the line of the called party, the PBX 14°
sends an alerting message 49 back to the egress IP telephony gateway 16°. The egress IP
telephony gateway 16’ then sends a SIP 180 RINGING message 51 back to the SIP proxy

server 22, which in turn sends a SIP 180 RINGING response 53 to the ingress IP telephony



"SIP I P tel ephony gateways, Internet appliances, and the |ocation nmanager
30 inthe SIP protocol. Referring nowto Fig. 5 the PBX 14 sends a setup
message 38otoe/or4084 | P t el ephony gateway 16. The | P tel epheay/usar/essay 16
maps the setup nessages 33 into a SIP INVITE request 35 addressed to the
SI P proxy server 22. The SIP proxy server 22 is unable by itself to
process setup for a VNET call. Accordingly, the SIP proxy server 22 sends a
SIP INVITE request 37 to the dialed nunber at the |ocation nmanager 30.
Upon recei pt of the INVITE request 37, the | ocation manager 30 queries the
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for each source of RTP packets in a session. The sequence numbers can also be used by a

receiver to estimate how many packets are being lost. Note that enterprise gateways 16
provide the interface between packet switched network 1, and the circuit switched
environment in PBXs 14.

At the conclusion of the VNET session, the called party hangs up and the PBX 14’
sends a release message 69 to the egress IP telephony gateway 16°. The egress IP telephony
gateway 16’ maps release 69 into a SIP BYE request 71 addressed to the calling party at SIP
proxy server 22. The SIP proxy server 22 then sends a BYE request 73 to the calling party at
the ingress IP telephony gateway 16. The ingress IP telephony gateway 16 sends a release
message 75 to the PBX 14 to terminate the call. The ingress IP telephony gateway 16 also
sends an ACK request 77 to the SIP proxy server 22. The SIP proxy server 22 sends an ACK
request 79 back to the egress IP gateway 16°. The SIP proxy server 22 also sends a session
detail record 81 to an appropriate billing authority. )

Referring now to Figure 6, in which the signaling gateway of the ingress Ip telephony
gateway 16 uses the H.323 protocol. The PBX 14 sends a setup message 83 té the ingress IP
telephony gateway 16. The ingress IP telephony gateway 16 maps the setup message 83 into
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message 63 to the PBX 14 and a SIP ACK request 65 to the SIP proxy server
22. The SIP proxy server 22 sends an ACK request 67 to the egress IP

t el ephonywoakewmay4 16° and the VNET session is establishe®CTOsormogohe VNET
session is established, packets are then transported across IP network 1
via the RTP bearer 68. RTP provides end-to-end delivery services (e.g.,

bet ween gateway 16 and gateway 16') for data having real-tine
characteristics, such as interactive voice. The RTP header contains tim ng
informati on and a sequence nunber that allow the receiver to reconstruct
the tim NGy 98ERE Hksddd®s SqMeGEL 1o ThiTE3 LRERBNPUCTHON 35 sRELEAL TR
separately or each source of RIP packets™in a session. Theé sequence
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request 71,addsepsed to the calling party at SIP proxy server 22. The SIP
proxy server 22 then sends a BYE request 73 to the calling party at the
ingress | P tel éhhom@ﬂe@at)%WTE@quwgl,ith@loé@@nmn@@lfé‘{bh’éﬂws thesevigy9 16 sends

a rel ease ) 1.0 1 [ m : pngress | P
tel ephony.cé)gt?ev‘\a’/agg'fé%élihsrg &ggelﬁﬁfséségé' Z&Eﬁl%%hgsyﬁﬁo%%fogﬂ%?ﬁ%xy server
22. The Slisbkupaxy responde ko B2 leeatimbsnangehGl withequeitg réPoirxedk. Toe lobhgiongr ess | P
gateway 16'. Th | P proxy server.2 | so ngs essi o detai.l record 81
0o o apprBidce ety i e Be REkAT MR ISR re R 1WAt ch
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H. 323 protocol. The PBX 14 sends a_setup nessage 83 to the in rfss | P
t el ephony &gigkesngn24 Slhetha2] gagpkeepsr P4sepdy ae%lﬁdﬁy?%{e@mwag %ﬁge REYAt up

message 83nd HhQs HQ%?%%&%%Q%,' %%@ﬂ%ﬁ@@mlﬁﬁﬂﬁ%ﬁeﬁ tHega9e 85

addressed to e H gat ekeéeper . The H. 323 gat ekeeper 2 responds to
message 83P wilephopngatevay3 oAGRdse sateoessaze 10pomihe BB 9. Whemihs&BFelB7, the

rings the line of the called party, the PBX 14’ sends an alerting message 103 back to the

egress IP telephony ga;ceway 16°. The egress IP telephony gateway 16 then sends a SIP 180
ringing message 105 back to the H.323 gateway keeper 24, which in turn sends a H.323
alerting message 107 to the ingress IP telephony gateway 16. The ingress IP telephony
gateway 16 then sends an alerting message 109 to PBX 14, which provides a ringing tone to
the calling party. When the called party answers, the PBX 14’ sends a connect message 111
to the egress IP telephony gateway 16’. The egress IP telephony gateway 16’ in turn sends a
SIP 200 OK response 113 to the H;323 gatekeeper 24. The H.323 gatekeeper 24 sends an
H.323 connect message 115 to the ingress IP telephony gateway 16 and a SIP ACK request
116 back to the egress IP telephony gateway 16°. Upon receipt of the message 115, the
ingress IP telephony gateway 16 sends a connect message 117 to the PBX 14 and the VNET
session is established. ' ‘

After the VNET session is established, packets are transported across IP network 1
via the RTP bearer 118. As discussed above with respect to Figure 5, RTP bearer 118

provides end-to-end packet delivery services (e.g., between gateway 16 and gateway 16°) for
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ingress | P tel ephony gateway 16 sends an H. 323 setup nessage 89 to

gat ekeeper 24. The H. 323 gatekeeper 24 is unable by itself to process
setup forwe o¥NEDscal | . Accordingly, the H 323 gatekeeper pPRd/tsenas2@ Sl P
I NVI TE request 91 to the dialed nunber at the |ocation manager 30. Upon
recei pt of INVITE request 91, the |ocation manager 30 queries the service
control entity 40 with routing request 93. The service control entity 40
perfornms a data |ookup and responds to the | ocation nmanager 30 with a
routi ng response 95. The |l ocation manager 30 determ nes that the call
shoul d betheaudsima. tAgaint hds moaddl thd eplaiptiye gtevidye 1@proesis tHeRPutetfadedptveay gat eway
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PBX 14, whigedis [PrteMeplilas gatetvayi i segdd orekeateanestdpe 12atd thenBBR A Aty teridinete thehe

call ed part nswers, t X 14' sends connect ness to the
corecs Pl ATRIRE b stetass HEtCokfidhenaugor i e raBto O areRes i
turn sendsq gndsh Fiséf¥RedIHqia RIS theldsdess W tetPhddyIdRwapl 6 katiBespddds The H 323
gat ekeeper 24 sends an _H. 323 connect nessage 115 to the ingress IP

t el ephonywifhedisayeags cefma 28) Phencke Holda gatekeener@4sands an gnd yresieygoaygandp

t el ephony DA% SHEY, ' i § g&? Jnildgss | P

tel e_phonylgat evvaygr%gs %gﬁﬁ%g&g%%&lt&neh%ggegs %%gt'?g&t ese%’glg(n(ﬂ and the VNET
sessi on | ACESst3bITihe BEIR3 gAfekeapet HathyNERdssewssionietas] restrd bl tolehpppaokiet s ar e
t_ransport&.g.acr&%s | P network 1 via the RTP bearer 118. As di scussed above
wth resp & Fa'ure 5, RTP bearer 118 provides end-to-end packet

del i very servi a@emb6diéd herbig bi@edpi@atia Wayirelh arlcbr@ad @nbdindit bf yeemD is
shown. The descriptions of PSTN 100, IP Network 1, call control entity 20, location manager 30,
and service control entity 40 provided above with respect to Figures 3-6, are equally applicable to
Figure 7. The embodiment depicted in Figure 7 differs from the embodiments depicted in
Figures 3-6, in that channel 50 is replaced by secure channel 500 to couple PSTN network service
control entity 40 to the IP network location manager 30. Secure channel 500 is configured to
securely transmit intelligent network control data from service control entity 40 to location
manager 30, enabling location managér 30 to provide call control entity 20 with PSTN-based
intelligent network control services data. Secure channel 500 addresses many, if not all, of the
security issues related to providing PSTN-based intelligent network services to IP telephony
calls. Thus, security problems such as spoofing, eavesdropping, and attempts to co-opt a session
by manipulating a packet’s header or IP data payload, can substantially be eliminated.

Referring now to Figure 8, a block diagram of secure channel 500, established

between location manager 30 and service control entity 40, is disclosed. Location manager
30 is connected to router 32. Router 32 is coupled to IP network backbone 150. Ip network
backbone transports packets between router 32 and router 42. Security tunnel 52 is
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WO 02/ 074054 PCT/ US02/ 08626 the session. Again, it is noted that
enterprise gateways 16 provide the interface between packet swtched

net wor k IwoOan@7408& circuit switched environment in PBXs 1#CTAIS02/b8526
concl usi on of the VNET session, the called party hangs up and the PBX 14
sends a rel ease nessage 119 to gateway 16'. Gateway, 16' maps rel ease 119
into a SIP BYE request 121 addressed to the calling party at the H 323

gat ekeeper 24. The H. 323 gat ekeeper 24 then sends an H. 323 rel ease nessage
123 to the calling party at the ingress IP telephony gateway 16 and a SIP
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service control entity 40 to |location pmanager 30, enabling |ocation
manager 30agkst ifraﬁvliaﬂﬁé}/"é%ﬂqn%ﬁﬁrép’ céﬁ?ﬁvkc?c‘%‘gr%ﬁ‘%tﬁyﬂ%flﬁpeﬂé qn ﬂ?ﬁ‘é’f Pf gent
networ k cqopirRitoner vi ces data. Secure channel 500 addresses many, if not

all, of the security issues related to providing PSTN-based intelligent
net wor k ser vi célse pbthe puthentisplinsrheades 4hHiprotprelproddas grvieenhigh dasreewé such as
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Ref er ri ng pnetecdl alldwgthe eecBiveraflalpaciet ivafyethe picketscander.chaloig so500 AH

establis h%gotocol may employ MD5, the U.S. Government’s secure hash algorithm, or any other
suitable algorithm. The AH protocol can also be used in combination with the ESP when the
packet payload requires confidentiality. ESP is a protocol that uses symmetric cryptographic
algorithms to encrypt IP data at the packet level. For example, a 56 bit data encryption
standard (DES) algorithm may be used to encrypt the payload. In a preferred embodiment of
security tunnel 52, the ESP protocol is employed because it is desirable to both provide
packet authentication, and to encrypt the intelligent network service data carried in the packet
payload. In one embodiment, an ESP protocol is provided having non-null encryption,
authentication, and replay attack prevention modes enabled.

In one embodiment, the physical connection between router 32 and router 42 includes

a fiber disposed within a single Point of Presence (PoP) in a central office site. However, the
physical ‘connection maybe any reliable path between router 32 and router 42 within IP

backbone 150, if collocation is not possible. For example, the physical path may be
implemented using a long-haul reliable TDM link.
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bet ween | ocati on manager 30 and service control entity 40, is disclosed.
Location nmanager 30 is connected to router 32. Router 32 is coupled to IP
net wor k baoloRonws450. |1 P network backbone transports packerashzosseen
router 32 and router 42. Security tunnel 52 is 12 WO 02/ 074054

PCT/ US02/ 08626 i npl enented by encapsul ati ng the packets carrying
intelligent network service data in backbone 150. Router 42 is
bi-directionally connected to service control entity 40. Referring back to
Figure 2 and Figure 3, and the associated text, when VNET data is
transferred bBDuEmﬁidndmaﬁﬁdﬁImaﬂw@émnamﬁdﬂdbgaﬂmi&@wdvﬁmMmmyamvbfy 40,

security tunn 52.15S | oyed. . Securi npel be of ui tabl e
type, but ’f%@ﬁ%a fapteg ﬁg%ﬁ%ﬁmfagwegfg%§%§' &Qﬁ’ tqg%) ec eﬁs fr?eFac P?%]rnzlme nted on
router 32nmande bl cd2figufdician th roaferhl Maiypacietsithatidd nbhwmti@nticatemilllber ecogni ze
that IPsec is a suite of protocols. devel oped by | ETF IPse i ncl udes the
aut hent i c&toPBsf- Hdgdeyters my alsp gf’ gpisused & ?"H’g therumber plpap ‘g%té’EFr dpppeday| oad
(ESP) pr okR¢Qlure to3@fdhfidate. t unnel 52 refers to a nethod of encapsul ating an
original packet into a tunnel packet. The tunnel packet provides the
necessary rout IPrig?t\er(blﬂfﬁfme)}ﬁOtI@a}’éwa?ﬁ pey sulfeblp BpRdut theretiy ghpan by ey wlen

router 32_gnd I

Gest i nat | SEHE £ HbSoncty s AR R bt SRR Bl Bk IR 1BE LR R I ATBRE:
control e ((0634:132) Allma,ckbkﬁmdts intag em!plotyhévailbcﬁ/paoltet swmdhmgrmdzhnohgy tisemaodly t he

cont | dencBraviines e pamebionipa st Blodk FHE: Burtor, ea Rl ok fiorng
E L Zn; glc E Z ?gfa: trahbBiséibh tdehRil6/ableattd WS tHeBmeteemiuY Optieil Natvmle {SEINED verify

s sender. In doi e’ AH protocol may enplo the U. S
Gover nmenhecapupgtiongg 4 %@@%@Nﬁ%ﬂa@ks sprereliish %ﬁH??l‘é(B’logeef?/a&oP‘i@ hm The
AH pr ot 0C%de&aggﬂéctgg)fefegmya@&iaﬂcma@&me@@ﬁ HQRant trile hidh sheell oPBRRbIRE 50 RACKet

payl oad requir entirality. ESP is a protocol that uses symetric
crypt ogr apdinuayed by gomiettingdntemeelretogglithiomshdbe ATM switrbingaudat, apdipahing For
exanpl e, i.t_.data.e Iyé)l? standard (DES) al gorithm may be used to
encrypt t Sco thmatano?the%re %S‘F’% “enbodi nent of security tunnel 52, the
ESP pr ot ocol | $t velmﬂe(ay}eiﬂerbﬁﬁﬂw%kﬂled isthel exs tlraahirfeui mo&hcﬁt:dnops andivaeiatiqpac ket

hent i i.on, an ncr he.intelli r, rvi rri
?ﬁt t ﬁ et pg@gat é)(eo d% t(gi tlfe%reeserﬁ HYJ%Euén v%thou% epartlgle?r é \sAlgnt ana%cope %F thg:at aca ed

invention. Thus, it is intended that the present invention cover the modifications and

variations of this invention provided they come within the scope of the appended claims and

their equivalents.
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payl oad. In one enbodi ment, an ESP protocol is provided having non-null
encryption, authentication, and replay attack preventi on nodes enabled. In
one enbodwoni7406he physical connection between router 32PamdSoDesees 42
includes a fiber disposed within a single Point of Presence (PoP) in a
central office site. However, the physical'connection maybe any reliable
path between router 32 and router 42 within |IP backbone 150, if
collocation is not possible. For exanple, the physical path maybe

i npl emented using a long-haul reliable TDMIlink. 13 WO 02/ 074054

PCT/ US02/ Qﬁg@gcgﬁgg&gy 32 and router 42 may be of any suitable type, but
there is shown éy way of exanple a router of the type manufactured by

Cl SCO. Cryptographic keys for each tunnel my be manually configured into
the routers n ackets t.h n t hent | wil opped. The
routers 'Aéﬁ‘%‘;cf)‘o%ésyg%rr?flf&glﬁ&é%lgﬁﬁst ﬁ%ﬁg@% apﬁgg%cﬁﬁ%g?wg ’t&gg Séef%é that are
dropped tanpdsaig:ure to authenticate. I'P network backbone 150 may be of any

suitable type, hut there js- shown b exanp| e. a networ k that

"ol udes 5 hat  BREoR gl CapBo i Gl e h ot BieDis el el ok it

(OC 12). Backbone I13fid¥8Yo @BBkDHetFEMa e Skt BAGKAL cafl\WbitEd sigent S6PRhOIY
comonly known as the Asa/nchronous Transfer Mdde (ATM . Backbone 150 may

also utilize a fi bewonfigiged t© storapmiahigest retverk conttol 49 coresprqnding to Heas t he
Synchronous Opti Ca'inﬁﬂf WO Koo b1 seffGescOmbi nati on of ATM and SONET
enabl es hi gh speed, |5h capacity voice, data, and video signals to be
conbi ned and t x sseemd netectkenll detmhsystefivenfiguyé te pewitlesonielckivoretoXbd i s

achi eved by connecting .l nfernet Protocol through the ATM switching matrix,
and running this @8?‘?’81‘165 %K 3B t he SONET network. It will be apparent to
those skilled igctieRhainkl dodplingtdé figtigetwrdichll cadoDeysteAtd theakdoat nemdrk can be
made to the present invention w thout departing fromthe spiyit and scope
of the invention. cpHgantrqlsystesm,ithssspie shannel peing gofisuced i Sficﬁl‘\?grﬁapﬁfﬂltcover

the modifications QHQHI' VR e B it Bhtr® det Vi Sm HIME KRR EAVI ARG shiEY 16 0me
Wi thin the scope of t appended clainms and their equivalents.
the second network call control system, whereby the second network call

control system provides the intelligent network control services to the second

network.
2. The system of claim 1, wherein the first network comprises a circuit switched network.
3. The system of claim 1, wherein the second network comprises a packet switched network.

4. The system of claim 1, wherein the first network call control system comprises a legacy

telephony service control system.

5. The system of claim 4, wherein the first network call control system comprises a service

control point (SCP).

6. The system of claim 4, wherein the first network call control system includes a data access

point (DAP).
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14 WO 02/ 074054 PCT/ US02/ 08626 What is clained is: 1. A tel ephony system
including a first network and a second network, the system conprising: a
first networok/oz@bd control system configured to provide i mCelusoyessee net wor k
control services to the first network, the first network call control
system al so being configured to store intelligent network control data
corresponding to the intelligent network control services; a second
network call control systemconfigured to provide control services to the
second network; and a secure channel coupling the first network call
control s ys'l"}&myﬁtantoﬁ elamed,oricraie thedntéligaahétwodaroniod] seiyseeimcluddrertsacur e
channel be| con QMto securely transmt intelligent network control
data fronPk e‘FWgr:k PRVEHE | control systemto the second network call
control system whereby the second network call control system provides
the intel I| ent network control serV| ces to the second network. 2. The

syst em of 8¢Theisystam ofyplated.vherrin the indelligeof pripRrkcopiseliseryesinginde 80 swi t ched

net wor k. ]?]' S‘e‘%?“eﬂ’g% claim1, wherein the second network conprises a
packet swtc net 4. The systemof claim1l, wherein the first
network call cont roI system conprises a | egacy telephony service control

5 f h I I
Syet om conphiecuted oLl 4 e plRih perp Bk sphie SRR B BaER, “OTIT

wher ei n t kewhidingtnet@irkseridcesal | cont roI systemincludes a data access point
(DAP). 15 WD 02/074054 PCT/ US02/ 08626 7. The systemof claim4, wherein
the intelligent network control services include virtual

10. The system of claim 4, wherein the intelligent network control services include private

dialing plan features.

'11. The system of claim 4, wherein the intelligent network control services include

customized message announcement features.

12. The system of claim 4, wherein the intelligent network control services include network

call redirect services.

13. The system of claim 4, wherein the intelligent network control services include VNET

network management services.

13A. The system of claim 4, wherein the second network call control system emulates a first
network system such that communications between the legacy telephony service control
system and the second network call control system are transparent to the legacy telephony

service control system.

14. The system of claim 1, wherein the secure channel comprises a logical data path between

the first network intelligent network service control system and the second network call

control system.
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private network (VNET) services. 8. The systemof claim4, wherein the
intelligent network control services include 800- nunber network services.
9. The sywpanioofos€l ai m 4, wherein the intelligent networkPCONiSonD863@r vi ces
i nclude call forwarding network services. 10. The system of claim 4,
wherein the intelligent network control services include private dialing
pl an features. 11. The systemof claim4, wherein the intelligent network
control services include custom zed nessage announcenent features. f 12.
The system of claim4, wherein the intelligent network control services

| nclude nefsihksystefl dr 1| bR INCEES chabiicl IRPrid 3h BBtk bt 4, wher ein
the intelligent 'network control services Include VNET netwbdrk managenent
servi ces. beBreen Theefistyrstweork afteltipent networkyshionasicantrdl eystene emthe edcomt retwerk]
control sysjem egulsgst es a first network system such that comrunications
bet ween t H& [ I&ﬁ’ﬁyté]?'ephony service control system and the second network
call control systemare transparent to the | egacy tel ephony service
control syst 14. The . systemaf claiml, wherein th ecure channel
conr ses b Thymein AT 3 HhaR fed Sty PRELE NRURBrETHEI | 1 gont

net wor K s efuMehBcatiOnhéadbr @nd the second network call control system
16 WO 02/ 074054 PCT/ US02/ 08626 15. The systemof claim1l, wherein the
secure channel conprises an |IP security tunnel between the first network

i ntelligengt ' : l-r&%v\ork call
control s;]ls?t'*gﬁ%%&#ﬁkﬂgggi‘gﬁ%{lmgllg?éﬁhﬁ ,taﬂl\;v%le{sg?%ﬁ%ﬁéem% security tunnel
i s est abl ienbapdulagngrgcwen paydord{ERP) antitenticatie beider pr#tb¢dl. pr ot ocol .

18. The system of claim 17, wherein the encapsulating secure payload authentication header

protocol includes an enabled non-null encryption mode.

19. The system of claim 17, wherein the encapsulating secure payload authentication header

protocol includes an enabled replay attack prevention mode.

20. The system of claim 16, wherein the IP security tunnel is established using a
cryptographically hashed authentication protocol.

21. The system of claim 20, wherein the cryptographically hashed authentication protocol
employs an MD5 hash algorithm.

22. The system of claim 16, wherein the IP security tunnel includes an IP network physical .

layer.

23. The system of claim 22, wherein the IP network physical layer further comprises:
a first network router coupled to the first network intelligent network service control
system; the first network router being configured to support an IP security

tunnel protocol;
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17. The system of claim 16, wherein the IP security tunnel is established
using an encapsul ating secure payl oad (ESP) authentication header

pr ot ocol .w0d2/0Tee4 system of claim 17, wherein the encapsulpariusgz/esseur e

payl oad aut hentication header protocol includes an enabl ed non-nul
encryption node. 19. The system of claim 17, wherein the encapsul ating
secure payl oad aut hentication header protocol includes an enabl ed replay
attack prevention node. 20. The systemof claim 16, wherein the IP security
tunnel is established using a crxggpgraphically hashed aut henti cati

n
protocol . 21. a¥peordagtworkaputescyy  theypeaond ntydsk call spptrelsipm 5F?°9n‘i?ashed
aut henti cation prot,eod (GHRVENS caikiME 1D aHRoALE Y debilty ndmel pFitBcotyanliem of
claim 16, wherein fﬁé.fPrsecurigﬁ pbnnel.gﬁﬁgludesed%ﬁ?P ngghori %hysical
| ayer. 23. Thea pagketsmitoliedgietiyark ogupling the dirsh netierk ouiseanichsependsietatk| ayer
further conprises: éﬁ&}rst network router coupled to the first network
intelligent network service control system the first network router being
configured to support an IP security tunnel protocol; 17 WO 02/ 074054
PCT/ US02/ 08626 second .network_router coupled to th econd network cal
control sg‘gt%mepgwsgé%w? &ﬁ)ﬁrﬁt’?eg‘ﬁ?rgran‘gg?er‘f&m}c??ﬁ‘f“?rgﬁ%@'s.681 support an IP
security t ingPr otocol ; and a packet sw tched network coupling the first
network rout'er and the second network router. 24. A tel ephony system

i ncluding a fis8rt rsvorkrrll semdrohsysieavialigiediorore intrdligoptncttiok corfnldabng: a
first network call GORKS RloSAShEBARRNLQH G BniblFo! oahbiligant network

control data, the first ne control” system being configured to
use intelligent . netetosrk comrl dah tod@bede mteligeui mbewark savicesfeite first wor k

services to the “'ﬁéwmﬂftwork

at least one second network IP telephony proxy server configured to pfovide call
control services to the second network;

a second network location manager coupled to the second network IP telephony proxy
server, the second network location manager being configured to performing
IP address mapping in the second network; and

a secure channel coupling the first network call control system to the second network
location manager, the secure channel being configured to securely transmit
intelligent network service control data from the first network service,control
system to the second network location manager, whereby intelligent network

control services are provided to the second network.

25. The system of claim 24, wherein the second network location manager is configured to
map a call control request received from the at least one second network IP telephony proxy

server into a service control query to the first network service control system.
26. The system of claim 24, wherein the second network location manager is configured to

map intelligent network service control data into an IP address when providing intelligent

network control data to the at least one second network IP telephony proxy server.
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at | east one second network | P tel ephony proxy server configured to provide
call control services to the second network; a second network | ocation
manager cwopkedosd t he second network | P tel ephony proxy PE&ruser/osehe
second network | ocation manager being configured to performng |P address
mappi ng in the second network; and a secure channel coupling the first
network call control systemto the second network | ocation nanager, the
secure channel being configured to securely transmt intelligent network
service control data fromthe first network service, control systemto the
second nebnorH LQGALF ARin{B4) 3G6fein M@ﬁrl@i%’ode@éc%hh h&%ﬁk a8 1WHoky &)sa?t rol
services are provided to the second network . The systen1o? claim 24,
wher ei n t baveracemdigered ioprkedspBaciephoniragssige POII‘JTSPI @emglgg;r ed to map a call
control request received fromthe at | east one second network I P tel ephony
proxy server into a service control. query to the first network service
control sg8. tiémsyﬁﬁn off &1&11132/75 twdmnenf the htdeast & seaché netwnrlqlﬂeelelémnylﬂronpt wor k

| ocation manag i.S C ure ent networ Servic control
ot a | nt oSBHE PRGSO R [ 6ophatmgesr b Bl Rk A E 6 P8 it ¢ o
the at | egskioan@itsfmansobat®@yk | P tel ephony proxy server. 18 WO 02/074054
PCT/ US02/ 08626 27. The system of claim 24, wherein'the at | east one second
network | P telephony proxy server is configured to process |P telephony
SEsSion Cg@t'lrh% ﬂ%ﬁ Eg&hzﬂ? 7, Sherei e ASAEHReQbcofil ﬁét%&?IP BB Prokpe at | east
one second netwb phony -proxy server is configured o process | P

t el ephony seesss amfigord toprocess Bagleplyny session orntahwessegingintdeeordabee with the
Inltlatlogtﬁé coh (SIP). 29. The system of claim 27, wherein the at |east
one second” WoP ™1 P t el ephony proxy server is configured to process |IP

t el ephony session control nessaging in accordance with the H 323 protocol.

30. The system of claim 24 n the secure channel .c rs | ogi cal
dat a pat hg%éqﬁﬂﬁéésﬁem Pﬁ%lalﬂ % lw\i\‘hﬁréf‘\/\%‘? e anB%‘r?PP‘BW% ?g?%?f‘? gﬁﬁ p?tﬁ getévg% nd
net wor k| geafriQBwiRID&dE ontrol system and the second network location manager.

31. The system of claim 24, wherein the secure channel comprises an IP security tunnel

coupling the first network call control system and the second network location manager.

32. The system of claim 31, wherein the IP security tunnel is estdblished using an

authentication header protocol.

33. The system of claim 31, wheréin the IP security tunnel is established using an

encapsulating secure payload authentication header protocol.

34. The system of claim 31, wherein the IP security tunnel is established using a

cryptographically hashed authentication protocol.

35. The system of claim 24, wherein the first network comprises a circuit switched network.
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31. The system of claim 24, wherein the secure channel conprises an IP
security tunnel coupling the first network call control system and the
second newawek7408cati on manager. 32. The system of cl ai mP8T/USetiesseé n t he

| P security tunnel is established using an authentication header protocol.
33. The systemof claim 31, wherein the IP security tunnel is established
using an encapsul ating secure payl oad aut henticati on header protocol. 34.
The system of claim 31, wherein the IP security tunnel is established using
a cryptogra hically hashed aut hentication protocol. 35. The system of

cl ai m 24, Wilgneéwﬁen@ REclpiny 24, wheteindhk sbrghy ek eall gonitof gigiem cOMPrisstadessey wor k.
19 WO 02/ 074054 PCT/ US02/ 08626 .36. The system of claim 24, wherein the
first net HRPROBLICIVICCHRIEIYSYESRt em conprises a | egacy tel ephony service
control system 37. The systemof claim 24, wherein the first network cal
control system conprises a service control point (SCP). 38. The system of

| ai m 24, in the fi | IRt i
aceess por preoi oGghi 2 vAG I GEFicu iR B ln Ry SRR RIS RIEE

network cg Opkﬂggs&azes include virtual private network services. 40. The
system of clai : erein the intelligent network control services

i ncl ude 800- nunber network services. 41. A nethod for providing a second
network with intelligent network service control data stored in a first

net work s eg Vit 8y%i bf QhinS¥8 tvhBReint theAiRBAdROcHk COMBIHuS1 §igtenl iBClRde¢ iadgtaan | P
t el ephony session initiation request at a second network | P proxy server;
det er m ni Agedsipoidd{BAP).gent network service information is necessary to
initiate the 'session; transmtting the IP tel ephony session initiation
request fromthe second network |IP

39. The system of claim 24, wherein the intelligent network control services include virtual

private network services.

40. The system of claim 24, wherein the intelligent network control services include 800-

number network services.

41. A method for providing a second network with intelligent network service control data
stored in a first network service control system, the method comprising:
receiving an IP telephony session initiation request at a second network IP proxy
server;
determining if intelligent network service information is necessary to initiate the
session;
transmitting the IP telephony session initiation fe_quest from the second network IP
proxy server to a second network location manager if it is determined that

intelligent network service information is necessary to initiate the session; and
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proxy server to a second network | ocation manager if it is determ ned that
intelligent network service information is necessary to initiate the

sessi on; wWOWM2/02054\0 02/ 074054 PCT/ US02/ 08626 creating a ®erarse2/edsannel

bet ween the second network | ocation nanager and the first network service
control system the secure channel being configured to securely transfer
the intelligent network service control data fromthe first network
service control systemto the second network | ocation nanager. 42. The

met hod of claim4l, wherein the secure channel is created by establishing a

| ogi cal  data gpalifl,Rebieethahft® bltwesi the SIoBRI HetH6il1b @80 BRhdge! and iR 80 and t he
second network [ocation nanager. 43. The nethod of claim4l, wherein the

secure channel is Gle8MRderbite EslRADYsRRI, 18 saird ManSePBeihg Eohflgtiede) bet ween
the first network service control systemand the second network | ocation

manager. 44. The maehaey@bngtrahdinttBigettthetvairtsdriiee tditdbdutl frénd tHelfitmel 1 s

est abl i shed by encapsul ati ng packets communi cated between the first

net wor k servi ce confetvadrk s§tsice coruotisystem ts @esachnd metwod kocdt@oatanager.manager
usi ng an authentication header protocol. 45. The nethod of claim 43,
wherein the I P security tunnel is established by encapsul ating packets
comuni cat ed between the first network service control system and the
second . fktThometiododclaon4 kewherpsn the s¢auty channshissppated &y iestaplishisg p doginal/ | oad
aut hentication header protocol. 46. The method of claim45, wherein the
encapsul addtmpat bettieen g firs aetwatk 1¢8/es OBl GHsterd aerbihe sgsppd BRtwprkilogstan

i ncl udes an enabl ed non-null encryption node. 21 WO 02/ 074054

PCT/ USO2/ W8®E6- 47. The net hod of claim45, wherein the encapsul ati ng
secure payl oad aut hentication header protocol tunnel includes an enabl ed
replay attack preventi on node. 48. The nethod of claim43, wherein the IP

security Ilij The lme%h%d%?%ﬁl% |4§, r%v%%reti)xy the SR cthiatﬂt%l is created by establishing an IP
security tunnel between the first network service control system and the second network

L

location manager.

44. The method of claim 43, wherein the IP security tunnel is established by encapsulating
packets communicated between the first network service control system and the second

network location manager using an authentication header protocol.

45. The method of claim 43, wherein the IP security tunnel is established by encapsulating
packets communicated between the first network service control system and the second
network location manager using an encapsulating secure payload authentication header

protocol.

46. The method of claim 45, wherein the encapsulating secure payload authentication header

protocol tunnel includes an enabled non-null encryption mode.
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packets comuni cated between the first network service control system and
the second network | ocation nmanager using a cryptographically hashed

aut hent i caDioe74960t ocol . 49. The net hod of cl ai m 48, wher @CA/UShZ08626
cryptographi cal |y hashed aut hentication protocol enploys an MD5 hash

al gorithm 50. The nethod of claim4l, further conprising the step of
transmtting an intelligent network service control query fromthe second
network | ocation manager to the first network service control systemin
response to receiving the I'P tel ephony session initiation request .fromthe
second nethorhe mathqsh i elpim dp \mderein the enfapsaingSecugt Payloas AvtBenticstioniheader
conprising the step.of transntting an | P session control nessage fromthe
second nePiRsR! fugR PFﬁﬁbﬁﬁhﬁng f %Wﬁgm§é53ﬁﬂmﬁBP rk | P proxy sgrver in
response to a reply fromthe first network service control system 51A. The
met hod of claim4l, wherein the first network call control system conprises

a_ | eoacy 4 shenbapn SELYAGS GRRLE Bl PYALEP AR c FIRIPANA Bl 21 m S TA

wherei n the second network™c contro emenu net wor k

system Sug&k%é;%m&gmgﬁtg& gg@%ﬁgﬁ% Bt H‘Qﬁ@rkts@ﬁicle%gﬁfo‘ﬂ s§ RS RIAANYscB6avi ce

contr ol ystem an d networ call control” system are transparent
to the | egagynd BLRRAMMage? BEiNS & &rySBRapIREalS YasHeMhutBehtication protocol.

49. The method of claim 48, wherein the cryptographically hashed authentication protocol -

employs an MDS5 hash algorithm.

50. The method of claim 41, further comprising the step of transmitting an intelligent
network service control query from the second network location manager to the first network
service control system in response to receiving the IP telephony session initiation request

from the second network IP proxy server.

51. The method of claim 50, further comprising the step of transmitting an IP session control
messagé from the second network location manager to the second network IP proxy server in

response to a reply from the first network service control system.

51A. The method of claim 41, wherein the first network call control system comprises a

legacy telephony service control system.

51B. The method of claim 51A, wherein the second network call control system emulates a
first network system such that communications between the legacy telephony service control
system and the second network call control system are transparent to the legacy telephony

service control system.
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