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Participant nodes in peer-to-peer network elect one of the
participant nodes to be a collaborator node using the Raft
consensus algorithm
(205}

v

Collaborator node generates public and private key pair
{210}

!

Collaborator node shares public key with participant nodes in
peer-to-peer network
{215}

v

Participant nodes in peer-to-peer network generate public and
private keys
(220}

v

Participant nodes encrypts messages including focal maching
learning model parameters and its public key with collaborator
node’s public key and send to coilaborator node
{225}

v

Collaborator node decrypts messages using its private key
(230}

v

Collaborator node performs model aggregation using local model
parameters
{235}

v

Collaborator node encrypts message having updates to
aggregated model with each participant node’s public key
(240}

v

Participant nodes decrypt message from coliaborator node and
update local machine learning models
(245)

OPTIONAL

FIGURE 2
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