1 6 March 2006 METHOD AND APPARATUS FOR CONTROLLING A COMPUTING OR ELECTRONIC
DEVICE FIELD OF THE INVENTION 5 The present invention relates to a method and apparatus for
controlling a computing or electronic device, so that software applications can be provided to such a
device or updated, particularly where such devices are rfm_otely IocatedBTmﬁg eé/' can be in the
form, for example, 10 of point of sale devices (such as those referred to as customer interaction devices)
used at points of customer _interaction. BACKGROUND OF THE INVENTION 15 Traditional customer
interaction devices (CIDsM%ﬂéﬂDasA%iﬁﬁgﬁgﬁigu(sP%') CONA Rl 488 An %@Y}%rft'\'ﬁa%action
processing, must be loaded with software to operatd ROMECrdiNEeEmanner. This software controls, for
example, the presentation of messages on the CID 20 display, the printing of messages on receipts, and

interactions with a hestystep GHEerYRUENFRfEduired application message protocol. Such
implementationsstyp'?cﬁllly involve the use of compiled 25 pr%gram c%p@aecom risin%relatively large
I

software modulés of Machlife fild Lfc'?i\é?ug.t'rﬂ@sg _S&S%staree\y@ﬁ: Nl 'g&ﬁ) B 5%5}17' %y the hardware
of the CID. However TRy t6€=UVEA] hinsly eP9BRYE HeguREd ed @RSt e Seyd5&rall§ kb @do long to
load into the CID viaso¥@vtakee oapplincatioosdinkeowng foriheidsde tindeaech wmadtenaeCods such as

POS t_erminal_s comruwaigﬁ&ejwitbahesbaﬂmﬁ W e@é@'ﬂé@&é@%ﬁ@_m%i@éi@ns links, making
it particularly |mpractj%% 19 égplaqlah g%gw ginthe ga{ﬁ @éoqg'h #ﬁlﬁc?g@gn tﬁpog)y jAny 35 change
a e

in the CIDfunctionaht)éthus_ requires the physical replacement o ,’or the transportation to and

loading on-site’® reiAcEMURE BhvrlewiH 585s fsUch as those referred to as

customer interaction devices) used at points of customer
interaction.

BACKGROUND OF THE INVENTION

15 Traditional customer interaction devices (CIDs), such as
point-of-sale (“P0S”) terminals used in payment
transaction processing, must be loaded with software to
operate in the required manner. This software controls,
for example, the presentation of messages on the CID

20 display, the printing of messages on receipts, and
interactions with a host system or server in the required
application message protocol.

Such implementations typically involve the use of compiled

25 program codes comprising relatively large software modules
of machine iInstructions. These modules are typically
executed directly by the hardware of the CID. However, in
the event a new version i1s required, such modules
generally take too long to load into the CID via a

30 telecommunications link owing to their size. Indeed,
traditional CIDs such as POS terminals communicate with
host systems using relatively slow data communications
links, making it particularly impractical to replace
software in the CID through telecommunication lines. Any

35 change in the CID functionality thus requires the physical
replacement of the CID, or the transportation to and
loading on-site of replacement software, which adds to



2 6 March 2006 costs and the required labour (particularly when the CID network is spread over a large
geographical area). This makes it impractical and costly for businesses using the CID (such as banks
with their POS networks) to make 5 frequent changes to CID functionality, thereby limiting the ability of
businesses to respond to new market conditions or off_eri\e_w services agd ,\ﬁ)égchtfdaeiesponse to new
conditions. 10 In addition, a CID for credit card payments commonly includes functionality for customer
loyalty rewards, where a customer may at the time of a payment transaction be given a virtual or

electronic coupon, ofBEHerifeds d&AUIRdid R YN HPEEERSHIREdYp 8 es ofdBt P15 instant
purchase price. The ngitgdkwhitisticeecupye s dasdadfopesananb 1tbd casesmer plifdisases $100 or
more, he or she receig®s $520 Goppac tidadmahle dothe yerd 8 WaskpdsBay hayerlg hmenodified from

time to time. For exapplesdherpfoepenienas tHedmight %@%%Wéowirmg% time such that "for
the month of August,_ purchases Rf$100 or m8rI a]lgracta_$30 oupon plus gn additional $20 cash
s 49025k thereh

J 5 5@508 &ﬁ‘&c‘ij?&& 1 6r cEist2sn 5Wih5'5\9er that period.

rebate for purchases
Such a $20 cash rebHi€ vitlAd bEYr e it alIRESS aF aliist <ePRefdehP plRvhasdsKAkhe following two
weeks and would haantti té sedeemeuififefioredhe sedemnptis naoidther $80ciipon. tesaynsat be practical
to implement this newg ryeindbaGHes wits existing CID software, for the reasons discussed above, owing
to the short-term life of 30 the change. In prior art approaches, one technique for providing some
flexibility in the CID is to include parameters in the CID _software, such that changes in requirements to

some extent 33 8an B8 AR DY -d A IBRIFY rAE6FAT SAEH HRIBKEESEHIGANEAB ¥hat merely alter

those parameters. F@ncludes functionality for customer loyalty rewards, where

a customer may at the time of a payment transaction be
given a virtual or electronic coupon, or be permitted to
use a previously given electronic coupon to offset the

15 instant purchase price. The rules by which the coupon is
issued (for example, “if a customer purchases $100 or
more, he or she receives a $20 coupon redeemable in the
next 3 weeks”) may have to be modified from time to time.
For example, the aforementioned rule might be modified for

20 a limited time such that “for the month of August,
purchases of $100 or more attract a $30 coupon plus an
additional $20 cash rebate for purchases above $300”, to
coincide with a local festival or celebration falling over
that period. Such a $20 cash rebate would be redeemable

25 against subsequent purchases in the following two weeks
and would have to be redeemed before the redemption of the
$30 coupon. It may not be practical to implement this new
rule in the CID with existing CID software, for the
reasons discussed above, owing to the short-term life of

30 the change.

In prior art approaches, one technique for providing some
flexibility in the CID is to include parameters in the CID
software, such that changes In requirements to some extent
35 can be effected by downloading relatively small blocks of
information that merely alter those parameters. For
example, in the example cited above where the requirement



example, in the example cited above where the requirement - 3 6 March 2006 is to change the coupon
award from a $20 coupon to a $30 coupon, such an approach would comprise downloading a small data
packet to the CID indicating the new value of the appropriate parameter is $3O (rather than the previous
5 $20). However, if - as in the example above - the original CID softwar r% esigned to
handle the additional rule referring to a bonus cash rebate (in that example 0 23; ?or purchases above

$300 and redeeming_ the $20 cash rebate prior to the redemption of the $30 10 coupon in the next 2

weeks, then it would Fot¥e F8888R the el cRYALE Hir it BoRr o SAHEBhESr hoteCparameters.
Rather, a change in ¢®/0D scityeireanoalebiie aciyukewl dvitother dssosiavgul padticgl problems
discussed above. 15Agbtheatampaaketohientfacetiby busiesebsgvithéangew nuathgrserf CIDS that

have been installed qygr %&a‘ﬁﬁ‘éb?r aﬁ!@”kﬁé(r‘-‘é%%tseihaiéh%w g}%m?f HRR ¥Ry Wik oGamPprise
many different mode, \A%g re likel thaf not, 20. be rovide I‘dlfferent man%facturers
ndi (}@

Consequently, Soft Qe oddl anaé%au% c&tﬁ?ﬁ/only n Pf%e corr%ggtlble It
hence becomes nec8§d&NB1 ptdHdeHEWabRWRE f@P@a@iﬁ*ﬁ%mﬂﬁﬁﬂﬁ@ﬂﬁhWﬁfﬂé% , according
to the diverse charaﬁddiﬂﬂwohﬁerﬁflesoﬁe@enﬁ@ Ity eachdDI ICésh coeabe actitbditat

manufacturers of ClRRpqR  eagh $1BH)WED 2 Gl PRedingvayeiedscndidthesdeenidg) a software
development kit (SD i el 15 dia 20 dpselerme ol pplially) spupred gapcution i the

CID. The SDK may include a set of Applicat |o ram Interfaces mcorporate In the CID

Operating Systet tl?é’tufﬁ‘anltdféstlﬂg dlﬁ?éTo&m‘?éﬁ? ?apﬁﬁ@é‘ﬂdﬁp\“f?é’rh%é‘of’h@ge%ﬁ%‘t%?cally includes
APIs for handling inpk® s@iffect the change by just downloading one or more

parameters. Rather, a change iIn the CID software would be
required, with the associated practical problems discussed
above.

15
Another common problem faced by businesses with large
numbers of CIDs that have been installed over several or
many years is that the population of CIDs typically will
comprise many different models and, more likely than not,

20 be provided by different manufacturers. Consequently,
software in different models and makes of CIDs will
commonly not be compatible. 1t hence becomes necessary to
provide new software for each new functionality multiple
times, according to the diverse characteristics of the

25 software used by each CID.

It is a common practice that manufacturers of CIDs equip
each CID with a CID Operating System, and further provide
a software development kit (SDK) which facilitate the

30 development of application software for execution in the
CID. The SDK may include a set of Application Program
Interfaces (APIs) incorporated in the CID Operating System
that facilitates the development of application programs.
These APIs typically includes APIs for handling input and

35 output through the various CID interface devices,
including keyboards, display units, card acceptors,
printers and host communication ports and modems. The



35 output through the various CID interface devices, including keyboards, display units, card acceptors,
printers and host communication ports and modems. The 4 6 March 2006 software developed to run in a
particular CID can make use of these APIs provided in the CID's SDK. However, each manufacturer
provides different SDKs with different APIs, so CID ap_pli&a’gions must ty%cﬁﬂMﬁﬁ c,éﬁ?%rnised according 5
to the specific CID model. Modification of the software for different CIDs typically involves re-writing the
CID application software that makes use of the CID-specific APls. A common technique of managing the

supporting of multipRPHBYRTE of BYB EORETIaLRr HE bR BBREKFYdAN At BeSRih BREF RS he
application software @f ditieied iAol anpappiickibni furidtiendabés tikKcontdine \e@w.sefdedre that is CID
model-independent; ifagARidieatien fonetiaadayerimasesnisesni@noiien layerafesaitwale the CID

Ihe software o onsCI el B e ey g 2 dinle

version of the CI% modek ?de e%%'eﬁn a)?(j%ﬁso floe é rﬁ%ﬁtﬁr{g&‘%?@n ?\%d_eﬁr}é))tsoof E%%Tﬁed to

accommodate 20 diffEnEEfDaRBaEISC Hsvdydr Galdytnypvesiore fumdddmtyErenGdbe modified

because new functioapfitli ¢ tdcunresh fiheaardiréreoplicakes sosevar€ mbdulx baspedid ieplaced, as

conventional softwargrdaes nat abaiwdar warkHakspiivaie makis reriaseneppbrHEne bis 25

replacement is cum fi%@%”ﬂ%&aéﬂg %#ng I8 ﬂi% t}ﬁcesisé e(pis%‘gegg?)%vcea}g&pysical visiting the
i rements

individual CIDs to replace the sottware. The cost of |m£5|eme ing new req in CID therefore 30

increases, owirg boRAbRHRN M FIEREIRA I B EBAkaFEehARBLLGBEAYN S FAYGFEMERt many times,
each time for a diffe¢diviiedel otciBnananp tiephigitafvition layer” that contains
any software that is CID model-independent; the

application function layer makes use of another “layer” of
software, the “CID model-specific layer” that incorporates

15 APIs which are CID model-specific. Thus, 1t is possible
to port the software from one CID model to another by
modifying only the CID model specific layer; only a single
version of the CID model-independent layer has to be
maintained which need not be modified to accommodate

20 different CID models. However, when the application
function layer must be modified because new functionality
IS required, the entire application software module has to
be replaced, as conventional software does not allow for
partial software module replacement. Further, this

25 replacement is cumbersome and costly owing to the
necessity (discussed above) of physical visiting the
individual CIDs to replace the software.

The cost of implementing new requirements in CID therefore
30 increases, owing both to the implementation of software
changes for a given requirement many times, each time for
a different model of CID, and to the physical visits to
each CID to load in the modified software, for new
functions to be implemented.
35
A further problem associated with changing user
requirements and processing needs relates to the smart



each CID to load in the modified software, for new functions to be implemented. 35 A further problem
associated with changing user requirements and processing needs relates to the smart 5 6 March 2006
card and other similar personal data storage devices (PDSDs), such as, contact or contactless smart
cards, magnetic striped cards, chip bearing devices such as watches, k yr phones, small
pocket devices, 5 electronic wallets and the like used at the point of |nteract|on Wlt CI S. Itis common
for PDSDs to be used for multiple appllcatlons for convenience and efficiency. Existing techniques for

managing multiple aFBfGH SFNES PFDEH LA RerFRNG s Bf HOH3EFYIESFea in the PDSD
into “directories' and (ARSPa3 spewifled®,.theonteatativhaSrttadtlesSrgaaktitioddspecifications for

integrated circuit cargladtheticO sdipeeries pispasifigationsy.iagd dee laasingwthapplets' or software 15
modules into PDSD@V\g@gﬁ%@e %Slpﬁ%@pqgey? Io,gxﬁim%gf %ﬁp;ﬂjg&éycge% g@e specified by

visa International and. Mastercard national. Howev, r in ma%y f|OV\Ler cosf smart cards and
h

other PDSDs, | adn?gI 8?558[&5@"% gfs%p%%qteﬂqut ezé‘%% .%n pplet PDSDs) are
typically used as sediifeedaGtdenagd BavicHas andlhe kfcRT sTRR ﬁ@@ﬁ?s EQrP®ehsSé divided into
“directories' and “file¥dor st by biffemmt eppticatcns fviheroa Viestisppieatiod is Hibi2d émwyer required,
the memory allocated to the first application can be re-used by a second application. However, typical

implementations Iim| §|I|&é&fwtp Jggs dd%l‘[i%g lilﬁ a}mlllp Fgl @WP&%‘% 60, Ighange and

to share between au orlse sers effective Prloratt hnl ues require an application directory' to
10 include the lelSlon of the data storage area iIn the

PDSD into “directories” and “files” as specified in the
International Standards Organisation’s specifications for
integrated circuit cards (the 1SO 7816 series of
specifications), and the loading of “applets” or software

15 modules into PDSDs where the PDSDs support the loading of
such applets, such as those specified by Visa
International and Mastercard International. However, in
many types of lower cost smart cards and other PDSDs,
loading of applets is not a supported option.

20
Such PDSDs (i.e. non-applet PDSDs) are typically used as
secure data storage devices, and the memory of such PDSDs
can then be divided into “directories” and “files” for use
by different applications. When a first application Is no

25 longer required, the memory allocated to the first
application can be re-used by a second application.
However, typical implementations limit the flexibility of
the files and directories and makes 1t cumbersome to
change and to share between authorised users effectively.

30 Prior art techniques require an “application directory” to
be stored in the PDSD, so that it can be determined what
application data reside in which part of the PDSD memory.
The CID typically interrogates the “directory” (such as
that defined in ISO 7816 of the International Standards

35 Organisation, or that disclosed U.S. Patent No.
6,449,684), in order to determine whether an application
is loaded in the PDSD. When an application ceases to be



be stored in the PDSD, so that it can be determined what application data reside in which part of the
PDSD memory. The CID typically interrogates the “directory' (such as that defined in ISO 7816 of the
International Standards 35 Organisation, or that disclosed U.S. Patent No. 6,449,684), in order to
determine whether an application is loaded in the PDSD,.When an appllgamr}gﬁaﬁiaéo be - 6 6 March
2006 effective (e.g. expires), the data previously stored in the PDSD remains in th SD. SUMMARY
OF THE INVENTION 5 Accordlng to a first aspect_of the invention, there is provided a method for
controlling a computfif %E‘é@r&%c%&ﬁ&@ﬁﬁ@ﬁb’aﬁ%ﬁeﬁj&’tﬁ‘?’g Qﬁﬁ\éh?'éﬁgyd@ﬁglr%%dé‘ssor
comprising: providingRaidPaEbiceaniai mmelsr Haee RREPts 10 each comprising one or more script lines;
providing said device with a program for interpreting said script lines; wherein each of said script lines

includes a respectlvgmmgf(a@urﬁ.l'@y ?NQENW@Nd tags, sald 15 respective command tag being
indicative ofarq{zsn tlve 0 ofa lura #tlyrofa |cat|on ﬁgre modules resjdent in said device,

whereby one or more Breh na%p'fl affo ?tsv pr%%'du?es bg]\r{vgﬁéc? %y M &h& of°said scripts so
that said device can PEQEIate & a8edhAHg Tow 1628k 9dd 3139 TAUSCBBHKdAbPSoftware modules
typically comprise irstectivos ic digitdlqeobasiogtcacampevh thedesystiepraressdpinthdated by the
respective script linep ppeedxHie, PERGHBI 3§i5AS a virtual computer. While scripts as such are known in

the prior art for a number of appl ('j 44 X t S 6 167,567,
6,041,183, 6, 275 868, 6,038, 394h§n @é@é 85 %ﬁ Snoa%]\ﬂ)%grﬁa!p c%ﬂ%nlggm&%% ssc?:r?étg or the purpose
each comprlsmg one or more SCI’Ipt 1nes;

providing said device with a program for
interpreting said script lines;
wherein each of said script lines includes a
respective one of a plurality of command tags, said
15 respective command tag being indicative of a respective
one of a plurality of application software modules
resident in said device, whereby one or more of said
application software modules can be invoked by means of
said scripts so that said device can be operated according
20 to said scripts.

Thus, application software modules typically comprise
instructions to digital processor to carry out the desired
processing indicated by the respective script line, and

25 the program acts as a virtual computer. While scripts as
such are known in the prior art for a number of
applications (see for example U.S. Patents Nos. 6,256,635,
6,167,567, 6,041,183, 6,275,868, 6,038,394 and 5,784,541),
no prior art application employs scripts for the purpose

30 of implementing the primary application itself, nor does
any implement a script interpreter and executor as a
virtual computer. The approach of the present invention
allows a minimum of overheads in interpretation of the
script, unlike prior art interpreters which interpret

35 scripts and generates machine code in real-time, the
machine code then being executed (cf. U.S. Patent No.
6,038,394). Other prior art applications of scripts have



30 of implementing the primary application itself, nor does any implement a script interpreter and
executor as a virtual computer. The approach of the present invention allows a minimum of overheads in
interpretation of the script, unlike prior art interpreters which interpret 35 scripts and generates machine
code in real-time, the machine code then being execuﬁec;(gf. U.S. Patené NRy &9 6%4). Other prior art
applications of scripts have 7 6 March 2006 generally involved using scripts to modity configuration and
other data in the target devices and peripherals, the configuration and other data being part of some

other primary applic3G8R Faldord WQIYFE. Bal&RsSE5d PES, 155 BRE LY 6BUH 98578 e prior art
approaches employaidipedherthdatianageivht tfitbe tovavdadfanthapind pbaeatstwaiege.g. U.S.
Patent Nos. 6,167,5¢bafilgor2dli8A%hnd0dtneieraddyt thevagrigt lpzastinsludaeesrtvere references to
data to be passed topqamgﬂpligﬁgqq ég{ty\@{emgglﬁliagnvg@rqipvgl_(gq. phsnihe fgdpts can specify
through references, h%g%’(fer :}ig di%tegr(égrdgri%tﬁhe n§o uleto invoke and the datgﬁto use to invoke the
module. Preferably eat ’56a commahd tay rdic \rpgo?rr!-:‘%ﬁe%ﬁ e%'%ﬁggﬁ Thodule by means
of an intermediary 26FedsectRerihbdifadOto $hR rapegarerbpntatss fRuukoado dfior art approach
involves associating machilme cbderipbftheare interface(sGch RatamBMNDso thatle, 36 Bcaptpoints to

the machine code todheygxeaiigyl. Preferably the program for interpreting said script lines is invokable by
means of at least one of said application software modules. 30

10 Preferably the script lines include one or more references
to data to be passed to said application software modules
when 1nvoked.

Thus, the scripts can specify through references, whether
15 direct or indirect, the module to invoke and the data to
use to invoke the module.

Preferably each of said command tags is indicative of
respective application module by means of an intermediary

20 respective interface to said respective application
module.

No prior art approach involves associating each line of
script with an interface (such as an APl) so that the
25 script points to the machine code to be executed.

Preferably the program for interpreting said script lines
is invokable by means of at least one of said application
software modules.

30
Preferably the program for interpreting said script lines
comprises a virtual computer comprising machine code
software.

35 Preferably the device comprises a customer interaction
device or a point-of-sale terminal.



Preferably the program for interpreting said script lines comprises a virtual computer comprising machine
code software. 35 Preferably the device comprises a customer interaction device or a point-of-sale
terminal. - 8 - 6 March 2006 Preferably the device is operable to update said scripts or said script lines.
More preferably the device is operable to update said_scgipis or said scrigt,ug%lpy sejgote
communication means. 5 Preferably the updating is based on version numbering whereby said program
can determine by comparing a current version of a respective script or of one or more script lines and a

proposed version to BEGSE4E8 o' 0GRy 4E6icLS aARG53RYGe TP MR EiRA OnfST L8 proposed
version is newer thasah&drrearveisidd Neiere pYeiegablyeheraithtirkeoshpyites ether a full
replacement or a pawieé replheemenipdatesniaad bycka pegparingadaay peeipaed Rawsseipt or script lines

with current script or-seiRINES A F eI ifruRadial replacement is feasible or if a full replacement is
required. 20 Pre%erably the device is adapted for use with personal data storage devices and memory

usage within said personal data storage devices is performed on a time_limited basis involving: using a
version number encdd&F #rald r&&ise 4R DH S kD NAREEEh SfbrEE R OFILAMIY memory

allocation within saidvespeloyive pedspralgiaia starage ttavidelaariny contrpbingripeaussuoienittiple
versions of said meReFy ?Hﬁcéﬁo'&sﬁégﬁbﬁﬁ”()@rysﬁﬁfﬁﬂ repPe¢tivha0diersepal %tﬁiiiﬁrage device
can be redefined for Iqiﬁgge%%ﬁeaox%s cpseé@q/%frgmgn%rsg i%igdéedSiPﬁtB“@Q?& Is automatically
10 device, and to request said updating only if said proposed
version Is newer than said current version.

More preferably the updating comprises either a full
replacement or a partial replacement, determined by

15 comparing any proposed new script or script lines with
current script or script lines to determine if a partial
replacement is feasible or it a full replacement is
required.

20 Preferably the device is adapted for use with personal
data storage devices and memory usage within said personal
data storage devices is performed on a time limited basis
involving:

using a version number encoded in each respective

25 personal data storage device for tracking memory
allocation within said respective personal data storage
device; and

controlling the use of multiple versions of said
memory allocation so that memory iIn said respective

30 personal data storage device can be redefined for
different use over a period of time,

wherein said version number is automatically
performed and embedded in said script lines such that said
personal data storage devices are automatically updated

35 from old to new memory allocations by said script lines.

Preferably the script lines can be usable in a plurality



performed and embedded in said script lines such that said personal data storage devices are
automatically updated 35 from old to new memory allocations by said script lines. Preferably the script
lines can be usable in a plurality - 9 6 March 2006 of different models of computing or electronic devices.
According to a second aspect of the invention, there is_ péO\iided a methcgj %" le ing a loyalty
program 5 involving a method of controlling a remote computing or electronic device described above.
According to a third aspect of the invention, there is provided a method of implementing marketing

program 10 involvind® &I 6 oMraRls LerRoRrEdHpeLfG &1 BRERIME (€5 ECESscribed above.

According to a fourth aspect of the invention, there is provided a method of implementing a loyalty and
marketing 15 prograpcicypting atveshe@dobaantispiegta sdmele: apHtion] eteerenigslevice

described above. Ac&p@j@gée afifth gsegchef %ipé{ﬁ@ﬁg@ngw%e i§y%rp¥§;i%ﬂrgd‘pgmod of implementing
payment applications at 20 a customer Héegrac%on deViCiE\/o ving a method of ﬁ%ntrollin a remote
e

computing or el ctrohit’d M&Q%sa d@%& d% o%r,]ﬂﬂ? M'€ald r'é?ﬁlgugecocr%nﬁﬁ dr},? 8fectronic device
comprises said custGtheFHieFGi e bR dEBKEB6RHIfYRY -sixth aspect of the invention, there is

provided a method of implementing a combined payment application and loyalty program involving a
method of controlling & meIRCYRPAtIEEIHEISSHERE dqvieasOiAcertrmabereracgarding to a further
aspect of the inventi %\b‘ﬁﬁ% 65 aofﬂxﬂﬁéjda &et@g I%H g%f%ig%{;mgbip% @laé( ent application
and marketing frogr_m involving a method of 35 controlling atemote computing Or electronic device

0 " 1nvolving a method of controlling a remote computing or

electronic device described above.

According to a fourth aspect of the invention, there is
provided a method of implementing a loyalty and marketing

15 program involving a method of controlling a remote
computing or electronic device described above.

According to a fifth aspect of the invention, there is
provided a method of implementing payment applications at

20 a customer interaction device involving a method of
controlling a remote computing or electronic device as
described above, wherein said remote computing or
electronic device comprises said customer interaction
device.

25
According to a sixth aspect of the invention, there is
provided a method of implementing a combined payment
application and loyalty program involving a method of
controlling a remote computing or electronic device

30 described above.

According to a further aspect of the invention, there is
provided a method of implementing a combined payment
application and marketing program involving a method of

35 controlling a remote computing or electronic device
described above.



described above. - 10 6 March 2006 According to a still further aspect of the invention, there is provided
a method of implementing a combined payment application, loyalty program and marketing program
involving a method of controlling a remote computing or 5 electronic device described above. According
to yet a further aspect of the invention, there is provid_ed18 computing or gl%rroﬁﬂc %&ce having an
operating system and digital processor, comprising: 10 one or more scripts each comprising one or more
script lines; a program for interpreting said script lines; wherein each of said script lines includes a

respective one of a PIGEREY BP8okinandtdd JHEEEIGRREGE htHAmdlBYaiAg Indicative of a
respective one of a hesktyisf appichtied softiedieosioaliicenpésient imgarl ¢ovibénatiereby one or

more of said applicai@yneeitvappinnchtddaan hyyavekegingmnenansnef saickedripig sordwptaaid device
can be operated accprdigg $AJ0FaH BRERIL T NSORYPIIRR RS PRAYEEE A-3FIGRNIRY ggherating scripts

for use with the method of controlling a. computing. or electronic device described above. 25 Preferably
the system also el eescg 'é%ﬂb? o &tfort E{(?(ﬁﬁe% Q/Yr?g’ a visual interface by means of which a
user can input requirements, wherein said system is operable on the basis of said requirements to 30
generate a script or saqusdenmteprgttion doo theatdEpeot nodarthef savdeprogpam. Gieriavention
provides, in a furtheri@sqﬁqvei@(gtqnégwgﬂra@ sgpip&g@&p@qiif@rd@iieéhﬁgwﬂ@cbgf 35 controlling a
computing or electrogbceq%\ggﬁ éieéyglpgrg QRSVSi&?TﬂiSH}%é&Os%F?%%SF Pé‘iY\iS?d with a version
10 one or more scripts each comprising one or more
script lines;
a program for interpreting said script lines;
wherein each of said script lines includes a
respective one of a plurality of command tags, said
15 respective command tag being indicative of a respective
one of a plurality of application software modules
resident in said device, whereby one or more of said
application software modules can be invoked by means of
said scripts so that said device can be operated according
20 to said scripts.

The invention also provides a system for generating
scripts for use with the method of controlling a computing
or electronic device described above.

25
Preferably the system also includes a script
administration module having a visual interface by means
of which a user can input requirements, wherein said
system is operable on the basis of said requirements to

30 generate a script or scripts for interpretation and
execution by means of saild program.

The invention provides, in a further aspect, a system for
testing scripts adapted for use iIn the method of

35 controlling a computing or electronic device described
above, comprising a host computer provided with a version
of said program, said version being operable to interpret



of said program, said version being operable to interpret - 11 6 March 2006 and execute said scripts in a
virtual replica of said device, so that errors in said scripts can be detected and corrected before the
scripts are loaded into said device. 5 Thus, the present invention provides a means for managing the
memory in PDSDs for use by different applications over alp_eriod of timeBaMg}gmaé/gotgis coordinated
with corresponding CID functionality change to support tllwe changing applications, and ensure that the
PDSD and CID 10 work in concert over a lifetime of application changes. With this invention, businesses

are able to change CBY réX&fSHRiItPBY HRGTBRERJ Reft MAERYAY ifBRAEI P T M dia slow data
communications linkdesticle assno$bat edmatshiy useailsy sdipds dogayhend S tedniaads through

use of “scripts’, as seiipts eandoe Kepbiestiad Poduees thaedd satiéekea wloanwi® dewnlsad remotely,
even via slow data communications links. 20 This allows businesses to effect new functionality in CIDs
quickly and cos -effe_F ively, \/\{i{th minimal cost incurred in deploying the new fynctions inta CIDs which

may be spreadover | ch'é dFs gn@é‘gsaeﬁg:th'&vgﬁﬂ/oél sHSﬂgf ﬂy e ToMafket _?15 I@%?%b@g of
implementation. 25 FiiihaleBasYndentidiPBRolRscripes RY be kbigiRint2RIP IsRED Qg AWEEIs of CID5,
thus saving businesseeiffaidn o-itiplememdahgtdiffeaest wrso oot saitaties foridifferent models and

makes of CIDs for thegyaragéh oo piityrdMetsame IS¥ Pt vWikRye tasataiJpb ARy tAew requirement
can be downloaded '(%%%Pﬁ ofaﬁdhtquﬂsi, OH&US BQ%JC&%%HPQIEEHSQF%WQ Egrls I;%eéq@ple, traditional
0

POS software would require the ware modifications for new requirements o be re-implemented 35 for
each model of Bbs. WiKg tRisGRVEREEN AR s&ipt B HE redu @R Eheadid ShRNESTe to be written

once,
With this invention, businesses are able to change CID

functionality by downloading new functions into the CID
even via slow data communications links, such as those

15 commonly used by credit card payment POS terminals through
use of “scripts’, as scripts can be kept to small modules
that do not take too long to download remotely, even via
slow data communications links.

20 This allows businesses to effect new functionality in CIDs
quickly and cost-effectively, with minimal cost incurred
in deploying the new functions into CIDs which may be
spread over large distances, and thus enjoy a shorter time
to market and lower cost of implementation.

25
Further, this invention allows scripts to be common to all
makes and models of CIDs, thus saving businesses effort in
re-implementing different versions of software for
different models and makes of CIDs for the same

30 functionality. The same script written to cater for any
new requirement can be downloaded into CIDs of all models,
thus reducing implementation effort. For example,
traditional POS software would require the software
modifications for new requirements to be re-implemented

35 for each model of POS. Using this iInvention, the script
for new requirements would only have to be written once,
and the same script could be deployed to all models of



and the same script could be deployed to all models of - 12 CIDs implemented with the invention. 6
March 2006 Where the application in the CID is designed to work with PDSDs, this invention allows the
user to define the 5 application data in the PDSD on a time-limited basis, together with the corresponding
application scripts to work with the application data. 'I'_hL{[cs2 a given area%f V%ﬁ@ﬂr - El;e PDSD can be
allocated for use by a first application during a given time period, after which perio a second
application can be loaded in the CID to use the same _area of memory in the PDSD. This clearly can

continue indefinitelyC i TP bePREAEsh YRED akBth Y& thECTIifetime of the PDSD's use. 15 Further,

the memory areas in the PDSD used by a first application need not be exactly the same as the memory
areas used by a secand e@ptinatiappliwatec afier theclexpyofibedestigpplicatorwdiie sdaond
application may USesHEHR O {SRSMANBM IHCE N3k AHLe feap teheFipIgie none of the

memory area occupied hy.the first lication, A fir lication may share memory_with other
applicai/ions run ing %%’P\Tﬁ?@ﬁfl%ﬂ%%ﬁt@ ‘I'Iﬂs'f%eft[ﬁo%g fﬁé}eﬂ)r'é'fggi/_liiéfgﬁﬁge:%ﬂ%esof memory 25 in
PDSDs for time-limité82§iNiehtivAEAnthen SAEEaRRPHHH 09 FPPAdSRR RNIREP DS Rl the application
scripts in the CID aremdordinttiedhBRapp DESCRIP Tdeth OF THS DRAWINXE) 38resordEr that the
invention may be m%@nﬁﬂﬁ@* Vi rRs@estabRRD. wﬁef@ér%w@@é@aeﬁbwi!bge Qeﬁ_ﬁigﬁd, by way of
SXaTIe, it efereREs IS AT ASTOMBAN, ‘e VA" WG bEIOHSE | ek SERGIALK lapiaum of 2 10
system 35 incorporatlnig a Script Engine according to a prefefred_ embodiment of the present invention. -
13 1 a second appflication can be loaded in the CID to use the

same area of memory in the PDSD. This clearly can continue

indefinitely, with one application after another, for the

lifetime of the PDSD’s use.

15 Further, the memory areas in the PDSD used by a first
application need not be exactly the same as the memory
areas used by a second application initiated after the
expiry of the first application. The second application
may use more or less memory, which may include a part, the

20 whole or none of the memory area occupied by the first
application. A first application may share memory with
other applications running concurrently In time.

This invention therefore facilitates the re-use of memory

25 in PDSDs for time-limited applications and ensures that
the use of memory in the PDSD and the application scripts
in the CID are coordinated.

BRIEF DESCRIPTION OF THE DRAWING
30 In order that the invention may be more clearly
ascertained, a preferred embodiment will now be described,
by way of example, with reference to the accompany
drawing, in which;
Figure 1 is a schematic diagram of a CID system
35 incorporating a Script Engine according to a preferred
embodiment of the present invention.



6 March 2006 DETAILED DESCRIPTION According to a preferred embodiment of the present invention,
there is provided a “virtual computer' referred to as a Script Engine which is software implemented ina 5
conventional programming language (for example, Assembler Language, C or Pascal or any other
programming language) and compiled into machine igst{gctlons for direcé i\ﬁﬁ?@,{e%' and executed by
the central processing unit of a CID. 10 The Script Engine is designed to interpret scripts, each of which
comprises lines of instructions interpretable by the Script Engine; each line of script causes the Script
Engine to invoke a cBﬁE’%bbﬁBimgﬁ ﬂ%ction through 15 an APl implemented in machine language
in the Script EngineAtrogeiinaretfurictionefesisstaesbacdhegifc pFfodbssingesgoithm and/or causes
the CID hardware to i pgdatachspaeiéeaciionp sudti dsdeadig datairoooiijrteybopeder eisplaying

data on the display ugjit. 20 'ghlé%llhﬁlsg,i%tiﬁ,ggWﬁﬁq{npgs%mg%ﬂqwméq{tg@qﬁnéwith a set of

software functiops that are invoke waacorreslpon ng set of APls. Each API cor'&esé%cﬁ)ﬂg) s to a software

s.E
function and is i vok%@rﬁ/c?rﬂtaf ng ifiersocgi'b"f‘% & Ak 85 S1RE %‘%Cnpf s of the
scripts indicate to thé-AEHa cbn@bl PAssah, 9k 26rENel SHRBREHED EfPHAER)order of the
lines of script, whicreA@Istmpivbda amtovhzcaiashooktbecpasssd fothel iesgudctive APl. When an AP

is invoked, the 30 maghiepiasieatiprkinGiHE thrsQlved edyngHen corasRPNsittd8dhab A it executed
by the CID computer tiaregvalrg, thus carrying out the required processing or effecting the required CID

hardware action. 35 A script line typically comprises some indicator (a “Command Tag') indicating to the

Script Engine WRich API
The Script Engine is designed to interpret scripts, each

of which comprises lines of instructions interpretable by
the Script Engine; each line of script causes the Script
Engine to invoke a corresponding software function through
15 an API implemented in machine language in the Script
Engine; the software function incorporates a specific
processing algorithm and/or causes the CID hardware to
perform a specific action, such as reading data from the
keyboard or displaying data on the display unit.
20
Thus, the Script Engine comprises a main flow control
program with a set of software functions that are invoked
via a corresponding set of APIs. Each APl corresponds to
a software function and i1s invoked from a specific script
25 command making up a line of script. The lines of the
scripts indicate to the main flow control program, in a
controlled sequence according to the order of the lines of
script, which APIs to invoke and what data should be
passed to the respective API. When an APl is invoked, the
30 machine code making up the software function corresponding
to that APl 1s executed by the CID computer hardware, thus
carrying out the required processing or effecting the
required CID hardware action.

35 A script line typically comprises some indicator (a
“Command Tag”) indicating to the Script Engine which API
should be invoked. Thus, each Command Tag corresponds to



should be invoked. Thus, each Command Tag corresponds to - 14 6 March 2006 an API, and the line of
script containing the Command Tag includes data to be passed to the API to effect the required
processing and/or action through execution of the machine code making up the software function
associated 5 with that API. Thus, by assembling apprgprﬂte_lines of scrigt,,v} g&gr%hdgiter can control
the processing performed by the CID and, further, change the CID functionality by changing lines of
scripts, without changing the underlying CID software. By implementing a 10 properly defined set of APIs

and corresponding CBinfifahd Ay strti broGaeT Setitidfert LRt AINGFHE HPURERY appfication can
be specified in the sdristltes etrbinfahbsdripssetetan thsplifatiohossiffaetirths own right. This is

analogous to the suppaftibyeohpidysesingroerrsnr Liitdba sehpbugackiecisivetioRsthat make up
machine nsirugtions o e D st ot
comentional 20U e Ts 2 SRl CPATAT I D6 FPeraEr SREa GG the Sorpt
Engine of this embo@fidRt25t 1% BHEPEMpHERE KaavzRB thaldiitParertesSIfessing unit 4,
randor_n access mennﬁnyM)iGbﬂamerr@hDow,StﬁnicﬂRAM 8chawof tineuitditput (I/O) i_n the_ form of
LC% d'Splgé)/ or dBp'%é@iar%?%a%ﬁ@ﬁéﬁéi% thiﬁ@ﬁﬂdﬁ_%éiﬁ%@, f%@i?ﬂg@f“agr:e“c stripe
reader, a 30 smart c the oar t S r enters
transaction details, a%%%?’&%@ %@n@gf? \%ﬁic I?%eééijﬁs@\éyfgn%’s Peggoﬁ@q%ﬂ%%ﬁééi? Number or

PIN can be ent=fed, BYORGEN A8l tnedns ok viHichrdSe od aRASiREPAEANELGAWEANSE 35 printed, and
a communications lifle@e (§hadalprevddgs sa sufficient set of functions, an

entire application can be specified in the script, thus
enabling the script to be an “application software” in iIts
own right. This is analogous to the support by a hardware

15 processor unit of a set of “machine iInstructions” that
make up a conventional software program. The set of APls,
according to this embodiment, is equivalent to such
“machine iInstructions”, and the Script Engine is analogous
to the said hardware processor unit of a conventional

20 computer.

Figure 1 1s a schematic diagram of a CID system
incorporating the Script Engine of this embodiment.

25 The CID 2 comprises hardware including a central
processing unit 4, random access memory (RAM) 6, flash
memory or Static RAM 8, a set of input/output (1/0) in the
form of LCD display or displays 10, a PDSD acceptor 12 (in
the form of a barcode reader, a magnetic stripe reader, a

30 smart card reader or the like), a keyboard 14 by which the
user, cashier or teller enters transaction details, a PIN
pad 16 by means of which the customer’s Personal
Identification Number or PIN can be entered, a printer 18
by means of which receipts and other information can be

35 printed, and a communications link 20 (typically through a
dial-out modem) to Host system 22.



dial-out modem) to Host system 22. - 15 6 March 2006 The CID 2 also includes software components
including a CID Operating System loaded in SRAM or flash memory 8, and the Device Interface APIs 26
through which other application software in the CID 2 accesses and makes use 5 of the hardware
devices described above. Software in the CID 2 also incllg’dgs applicatio% Sﬁ&W&%ﬁeé%\ ther
applications' 28 such as credit card payment software and’ the Script Engine software 30. 10 Computer
memory storage has to be set aside in the RAM 6 and SRAM or flash memory 8 for a Script Store 32

where the scripts aré®&pt ! 2nd Lhat SAGLUSE ForsPARU RO R RAEER Ol tH s Rmbodiment,
the Script Engine 30G4 imPranainbinSyisd enDIRasact aivebitidnad prddrasimireiniing udigeasisth as C or
Assembler Languagehandevitiilerhiaée-faaghine podeevitishosghennaatedmerthe CID 2. The Script

Engine 30 is implemegieq i3 448 MalraVEFe: & HTSERE €qmon 04, SARRAsg; sglware that is

independent of the CID model, and a second or ClD-specific L.ayer, compygsing software code that
makos use of the 1B BHe) CALHA ARt i a0 FE DIRREh AREWaCe AR Frodlebiim the CID
2). 25 The Script En§ihe 30 #HS@ddSahusiese 2peddS e # CIRETWRRicEebns6R the CID 2; this
exposed APl is the maahsdatwhindt tHiSCslnehApplicatenist2 8 amitiatayenacttisofafvitaecsS et Engine 30.
Transaction data is 3hgertipiihe BRdahENghrRRrE tie exposed API for additional processing after or
during processing by these Other Applications 28. A typical processing steps start with the Other

Applications 28, in this case the credit card payment application, in control of the CID 2, 35 instructing
userK)gNmetﬁgcr EFH#HE@HWWéStOFage has to be set aside In the RAM 6
and SRAM or flash memory 8 for a Script Store 32 where the

scripts are kept, and a Data Store 34 for transactional
data storage.

15 In this embodiment, the Script Engine 30 is implemented in
the CID 2 in a conventional programming language such as C
or Assembler Language, and compiled into machine code
which is then loaded into the CID 2. The Script Engine 30
is implemented In two main layers: a first or Common

20 Layer, comprising software that is independent of the CID
model, and a second or CID-specific Layer, comprising
software code that makes use of the CID model specific
APIs (such as the Device Interface APIs 26 provided with
the CID 2).

25
The Script Engine 30 includes an APl exposed to the Other
Applications 28 on the CID 2; this exposed APl is the
means by which the Other Applications 28 initiate
execution of the Script Engine 30. Transaction data is

30 sent to the Script Engine 30 via the exposed APl for
additional processing after or during processing by these
Other Applications 28. A typical processing steps start
with the Other Applications 28, in this case the credit
card payment application, in control of the CID 2,

35 instructing user to swipe the credit card through the
magnetic stripe reader PDSD acceptor 12 to initiate a
payment. When the card details have been read from the



magnetic stripe reader PDSD acceptor 12 to initiate a payment. When the card details have been read
from the - 16 6 March 2006 card, the payment application (i.e. one of the Other Applications 28) prompts
for the amount to be entered through the keyboard 14. After the amount is entered, the payment
application passes the card and transaction data 5 (viz. fg\rg details andgarm%]%g %Eontrol to the Script
Engine 30. On being invoked through the API by the Other Applications 28, the Script Engine 30
interprets the scripts in order to decide what to do with the data received via the API. The script may, for

example, 10 include Ftflrctitif RPUMERGRPEIMCGATHBR! (d dRteMReCK tRREAENEentitled to a
discount or a gift coujgeml iert bedsngBdcisesptdishidy &he anmimtelkydie eaketosdrther prompt for

user action or retrievenaatagfroth & ebgbbeipdhast meaFages. thpoatonrtleisg éhadbescriptrg actions,
the Script Engine 3042t05. O] pEaPRoh!DaOsbe Py BEPHARRICAIA L ERTIHIFg4Rg Payment
process. The S |ptsé%?|call¥100c?t Inins uctions such as)' 20 qDlSé)la?/ Yout hay t_héee $10 coupons';
Display "Press Enter Contiitle X Rl 5o R%nf TREFG O tREse 8cﬁ5ﬁn ftlillions tells the
CID 2 to 25 wait for BNeRda3E inpQNake bl d theolkad) 1ithraedhtihstABde R e RN RERRESULT.
Scripts are made upAp$edptimes’, 23 chtBerifciingt beng aesa3i@sioftieytpseBsriphkines are arranged
in an 30_ array in S?Qﬁéﬁiﬁt@?‘i'ﬁ Sﬁ%#i%i%&fﬁﬂﬁ‘Gﬂ%@ﬁo%inh He N%nfél%f_tghe syntax Qf the _
e TSGR DR SRS M B0 PSS e SRl e
scﬂptﬁneéue(iﬁatdBQIUde instructions to check the card number to deteérmine

if this card is entitled to a discount or a gift coupon,

etc, and instructions to display and or print relevant

data to further prompt for user action or retrieve data

from the host via host messages. Upon completing the

15 scripted actions, the Script Engine 30 returns control of
the CID 2 to the payment application to complete the

payment process.

The Scripts typically contain instructions such as:
20 e« Display “You have three $10 coupons’;

e Display “Press Enter to continue’; or

e Keyboard RESULT.

The third of these script instructions tells the CID 2 to
25 wait for a keyboard input and place the result in the data
storage area named RESULT.

Scripts are made up of “Script Lines”, each Script Line
being a series of bytes. Script Lines are arranged in an
30 array iIn sequence; each Script Line is referenced by a
Script Line Number. The syntax of the Script Line
comprises a “verb” or action denoted by a Tag, followed by
the data or information with which the action is to be
carried out. Each verb generally corresponds to an API.
35 Following each verb in the script line are data to be
passed to the APl, as well as condition handling
specifiers that indicate the next action to be taken



passed to the API, as well as condition handling specifiers that indicate the next action to be taken - 17 6
March 2006 depending on the particular data results arising from the execution of the API. For example,
the condition handling specifiers could comprise a list of possible data values in a specified memory
location arising from the execution 5 of the function in\_/olﬁd through the %Pﬂﬂa%%aﬂ' é)f destination
identifiers (Script Line Numbers) indicative of the next line of script to be executed, depending on the
resulting value in the specified memory location, 10 The following script line_example illustrates this:
‘Keyboard RESULT 9ER$NH % aft deney Rprutey by sada sy Bandid StosERpRERDfhe 30 is
programmed to invokxeetdeybedidtAr| pBEsinghanhesagnieent RESCRIT (tHomdraogdlbagtion to
receive the data frong e ibikaydaasd)l anddhe fakewmglarguredipbsbpolembet of vellaresters to accept

from the keyboard). The five, SEq4TEaS I SRisdiBn L i 2Rof)ae theRegshle Data
Conditions", while the Jast five argﬁments are th%D stlnatkc))vn#@ge{_\ imbers. If the value 20 in RESULT is
Ipt ilrcont

0 (i.e. the first P3ssitfl _% EHH [ !)?15‘ !ﬁ‘é’%? B?Hg C é e%%uﬂg 'a? cript line number
50 (the first Destinat@®Sihea¥dfbetHeSiEABHST S ARCVARE ik IRE NUMPRF S thENEdESHd Wdssible Data
Conditions) after thed¥Pithas heerh ihvoked byshe ipdrigtd HE nees; LtiedScrgademginegyidirexecute script

line number 110, thggecead HastiptiaILaeINURREr spBe I Like PsSidured to always have
the first n characters in the script line indicate the Command Tag 30 and thereby identify the API that the

Script Engine is to invoke, followed by the arguments for the API, and instructions on how to locate the

next Script LinéOThe! i&IARihLos ek S6p ARG A 5&si6%28R 5t dihbesteREes niltSment.
“‘Keyboard RESULT, 1, 0, 1, 2, 3, 9; 50, 110, 140, 190,

240”7 . In this example, the Script Engine 30 is programmed
to invoke the Keyboard APl passing in the argument RESULT
(the memory location to receive the data from the

15 keyboard) and the following argument 1 (the number of
characters to accept from the keyboard). The five
arguments following this (°0”, “17, “27, “3” and “97) are
the ““Possible Data Conditions”, while the last five
arguments are the Destination Line Numbers. If the value

20 in RESULT is O (i.e. the first Possible Data Condition),
the Script Engine will continue execution at script line
number 50 (the first Destination Line Number). Similarly,
if the value In RESULT is 1 (the second Possible Data
Conditions) after the APl has been invoked by the Script

25 Engine, the Script Engine will execute script line number
110, the second Destination Line Number.

The Script Line may be structured to always have the first
n characters in the script line indicate the Command Tag
30 and thereby identify the APl that the Script Engine is to
invoke, followed by the arguments for the API, and
instructions on how to locate the next Script Line. The
following are examples of possible Script Lines in this
embodiment.
35
1. Display lineNo, columnNo, displayData, onError
The Display command instructs the Script Engine 30 to



35 1. Display lineNo, columnNo, displayData, onError The Display command instructs the Script Engine
30 to - 18 6 March 2006 display the data in the memory location indicated by displayData on the display,
at line and column numbers indicated by lineNo and columnNo respectively. The onError argument
comprises a list of Script Line numbers 5 indicating at_wlli h Script Line tBe,\%}Qm F{E%'Be is to

commence execution, depending on the error condition Tresulting from executing the Display command
This list may be empty (i.e. no Script Line specified), or may contain one or. more Script Line numbers.

Where more than 10°070 SYipE0h&AtmoE! iR SIEHORYad At AR I ACREES B¥or Codes, each
Error Code correspod iz &ybagaserpithged Fap kxampit, ¥ brErpadc @ brisasnNomhess 45,60,75,90,
the next Script Line tprigh exeedtaslis iméNtheaRis ey ddtiNeturaspaceroe bpde aftfy the next 15 Script

Line will be 60 if the GH@FFQFeaVP%’Irﬁ@%SéomBﬁ 88X 3CRGNGVHIRS Bp I fifeHaneags returned is
2, and the next %CI’IDI Lclpg will be™0 if t (%/&qgosrF codir turned is 3. 20.2. KE baard numChars, inputArea,
¢ e

inputLength, da Tydé‘, hﬁ%‘a{}@ o%%rw_ Fp'f flif > fifth hﬁe%gépotc Qﬁd_ fr?stﬁ?cts the Script
Engine 30 to accept fiREAFSUGX AR kA PhoadeReR0 109t #edslrartheandidk9Nocation indicated
by 25 inputArea. Tha-ramberrg chavaciexs totitogpitise intisatbayb theanplitLeigtisarbistent. The API

waits for a user inpuydor e of fime ingicaledip¢he i A wpest fePdut dhengigument in dataType
indicates to the API él%% dg ?,5883 dogelp%[%eggpp %ﬁ#@hﬁl&%%%?‘g onlwh%rr@awoq%ejéngh The onError
ribed a ChipCa [

argument is as_desc bave. 3. rd outpUtArea, outputLength, inputArea,
10 one Script Line number 1s given, 1t 1s accompanied by a

list of Error Codes, each Error Code corresponding to one
Script Line. For example, if onError comprises “0,1,2,3;
45,60,75,90”, the next Script Line to be executed is 45 if
the Display APl returns an error code of 0, the next

15 Script Line will be 60 if the error code returned is 1,
the next Script Line will be 75 if the error code returned
is 2, and the next Script Line will be 90 if the error
code returned is 3.

20 2. Keyboard numChars, inputArea, inputLength, dataType,
timeOut, onError
A Script Line with the Keyboard command instructs the
Script Engine 30 to accept input through the keyboard, and
to place the data in the memory location indicated by

25 inputArea. The number of characters to accept is
indicated by the inputLength argument. The APl waits for
a user input for the length of time indicated in the
argument timeOut. The argument in dataType indicates to
the APl the data should be numeric only, or alphabetic

30 only, or may be either. The onError argument is as
described above.

3. ChipCard outputArea, outputLength, inputArea,
inputLength, onError

35 The ChipCard command instructs the Script Engine 30 to
output the data in the memory location indicated by
outputArea to the PDSD acceptor 12 (where the PDSD



inputLength, onError 35 The ChipCard command instructs the Script Engine 30 to output the data in the
memory location indicated by outputArea to the PDSD acceptor 12 (where the PDSD - 19 6 March 2006
acceptor 12 is in the form of a smart card reader and the expected PDSD is a ChipCard), the number of
bytes of data being indicated by outputLength. ChipCar gare designed l\)?el AYSIghynN response data
to any input and, in this 5 case, the response data from the ChipCard is p aced in inputArea, and the
number of bytes of data received from the ChipCard is placed in mputLength by the AP] and returned to

the Script Engine 302¢RERFHrdlalfuntBnitiRE afHEE Fhed BV GREICERIRE EGhIE resultSet,
destinationSet, onErexpaeieedciipiSBndimeancbigirarsh antbeprugsher eodluaydesfunttidathat evaluates
a standard algebraictxqoigsiioni passed hytodtignepiaegerine resificiitae exadalsgigntd the memory
location specified byfgee{%ﬁ%ggpn p@gﬁgﬂg@ H}&gx%a %Q%Butelqpmﬁ@d causes the
Script Engine 30 to pass the algebraic ex sion contain e tlon to th I%f(pressmn Evaluator,
which carries out the @C?r%pu}_aﬂ on es%%% d atﬁ’é % &%&&J&%& flle e>! r 1%%6 lation' and
places the result in tA8PHENERR o ERNLRP cBHERESY He Q@ﬂﬁeﬁﬁrﬂﬂ@le\‘@ﬁ&dd’%ﬁh bPthe expression
in “equation'. 25 Optitmal @ngupdend rasulfHetcddresennpotitaing thlisty otbaeAdt Imanel possible resulting

values of evaluating ﬁéﬁ:@?@@si@”tﬁ@r%ehp‘@@ﬂdfi Hae :EQSU'tS?Hi?énEr@‘er%W@nlﬂiéﬁtSq@t Line
Number is given in ti()fSBQ (%_Isrtln?él ng.[%\)gt The next Script Line Number that the Script Engine

executes is determlned by e resulting

4. Compute equation, resultSet, destinationSet, onError
The Script Engine incorporates an “expression evaluator’
function that evaluates a standard algebraic expression
passed into it, and places the result of the evaluation in

15 the memory location specified by the right-hand side
argument in the expression.

The Compute command causes the Script Engine 30 to pass
the algebraic expression contained in “equation” to the

20 Expression Evaluator, which carries out the computation
specified in the right-hand side of the expression
“equation” and places the result in the memory location
specified by the argument in the left-hand side of the
expression in “equation’.

25
Optional argument resultSet, 1T present, contains a list
of one or more possible resulting values of evaluating the
expression. For each value iIn the resultSet list, a
corresponding Script Line Number is given in the

30 destinationSet list. The next Script Line Number that the
Script Engine executes is determined by the resulting
value of evaluating the expression. For example, if the
resultSet i1s “0,3,5,7” and the destinationSet is
”45,60790,105”, then - if the result of the expression

35 evaluation is 3 - the next ScriptLine Number to be
executed is 60.



value of evaluating the expression. For example, if the resultSet is "0,3,5,7' and the destinationSet is
'45,60'90,105', then - if the result of the expression 35 evaluation is 3 - the next ScriptLine Number to be
executed is 60. - 20 6 March 2006 5. Print outputArea, outputLength, onError The Print command causes
the Script Engine 30 to pass the data in outputArea to tI}% print function,é/vmgp(%irgagée data on the
printer 18. The outputLength argument is used 5 to let the print function know the amount of data to be
printed. The purpose of the onError argument is as described above. 6. SendData outputArea,

outputLength, inputAtea, DM URLERITHA B824n R EHERIEOUCBREFR The SendData command
causes the Script Enffivge By pats changad inasiapatAfee Saherdatanenmithidgtiorasturigien for
transmission on the gaunumicatians pariddentfiietdyp HierdestinattaniiQrivaigumantihige atiiputLength

argument 15 is useddade! e 4512 gapRgCations HEUARINRYIRGATRHILAEAE L hedgansmitied.
Any reply from the r%cip'enti stored.in thf memorPéI cation fi%ecifie by i the length of

inputArea, wi
data received st8red in ttlxgtm t}ﬁogf’ I?)'agti H rb%ﬂt% Win‘ff) Lé‘ﬂ‘&hngg%ﬁgﬁ‘ﬂ‘%%oz fimeout
argument is used to Bp&EEEHew DY tRerdaac cBit klgicalibhE Hinédeh8RBE dWWaRFor a successful
transmission and reastoofidea [fove giving up and returning an error condition. The purpose of the
onError argument is as previously described. 25 7. WaitEvent eventType, eventOccurred, inputArea,

inputLeng_th, timeOuB_c_)n é%BQ%é’VS‘HEEYﬁ%g%am%GQ@”’BW&nt hScriﬁz]&) [@ipg 30 to f_aII in_to a wait
mode, waiting for specified eventis to occlr. 30 These events include, fo exampﬁe’, the insertion of a

10 " inputLength, destinationPort, timeOut, onError
The SendData command causes the Script Engine to pass the
data in outputArea to the data communnications function
for transmission on the communications port identified by
the destinationPort argument. The outputLength argument

15 1is used to let the data communications function know the
amount of data to be transmitted. Any reply from the
recipient is stored in the memory location specified by
inputArea, with the length of data received stored in the
memory location pointed to by inputLength argument. The

20 timeOut argument is used to specify how long the data
communications function should wait for a successful
transmission and receipt of data before giving up and
returning an error condition. The purpose of the onError
argument is as previously described.

25
7. WaitEvent eventType, eventOccurred, inputArea,
inputLength, timeOut, onError
The WaitEvent command allows the Script Engine 30 to fall
into a wait mode, waiting for specified events to occur.

30 These events include, for example, the insertion of a
smart card into the PDSD acceptor 12, the swiping of a
magnetic stripe card through the magnetic stripe card
reader, or the pressing of a key on the keyboard 14. The
argument eventType indicates the location that contains a

35 list of types of events to wait for. The eventOccurred
argument indicates the location where the code indicating
the type of event that has taken place is stored, upon the



smart card into the PDSD acceptor 12, the swiping of a magnetic stripe card through the magnetic stripe
card reader, or the pressing of a key on the keyboard 14. The argument eventType indicates the location
that contains a 35 list of types of events to wait for. The eventOccurred argument indicates the location
where the code indicating the type of event that has tgks place is storeg, Mgggﬁhgo&l 6 March 2006
event taking place. Any resulting data from the event is ‘placed in inputArea and the number of bytes of
data in inputArea is kept in inputLength. The argument timeQut is used to indicate how long the wait for

an event should be. SYAIE oh2i I ArBlARSt is ADHLLT RIS & L Afe WiGiREinEdS0 can be
constructed to providd acestd rarigwutAres taperfdim anyplemmiinygesest slatandtion, and the

corresponding Commapc_jﬂﬁagmndé%q@ﬁ(i hingngauttheyen _supmtegk@m@itaterﬁé@@d inghe memory
area of the CID 2 se{,asifqgs {18 R FiOHF PorgRRCHIMForCURt EDEINE Shitis pllows the

Script Engine 30 to retrieve the 15 script for interpretatign when required, as well as to update the script if
new ones are re eivfﬁ Srom ﬁé%&rgm%‘&er‘ 287 h@&,séiﬁf&?& eo&‘?D application may be

implemented using many lines of script which may make it impractical to download over the slow data
communication 20 lifkhasaildible t8chepypicay@©ie (3ddare Henadtyptoallytéohded prtinel @D rior to

installation of the ClIy juiéhe-ig)d). difisaprpstieal ioderirse ampliddnpkt Phéhe reseiisTe script can be
structured in small mﬂﬂ% OtHat gan b&repé%t‘rq% %igpggy%m%ﬁ éhié}?e %%'r,g%lgce the entire
[ Vri ¥ e ing' actions, that's, t

block of script. Scripts_can be written to effect housekeepi , the receiving of new scripts
from the host 28%and- Upga%Rg (HBANIPHSERRRY §fSle 32, storage and 30 retrieval of data in the
transaction Data Store 34,

Scripts are stored iIn the memory area of the CID 2 set

aside as the Script Store 32 managed by the Script Engine
30. This allows the Script Engine 30 to retrieve the

15 script for interpretation when required, as well as to
update the script if new ones are received from the Host
computer 22. Thus, although the CID application may be
implemented using many lines of script which may make it
impractical to download over the slow data communication

20 link available to the typical CID (and are hence typically
loaded in the CID prior to installation of the CID in the
field), 1t is practical to replace small blocks of the
script. The script can be structured in small modules
that can be replaced individually without the need to

25 replace the entire block of script.

Scripts can be written to effect “housekeeping” actions,
that is, the receiving of new scripts from the host 22 and
updating them iIn the Script Store 32, storage and

30 retrieval of data in the transaction Data Store 34,
exchanging data with the host system or systems 22,
reading, verifying, and authenticating PDSDs such as
magnetic stripe, barcode or chip cards and updating PDSDs,
processing and computing data, displaying data based on

35 rules encoded i1n the scripts and printing receipts with
contents based on rules iIn the script.



exchanging data with the host system or systems 22, reading, verifying, and authenticating PDSDs such
as magnetic stripe, barcode or chip cards and updating PDSD5, processing and computing data,
displaying data based on 35 rules encoded in the scripts and printing receipts with contents based on
rules in the script. - 22 6 March 2006 The Script Engigez?é) is given cont I,\%'t}a% Dﬁﬁétore 34, in which
Script Engine 30 stores data that can be subsequently sént to the Host System 22. This memory

location is typically used as a transaction store or 5 transaction log. According to this embodiment, there

is also provided a hd&€oaSdd BErpPANRE ALy A roMiGeiuI C PEARA linffle HEntOA TR REHSSt system 22
for the purpose of gedrerating \@oriph 19cirihet dargthen 3Qes igpiashemigh thprtipbival beer interface. The
SAM provides the ussubywgyasiet B GdhtscreerpdyHoeansyai wdrickzhe upei spesiftesythe Command

Tags, and the data rgquiteq for the 4:% pggpﬂ?oggg}g ta. the Gommand Eﬁgsiaﬁérq{p this specification

input, the 15 SAM then ﬁenerates tlie Script Lines which can be downloaded into the Script Engine for
execution. All ript‘i_ﬁﬁeg%%'o%r\]/e (5);96'd in blocks or ‘'modules'. Each script module comprising a
number of Script Lines has a version number. Each time a script module is modified a 20 new version
number is assigned tcttrerchinolificcb sthits neothald Buamtthatieach scsiph hsodyeay wegquely identified by
the script module verrigitnugaer. SEIBAM Al kIEETRANBIAN BY (i tirreneistisgs 25 and.
manages the memory arga allocatio t the 0 t enerate
using the SAM are t(})/r_]opﬁﬁ%téhoéﬁch e%%@iz%oﬁﬁg IfggDolr%?ﬁrﬁ%sﬁy %ﬁ_gﬁl‘%)%%ﬁﬁ S%Lr(g%:iég asa

distinct versiontQuct- tH5Be 2852 r9Bn'ighe BIHED BRLLBRAnidH 8PHB5Ha&$930 specific starting
date from which the dekgitibade- The SAM provides the user with a set of GUI

screens by means of which the user specifies the Command
Tags, and the data required for the APl corresponding to
the Command Tag, and from this specification input, the

15 SAM then generates the Script Lines which can be
downloaded into the Script Engine for execution. All
Script Lines are developed in blocks or “modules”. Each
script module comprising a number of Script Lines has a
version number. Each time a script module is modified a

20 new version number is assigned to the modified script
module such that each script module is uniquely identified
by the script module version number.

The SAM also includes a function by which the user defines

25 and manages the memory area allocation and data types in
the PDSDs on which the Script Lines generated using the
SAM are to operate. Each definition of the PDSD memory
area allocation is tracked as a distinct version, such
that each version of the PDSD Data Definition (PDD), has a

30 specific starting date from which the definition is
effective.

Each PDD version contains a set of data element
definitions, such that each of the said data element

35 definition specifies the Starting Memory Location (SML,
typically in byte offsets from the starting memory address
location), a description of the type of data to be kept in



effective. Each PDD version contains a set of data element definitions, such that each of the said data
element 35 definition specifies the Starting Memory Location (SML, typically in byte offsets from the
starting memory address location), a description of the type of data to be kept in - 23 6 March 2006 the
location, and the number of bytes used up for this piece of data starting gomj‘ S s well as the
start and end dates between which the data in this area’iS defined by this definition, and outside of which
said 5 start and end dates the memory location is available for use by another application. The SAM is

operable by the useFi& Al e aflks SPmdHBRAbCAfioRY LafowRgdneP uERF tdPAR areas which
can be included in and@eeexdiudaddrshartanoP DDovetien dsedsnwed hvadalbiiey s€fthe locations
as defined in the existiity ¥atsioRxoet Pebse&orexpomplehthaelSeM ivpould iteueabthisuser from

including an area of g@ﬁqéaemprmqrsug%{qrnqgp%da%celgr@@g; ddhakasa isakegqdy included as part
of an existing data eI%ment degjlnition nd the end daté for tll%t 15 the definition_t]séfsqri%t %ast. The SAM
of tifme

can also show the u2EFAYaftiSle%Ida %‘ﬁﬁ@ 5@)%1%@(0 ﬁ)?‘é'&@eﬁ%e%@d ¥ checking the
existing PDSD versisi§€fdbmartdienopphicrkinfudednt aH\dda Sesfert kefiitidiethat are valid
during the period in qisestiorn Afteresy® ibe2@ reesionhasehesry dbdoat i tres SAM Hiowsgthehaser to

create sc_ript modulggggsegcprﬂ)il&sglﬁgégd @q@weégiﬁr_\beTh%nggag ﬁqrighjf/@,qnstrain_ed to be \_/al?d
only during the perltéqf\%'ﬁr}ég%ﬁjélgrﬁl%r@&bs gpsfq;&lgd%nval g%%orgwg‘:hoet%]glgP‘:&b&gl&épnstraln IS

imposed by 25 the S does not allow executiori of the script module_outsi validity

period of any difa el@hdieHiAGAL RS RT BeLLEEMIAG 18 e PHS WRGsY VS LN hber associated

with the script modulDPEhis For example, the SAM would prevent the user from

including an area of PDSD memory for use for a new data
element 1T that area is already iIncluded as part of an
existing data element definition and the end date for that

15 the definition has not past. The SAM can also show the
user available areas of the PDSD memory for a given period
of time by checking the existing PDSD versions for memory
locations not included in any data element definitions
that are valid during the period in question. After a PDD

20 version has been defined, the SAM allows the user to
create script modules based on the selected PDD version.
The resulting script is constrained to be valid only
during the period that the data elements it refers to is
valid according to the PDD. This constrain is imposed by

25 the SAM. The CID 2 does not allow execution of the script
module outside the validity period of any data element
that it is referring to, according to the PDD whose
version number associated with the script module. (This
is readily distinguishable from prior art approaches where

30 memory allocation for different applications is based on
pre-allocated fTiles or memory which are managed using
“directory” or “index” areas of the PDSD, such areas being
set aside to indicate which application is using which
files or which parts of the PDSD memory. Such approaches

35 using static indices or directories are relatively fTixed
and once allocated cannot be changed easily and
synchronised with CID applications.)



is readily distinguishable from prior art approaches where 30 memory allocation for different applications
is based on pre-allocated files or memory which are managed using “directory’ or “index' areas of the
PDSD, such areas being set aside to indicate which application is using which files or which parts of the
PDSD memory. Such approaches 35 using static indigesz%r directories age W%% el%gk}jlgd and once
allocated cannot be changed easily and synchronised with CID applications.) - arch 2006 During
the development of scripts using the SAM, the user selects the version number of the PDD to be
associated with the script module to be developed. The SAM 5 automatically allows the user to develop
scripts which manipDkitd natA e rerdDensittechras vepdisnusi e Hetediéd PiDeversiIn number.
Each PDSD has the gelgiegsngnbearansnsieditnbeie $AMallPprs the weerdessrscifethe rules for

handling PDSDs coqﬁiﬂmqqgt%wgegol&qgcqrgi%t@@{;@(aﬁg@ipﬂg@{éhg@p& such rules being

encoded in the %cript Lines generated by the SAM. There are a numpber of wa\é%tha this embodiment can

handle older ve sior%ugf_)m% B &KIW%&—) %gu&%lrve‘f* io%eéfgt OQn&%{/é Ating Y memory
location with new dafspetifiaden drd s FiemLiRRSRie ik aldte by ane SRS II9NbRSa¥iy the old data in a
transaction record ingdbéeCtOd? RDTtraesrasziomimtieahosEeanpR&SDsysemth2; oe 29i@) by altering the

old data according_tmggg@rpgmg@gm ife iaﬂpodtﬁieir_lgm %qm\,\!,gnqsﬁgngg@nsfgrrg@g;gﬁgld data to
new memory Iocatlo?}gpt«;ﬁlilgg |%pe%% ﬂ%?f tﬁ%@%@) C?ﬁ]l' Q?ﬁ?rwle(f‘a‘i:%n pgc%tp(?g}ptlcally generated
efinition 0 1 .

by the SAM during a new version pon suclt a conversion from an older to a

newer version, e PRFS9S 1SH AR QNS the REM PBD YEr8R iRbeSYichLlemife Ing

encoded in the Script Lines generated by the SAM.

There are a number of ways that this embodiment can handle
older versions of the PDD:

15 (@) by ignoring old version data and overwriting the
memory location with new data specified in the Script
Lines generated by the SAM;

(b) by saving the old data in a transaction record in the
CID 2 for transmission to the host computer system 22; or

20 (c) by altering the old data according to some processing
rule encoded in the Script Lines and transferring the old
data to new memory locations specified in the new PDD
version.

25 These rules can be automatically generated by the SAM
during definition of a new version of the PDD. Upon such
a conversion from an older to a newer version, the PDSD is
updated with the new PDD version number, which enables
scripts generated with the newer version of the PDD to

30 work with the PDSD.

This allows unused memory areas of PDSDs to be allocated
or used memory areas of PDSDs to be reallocated for use by
new applications as and when the new applications are

35 introduced into the CID 2. The Script Lines implementing
new applications can be generated to include data
transformation in the PDSD from earlier versions to the



scripts generated with the newer version of the PDD to 30 work with the PDSD. This allows unused
memory areas of PDSDs to be allocated or used memory areas of PDSDs to be reallocated for use by
new applications as and when the new applications are 35 introduced into the CID 2. The Script Lines
implementing new applications can be generated to igcléjge_data transf(gmw%ct}péhirb%PDSD from earlier
versions to the - 25 6 March 2006 new version. The memory can be allocated for limited periods of time,
thus allowing them to be reused as and when required for new applications. This technique for allocating

memory allows PDSBEMeXSES 8 be maitadisdnahy scerahged b AsAtESIRIthb &SR Eerns that the CID
applications will not Ipe abhsiso edpé& Wnieh difarena lEPvibng KRNSO &¢ appliseto@schadge over time.
The inclusion of datawfiefinitiena BreddFerversivrapp Niaaagement aigardhmscwithiuecriielp to coordinate

and manage differcnyersieping! RO Wintiirappisatingn SeyPieP i denagediestiye means of
version control and g}glti-ag Iigga(tion marﬁ emen%su%h that the PD an be d with various and
n

D
changing applicatio %ﬂ% (9 Gt r’r\ﬁrﬁ‘nﬁr% oip%ré?ﬁ({&soi}ﬁﬁaggefn PDSD, and allows
memory usage in thePPIEas ngywdhlcAINtalRR 26d nko réaR Aa&EBHriddFRek a synchronised
and coordinated waye28 ibissaled pei3Sitde as nappddgeScriph ireharghilewversibnsein the CID 2, so that
each CID is able to receive from the host computer the correct Script Line module version that it should

receive. The Script 'ng "?‘%?gtf(?"m ezé?ﬁ% eégﬁﬂqii‘% aa%ogﬁ@il%%q as?termine that if the 25

Script Line modules already int cript Engine are not the same as that the Script Line

module version-3hatMRBIHLSBGsHARNRENTS: LGt EARkS FP LGRS ks a request to

the host computer 2nanage different versions of PDSDs with the application
scripts provides an effective means of version control and
multi-application management such that the PDSD can be
used with various and changing application requirements

15 with a minimum of memory overheads in the PDSD, and allows

memory usage in the PDSD to be dynamically allocated and
reallocated on demand in a synchronised and coordinated
way -

20 It is also possible to manage Script Line module versions
in the CID 2, so that each CID is able to receive from the
host computer the correct Script Line module version that
it should receive. The Script Engine 30 in the CID 2 has
embedded in 1t a program logic to determine that if the

25 Script Line modules already loaded in the Script Engine 30
are not the same as that the Script Line module version
that the host 22 is notifying it of, the Script Engine 30
automatically makes a request to the host computer 22 to
download the latest Script Line module version. The

30 download contains instructions as to the Script Lines to
be replaced, inserted or removed. This form of download
reduces the number of scripts to be downloaded and thus
makes downloads practical over slow communications links.

35 A version of Script Engine 30 is also incorporated in the
SAM running on host computer 22, for the purpose of
validating the Script Lines generated from the Script



download the latest Script Line module version. The 30 download contains instructions as to the Script
Lines to be replaced, inserted or removed. This form of download reduces the number of scripts to be
downloaded and thus makes downloads practical over slow communications links. 35 A version of Script
Engine 30 is also incorporated in the SAM running on h 8t computer Zzﬁf%éq‘%}p%gg of validating the
Script Lines generated from the Script - 26 6 March 2006 Administration module. cript Engine runs
in the host computer system 22 in a virtual CID with all the virtual equivalents of the CID devices

including display or OfpIAIS KRB MATHES -cart S et DHRE BB REp IS ol RtdNSnd is used to
interpret and execut@@st Somputiaes systtentiE2Stripabngiiiaiad it the \OIDh2 albukheThe user is
thereby assisted in deiedting efquieeUbESPbIEinascand tevelpides et KR Sgrigi dpgmay for download

to remote CIDs. 10 TorP g:élp ﬁfﬁ%'%ymﬁd-[hiﬁﬁﬂ?@@%@rﬁ qfég{jggulgfap@ga@@gr] in, for

example, perso Iis?lmark tin%,Fcustome Io{%/altg and_general customer relationship management
r

(CRM). In these™15 ggqﬁ nt §Ct[oﬁa h'a cd %%5_at'{h‘éeﬁ'ﬂ5 is%_d%xﬁ?o% eflettive and
relevant through useXsrddts Inase JOBE 1R debe FhdaikicENeH fnpRnéntEasohtbth and efficiently

at remote locations tvouugh uséfué dase rcarmntingcatignsiedictathy be dietissctimgpeed and which 20
would normally preclugdegiesarts dangaol FHasolhargerxpomiiBgl EHPA bepeeP@WPpptand loyalty

application loaded inLﬁm%h fyrlomeryaea rq,%q] éﬁé@ 2% discount on every 3rd 25 transaction that
exceeds $50. As the shop's anniversary Is in September, retailer decides to offer a special bonus to all

customers wh
TYPICAL APPLICATIONS

This embodiment is of particular application in, for
example, personalised marketing, customer loyalty and
general customer relationship management (CRM). In these

15 areas the interaction with a customer at the CID 2 i1s made
more effective and relevant through use of scripts in the
CID that can be modified and implemented promptly and
efficiently at remote locations through use of data
communications which may be limited in speed and which

20 would normally preclude remote change of CID software.

Example 1

CID 2 has a payment and loyalty application loaded in

which customers are awarded with 20% discount on every 3rd
25 transaction that exceeds $50.

As the shop’s anniversary is In September, retailer
decides to offer a special bonus to all customers whose
birthday falls iIn September.
30
The scripts are modified and downloaded into the CID to
check on each customer’s birthday during a payment
transaction: on every payment, the host replies with a
“flag” that indicates whether customer qualifies. Script
35 then prints and displays the appropriate message if the
customer qualifies.



birthday falls in September. 30 The scripts are modified and downloaded into the CID to check on each
customer's birthday during a payment transaction: on every payment, the host replies with a “flag' that
indicates whether customer qualifies. Script 35 then prints and displays the appropriate message if the
customer qualifies. - 27 6 March 2006 To address cu§to§}er_privacy congerns, Gistypgr may be asked
at the start of the payment transaction if customer wishés to participate: It customer says no, script does
not check on customer's birthday. 5 Example 2 A mobile phone with Java technology support is loaded
with Script Engine. TRe AMSiRSEnGHELMBRS R URYRARY acBRSE ENBank SN I"aYd BRjoy various
benefits according tcasBene atistdracstanvtrafrdihgonsyipanith baarsactdwschEnse tivmexduced, which
offers selected custaigiiespesigiapshivipwbers irthauseanibof £28cember devapy widkeisust trades

done over the mobile, gpopgdR The éﬁrg{tot@eip\@egmmig};cheme is downloaded into the mobile

phone over the mobile telephone network, and is automatically deactivated after December to make way
for new scripts implementing new schemes. 20 Example 3 The Script Engine running in the CID
accesses each custbB¥#RIPDSD to compute and offer to each customer gifts and other forms of
rewards based on th& ousttarhersHizhprofi&antbivansadiomhistyrysdppewtschenedsedrodided, where

customers who are S@Fmt%ﬁtpﬁ%for tlwesmnamweawawgra user to access a
bank’s services and enjoy various benefits according to
10 the customer’s overall relationship with bank.

A new scheme is introduced, which offers selected
customers special cash vouchers iIn the month of December
for any unit trust trades done over the mobile phone.

15
The script to implement this scheme is downloaded into the
mobile phone over the mobile telephone network, and is
automatically deactivated after December to make way for
new scripts implementing new schemes.

20

Example 3

The Script Engine running in the CID accesses each

customer’s PDSD to compute and offer to each customer

gifts and other forms of rewards based on the customer’s
25 profile and transaction history.

A new scheme is introduced, where customers who are
visiting the store for the second time in the week are
given a bonus.
30
A replacement script block 1s downloaded into the CID to
effect this change, such that the script algorithm now
makes an additional check on the PDSD data for the
relevant transaction history information to determine the
35 customer’s entitlement under the scheme, and to update the
PDSD with information of the current visit.



given a bonus. 30 A replacement script block is downloaded into the CID to effect this change, such that
the script algorithm now makes an additional check on the PDSD data for the relevant transaction
history information to determine the 35 customer's entitlement under the scheme, and to update the
PDSD with information of the current visit. - 28 6 March 2006 Example 46A,\%cfr' 'Be is integrated
into e-wallets issued to customers of the bank for use in PCs over the Internet. The Script Engine is
used to execute secure scripts which 5 have been digitally signed, and downloaded to the PC on
demand via web pag@é"’\WHéF‘e fhey can be used in conjunction with PDSDs in the user's PC in order to
effect financial calculafend phdEhgénainksspediapstiger] prictes @-othbl edigitksseed. Gwing to its
integration with the ecwetiehelsserptelyennnke seeussandcaPcacesssP BIsd ViR .readers

connected to the PCT§&”§E§‘§B‘E b@nﬂ;ﬂ?@“i‘?”é{séalef&%%&%”@&@&i?g @épgd@rmd?ng on the
web page and the ¢ stom%r actions and I[IOf”e‘ 15 Modific tlﬁns{i/!%r#ge%tge sco}%ﬁ,\ of the invention may
, f

be readily effected By thos esq{fll dH I, 719959 dRGeHY olf*% aqtﬁl ﬁW/(_antion is not
limited to the particl*&MéRbhodhAeHEddB3sEse B PaE 0 EXERTDIEeheffadyv €Iy NSEAMNIS: 6 March
2006 1. A method fowethtrBbisigsa tomiheingserélechOnin davies hawingfdie opefatageystkm and digital

processor, 5 compriémw@raﬂﬂmsawod%% Mii¥ha %@é FQWUﬁ%GsQ”%PI dearepsCritides, each
Scnpt“neconW”B”K%ﬁ£itlements. Owing to its integration with the e-wallet,
10 scripts are more secure and can access PDSD via PDSD
readers connected to the PC. Scripts can be dynamically
selected and downloaded to the user depending on the web
page and the customer actions and profile.

15 Modifications within the scope of the invention may be
readily effected by those skilled in the art. It is to be
understood, therefore, that this invention is not limited
to the particular embodiments described by way of example
hereinabove.



least one predefined command tag; providing said device with a software program for 10 interpreting said
script lines; wherein said software program is operable to invoke a plurality of software functions in said
device and each of said command tags corresponds to a respective one of said software functions,
whereby said software 15 program can be controlled to i£|gol_<e in said degiq@ QI 05 JHere of said
software functions by means of said script. 2. A method as claimed in claim f including providing said
script with user variable data elements associated 20 with said command tags and invoking the
respective software fdrithi¥Rs in a manner dependent on said data elements. 3. A method as claimed in
either claim 1 or 2, including 25 providing said software program in the form of a virtual computer. 4. A
method as claimed in claim dewheteificaidoirtua | sampuiccompptbeg ackinecadmseftware. 30 5. A

method as claimed iEléw&n%%?é??péﬁf‘%?ﬁ%ga‘ﬂ?ﬁﬁss‘?ﬁé%“ﬁéd GPYFEGODPYEES SoFustomer

interaction deviq%e or a point-of-sale ferminal. 35 6. A'method as claimed’in any one of the preceding

claims, wherein aid FERL ?s'ggérable to receive update data by remote communications means from a
remote host - 30 6 March 2006 d¥hRYleF S e ke t¥ Libdafe SAId BriSOBIPEAig 186ript lines. 7. A
method as claimed iomdaior6momckudicy trackinges 5 saidrhasticipltena versjon siemgifiet of a script
previously received Qyaa¢ inpiallgpdasrichdgVviesmBaiamesed as claimed in claim 6, including
cc_)mparing any proposed new Orﬁip&{?itﬁq r.?&rigs% saggti Igée%%g_rprgpggﬁ&&bg ia%adlleglninr%agd device
with a current interpreting said script lines;
wherein said software program is operable to
invoke a plurality of software functions in said device
and each of said command tags corresponds to a respective
one of said software functions, whereby said software
15 program can be controlled to invoke iIn said device one or
more of said software functions by means of said script.

2. A method as claimed in claim 1, including providing
said script with user variable data elements associated

20 with said command tags and invoking the respective
software functions in a manner dependent on said data
elements.

3. A method as claimed in either claim 1 or 2, including
25 providing said software program in the form of a virtual
computer.

4. A method as claimed in claim 3, wherein said virtual
computer comprises machine code software.

30
5. A method as claimed in any one of the preceding
claims, wherein said device comprises a customer
interaction device or a point-of-sale terminal.

35 6. A method as claimed in any one of the preceding
claims, wherein said device is operable to receive update
data by remote communications means from a remote host



script or script lines, and determining whether a partial replacement is feasible or if a full replacement is
required. 15 9. A method as claimed in claim 8, including updating said current script or script lines
according to such a determination. 10. A method as claimed in claim 1, including providing 20 said
device with a plurality of scripts, each comprising one orgore script Iine§3 q&gpc%orgqgéing at least one
predefined command tag. 11. A method as claimed in any one of the preceding 25 claims, wherein said
device is adapted for use with personal data storage devices and memory usage within said personal

data storage deviceCRRFEMETN 4 BriEIRRSE pall HRERHSy S8 Ag SEVdRoPhuR®Y encoded in

each respective 30 perstpital Hhegestorage device for tracking memory allocation within said respective
personal data storage device; and controlling the use of multiple versions of said memory allocation so

that_ memory in said ﬁsp%tiﬁ{g@_ﬁjgegioqq gmgtqrﬁgglgq\ﬁgc% gamg'q [%qqoggeg,ggkqwrgﬂt use over a
period of time, V\?erems id version number is automatlcallgs- 31 Marc% 2006 perfgmed and

embedded in sall scPp! U%S%Ec'ﬁ(’{ﬂa'r"_s'% %ng&?a'llod_]até ‘?Si’él'gig SEVI% §aargca'[ﬁ8 atically updated
from old to new menti§\ARNalBnEsLIMaS Pt AREs 159t W RibtRDd SRICaff¥d GF any one of the
preceding claims, wherein said script lines can be usable in a plurality of different models of computing

or electronic devicesg 10 13..f eARiN08<0fd RAIRRE {0 il e Prpscdtid Mg virgh 7 gt od of
controlling a remote gﬂ@p&g&%@aleﬁg\gnj)cr q%&%etga Cé%?]%dti%?n% gpiequ tpﬁ:rggceding claims.
10 proposed to be installed iIn said device with a current
script or script lines, and determining whether a partial
replacement is feasible or it a full replacement is
required.

15 9. A method as claimed in claim 8, including updating
said current script or script lines according to such a
determination.

10. A method as claimed in claim 1, including providing

20 said device with a plurality of scripts, each comprising
one or more script lines, each comprising at least one
predefined command tag.

11. A method as claimed in any one of the preceding
25 claims, wherein said device is adapted for use with
personal data storage devices and memory usage within said
personal data storage devices is performed on a time
limited basis involving:
using a version number encoded in each respective
30 personal data storage device for tracking memory
allocation within said respective personal data storage
device; and
controlling the use of multiple versions of said
memory allocation so that memory in said respective
35 personal data storage device can be redefined for
different use over a period of time,
wherein said version number is automatically



14. A method of implementing marketing program involving 15 a method of controlling a remote
computing or electronic device as claimed in any one of claims 1 to 12. 15. A method of implementing a
loyalty and marketing program involving a method of controlling a remote 20 computing or electronic
device as claimed in any one of claims 1to 12. 16. A_m§$o_d of implem%wtm%y%@é applications at a
customer interaction device involving a method of 25 controlling a remote computing or electronic device
as claimed in any one of claims 1 to 12, wherein said remote computing or electronic device comprises

said customer interR&IHFOIEGE 286 19MREAARH Bf FAPRRERARE al d8iGBirdtr Padiitht S33Flication and
loyalty program invoRétganadtiiatel stonadihglevéaesedomnputiagat besklonicp@akedas claimed in

any one of claims 1 torba 3 d8té methaodipplenieating agomyinadi payoend aaditesion and
marketing program involving a method of controlling a remote computing or electronic device as - 32

claimed in any one Of'[ Iair:g 1 t(%rﬁz. 6 Marcgh 2006 19. A method of im Iementin%fl combined payment
application, loyatty p cégr ahd 8H<eq%gc f’b'dpg éri‘n\%Win%ng method of-Cort Imé’a remote

computing or electréihid HeviceVB8 cilimeRitdasE bhelofldalss €ab 128 1sabl& ddimputing or electronic
device having an operatingl syytent ashidfdigitahfrocadsbs, th€ dmnpe tongprameg ldigitabmimnory for
receiving a script cog@yigts one or more script lines, each script line comprising at least one predefined
command tag; a software program for interpreting said script lines; 15 wherein said software program is

operable to B} _ n .
10 13. A method of implementing a loyalty program involving

a method of controlling a remote computing or electronic
device as claimed in any one of the preceding claims.

14. A method of implementing marketing program involving
15 a method of controlling a remote computing or electronic
device as claimed in any one of claims 1 to 12.

15. A method of implementing a loyalty and marketing
program involving a method of controlling a remote

20 computing or electronic device as claimed in any one of
claims 1 to 12.

16. A method of implementing payment applications at a
customer interaction device involving a method of

25 controlling a remote computing or electronic device as
claimed in any one of claims 1 to 12, wherein said remote
computing or electronic device comprises said customer
interaction device.

30 17. A method of implementing a combined payment
application and loyalty program involving a method of
controlling a remote computing or electronic device as
claimed in any one of claims 1 to 12.

35 18. A method of implementing a combined payment
application and marketing program involving a method of
controlling a remote computing or electronic device as



invoke a plurality of software functions in said device and each of said command tags corresponds to a
respective one of said software functions, whereby said software program can be controlled to invoke in
said device one or 20 more of said software functions by means of said script. 21. A device as claimed in
claim 20, wherein said script includes user variable dgt%gle_ments assocéat,\?g th@ﬂ% command tags
so that the respective software functions can 25 be invokéd in a manner dependent on said data
elements. 22. A device as claimed in claim 20, wherein said digital memory is operable to receive a
plurality of scripts, e&¥ WS ApASNEBhEBE ntred@Msintst8adR script line 30 comprising at least one
predefined command tag, wherein said software program is controllable to control said device according
to one or more of saitbscriptsméthBdystermfol gesetdling acoispnesepaméra 35 method of any one

of clair_ns 1_to 19. - 3§p N_@g@i%_qc,m ?&yﬁﬂptﬁ%ﬁﬂﬁig}ﬁg Iﬁh?'ﬁ&’ﬂ%?g quJH_g%a scr_ipt
admln!strat_lon duLle haying a visual i tegacg bg meanE of which g user can |np§t requirements,
wherein said system i o%\ie\fgﬂ% &Wetqﬂg o0t §A 'f’g ﬂ'éﬁ%rﬂs %6 g'é%n%?%u %@ﬁp?& scripts for

IS
downloading to said edSeFAR FHaM GhERtERARRDNIAN@eXeelfoR byC hidaits &f $&idlsbftware
program. 25. A system for testing scripts adapted for use in the 10 method of any one of claims 1 to 19,

comprising a host copanutes pERMiga Mg vk Pbeaid RIS PEGTAD, apRi6pEraieimeeing

operable to interpret e id -SCrots | irtual replica pf. said d errors in said
scripts can be detect 5%%@ c%ﬁsesgi(g] ﬁ%ﬂéféﬁ) %%egé %gr?ﬁtggﬁré_lg‘%\(ﬁaégmégé@%%gﬁ €. 26._.A method of
composing a séflware applicatior? 18d#p st Yt oFSodiRgahiHigh fe S RIHAT ZORP B S0

one or more script lines, each script line comprising at
least one predefined command tag;

a software program for interpreting said script
lines;

15 wherein said software program is operable to
invoke a plurality of software functions in said device
and each of said command tags corresponds to a respective
one of said software functions, whereby said software
program can be controlled to invoke in said device one or

20 more of said software functions by means of said script.

21. A device as claimed in claim 20, wherein said script

includes user variable data elements associated with said

command tags so that the respective software functions can
25 be invoked in a manner dependent on said data elements.

22. A device as claimed in claim 20, wherein said digital
memory is operable to receive a plurality of scripts, each
comprising one or more script lines, each script line

30 comprising at least one predefined command tag, wherein
said software program is controllable to control said
device according to one or more of said scripts.

23. A system for generating scripts for use with the
35 method of any one of claims 1 to 19.



20 software application; expressing said functionality in terms of existing software functions or modules

controllable by a software script engine; and assembling a script comprising one or more script 25 lines,

each script line comprising at least one predefined command tag corresponding to a respective one of

said software functions, whereby said script engine can B controlled to } iﬁl zﬂgggdware device one
) : = == : ch | :

or more of said software functions by means of said script, said 30 script constituting said software

application. i i _ _ _ _
24_. A system as claimed in claim 23, including a script

administration module having a visual interface by means
of which a user can input requirements, wherein said
system is operable on the basis of said requirements to

5 generate a script or scripts for downloading to said
software program, and interpretation and execution by
means of said software program.

25. A system for testing scripts adapted for use iIn the
10 method of any one of claims 1 to 19, comprising a host
computer provided with a version of said software program,
said version being operable to interpret and execute said
scripts in a virtual replica of said device, so that
errors in said scripts can be detected and corrected
15 Dbefore the scripts are loaded into said device.

26. A method of composing a software application,
comprising:
decomposing an intended functionality of said
20 software application;
expressing said functionality in terms of
existing software functions or modules controllable by a
software script engine; and
assembling a script comprising one or more script
25 lines, each script line comprising at least one predefined
command tag corresponding to a respective one of said
software functions, whereby said script engine can be
controlled to invoke in a hardware device one or more of
said software functions by means of said script, said
30 script constituting said software application.



