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900

Receive one or more QoS flows from a protocol layer

~ 902

Map the one or more QoS flows to one or more data radio
bearers (DRBs)

~ 904

Transmit a plurality of media access control (MAC) packet
data units corresponding to the DRBs, each MAC packet
data unit (PDU) comprising a packet data compression
protocol (PDCP) PDU comprising a PDCP header and a
partially ciphered PDCP payload

- 906

FIG. 9
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1000

Form an SDAP PDU including an SDAP header and an f~ 1002
SDAP payload corresponding to the one or more DRBs

l

Form a PDCP PDU including a PDCP header and a PDCP |~ 1004
payload comprising the SDAP PDU

l

Cipher only a portion of the PDCP payload

-~ 1006

FIG. 10
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1100
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Ciphering Algorithm j‘> Ciphered
Data
Encryption Key
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Deciphering Algorithm j‘> Data
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1200

Receive a MAC PDU including a PDCP PDU including a
PDCP header and a partially ciphered PDCP payload

- 1202

Extract an SDAP PDU corresponding to one or more QoS
flows, from the partially ciphered PDCP payload

- 1204

Read an SDAP header of the SDAP PDU to obtain
information on the one or more QoS flows prior to
deciphering an SDAP payload of the SDAP PDU

- 1206

FIG. 12



