16 Novenber 2006 | NFORMATI ON DI STRI BUTI ON SYSTEM AND | NEGRNBMSORP0S
MANAGEMENT METHOD BACKGROUND OF THE INVENTION 1. Field of the Invention.
The present invention relates to information di stribution systens and

i nformati on managenent nmethods, and can be applied to, for exanple, a
system that issues and manages concert tickets. 2. Description of the
Rel ated Art ‘Concert tickets, etc., are issued in stores in response to
requests accepted, or accessing an issuapce server in accordance m¢th
accepted tel ephone reservations, whereby the sale of a plurality o
tickets for one seat nunber is prevented. Accordingly, when a user

i i whet her a seat is
directly buys a ticket store, the store checks
avai | abl e, and the uséﬂﬁﬁﬁﬁﬂ}%ﬂpwsRﬁﬁﬁF%ﬁqyéﬁﬂ SNEZEMy Aer uses t el ephone

[ [ i ' the wuser can
reservation to buy a tick %Hﬁ? king a reservation, f
recei ve the ticket by mai ﬁtNTg &@w@&&w t¥EHAD cket from a store,
based on the verification of a reservation nunber. For issuing tickets at
stores, as described above, issuing equipnment nust be provided for each
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1. Field of the Invention
The present invention relates to information

distribution systems and information management methods, and

e

can be applied to, for example, a system that issues and
manages concert tickets,
2. Description of the Related Art

Concert tickets, etc., are issued in stores in response
‘to requests accepted, or dccessing an issuance server in
accordance with accepted telephone reservations, whereby the
sale of a plurality of tickets for one seat number is |
prevented.

Accordingly, when a user airectly buys a ticket from a
store, the store checks whether a seat is available, and the
user buys an issued ticket. When a user uses telephone
reservation to buy a ticket, after making a reservation, the
user can receive the ticket by mail, or the user can buy the
ticket from a store,‘based on the verification of a
reservation number.

For issuing tickets at stores, as described above,
issuing equipment must be brovided for each store. Also,

for sending reserved tickets by mail, various types of -




2 equi pnment and various operations are necessary. Accori@iNvgénher 2806ch a
ticket selling nmethod has a problemin that the distribution of tickets to
users is troublesone. In addition, after each user obtains a ticket, the
managenent thereof is a conplicated. By way of exanple, when a user
distributes tickets anong friends, the user needs to neet the friends to
hand out the tickets. If the wuser is unable to meet the friends, the user
must distribute the tickets to them by or the like. This case wll
require time and nmoney for delivering the tlckets to the friends, and
accidents such as loss of the tickets cannot be conpletely prevented. Al so
when a user transfers an obtained ticket to a third party, the transfer
similarly SHERRIEE andevantonsnegerabibee cduenmecsssiras | assmnfindiey,
tickets Qccur. If a user loses a concert ticket, the wuser is prevented
from goi ngglut‘?ﬁ‘ the iDrrlerse Lbn g fee B ditham a oxdielemove thablems, a met hod
consi d |n whi ch tickets are sold such that each user records
varl ous tj%&rﬁf qﬁﬁ%‘rr&ﬁﬁﬂ’?]f%t%ntq ftesFiatieal teowlisgona O) card by
accessing it f In other words, in this nethod,

? r.sonal gput er.
i nst ead of eac El 1%y oéﬁf&? ch‘r PﬁPFnQbG@aré’é‘rtﬁﬁéJC&ﬁéd thtormati on on

paper, %)efn whi c% the information is recorded is used. This
met hod can Sl YREESOHi A AP e e FBervath @fa @M @ALI ne

process'”%ﬂe% gp%i%gl%istributes tickets among friends, the user

needs To meet the friends to hand out the tickets. If the

‘.---,\‘

user is unable to meet the friends, the user must distribute
the tickets torthem by mail or the like. This case will
Tequire time and money for delivering the tickets to the
friends, and accidents such as loss of the tickets cannot be
completely prevegted. Also when a user transfers an
obtained ticket to a third party, the transfer similarly
requires time and money, and accidents such as loss of the
tickets may occur. If a user lbses a concert ticket, the
user is prevented_from goiﬁg to the concert.

As one solution to the above problems, a method is
considered in which tickets are sold such that each user
records various types of information in an integrated
circuit (IC) card by accessing it from a personal compufer.
In other words, in this method, instead of each ticket
produced by printing concert-related information on Dpaper,
the IC card in-which the information is recorded is used.
This method can simplify'ticket distribution to the user

because online processing is possible.




16 Novenber 2006 3 However, this nethod requires a per siéiuverslmnpgditer and
an |1C card reader/witer connected to the personal conputer. Also, if a
user does not. have such equi pnent, that user nust go to a store having the
equi pnent.” Moreover, after a ticket is delivered to each user, it cannot be
transferred to a third party. SUMWARY OF THE | NVENTI ON Enbodi nents of the
present invention provide an informatian-distribution systemand an

i nformati on managenent nethod that sinplify both the distribution to users
of information indicating to whoma right having nonetary val ue bel ongs
to, and the naqﬁg%nggt %H.the jnformation after thﬁ distribution. 16
Novenber 2006 i$ Mg ™5 T Fi G 58 PR R GPPEhe BIPELERL 27 hvEht i on,

ccor
there is proW,ded &add gl iidt QLERLLAY diSthl %ﬂs?ﬂamﬁ%qltﬁgg%{oﬁgggf E)Ihe

steps of: generating right information and verificatio
aut hent i catf rgushe &ald dbtyhofe sacposduithene] egiaonker dRMtCgoWhen t he ri ght
information is stored in the portable electronic device; generating a

ri ght 16 Nowasbh&pvPODEheseqebmieentyy eMersptdmgather ra ghitkenfior mati on and t he

delivered to each user, it cannot be transferred to a third

party.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide an
information distribution system and an information management
method that simplify both the distribution to users of
information indicating to whom a right having monetary value
belongs to, and the management of the information after the

distribution.




verification information, wherein the right code is provptleembeo2®@suser
offline; enabling the user to input the right code into the portable

el ectroni c device, the generated right code being represented to the user
in at |east one of an audible -and visible form decrypting the right- code
inputted into the portable electronic device and using the verification
information to authenticate the right 4 rformati on based on the decrypted
right code; and storing the authenticated right information in the
portabl e el ect hopprdidavitoea Abodr disnget oof econdsaspdeeotieme present
invention, there is provided a right-information distribution nethod for
transferrlqﬂerlbﬁtPHQ¥F8Fﬁafl%ﬁgqq(ﬁﬁfarW?F%ﬁn[ﬂ&ﬁﬁébpﬁtl?ﬂeﬂﬁﬁWS ic device to

a second Q| | r ev aid ri h in n tribution
met hod conpr%ggngn Sgggsogf é%%%%rg n%g %%e£r|g% 6§nag|§n and
Ver'f'CaiL%HklﬂﬂﬁéHﬂHH'fﬁko&ﬁétﬁ%ﬁfﬁﬁ&tbﬁ@ﬁéﬁ%&d&@@nga{ﬁé“Jddlgityh@ff'rSt
portable el ectronic device when the right informafion is stored in the
first portabbetebbectaleniteodbyi devigendreat ithg AigHt risiforinghtosote by
encrypting the right information and the wverification information, wherein
the first Stiogke &ddehe porpripls dd@ctveniusieried 1 Idemeragnanl kngighe user to
input the first right code and the identification nunber of the second
portable electronic device into the first portable electronic device

i ndependently of a connection status of the second portable electronic
device, the generated first right code being represented to the user in at
| east one of




an audi ble and visible form confirmng the input first oiNgambecé and t he
i nput identification nunber; invalidating the 16 Novenber 2006 6 first

ri ght code and generating a second right code, wherein the second right
code is provided to the user offline; enabling the user to input the
second right code into the second portable electronic device independently
of a connection status of the secondspertable electronic device, the
generated second right code being represented to the wuser in at |east one
of an audi®bd@de dnd enicsivipité nigorthe rdebt yjphfowgpatienoffifli thee provi ded second
right code inputted into the second portable el ectronic device and
authentlcafﬁ?ﬁflGﬁﬁéoﬂe%?ﬁﬁﬁﬁﬁﬁl§écoﬂ%ﬁ?qkﬂﬂ?héoéé@“aﬁadgtﬁ%F%@W%qﬁg ri ght

i nformation i_ncl ude LD t he ay éhent cated s ond réggt cod |n t he second

ine; 6r8| t%?%f i FEPREpELT (ﬁ $héFesent

portabl e e1%&t PR & %EeV|ceenﬁc
i nvention, jpthene béresm dad .apohni qrermtcbonu@é %terne%&é@rh%%t E0%e

conprising: a portable electronic device for a user; and i nformation
managenentbeppatap vss diteds ttar tng badh mnﬁern@ésjﬂmneoafaarpraeﬂﬂbeém ned ri ght
and information corresponding to said portable electronic device, the
second i nfandnatiedpld foirvatdeny vt inkorhea niigght codd amgattetermgionthsai d

i nformation dlstrlbutlon systemis operable to manage the | ocation of said
right by RdEP ﬁge{?ﬁ§ﬁqn@ﬁtd?Yﬁ?ﬁ'ﬁﬁﬁlBﬁl%ﬁ(ﬁh@dvﬁﬁlg%HQTHoﬁfornat|on

nanagenentlﬁyggﬁa@£g§ ég“%ukﬁgnklcgkéngﬂ Oglbﬂgl éf%nwgg ahg

the decrypted right code; and storing the authenticated right
information in the portable electronic device.

Bccording to a second aspect of the present invention,
there is provided a right-information distribution method for
transferring right information from a first portable
electronic device to a second portable electronic device,
said right-information distribution method comprising the
steps of: generating the right information and verification
information for authenticating the validity of the first
portable electronic device when the right information is
stored in the first portable electronic device; generating a
first right code by encrypting the right information and the
verification information, wherein the first right code is
provided to a user offline; enabling the user to input the
first right code and the identification number of the second
portable electronic device into the first portable
electronic device independently of a connection status of
the second portable electronic device, the generated first
right code being.represented to the user in at least one of
an audible and visible form; confirming the input first right

code and the input identification number; invalidating the




right belongs; said informtion managenent apparatus conifrNogemsber 2006

i nformati on hol ding neans for holding the right information; access neans
for recording the transfer of said right to said user by accessing said

i nformation hol di ng neans and for wupdating the right information held by
said information hol ding neans; encryption neans for generating encrypted
information by using a code uni que toésaid portable electronic device to
16 Novenber 2006 A 6a encrypt the information indicating to whomsaid right
bel ongs tb*Heti W HH ot¥ds RedprsYryabiedfaragcemd Fher naeden providi ng

means for Ldin aid user with the encrypted ipforpation so that the
encrypt ed ?%?%%%%t?%% Sggggs fﬁgéﬁgﬁogﬁ &ﬁleﬁgld%ﬂéﬁnE?efﬁeﬁt | east one of
an audi bl eognd ndi; skhier f0f Phat usbeas! QLR +ARdssalgh pay p@bh&i@' ectronic
devi ce conprises: input neans for accepting the I nput Sf "t he encrypt ed

i nf or mat i o taedrey petond eanabli or e eaiimplicnget e anaeyei@dt1iynber gati on
using said uni que code and outputting the information indicating to whom
sai d ri ghtcelesiigen peeordiafy thaeameerdporsebt di elg dtirenbat griti denf or mat i on

i ndi cating to whom sajid right belongs; and information output neans for

using a preYlEIThaTEs S8688E Ridhs T ORGMY tRerPEeRERRET G mat i on
i ndi cating,t0. whogt spid.r ,Abt, belongs,, According, o g fourth aspect of the
present | nventi on, there I's provided an I nfornation nanagenment net hod for,

by updat i dekryic@hhgi BhOT &Rt iQR-Pebe: s Ak doRboL I8 Abde inputted |

into the second portable electronic device and authenticating

the decrypted second right code; and storing the right

information included in the authenticated second right code

in the second portable electronic device.

According to a third aspect of the present invention,
there is provided an information distribution system
comprising: a portable electronic device for a user; and an
information management apparatus for storing both information
on a predetermined right and info:mation corresponding to said
portable electronic device, the second information indicating
to whom a right belongs; wherein: said information distribution
system is operable to manage the location of said right by
updating the right information stored by said information
management apparatus and the information indicating to whom said
right belongs; said information management apparatus comprises:
information holding means for holding the right information;
access means for -recording the transfer of said right to said
user by accessing said information holding means and for
updating the right information held by said information holding
means; encryption means for generating encrypted information by

-using a code unique to said portable electronic device to




managenent apparatus and by recording in a portable el détNogemter 8e6i ce
information indicating to whomsaid right belongs, nanaging said right so
as to be exercised when said portable electronic device is with a user,
wherein said information nmanagenent nethod controls said information
managenent apparatus to performthe steps of: generating encrypted
information to be in an offline prowvi dabte formby using a code unique to
said portable electronic device to encrypt the information indicating. to

“whom sai d*PFEYRT B&ConBECrMaAqn pt B TG Is 5P d'irdepai tTH dhkePelra9ppt ed
i nf ti . 1 hat f i tiqgn, . th h ffli
informatiqp $50 3,104t Ehg an H&c%%&'ﬁn QL aLl an f‘é‘ﬁ:?ﬂgflrﬁ%l&)% b%%{‘g gncel. ”36

channel in at l'east one © n- audi e and vi Si

Novenber 2096s r6r BRVWER:PESCRIPTLON OF: HHE ODRAVWNGS Fi Gi n do #1854 85§ 0CK

di agram showi ng ticket distribution system 1l according to an enbodi nent of
the present thatenheoancHgred® inFfoampet SPecddised Yhewushowi REfadine
reader/witer 8 and an IC card 9 for use in the ticket distribution system
1 shown Fhampgl ip afj geagt janeg off] gachedibishenidngl sikklentfioolh ptocess
perforrredl%%/ the reader/w.ter 8 showp in Fi 2; . Fi 4 is a flowchart

: 9. .1 g. '
showi ng a’pf dced¥ PefPArifd BYT e CLERBIOHENAGEICOEBAI 2 (in the
ticket d'§ﬂﬁﬁ{“ﬁééyg for accepting the input of the encrypted

information; decryption means for decrypting the encrypted
information using said unique code and outputting the
information indicating to whom said right belongs; recording
means for recording the output information indicating to whom
said right belongs; and information output means for using a
predetermined access means to output the recorded information
indicating to whom said right belongs.

According to a fourth aspect of the present invention,
there is provided an information management method for, by
updating right information held by an information
management apparatus and by recording in a portable
electronic device information indicating to whom said right
belongs, managing said right so as to be exercised ﬁhen
said portable electronic device is with a user, wherein said
information management method controls said information
management apparatus to perform the steps of: generating
encrypted information to be in an offline providable form by
using a code unique to said portable electronic device to
encrypt the information indicating to whom said right belongs;
and providing said user with the encrypted information so
that the encrypted information passes through an offline
channel in at least one of an audible and visible form at

least once.




system 1 shown in Fig. 1) when a ticket is sold; Fig. 5168oentbeoR6di agram
showi ng the transm ssion of information when a ticket is sold; Fig. 6 is a
flowchart showi ng a process perforned by the controller 19 of the IC card
9 (in the ticket distribution system1l) when a ticket is sold; Fig. 7 is a
flowchart showi ng a process perforned by the controller 19 of the IC card
9 (in the ticket distribution system1l shown Fig. 1) when a ticket is
distributed; Fig. 8 is a block diagram showing information transm ssion in
“ticket distribution; Fig. 9 is a flowchatt showing a process perforned by
the controller 19 of the ICcard 9 (in the ticket 16 Novenber 2006 8 _
distribution system1l shown in Fig. 1) when a ticket is canceled; Fig. 10
is a bl oclBRIlEEBCRIRYE IUN iOH arHRAIRWING@NsM ssion in ticket

cancel lation; Fig. 11 is a flowhart showing a process performed by the
control | er 2 oFigheltiskat bieragaiegiraeeshewidg( tickBe dikekebudishribution
system 1) when a ticket is canceled; and Fig. 12 is a plan view showi ng a
const ruct isistEm d wsmorddinge tion aan @ntierd iendradiafe theofortele npr esent

invention. DESCRIPTION OF THE PREFERRED EMBCODI MENTS

- invention;
Fig. 2 is a perspective view showing a reader/writer 8

and an IC card 9 for use. in the ticket distribution system 1

shown in Fig. 1;

T

Fig. 3 is a flowchart showing a control process
performed by the rgader/ﬁriter 8 shown in Fig. 2;:

Fig. 4 1s a flowchart showing a process performed by
the ticket management center 2 (in the ticket distribution
system 1 shown in Fig. 1) when a ticket is sold:;

Fig. 5 is a block diagram showing the transmission of
information when a ticket is sold;

Fig. 6 is a flowchart showing a4 process performed by
the controiler 19 of the IC card 9 (in the ticket
A - distribution system 1) when a ticket is sold:

Fig. 7 is a flowchart showing a process performed by
the controller 19 of the IC card 9 (in the ticket
distribution system 1 shown Fig. 1) when a ticket is
distributed;

Fig. 8 is a block diagfam'showing information
transmission in ticket distribution:

Fig. 9 is a flowchaft showing a process performed by

the controller 19 of the IC card 9 (in the ticket




Wth reference to the acconpanyi ng draw ngs, enbodi nenti§ Nofentze2¢fbesent
invention are described below 1. First Enbodi nent 1-1. Construction of
First Enbodinment Fig. 1 shows a ticket distribution system 1l according to
a first enbodi nent of the present invention. The ticket distribution
system 1l is an information distribution system that manages informati on on
a right of adm ssion to a place .for entertainnent such as a concert. For
the ticket distribution system1, a ticket nanagenent center 2 sells
tickets to users, and accepts cancellati®ns of the tickets. Specifically,
in the ticket managenent center 2, a controller 3 accesses a reservation
server 4 to sell the tickets by executing processing (described later) in
16 Novenbedi28ffbufioncepsdance wWhbinUSAr Fagcessi pleNi 8 fikebephone |ine.
The controller 3 also accepts cancellations of the sold tickets in

accor dancecanthleéquests fromthe users. Wen connected . to the tel ephone
line, the controller 3 provides voice-used gui dance each user. The
controller 3 &tigpptld usera drloessidipdasedowihe 0Fesmidanof a ten-key
pad of a tel ephone set 6 in response to the guidance. In addition, the
control | ertBangrEpstoboih Useketiccassebhseibon an operator's operation
performed during a conversation between the operator and the user, and
user access badd@-odl is a flowchart showing a process performed by

the controller 2 of the ticket management center 2 (in the

ticket distribution system 1) when a ticket is canceled; and

-,

Fig. 12 is a plan view showing a construction of a user

side in another embodiment of the present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
With reference to the accompanying drawings,
embodiments of the present invention are described below.
1. FPirst Embodiment
1-1. Construction of First Embodiment
Fig. 1 shows a ticket distribution system 1 according
to a first embodiment of the present iﬁvention. The ticket
distribution system 1 is an information distribution system
that manages information on a right of admission to a place
-for entertainment such as a concert. For the ticket
distribution system 1, a ticket management center 2 sells
tickets to users, and accepts cancellations of the tickets.
Specificallyf in the ticket ﬁanagement center 2, a
contreller 3 accesses a feservation server 4 to sell the

tickets by executing processing (described later) in




the operator's operation performed by reading ordinary riéiNovergtrer 2006ct r oni ¢
mai | . By accessing an account center 7, as required, the controller 3
instructs the account center 7 to perform accounting related to the sale
of the tickets and refunds for ticket cancellation. The account center 7
performs billing for each user to whoma ticket was sold, and executes
refunding for each user who cancelled a ticket wthout billing. A
reservation server 4 records information, such as the date, the place, and
the seat nunber, on a concert or the 1i%e which is managed by the ticket
managenent center 2. Under the control of the controller 3, the
reservation server 4 notifies the controller 3 of the recorded

i nf or mat i accardhrides oviae aislsr i d 4B Py o Ml@ho@%cﬁi}x%.mﬁ@er 2006
10 seat nunber is sold and each nenber nunber to which a sale is

per f or med.colterafeirdrer3 ranierad e it 4 b e MR MY C R HeS 538t dikik@R sl C card
distributed to each nenber registered in the ticket nanagenent center 2.

The nmenberimudrerrdamciaudesh a-dquredaiersigedehaeskegede based on which
predetermned arithnetic processing is inplenmented for user

aut hent i cat i onWhéndepnthketedntookhef tehepnonkr aliher 8heaBonenenUer/ gecoder
5 conpresses informati on such as the concert date, the seat nunber, etc.
(her ei naf &oviiglesr veod ceoised guidance each user. The controller 3

accepts user accessing based on the operation-of a ten-key
pad of a telephone set 6 in response to the guidance. In
addition, the controller 3 acceptsAboth user access based on
an operator's operation performed during a conversation
betﬁeen the operator and the user, and user access based on
the operator's operation performed by reading ordinary mail
or electronic mail.

By accessing an account center 7, as required, the
controller 3 instructs the account center 7 to perform
accounting related to the sale of the tickets and refunds
for ticket cancellation. The account center 7 performs
billing for each user to whom a ticket was sold, and
executes refunding for each user who cancelled a ticket
without billing.

A reservation server 4 records information, such as the
date, the place, and the seat number, on a concert or the
like which is managed by the ticket management cenfer 2.
Under the control of the controllér 3, the reservation
server 4 notifies the coﬁtroller’S of the recorded

information, and also records information on whether each




"concert information") on a ticket purchased by the useri6Nogerabeg@dfsr at es a
ticket code TC by encrypting the conpressed infornmation. The
encoder/decoder 5 notifies each user of the ticket code TC. Wien using a
menber nunber to encrypt the concert information, the encoder/decoder 5
encrypts the concert information with key information which is unique to
each nenber, whereby the encoder/decoder 5 establishes security to
prevent a third party fromunlawfully obtaining a ticket. The ticket code
TC is generated based on a serial nunber®corresponding to operation :
el enments of a reader/witer 8 (described later). Accordingly, the
encoder/decoder 5 can provide the user with the ticket code TC through an
of fline clseatehusibelr 45 spadchndScacs tnléﬁib%&(:%@&%Qe%@d%hiéhcﬁnsa{i'@ti fy
the user of the ticket code TC, the user can easily perform manual input
of the not ifi pdrfiorked .codbeT@ehpelbnoverbers 30061iqueldumBper fhife fhe
reader/witer 8 Use of the offline channel neans the exclusion of a case
in which tRetl ipkaBelGeenrthdisticcketedanagesent mempber ragandetbe 146 card 9
is directly or indirectly established for directly recording the ticket
-code TC trgﬁ%nF%FEthWéﬁﬁgﬁ@eﬂickentﬁanagenﬁhe pember Rumberthecliasard 9.
In other words, use of the offline channel neans, for exanple, exclusion
of a case RnPhRfieherRénedcrbeckceade Tonsed| apuvhioht heed€tennindi by user

oper ati ons ug&gg . , .
arl tic processing is implemented for user authentication.

Under the control‘of the controller 3, an

P &

encoder/decoder 5 compresses information such as the concert
date, the seat number, etc. (hereinafter referred to as
"concert_information").on a ticket purchased by the user,
and generates a ticket code TC by encrypting the compressed
information. The encoder/decoder 5 notifies each user of
the ticket code TC.

When using a member number to encrypt the concert
ipformation,'the encoder/decoder 5 encrypts the concert
information with key information which is unigque to each
member, whereby the encoder/decoder 5 éstablishes security
to prevent a third party from unlawfully obtaining a ticket.
The ticket code TC is generated based on a serial number
corresponding to operation elements of a reader/writer 8
(described later). Accordingly, the encoder/decoder 5 can
provide the usér with the ticket code TC through an offline
channel such as speech. Since the encoder/decoder 5 can
notify the user of the ticket code TC, the user can easily

perform manual input of the notified ticket code TC by




information transnitted so as to be understood through 1aderenef 2006 senses,
as in this enbodinment. 1t may be said that concert information is
information .printed on a paper ticket, which indicates to whoma right

bel ongs, because the concert information indicates that a right to enjoy
~the concert at a seat corresponding to a seat nunber represented by the
concert information belongs to a user who retains the ticket having the
concert information. The ticket code TCis information that can be

provi ded by an offline channel, and rsléat -l east recordable encrypted

infornmation generated such that, by using a ten-key pad of the
reader/witer 8, which is part of a portable electronic device retained by

the user, dpdiiiuy Gade dadtSedtia o LNET YRYsd Ner cone: fi'r}IorS,JE%%zi . In
this procé?g, thgﬁ%ncoder/decdge#'gagenerai%shﬁae tﬁ%iéf‘éb e a%by addi ng

a predet enmidiad tehededinda do de, GaRCAN B NEHd b hetJaLedener m ned
check code is 16 Novenber 2006 12 generated by a predetermned algorithm

usi ng t he mentar mansReleraN e coneeid 1Y ofdRid,eN.0 and di$eB+Yg" 'bﬁﬁ—i cation
code indicating the validity of the ticket code TC. Accordingly; the
encoder / deoddareck lgar siradNashed it dipaidnly Hemtainkg radmtitedrt o the

concert with an unlawfully generated ticket code TC. In an online system
formed by cooden@€t itmgn@mitted from the ticket management center 2 in
the IC card 9. 1In cther words, use of the offline channel
means, for example, exclusion of a case in which the ticket
( : code TC is input to the IC card 9 by user operations, using
information transmitted so as to be understood through
user's five senses, as in this embodiment. |
It may be said that concert information is information
printed on a paper ticket, which indicates to whom a right
belongs, because the concert information indicates that a
right to enjoy the concert at a seat corresponding to a seat
number represented by the concert information belongs to a
user who retains the ticket having the concert infofmation-
The ticket code TC is information that.can be provided by an
offline channel, and is at least recordable encrypted
information generated such that, by using a ten-key pad of
the reader/writer 8, which is part of a porfable electronic
device retained by the user, a unigue code is used to
encrypt the concert information.
.In this process, the encoder/decoder 5 generates the
ticket code TC by adding a predetermined check code to the

'concert information. This predetermined check code is




reader/witer to a personal conputer, the personal conpub&oventsrgeisenti al
and it is necessary to pay for an interface. However, when the ticket code
TC is manual l.y input, the need for the personal conputer is elimnated and
the interface is also not necessary. Thus, on a user side having the
reader/witer 8, a ticket can be obtained by a sinplified construction. In
t he encoder/decoder 5, the generated ticket code TCis used to drive a
speech synthesizing circuit (not shown), whereby the user is notified of
the ticket code TC by speech. The encoder/-decoder 5 decodes the ticket
code TC from the user, and notifies the controller 3 of the decoded

ticket code TC. At this tinme, the encoder/decoder 5 uses a check code to
det er m ne , hgtecfhgyti TC. kS ' Thi revents a third party
fromreselling an unI%v&If1 %ﬁd&g%ﬁ%%%g ??{gﬁ%gtWe@né%}l us%rm%ntlj?/%‘ a

plurality oimbéekess, thdiecdnsdket 1 ABIAUSIEHE , CENE & s 2 | SSUES; y ticket
codes TCs as there 16 Novenber 2006 13 are'ticket%%aﬁ%%Hﬁ%Bﬁi%a I ons by

mai |, the ¢odkeind iedBledEiHe GAALLA1 2y | §8UBSe DYcHBY loodd Cket codes TCs
printed by a predetermned printing unit (not shown). For applications by

el ectroni Garotdindiey | i tthketerBrbger@atodsen edar frAVdeS Ustihs Paddeket
codes TCs by electronic mail. ‘ '
from being admitted to the concert with an unlawfully

generated ticket code TC.

In an online 'system formed by connecting a

o~

reader/writer ;o a personal computer, the personal computer
is essential and it is necessary to pay for an interface.
However, when the ticket code TC is manually input, the need
for the personal computer is eliminated and the interface is
also not necessary. Thus, on a user side having the
reader/writer 8, a ticket can be obtained by a simplified
construction. In the encoder/decoder 5, the generated
ticket code TC is used to drive a speech synthesizing
qircuit (not'shown), whereby the user is notified of the
ticket code TC by speech. |

The encoder/decoder 5 decodes the ticket code TC from
the user, and notifies the controller 3 of the decoded
ticket code TC. At this time, the encoder/decoder 5 uses a
check code to determine whether the ticket code TC is valid.
This prevents a'third party from reselling an unlawfully
obtained right. .

When one user buys a plurality of tickets, the ticket

management center 2 issues as many ticket codes TCs as there




The user uses the tel ephone set 6 to access the ticket TodiosgereeRi06cent er
2, and notifies the ticket management center 2 of the desired processing.
By responding to a series of questions in the formof speech fromthe

ti cket nmanagenent center 2 in accordance with the notification, the user
applies for a ticket and receives a ticket code TCin the formof speech.
The user records the concert information in the I1C card 9 by using the
reader/witer 8 to input the ticket code TCin the IC card 9. Accordingly,
the ICcard 9 is carried to the concert3plrace by the user, the content of
the IC card 9 is checked when the user enters the place, and the user can
enjoy the concert. Simlarly, by accessing the ticket managenent center 2,
the ticketarantbekeancelded. agpBic2tisna wfrm} Mg vigwof the .
reader/witer 8 and the IC card 9. Each of the reader/witer 8 and the IC
card 9 i sndmagmteit ddrietdiormidsweeshesy devi NGz edi)Rfd neds in the
Japanese I ndustrial Standard. Each of the reader/wite- -8 and the I1C card
9 is produseihind rigurd ipmgedet dmiiagidtme it dpveiier ndR0Ghokth ) .Ci kewi t chip
on a sheet wiring substrate, and covering the top and bottom surfaces of
the chi p wRmilipradtisuts dry seetisonithendiQ carte Yiickea maMCRRIRGIE NMENDrY
card, and is supplied with power fromthe reader/witer 8. The
reader / wr it eF & @edrids eisnfusemst icdh tiirkdie do@esamd s9 pyard ecambntins t he

mail.

The user uses the telephone set 6 to access the ticket

.

management center 2, and notifies the ticket management
center 2 of the desired processing. By responding to a
series of questions in the form of speech from the ticket
management center 2 in accordance with. the notification, the
user applies for a ticket and receives a ticket code TC in
the form of speech. The user records the concert
information_in the IC card 9 by using the reader/writer 8 to
input the ticket code TC in the IC card 9. Accordingly, the
IC card 9 is carried to the concert place by the user, the
content of the IC card 9 is checked when the user enters the
place, and the user can enjoy the concert.

VSimilarly, by accessing the ticket management center 2,
the ticket can be cancelled.

Fig. 2 is a perspective viéw of the reader/writér 8 and
the IC card 9. Each of the reader/writer 8 and the IC card
9 is formed in the form of a sheet having a size defined in
the Japanese Industrial étandard. Bach of the reader/writer

8 and the IC card 9 is produced by mounting an integrated




information recorded in the 1C card 9. Wen the reader/ vitiNoemigrP&cover | ai d
on the ICcard 9, a built-in antenna of the reader/witer 8 is

el ectromagnet.ically coupled to the built-in antenna, whereby driving power
is supplied to the ICcard 9. In this disposition, by operating the
ten-key pad 8A of the reader/witer 8, operations with the ten-key pad 8A
are transmtted to the 1C card 9, and the operation node of the ICcard 9
is set. The subsequent operation of the ten-key pad 8A of the
reader/witer 8 records information intHe 4C card 9, and control by the
IC card 9 displays information output fromthe IC card 9 on the liquid
crystal display 8B of the reader/witer 8. By performng these successive

rocessi ngcstrepst thepr 6adar sWekteti8:hgCoLds L. COnEEaT Lo L Nf QL ML L on
Eased on ?ﬁe ticket cgde TC t hat thé ﬁsgr_ FEEEIVSS %y spggcﬁz %ggh%pdates
the infor mabpoan&t béedonsuthacks 6ar ¢nhd bﬂiﬁCQQEHaBESE%{:EOﬁ'%gét?.
cancel lation from the user. Also, tickets, purchased by the user at the
same tinmeThealCheaddspribubedohBot88Et SmémbBPdSar&t Candnidt he s epaey/ wWiter
8 (shown in Fig. 1), a battery 11 16 Novenber 2006 15 is a power supply
for the rewdith/poveerfBomnthéhechfecpntifer dhdernd ot ot 0fr &
controller 10, a nodem 12 supplies operating power to the IC card 9 by
usi ng a prederedsi beformayhofr gutheyIGignad 40 &a6d i i e @ik afHenna 13. At
this ‘
information recorded in the IC card 9.

When the reader/writer 8 is overlaid on the IC cargd 9,

P

a built-in antenna of the reader/writer 8 is
electromagnetically coupled to the built-in antenna, whereby
driving power is supplied to the IC card 9. 1In this
disposition, by opefating the ten-key pad 82 of the
reader/writer 8, operations with the ten-key pad BA are
transmitted to the IC card 9, and the operation mode of the
IC card 9 is set. The subsequent operation of the ten-key
pad 8A of the reader/writer 8 records information in the IC
card 9, and control by the IC card 9 displays information
- output from the IC card 9 on the liquid.crystal display 8B
of the reader/writer 8. By pefforming these successive
processing steps, the reader/writer 8 records the concert
information based on the ticket code TC that the user
receives by speech, and updates the information stored in
the IC card 9 ih accordance with ticket cancellation from
the user. Also, tickets, purchasegd by the user at the same
time, can be distributed to user's friends, etc.

In the reader/writer 8 (shown in Fig. 1), a battery 11




~time, the nodem 12 is controlled by the controller 10 td6 Negefeeat®6t he
anplitude of the high-frequency signal. This transmts the operation of
the ten-key pad 8A'to the IC card 9. By detecting a change in the
anplitude of the high- frequency signal, which is caused by the

el ectromagnetic coupling between the antenna 14 of the 1C card 9 and the
antenna 13, information transmtted fromthe 1C card 9 is received and
transmtted to the controller 10. The controller 10 of the reader/witer 8
is acontrol circuit that controls theldperation of the reader/witer 8.
By executing the process shown in Fig. 3, the controller 10 transmts the
operation of the ten-key pad 8Ato the IC card 9, and displays the concert

informati ons 4 f}ﬁjﬁéﬁi‘fﬁlcgwefo-&cyth@tﬁeadw}ﬁi%f 8 c—'%%ocf gﬁ% Lfboyé?rﬁleg card

9. In the controller , power supply to each circui C Battery

11 i's initimde e asaaneancss W tdbiheo1 00er a8 | op @fadhea 4 %‘J@éﬁ&e@ad 8A,

whereby the controller 10 starts to operate. After starting operate in

step SP1, ogdmniciory rpuuear tk0 t@¥eCt @Sad & 53P%s 3R £ YIS G AOdem 12
to activate the antenna 13 in order to initiate power ™ supply to the IC

card 9. THelgiorresuearcyl Gigne rakes: o vk MNouemiRend@06 3,16 p1Cablisfor the

IC card 9 to establish a link to the reader/witer 8. In step SP3, the

cont r ol | ertin@ .déther modes MRetilsercontarolled by the controller 10 to
modulate the amplitude of the high-frequency signal. This
transmits the operation of the ten-key pad 8A to the IC card

¢ N

frequency signal, which is caused by the electromagnetic

By detecting a change in the amplitude of the high-

coupling between the antenna 14 of the IC card 9 and the
antenna 13, information transmitted from the IC card 9 is
received and transmitted to the controller 10.

The controller 10 of the reader/writer 8 is a control
circuit that controls the operation of the reader/writer 8.
By executing the process shown in Fig. 3, the controller 10
transmits the'operation of the ten-key pad 8A to the IC card

g“ '_ 9, and displays the concert informatioﬁ, the ticket code TC,
'etc., which are recorded in the IC card 9.

In the controller 10, power supply to each circuit
block by the battery 11 is initiated in accordance with the
operation of the ten-key pad 8A, whereby the controller 10
starts to operate. After starting to operate in step SP1,
the controller 10 executes step S?Z, and controls the modem

- 12 to activate the antenna 13 in order to initiate power

-supply to the IC card 9. The controller 10 also makes 'a




| C card 9 has responded to the call fromthe reader/wi tiéMNo8emtey2@énfi r m ng
transm ssion fromthe nodem 12. If the controller 10 has determ ned that
the IC card 9 has not responded, the controller 10 proceeds back to step
SP2. The -controller 10 makes a call for the ICcard 9 to establish a 1ink
by repeatedly executing steps SP2, SP3, and SP2. If the IC card 9 has
responded, the controller 10 proceeds to step SP4. In step SP4, the
controller 10 executes nutual authentication by exchangi ng a predeterm ned
code with the ICcard 9. In step SP5,- flee-controller 10 determ nes

whet her the mutual authentication has been correctly executed. If the
controller 10 has determ ned negatively, the controller 10 determ nes that

t he respomblldfd:f‘eifﬁiefl’@f&afcﬁ!efﬂQ‘)Cé‘éga@llé}?(%i)rﬂxﬂg1?’ {he controller 10
proceeds back to step SP2, and makes a call for e [Ccard 9 to establish

a |link gaireaddr tvheicantgol | er 10 has determ ned affirmatively, the
controller 10 proceeds to step SP6, and transmts the operation of the

ten-key pad 8AImnosttee BE3¢artthed.cobtir®llleransnissehierabh®s thls the
feader/witer 8 to switch the operation of the IC card 9 and to execute

processi ndtGurds IesNovererdD0te the ddg impd tofe theddchatireedg TC.
This transm ssion is executed such that the controller 10 notifies the IC
card 9 by confirming transmission from the modem 12. If the
controller 10 has determined that the IC card 9 has not
responded, the controller 10 proceeds back to step SP2. The
( _ controller 10 makes a call for the IC card 9 to establish a
link by repeatedly executing steps SP2, SP3, and SP2. If
the IC card 9 has responded, the controller 10 proceeds to
step 5P4. |
In step SP4, the controller 10 executes mntual
authentication by exchanging a predetermined code with the
IC card 9. 1In step SP5, the controller 10 determines
whether the mutuwal authentication has been correctly

executed. If the controller 10 has determined negatively,

the controller 10 determines that the responder differs from

T

the IC card 9. Accordingly, the controller 10 proceeds back
to step SP2, and makes a call for the IC card 9 to establish
a link gain. |

If the controller 10 has determined affirmatively, the
céntroller 10 proceeds to step SP6, and transmits the
operation of the ten-key pad 8a tb the IC card 9. This
transmission enables the reader/writer 8 to switch the

operation of the IC card 9 and to execute processing such as




of a code corresponding to each operation of the ten-keyl6idemi@A2¢06 dri vi ng
t he nodem 12 and confirns whether the I1C card 9 responds. The controller
10 displays the result of the operation of the ten-key pad 8A After the
IC card 9 is notified of the operation of the ten-key pad 8A, when the IC
card 9 determnes that the input wusing the ten-key pad 8A ends, the
controller 10 proceeds to step SP7 in accordance with a notification from
the IC card 9, and receives display information fromthe I1C card 9. The
~controller 10 proceeds to step SP8, and Hisplays the display information
on the liquid crystal display 8B instead of the display by the ten-key pad
8A. This enables the controller 10 to confirm when the user buys a ticket
and a tickehecadputTGs that tikfeapeiall ot Mae jof - has been
switched to a nnge for inputting tﬁgé%igget g% % %%gggbgs%%ﬁﬂc%?ng t he
operation mmdestednbachBthar REeOLBaE rion 16he 10l Gotakd Q. tﬁacﬁcﬁgaﬂeg“ cket
code TC, the date of the corresponding concert, and a seat nunber, can be
confirmed. ofl B addet conrebponaxagple, eaBht Bpeeaseowhere thbCkeh Sk epaa
distributed to friends of the user, when sone of the tickets are

cancel | ed, 88obredpominggthiechetiemodesat@scohrivingehwhBehefr tOdSC aggh-4 he

ti cket managenent center 2 are notified, and the nenber nunber recorded in
the | C car8@ 9eenane.cofiher gedtrobliloveobeisalags t8e Fheutonss otner 10

proceeds to steE SP9, and determ nes
, cperation of the ten-key pad 8A.

After the IC card 9 is notified of the operation of the

P

ten—key pad 8A, when the IC card 9 determines that the input
using the ten-key pad 8A ends, the controller 10 proceeds to
step SP7 in accordance with a notification from the IC card
9, and receives display information from the IC card 9. The
controller 10 proceeds to step SP8, and displays the display
information on the liquid crystal display 8B instead of the
display by the ten-key pad BA. This enables the controller
10 to confirm, when the user buys a ticket and a ticket code
TC, that the operation mode of the IC card 9 has been

{' | switched to a mode for inputting the ticket code TC. By
switching the operation modes, information recorded in the
IC card 9, such as the ticket code TC, the date of the
corresponding concert, and a seat number, can be confirmed.
In addition, for example, in the case where tickets are
distributed to friends of the'user, when some of thé tickets
are cancelled, corresponding ticket codes TCs of which the
friends and the ticket management center 2 are notified, and

the member number recorded in the IC card 9 can be confirmed.




whet her steps SP1 to SP8 have ended. If the controller 10 Nopaesbed2i06r m ned
negatively in step SP9, it proceeds back to step SP2. This enables the
controller 10 to actually execute the input of the ticket code TC
subsequently to the setting of the operation node and to sequentially
input a plurality of ticket codes TCs. In step SP9, if the controller 10
has determned affirmatively, it proceeds to step SP10, and term nates
this process. Inthe ICcard 9 (shown in Fig. 1), a nodem 16 receives the
information transmtted fromthe reader/Mfiter 8 by detecting a change in
the anplitude of a high-frequency signal induced in the antenna 14, and
notifies an encoder/decoder 17 of the received information. The nodem 16

{ransnits vari ool ¥peecoiibal 96BEo00BY COADOLATSEYC a4 %'ée“gﬁ%tlgfst}]he

hi gh-frequency signal induced in ant enna in atcord

i nput i nf owAether “iapkhepiereodes/ Hﬁ@@déhdéé A Eeggzop
hoFds a nmenber nunberpas a nunber unique to eac use? %#Eggﬂ?%e contro

of a conthekl aeté2mihbe asgaderbdecodestdg degodytabes-Lbgs LA, t|o
recei ved by the nodem 16, using thg msnberE nunber h% dcln %h %é%fq

this conststiepi 8A2.whehikhenablekethe0denitol SetNPYt £ 201 LLer ¢ eader - mmlter
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exXecute the input of the ticket code TC subsequently to the
setting of the operation mode ahd to sequentially input a
pldrality of ticket codes TCs.

( ~ In step SPQ, if the controller 10 has determined
affirmatively, it proceeds to step SP10, and terminates this
process.

In the IC card 9 (shown in Fig. 1), a modem 16 receives
the information transmitted from the reader/writer 8 by
detecting a change in the amplitude of a high-fregquency
signal induced in the antenna 14, and ncotifies an
encoder/decoder 17 of the received information. The modem
16 transmits various types of information by changing the

- amplitude of the high-frequency signal induced in the-

. antenna 14 in accordance with the input information via the
encoder/decoder 17.

A read-only memory (ROM) 18 holds a member number as a
number unique to each user. Under the control of a
controller 19, the encoder/decoder 17 demodulates the
information received by the modem 16, using the member

number held in the ROM 18. In this construction, when the

ticket code TC is input from the reader-writer 8, the




encoder/decoder 17 denpdul ates the ticket code TC to obt®iMpvenipmeeas:
information, and notifies the controller 19 of the concert information.
Conversely, the encoder/decoder 17 is controlled by the controller 19 to
encrypt the concert information to generate a ticket code TC, and outputs
the ticket code TC to the nodem 16. Accordingly, in the case where
tickets purchased at the same are distributed to friends of the user, when
some of the tickets are cancelled, a ticket code TCis generated and is
output to the reader/witer 8. Under -tHR&® control of the controller 19, in
a flash nmenory 20, the concert information and the ticket code TC,
obt ai ned as descri bed above, are recorded and a history of the update of

Lhe concer bnboherymLEoRets1 9! aonbaa0aHEE. IC, ORLEOLLEL 48 LS A, confrol

circuit that controls the operation o car ds it ths | h memory
i iohhe €,
process (desesrbethtdimsidiohheaf@Nbbpt FLLs (]:'Ené Gtgrée o of gt;net h

20, the concert infornation based on the ti et c I ssue e

ticket nanegecent Defb@iafiodNd EXeFHEESIR, S8 I S5cOieP) SSEIRSS {01 4 he
distribution and transfer of tickets. In Fig. 1, an adm ssion control

system 21 ¢omtraEbed by itthketcoeekEleNavd N SerfdFHEE Ui | dgptd.gal or

simlar to that of an automatic ticket checker at a station, and a
personal comprarertidmite arnat st @i issdiet afo®ackt Usaia Wi pkft Neygnber 2006
ticket code TC to the modem 16. Accordingly, in the case

where tickets purchased at the same are distributed to

friends of the user, when some of the tickets are cancelled,

a ticket code TC is generated and is output to the

reader/writer 8.

Under the control of the controller 19, in a flash
memory 20, the concert information and the ticket code TC,
obtained as described above, are recorded and a history of
the update of the concert information is also recorded.

The controller 19 is a control circuit that controls
the operation of the IC card 9. By executing a process
(o -(described later), the controller 19 records, in the flash

memory 20, the concert information based on the ticket code’
TC issued by the ticket management center 2, and executes a
series of processes for the distribution and transfer of
tickets.

In Fig. 1,-an admission control system 21 includes a
ticket cheéker having a structureridentical or similar to
that of an auntomatic ticket checker at a station, and a

personal computer that controls admission of each user via




20 the ticket checker. The adm ssion control system 21 16dovatitep2ed at the
entrance of each concert place. In the admssion control system 21, a
reader/witer that has a structure identical or simlar to that of the
reader/witer 8 is provided which reads corresponding to and a ticket code
TC fromthe I1C card 9, which is carried by the user. The personal conputer
of the adm ssion control system 21 determ nes whether the read concert
information and ticket code TC are valid. As a result of the
determnation, only a user retaining a3dcket is allowed to enter the
concert place. 1-2. Ticket Purchase Process Fig. 4 shows a process for the
sale of tickets which is executed by the controller 3 in the ticket.

managenent thenteeke?2. chac&@%ord@ﬁeeaamaﬁsisﬁeé%h@go&r9?&%@& ysef about
purchase application, the controller 3 initiates océss in step SP11

and proceedssposstieptSPh3. ehitrahep 5?18acﬁh@onéeEErﬁh£8é.3 gﬁcﬁﬂés the
menber nunber of the user, as denoted by arrow A shown In In Fig.

5, for breadMyssnéndeentrpuleyst#ﬂ0@1 I & H8gdedBwhNEePERREE gg@h@r The
controller 3 confirns whether the nenber nunber is valid, based on a check

'~ code - addedstpucheraehBenthaabeor simiber vBMbEAt NBEbERe | SoddWdhidstdhe A
controller 3 terninates the process. Conversely, if the nember nunber is
valid, thes is provided which reads corresponding to and a ticket code
TC from the‘IC card 9, which is carried by the user. The
) pe:sonal computer of the admission control system 21
(" determines whether the read concert information and ticket
code TC are valid. As a result of the determination, only a
user retaining a ticket is allowed to enter the concert
place.
1-2. Ticket Purchase Process
Fig. 4 shows a process for the sale of tickets which is
executed by the controller 3 in the ticket manaéement center
2. In accordance with accessing from the user about

purchase application, the controller 3 initiates the process

in step SP1l and proceeds to step SP12. 1In step SP12, the

N

controller 3 accepts the member number of the user, as
denoted by arrow A shown in Fig. 5. 1In Fig. 5, for brevity
of description, #0001 is used.as the member number. The
controller 3 confirms whether the member number is valid,
based on a chedk code added to the member number. If the
member number is invalid, the controller 3 terminates the

~ process.

Conversely, if the member number is valid, the




16 Novenber 2006 21 controller 3 proceeds to step SP136Naveintmc2®)6t s t he
date of a concert, the nane of an artiste, the place, the seat nunber,

whi ch are desired by the user. The controller 3 accesses the reservation
server 4, and notifies the user of information on the concert date, the

pl ace, and avail able seat nunbers. After that, the controller 3 obtains
the information based on selection by the user. Wen the controller 3 is
finally informed that the user intends to buy about the confirned concert,
the controller 3 proceeds to step SPl4,2land creates concert information by
using the seat nunber, etc. By using the concert information, and the seat
nunber to drive the encoder/decoder 5 the concert information is encrypted

to generatkgnarbiigket 3C £EasAL ot t c e ner at es
the ticket code TC by3a%g?ﬁg gsp?gdgFEPnF%ga EggKQQEE = Eh%h%gg%n% rt

i nformati oa. cbAckir@., ®heanhinekek SﬁdﬁrtIgie“h%ﬁQ 4 8395E9é35e § generated.
The controller 3 proceeds to step SP15. In Step S 1% e con roller 3

notifies thembser ehitheatbchetisedenyCrheallde@CCEERESCLAELLESEL VALI ON
server 4 to record a sale of the seat nunber corresponding to the ticket

code TC. Faccesseapphecatkenvddiohi sketeputchane ﬁé@ﬂfi@@ 88 usdNeos
controller 3 sells a ticket by issuing the ticket code T

information on the concert date, the place, and available
seat numbers. After that, the controller 3 obtains the
information based on selection by the user.

When the ;ontroller 3 is finally informed that the usér
intends to buy about the confirmed concert, the controller 3
proceeds to step SPl4, and creates concert information by
using the seat number, etc. By using the concert
information, and the seat number to drive the
encoder/decoder 5 the concert information is encrypted to
generate a ticket code TC. At this time, the controller 3
generates the ticket code TC by adding a predetermined check
code to the concert information. 1In Fig. 5, a ticket code
{- TC, which is 99952043, is generated. |

- The controller 3 proceeds to step SP15. 1In step SP15,
the controller 3 notifies the user of the ticket code TC,
and accesses the reservation server 4 to record a sale of
the seat number corresponding to the ticket code TC. For an
application for ticket purchase from the user, the
controller 3 sells a ticket by iésuing the ticket code TC.
The controller 3 proceeds to step SPl6, and the process ends.

In ticket purchase, the ticket code TC obtained as




The controller 3 proceeds to step SP16, and the process 1éhgdgemben2a06cket
‘purchase, the ticket code TC obtained as 16 Novenber 2006 22 described
above is input tothe ICcard 9 via the reader/witer 8, as denoted by the
arrows B and C shown in Fig. 5 1In the above description, the ticket
managenent center 2 serves as an informati on managenent apparatus that
records transfer of aright to the user by updating event-related right
information recorded in the reservation server 4 and that provides the
user with information indicating to wkorge the transferred right bel ongs to,
and the reservation server 4 serves as an information hol ding nmeans. The
controller 3 serves as an access neans that records the transfer of the

right to lde dspleRValiresel Nonile {eSalyatd O Sy &Y fopand  the

encoder/ decoder 5 serves as ncryptron neans that géﬂ@?ates encrypt ed

| nf Or MRt Off e BINGE & NG UNGNSLS b NEhDAULARLE P15 IO, feviice to

> 7 LIl .
encrypt the information 1ndicating to whomthe rig ongs‘%o be in an
off line gugpvigable form A neans for comunicating with the telephone 6,
a mail printing neans, etc., which are not shown, provide in conbination

an infornationzpr @mdh@@v@e@@%cztigﬁ_tiow,O\th@e%ﬂch@tulﬁﬁha%b}nankheeﬁegff-yp_t ed
information so that the encrypted infornmation passes through an o l'ine
channel at2 |seastesonree.an information management apparatus that records
transfer of a right to the user by updating event-related
right information recorded in the raservation server 4 and
that prowvides the user with information indicating to whom
the transferred right belongs to, and the reservation server
. 4 serves as an information holding means. The controller 3
serves as an access means that records the transfer of the
right to the user by accessing the feservation server 4, and
the encoder/decoder 5 serves as an encryption means that
generates encrypted information by using a code unigue to
the portable electronic device to encrypt the information
indicating to whom the right belongs to be in an offline
Lo providable fprm. A means for communicating with the
telephone 6, a mail printing means, etc., which are not
shown, provide in combination an information providing means
that provides the user with the encrypted information so
_that the encrypted information passes through an offline
channel at 1eaéf once.
Fig. 6 shows a process performed by the controller 19
in the IC card 9 when the ticket code TC is input. In the

following description of the controller 19 in the IC card 9,




Fig. 6 shows a process performed by the controller 19 {6 NohanteC2ward 9
when the ticket code TCis input. In the follow ng description of the
controller 19 in the IC card 9, 16 Novenber 2006 23 the call made by the
reader/witer 8, described using Fig. 3, and the process for the mutual
authentication are omtted. \Wen being supplied with power fromthe
reader/witer 8, the controller 19 of the reader/witer 8 initiates to
operate in step SP21. The process proceeds to step SP22, and the code
corresponding to the operation of the-te®key pad 8Ais input to the
controller 19. The controller 19 proceeds to step SP23, and determ nes
whet her the input code represents an instruction of inputting the ticket

code TC  thetbe1e0abiol ber 9 Pasadeleroedsnegaliyelys (e Gontroll er

19 proceeds to step SP24 and executes processifhg in

i nput codean®heh€byr HEOEESBLATLE O mu Hi St ré@’c‘i&%ﬁﬂié‘gﬁ%&?”&% llcgrtl:ijtqt%

(described bel ow) Is executed. After that, the controller It proé%eds to

step SP25, and WHed! et SuPi IWDGATH dolBXGEMd N LRG3/ N5 tor g
CorPesponding to the inéﬁt gggé in steprg%z, the controller /%g can glsplay

the i nforneite oronecsrved in éherid asdu BBy t20 HYidhe Jeader/ witer 8.

This enables the user to confirm for exanple, the nenber nunber, the
recorded témksiteode Sigp SRT1. | T erdd¥E ploddi£ oy rdldeigph9 has
det ermi ned t hat ‘
and the code corresponding to the operation of the ten-key
pad 8A is input to the controller 19. The controllier 19
proceeds to step SP23, and determines whether the input code
represents an instruction of inputting the ticket code TC..
If the controller 19 has determined negatively, the
controller 19 proceeds to step SP24 and executes processing
in accordance with the input code, whereby processing for
distribution and cancellation (described below) is executed.
After that, the controller 19 proceeds to step SP25, and
terminates the process. By executing processing
corresponding to the input code in step S24, the controller
{‘ 19 can display the information recorded in the flash memory
20 by the reader/writer 8. This enables the user to confirm,
for example, the member number, the recorded ticket code TC,
etc.

In step SP23, if the controller 19 has determined that
the input code fepresents the input of the ticket code TC,
the éontroller 19 proceeds to step S26, and obtains the
ticket code TC from the reader/writer 8. The controller 19

instructs the reader/writer 8 to display a message. This




the input code represents the input of the ticket code T Novérhiereaitt rol | er
19 proceeds to step S26, and obtains the ticket code TC fromthe
reader/witer 8 The controller 19 instructs the reader/witer 8 to

di splay a nessage. This 16 Novenber 2006 24 inforns the user that the
user's operation of the ten-key pad 8A has sel ected the input of the
ticket code TC. Subsequently, the controller 19 instructs the swtching of
the displayed nmessage, and pronpts the user to input the ticket code TC by
using the ten-key pad 8A. After obtainidg the ticket code TC, as described
above, the controller 19 termnates the process when the history recorded
in the flash nenory 20 indicates that the obtained ticket code TC was

control ler 16 6. pravent” aub cana 111 BT c apyy 1o By Ui hduct of

controller 19 to prevent double and trip T e copyi ng c
the USer, pa®SEAInAg,selsotdd SAEDL SRS, of N MR Rlodk? ON T} S the

operation of the encoder/decoder 17, and uses nunber to decode
the ticketSumseydehtWherehy ddier#d BN 14 efhst QNG AL 5%%% sind Rfz0r mation
is obtained. In step SP29, based on the check code adde ticket
code TC whdre idismkaygehereatsexhe t hen@ Qridngd £rtnkd uge@nfiy A5, tqilkcr ypt ed
concert information, thereby confirmng the validity of the ticket code
TC. When ttHeket code TC by using the ten- -key pad 8A.

After obtaining the ticket code TC, as described above,
the controller 19 terminates the process when the history
recorded in the flash memory 20 indicates that the obtained
ticket code TC was input in the past and was distributed to
the third party. This enables the controllef 19 to prevent
double and triple copying by unlawful conduct of the user,
reseiling, etc.

In step SP28, the controller 19 controls the operation
of the encoder/decoder 17, and uses the member number to
decode the ticket code TC, whereby the transmitted,
encrypted concert information is obtained.

{ﬂ' In step SP29, based on the check code added to the

ticket code TC when it was generated, the controller 19

. confirms the decrypted concert information, thereby
Confirming the validity of the ticket code TC. When the
result of the confirmation indicates that the ticket code TC
was not issued by the ticket management center 2, the
controller 19 terminates the procésé, and excludes the

~ticket code TC unlawfully issued.by the third party.

'Conversely{ when the result of the confirmation




result of the confirmation indicates that the ticket codéNp@&mheag00Got
i ssued by the ticket managenent center 2, the controller 19 term nates the
process, and .excludes the ticket code TC unlawfully issued by the third
party. Conversely, when the result of the confirmation 16 Novenber 2006 25
indicates that the ticket code TC was lawfully issued by the ticket
managenent center 2, the controller 19 records the decoded concert
information in the flash nenory 20, with the ticket code TC. After that,
the controller 19 proceeds to step SP3®5 After transmtting display
information based on the concert information to the reader/witer 8, the
controller 19 proceeds to step SP25 and term nates the process.
Accordi ngl yndiBatBe tRa€atHe 9tiMRbeNchae! Eah9§d1%¥f§gfy Eger Concég?d d.

e

informati on and ticket code TC that are eS|red usey
By only britngksg hlBayémesardeftet05e LRt RENELS Féfmiétféc &Q e
a

admi ssi o distribution system 21, the user is owed adnm ssion. In

the above descde@ttoncetheifeaarat\bht €h §hén§l£$ﬁfmé£5§?r q%%' n
conbi nation the portable electronic device. The reader |ter t he

antenna l4tbékehecoddcerd Aftendchde, modenedbrRsovd el d rbﬁ%’@&_c{gétgoon an
i nput nmeans that accepts the ticket code TC as the encrypted infornmation
-which is ispelr BB3®perating the ten-key pad 8A. The
After transmitting display information based on the
concert information to the reader/writer 8, the controller
19 proceeds to step SP25 and terminates the process.
Accordingly, in the IC card 9, which is retained by the
user, concert information and ticket code TC that are
desired by the user are recorded. By only bringing the IC
card 9 close to the reader/writer 8 in the admission
distribution system 21, the user is allowed to get admission.
In the above description, the reader/writerVB and the
IC card 9 provide in combination the portable electronic

device. The reader/writer 8, the antenna 14 of the IC card

9, and the modem 16 provide in combination an input means

T
|

that accepts the ticket code TC as the encrypted information
which is input by opérating the ten-key pad 8A. The
encoder/decoder 17 serves as a decryption means that
decrypts the encrypted information using the member number
‘as the unique cbde and that oﬁtputs the information
.indiéating to whom the right belongs. The flash memory 20
‘Serves as a recording means that records the ocutput

‘  information indicating to whom said right belongs, which is




encoder/decoder 17 serves as a decryption neans that deg6iNppinsbet 2006
encrypted information using the menber number as the unique code and that
outputs the information indicating to whomthe right belongs. The flash
nmenory 20 serves as a recording neans that records the output information
indicating to whomsaid right belongs, which is 16 Novenber 2006 26

output by the decryption neans. The nodem 16 serves as an information

out put neans that outputs, by using the reader/witer 8 as the access
means, which is provided in the ticket2distribution system11, the recorded
information indicating to whomsaid right belongs 1-3. Process for the
Distribution of Tickets Fig. 7 shows a process executed by the controller

1o i heolean Subane b gels, MEAIRSe Ul AdfrFafe JLAR by tg user

are distributed to friends, When tlbkeihgglstrzgflion 'S t oY
oper ati ng idfoineitkay A SA tand hehais Hut Corald executes thi
pPocess ?n the above-described step S24. &%ter ?ﬁftlafﬁﬁgﬁgﬁe process in

step SP31 rddter/anitet |Erasl ks cefissd Mdnmputyafcr RENSOR \WAQ Kgeei ves a
distributed ticket, as shown in Fig. 8 Also in this case, the controller

19 instrudtte tfiekesadsrstaritheridh tey«tiswpliay the FRT2AGRA Thiss ik oLRs. t he
user that the user's operation of the ten-key pad 8A has selected the
di stri but ileligfatiingkdéto whom said right belongs

1-3. Process for the Distribution of Tickets

Fig. 7 shows a process executed by the controller 19 in

A

the IC card 9 when tickets purchased at the same time by the
user are distributed to friends, etc. When ticket
distribution is selected by operating the ten-key pad B8A by
the user, the controller 19 executes this process in the
above-described step S24.

After initiating the process in step SP31, the
controller 19 accepts the input of a person who receives a
distributed ticket, as shown in Fig. 8. Also in this ﬁase,

the controller 19 instructs the reader/writer 8 to display a

/“‘\\.

message. This informs.the user that the user’s operation of
the ten-key pad 8A has selected the distribution of ticket
codes TCs. The controller 19 instructs the switching of the
displayéd message, ‘and prompts the user to input a member
number by operating the ten-key pad 8A. As shown in Fig. 8,
the controller 19 obtains #0003 as a member number.
After obtaining the member number, the controller 19

‘proceeds to step'SP33, and accepts the input of ticket codes

TCs to be distributed. At this time, in response to the




codes TCs. The controller 19 instructs the sw tching of 16iNoverches 008y ed
nmessage, and pronpts the user to input a nmenmber number by operating the
ten-key pad 8A. As shown in Fig. 8 the controller 19 obtains #0003 as a
menber nunber. After obtaining the nmenber nunber, the controller 19
proceeds to step SP33, and accepts the input of ticket codes TCs to be
distributed. At this tine, in response to the 16 Novenber 2006 27
operation of the ten-key pad 8A by the user, the controller 19 displays
recorded ticket codes TCs, which assist£the wuser to input the ticket
codes TCs. Subsequently, the controller 19 proceeds to step SP34, and

det erm nes whet her each of the input nmenber nunbers is valid based on the
check codeopddadibg bhetABMbE-RUIDEEA sANLS! ERe SEOS: U BRe CONLEOLI £l

uses the check code to confirmthe validity o e obt aine it cod
TO \Wen thediepuhysofetBedeantisnBti 89akndieat eﬁhfcﬁ élé‘PsO é[
validity, the controller 19 term nates the process. e controller

has confiraedrt bat ihpet rendet icketbesqagdrede ticket COde TC are va||d, lt
proceeds to step SP36. In step SP36, after adding a check code to concert
i nformation basBbmmyudie v chate eadartlldiha £ yrdlday t19 stdpi ¥es 4t he
encoder/decoder 17, and encrypt the concert information, using the nenber
nunber (#O@EQ)GQteHn:prMGMmr remeh Ves tie m@mrﬂwﬁm thigdeRirscade TO,

Thereby, the IC
valid based on the check code added to the member number.

In step SP35, the controller 19 uses the check code to

PN

confirm the validity of the obtained ticket code TC. When
the result of the confirmation indicates a doubt about the
validity, the controller 19 terminates the process.

If the controller 19 has confirmed that the member
number and the ticket code TC are valid, it proceeds to step
SP36. 1In step SP36, after adding a check code to concert
information based on the ticket code TC, the controller 19
drives the encoder/decoder 17, and encrypt the concert
information,'using the member ngmber (#0003) of a person who

{t Teceives the distributed ticket code TC. Thereby, the IC
card 9 controls the ticket management center 2 to generate a
ticket code TCB which is idenfical to that generated to the
member who receives the distributed ticket. In Fig. 8,
11158067 is generated as a ticket code TCB. The controller

19 instructs thé reader/writer 8 to display the generated
ticket code TCB. |

The controller 19 proceeds to step S37, and deletes the

"concert information based on the ticket code TCB and the




card 9 controls the ticket managenent center 2 to gener délogember 8306t code
TCB which is identical to that generated to the nenber who receives the
distributed ticket. In Fig. 8, 11158067 is generated as a ticket code TCB.
The controller 19 instructs the reader/witer 8 to display the generated
ticket code TCB. The controller 19 proceeds to step 537, and deletes the
concert information based on the ticket code TCB and the 16 Novenber 2006
28 original ticket code TC fromthe flash nenory 20. Ater recording the
del etion of the ticket code TC and the tigcket code TCB in the history in
step SP38, the controller 19 proceeds to step SP39 and terminates the
process. As' described above, based the recorded history, the controller

19 preventsr-fouble andcdtiplge tF@NsLgk Eﬁetpfaéig&%%%5£t£§tht¥ﬁ%§ggéig{!g;

19 can display the history, as required, in ~ac

of Lhe tencieypady e dofr Tt Mo e ocglyesaihierd gt |t S4 4y ghet has

forgot to 1input the once displayed ticket cod :

menber is dwdd ficsl Bgaine fof liDGddiPWp3 s SO FQ. G Via
of fl ine channel s such as naf?, elephgﬁg, and e ectronlé)naﬁi, each user

who recei vesoaeedt sio idusedGrIckatg Lt%m%aw%%ﬁeﬂﬁo%s%@ tqgnput a
ticket code TCBto an IC card 9B. This enables t user to get adm ssion
to a concetdsqiiamel above, based the recorded history, the controller
19 prevents doub;e and triple transfer of the ticket, etc.
The controller lé can display the history, as required, in
accordance with the operation of the ten-key pad 8A. If a
member who receives the distributed ticket has forgot to
input the once displayed ticket code TCB to the IC card 9,
the member is notified again for enabling input,
As shown in Fig. 8, via offline.channels such as mail,
telephone, and electronic mail, each user who receives a
distributed ticket uses a reader/writer éB to input a ticket
code TCB to an IC card 9B. This enables the user to get
admission to a concert place.

% In the above description, the encoder/decoder 17 serves
as an encryption means that generates, by using a code
unique to the IC card 9B as another portable electronic
device, the tickét code TCB as a second encrypted
information based on the information indicating to whom the
right belongs té, which is recbfded in the recording means,
80 that the ticket code TCB can be provided offline. The
controller 19 serves as a control means that éontrols, by

erasing the concert information, etc., recorded in the flash




r In the above description, the encoder/decoder 17 servet Noxemban2@d6cryption
means that generates, by using a code unique to the I1C card 9B as anot her
portable el ectronic device, the ticket code TCB as a second encrypted
infornmation based on the information indicating to whomthe right bel ongs
to, which is recorded in the recording neans, so that the ticket code TCB
can be provided offline. The controller 19 serves as a control neans that
controls, by "erasing the concert information, etc., recorded in the flash
16 Novenber 2006 29 nenory 20, the inf2gmation indicating to whomthe
right belongs not to be accessed depending on the type of reader/witer
in the adm ssion control system 21. 1- 4 Ti cket Cancellation Fig. 9 shows a

process exgewoeqd by, tQ%eCQBEB?hE%10£9 faic Q?Pégtéswgﬁgrg@gnﬁggﬁtcﬁg; LZy

cancel | ed. Wien'ticket cancellation |s Se ]
pad 8 by beliengsenor! B 8@TkEebkebal A-BERAILES LR PLOBESSC N Lhe

above-descri bed step S24 shown in h&'casé §

the user imputisr/heltexannl ene#9999 by APebALLBY skBE.henikey pad 8A. After
initiating ?he g{ocess in steg 541, Sthg contro? 3& ?5 proceeds to step

S42, and ateept Fitheti 0pHte®iatdohi cket code TC to be cancel |l ed, as shown
in Fig. 19.

Fig. 9 shows a process executed by the controller 19 of
the IC card 9 when a ticket is cancelled. When ticket
cancellation is selected by operating- the ten-key pad 8A by

. the user, the controller 19 executes this process in the
above-described step S$24 shown in Fig. 6. 1In the case shown
in Fig. 10, the user inputs, for example, #9999 by operating
the ten-key pad 8A.

After initiéting the process in step S41, the
controller 19 proceeds to step S42, and accepts the input of
a ticket code TC to be cancelled, as shown in Fig. 19.

Similarly, in this case, the controller 19 instructs the

reader/writer 8 to display a message. This informs the user

/'“"‘n\.

that the user's operation of the ten-key pad 8A has selected

ticket cancellation. Subsequently, the controller 19
'instructs the switching of the displayed message, and
.prompts the user to input the ticket code TC by operating

the ten-key pad 8A. As shown in Fig. 10, the controller 19
obtains 99952043 as a ticket code TC.

In step SP43, based‘on the check code added to the

ticket code TC, fhe controller 19 confirms whether the

ticket code TC is wvalid. When the result of the




Similarly, in this case, the controller 19 instructs théd6Neeunher2006iter 8
to display a nessage. This inforns the user that the user's operation of
‘the ten-key pad 8A has selected ticket cancellation. Subsequently, the
controller 19 instructs the switching of the displayed nessage, and
pronpts the user to input the ticket code TC by operating the ten-key pad
8A. As shown in Fig. 10, the controller 19 obtains 99952043 as a ticket
code TC. In step SP43, based on the check code added to the ticket code
TC, the controller 19 confirnms whet her- t3fe - ti cket code TC is valid. Wen
the result of the 16 Novenber 2006 30 confirmation indicates a doubt
about the validity, the controller 19 term nates the process. Conversely,

if the conteetiehatfohasngophtesed &Babrt BBouti £kt valid, it
proceeds to step SP43. I% step SP43, the cgﬁ%rgﬁ§ va Ufit 'S %pcheck code

to concertcontiorpBti 00 basRInLP h@hésﬁif%e§99|6 TO and conpresses the
data size of the concert information ubsequently, the controller 19
drives the encanaivetepader i die gener@i Bl 1d Glert c%%‘i!‘&‘r%@é thla il Ripg Ui e,
the controller 17 instructs the reader/witer 8 to display the concert

i nformati oriafet thedd i Dets twabbd caneeptedeeiero cangeldpfy on 4,5 g ruct ed
by the user, the controller 19 prevents the user from nlstakenly cancel i ng
the ti CketSIb‘&B,t et nean e ther procesds a check code to concert

information based on the ticket code TC, and compresses the
data size of the concer? information. Subsequently, the
controller 19 drives the encoder/decoder 17 to generate a
ticket code TCX. At this time, the controller 17 instructs
the reader/writer 8 to.display the concert information of
the ticket to be cancelled. When cancellation is instructed
by the user, the controller 19 prevents the user from
mistakenly canceling the ticket by terminating the process.
In Fig. 10, 88841932 is generated as a ticket code TCX. The
controller 19 instructs the reader/writer 8 to display the
ticket code TCX.

{H Processing to step SP45, the contrbller 19 deletes the
concert information and the original ticket code TC that
relate to the ticket code TCX from the flash memory 20. The
controller 19 proceeds to step SP46, and terminates the
process.

Accordinglf, the user can ﬁotify the ticket management
center 2 of the cancellation-related ticket code TCX
displaved by the reader/writer 8 by telephone, mail, or

-electronic mail, with the member number.




In Fig. 10, 88841932 is generated as a ticket code TCX 1%iNeventeneosl [ er 19
instructs the reader/witer 8 to display the ticket code TCX. Processing
to step SP45, the controller 19 deletes the concert information and the
original ticket code TC that relate to the ticket code TCX fromthe flash
menory 20. The controller 19 proceeds to step SP46, and term nates the
process. Accordingly, the user can notify the ticket nanagenent center 2
of the cancellation-related ticket code TCX displayed by the reader/witer
8 by tel ephone, mail, or electronic mai3ll, -with the menber number. 16 _
Novenber 2006 31 Fig. 11 shows a process for ticket cancellatlon mhlch IS
performed by the controller 3 in the ticket managenent center

response to a qafgelllatgm@%olﬂﬁggés@dgglorplct e %Sa%c% éll ont rb|gt

initiates the process in step "SP51 and proceeds

f e and the
SP52, the £ONpepEbERied BECAR Sodderd DM 9F i {‘tﬁx}% ot et})%g

tlcket code TCX fromthe user. In step SP53, CONt |rnB

based on tdenteherk cnderddiinddierdreghesn suibar ﬁgséatq}@q} de TCX

are valid. Wihen the result of the confirmation |nd|c e nmenber
number andchdieaséckethe aten thOLIase 3 nuald thted oL YPIdLr B stt%rpm hat es

t he process.
SP51 and proceeds to step SP52. 1In step SP52, the

controller 3 accepts the input of the member number and the
ticket code TCX from the user.

In step SP53, the controller 3 confirms based on the
check code that the member number and the ticket code TCX
are valid. When the result of the confirmation indicates
that the member number and the ticket code TCX are invalid,
the controller‘3 terminates the process.

Conversely, when the member number and the ticket code
TCX are valid, the controller 3 proceeds to step SP54. 1In
step SP54, the controller 3 generates the concert

information based on the ticket code TCY by using the

o

encoder/decoder 5 to decrypt the ticket code TCX, which is
encrypted. The controller 3 also accesses the reservation
server 4, and updates information in the reservation server
4 so that a concert and a seat number which correspond to
the concert information can be sold. The controller 3
accesses the account center 7, and executes refunding for:
1the ticket cancellation in accordance with a contract with
the user at the purchase. In this case, the account center

7 changes the charge of the purchase.




Conversely, when the nmenber nunber and the ticket code TPGxvamter 26 d, the
controller 3 proceeds to step SP54. In step SP54, the controller 3
generates the concert infornmation based on the ticket code TCX by using the
encoder/ decoder 5 to decrypt the ticket code TCX, which is encrypted. The
controller 3 also accesses the reservation server 4, and updates
information in the reservation server 4 so that a concert and a seat
nunber which correspond to the concert information can be sold. The
controller 3 accesses the account cente327; and executes refunding for

the ticket cancellation in accordance with a contract with the user at the
purchase. In this case, the account center 7 changes the charge of the

purchase. 16 NowgeRetng006nt381140en LhgnG00t LoLLSLoS £hanges s ;Viégys for

the sale by accessing the reservation server deseri _ tgg
contr ol | er a3oeBanges theeFeak-GaRichTbagvbhal the GaLEespondlg, seat, unber

has al ready been sold, and further by confirmng, base Yd of

the past, thatrbhgor!GCkabngetr eapAndyngoheitheny! ehat gpde TCB has not
been cancelled. This prevents unlawful obtainment of refunding for double

. y . 3

and tripl ecoameepbatiing stathaumbekehasoderdsayAbbeh tH8G,; & fﬁ%gﬁ | er

proceedg to step SP55, and term nates the process. Acpordlﬁg?y, I %%ere

is still abytbnefinnihgthbastdrbnoththeegongest, thbepdscketndmnagenent
ticket corresponding to the ticket code TCB has not been

cancelled. This prevents unlawful obtainment of refunding

5,

for double and triple cancellation of the ticket code TC.
After that, the controller 3 proceeds to step 5P55, and

terminates the process. Accordingly, if there is still a
time until the start of the concert, the ticket management
center 2 can sell the cancelled ticket to the third party
again, and the third party can transfer the ticket to
another. Also, the third party not only can simply buy the
cancelled ticket but also can buy a better ticket than a
previously purchased ticket.

¢ . In the above description, the controller 19 in the IC
card 9 serves as an information generating means that
generates, based on the information indicating to whom the
right belongs to, which is stored in the flash memory 20 as
the recording means, information for requesting the transfer
of the right td the ticket management center 2. The
encoder/decoder 17 serves as an éncryption means that

' generates the ticket code TCX as encrypted transfer

- information by using a unique code to encrypt the




center 2 can sell the cancelled ticket to the third parthp Nosggmlian 2088nd t he
third party can transfer the ticket to another. Also, the third party not
only can sinply buy the <cancelled ticket but also can buy a better ticket
than a previously purchased ticket. E In the above description, the
controller 19 in the IC card 9 serves as an information generating nmeans
that generates, based on the information indicating to whomthe right

bel ongs to, which is stored in the flash nmenory 20 as the recordi ng neans,
information for requesting the transfer33of the right to the ticket
managenent center 2. The encoder/decoder 17 serves as an encryption nmeans
that generates the ticket code TCX as encrypted transfer information by

using a UNMEErKtEoh OF N Gttt d GriNoverdierr 2008, 33t iﬂﬁeortr}ﬁ:t]é&gg for

requesting the transfer so that the ticket code TCX can be provi of f

line. The wold rmdy efard e mesri@a OISO Mansdiat, 0 ROl the
original concert information and the ticket code TC not to be accessed

dependi ng am & heoriypel ofeareaderdtMddiaird s tR: adfigisi-on eeRlehk@ System 21.
The nodem 16, the antenna 14, and the $ reader/witer 8 provide in
conbi nat i dmfarmatind aehnthe Hdickedt puide (Te wtcrigted adcarskar 1 nf ormati on
so that it passes through an offline channel at |east once. Also, in the
ticket natiEpERRnT ant dhe? typee of reader/writer in the admission
| control system 21. The modem 16, the antenna 14, and the
reader/writer 8 provide in combination an output means that
outputs the encrypted transfer informatioh so that it passes
through an offline channel at least once.
Also, in the ticket management center 2, the
encoder/decoder 5 serveélas a decryption means that decrypts
the encrypted ticket code TCX as the encrypted transfer
information.
1-5. Operation of First Embodiment
In the above-described construction, when a user
desires to buy a ticket, and establishes a link to £he
‘{" .ticket management center 2 by operating the telephone set 6,
‘control by the controller 3 provides a speech-used guide to
the user. The guide informs the user of, for example,
providable concerts and available seats. In accordance with
the operation of the ten-key pad of the telephone set 6, a
ticket code TC is issued from the ticket management center 2.
When the user uses the telephone set 6 to respond with
:speéch, or appliés for purchase by mail, inpﬁt by an

-operator in the ticket management center 2 issues a ticket




encoder/ decoder 5 serves as a decryption means that decrl§plogemben2d0€ncr ypt ed
ticket code TCX as the encrypted transfer information. 1-5. Operation of
First Enbodi nent In the above-described construction, when a user desires
to buy a ticket, and establishes a link to the. ticket managenent center 2
by operating the tel ephone set 6, control by the controller 3 provides a
speech-used guide to the user. The guide inforns the user of, for exanple,
provi dabl e concerts and avail abl e seats. In accordance with the operation
of the ten-key pad of the tel ephone set 3@, -a ticket code TCis issued from
the ticket managenent center 2. Wen the user uses the tel ephone set 6 to
respond with speech, or applies for purchase by mail, input by an

operator i iC ept e i,.ssues. t.icke Novenber 2006
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t el ephone i i O mai e r, i.s..noti.fied.af the
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be provided to the user so that it passes through an-o annel at

| east onceshdaipglivdtasanie fediiodi Chfli 10008 TQeChAr Yidg ik gt R
account center 7 is instructed. At this tinme, the ticket managenent center
2 creates the ticket code TC. This allows the ticket code TC to be
provided to the user so that it passes through an éffline
channel at least once. For the issuance of the ticket code
<i' TC, charging in the account center 7 is instructed.
At this time, the ticket management center 2 creates
concert information, based on information such as the
concert date, the place, and the séat number, and creates a
ticket code TC by performing encryption using a member
number unigue to the user. When the ticket code TC is
transmitted to the user by means such as speech, mail, and
electronic mail, even if the third party unlawfully obtains
the ticket code TC, the ticket distribution system 1 can

prohibit a third party from using the ticket code TC,

whereby security can be maintained.

In the generation of the ticket code TC, the ticket
management center 2 generates the ticket code TC after
confirming the validity of the member number using the check
fcbde added to the member number, whereby the ticket

" management center 2 can prevent unlawful purchase by a third

party pretending to be the user corresponding to the member

‘number.




concert information, based on information such as the déhowmbed2t06, the

pl ace, and the seat nunber, and creates a ticket code TC by perform ng
encryption using a nenber nunber unique to the user. Wen the ticket code
TCis transmtted to the user by nmeans such as speech, mail, and

el ectronic mail, even if the third party unlawfully obtains the ticket
code TO. the ticket distribution system 1l can prohibit a third party from
using the ticket code TO, whereby security can be naintained. In the
generation of the ticket code TO the-tizgsket nmanagenent center 2 generates
the ticket code TC after <confirmng the validity of the nenber nunber
using the check code added to the nenmber nunber, whereby the ticket

managenent centyffe % SGAN-DELYEN s uﬂ@‘%i‘éﬁ%”hﬁ%@%%@?% artmovenber

pretending to be the user correspondi ng
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the concert information prevents the tic
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ticket code TC after adding the check code tot concer n and

per f or ni ngbétat® EOMFESEEOR, tAEsd engs *béﬁez}zi‘@i%& C%ﬁ% @ﬂ?ant E%}éaq,cbe

shortened when the ticket code TCis transmtte y speech. I's ‘can

prevent theftseraddiong niisé aldeedy code to the concert information and
performing data compression, the length of the ticket code
TC can be shortened when the ticket code TC is transmitted

( by speech. This can prevent the user from mistakenly
inputting the ticket code TC.

By using the reader/writer 8, the ticket code TC is
generated so as fo correspond to the numerals of the ten-key
padFBA and so as to be input by operating the ten-key pad 8A.
This make it possible to provide the ticket code TC offline
and to input the ticket code TC to the IC card 9 by

operating the reader/writer 8.

According to the ticket distribution system 1, if a

™
n

user has no online apparatus such as a personal computer,
the ticket code TC, which is éncrypted information, can be
provided to user by means such as mail, telephone, or
telegram. This can éimplify the distribution of information
to the user. 1In other words, if the user has no online
aﬁparatus such és a personal computer, the user can obtain
the ticket code TC by applying for purchase via the desired
communication channel, and the ticket management center 2

‘can complete the sale of a ticket by notifying the user of




inputting the ticket code TC. By using the reader/wi tert68lovénier 2§06ket code
TCis generated so as to correspond to the nunerals of the ten-key pad 8A
and so as to.be input by operating the ten-key pad 8A. This nmake it
possible to provide the ticket code TC offline and to input the ticket
code TCto the ICcard 9 by operating the reader/witer 8. According to
the ticket distribution system1, if a ( user has no online apparatus such
as a personal conputer, the ticket code TC, which is encrypted

i nformation, can be provided to user -bgseneans such as nail, telephone, or
telegram This can sinplify the distribution of information to the user.
In other words, if the user has no online apparatus such as a personal

conputer, ¢he Hf@ﬁega@b&%nfﬁr%iér%héi§%§%ﬁé§§ﬁé£%§g‘%$§ |yl f or purchasg

via the desired comunication channel t center

can conpl etead e Sal i Ofe foitd Ck&lm ré@tvgzltﬁlﬂ ng dhe, us erwhqchl(%qg)%\é:q@er 2006
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di stribution of the ticket to the user can be greatly sinpli and a
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to the user, can be electronically recorded, managenent can be sinplified
when the user.
Since the ticket code TC, provided to the user, can be
eléctronically recorded, management can be simplified when
(u the right is transferred tc a third party when
simultaneously purchased rights are distributed, and when
purchase is cancelled.
Specifically, the user overlays the reader/writer 8 on
the IC card 9, and operates the ten-key pad 8A of the
reader/writer 8 to set, as the operation mode of the IC card
9, a mode for inputting the tiqket code TC. Subsequently,

the user operates the ten-key pad 8A of the reader/writer 8

to input the ticket_code TC so that it is recorded in the

_——

_ flash memory 20 of the IC card 9.
- AT this time, the operation of the ten-key pad 8A Of

- the reader/writer 8 is transmitted to the IC card 9, based
on the link between the antenna 13 of the reader/writer 8
and the antenna 14 of the IC card 9. The reader/writer 8 is
notified of infbrmation to be diSplayed on the ligquid
crystal display, and the IC card 9 is notified of the ticket
code TC. |

The ticket code TC is decrypted and decompressed by the




the right is transferred to a third party when sinul t andédhgmipuP@hased
rights are distributed, and when purchase is cancelled. Specifically, the
user overlays the reader/witer 8 on the ICcard 9, and operates the
ten-key pad 8A of the reader/witer 8 to set, as the operation node of the
IC card 9, a node for inputting the ticket code TC. Subsequently, the
user operates the ten-key pad 8A of the reader/witer 8 to input the

ti cket code TC so that it is recorded in the flash menory 20 of the IC
card 9. At this time, the operation of- Bive-ten-key pad 8A of the
reader/witer 8 is transmtted to the 1C card 9, based on the |ink between
the antenna 13 of the reader/witer 8 and the antenna 14 of the IC card 9.

: i P fi ' ' to be displayed on the
(laul - orsheohy depsaetlll fleprol AL BHEM P Poaert, h%fe?%%%nln code
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repr oducedt 136t r epaQANE ek & 0pERHEaLAT Pf MBI Ofy AN Jdies i sket code TC are
regorded inlthe flash nenory 20. At this time, using é}éﬁeck code added

to the ticket pd@iECtinke Wil tohedlordag Uo‘aléetadQ%QP thCthe ¢qRkkEmed.
This prevents unlawful adm ssion to the concert which 1s
code TC, the validity of the ticket code TC is confirmed.
This prevents unlawful admission to the concert which is
caused by the ticket code TC unlawfully generated by the
Ci third party.

According to the ticket distribution system 1, when the
user visits the concert place while carrying the IC card 9
containing the concert information and the ticket code TC, a
reader/writer in the admission control system 21 reads the
concert information and the ticket code TC from the IC card
9. When the concert information and the ticket code TC are
valid, the user is allowed to enter the concert prlace. This
enables a user who bought the ticket to énter the desired

~ concert place and to enjoy the concart.on the seat of the
seat number based on the concert information.

Accbrding to the ticket distribution system 1, when one
user buys a plurality of tickets, the ticket management
center 2 issues ticket codes TCs corresponding to the number
of tickets. Thé issued ticket codes TCs can be decrypted

- only by the IC card 9 for the user. The user retains the
‘ticket codes TCs, which are recorded in the IC card 9. This

‘can greatly prevent a loss of tickets, compared with the




caused by the ticket code TC unlawfully generated by thel&Noverhier@0Qsarty.
According to the ticket distribution system1, when the wuser visits the
concert place while carrying the IC card 9 containing the concert
information and the ticket code TC, a reader/witer in the adm ssion
control system 21 reads the concert information and the ticket code TC
fromthe 1C card 9. Wien the concert information and the ticket code TC
are valid, the user is allowed to enter the concert place. This enables a
user who bought the ticket t.o enter the3@esired concert place and to enjoy
the concert on the seat of the seat nunber based on the concert
information. According to the ticket distribution system 1, when one user

buys a Iucaﬁétyfo{i@kgkgtﬁadghgft'gﬁ@f'nanagenent center 2 issues ticket
coées Tgs corresponding to the nunber of tickets. The issued ticket codes

TCs can be decraqicadiimyly, beddids i c{ﬁ@f&gegrg%tgﬁg:agTQ%ﬁﬁzgr retains

the ticket codes TCs, which are recorded in phe | C card ‘can
greatly preventnput osise ot itkeketSde € OrPAr €6 ¥ Hoh den 4 6 JNavpMer, 206 38

case of tickets nmade of paper. Accordingly, acconpanying the user o the IC
card 9, wrrsonuitwhdedkekethe oges: TCS MY MHEsPORENG  Gdhe fdskers,
persons who asked the user to buy the tickets can enter the concert place.
concert place.
However, in a case in which some of the persons are
unable to accompany the user, the user needs to give their
( tickets to them,.that is, the user needs to distribute their
tickets to them. In this case, according to the ticket
distribution system 1 (showﬁ in Fig. 8), when the user
operates the reader/writer 8 to input, to the IC card 9,
each mémber number as a distribution destination and each
ticket code TC to be distributed, a ticket code TCB is
generated. Each person {as the distribution destination) is
notified of the ticket code TCB, and the person executes
‘operations identical to those executéd when the tickets were
{“‘ purchased by the ticket management cenfer 2, whereby the
ticket code TCB and the concert information are recorded in
‘an IC card retained by the person as the distribution
destination. This enables ticket distribution.
The ticket distribution system 1 enables simplified
distribution ofrtickets by, based on a member number unique
to a person as a distribution deétination, encrypting each

ticket code TC so that it can be provided offline similarly

to the issuance of the ticket code TC from the ticket




However, in a case in which sone of the persons are undiiNevérsbend®Wnpany,
the user, the user needs to give their tickets to them that is, the user
needs to distribute their tickets to them In this case, according to the
ticket distribution system1l (shown in Fig. 8), when the user operates
the reader/witer 8 to input, to the IC card 9, each nenber nunber as a
di stribution destination and each ticket code TCto be distributed, a
ticket code TCB is generated. Each person (as the distribution
destination) is notified of the ticket 30de TCB, and the person executes
operations identical to those executed when the tickets were purchased by
the ticket nanagenent center 2, whereby the ticket code TCB and the

concert i ngahEBEREATAEEnEEF 05 delai Do @H%#Cigaeg rggg%g&&Fg%%%gﬁkggézgg_as

the distribution desti nati on. T i s enables trcket ¢ _ i cket
dlstrlbutl@npéyﬁésmelefaé@fgﬁié'@@%iééeﬁordkgérhPHE%%Eh{i%ﬁ'Ckets by, based
utron de

on a nenber nunber unique to a person as a distri stination,
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simlarly to the issuance of the ticket code TC fromthe ticket 16
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generating a ticket code TC so that 7
person having read the display. In other words, the user
who read the displayed ticket code TC notifies persons

{ (diétribution destinations) of ticket codes TCs by
communication means such as telephone, teiegram, or
electronic mail. Accordingly, each person can obtain the
ticket code TCB ﬁia the communication means, even if the
perscon has no online equipment. This can simplify
management of the tickets after the tickets were distributed
to the persons.

In other words, after accepting the input of the member

number of a distribution destination and a ticket code TC to

5f be distributed, and confirming,whethe;-the member number and
the ticket code TC are valid, the distributor side adds a
check code to concert information corresponding to the
ticket code TC, compresses the concert information, and uses
the member number to encrypt the concert information,
whereby a tickei code TCB is generated which is identical to
that obtained by the purghase of the ticket. The ticket

code TCB is displayed by the reader/writer 8. The user who

read the display informs the distribution destination of the




it can be transmtted in accordance with an action of a 16hergaer BOGI ng r ead
the display. In other words, the user who read the displayed ticket code
TC notifies persons (distribution destinations) of ticket codes TCs by
comuni cati on neans such as tel ephone, telegram or electronic mail.

Accordi ngly, each person can obtain the ticket code TCB via the

conmuni cation neans, even if the person has no online equipnment. This can
sinplify managenent of the tickets after the tickets were distributed to
the persons. In other words, after acceptéo ng the input of the nenber

nunber of a distribution destination and a ticket code TC to be

di stributed, and confirm ng, whether the nenber nunber and the ticket code

TC are val irdckbhRecdilst £HRUt O 4 S ds _a,,check code to concert :
i nf or mati on ggrregggﬁd?ﬁg'toé%ﬁ%ggfﬁgsz g%%ecﬁff gﬁﬁﬁrﬁ%@egl?%%tch%cert
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information, whereby a ticket code S genera ch®fs identical to
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purchased ¢penatiegtinkeateamamagerenér CEP! efn . tidt code TCB and the
concert information based on the ticket code TCB are
recorded in the flash memory of the IC card 9B.

( At this time, the IC card 9 confirms whether the member
number and the ticket code TC are valid, and generates the
ticket code TCB. This can prevent the generation of a
unlawful ticket code TCB using the IC card 9. Also, this
can prevent a third party who pretends to be a member from
unlawfully obtaining the ticket code TCB.

In addition, the distribution destination side uses the
check code to confirm the validity of the ticket code TCB.
This can prevent the distribution of a ticket code TCB which

{'  '15 unlawfully generated.
- Accordingly, the ticket distribution system 1 can
improve system reliability.

When the distributor side generates the ticket code TCB,
it deletes the original concert information and the ticket
cbde TC. This ﬁrevents unlawful admission to the concert
place using the original ticket code TC.

When a ticket is sold by notifying each user of ticket.

code TC, there is a possibility that the user loses a record




distribution destination is notified of the ticket code TECBverhberP0as
distribution destination, as shown in Fig. 8 by operating the _
reader/witer. 8B, the ticket code TCB and the concert information based o
the ticket code TCB are recorded in the flash nenory of the IC card 9B. At
this time, the I1Ccard 9 confirms whether the member nunber and the ticket
code TC are valid, and generates the ticket code TCB. This can prevent the
generation of a unlawful ticket code TCB using the IC card 9. Also, this
can prevent a third party who pretends tid be a nenber from unlawfully
obtaining the ticket code TCB. In addition, the distribution destination
side uses the check code to confirmthe validity of the ticket code TCB.
This can pogvent LhexdisbohbubboBefhrd 1hokel -LO0EIEBNLED (Lo apfully
generated. Accordingly, the ticket distribution system _
system rel Kaberthyie¥benihhendi stabbuins: stde geogsat £2 éQ?dtl'&%ﬂ% tchgede '
TCB, it deletes the original concert information and the trcke code TC.
This preventskenl apfiel Tagdniksi ket then£00REAE cOLBSE HSLAY the, Qi 0i nal
ticket code TC. Wien a ticket is sold by notifying each user of ticket
code TC, themkersnampessidiwhighttied thexaseis | Qs88, & r&s04 o 16 Novenber
2006 41 of the ticket code TC before it is recorded in the IC card 9.

: code, concert information, etc. Therefore, if the user

loses a ticket code TC, the user can be helped by notifying
the user of the ticket code TC again.

This also causes a possibility that, since a user

P

unlawfully obtains a reissued ticket code TC by pretending
that the user lost a ticket code, the user obtains a profit
using a ticket based on the reissued ticket code TC.
However, a record of issuance is recorded in the IC card 9,
and the record makes it difficult to input the ticket code
TC again. This can prevent unlawful conduct by the third
party, even in the case of helping the user who lost the
ticket code TC. ‘

In addition, a case is considered in which a user is
unable to'go to the concert. 1In this case, in the ticket
distribution system 1 (shown in Fig. 10}, by operating the
reader/writer 8 by the user who bought a ticket, the IC card
9 generates a ticket code TCX for canceling the ticket,
similarly to the case that the ticket management center 2
issues a ticket code TC, of which the ticket management
center 2 is notified.

Specifically, the IC card 9 accepts the input of an ID




Neverthel ess, in this case that the ticket is sold usind6tNegember 2006t code
TC, the ticket managenent center 2 can record a nenber nunber to which the
ticket is sold, a sold ticket code, concert information, etc. Therefore,
if the user loses a ticket code TC, the user can be hel ped by notifying
the user of the ticket code TC again. This also causes a possibility that,
since a user unlawfully obtains a reissued ticket code TC by pretendi ng
that the user lost a ticket code, the user obtains a profit wusing a ticket
based on the reissued ticket code TC. Homever, a record of issuance is
recorded in the I1Ccard 9, and the record makes it difficult to input the
ticket code TC again. This can prevent unl awf ul co?dgct by.tEetthlgd o
arty, evepgkn hel pi r 0S i cket code

Pn aéditioﬁ?kacéggzg?égcg%%igégéggi%Hah?ég 5¥€§%% ?%denﬁ%b{% ?E go to Lhe
concert. | ! S€and s b CK LStri byt | tem own in Fig.
10), by opgﬁg??ﬁég?heang2%%@?%%#%tg%?EH%§ % gyu%g€ g%%l%bué%égéft?ckep,the
| Coard  9cpenerades 2 laaked £9USodCrtolnrangeti 09 ddedeheteng Signilarly
to the case that the ticket managenent center 2 1ssues a ticket tode TC,

of which ttiee tiodest ERBgErENtand eAREr 1Rr bSnd0tdd | £ cBCId &Rl Ihe the IC
card 9 accepts the input of an I D 16 Novenber 2006 42

compressed information is encrypted using the ticket

canceling ID to generate the ticket code TCX. Accordingly,

the ticket canceling ID corresponds to a member number of

)

the ticket management center 2, which is similar to the
membexr number of each user.

The ticket code TCX is displayed by the reader/writer 8,
and the ticket management center 2 is notified of the
displayed ticket code TCX by user's action via an offline
channel. The user who will cancel the ticket can cancel the
ticket by reading the ticket code TCX displayed on the
reader/writer 8, and notifying the ticket management cente;
2 of the read ticket code TCX by a communication means such

' as. telephone, telegram, or electronic mail. This can also
simplify the management of the ticket delivered to the user.

At this time, by confirming the validity of the ticket
code TC to be canceled, and further generating the ticket
code TCX by steps including the addition of a check code to
cbncert informafion, ticket canéellation using an unlawfully
generated check code can‘be prevented.

Accordingly, the ticket management center 2, which

receives the ticket code TCX, accepts ticket cancellation by




for canceling the ticket and the ticket code TC to be cléveémted200and
confirms whether they are valid. After a check code is added to concert
information corresponding to the ticket code TC, and the information is
conpressed, the conpressed information is encrypted using the ticket
canceling ID to generate the ticket code TCX. Accordingly, the ticket
canceling ID corresponds to a menber number of the ticket management
center 2, which is simlar to the nmenber nunber of each user. The ticket
code TCX is displayed by the reader/w-itsey 8, and the ticket nanagenent
center 2 is notified of the displayed ticket code TCX by user's action via
an offline channel. The user who will cancel the ticket can cancel the

icket b k ngs I.C .code TCX di splayed on_the reader/witer 8,
;hgkﬁoti¥y?§g§%ﬁgl%ggﬁé% ﬁg%éé%g%n ggg%?eflg%erc?ﬂ% TeAd %T%ket code Tpr
b | i n .. as | ephone, . tel egra or electronic mail.
T%i 2;2%?2@%?%%%_ yéf %gf’;a% g%ltﬁégff%?rY%ELz?&?‘;t lt\(;%? e‘?‘g?oet BZ user.
At this ti o r
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accepts ticket cancellation by 16 Novenber
the account center 7 to execute refunding to the user.

After accepting the cancellation, as described above,

e

the ticket management center 2 can sell the canceled ticket,
and can compensate for the loss due to the refunding for the
ticket. Also, a user can obtain a sold-out ticket by
awaiting the cancellation of the ticket, and can further
.upgrade a seat corresponding to the purchased ticket. This
endables an improvement in user’s convenience.

In the conventional ticket distribution system, when a
user deals with an unnecessary ticket, the user need to go
and ask a so-called "ticket exchanger" to buy the ticket.

. When a user intends to obtain a sold-out ticket or to
upgrade a seat corresponding to a purchased ticket, the user
.need to go and query ticket exchangers located in different
places about the ticket. Otherwise, the user needs to make
use of a market homepage on the Internet. Compared with the
cénventional tiéket distribution system, the present
invention can greatly improve user's convenience.

Since the ticket management center 2 accepts, based on

the record in a reservation server 6, the cancellation of a




43 confirmng the validity of the ticket code TCX, and 16Nobeeigueensl y
accessing the reservation server 4 to change settings for a corresponding
sol d seat nunber to those for a seat nunber that has not been sold yet. In
accordance with the cancellation, the ticket managenent center 2 accesses
t he account center 7 to execute refunding to the user. After accepting the
cancel | ati on, as described above, i. the ticket managenent center 2 can
sell the canceled ticket, and can conpensate for the | oss due to the
refunding for the ticket. Al so, a user ggan obtain a sold-out ticket by
awai ting the cancellation of the ticket, and can further upgrade a seat
corresponding to the purchased ticket. This enables an inprovenent in

user's conyepi n; fhe_conventional ticket distribution system when a
user deal s ﬁ?% gﬁh%%n%%e§%a$€n??%?§t,é?ﬂéfﬁsﬁﬁ rﬁ%&P%?)iRPC%#&FQkQPa
so-called j¢ig e%hgx_ﬂagggr" Fy the ticket  —Wen a user intends to
obtain a sol d-%ut ti% et orc?%@ upgr%%‘g %es BV RO Es ph it (B @it chased
ticket, thept$Bimeieestp QUery, ti xchangers | ocated in’

di fferent placégaabout tﬁ%gﬁlc et. a%%eéééiéfé%¢;3 user needs to nmake use

of a market homgpa@s sORalhe LRtarn Wi, t. e gnyventi ona
ticket distribution sysﬁén1 the prg%%ﬁ%ggﬁﬁﬁgﬁfi§%E§%E'QF§§tP§anﬁF8ve

user's comienienthr t3idkes t herHiiC kats JBngGasRId Lfé%@‘%r DnYee§Rk S, pased on
the record in a reservation server 6, the cancellation of 4
1-6. Effects of First Embodiment '
According to the above-described construction, by using
§ a code unique to a portable electronic device to encrypt
concert information as information indicating to whom a
right belongs so that the concert information can be
provided offline, and providing a ticket code TC generated
by the encryption so that it passes through an offline
channel‘at least once, the distribution to each user of
concert ticket information as information indicating to whom
a right belongs cgn be simplified, and the management of the
concert ticket information delivered to each user can be
simplified. |
2. Other Embodiments
In the first embodiment, a case has been described in
which ticket codes are distributed by communications among
users. However, the present ipvention is not limited to the
case, but the ticket codes may be distributed via the ticket
management center 2. |
In the firsf embodiment, a case has been described in

which, when a ticket is canceled, and when a ticket is




16 Novenber 2006 44 ticket when it is cancel ed, doubl el6dirdertivar g0as
cancel lation using the ticket code TCB can be prevented, so that unlawf ul
obtai nment of a refund can be prevented. In this case, after capcellng t he
ticket, the user can buy a new ticket. This also inproves user's
conveni ence. 1-6. Effects of First Embodiment According to the
above-described construction, by using a code unique to a portable .
el ectronic device to encrypt concert information as information indicating
to whoma right belongs so that the congert information can be provided
off line, and providing a ticket code TC generated by the encryption so
that it passes through an offline channel at |east once, the distribution
ticket information _as information indicating to

&ﬁoﬁ?cg E?SEFQE%Pgﬁgéggéﬁ SgagﬁﬁﬁlFPFEH?PQHGiFﬂeCREEQEEnéﬁfoﬁmath@ﬂhconcert
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case has been described in
is not limited to the case, but the accessing of the concert

information may be controlled based on a record.

In the first embodiment, a case has been described in

o

which ticket codes TCs are only issued corresponding to the
number of tickets purchased from the ticket management
center 2. However, the present invention is not limited to
the case, but, by Creating a number of ticket codes TCs so
as to include the number of the purchased tickets, one
ticket code TC may be issued for each application for
purchase, irrespective of the number of the purchased
tickets. 1In this case of issuing one ticket code TC for a
purchase application, on€ ticket code TC may be issued for a
plurality of applications for concert tickets.

In the first embodiment, a case has been described in
which the encoder/decoder 17 encrypts or decrypts concert
information. However, the present invention is not limited
to the case, but processing such as encryption may bé
eiecuted by controller processing.

In the first embodiment,.a case has been described in
which a ticket code is tramsmitted and recéived by telephone,

mail, or electronic mail. However, the present invention is




whi ch, when a ticket is canceled, and when a ticket is 16 Noeebdhe002006 45
distributed, by erasing corresponding concert information fromthe flash
menory 20, the concert information cannot be accessed depending on the
type of reader/witer in the adm ssion control system 21. However, the
present invention is not limted to the case, but the accessing of the
concert information may be controll ed based on a record. In the first
enbodi ment, a case has been described in which ticket codes TCs are only

i ssued corresponding to the nunber of-t4&kets purchased fromthe ticket
managenent center 2. However, the present invention is not limted to the
case, but, by creating a nunber of ticket codes TCs so as to include the

appl i cati on Tor - pur chace. it FaSsde e B CPHe RUSBER B PAF Borbhsded

application for purchase, irrespective € nu

tickets. Iﬁo&hkaecQ&an@higggghngro@%Cgbgggh_code TC for a purchase
application, one ticket code TC may be”issued for a plurality of

applications foIncomeerirstckabsaihéntheafisst £ L fen s¢ Jas been
described in which the encoder/ decoder %7 encry%%gg%ggd%%?é%@gagdﬁﬁert

i nf or mat i orhitbweker rehterpwesest BnagnhhomnbﬁtnﬁﬁikiHkheghetftt55%£a§e’

but processing such as encryption nmay be executed by controlTler

processi ngarénsebaratedy esbadi nBowevarcasRehgsebegh f868ktP8d 1 not
limited to the case, but the input unit may be integrated
with the IC card 9.

In the fi:st.embodiment, a construction has heen
described in which the IC card 9, which is of a noncontact
type, is used as a portable electronic device. However, the
present invention is not limited to the construction, but
various types of digital information storing units, such as
a personal computer,.a cellular phone, a digital camera, and
a digital video camera, may be applied to the portable
electronic device.

In the first embodiment, notification of a ticket code
TC with sﬁeech in telephone communication, and notification
of a ticket code TC by displayed characters in mail or

' electronic mail has been described. However, the present
invention is not limited to the notification methods, bu?,
as shown in Fig. 12, by providing a reader/writer 8D with a
microphone 8C and a speaker 8D, notification of a ticket
code TC may be performed‘by the fransmission/reception of a
dial tone to/from a cellular phone 6'7having & speaker 6A

and a microphone 6B.




which a ticket code is transnmtted and received by tel eplédweembaradds, or

el ectronic mail. However, the present invention is 16 Novenber 2006 46

not limted to the case, but an online channel may be used for the
transnmission or reception. In the first enbodiment, a case has been
described in which the reader/witer 8 as an input unit and the 1C card 9
are separately used. However, the present invention is not limted to the
case, but the input unit nmay be integrated wth the ICcard 9. In the
first embodinent, a construction has beeqy described in which the IC card
9, which is of a noncontact type, is used as a portable electronic device.
However, the present invention is not Iinlted to the construction, but

t f torin its, such_as a personal
\égirlr)(tj?;tygeie?jl&bldglrgé ozfqlée1£~I é}ﬁ%’&ﬁ ’ﬁ%ﬁ”?(:a?re? ?fedz %‘?‘??‘Fr%lit’%%ﬁlbfgglrren;ﬁt
t h bl e, o] Lce n e firs
2§¥|??CZPPgﬁgg? gh%lgﬁggé%gdg ?§¥§§%% g%ée%§Xl§ F%I%ﬁhﬁnélﬁ%ﬁﬁuﬂ?@%tlon

and notifigathes eﬂa‘:oée&lGﬁeaeéeéésngQXeQ‘cSE%ﬁé’F L1 act s Ll Mo or

electronic mail has been describ WwWever L onel
t t S .
limted toptbeendt ihvertion IBLHOES] 1 eq 5 8 ggé‘aan 3 al!)lg% eé% :

providing a reader/witer 8D with a mcrop
notificatiosadérawtitkets may confirm the validity of the ticket code
TC and may encode or decode the concert information.

In the first embodiment, a case of recording decoded
concert information in the flash memory 20 has been
described. However, the present invention is not limited to
the case, but, after recording only the ticket code TC in
the flash memory 20, the ticket code TC may be decoded, as
regquired. | |

In the first embodiment, a case has been described in
which concert infdrmation 1s generated using a concert data,
etc., and a seat number. However, the bresent invention is
not limited to the case, but, for a concert in which seats
are simply graded, the concert informafion may be generated
using the concert date, etc., and a seat grade.

In the first embodiment, management of tickets as
rights of admission to the concert place has been described.
However, the present invenfion is not limited to the
ménagement, but.may be widely applied to cases in which
prepéid cards, public transport coupons, season tickets, and

securities are managed.

In the first embodiment, a case has been described in




code TC may be perforned by the transm ssion/reception of6 Noverdbeallodsone
to/froma cellular phone 6' having a speaker 6A and a m crophone 6B. 16
Novermber 2006 47 1In the first enbodi ment, a case has been described in
which the 1C card 9 confirns the validity of a ticket code TC and encodes
or decodes concert information. However, the present invention is not
limted to the case, but the reader-witer 8 may confirmthe validity of
the ticket code TC and may encode or decode the concert information. In
the first enbodi ment, a case of recordi g decoded concert information in
the flash nenory 20 has been described. However, the present invention is
not limted to the case, but, after recording only the ticket code TC in
the fl ash ol ' V. ecoded,. as _.required. In
the first %E#b%%m%%?@é;cégs%ﬁfa% ngsg;]e-% e%%%(ﬁgo dﬁené) Shhit P?ecr&r?ger“fm%er -
i nformati giowesredenahal ed-dbdiy Gt datg, tﬁ wafd, §S€eat number.

0 a

However, the present invention is not Imte e case, ht()autcf—iSFOr

concer t i muthitgle $agket HoAES HTPaydtRehn it LORLRI A QpgaLhon may be
n

generated using the concert date, "etc.,” and a seat grade. | e first
enbodi nentpureregerantlphabietietis ahe PodHab1Qf AYHSHHAR HAVERE figRoer t

pl ace has been descri bed. However, the present invention is not [imted to
t he a keyboard.




managenent, but may be widely applied to cases in which16p@ephec00ar ds,
public transport coupons, season tickets, and securities are managed. In
the first enmbodi ment, a case has been described in 16 Novenber 2006 48
which a ticket code TC is generated based on a serial nunber. However, the
present invention is not limted to the case, but the ticket code TC may
be generated based on serial nunbers and al phabets if the portable

el ectroni c device has a keyboard. 16 Novenmber 2006 49 CLAIMS 1. A
right-informati on distribution met I d conprising the steps of: generating
ri ght infommmn§<3n and verification information for authenticating t he
valldlty of portable _electronic device when the rlg information is
stored in thé-porﬁaHPéhéréBf?%Wﬁ?%Qﬁaﬁkﬁir%@@ﬁépatNﬁ@ adr CgRPrEBHY by
encryptingnd hgddghts. information and the verification infornmation, wherein
the right code |s prOV|ded to a user offline; enabling the user to input
the right codgsnfrgtiimg porigbl e el eBorroriiordevi gd the‘egeﬁeq:@tm:h right

.COde bei ngnféﬁgt%%%nt f(gr t gut:ﬂgnyfga{tln% a{hé e%ﬁ&lgf@y o aBQkPA&ea”d

electronic device when the right information is stored in
the portable electronic device;

generating a right <c¢ode by encrypting the right
information and the verification information, wherein the
'right code is provided to a user offline;

enabling the user to input the right code into the
portable electronic device, the generated right code being
represented to the user in at least one of an audible and
visible form;

decrypting the right code inputted into the portable
electronic device. and using the verification information to
authenticate the right information based on the decrypted
right code; and

storing the authenticated right information in the

portable electronic device.

2. A right-information distribution method according
to Claim 1, wherein the right information includes

information which permits admission to a predetermined place.

- 3. A right-information distribution method according

to Claim 1 or 2, wherein said portable electronic device is an




visible form decrypting the right code inputted into tHé&Nveertizples

el ectronic device and using the verification information to authenticate
the right information based on the decrypted right code; and storing the
authenticated right information in the portable electronic device. 2. A
right-information distribution nmethod according to Claim1l, wherein the
right information includes ‘information which permts adm ssion to a
predeterm ned place. 3. Aright-information distribution method according
to Caim1l or 2, wherein said portabl e.etgctronic device is an 16 Novenber
2006 50 integrated circuit card. 4. Aright-information distribution

nmet hod according to Caiml, 2 or 3, wherein the step of inputting the

of fline- I ri-g cod id portable electronic device is

per f or med b§¥a% B gr%é w&ﬁ& nent apparatus. 5. A right-infornation
di stribution nethod according to Caim4, wherein the storing of the right
information is perforned when said portable el ectronic-device and said

f h
i nformati on manggengnt; g ﬂ9995959ﬁ?ﬁ£§ng@%%#ﬁfﬁg¥ﬁ?% %ﬁ%bqg(%qé;ﬁﬁPégbdlng

right-information distribution ne
clainms, fuebhelaGRMorizSioRgst hehsSteRs 19k step of inputting the offline-

provided right code to said portable electronic device is

performed by an information management apparatus.

5. A right-information distribution method according
to Claim 4, wherein the stoxring of the right information is
performed when said portable electronic device and said

information management apparatus are combined with each

other.

6. A right-information distribution method according
to any of the preceding claims, further comprising the steps of:

inputting a first right code added to the right
information, and an identification number for returning the
right information to a source of the right information; and

after confirming the input first‘right code and the
Vinput identification number, confirming an offline-
providable second right code for.returning the right
information to said source of the rith information, and

invalidating said first right code.

7. A right-information distribution method for




inputting a first right code added to the right infornatiédieveraired 2¢0%
identification nunber for returning the right infornmation to a source of
the right information; and after confirmng the input first right code and
the input identification nunber, confirmng an offline- provi dable second
right code for returning the right information to said source of the right
information, and invalidating said first right code. 7. A
right-information distribution nethod for 16 Novenber 2006 51

transferring right information froma first portable electronic device to
a second portable electronic device, said right-information distribution
met hod conprising the steps of: gemePating the right information and

verificatiQanskpfpIAgti poghor %HEB?;H&{ gﬁ{l g &dhe yalidiky Ofpo&*egbiéfst

portabl e el ectronic device when the ri ornatlon Is stored in the
first poredbFereniet dowice ddwi ce; sg@nedatponrgahleu reslteqtirght c codw iby,

encryptin e i o] verifi atlon i nfor.mati wher ei n
t he fII‘S% F?gh%igg{%érﬁfgﬁ:g%g%%% gjjto ékggér fr?eitﬁlne co%]flsmgt hgﬂuser to
i nput thestepstofri ght code and the identification nunber of the second

p g

portable el ectronic . .device into the fjﬁft pgrtabl electro evi ce
i ndependent |y $7'H dnfectin stifitls o G378 eEd@8nd 36r ¢ tﬁrér i¢atfon

information for authenticating the wvalidity of the first
portable electronic device when the right information is
stored in the first portable electronic device:

generating a first right code by encrypting the right
information and the verification information, wherein the
first right code is provided to a user offline;

enabling the user to input the first right code and the
identification number of the second portable electronic
device into the first portable electronic device
independently of a connection status of the second portable
electronic device, the generated first right code being
represented to the user in at least one of an audible and
visible form;

confirming the input first right code and the input
identification number;

invalidating the first right code and generating a
second right code, wherein the second right code 1is
provided to the user offline;

enabling the user to input the second right code into
the second portable electronic device independently of a
connection status of the second portable electronic device,
the generated second right code. being represented to the
user in at least one of an audible and visible form;

decrypting the offline-provided second right code

inputted into the second portable electronic




el ectronic device, the generated first right code bei ng 16NsperatseR®ls8d to t he
user in at |east one of an audible and visible form confirmng the input
first right code and the input identification nunber; invalidating the
first right code and generating a second right code, wherein the second
right code is provided to the user offline; enabling the user to input the
second right code into the second portable electronic device independently
of a connection status of the second portable electronic device, the
generated second right code being represented to the wuser in at |east one
of an audible and visible form decrypting the offline-provided second
right code inputted into the second tabl e el ectronic 16 Novenber 2006
5la device and authenticating the decrypted second right code; and
storing the right information included in the authenticated second right
code in tKevieBomadparutiisnéicer teg r bhe c dgevipeed 16eMoveénbegh2006des2 8. An
informatigpngdistribution systemconprising: a portable electronic device
for a user; and

' storing the right information included in the

authenticated second right code in the second portable

electronic device.




an i nformation managenent apparatus for storing both i rifdéorembep006n a
predeterm ned right and information corresponding to said portable

el ectronic device, the second information indicating to whoma right

bel ongs; wherein: said information distribution systemis operable to
manage the | ocation of said right by updating the right information stored
by said informati on managenent apparatus and the i-nfornmation indicating to
whom sai d right bel ongs; said informati on managenent apparatus conpri ses:

i nformation hol di ng neans for hol ding the2aright information; access neans
for recording the transfer of said right to said user by accessing said

i nformati on holding mneans and for updating the right information held by
said information hol ding nmeans; encryption nmeans for generating encrypted
information by using a code unique to said portable electronic device to

encrypt the iPfQﬂ”Hhho@nkﬂﬁhﬁﬁﬁbﬂgdﬁetwﬁBﬁkiﬁhdngQQ& 98%§9§§i£§=be.?ﬂ an
-offline providable form and information providing nean or "providing

sai d user 16 NowepbetaB@86elechBonWbt Relh8cCRELYR! fLe-0f gLgBLI ON SO that
the encrypted information passes through an offl'i ne channel in :

an information management apparatus for storing both
information on a predetermined right and information
corresponding to said portable electronic device, the second
information indicating to whom a right belongs:

wherein:

said information distribution system is operable to

manage the location of said right by updating the right

information stored by said information management apparatus
and the information indicating to whom said right belongs;
said information management apparatus comprises:
information holding means for holding the right
information;

access means for recording the transfer of said

. right to said user by accessing said information holding

means and for updating the right information held by said
information holding means;

encryption means for generating encrypted
information by using a code unique to said portable
electronic device to encrypt the information indicating to
whom said right belongs to be in an offline providable form;

.and

information providing means for providing said user




at | east one of an audible and visible format |east onclé;Novearer2e6d
portabl e el ectronic device conprises: input neans for accepting the input
of the encrypted information; decryption nmeans for decrypting the
encrypted information using said unique code and outputting the
information indicating to whom said right bel ongs; recording neans for
recording the output information indicating to whomsaid right bel ongs;
and information output means for using a predeterm ned access neans to
out put the recorded information indicating to whomsaid right belongs. 9.
An information distribution systemaccording to Caim8, wherein said
information indicating to whom sai d- PPght bel ongs is information for
permtting adm ssion to a predeterm ned place. 10. An infornmation

di stribution systemaccording to Caim8 or 9, wherein said information
managenment appar at usitlexethieesebrkviprpdi ninésponsieont o she phavi stiom of the

encrypted nlormayi 90 By, 20 &, | 0 OLIRT | o1, BrOVLLI B9 TRADS ., 16, Novepber 2006
54 11. An |n?%rnat|on %Fé?%gkuﬁlon systenf%ccordlng to ] ,15 or 10,
wher ei n: sai depett abke o€l et raoniibldewnde viiaibher feenpaks@sast once;
and
said portable electronic device comprises:
input means for accepting the input of the
encrypted information;
decryption means for decrypting the encrypted
- information using said unique code and outputting the
information indicating to whom said right belongs;
recording means for recording the output
information indicating to whom said right belongs; and
information output means for using a predetermined

access means to output the recorded information indicating

to whom said right belongs.

9. An information distribution system according to
Claim 8, wherein said information indicating to whom said
right belongs is information for permitting admission to a

predetermined place.

10. An information distribution system according to

Claim 8 or 9, wherein said information management apparatus
executes billing in response to the provision of the

encrypted information by said information providing means.




i nformation generating neans for generating infornatiori6Noremieql@$ti ng t he
transfer of said right based on the information recorded in said recording
means; encryption nmeans for generating encrypted transfer information by
using a code unique to encrypt the information for requesting the transfer
of said right so that the encrypted transfer information is provided off
line; control means for controlling the accessing of the information
recorded in said recording neans in response to the encryption by said
encryption neans; and output nmeans for_ogiputting the encrypted transfer
information so that the encrypted transfer information passes through an
of fline channel at |east once; and said information managenent apparatus.

further conpris a,decryption _meapgs for decrypting the encrypted transfer
i nf or nmat i on, angiﬂpd% e%n%ligﬁlﬁ?P?‘ﬁ‘?oﬁgﬁﬁFFéHuMPEhSX% e spepeiding ote he

out put of gaid decrypLl.on, megns,. by, using said access means to access said
i nformation hol ding méans in response to the output of said decryption '

means. 12 An i ofpargbiand shelbublon system accqrding to, olaim 1L

wherein said i nformation nmanagenment apparatu

execut es biIIingir1fﬁﬁﬁgﬁ&gohpggﬂgﬂg%gggnﬁgggg heg encr%p%ed i nformation
by the information providi ng means, and cchanges the BRI response to
t he encryptigformation for requesting the transfer of said right based .
on the information recorded in said recording means;
encryption means for generating encrypted transfer
information by using a code unigue to encrypt the
information for reguesting the transfer of said right so
that the encrypted transfer information is provided offline;
control means for controlling the accessing of the
information recorded in said recording means in response to
the encryption by said encryption means; and
output means for outputting the encrypted transfer
information so that the encrypted transfer information
passes through an offline channel at least once: and
said information management apparétus further comprises
a decryption means for decrypting the encrypted transfer |
information, and updates right information which corresponds
to the output of said decryption means by using said access
means to accessrsaid information holding means in résponse

to the output of said decryption means.

12. An information distribution system according to

Claim 11, wherein said information management apparatus




transfer information. 13. An information distribution sy$tNeweralec@d0di ng to
Claim1ll or 12, wherein said encryption neans of said portable electronic
device is operable to generate second encrypted information based on the
information recorded in said recording neans by using a code unique to
anot her portable electronic device so that the second encrypted
information is provided offline; said control neans is operable to control
the accessing of the information recorded in said recording neans in
response to the encryption by said encrypis an neans; and said output neans
is operable to output the second encrypted |nfornat|on so that the second
encrypted information is provided to the other portable electronic device
after paSSIQQ éh{OU h. of f_line channel at |east once; and the other
portabl e el €C ronlc I ot B FROR R t%r%%%s@¥¢&ﬂ%ﬁonrﬁfsénbnd encrypted

i nformation, s, _ddentical to the roce55|ng of the encrypted
i-nformation % Eﬁd %ﬁﬁ Eﬂﬁ?&?ﬂeﬂ%r%ﬁﬁcﬁ RERAR@ticn providing means, . -

------ 16 hQ%@WQ%{ F06. D A. An. i nformation management nethod for, by
updating right infor mtl}eoﬁ)lhl]%ldjgnyl%nrefsfﬁ%‘r%ﬁ%ﬁ%ﬁéﬁ‘éﬂ@?@d appar at us

and by recof€ifrdp @ RALLARIE el ectronic device information indicating to
whom sai d right bel ongs, managi ng

13. An information distribution system according to
{, Claim 11 or 12, wherein said encryption means of said
portable e1ectronic device is operable to generate second
encrypted information based on the information recorded in
said recording means by using a code unique to another
portable electronic device so that the second encrypted

information is provided offline;

said control means is operable to control the accegsing
_‘of the information recorded in said recording means in
regponse to the encryption by said encryption means; and
said output means' is operable to output the second
encrypted information so that the second encrypted
information ig provided to the other portaﬁle electronic
device after passing through an offline channel at least once; and
the other portable electronic device performs the
brocessing of the second encrypted inforﬁation, which is

identical to the processing of the encrypted information by

said portable electronic device.




said right so as to be exercised when said portable el eétNogernter 806 ce is
with a user, wherein said informati on nmanagenent nethod controls said

i nformati on managenent apparatus to performthe steps of: generating
encrypted information to be in an offline providable formby using a code
unique to said portable electronic device to encrypt the information
indicating to whomsaid right belongs; and providing said user with the
encrypted information so that the encrypted information passes through an
offline channel in at |east one of an audible and visible format |east
once. 15. An informati on managenent nethod according to C aim 14, wherein
the billing is perfornmed in response to the provision of the encrypted
information. 16. An information managéfent nethod according to Caim 14 or
15, wherein said information nmanagenent nethod controls said portable

el ectronic device to performthe steps of: generating encrypted transfer

i nformati on by u$i ngama 16GEdNonriber m2086Gensrt m@ﬁMm&:mnﬁebQOugﬂatyﬁ@

i nformation. f requ estln th sfer of 3?%9 ri%ht so that th
encrypted LI4Hss e Es R | ie1S by 3Bd JPFiFRETLGRd BRBCERTFRG ¢ he
|nfOantlCﬁppdﬁbﬂﬁﬁldﬂﬁtby\M%EBﬁﬁﬂm@ in a portable electronic device
information indicating to whom said right belongs, managing
said right so0 as to be exercised when said portable
electronic device is with a user, wherein said information
management method controls said information management
apparatus to perform the steps of:
generating encrypted information to be in an offline
providable form by using a code unique to said portable
electronic device to encrypt the information indicating to
whom said right belongs; and
providing said user with the encrypted information so
that the encrypted information passes through an offline
channel in at least one of an audible and visible form at

least once.

15. An information management method according to
Claim 14, wherein the billing is performed in response to

the provision of the encrypted information.

l6. An information management method according to
Claim 14 or 15, wherein said information management method
controls said portable electronic device to perform the
steps Qf: -

‘generating encrypted transfer information by using a




right belongs frombeing output, and transmtting the dfdovgited2@fanst er
information to said informati on managenent apparatus so that the encrypted
transfer information passes through the offline channel at |east once. 17.
An information managenent nethod according to Caim 16, wherein said

i nformati on managenent nethod controls said i nage nanagenent apparatus to
performthe steps of: executing a billing process in response to the

provi sion of the encrypted information; and changing said billing process
in response to the encrypted transfer-igformation. 18. An information
managenent net hod according to any one of Clains 14 to 17, wherein said

i nformation managenent nethod controls said portable electronic device to
perform tRhgishep S rge o ncrypted inforpati on based on the
i nf or mati on iﬁd?ci??%gtgogﬁgo ga%§%§?§%FEB§I%ﬁﬁsrﬁguﬁ§£ﬁﬁgath%ode uni que

t o anot her tpantdbl-ecel g opk eyjc t r 2006 58 the
second encrypted inforng%?oﬂigggpggv?gég %??I?%gfggﬁggbg?%Q? ﬂg the second
encrypted information 1o ﬁf@vgaggrofﬁgiﬁ@plﬁnglectronic device so that the
second encrypted information passes through the off |ine channel at | east

" once; and preventing the information indicating to whom said
right belongs from being output, and transmitting the
encrypted transfer information to said information

management apparatus so that the encrypted transfer

i

information passes through the offline channel.at least once.

17. An information management method according to
Claim 16, wherein said information management method
controls said image management apparatus to perform the
steps of:

executing a billing process in response to the
provision of the encrypted information: and

changing said Billing process in response-to the

encrypted transfer information.

18. An information management method according to any
one of Claims 14 to 17, wherein said information management
method controls said portable electronic device to perform
the steps of:

.generating second epcrypted information based on the
information indicating to whom said right belongs by using a

code unique to another portable electronic device so that




outputting the second encrypted information and preventifigveriker 2406or mat i on
indicating to whom said right belongs frombeing output. 19. An o

i nformation managenment method according to Caim18, wherein said portable
electronic device is an integrated circuit card. 20. An information
managenment nethod according to Caim 18, wherein the information N

i ndicating to whomsaid right belongs is information for allow ng sald

user to enter an event pI ace.
- 58 -

the second encrypted'info;mation is provided offline; and
providing the second encrypted information to the other
portable electronic device so that thelsecond encrypted
information pasées through the offline channel at least
once: and
outpufting the second encryﬁted information and

preventing the information indicating to whom said right

PN

belongs from being output.

19.  An information management method according to
Claim 18, wherein said portable electronic device is an

'integrated circuit card.

20. An information management method according to
Claim 18, wherein the information indicating to whom said
right belongs is information for allowing said user to enter

an event place.




