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ENCRYPTION METHOD, PROGRAM FOR ENCRYPTION, MEMORY MEDIUM FOR
STORING THE PROGRAM, AND ENCRYPTION APPARATUS, AS WELL AS

DECRYPT-ION METHOD AND DECRYPTION APPARATUS

' BACKGROUND OF THE INVENTION
Field of the Invention
The present invention relates to an encryption method for
encrypting a message in communication through the internet or
the like using an éncryption algorithm, a decryption method,

a program for the encryption algorithm for executing the method,

‘and a memory medium for storing the program. Particularly, the

present invention relates to a cryptosystem which enhances .th_ej. U

3

encryption strength by grasping a group of data to be handled
inside the encryption algorithm as a wvirtual -data space:

recognizing a ciphertext generated using the  encryption

algorithm as a directional component; utilizing the data in the -

virtual data space designated by the directional. component
inside the encryption algorithm for making ' the ciphertext
intricate; and utilizing a chaos signal for .the encryption
algorithm.

Description of the Prior Art

The internet is being evolved to an open network system to which

not only computers but also portable telephones and general home -

appliances can be connected. With the internet, electronic
commerce and the like are making a rapid progress. The

information which is handled in them is personal data, settlement
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data, and the like, requiring a high confidentiality. Then, to

prevent leakage of data, and to protect the users of

‘communication network against an information offence, such as

a so-called disguise, various cryptosystems have been practiced.
A cryptosystem consists of an encryption system and a decryption-
system, however, the decryption system can be realized as a
sjstem having the same configuration as that of the encryption
system, therefore, the following description will be given
mainly about ﬁhe encryption system.

Cryptosystems can be mainly classified by the method of key

generation: common key cryptosystem and public-key cryptosystem.

The common key. cryptosystem.is. also known as the symmetry

‘cryptosystem, using the same key for both encryption and

decryption. On the other hand, the public-key cryptosystem is
also referred to as the non—symmeti:y cryptosystem, using
different keys for encryption and decryption. With the common
key cryptosystem, the key used for encry_ption is the same as
that for decryption, therefore every time a éiphertext is sent
and received, a special key is 'required, resulting in the control
of the keys being complex.. In addition, the en.cryption key can
be used for decryption, the key must be sent to the other party
secretly to the third party, and the way of sending the key must
be carefully selected. |
The public-key cryptosystem has elimi’nated these drawbacks of
the common key cryptosystem. The public-key crypt.osyste.m is a

cryptosystem which uses a unique' algorithm for performing
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encryption and decryption, and employs the encryption and
decryption keys which are different from each other. With this
cryptosystem, the disadvantages of the common key cryptosystem,

such as complex key control, and difficulty of sending the key

“with the possibility of leakage being minimized have been

overcome. The public-key cryptosystem can be said to be a
cryptosystem which adds a special algorithm for generating a
public key to the'common key cryptosystem. It can be said that
this public-key cryptosystem is excellent in éonvenience as a
cryptosystem, and provides a high encryption étrength, however,

the encryption speed tends to be inevitably slow. For details,

refer to [NK97].in- the list. .of reference literature given at. ... ...

the end of this specification.

-Cryptosystems can be mainly classified by :the method of
processing of the data to be encrypted: block _cryptosystem and
étream - cryptosystem. As -described in "Cryptograph -and
Information Security" edited and written by Shigeo Tsujii and
Masao Sasahara {published by Shokodo, 1990), the block
cryptosystem per.forms encryption and decryption every
relatively long data block of several ten bits or more. If the
plaintext block is expreséed as M, the key block as K, and the
ciphertext block as C, the encryption and d’ecf:yption can be

expressed as f.ollows :

Encryption: C EK (M)

Decryption: M DK (C)

On the other hand, the stream cryptosystem is a cryptosystem
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which encrypts a plaintext by using pseudo-random numbers known
as'_ a keystream as the encryption key. With the stream
cryptosystem, encryption and decryption are sequentially
performed every small data block of 1 bit- or a few bits (for
example 1 byte). The Vernam cryptosystem is a typical stream
cryptosystem. If the symbol series representing the plaintext
is M, the symbol séries representing the ciphertext block is
C, the symbol series representing the random numbers is K, and
the operator for the'exclusive. OR operation is XOR, the Vernam
cryptosystem can be ekpressed as follows:

Encryption: C = M XOR K

Decryption: M = C XOR K
The réndom number symbol series‘ K in the_ Vernam cryptosystem

corresponds to the key in the block cryptosystem.

Because the block cryptosystem. divides the plaintext into...

fixed lengths for processing, the rule for encryption processing
by the encryption algorithm or the like can easily be found out.
On the other hand, it is said that, with the stream cryptosystem,
the rule for encryption processing is difficult to be found out.
However, because the stream ci‘yptosystem encrypts the plaintext

with the use of the pseudo-random numbers inside the encryption

~algorithm, the degree of difficulty in decoding the

pseudo-random numbers can have a direct effect on the encryption
strength If a stream cryptography is bu:th by using a
pseudo -random number sequence which is cryptologlcally high in

safety, the stream cryptosystem can allow building an encryption
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system with a high safety strength.

However, any of the conventional 'pseudo-random number
sequences lacks safety, and the insufficient safety of the
pseudo-random number sequence is a weak point of the stream
cryptosystem, the weak point having not been eliminated. Then,
as the cryptosystem, the block cryptosysterﬁ has been adopted,
and to prevent the rule for encryption prodessing from being
found out, some other technology has been é.dded to the blqck

cryptosystem to develop many cryptosystems which are different

from the block cryptosystem used as the basis. For details, -

refer to [NK97] in the list of reference literature given at
the end of this jspecification.

With a crypfosys.tem, . the balance bhetween the speed of'
processing the data' fdr encryption and decryption, -and- the -
encryption strength is cr;‘.tical. As a popular .c.r_ypi_:qsy_stem,_- DES -
(Data Encryption Sténdard) which was adopted by the National
Institute of ‘Standards and Technology .of the United States in
1977 is available. Belohging to the block cryptosystem, DES is
a cryptosystem which has been cryptoanalyzed in the basic
technology. At present, it has been developed to 3DES, which
repeats the same encryption processing three times for
increasing the difficulty of decryption.

As another cryptosystem, the chaos cryptosystem is available.
For detailed description of the chaos, refer to [AI90] ar_:d [_AIOO]
in the list of reference literature given at the end of this

specification. The chaos cryptosystem generates a chaos signal
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in accordance with a chaos function, and uses this chaos signal
to make the ciphertext intricate for enhancing the encryption
strength. The chaos cryptosystem utilizes the following
characteristics of the chaos functionm.

@ Sensitivity to initial value (sensitive dependence on
initial condition).

@ a property of one way.

® It has a strange attractor.

The chaos cryptosystem which utilizes these characteristics is

- said to have a high processing speed, operate with a light program,

and be high in encryption strength. As the chaos coating method

- {the method of accommodating the chaos function in the _ . = .

cryptosystem), the technique which is used with the encryption

- function in the block cryptosystem, and the .téchnique which is

.used for generating a keystr,e.am in .the stream cryptosystem are

known.

- With the' above-mentioned 3DES, the same proceséi-ng is
repetitively performed with the encryption processing speed
being sacrificed. 1In other words, the user of 3DES can only
select lowering the encryption processing speed to maintain a
desired encryption strength, at present. Any portable
telephor_xe, which is capable of performing electronic mail and
internet communications, requires to be loaded with a
cryptosjstem. However, with the computer program for realizing
the encryption algori'thm for 3DES, the number of program steps

is large, and a large memory capacity is required, therefore,
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3DES is practically difficult to be loaded in the portable
telephone. In addition, the block cryptosystem, such as 3DES,
performs encryption processing every fixed length, thus,
depending upon the set mode, the cipliertext has a periodicity,
and whe_n a file providing a specific pattern, such as image data,
is encrypted, the ciphertext is easy to be decrypted, which makes
the block .cryptosystem, such as 3DES, unsuitable for
multi-media.

Because the chaos cryptosystem utilizes the above-mentioned
ch;':iracteristics of the chaos function, it can be said that the
chaos cryptosystém is prc;vided with excellent basic
characteristics as a cryptosystem. . However, ..among the
conventional chaos cryptosystems, the block cryptosystem uses
the cut map or the tent map as it is, which has a segment linearity,
therefore, if the block cryptosystem is a chaos cryptosystem,
the ciphertext is cryptoanalyzed by the difference decoding
technique.

Among the chaos cryptosystems, the stream cryptosystem, which

~uses a chaos signal for generating a keystream, is required to

have an improved safety of the keystream as pseudo-random numbers
To meet this requirement, it has been conventionally performed
that the _key is first used as the initial value or parameter
of the chaos function for generating a first chaos signal using
the chaos function; then, using the first chaos signal as the '
initial valué oi: parameter of that chaos function, a second chaos

signal is generated; further, using the second chaos signal as
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the initial value or parameter of that chaos function, a third
chaos signal is generated; thus, between thé input and the dutput
of the chaos signal generating means (corresponding to the chabs
emulator in the present application), the feedback is repeated
for increasing the complexity of the chaos signal; and the chaos
signal.obtained as a result of many times of circulation is used
as the keystream. With this .conventional keystream generating
method, the processing time is increased with the number of times
of circulating the chaos signal being increased, and if the

circulation is performed many times, but 'the chaos function is

known, the possibility of the ciphertext being decrypted is not

..completely. eliminated.

The stream-chaos cryptosystem is known; with it, to improve

the encryption strength of the chaos cryptosystem (stream-chaos

cryptosystem) which generates a keystream on the basis of a chaos . .

signal, a plurality of chaos functions are previously provided
inside the encryption algorithm, and the chaos function is
changed over from one to another on the way of encryption
processing. With one method of this cryptosystem, a logic which
changes over the chaos function to be used, every specific length
of the plaintext (10,000 bytes, for example), is previously
incorporated in the encryption 1pgic. With 'another method, the

information for switchover of the chaos function is inserted

in the middle of the ciphertext. But, if the chaos function is

switched over from one to another every specific length of the

plaintext, the characteristics of the ciphertext are changed
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with.the switchover, and this change of the characteristics of
the ciphertext may give an opportunity of decryption. On the
other hand, if an instruction for changeover of the chaos
function is inserted in the middle of the ciphertext, the
changeover instruction may give a chance of decryption. Thus,
the chaos cryptosystem with which a plurality of chaos functions
are provided for switchover of the chaos function has been
devised in the inteﬁsion of improving the encryption strength
by making the chaos function difficult to be comprehend, however,
whether the switéhover is provided by previously incorporating

the switchover locations in the encryption logic or inserting

. the instruction for changeover of the chaos function in the. ...

middle of the ciphertext, there is a great possibility of the

information for switchover rather causing the. encryption

strength to be lowered.

With the stream-chaos,cryptosystem, which uses the information
of the key as the initial wvalue of the chaos function for
generating the value of the chaos function in the form of a
floating point number as a chéos signal, and generates a
keystream on the chaos sighal, the chaos signal value varies
only in a narrow range in the vicinity of 0 or in the vicinity
of 1. If the chaos -functiori value varies only in a narrow range
in the vicinity of a particular value, th.e distribution range
of the data in the keystream is extremely narrowed, which fesults
in the data in the ciphertext being distributed in a narrow range,

and thus the encryption strength being lowered.
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With conventional cryptosystems, the length of the key is fixed.
If a key having a length shorter than the predetermined length
of the key is input, the data which is lacking is regarded as .
0, and on the basis of the data of 0, the decryption of the key
is facilitated, resuli:ing in the strength of the key being
substantially lowered. If a key having a length exceeding the
predetermined length of the key is input, the excess data is
not processed, and thus however long a key is used, the encryption
strength Wili not be improved. In other words, with
conventional cryptosystems, the encryption strength is fixed,

and cannot be freely set by the user. With a cryptosystem

.providing. a. greater length of key, the encryption strength is -

" high, but the processing speed is low. Thus, with conventional

cryptosystems, the user cannot select the processing speed and
the encryption sfrength as required, because the length of the
key is fixed.
SUMMARY OF THE INVENTION

Then, one purpose of the present invention is to provide an
encryption method and system, and a decryption method and system
wherein the encryption algorithm requires a small size of
real-storage area in the computer, which allows it to be easily
loaded in a portable telephone, and provides a high encryption
speed and a high cryptographic strength, and in addition,
computer programs for realizing theée encryption method and
decryption method, and a memory medium for storing those computer

programs. Another purpose of the present invention is to
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provide an encryption/decryption system with which, if a file

-providing a specific pattern, such as image data, is encrypted,_

the pattern in the plaintext will not easily be developed in
the ciphertext, and thus the cryptographic strength is high.
Another . purpose of the present invention is to provide an
encrybtion/decryption system with which the length of the key
is optional, and thus the processing speed and the cryptographic
strength can be selected as required by the user.

These purposes of the present invention can be achieved . by:

[1] An encryption-method which uses an encryption algorithm

for executing data processing involving inputting a common key

K and a plaintext P; generating an internal key..which is.data -,

related to the common key K, on the basis of the common key K;

using plaintext processed data obtained by processing -the

plaintext P. or the plaintext itself as plaintext information.

data for performing a first exclusive OR operation between the

plaintext information and the internal key for generating a-

primary ciphertext E, for the plaintext P; and performing a second

exclusive OR operatioh between the primary ciphertexf E, and data
for secondary encryption, V, for generating a secondary
ciphertext E, of the plaintext P, wherein

a group of data to be handled with the encryption algorithm,
i.e. ', the common key K, the plaintext P. and the initial values
which are previously loé.ded in the algorithm, or the common key

K, the plaintext P and the data generated by processing the

initial values, is grasped as a virtual data space; the result.
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of said second exclusive OR operation is recognized as a vector
directional component designating data in the wvirtual data
space; the data designated by the vector directional component
is recognized as a vector quantitative component; a logical
operation for the vector quanfitative component is performed
for generating vector data; and the vector data is handled as
said data for secondary encryption, V.

[2] An encryption method involving inputting a common key K
and a plaintext P; genefating_an internal key, which is data
related to the common key K, on the basis of the common key K; -

using plaintext processed data obtained by processing the -

plaintext P or.the plaintext itself as plaintext information... ... = ..

data for performing a first exclusive OR operation between the
plaintext information and the internal key for generating a -

primary ciphertext E; for the plaintext P; and performing a second

. exclusive OR operation between the primary ciphertext E, and data -

for secondary encryption, V, for generating a secondary
ciphertext E, of the plaintext P, wherein

said data for secondary encryptioh, V, consists of Y data (¥
is 1 or an integer greater than 1), V(;), V(,), V(5), ....., V(4),
each having a length of @ -( 0 is 1 or an integer greater than
1), the initial values of V(,), V(;), V(;), ..... . Vi) are“If
(D: Yo V(). oveen, Yy,

if data located every specific length .of ©, counting from the
head of the primarj ciphertext E,, is E; (), E; (5, By (5, +-...

Ei(ms +++-- {mis 2 or an integer greater than 2), respectively,

12
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and data located every specific length of 0, counting from the

' head of the secondary ciphertext E,, is E, 1+ Baz)r Baays cveees
By ms oones , respectively, said second exclusive OR _opération
is performed for the first ¥ data, E, P N . -

(vy in the primary ciphertext El, using said initial values V¥
(J. ¥Y,), Y), ee..., ¥(,) as said data for secondary
encryption, V,

a group of data, i.e., said internal key, and the plaintext

information data and other data related to the key K or the

-plaintext P, as well as settings previously given or data

obtained by transforming the settings, is grasped as a virtual

--data space; when 1 =< n-= "9 (n:is: an. integer), the first

exclusive OR operation is performed on the data in said virtual

‘data space designated using E, ,, as the address, and the generated -

operation value is used as data for secondary encryption, V.
for replacing the initial value V¥, with the V,,:; and when n
= 9P + 1, the first exclusive OR operation is performed on the
data in said virtual data space designated using E,,, as the
address, and the generated operation value is used as new data
for secondary encryption, V,, for replacing the former data for
secondary encryption, V., with 'the new V.

{31 An encryption method as ciaimed in claim 2, wherein, if
said data length 0 is 1 byte and the r;umber. of bytes for said
internal key is 7, a f.able for the data for secondary encryption
of ¥ bytes.(‘tb é n') for storing said data for secondary
encryption, V (V = V,, V., V. , Vigyr +eveev Viy,) is
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provided; in the table for the dafa for secondary 'encryption,
(), YY), Y()., ...... ¥V{(,) are previously stored as initial
values in V), Vi, Vi ceveors Vigys »ee0-s Viy,, respectively;
the data for said internal key designated using E, ;,, E;;,. E,
(3)r so-ses By (m,; «.... as the address is Sg,,.; and if exclusive

OR operation is expressed as XOR, the value expressed by the

~right side of the logical operation expression:

Sezmy XOR V(,, XOR Vi, 5y = Viy (1)
is replaced with V,,, sequentially. (Here, n = m mod ¥.)
[4]7 An encryption method involving inputting a common key K

and a plaintext P; generating an internal key, which is data

related to.the common key K,.on the basis of the common key K; ... . . .. .

using plaintext processed data obtained by processing the
plaintext ‘P or the plaintext itself as plaintext information
data for performing a first exclusive OR operation between the
plaintext information and _1:he internal key for generating a
primary ciphertext E, for the plaintext P; and performing a second
exclusive OR operation between the primary diphertext E,; and data
for secondary encryption, V, for generating a secondary
ciphertext E, of the plaintext P, whérein

said second exclusive OR operation is performed between the
primary ciphertext E, and data for secondary encryption, V, every
specific length of 0,

the data for secondary encryption, V,,, of the specific length
of 0 between which and the data E,;;, of the specific length of

0 at the head of the primary ciphertext E, said second exclusive

14
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OR ope:;:ation is performed is the initial valueV,,,

a group of data, i.e., said internal key, and thé plaintext
information data and other data related to the key K or the
plaintext P, as wéll as .settings previouSly given or data
obtained by transforming the settings, is grasped as a virtual
data space; if the secondary ciphertext E, of a length of 0
generated by said second exclusive OR operation performed
between the data E,;, and the initial valueV, is E,,,, the data
for secondary encryption, V., of a length of 0 between which

and the data E,;,, of a length of 0 fdéllowing the data E,;, in

the primary ciphertext E, said second exclusive OR operation is

.performed is generated by performing the first.exclusive.  OR. . .

operation on the data designated in said virtual data space using
E,, as the address; and subsequently the data for secondary
encryption, V., Vi, Vi, «.... Ffollowing V., .0of a length of
0 is generated by performing the first exclusive.-OR operation
on the data designated in said -virtual data space using the
secondary ciphertexts E,;,, Eys), Eyeys covvor Byms soe-. (M i8S
1 or an integer greater than 1) following E,;;, of a length of
0 as the address, respectively.

[5] An encryption method as claimed in claim 4, wherein, if
said data length 0 is 1 byte and the number of bytes for said
internal key is 77, a table for the data for secondary encryption
of P bytes (¥ = 7n) for storing said data for secondary
encryption, V (V = V,, Vi, Vi, e s Vimys evess . Vigy) is

provided; in the table for the data for secondary encryption,
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Vi), Y. Y(G), .iive, Y(,) are previously stored as initial
values in Vi, Vi, Vigys eeveeer Ve «eeee, Vi, respectively;
the data for said internal key designated using E, (;;, E;;;., E,
(3)r soono + By mys +-... as the address is S;_:z(m,; and when exclusive
OR operation is expressed as XOR, the value expressed by the’
right side of the logical opefation_expression:
Sg2(m) XOR Vi XOR Vi, 40y = Viuuyy | (1a)
is replaced with V., ,,,., sequentially. (Here, n = m mod ¥.)
[6] An encryption method as cléimed in any one of claims 2
to 5, wherein, by performing a first key transformation. .

prbcessing on the common key K, first common key transformation

. data including information of the key K is generated; a.digital: . - - -

" chaos signal C is generated in accordance with a chaos function:

using the first common key transformation data as the initial -
value init; and digital chaos signal C information containing .
data including the information of the digital chaos signal C.
is used as said internal key or data obtained_by'procéssing.the
digital chaos signal C information containing data is used as
said internal key.

[7] An encryption method as claimed in claim 6, wherein said
first key transformation processing is a processing involving
extracting at least a part of the data in the common key K;
generating an add value by performing an operation of adding

the partial key to the preset base value; and using the add value

as said first common key transformation data.

[8] An encryption method as claimed in claim 6, wherein, if
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the number of bytes for the common key K is A (A is 1 or an
integer greater than 1), A partial keys (1 = A = A) of Vv
bytes (i =v = 1) are extracted from the common key K; by adding
the preset base value to'the partial key, A addition values are
generated; using the addition values as the initial values init,,,
init,,, initg,, ....., init,,, ....., init.,,, respectively, (n
is an integer, meeting 1 = n < A), digital chaos signals Ciy»
Cizys Czyr veenen + Cinyr +«+: Cip) are generated for the initial

Values init(l) F init(z) r init(3) ’ e * 0 0 s, init(n) F ® o o s F init(A ) ¥i

respectively; and by processing the digital chaos signals Cay»

Cizyr Cays eeeees Chyyy evenn, C(.A-,, said digital chaos signal C

7 .information containing data is generated: .
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[9] An encryption method as claimed in claim 8, wherein the

processing of said digital chaos signals C,, C,. Ciayr evoee,

Cinys «++-.+ Cu, is an operation of C,, + C,, = Ce1ys Cia) + Cryy o
= CF(Z), C(a) + CF(Z) = CF(3)' e o v s , C(n) + Clp'(n'_ 1) ,= CF(I’I]' « s e e 0y, C(A)
+ Cpa - 1) = Cpa,, and Cra, is 'said digital chaos signal C

information containing data.

[10] An encryption method as claimed in any one of claims 2
to 9, wherein, by performing a second key transformation
processing on the common key K, a second common key.
transformation data including the infprmation of the common key
K is generated; and by stirring said digital chaos signal. C
containing information and said second cominon key transformation
data, said internal key is generated.

[11] An encryption method as claimed in any one of claims 2
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to 10, wherein the data designated in said virtual data space
using E, 1,, Ey5)r By 55 o0 o r Bymye oo . .. as the address is said
internal key.

[12] A computer program wherein an encryption algorithm for

executing the encryption method as claimed in claims 1 to 11

.1ls stated in a computer language.

[13] A memory medium wherein the computer program as claimed
in claim 12 is stored.

[14] An encryption apparatus which uses an encryption .
algorithm for -execﬁtin'g data processing involving inputting a.

common key K and a plaintext P; generating an internal key, which

is data related to the common key K, on the basis of the common: . - -
key K; using plaintext processed data obtained by proéessing
the plaintext P or the plaintext itself as plaintext information -

. data for performing a first exclusive OR operation between the.

p-laintext information and the internal key for generating a
primary cil')her'text E, for the plaintext P; and perform;i.ng a second
exclusive OR operation between the primary ciphertext E, and data
for secondary encryption, V, for generating a secondary
ciphertext E, of the plaintext P, wherein

secondary encryption data V generating means for generating
secondary encryption data V is provided,

said secondary encryption data V generating means grasp as a
virtual data space a group of data to be handled with the
encryption algorithm, i.e., the common key K, the plaintext P

and the initiai values which are previously loaded in the
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algorithm, or the common key K, the plaintext P and the data
generated by processing the initial valaes; recognizes the
result of said second exclusive OR operation as a vector
directional component designating data in the virtﬁal data
space; recognizes the dai:a" designated by fhe vector directional
component as a vector quantitative component; performs a logical
operation for the'vecfor quantitative'component for generating
veator data; and handles the vector data as said data for
secondary encryption, V.

[15] ° A decryption method which decrypts .a ciphertext

generated by the encryption method as claimed in claims 1 to

11, wherein the. conf.ig\ira‘tio-n is the same as -that .for the . ... ... .

encryption method as ciaimed in claims 1 to 11, said ciphertext
is input instead of said plaintext, and said ciphertext input
is decrypted using the. same _common key as said common key used
by the encryption method as claimed in claims 1 to 11.

[16] A decryption apparatus which decrypts a ciphertext
generated using the encryption apparatus as claimed in claim -
14, wherein the configuration is the same as that of the
encryption apparatus as claimed in claim 14, said ciphertext
is input instead of said plaintaxt, and said ciphertext input
is decrypted using the same common key as said common key used
with the encryption apparatus as claimed in claim 14.

BRIEF DESCRIPTION OF THE DRAWINGS
"FIG. 1 is a conceptual diagram showing the way of generating

vector data involved in the encryption method according to one
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embodiment of the present invention.

FIG. 2 is a flowchart showing the procedure for the encryption
processing involved in the encryption algorithm for executing
the encryption method according to one embodiment of the present
invention.

FIG. 3 is a flowchart showin§ thé configuration of an encryption
system (an encryption system according to one embodiment of the
present invention) which implements the encryption algorithm
as illustrated in FIG. 2.

FIG. 4 is a diagram exemplifying the irregularity of the

logistic map by choosing i as the abscissa and X(i) as the

- ordinate. .

FIG. 5 is a chdracteristic diagram of the logistic map that

is expressed by choosing :X(i) as the abscissa and X(i+l) as the -

ordinate.

FIG. 6 is a diagram showing the configuration of the chaos
emulator 102 in the encryption system as showﬁ in FIG. 3.

FIG. 7is a conceptual'diagram showing the flow.of data betwéen
the chaos emulator 102 and the chaos filter 103 in the encryption
system as shown in FIG. 3.

FIG. 8 is a conceptual diagram partially showing the processing
of data in the chaos filter 103 in the encryption system as shown
in FIG. 3.

FIG. 9 is é conceptual diagram showing the processing which
is performéd in the chaos filter 103 for the data sent from the

chaos emulator 102 in the encryption system as shown in FIG.
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3.

FIG. 10 is a diagram showing the configuration of the key
initial transformation section 104 which generates a subkey set
L in the encryption system as shown in FIG. 3, and the
relationship between the chaos signél Cd and the subkey set L,
which are input to the keys.tream (Ks) generation section 105
and stirred. |

FIC. 11 is a conceptual diagram showing the stirring processing
between the ché.os signal Cd and the subkey set L that is perfqrmed
in the keystream (Ks) geﬁeration section 105 in the encryption
syétem as shown in FIG. 3.

FIG. 12 (A), FIG. 12 (B), and FIG. 12 (C)—as.examples of
plaintext P which is encrypted according to the embodiment as
illustrated ip FIG. 2 and FIG. 3, FIG. 12 (A) shows a'solid black
figure, FIG. 12 (B) a solid white figure, and FIG. 12 (C) a figure
which is . black in the upper half area, and white in the lower
half one.

FIG. 13 provides a table which gives frequencies of occurrence
of 0 and 1 in the plaintext, the ciphertext, and the decrypted
plaintext, when the solid black figure, FIG. 12 (A), the solid
white figure, FIG. 12 (B), and the black and white figure, FIG.
12 {(C), as well as the data obtaihe'd as an LZH file by compressing
the entire Hélp folder (13.4 MB) in the Japanese edition of
Microsoft Visio 2000 SRI (The Visual Language of Business) using
compression software are each input to the encryption system

as shown in FIG. 3 as a plaintext P for encrypting the plaintext
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P, and then decrypting the ciphertext.

FIG. 14 provides tables whieh give the distribution of
frequencies of occurrence of each binary data when the densitiee
of the picture elements (pixels) in the plaintext, the ciphertext,

and the decrypted plaintext for the solid black figure, FIG.

12 (A), are expressed as binary data of 2-digit hexadecimal

numbers (i.e., binary data of 256 tones), the ordinate
representing the second digit of tlie two-digit hexadecimal
numbers, and the abscissa the first digit ef the two-digit
hexadecimal numbers.

FIG. 15 provides line graphs which show the distribution of

frequencies of .occurrence of each binary data when the densities

of the picture elements (pixels) in the plaintext, the ciphertext,
and the decrypted plaintext for'the solid black figure, FIG.
12 (A), are-expressed as binary data of 2-digit hexadecimal . .
numbers (i.e., binary-  data of 256 tones), the ordinate
representing the frequency of occurrence, and the abscissa the
first digit of the two-digit hexadecimal numbers. A particular
broken line corresponds to 0%, 1%, 2%, _,..,, E¥, or F* in
the leftmost column (ordinate column) in the table as given in
FIG. 14.

FIG. 16 provides tables foi‘ the solid white figure as shown |
in FIG. 12 (B), which are similar to those in FIG. 14.

FIG. 17 provides line graphs for the solid white £figure as shown
in FIG. 12 (B), which are similar to those in FIG. 15. A

particular broken line corresponds to 0%, 1%, 2%,
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%, or F¥ in the leftmost column (ordinate column) in the table

as given in FIG. 1l6.

FIG. 18 provides tables for the black and white figure as shown

in FIG. 12 (C), which are similar to those in FIG. 14.

FIG. 19 provides line graphs for the black and white figure
as shown in FIG. 12 (C), which are similar to those in FIG. 15.
A particular broken line corresponds to 0%, 1%, 2%, . ...,
E*, or F* in the leftmost column (ordinate column) in the table
as given in FIG. 18.

FIG. 20 provides tables which give the distribution of

frequencies of occurrence of each binary data when the data in

the plaintext, the ciphertext, and the decrypted plaintext for . -

the Help.Izh (Visio) file as given in FIG. 13 is expressed as
binary data of 2-digit hexadecima.l .numbers, the ordinate

representing the second digit of the. two-digit hexadecimal

‘numbers, and the  abscissa the first digit of the two-digit

hexadecimal numberé.

FIG. 21 provides line graphs which show the distribution of
frequéncies of occurrence of each binary data when the data in
the plaintext, the ciphertext, and the decrypted plaintext for
the Help.Izh (Visio) file as given in FIG. 13 is expressed as
binary data of 2-digit hexadecimal numbers, the ordinate
representing the frequency of occurrence, and the abscissa the
first digit of the two-digit hexadecimal numbers. A particular
broken line corresponds to 0%, 1%, 2%, .. ... , B¥, or F¥ in

the leftmost column (ordinate column) in the table in FIG. 20.
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FIG. 22 is a circuit diagram showing a conventional key
transformation circuit which corresponds to the key initial
transformation section 104 as indicated in FIG. 10.

FIG. 23 is a flowchart showing the procedure for the processing
involved in an encryption method, which ié a variation of the
encrypfion method as illustrated in FIG. 2, and the pro.cedure
for the processing involved in a decryption method of decrypting
the ciphertext obtained using this e'ncryption method to the
plaintext.

DESCRIPTION OF THE PREFERRED EMBODIMENT

Hereinbelow, an embodiment of the present invention will be

more specifically explained with reference to.the drawings. .

FIG. 2 is a flowchart showing the procedure for the processing

involved in the encryption'method according to one embodiment

. of the present invention. . This encryption method is of a stream

.cryptosystem of common key type, or of a chaos cryptosystem, .

because a chaos signal is generated in accordance with a chaos
function, _and this- chaos signal is used for generation of a
keystream. This encryptionmethod is described as an encryption
algorithm in a computer programming language, such as the Java
language. The program of this encryption algorithm is loaded
in a computér, such as a persqnal' computer, an MPU
(microprocessor unit) in a poftable telephone, and a PDA
(personal digital assistant). FIG. 3 is an encryption system
which implements the encryption method as illustrated in FIG.

2. This encryption system comprises a computer program which
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describes the encryption algorithm and a computer (hardware and
software, such as an operating system) which carries this
computer program.

In FIG. 2, reference numerals 1 to 9 and 11 indicate the stéps
of processing which are components of the encryption method.
These steps of processing are executed by the corresponding means
as shown in FIG. 3. In FIG. 2, Step 1 performs inputting a_key
(K):; Step 2 chaos emulation which generates a digital chaos
signal C; 8Step 3 chaos filtering:. Step 4 key initial
transformation; Step 5 generating a keystream (Ks); Step 6
inputting a plaintext (P); Step 7 primary encryption; Step 8
generating an-internal vector (V); Stép 9 secondary encryption; -
and Step 11 ocutputting a ciphertext (E;). The encryption system
as shown in FIG. 3 comprises a key (K) input section 101; a chaos
emulator 102 which generates a digital chaos signal C; a chaos. .
filter 103; akey initial transformation section 104; a keystream
(Ks) generation section 105; a plaintext (P) input section-106;
a primary encryption section 107; an internal vector-(V)'
generation section 108; a secondary encryption section 109; and
a ciphertext (E;) output section 111.

- In Step 1, a common key K of A bytes (A denotes 1 or any
positive integer greater than 1) is input. Methods for
inputting a common key K include the method which manﬁally inputs
it byte by byte from the keyboard in sequence, and the method
which previously storés the key K on the memory means, such as

a hard disk, and reads out it from that memory means before
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executing this encryption method. In the chaos emulation in

Step 2, A sets of non-linear digital chaos signals (in this

specification, non-linear digital chaos signal is abbreviated

to digital chaos signal) of 4 bytes (4 denotes 2 or any positive

integer greater than 2) are generated on the basis of the key

K. The digital chaos signal C represents the entire A sets of

non-linear digital chaos signals (of U4 Dbytes). In chaos

filtering in Step 3, the A sets of digital chaos signals are

processed for generating only one digital chaos signal of i

bytes, which is output-as a digital chaos signal cd. .

- In the key initial transformation in Step 4, the key K input

-in Step 1 is processed for generating a subkey set- Lof &§ (& ...

denotes 2 or any positive integer greater than 2). 1In the key

- stream generation in Step 5, a keystream Ks (which is equivalent

to the above-mentioned internal key) of 7 bytes (n = u + &)

is generated on the -'basis of the digital chaos signal Cd and -

the subkey set L. The keystream Ks is stored in the keystream
table [Ks] in the keystream generation section 105. If the
number of bytes for the plaintext P exceeds 7, the keystream

Ks of 7 bytes is repeatedly output from the keystream table [Ks]

for generating the keystream with the number of bytes that is
required for encryption of the plaintext P.

The key can have a great effect on the result of encryption

' (the ciphertext). Therefore, it is said that, if a key for which

no transformation is provided is used for encrypting a plaintext,

the ciphertext will undesirably have a 1low cryptographic
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strength. For example, with the above-mentioned DES, the parity
bit in the key is removed before performing a bit shift and a
bit extension for transformation of the key. In the present
embodiment, the key Klis transformed into the keystream Ks by
performing the processes in Steps 2 to 5.

In the plaintext input in Step 6, data (plaintext P) which is
to be encrypted is.input. The plaintext P to be encrypted is
text data, figure data, image data, sQund data, or the like.
In the primary encryption in Step 7, an exclusive OR operation
between the plaintext P and the kéystream Ks is performed for
generating a primary ciphertext E,.
© The internal vector generation section 108 has a vector data
table [V], in which vector data initial values are previously
stored. The vector data table [V] corresponds to the.
above-mentioned data table for secondary encryption, having ¥ .
fields, each of which stores vector data of 0 bytes. 1In the.
internal vector generation in Step 8, the first vector data
initial value ¥, of 0 bytes in the vector data table [V] is
read out. In the secondary encryption in Step 9, an exclusive
OR operation is performed for the first data E,;, of 0 bytes in
the primary ciphertext E; with the use of the vector data initial
value ‘Ifm of P bytes for génerating a secondary ciphertext E,,,
of 0 bytes.

In the internal vector generation in Step 8, as shown.with a

_dotted line in FIG. 2, the secondary ciphertext E,;, of 0 bytes

is received, and this secondary ciphertext Egn of 0 bytes is
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recognized as the directional component IR of the vector. Here,
the designation IR of the directional component is derived from
irregular reference of data in the virtual data space by 'means
of this directional component, as 'described later. The
directional component IR points to the data Ks (IR) of the address
IR in the keystream table [Ks]. In the internal vector
generation in Step 8, the data Ks (IR) is read out from the

keystream table [Ks]; the data Ks (IR) is recognized as the

-quantitative component of the vector; a logical operation

- (corresponding to the above-mentioned first 1ogical operation)

is performed on the data Ks (iR) of the quantitative conmponent;
vector data V{ ;) of 0 bytes is generated; and the .first vector .
data initiai value ‘Fm of 0 bytes in the vector data table [V]
is replaced with the vector data V(,).

-In the secondary encryption (Step 9), an exclusive OR operation
between the -sec.ond vector data initial value ¥, of 0 bytes in
the physical sequence and the next primary ciphertext E;,, of
0 bytes is performed for generating a next secondary ciphertext
E,, of 0 bytes. Hereafter in the same way, the secondary
encryption is repeated every 0 bytes in the primary ciphertext
E, for generéting a secondary ciphertext E, 6f the same number
of bytes as that in the primary ciphertexf E,. Assuming that
P sets of data of 0 bytes are provided as the wvector data
initial values, the P sets of © -byte data (data of p * ¥
bytes) from the beginning in the primary ciphertext E, are

secondary-encrypted by an exclusive OR operation with the vector
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data initial value ¥. Then, the next ¥ sets of 0-byte data

and the subsequent. in the primary ciphertext E; are
secondary-encrypted by an exclusive OR operation with the
internal vector data V(,)., V(,}, V(5)., ..... L V(). .. .. . Vi),
which are generated by a logical operation on the data Ks (IR)
designated by the vector directional component IR. These
internal vector data V{(,), V(;), V(5), ..... e V() e, V()
are sequentially updated for each secondary ciphertext E, of @
bytes.

As stated above, in the internal vector generation in Step 8,

the directional component IR of the vector designates the data

in - the Kkeystream table [Ks].. However, with the .present

invention, the data which is designated by the directional

component IR of the vector is not limited to the data in the

keystream table [Ks]. By grasping a group of data to be handled . .

with the encryption algorithm, i.e., the common key K, the
plaintext P and the initial values which are previously loaded
in the algorithm, or the common key K, the pl_aintext P and the
data generated by processing the initial values, as a virtual

data space, the range of data which is designated by the

directional component IR of the vector may be expanded to the '

-virtual data space. However, by assuming that the directionél

component IR of the vector designates the data in the keystream
table [Ks], the following explanation of the present embodiment
is simplifiéd.

In the present embodiment, the secondary ciphertext E, of 0
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bytes which is generated for the first time when the secondary
encryption (Step 9) is completed by taking Steps 8 and 9 is
r.ecognized as the directional component IR of the vector; the
data Ks (IR) in the keystream table [Ks] is designated by the
directional component IR of the vector; and the operation value
obtained by performing an operation on the data Ks (IR) is used
as the next vector data of 0 bytes, which is one of the
characteristics of the present embodiment.

In the present embodiment, the cryptographic strength is based
on the encryption using a digital chaos signal C from the chaos

eniulator 102, the keystream Ks generated based on this digital

chaos signal C, and the internal vector data V from the intermnal - .

‘vector generation section 108. With the conventional DES, the

cryptographic strength is assured by repeating the same process -

many times,.thus the encryption speed.is:low, and the.program

occupies a large portion of the storage capacity of the computer.

On the other hand, the chaos emulator 102 and the internal vector

generation section 108, which are the critical components for

encryption in the present embodiment, are each capable of high -

speed processing, therefore, the encryption algorithm in the
present embodiment requires a small size of real-storag'e area
in the computer, which allows it to be loaded in a portable

telephone, and provides a high encryption speed and a high

.cryptographic strength.

Next, the encryption method and the encryption system

according'to the embodiment of the present invention which have
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been described with reference to FIG. 2 and FIG. 3 wili be still
more specifically explained with reference to FIG. 1 and FIG.
4 to FIG. 11. FIG. 1 is a conceptual diagram showing the way
of generating vector data involved in the encryption method and
the encryption system according to the embodiment as jillustrated
in FIG. 2 and FIG. 3. FIG. 4 is a diagram exemplifying the.
irregularity of thé logistic map by choosing Ii ‘as the abscissa
and X(i) as the ordinate. FIG. 5 is a characteristic diagram
of the logistic map that is expressed by choosing X(i) as the
abscissa and X(i+1l) as the ordinate. FIG. 6 is a diégram showing

the configuration of the chaos emulator 102 in the _encrthion

system as shown in FIG. 3. FIG. 7 isa conceptual diagram showing ==

the flow of data between the chaos emulator 102 and the chaos

filter 103. FIG. 8 is a conceptual diagram partially showing

- the processing of data in the chaos filter 103 in the encryption .

system as shown in FIG. 3. | FIG. 9is a conceptuai diagram showing '
the processing which is performed in the chaos filter 103 for
the data sent from the chaos emulator 102 in the encryption system
as shown in FIG. 3. FIG. 10 is a diagram showing the
configuration of the key initial transformation section 104
which generates a subkey set L in the encryption systein as shown
in FIG. 3, and the relationship between the chaoslsignal Cd and
the subkey set L, which are input to the keystream (Ks) generation
section 105 and stirred. FIG. 11 is a conceptual diagram showing
the stirring processing between the chaos signal Cd and the

subkey set L that is performed in the keystream (Ks) generation
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section 165 in tﬁe encryption system as shown in FIG. 3.
First, the notation'which is used in the statemehts as given
later and the drawings for reference will be explained here;
Data will be expressed in such a manner as C(1l), C128(1), CD,
and E,;;,. In such nof.ation, the first letter ("C", for example)
and a letter with a suffix (for example, "d" in Cd and ".," in
E,;)) denote a group of data (such as a digital chaoé signal)
which is to be provided with a .certain name for identification,
and the number following the first letter (128, for example)
denotes the byte length. When the letter is not followed by any

number, the byte length shall be interpreted to be one byte.

‘The number in the parentheses ("1" in C(1) and "1" in E,;,,, for

example) denotes the ordinal number at which the pertinent data
is located, being counted from the head of the data input for

the processing. When the letter is not provided with a

- parenthesized number, it means that the data is to be processed

as a batch with no discrimination of ordinal number. The data
in the present embodiment is processed in bytes (one byte is
equai- to 8 bits)' as a general rule. Thus,. in the present
embodiment, since the number in the parentheses denotes the
prdinal number at which the pertinent data is located, being
counted from the head, the parenthesized number also denotes
the ordinal number at which the byte for the pertinent data is
located, being counted from the head; as a general rule.

In the present embodiment, the length of the common key K is
A bytes, and A denotes 1 or any positive integer greater than
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1. The length A of the key is important for the cryptograph
technology, and the longer the key length A, the wider the
variation range for the data in the ciphertext will be, and the
higher the cryptographic strength will be. if the key length
A is variable, in other words, the user of a cryptosystem can
arbitrarily specify the key length A, the variation range for
the data in the ciphertext will be substantially widened. When
amalicious third party tries to decrypt the ciphertext by taking

a Brute Force attack, the key length A being .varié.ble will
provide a wide range of key which must be attacked on the Brute

Force basis, compared to the range for a fixed length key,

‘therefore it éan be.said that the cryptosystem of yvariable length .

key provides a cryptograph technology which is rigid also to
a Brute Force attack. Judging from the fact that the
restrictions on exports of the cryptograph technology in USA,

i.e., "Title 22, Code of Federal Regulations, Parts 120-131

" {International Traffic of Arms Regulations -  ITAR)" is .

ap'plicable to any cryptosystem involving a key with a length
equal to or over a certain length, it is obvious that the length
of the key can have a direct effect on the cryptographic strength.

FIG. 6 is a diagram showing the configuration of the chaos
emulator 102 in the encryption system as shown in FIG. 3; 1021
indicating a key division section, 1022 an initial wvalue '.
operation section, and 1023 -a chaos function operation section.
The chaos emulator 102 redeives the common key K, and performs

the process of the chaos emulation in Step 2 in FIG. 2 for
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generating a digital chaos signal.

The data input to the chaos emulator 102 is the key K. The
key K is data which. is processed in bytes, and here it is assﬁmed
that the key K is of A bytes. If data of 1 byte (8 Bits) is
expréssed in hexadecimal notation, 256 vélues from 00 to FF can
be given,' however, for the key K in thé present embodiment, 255
values from 01 to FF are permissible. In the keydivision section

1021, the key K of A bytes is divided into partial keys of

arbitral lengths from 1 byte to 8 bytes. It is assumed that the

- number of bytes for the partial keys is V. For example, if- A

= 10, K = 1234567890, and V = 2, the key divisioh section 1021

divides the key-K-into-five - different partial keys of. 12, -34,.

56, 78, and 90. In the following description and the

accompanying drawings, assuming that v = 1, i:he key K of A

bytes is divided into A: partial keys Of K(1), K(2), K(3)y eovwuy .o

K(n), «...., K(1 - A), and K(A) (1 = n = A) (in the present
embodiment, it is assumed that Vv = 1, thus the above-mentioned
A is equal to A).

The initial vélue operation éection 1022 previously stores the
base value, and receives the pértia_l keys of K(1l), K(2),
K(3), «v..., K(n), ....., K(1 - A), and K(A) provided by the
key division section 1021 as offset values in sequence for
performing an add_operation which adds the respective offset
values to the base value. The sums generated by the add operation
in the initial value operation section 1022 are provided for

the chaos function operation section 1023 as the initial value
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init for the chaos function in the chaos function operation
section 1023.

The chaos function operation section 1023 receives the initial
value init for the chaos function, and generates a non-linear
digital chaos signal from the logistic map, which is a typical
chaos function. The logistic map is expressed as:

X(i + 1) = ax(i)(1 - X(1i)) ' (2)
Where i is a positive integer of 1 or greater, and ¢ is a driving
parameter, being a parameter for the chaos function. X(1) j.s
the initial value init. FIG. 4 is a diagram exemplifying the

irregularity of the logistic map by choosing i as the abscissa

and X(i) as the ordinate. .FIG.. 5 is.a characteristic diagram ;. -

of the logistic map that is expressed by choosing X(i) as the
abscissa and X(i+1) as the ordinate. As_ exemplified in . FIG. 5,
the logistic map provides a great number of X(i + 1) values on
the ordinate corresponding to a specific value of X(i) on the
abscissa, and FIG. 5 sﬁggests the difficulty of predicting the
values of X(i + 1) from a specific value of X(i).

The chaos signal X(i) is generated in the form of a floating
point number, however, the chaos function operation section 1023
handles the chaos signal X(i) in the form of a floating point
number as an 8.-byte integer type signal. By handling the chaos
signal as an 8-byte integer type one, the chaos signal can be_
easily handled in the Java language, which does nof depend upon
the model. The chaos emulator 102 is a chaos signal generator,

generating a digital non-linear chaos signal C of 8-byte integer
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type. The chaos function operation section 1023 generates a
digital chaos signal C for each initial value init. Then, the
number of digital chaos sighals C output from the chaos function
operation section 1023 is equal to the byte length A of the key
K. The data léngth of the digital chaos signal C generated by
the chaos function operation section 1023 is 4 bytes. Because
the above-mentioned i is not pfovided.with an upper limit, the
data length of U bytes of the digital chaos signal which can
be generated by the chaos function operation section 1023 is
not limited, however, with the.cryptosystenl(method.and.system)

in the present embodiment, it is assumed that U = 128, in order

‘to provide a practical compromise between the processing time

and the .cryptographic strength.

Here is a description of the reasons why the base value is used .

-for obtaining the initial value init in the chaos emulator 102. . ... .

Whén the chaos function is used for generating a digital chaos
signal, the chaos function value X(i), i.e., the chaos signal
provides a floating point number which moves (varies)
intricately between 0 and 1, as shown in FIG. 4. This chaos .
function value X(i) may repeat a fine movement only in the
vicinity of the bottom of the graph as shown in FIG. 4, i.e.,
in the extreme vicinity of zero value, or only in the vicinity
of the top of the graph in the same figure, depending upon the
initial value init of the chaos function. When the chaos
function value repeats a fine movement only in the vicinity of

a certain value as stated above, in other words, the chaos
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function values are non-uniformly distributed into a particular

narrow range, rather than basically uniformly between 0 and 1,

.it can be said that the digital chaos signal provides a small

émount of movement. When a kejstream is generated on the basis
of a digital chaos signal givin§ a small amount of movement,
and this keystream is used to encrypt a plaintext, the plaintext
provides a small amount of wvariation. With a plaintext
providing a small amount of variation, it is difficult to
maintain the cryptographic strength at a desired level.

As a solution to the problem of that the chaos function values

may be non-uniformly distributed into a particular narrow range,

-depending upon ‘the initial wvalue init,.the present embodiment -

uses a base value. The base value is selected in consideration
of all the values of the key K that cén be expected to be input
by the. useﬁ from such an input device as the keyboard,.or all
the keys which can be expected to be used.l The base value must-
be an optimum value with which the chaos function value in the
formof a floating point number that is generated whén the initial
value init is substituted into the chaos function is widely moved
between 0 and 1, resulting in a basically uniform distribution
of the chaos function values. The digital chaos signal C is
generated by translforming the chaos function value in the form
of a floating point number intc.> an 8-byte intege: type signal
in the chaés functioh operation section 1023, therefore, when
the chaos function is widely moved between 0 and 1, resulting-

inabasically uniformdistribution of the chaos function values,
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the amount of movement of the digital chaqs signal C is'large,
and the distribution of the amounts of movement is uniform. The
initial value init of the chaos function is a value whiéh is
deviated from the base value By the offset value, which is the
partial key K (n), therefore, by selécting the base value as
stated above, fhe digital chaos signal C is widely moved for
each partial key, resulting in a uniform distribution of the

amounts of movements. It can be said that the technigue which

. sets the initial value init of the chaos function by using the-

base value as the basis and the partial key as an offset value
is an approach which can fully realize the superiority in
utilizing the-chaos function for the cryptograph: technology.- -

The baée value varies with the chaos function. By combining the

.chaos function with the base value, the chaos function is fixed,

and the structure of the algorithm related to generation of a
digital chaos signal dis stabilized, which allows the algorithm
to be executed at a higher speed.

The chaos function operation section 1023 uses the initial

value init of the chaos function determined by the

above-mentioned processing in the initial wvalue operation
section 1022, the preset parameter(s) & for the chaos function,
and the chaos function for generating a digital chaos signal

Cl128. Thus, the digital chaos signal Cl128 is generated on the

. basis of the initial value init of the chaos function that is

derived from the key K, the chaos function parameter(s), and

the chaos function.
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Cl28(1), ci128(2), C128(3), ....., C128(n), ....., C128(A -1)-

As the chaos function to be used in the chaos function operation
section 1023, a variety of chaos functions can be substituted,
and when a chaos function which has a property more suitable
for the present invention is discovered, it can be expedted that
the cryptographic strength and the processing speed are improved
simply by applying that function to the present embodiment.

As shown in FIG. 7, the processing for multiplying the partial
key K (n) which is of l-byte length, being part of the key K.,
to 128 bytes is repeated by the number of times that is equal

to the number of bytes for the key K, i.e., A times. If the

digital chaos signal of 128 bytes that is ge'nerated in the chaos

-emulator 102 is expressed as C128,. and (n). is added to it for .

expressing the order of generation, n, from the first to the

A th of the respective digital chaos signals, the digital chaos

signals output from the chaos emulator 102 can be expressed as

T

"C128(A) .

In the present embodiment, by using the information about the
key K for the initJ:.al value init of the chaos function, the
digital chaos signal C is varied for each key K input so that
the cryptographic strength is enhanced. When a malicious'third
party tries to perform decryption with a counterfeit key, the
initial value sensitivity of the chaos function will be exgrted
such that a minute discrepancy of the key is' reflected iﬁ a great
change in the decrypted plaintext, which makes it difficult to

perform decryption.
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In encryption processing, the key generation, the key
transformation or ';:he like tends to require a lohger period of
processing time than the encryption of the plaintext. In the
present embodiment, for fully utilizing the superiority of the
chaos function, which is processed at high speed, a technique
which uses only one chaos functio'p in the encryption algorithm
for stabilizing the structure, and increasing the speed of
encryption processing is adopted. In the above paragraph for
explaining the problems to be solved by the present invention,

the disadvantages of the chaos cryptosystem which provides a

- plurality of chaos functions for the encryption algorithm, and

switches over the chaos function on the way of encryption are
described. 1In the present embodiment, howev_er, only one chaos

function is provided for the encryption algorithm, therefore,

-the present embodiment is free from the drawbacks -0f  the

conventional chaos cryptosystem, which provides a plurality of
chaos functions for the encryption algorithm.

Next, with reference to FIG. 8 and FIG. 9, the processing in
the chaos filter 103 will be explained. More particularly, the
operation in the chaos filfer 103 when the A sets of €128 which
are generated for the partial keys K (n) constituting the key
K are viewed in bytes will be explained. The C128 (1) of 128 bytes
which is generated on the basis of the partial key K(1) can be
éxpressed asC(1l),C(2),C(3), «c... . C(n), .....,C(127), c(128)
from the head in sequence, if the first byte is exXpressed as

C(1). This is true also for thé C128(2) which is generated on
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the basis of the partial key K(2). The bytes of the same order
in C128(1) and C128(2) are added to gach other, and the sum is
output as one byte. This édd operation in units of one byte is
fepeated for obtaining C128 as the result of addition for all
128 bytes (see FIG. 8). When the value of the result of operation
exceeds one byte in the add operation,.the value carried to the
higher-order digit is discarded, the value of the same order
digit being left. For example, when B9 and 8E in hexadecimal
notation are added to each other, the sum is 147, but 1, which
is carried to the higher-order digit, 'is discarded, 47 being

left. When the above-stated processing is viewed in units of

- 128 bytes, -the above-mentioned operation processing.in bytes . .

is performed for all C128, which is generated by A, i.e., the

number of bytes for the key K input, as shown in FIG. 9; the

result of the operation on C128(1) and C128(2) being obtained, - . .

“then the result of the operation on Cl128, which is the result

of the previous operation, and C128(3) being obtained, and such
processing being repeated for finally obtaining the digital
chaos signal Cd based on the key components by 128 bytes. In
other words, the number of bytes for the digital chaos signal
Cd obtéined in the chaos filter 103 is 128, which is the same
as the number of bytes for each of Cl128(1), <C128(2),
c128(3), ....., €C128(n), ....., C128(A - 1), C128(A), which
constitute the digital chaos signal C output from the chaos
emulator 10Q2.

As stated above, the data length of U bytes of the digital
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chaos signal which can be generated in the chaos function
operation section 1023 is not limited, therefore, on the digital

chaos signal generation means, a digital chaos signal Cd of 128

bytes or over can be generated. Then, when the cryptographic

strength is to be enhanced, it can be easiljr increased by

obtaining a digital chaos signal Cd of 128 bytes or more. For .

the chaos emulation in Step 2, it has been assumed that Vv =1,

and the byte length of the partial key is 1, however, the value

of V may be 2 or larger, in other words, a digital chaos signal

may be generated eVvery 2 bytes or 8 bytes, for example. That -

is to say, with the digital chaos signal generating method
according to -the present embodiment, -the partial key can be
determined, the initial value init can.be selected, and thus

the digital chaos signal itself can be ch'anged_, depending upon

-every how many bytes of the key K input a digital chaos signal

C is to be generated (what value of V is to be selected). ' From:

the viewpoint of balance between the encryption speed and the

cryptographic strength, it is practical to set the value of V

at 8 or so.

Further, the number of digital chaos signals can be set,
depending upon how many partial keys the key K is to be divided
in the key division section 1021, and the byte length of the
digital chaos signal Cd can be arbitrarily set, depending upon
the method of processing in the chaos filter 103. _. In other words,
the present embodiment allows internal keys of an optional length

to be generated from the key K.
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Here is given an example of digital chaos signal Cd of 128 bytes.
If the byte 1eng£h A of the key K is 9, the value of thé key
K is "123456789", and the byte length V of the partial key is
1, the digital chaos signal Cd of 128 bytes can be expressed
in hexadecimal notation as follows:
384EE9DFOC74D28E2769A;7C635680FDF1636E85737BDA71AOE7410E82BC
B627B2E774F6B28F8486D333C38F61CC6DEC73B88B8EC00482E68011F5B
FA0467CA5E1051BCF02F679F8526CFAAF4362878E813CBAOBD34E26E1F1
7D995CA393A178B0921A92D1EEE1DB23B84EFCC005748C4015B23CA054C
F82113512C90343A07FC

FIG. 10 shows the configuration of the key initial

transformation--section 104. As stated above, the. key .initial .

transformation section 104 processes the key K input in the key

input section 101 for generating a subkey set L of & bytes (&

is a positive integer. of. 2. or greater). The subkey set L

comprises a subkey L(1), L(2), L(3), L(n), ..... . L&

- 1), L( &). The key initial transformation section 104

- comprises & subkey generation blocks which generate each of

. these £ subkeys.

The first subkey generation block which generates a subkey L(1)
comprises an add section which performs add operation between
the subkey initial value L(0) and the value V(1) of the first
byte, counting from the head of the vector data initial values,
for generating the sumO(1) of both, and an exclusive OR operation
section which performs exclusive OR operation between the key

data initial value Kt(0) and the sum O(1) for generating a subkey
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L(1). In the present embodiment, it is assumed that L(0) =Kt (0)
= K(1). The vector data initial values are previously stored
in the vector data table [V] in the internal vector generation
section 108 . The second subkey generation blpck which generates
a subkey L(2) comprises an add section which performs add
operation between the subkey initial value L{1) and the value
V(2) of the second byte, counting from the head of the vector
data initial values, for generating the sum 0(2)' of both, and
é\n exclusive OR operation section which performs exclusive OR.
operation betweeﬁ the key data initial value Kt(1l) and the sum

0(2) for generating a subkey L(2). In the present embodiment,

- it is assumed that Kt(1l) = K(1) +K(0). However, since K(0) is

not given, K(0) must be equal to 0.

Hereafter, such processing 1is repeated. The nth subkey:
generation block which generates a subkey L(n) comprises an add
section which performs add operation befween the L(n - 1) which
is generated in the (n - 1)th subkey generation block and the
value V(n) of the nth byte, counting from the head of the vector
déta initial values, for generating the sum 0(n) of both, and
an exclusive OR operation section which performs exclusive' OR
operation (XOR) between the key data initial value Kt(n) and
the sum O0(n) for generating a subkey L(n). It is assumed that
Kt(n) = K(n) + K(n - 1). As can be seen from the above gradual
explanation, in the key initial transformation section 104, the
nth subkey generation block generates a subkey L{n) by performing

the following operation (provided that A 2 U).
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O(n) XOR Kt(n) = L(n) - (3)

O(n) = L(n - 1) + V(n) (4)

Kt(n) = K(n) + K(n - 1) (5)
provided that L(0) = Kt(0) = K(1), K(0) = 0.

In the present embodiment, the byte length £ oflthe subkey
set L is set at a value equal to or larger than the byte 1eﬁgth
L of the digital chaos signal Cd for maintaining the intensity
of.an internal key of the keystream Ks at a desired level or
higher. If the equation (5) is used for generating the Kt(n)
with the length A of the key K being smaller than & (A < u),
the maximum value of n will be eqﬁal to the byte length A of
theé key-K, which results in a. shortage of the key data Kt(n)
for the (n = A + 1)th and subsequent subkey generation blocks.
Then, in the present embodiment, the equation (5) is expanded
to
"Kt(n) = K(n mod A) + K{(n - 1) mod A} (5a)
which is used for generating the key data Kt(n). For example,
if A = 8, and the length 4 = 128, n = 9 will provide Kt(9) by
using Eqg. (5a) as Kt(9) = K(9 mod 8) + K{(9 - 1) mod 8} = K(1)
+ K(0) = K(1). In this case, K(1), K(2), ..... . K(7), K(8) is
repétitively used 16 (= 128 = 8) times for genérating the Kt (1),

Kt(2), ....., Kt(n), ....., Kt(127) (as stated above, Kt(0) =

. K(1)).

If the length of the key K is the shortest, i.e., 1 byte, and
A = 1, the present embodiment multiplies the key information
to the same length as the byte length & (= 128) of the digital
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chaos signal Cd, resulting in the byte length £ of the subkey
set L being 4, and the intensitylof an internal key of the
keystream Ks, which is generated by stirring the digital chaos
signal Cd and the subkey set L, being maintéined at a desired
or higher level.

If the byte length A of the key K is equal to.or greater than
4 (A = 1), the maximum value of n is A, and A key data Kt(n)
is produced, resulting in the byte length & of the subset L being
A. In the present embodiment, the intensity of the internal
key corresponding to the byt.e length A of the key K is assured.
In the present embodiment, if the byte length A of the key K
is smallér-than-LL~(A»<: u){ithe3number of times of repetifive-
use of K(1), K(2), ...... K(A).in generation of the key data
Kt(n) is optional, therefore, the key data Kt(n) can be generated
to a desired length, .and thus the byte length £ of.the subkey
set L can be optionally selected.

In the present embodiment, the vector data initial values V(1),
V(2),V(3), «o....,V(n), ....., V(&) which are previously stored
in the vector'data table [V] in the internal vector generation
section 108 are added to the subkeys L{(0), L(2), L(3), .....,
L(n), ....., L(§ - 1), respectively, for generating sums O(1),
0(2), 0(3), ««..., O(n), ....., O(€). However, if the vector
data initial values V(1), V(2), V(3), vve.., V(n), ..... . V(E)
are replaced with other initial values, the present invention
can pe practiced, Iﬁ order to reduce the required number of data

tables, the present embodiment has been configured such that

46




10

..15.

20

25

the vector data table [V] in the internal vector generation
section 108 can be used also in the key initial transformation
section 104.

FIG. 11 is a conceptual diagram showing the stirring processing

~ between the chaos signal (fd and the subkey set L that is performed

in the keystrean generation section 105 in the encryption system.
As shown in FIG. 10, the digital chaos signal Cd of 4 bytes and
the subkey set L of £ bytes are input i:o the keystream generation
section 105. The digital chaos signal Cd and the subkey set
L are stirred in the keystream generation section 105, resulting

in a keystream Ks of 77 (= 4 + £ ) bytes being created, thus,

the data _consisting of the digital chaos signal Cd and the. subkey . .

set L at the stage before being stirred, which are simply

connected to each other in parallel as shown in FIG. 10, is-balled'
the prekeystream Kp. . In the prekeystream Kp, t'h_e, digital ch_aos.'
signal Cd. components and the subkey set L-.components are
distributed non-uniformly. In the keystream generation se.ction
105, in order to make the keystream Ks, i.e., the internal key -
at the final stage cryptographically rigid, a stirring
processing is performed for providing a uniform distribution
of the digital chaos signal Cd components and the subkey set
L components. |
The stirring processing in the keystream ~genera\tion section
105 is performed as follows (various methods of stirring
processing are available, however, the method which is adopted

in the present invention will be described hereinbelow). First,
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the data €Cd(1)>, which is the bit-invefted chaos component
Cd(1) in the prekeystream Kp, is generated as a first reference
value; an add operation between the chaos component Cd(2) in
the prekeystream Kp and the first reference value €Cd(1)> is
performed; and Cd(2) is replaced with the sum of both, i.e.,
cd(2) + €¢cd(1)>. Next, a subtract operation between the first
réference value €Cd(1)> and Cd(3) is performed, and Cd(3) is
replaced with the difference of both, i.e., Cd(3) - €cd(1)>.

Hereafter in the same way, an add or subtract operation between

the first reference value <Cd(1)>> and the chaos component Cd(n). ..

or the subkey set component L{n), which is followed by the

-.replacement with the sumor difference as aresult of the addition .. .. -

or subtraction, is repetitively performed to the final byte L( £)

in the prekeystream Kp.

. - When the replacement processing using the first reference

value <Cd(1)> is performed (7 - 1) times (7 = 4 + &) to the

final byte L( £ ) in the prekeystream Kp, the components of Cd(2)

to L( £ ) have been replaced, and a new intermediate-stage'

keystream of 7 bytes has been created. If this new first
intermediate-stage keystream is expressed as Km,, and Km, as
Km, (1), Km(2), Km(3), ..... . Km(n), ..... ., Km(7), then Km, (1)
= Cd(l), Km(2) = ca(2) + €cd(1)>, Km(3) = cd(3) - <cda(1l)
>, ...... Next, Km,(2) is bit-inverted for use as the second
reference value <Km,(2)>, and for the first intermediate-stage
keystream Km, from Km,(3) to Km,( 7 ), the same replacerﬁent
processing is repeated (7 - 2) timeé. The reference value is
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sequentially transferred on the'intermediate-stage_ keystream
Km, and the repladement operation is repeated until the 7 th byte
data is made the reference value. If the intermediate-stage
keystream Km when the replacement operation which makes the
nth byte data the reference value is corﬁpleted, i.e., the final
intermediate-stage keystream Km is Km,, the Km,, is the keys_tream
Ks, being recorded in the keystream table [Ks].

By performing the above stirring processing, the keystream Ks

which provides pseudo random numbers including the  key

‘components, uniformly distributing the digital chaos signal Cd

components and the subkey set L components, is generated. The

.above-described genération of the prekeystream Kp and stirring ..

of the keystream Ks are performed by the method as shown in FIG.

-22 in a similar stream cipher, MULTI-S01, which was developed

by HITACHI, Ltd. The method according to the present embodiment
as shown in FIG. 11 and FIG. 12 is éimple in processing algorithm,
as compared to the conventional processing method as shown in
FIG. 22, and yet the cryptographic strength as the keystream
is not impaired. Then, the present embodiment is useful even
if it is viewed only from the generation of the keystream which
is the internél key.

As st_ated above, in the present invention, even when the

encryption processing is performed with the use of a key of 1

byte, which is the shortest key length allowable in the present

embodiment, an encryption algorithm which can keép the

cryptographic strength at a desired level is realizéd by, for
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examplé . 'setting the byte length U of the dig{tal chaos signal
Cd at 128 bytes, the byte length £ of the.subkey set L at 128
bytes, using these key | information containing data as the
intermediate internal keys, and setting the byte length 77 of
the keystream Ks, i.e., the final internal key, at 256.by1:es,
the sum of the byte lengths of both intermediate internal keys.
In other'words, in the present embodiment, if the byte length
A of the key K input is 1, the smallest, a keystream Ks of 256
bytes is generated, and when the key K input has a'byte length .
of over 128 bytes, a keystream Ks of over 256 bytes is generated.

Needless to say, the present embodiment can adjust the length

-of the subkey set L generated by the key initial transformation.-

section 104 as well as that of the digital chaos signal Cd by

-the digital chaos signal generating means (the emulator 102 and

the chaos filtér 103),.therefore, it allows freely selecting .
either enhancing the cryptographic stréngth or increasing the '
speed of encryption processing.

The plaintext input section 106 binary-codes a plaintext— input
by the user from a hard disk or other, and ocutputs a binary-coded
plaintext P. The primary _encryption section 107 is an exclusive
OR operation means, receiving a plaintext P and a keystream Ks,
and outputting the value of the result of the exclusive OR
operation between both data as the primary ciphertext E,. When
the bYte length of the plainfext P exceeds the byte length 7
of the keystréam Ks, the keystream Ks of 7) bytes is repeated

in succession for creating a keystream of the same length as
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that of the plaintext P and thus performing an exclusive OR
operation between the whole plaintext P and the keystream Ks.

With the ordinary stream symmetry éryptosystem, the encryption
processing is regarded as completed at this primary encrypfion
processing stage, and i:he ciphertext E,, which is the data
obtained through the primary encryption, is sent to the opposite
party. The key component in the primary encryption is the
keystream Ks. In the present embodiment, the internal vector
generation section 108 further generates internal vector dai:a
V (which is written as victor data V in FIG, 1, and_internal

vector V in FIG. 2 and FIG. 3) by a unique method; and provides

" - . an-additional encryption processing.(the secondary encryption
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in Step 9) on the primary ciphertexi: E, by means of the internal

vector data V for generating a secondary ciphertext E,. The

‘primary ciphertext E, and the internal .vector data V in the

"-secondary encryption correspond to the plaintext and the

keystream in the ordinary stream encryption processing,.
respectively. It can be said that, in the secondary encryption
in Step 9, the primary éiphertext E, is a second plaintext and
the internal vector data V a second keystream. In the method
of generating this second keystream, the internal vector data
V, lies an outstanding feature of the present embodiment.
The secondary encryption (Step 9) in the present embodiment
provides a novel technology, which generates a second keystream
(internal vector data V) with no use of the input data other

than the key K and the plaintext P input by the user, and
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dynamically changes the primary ciphertext by means of the second
keystream. The present embodiment, which adopts the secondary
encryption, has substantially improves the cryptographic
strength, when compared to the processing involving only the.
primary éncryption'. An important technology in the sec'o_ndary
encryption which ‘dynamically changes the enqryption result
obtained by the primary encryption (the primary ciphertext E,)

is to provide a dynamic change for the primary ciphertext E,

- without adding data other than that used in the encryption

algorithm to the encryption result.

In other words, this unique technology of the present invention

provides a  system which enhances the.cryptographic strength .

without addition of means (such as a mathematical expression

and a function) for dynamically changing the primary ciphertext

'E, or adynamic value itself to the encryption result (the primary.

ciphertext E;). The encryption algorithm and the key K are
previously given to the receiver of the ciphertext, and if the
transmitted data is only a Qiphertext which is a plaintext
encrypted by means of the key information, a third party who
has illegally obtained the ciphertext cannot easily grab at the
opportunity of decrypting the ciphertext. Howevér, if means
(such as a formula and a function) for dynamically changing the
prirﬁary ciphertext E; or a dynamic value itself is added to the
ciphertext as data for causing a dynamic change of it, a
disadvantage is produced which is more critical than those of

the ciphertext being longer by the amount of data added and the
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transmission time taken being longer. The more critical
d;i.sadvantage is that the dynamic change data itself might be
an important clue to decryption of the ciphertext. Therefore,
with the common key cryptosystem, the data to be traqsmi'tted
between fhe ciphertext sender and the ciphertext receiver is
limited to a ciphertext which is a plaintext encrypted by means
of the information of the key K (the internal key). The data
which is inppt from the outside of the encryption algorithm and
is used for encryption processing is preferably limited to the
plaintext P and the key K, and the other data is previously -

contained in the encryption algorithm as the initial data. 1In

- other words, the mathematical expressions, the functions.or the ... ..., ...

values necessary for encryption should be previousl§ loaded in
the ‘encryption algorithm. |

With conventional cryptosystems, a variety of internal data
generated, the plaintext, and the key are processed as a quantity.
With such conventional cryptosystems, data is recognized only
as a quantity, and thus it can be said that the recognition of.
data is one dimensional. An example of this in the present
embodiment is that, in the above-mentioned keystreé.m generation
section 105, Cd(1l) is used for the replacement processing of
the next Cd(2), and the replacement processed Cd(2) is fur.;ther
used for the replacement processing 6f Cd(1l), being circulated,
thus, a successive feedback processing is performed. Suchl
procéssing provides an example of recognizing the data only as

a quantity.
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Contrarily to this, the present invention can ‘be said to
recognize déta two—dimensianally. The data.which.is an object
of two-dimensional recognition with the bresent invention is
a group of data, i.e., the plaintext P and the key K as well
as the data previously loaded in the encryption algorithm as
the initial values or generated in the course of processing by
means of the encryption algorithm. The group of these data is
lmagined as a space for data, and the imagined space for data
is defined as the virtual data.space. By designating data in
this virtual data space by means of the vector directional

component IR, recognizing .the designated data as the

quantitative component of the vector, and .performing a ...

prescribed operation on the quantitative component of the vector,

the above-mentidned internal vector data V, which is to be called

a second keystream, is generated. The internal vec'tor_.da.t.a Voo e

is exclusive-ORed with the primary ciphertext E, in the secondary
encryption section 109 for generating a secondary ciphertext
E,. This secondary ciphertext E, is handled as the vector
directional component IR. The secondary ciphertext E, is not
handled as a quantity, “being simply fed back in the course of
generating the secondary ciphertext E,, but only designates the
data in the virtual data space. And, the data designated in the
virtual data space is handled as a quantitative component related
tp the.course of generating the secondary ciphertext E,. Thus,
it can be said that, with the present invention, the data ih

the virtual data space is recognized two-dimensionally, and
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handled two—dimensionally.

FIG. 1 is a conceptual diagram showing the way of generating
vector data involved in the encryption method according to the
present embodiment. With reference to FIG. 1, the way of
generating vector data according to the present embodiment will
be more specifically explained. The present embodiment has
already been outlined as follows:

@ The internal vector generation section 108 has a vector data
table [V], in which \}ector data initial values are previously
stored, and the vector data table [V] has ¥ fields, each of which

stores vector data of 0 bytes.

@ 1In the internal vector generation in Step 8, the first vector - - |

data initial value V¥ ,;; of 0 bytes in the vector data table [V]
is read out first.

® - In the secondary'-encr'yption in Step 9, the secondary
encryption is performed for the first data E,;, of 0 bytes in
the primary ciphertext E, with the use of the vector data initial
vaiue ¥, 0f 0 bytes for generating a secondary ciphertext E,,,
of 0 bytes.

@ 1In the internal vector generation in Step 8, the secondary
ciphertext E,,, of 0 bytes is received, and this secondary
ciphertext E,;, of 0 bytes is recognized as the directional
component IR of the vector, the direc_tiohal component IR
designates the data Ks (IR) of the address IR in the keystream
table [Ks].

® 1In the internal vector generation in Step 8; the data Ks (IR)
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is read out from the keystream table [Ks]; the data Ks (IR) is
recognized as the quantitative component of the vector; a logical
operation is performed on the, data Ks (IR) of the guantitative
component; vector dataV,, of 0 bytes is generated; and the first
vector data initial value ¥, of 0 bytes is generated; and the
first vector data initial value ¥, of 0 bytes in the vector
data table [V] is replaced with the vecto:_: data V(,).

® Hereafter in the same way, in the internal vector genération
in.Step 8, (¥ - 1) primary ciphertexts E, (of a data length of

0 bytes per ciphertext) are sequentially encrypted every 0

- bytes by means of the remaining (¥ - 1) vector data initial

- values for -sequentially generating ( ¥ - 1) secondary . .

ciphertexfs E, (of a data length of 0 bytes per c_:iphertext) and
thus generating (¥ - 1) inte.rnal vector data V. Thus, the
remaining (¥ . - 1) vector data initial values are replaced with.
(% - 1) internal vector data V, all vector data initial values

in the vector data table [V] being replaced with the internal

- vector data V. Hereafter, the (% - 1)th primary ciphertext El

and the subsequent are sequentially secondary-encrypted by means
of the updated internal vector data V. The internal vector data
V is updated in sequence for each secondary ciphertext E,.
Here is a description of an example of vector data generation
where the data 1length of © bytes in the abbve outline
explanation is 1 byte. The number of bytes, 7, for the keystream
table [Ks] is assumed to be 256 or larger. Also, it is assumed
that the vector data table [V] has ¥ fields (¥ = 7) (in the
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present embodiment, % = 200), each of which stores” internal
vector data V (V =V,,, V5, Vg cvvens Vigys covss + Vip,)). The
data length for each field in the vector data table [V] is assumed -

to be 1 byte, and the vector data table [V] is assumed to

previously store vector data initial values ¥ ,,, ¥, ¥

yr coror s ¥iys voees ¥y as the internal vector data Vi, V.,
Viyr eeveeee Vimys eveeer Viy,, respectively. The secondary
ciphertexts E.,, By, B3, «eee.r By, ..... are of 1 byte,

respectively, howeir.er, the data for the keystream table [Ks]
to which a se'co.ndary ciphertext E,, of 1 byte is assigned as the
address is expreésed as Sgy¢y (1f it is expressed, being conformed.
to the above Ks{IR), it yﬁill--_be KsE,, , however, for simplicity, -
it is expressed as S, here). . On these assumptions, the

internal vector generation section 108 will perform a logical

. operation expressed by‘_the...logical .operation expression:... ... ... " ..

ng(m) XOR V‘n’ XOR V(n+1) = V(n) . (1)
and will replace the value expressed by the right side of Eq.

(1) with vV, sequentially. Here, n = m mod ¥, and XOR is an
operator expressing exclusive OR operation.

In the present embodiment, the keystream table [Ks] provides
a virtual data space. And, the secondary ciphertexts E,,, E,,,.
Eyayr ecvees Eypme +.... provide the abéve—mentioned vecfor
directional component IR. The data S, designated by this
vector directional component IR is recognized as a vector
guantity, and handled as gquantitative data. by Egq. (1). By

handling the secondary ciphertext E,,, as the address in the
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keystfeam table _[Ks] , the secondary cibhertext E;(m 18 recognized
as the vector directional component IR. By performing a logical
operation expressed by Eq. (1), E,,, is first exclusive-ORed with
V(. then the value of the result of the exclusive OR operation
is exclusive-ORed with V,,,,,, then the value of the result of

the exclusive OR operation is replaced with V,, for providing

a new Viay e

By performing such a processing in the internal vector
generation section 108, only the data of the first % bytes in
the primary Ciphertext El’ i.e . El(l) '] E1(2) r E1(3) rs ¢ 02 0 e, El('l’] r

is excusive-ORed with the vector data initial values Ve ¥

2r Wiaye seeevi Yy weines ¥,y in the secondary encryption- -

section 109. 1In the secondary encryption section 109, the

primary ciphertext E,, ,,, and the subsequent primary ciphertext

~E, are not excusive-ORed with the veector data initial values v

wr Yayr Yayr voveer Yopo eevnen, ¥, as they are,' but are
excusive-ORed with the internal vector data V(,) réplaced by -
means of Eqg. (1).

As specifically explained above, the secondary ciphertext E,,,
is formed by encrypting the primary ciphe.rtext E;(m . @ ciphertext
encrypted by means of the keystream Ks, with the internal vector
dataV,. Andyet, the internal vector dataV,, is data generated
by using the secondary ciphertext E, . 4,, a secondary ciphertext
given P bytes ahead, as the vector directional component IR,
recognizing the data S, in the virtual data space (the keystream

table [Ks]) as the quantitative component of the vector for
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selecting it, and performing the operation of.Eq. (1) on the
data Sg,,- Therefore, the processing which references the
virtual data space by using the secondary ciphertext E,,, as the
vector directional component can be called .an irregular
reference. The secondary ciphertext E,, is output_ every one
byte, thué, it can be handled as an integer value.l If the value
of 1 byte is an integer value of 256, the integer value can be

used as the directional component pointing to the table having

'256 fields. Then the number of fields, 7, in the keystream table

[Ks] is set at 256 or larger.

In the above-described processing in the internal vector

- generation section 108, the vector data V., has been generated

by means of Eq. (1). However, in the internal vector generation
section 108, also by performing a logical operation expressed
by the logical operation expression:.
Sgamy XOR Vi) XOR Vi, 4 = Vi, (la)

instead of Eg. (1), and replacing the value expressed by the
right side of Eq. (la) with V,,,,, sequentially, the present
invention can be pfacticed. If the embodiment which involves
performing an operation of this Eq. (la) is adopted, only the
data of the first 1 byte in the primary ciphe_rtext E;, i.e., Eu'l,
is excusive-ORed with the vector data initial value ¥, in the
secondary encryption section 109. In the same section 109, the
primary ciphertext E,;,, and the subsequent primary ciphertext

E, are not excusive-ORed with the vector data initial values V¥

Yy Yo, ceeves Your vvvee., ¥ ,, as they are, but are
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excusive-ORed with the internal vector data V(,) replaced by
means of Eg. (la).

The secondary ciphertext E, generated by taking the above
prpcedure is output as the final ciphertext E; to the
commuhicatiqn line or the like by performing the processing of
ciphertéxt output in Step 11. The cryptosystem of the present
invention is a dryptosystem of symmetrical key method, the
encryption key and the decryption key being common to each other.
The decryption is the same processing as the above-stated
encryption. In other words, the ciphertext E; is input as the

plaintext in the above-stated encryption, and by performing the

processing of-encrypting the ciphertext E; with the key K, the .

plaintext P is obtained.

As examples of plaintext P which is encrypted according to the
embodiment. as illustrated in FIG. 2 and FIG. 3, FIG..12 (A).,'.shows
a solid black figure, FIG. 12 (B) a s;olid white figure, and FIG. .
12 (C) a figure which is black in the upper half area, and white

in the lower half one. FIG. 13 provides a table which gives

‘frequencies of occurrence of 0 and 1 in the plaintext, the

ciphertext, and the decrypted plaintext, when the solid black
figure, FIG. 12 (A), the solid white figure, FIG. 12 (B), and
the black and white figure, FIG. 12 (C), as well as the data
obfained as an LZH file by dompressing the entire Help folder
(13.4 MB) in the Japanese edition of Microsoft Visio 2000 SRI
(The Visual Language of Business) using compression software

are each input to the encryption system as shown in FIG. 3 as
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a plaintext P for encryptiﬁg the plaintext P, and then decrypting
the ciphertext.

In the top blanks in the table in FIG. 13, the names of the
items, i.e., plaintext (name of file), encrthioﬁ key used,
decryptioﬁ key used, file size (in bytes), plaintext, ciphertext,
and decrypted plaintext are.given from the left in this order.
The bianks for plaintext, ciphertext, and decrypted plaintext
are divided into the blanks for frequency of occurrence of 0
and that of 1. The table in FIG. 13 shows, for example, that,
for the file for the solid black figure, FIG. 12 (A), the
percentagé of the frequency of occurrence of 0 and that of 1
are 0.2% and 99.98%, respectively, for the plaintext, while. the

former and the latter for the ciphertext are 49.93% and 50,07%,

- respectively, being nearly the same, which means that the

characteristic of the plaintext is varnished, 'and-thus suggests
that decryption of a ciphértext from the distribution
characteristics of the data is.difficult. The téble also shows
that, when a key which is wrong, but is different £from the correct
one only by one byte is used for decryption, the percentage of
the frequency of occurrence of 0 and that of 1 are 50.11% and
49.89%, respectively, being almost the same. From this, it can
be seen that, if someone else tries t6 decrypt the ciphertext
which is encrypted according to the present embodimenf, the
encrypted data will give no opportunity of decrypfion. This
means that the present émbodiment provides a high cryptographic

strength.
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FIG. 14 provides tables which give the dist;ibution of
frequencies of occurrence of each binary data when the densities
of the picture elements (pixels) in the plaintext, the ciphertext,
and the decrypted plaintext for the solid black figure, FIG.
12 (A), are expressed as binary data of 2-digit hexadecimal
numbers (i.e., binary data of 256 fones) , the ordinate
representing the second digit of the two-digit hexadecimal
numbers, and the abscissa the first digit of the two-digit
hexadecimal numbers. The tables at top, medium, and bottom give
the distribution in -the plaintext, the ciphertext, and:the
decrypted plaintext (a decrypted plaintext obtai_ned with a key
which is wrong by 1'byte), respectively. Needless to say., in
the plaintext, aln.10s1: all of the picture elements are in "00",

which is the minimum, and the frequency of occurrence of the

- other values.-is virtually zero or near zero.. Nevertheless., in. . .

the ciphertext, the frequency of occurrence of each binary data
is practically on the order of iOO, the difference in frequency

of occurrence between types of binary data is small. The table

at bottom shows that, when a key which is wrong, but is different

from the correct one only by one byte is used for decryption,
the distribution in the decrypted data is similar to that in
the ciphertext.

FIG. 15 provides line graphs which show the distribution of
frequencies of occurrence of each binary data when the densities
of the picture elements (pixels) in the plaintext, the ciphertext,

and the decrypted plaintext for the solid black figure, FIG.
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12 (A), are expressed as binary data of 2-digit hexadecimal .

numbers (i.e., bihary data of 256 tones), the ordinate

' representing the frequency of occurrence, and the abscissa the

first digit of the two-digit hexadecimal numbers. The graphs

at top, medium, and bottom give the distribution in the plaintext,
the ciphertext, and the decrypted plaintext (a decrypted
plaintext obtained with a key which is wrong bS{ 1 byte),
respectively. In each graph, 16 brokén lines are drawn, and a
particular broken line corresponds to 0%, 1%, 2%, .. ..., B -
*, or F¥ 11:1 the leftmost column (ordinate column) in the table

as given in FIG. 14. In the plaintext, the frequencies of

occurrence of binary data are-concentrated at "00", resulting - -

in a substantially single broken line being formed. On the other
hand, in the ciphertext, the frequency of occurrence of binary
data is basically uniform regardless of the binary data. This
is true also in the decrypted p]_.aintext.

FIG. 16 provides tables for the solid white figure as shown
in FIG. 12 (B), which are similar to those in FIG. 14, and FIG.
17 provides line graphs fo_r the solid white figure as shown in
FIG. 12 (B), which are similar to those in FIG. 15. FIG. 18
provides tableé for the black and white figure as shown in FIG.
12 (C), which are similar to those in FIG. 14, and FIG. 19 provides
line graphs for the black and white figure as shown in FIG. 12
(C), which are similar to those in FIG. 15. FIG. 20 provides
tables which give the distribution of frequenciés of occurrence

of each binary data when the data in the plaintext, the ciphertext,
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and the decrypted plaintext for the Help.Izh (Visio) file as
given in FIG. 13 is expressed as binary data of 2-digit
hexadecimal numbers, the ordinate represénting the second digit
of t_he two-digit hexadecimal numbers, and the abscissa the first
digit of the two-digit hexadecimal numbers. FIG. 21 provides
line graphs which show the dispribution of frequencies of
occurrence of each binary data when the data in the plaintext,
the ciphertext, and the decrypted plaintext for the Help.Izh
(Visio) file as given in FIG. 13 is expressed as binary data
of 2-digit hexadecimal numbers,-the'ordinate representing the
frequency of occurrence, and the abscissa the first digit of
the two-digit hexadecimal numbers. - A particular broken line
corresponds to 0%, 1%, 2%, ,...,, E¥, or F*¥ in the leftmost
column (ordinate column) in the table in FIG. 20. From theée
tables and line graphs, it .can be seen that, in.the plaintext, .
the characteristic of the file is clearly shown up, although,
in the ciphertext, the frequency of occurrence of each binary
data is basically uniform, and the difference in fregquency of
occurrence between types of binary data is small. The table at
bottom in FIG. 21 shows that, when a key which is wrong, but
is different from-the correct one only by one byte is used for
decrybtion, the distribution in the decrypted data is similar
to that in the ciphertext.

From the tables and line graphs, it can be seen that, if someone
else tries to decrypt the ciphertext which is encrypted according

to the present embodiment, the encrypted data will give no
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opportunity of decryption. This also means that the present
embodiment provides a high cryptographic strength.

As can be seen from the above detailed explanation, the
embodiment of the present invention offers an encryption method

and system, and a decryption method and system wherein the

‘encryption algorithm requires a small size of real-storage area

in the computer, which allows it to be easily loaded in a portable

telephone, and provides a high encryption speed and a high

cryptographic strength. Further, by adopting the embodiment of

the present invention, computer programs for realizing these
encryption method and decryption method, and a memory medium
for storing those computer programs can be provided: - In -
addition, the embodiment of the present invention can afford
an encryption/decryption system with which, if a file providing
a specific pattern, such as image data, is encrypted, the pattern
in the plaint_ext will not easily be developed in the ciphertext,
and thus the cryptographic strength is high. Another purpose
of the present invention is to provide an encryption/ dec‘:rthion
system with which the length of the key is optional, and thus
the processing speed and the cryptographic strength can be
selected as required by the user.

In the embodiment of the preéent invention that has been
specifically described above, the byte length A of the common
key. K is optional, and thus the processing speed and the
cryptographic strength can be seleqted as needed by the user.

In other words, the key in the present embodiment is a variable
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length key. Thus, the embodiment of the present invention
offers a high resiétance to any total search attack. DES useé
the key management techﬁology. However, with DES, 'the key is
used as the encryption key as it is, thué, although the key
theoretically consists of 256 key spaces, the number of key
spacés which are actually available for the key is only 95 of
the ASCII codes. The encryption key which can be used with the
present invention consists of all ASCIY codes.' (256 key spaces)
other than 0x00, therefore, the present invention is excellent,
even when compafed to. the encryption method of fixed length key

(FEAL-8, DES).

For example, if aciphertext according to the present-invention: -

is decrypted by ﬁse of the total seérch attack method, and the
length .of the key K is 128 bits, the current computer will require
a time period of 10° years for decryption. ° Further., .the chaos . -
cryptosystem performs operation  processing at high speed,
because the keystream is generated from a sj.mple function. 1In
other words, it is é. cryptosystem which ‘can assure . the
cryptographic strength without the need for repetition'as with
the 3DES, thus being capable of high-speed encryption and
decryption.

Further, -in the present embodiment, the length of the key K
could theoretically be increased to an infinity. With
conventional cryptosystems, the method which performs
repetitive computation for increasing the cryptographic

strength is adopted, therefore, generation of an internal key
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takes a long time, and if the key length is long, the time required
for generating an internal key exceeds the practical time, which
means that, unless the key length is a certain fixed length,
the processing cannot bé performed as a matter of fact. For
e#ample, with the RC4 (manufactured by RSA), which performs
exponentiation of the value of the key for processing, the
encryption speed itself depends upon the key length, resulting
in the processing time fequired being 10 times as long as that
for the present embodimént for a given key length.
Furthermore, as can be seen from the above detailed description,

the following practical effects can be provided by the present

'embodiment.' L m m

(1) As stated above, the chaos function itself can be replaced
with another, the encryption algorithm as the basis can be easily
updated. .-

(2) The encryption method according to the present embodiment
is of a stream cryptosystem, thus it can provide a consecutive
encryption processing, which allows encryption processing of
a large amount of data at high speed for the internet, which
can be expected to increasingly develop in the future.

(3) For the same reason, data in English, Japanese, Chinese,
and other languages can be processed independently of the
differehce in language, therefore, a world-wide cryptosystem
can be brovided.

(4) For the same reason, text data, binary data, and other

multi-media data can be processed.
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(5) In decryption processing, thé decryption can be performed
at high speed without the need fbr referencing any data other
than the key. |

(6) Since the key is of variable length, the user can freely
select the encryption processing speed and the cryptographic
strength.

(7) In addition to allowing optional seleétion of the
encryption processing speed and the cryptographic strength, the

encryption method according to the present embodiment can be

used with a small-sized electronic device, such as a portable

telephone connected to the internet.

By mentioning an embodiment in the above paragraphs; the
present invention has been specifically described. However,
the present invention is, of course, not limited to this
particular embodiment. For example, the internal key is not
limited to the keystream Ks, but the present invention can be
practiced by using the digital chaos signal C or Cd, the subkey
set L or the like as the internal key. The present invention
can al.so be practice& by using the data Ks (IR) in the keystream

table [Ks] as a second vector directional component, and handling

the data in the virtual data space designated by the second vector

directional component Ks (IR) as a vector quantitative component,
insfead of using the secondary_ciphertext E, as the vector
directional component IR for designating the data Ks (IR), and
generating internal vector data V with the use of the data Ks

(IR) as the quantitative component. Likewise, data in the
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virtual data space may be used as third and forth vector
directional components, and the data finally designated may be
handled as the vector quantitative components. Further, the
data, such as the number of bytes, which has been exe:flplified
in the aboye embodiment is each only an example, and the present
invention is not restricted.by such data.

The above description given is for the cryptosystem with which
the .encryption system and the decryption system have exactly
the same configuration. waever, depending wupon the
application for the cryptosystem, it may bé preferable to -

ihtentionally make the encryption system different in -

: configuration from the decryption system. ' In normal operation,

the user performs encryption processing, intending to perform
encryption, and carries out decryption-processing; intending -
to carry out decryption.. But when the encryption system and the--
decryption system have exactly the same configuration, and the
user wrongly performs the encryption processing double by use
of the same key, intending to carry out the encryption, the
decryption processing will be provided after the encryption,
resulting in the plaintext being output. This type of
cryptosystem can be said to be lacking in safety, and the user
tends to feel uneasiness with such a cryptosystem. i’-‘or example,
with the above-mentioned DES in the state ofl basic configuration,
this double encr_yptibn processing will generate a plaintext when
a special key is used. Such special key is generally known as

the weak key. (For detailed description of weak key, refer to
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[ICE] in the list of reference literature given at the end of
this spedification) . Although it cannot be directly said that
the existence of a weak key causes the cryptographic strength
to bé lowered, the weak key may allow the plainfext to be
transmitted to the communication channel as it is, depenaing
upon the degree of the user's carelessness, thus, in service
of the cryptosystem, the existence of a weak key leads to the
recognition that the crypt_osysterﬂ is defective, which results
:|.n thé user having an undue anxiety. (For detailed description,
refer to [0K94] in the list of reference literature given at

the end of this specification).

The cryptosystem according to the present invention canbe used -

in an application where the encryption system is to Dbe
intentionally made different in configuration from the

decryption system. FIG. 23 is-a flowchart showing the procedure

. for the processing involved in an encryption method, which is

a variation of the encryption method as illustrated in FIG. 2,
and the procedure for the processing involved in a dec:-ryption
method of decrypting the ciphertext obtained wusing this
encryption method to the plaintext. With the encryption method
and the decryption method as illustrated in FIG. 23, the
encryption method and the decryption method are made different
in configuration from each other by adding §Step 10 for
transformation processing of the secondary ciphertext E, tlo just
before the final stage in the encryption processing, and

performing an inverse transformation processing (ciphertext
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transformation) in Step 60 in the decryption processing. In FIG.
23, the components of the encryption processing are basically
identical to those of the decryption processing. The processing
in Step P in the encryption processing is the séme as that at
P + 50l in the decryption processing. H.owever,. a slight
difference is provided in the flow of processing. As can be seen
from FIG. 23, the final transformation in Step 10 in the
encryption processing and fhe ciphertext transformation in Step
60 in the decryption processing, which corresponds to the final
transformation in Step 10, are in the locations which are
different from each other.

. In"  the final transformation in Step 10, "the 'secondary
ciphertext E, is further stirred for generating a final

ciphertext E;. This stirring can be performed by various methods,

and at least one of the methods is used for performing stirring - - -

at least one time. For example, thé bit exchange method provides
exchange of four left bits for four right ones in the secondary

ciphertekt E,. With the bit exchange method, the secondary

ciphertext E,,;, (00101001) is divided into (0010) and (1001),

and these are exchanged for each other for outputting (10010010).
Aﬁother example is the bit shift method, which shifts bits output
on a specific fixed rule. With the bit shift method, the first
bit is transferred to the second bit place, the second bit is
transferred to the third bit place, such a transfer being
sequentially performed, and finally the eighth bit is

transferred to the first bit place. 1In short, “the secondary
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ciphertext E,,, (00101001) is transforméd into (10010100), and
is output as such.

In the encryption prbcessing, the final transformation in Step
10 is performed for outputting the ciphertext E; to the
communication circuit or the like. For example, the ciphertext
E; output to the communication circuit is transmitted to the
receiver (the other party of the communicatidn) of the ciphertgxt
through the internet or the like. The receiver of the ciphertext
E; has been provided with the common .key K independently of the
ciphertext E;, and thus the ciphertext E; and t.he common key K
are input to the decryption system,. and in the decryption
processing, .the processing inverse to the above-mentioned f£final -
transformation is performed in the ciphertext transformation
in Step: 60. |
"The plaintext input in the-encryption processing is equivalent -
to the ciphertext input in St_:ep 56 in the decryption processing.
When the bit exchange processing is performed in the final
transformation in Step 10, the ciphertext E; is input.' to the
ciphertext input in Step 56 as (10010010). In the ciphertext
transformation in Step 60, the bit exchange method divides the
ciphertext E; (100"10010) into (1001) and (0010), and exchanges
these for each other as (0010) (1001), transforming it into
(00101001), which is followed by the primary dJdecryption
processing and the like. Similarly, . whén the bit shift
processing is performed in the final transformation in Step 10,

the ciphertext E; is input to the ciphertext input in Step 56
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as (10010100). In the ciphertext transformation 60, the bit
shift processing inverse to that in the encryption system is
performed, i.e., the second bit is transferred to the first bit
place, the third bif is transferred to the second bit place,
such a transfer being sequentially performed, and finally the
first bit is transferred to the eighth bit place. 1In short, the
ciphertext E, (10010100) is transformed into (00101601) . which
is followed by the primary decryption procéssing and the like.

By adopting the configuration as illustrated in FIG. 23, in
which the encryption processing and the decryption processing

are made different in configuration from each other, a safe

'~ encryption/decryption ‘syét‘em ‘which will not give any uneasy

feeling to the user can be provided.

As spebifically described above by menti'oning an embodiment,
the éresent invention-can offer an encryption method and system,-
and a decryption method and system :wherein the encryption
algorithm requires a small size of real—storage'aréa in the
computer, which allows it to be easily loaded in a portable
telephone, and provides a high encryption speed and é high
cryptographic strength, and also offer computer programs which
realize these encryption and decryption methods, and a memory
means for storing such computer programs. Further, the present
invention can afford an encryption/ decryption systemwith which,
if a file providing a specific pattern, such as image data, is
encrypted, the pattern in the plaintext will not easiiy be

developed in the ciphertext, and thus the cryptographic strength
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is high. Still further, the present ir;venfion can provide an
encryption/decryption system with which the length of the key
is optional, and thus the processing speed and the cryptograx;hic
strength can be selected as required by the user.

Here is a concentrated explanation of the meaning_s of the signs
used in the above description of the present embodiment. [V]
is vector table; 1 the number of fields in the vector table [V];
V¥ the vector data initial value which is loaded in the vector

table [V]; 0O the data length of the secondary ciphertext E,

handled as the vector directional component IR in the internal

vector generation in Step 8, and the data length of the field

" in the vector table. [V] provided in the internal vector generator T

108, being assumed to be 1 byte in the present embodiment; u

the number of bytes for the digital chaos signal C, Cd, being

“assumed:to be 128 in the present embodiment; £ the number of bytes

for the subkey set L;:[Ks] the keystream table:; 7 the number -
of bytes for the keystream Ks stored in the keystream table [Ks],
being equal to 4 + & ; Ks (IR) the data of the address IR in the
keystream table [Ks]; U the number of bytes for the paJ:jtial keys
produced by dividing the common key K, being assumed to be 1
in the present embodiment; Sg,,, the data in the Ikeystream table
[Ks] designated using the seconda.ry ciphertext E,,, of 1 byte
as the address: XOR an operator expressing exclﬁsive' OR
operation; anf.l m mod ¥ the remainder when the integer m ié
divided by the integer %, and % = 200 and m = 206, for example,

gives m mod ¥ = 6.
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Here is a list of reference literaturé which is mentioned in
the above description.
[AI90]: "Chaos — Basic Theory and Application" written by
Kazuyuki- Aihara (Saiensu Co., Ltd., 1990)
[AIOO]: "Chaos Time Series Analysis and Applicatiqn" Written
by Tohru Ikeda, Yasuji Yamada, and Motomasa Komuro, and edited
by Kazuyuki Aihara ({Sangyo Tosho Publishing Co., Ltd., 2000)
[NK97]; "A Course in Number Theory and Cryptography" written
by Neal Koblitz and translated by Koh'ichi Sakurai
(Springer-Verlag Tokyo, Inc.)

[OK94]: "An Introduction to the Theory of Cryptography" by Eiji

- Okamoto (KYORITSU SHUPPAN, '1993)

[ICE]: The - . ICE Home Page

http://www.dérkside.com.au/ice/crytanalysis.html
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What is claimed is: ' '

1. An encryption method which uses an enérypfiop algorithm
for executing data proce'ssing invoiving inputting a common key
K and a plaintext P; génerating an intermnal key, which is data
related to the common kéy K, on-'the basis of the comrhon key K;
using | plaintext processed data obtained by processing the
plaintext P or tﬁe plaintext itself as plaintext information
data for performing a first exclusive OR operation between the

plaintext information and the internal key for generating a

- primary ciphertext E, for the plaintext P; and performing a second-

exclusive OR operation between the primary ciphertext E, and data

- for secondary encryption, 'V, for generating a secondary .

ciphertext E, of the plaintext P, wherein

a group of data to be handled with the encryption algorithm,

'i.e., the common key K, the plaintext P and the initial values: :

which are previously loaded in the algorithm, or the common key
K, the plaintext P and the data generated by prodeésing the
initial values, is grasped as a virtual data space; the result
of said second exclusive OR operation is recognized as a vector
directional component designating data in the -Virtual data
space; the data designated by the vector directioﬂal componént
is recognized as a vector quantitative component; a logical
operation for the.vector quantitative component is performed
for generating vector data; and the vector data is handled as
said data for secondary encryption, V.

2. An encryption method involving inputting a common key K
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and a plaintext P; generating an internal key, which is data
related to the cdmmon key K, on the basis of the common key K;
using plaintext processed data obtained by processing the
plaintext P or thé plaintext itself as plaintext information
data for pefforming a first exclusive OR 6peration between the
plaintext information and the internal key for generating a
primary ciphertext E, for the plaintext P; and performing a second
exclusive OR operation between the primary ciphertext E, and data
for secondary encryption, V, for generating a -secondary
ciphertext E, of the plaintext P, wherein.

said data for secondary encryption, V, consists of ¥ data (¥
is 1 or-an integer greater than 1), V(;), V(5), V(5), cisien V()i =
each having a length of 0 (0 is 1 or an integer greater than

1), the initial values of V(,), V(). V(5), «...., V(,) are ¥

W) YG) VG e TG

- 1f data located every specific length of 0, counting from the .

head of the primary ciphertext E,, is E; 3,, B, (5, BE) 5y, «vcve,s

E, ;¢ »+---.. (mis 2 or an integer greater than 2), respectively, - -

and data located every specific length of 0, counting from the |

head of the secondary ciphertext E,, is E, (),, E;5), B, (597 cvevnys
E, myr +-+.., respectively, said second exclusive OR operation
is performed for the first ¥ data, E; ,,, B, 5, By (3 sevees B

() in the primary ciphertext E,, using said initial values V¥

(). YG)., YG). «.v.., ¥(,) as said data for secondary
encryption, V,

a group of data, i.e., said internal key, and the plaintext
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information data and other data related to the key K or the
plaintext P, as well as settings previously given or data

obtained by transforming the settings, is grasped as a virtual

‘data space; when 1 = n = % (n is an integer), the first

. exclusive OR operation is performed on the data in said virtual

data space designated usingE,;, as the address, and the generated
operation value is used as data foﬁ: secondary encrybtion, Vi
for replacing the initial value ¥, with the V,; and when n
= ¥ + 1, the first exclusive OR o-perati_dn is performed on the
data in said virtual data space designated using E,,, as the
address, and the generated operation value_ is used as new data
for secondary encryption, V., for replacing the former data for
secondary encryption, V., with the new V,.

3. An encryption method as claimed in claim 2, wherein, if
said data length 0 is 1 byte and the number of bytes for said -
internal key is 7, a 1‘:ab1e _for the data_ for secondary encryption
of _1!) bytes (v = n) for storing said data. for secondary
encryption, V (V = Vi, Vi Vigye weerer Vi dviee, Vig,) is
provided; in the table for thé data for secondary encryption,
‘If(l)., V), V), ovnee, Y(,) are previously stored as initial
values in V.,, Vi, Vi, ceeee, Vigge «v..., Viy,, respectively;

the data for said internal key designated using E, (;,, E,,,, E,

{3y csvoss By(py, -+... as the address is S;,,,; and if exclusive

OR operation is expressed as XOR, the valué expressed by the
right side of the logical operation expressidn:

Seam XOR V(,, XOR V(. ., =V, (1)
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is replaced with V,, sequentially. (Here, n = m mod ¥.)
4. An encryption method involving'inputting a common key K

and a plaintext P; genérating an internal key, which is data

.related td the common key K, on the basis of the common key K;

using plaintext processed data obtained by processing the
plaintext P or the plaintext itself as plaintext information
data for performing a first exclusive OR operation between the
plaintext information and the internal key for generating a
Primary ciphertext E, for the plaintext P; and performipg a second
exclusive OR operation between the primary ciphertext E, and data

for secondary encryption, V, for generating a secondary

‘ciphertext-E, of the plaintext P, wherein

said second exclusive OR operation is performed bétween the
primary cipher_text E, and data for secondary encryption, V, every
specific length of 0,

the data for secondary encryption, Vm', of the specific length
of 0 between which and the data E,;;, of the specific -lengi:h of
P at the head of the primary ciphertext E, said second exclusive
OR operation is performed is the initial valueV,,, |

a group of data, i.e., said internal key, and the plaintext

information data and other data related to the key K or the

plaintext P, as well as settings previously given or data

. obtained by transforming the settings, is grasped as a virtual

data space; if the secondary ciphertext E, of a length of p

generated by said second exclusive OR operation performed

between the data E,(;, and the initial valueV ,, is E;;,. the data
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-for secondary encryption, V., of a length of 0 between which
and the data E,,, of a length of 0 following the data By in
the primai‘y ciphertext E; said second exclusive OR operation is
pérforrﬁed is generated by performing the first exclusive OR
operation on the data designated in said virtual data space using
E,, as the address; and subsequently the data for secondary

encryption, Vi, Vi, Vi, «.... following V,,, of a length of

"p is generated by performing the first exclusive OR operation

on the data designated in said virtual data space using the
secondary ciphertexts Ez.m, Eyispr Bagyr oo + Bomyr ooees (m is

1 or an integer greater than 1) following E,,, of a length of

- p-as the address, respectively.

5. An encryption method as claimed in claim 4, wheréin, if
said data length 0 is 1 byte and .the number of bytes for said
internal key is 7, a table for the data for secondary encryption

of P bytes (P = 7 ) for storing said data for secondary

: encryption, V (V = V(l) . V(z], V(3) s e s ’ V(n) r c e o e,y V("I’)) iS

provided; in the table for the data for secondary encryption, -
(), V(). Y(3), -..... ¥(,) are previously stored as initial

values in V,, Vi), Vi, eeveer Viggs ovee., Viu,, respectively;

the data for said internal key designated using E, (1',, E;i2yr By
(3)7 *evess By, «o... as the address is S;,,,; and when exclusive
OR operation is éxpressed as XOR, the value expressed by the
right side of the logical operation expression:

- ss_z(m) XOR V(,, XOR V., 1 = Vine . (1a)

is replaced with V., ,,,, sequentially. (Here, n = m mod ¥.)
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‘6. An encryption method as claimed in any one of claims 2 to

- 5, wherein, by performing a first key transformation processing

on the common key K, first common key transformation data

including information of the key K is generated; a digital chaos -
signal C is genera_.ted in accordance with a chaos function using
the first common key transformation data as the initial value
init; and digital chaos signal C information containing dafa
including the information of the digital chaos signal C is used
as séid internal key or data obtained by processing the digital.
chaos signal C information containing data is used as said
internal key.

7. 'An encryption method as claimed in claim 6, wherein said -
first key transformation processing is a processing involving.
extracting at least a part of the data in the com;non key K;

generating an add value by_ performing an operation of adding-

the partial key to. the preset base value; and using the add value

as said first common key transformation data.

8. An encryption method as claimed in claim 6, wherein, if
the number of bytes for the common key K is A (A is 1 or an
integer greater than 1), A partial keys (1 = A = A) of Vv
bytes (1 =v = A) are extracted from the common key k: by adding
the preset base value to the partial key, A addition values are
generated; using the addition values as the initial values init,,,,
init,,, init,,, ....., initg,, ....., init,,, respectively, (n
is an integer, meeting 1 = n < A), digital chaos signals C,,,

Ciyr Cayr +ovvev Cmys ++eeer Cip, are generated for the initial
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values init,,, init., init,,, ....., initg;, ....., initg,,,
respectively; and by processing the digital chaos signals C,,,

Cizyr Caysr +vovoees Cyye eeeees Cppy, said digital chaos signal C

. information containing data is generated.

9. An encryption method as claimed in claim 8, wherein the

processing of said digital chaos signals C.,, Cg). Cuays evvevs
Cmye ++++++ Cpy is an operation of C,, + Cy,y = Cpyy, Cpyy + Cyy
= CF(z,, C(3) + CF(Z) = CF(3)' s e o 0 0 C(n) + CF(n - 1) = CF(I’I)' s ® s 0 s g C(A)
+ Cea -1y = Ceay, and C,,, is said digital chaos signal C

information containing data.

10. An encryption method as claimed in any one of claims 2
to 9 ',-'- wherein, by performing a second key -transformali:ion
processing on- the common key K, a second common Kkey
transformation data including the information of the common key.
K is generated; and by stirring said digital chaos signal C-
containinginformationandsaidsecondcommonkeYtransformationJ
data, said internal key is generated.

11. An encryption method as claimed in any one of claims 2
to 10, wherein the data designated in said virtual data space
using E, (,,, E#zp Byayr covees Baqmyys oonen as the address is said
internal key.

12. A computer program wherein an encryption algorithm for
executing the encryptioﬁ method as claimed in claims 1 to 11
is stated.in a cdmputer language.

13. A memory medium wherein the computer program as‘claimed

in claim 12 is stored.
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14. An -encryption apparatus which us&s an encryption

algorithm for executing data processing involving inputting a

- common key K and a piaintext P; generating an internal key, which

is data related to the common key K, 'or_l the basis of the common
key K; uSing plaintext processed dafa obtained by processing
the plaintext P or the plaintext itself as plaintext information
data for performing a first exclusive OR'operation between the
plaintext information and the internal key for generating a
primary ciphertext E, for the plaintext P; and performing a second
exciusive OR operation between the primary ciphertext E,; and data

for secondary encryption, V, for generating a secondary

" ciphertext E, of the plaintext P, wherein , -

secondary hencryption data V generating means for generating

- secondary encryption data V. is provided,

said secondary encryption data V generating means grasp as a -

-virtual data space a group of data to be handled with the

encryption algorithm, i.e., the common key K, the plaintext P
and the initial wvalues which are previously loaded .in the
algorithm, or the common key K, the plaintext P and the data
genérated by processing the initial values; recognizes the
resu_lf ofl said seéond exclusive OR operation as a vector
directional component designating data in the virtual data
épace.; récpgnizes the data designated by the vector directional
component as a vector quantitative component; performs a logical
operation for the vector quahtitative component for generating o

vector data; and handles the vector data as said data for
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15. A decryption method which decrypts a ciphertext generated

secondary encryption, V.

by the encryption method as claimed in claims 1 to 11, wherein
the configﬁfation is the same as that for the encrypt.ion method
as .-clain.led_ in claims 1 to 11, said ciphértext is input instead
of said plaintext, and said ciphertext input is decrypted. using
the same common key as said common key used by the encrypfion
method as claimed .in claims 1 to 11. |

A6, - A'_ decryption apparatus which decrypts. a ciphertext
genei:at_ed using the .encryption apparatus és claimed in claim

14, 'whereih the configuration is the same as that of the

-'en'crypt-'ibﬁ. "_ap"para-tus* as claimed in claim 14, said ciphertext-. . -

Cis inpﬁt instead of said plaintext, and said ciphertext input

is decrypted using the same common key as said common key used

with the éxi’c’rthion apparatus as claimed in claim 14.
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