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ENCRYPTION METHOD. PROGRAM FOR ENCRYPTION. MEMORY MEDIUM FOR 

STORING THE PROGRAM, AND ENCRYPTION APPARATUS. AS WELL AS 

DECRYPTION METHOD AND DECRYPTION APPARATUS 

5 BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates to an encryption method for 

encrypting a message in communication through the internet or 

the like using an encryption algorithm. a decryption method, 

10 a program for the encryption algorithm for executing the method, 

and a memory medium for storing the program. Parti:cularly, the· 

present .invention relates to a cryptosystem which enhances the. 

encryption strength by grasping a group of data to be handled 

inside the encryption algor~thrn as a virtual. ·data space; 

15 recognizing a ciphertext generated using the encryption 

algorithm as a directional component; utilizing the data in the 

virtual data space designated by the directional component 

inside the encryption algori thrn for making · the ciphertext 

intricate: and utilizing a chaos signal for the encryption 

20 algorithm. 

Description of the Prior Art 

The internet is being evolved to an open network system to which 

not only computers but also portable telephones and general home . 

appliances can be connected. With the internet, electronic 

25 commerce and the like are making a rapid progress. The 

information which is handled in them is personal data, settlement 
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data, and the like, requiring a high confidentiality. Then, to 

prevent leakage of data, and to protect the users of 

communication network against an information offence, such as 

a so-called disguise, various cryptosystems have been practiced. 

5 A cryptosystem consists of an encryption system and a decryption· 

system, however, the decryption system can. be realized as a 

system having the same configuration as that of the encryption 

system, therefore, the following description will be given 

mainly about the encryption system. 

10 Cryptosystems can be mainly class1f ied by the method of key 

generation: common keycryptosystem and publi.c-key cryptosystem. 

The common key .. cryptosystem.-- is .. also known as the .symmetry 

cryptosystem, using the same key for both encryption a.nd 

decryption. On the other hand, the public-key cryptosystem is 

15 also referred to as the non-symmetry cryptosystem, using. 

different keys for encryption and decryption. With the common 

key cryptosystem, the key used for encryption is the same as 

that for decryption, therefore every time a ciphertext is sent 

and received, a special key is required, resulting in the control 

20. of the keys being complex. In addition, the encryption key can 

be used for decryption, the key must be sent to the other party 

secretly to the third party, and the way of send.1.ng the key must 

be carefully selected. 

The public-key cryptosystem has eliminated these drawbacks of 

25 the common key cryptosystem. The public-key cryptosystem is a 

cryptosystem which uses a un.1.que algorithm for performing 
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encryption and decryption, and employs the encryption and 

decryption keys which are different from each other. With this 

cryptosystem, the disadvantages of the common key cryptosystem, 

such as complex key control, and difficulty of sending the key 

5 with the possibility of leakage being minimized have· been 

overcome. The public-key cryptosystem can be said to be·a 

cryptosystem which adds a special algorithm for generating a 

public key to the common key cryptosystem. It can be said that 

this public-key cryptosystem is excellent in convenience as a 

10 cryptosystem, and provides a high encryption strength, however, 

the encryption speed tends to be inevitably slow. For details, 

refer to [NK9~7] --in .. the. 'list. .of· reference literature given at. 

the end of this specification. 

Cryptosystems can be mainly classified by "the method of 

15 processing of the data to be encrypted: block cryptosystem and 

stream · cryptosystem. As described in "Cryptograph -and 

Information Securi.ty" edi.ted and written by Shigeo Tsujii and 

Masao Sasahara {published by Shokodo, 1990), the block 

cryptosys_tem performs encryption and decryption every 

20 relatively long data block of several ten bits or more. If the 

plaintext block is expressed as M, the key block as K, and the 

ciphertext block as . C, the encryption and d·ecryption can be . 

expressed as follows: 

Encryption: c = EK (M) 

25 Decryption: M = DK {C} 

On the other hand, the stream cryptosystem is a cryptosystem 
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which encrypts a plaintext by using pseudo-random numbers known 

as a keystream as the . encryption key. With the stream 

cryptosystem, encryption and decryption are sequentially 

performed every small data block of 1 bit or a few bits (for 

5 example 1 byte) . The Vernam cryptosystem is a typical stream 

cryptosystem. If the symbol series represen.ting the plaintext 

is M, the symbol series representing the ciphertext block is 

C, the symbol series representing the random numbers 1.s K, and 

the operator for the exclusive. OR operation is XOR, . the Vernam 

10 cryptosystem can be expressed as follows: 

Encryption: c = M XOR K 

· · Decryption: M = C XOR K 

The random number symbol series K in the Vernam cryptosystem 

corresponds to the key in the block cryptosystem. 

15 Because the block cryptos:ystem. divides the plaintext .into. 

fixed lengths for processing, the rule for encryption processing 

by the encryption algorithm or the like can easily be found out. 

On the other hand, it is said .that, with the stream cryptosystem, 

the rule for encryption :processing is difficult to be found out. 

20 However, because the stream cryptosystem encrypts the plain text 

with the use of the pseudo-random numbers inside the encryption 

algorithm, the degree of difficulty in decoding the 

pseudo-random numbers can have a direct effect on the encryption 

strength. If a stream cryptography is built by using a 

25 pseudo-random number sequence which is cryptologically high in 

safety, the stream cryptosystem can allow building an encryption 
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system with a high safety strength. 

However, any of the conventional pseudo-random number 

sequences lacks safety, and the insufficient safety of the 

pseudo-random number sequence is a weak point of the stream 

5 cryptosystem, the weak point having not been eliminated. Then, 

as the cryptosystem, the block cryptosystem has been adopted, 

and to prevent the rule for encryption processing from.being 

.found out, some other technology has been added to the block 

cryptosyst.em to develop many cryptosystems which are different 

10 from the block cryptosystem used as the basis . For details, · · 

refer to [NK97] in the list of reference literature given at 

the end of this .specification. 

With a cryptosystem, . the balance between the spe~d of 

processing the dat~ for encryption and decryption, ·and· the·. 

_ .15 encryption strength is critical. As. a popular ccyptosy.stem, DES . 

(Data Encryption Standard) which was adopted by the National 

Institute of ·Standards and Technology.of the United States in 

1977 is available. Belonging to the block cryptosystem, DES is 

a cryptosystem which has been cryptoanalyzed in the basic 

20 technology. At present, it has been developed to 3DES, which 

repeats the same encryption processing three times for 

increasing the difficulty of decryption. 

As another cryptosystem, the chaos cryptosystem is available. 

For detailed description of the chaos, refer to [AI90] and [AIOO] 

25 in the list of reference literature given at the end of this 

specification. The chaos cryptosystem generates a chaos signal 
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in accordance with a chaos function, and uses this chaos signal 

to make the ciphertext intricate ·for enhancing the encryption 

strength. The chaos cryptosystem utilizes the following. 

characteristics of the chaos function. 

5 CD Sensitivity to initial value (sensitive dependence on 

initial condition}. 

® A property of one way. 

@ It has a strange attractor. 

The chaos cryptosystem which utilizes these characteristics is 

10 said to have a high processing speed, operate with a light program, 

and be high in encryption strength. As the chaos coating method 

(the method . of accommodating the chaos function .in tl;1e 

cryptosystem) , the technique which is used with the encryption 

function in the block cryptosystem, and the technique which is 

. 15 .. used for generating a keys tr~~ in ,the stream .cryptosystem a:r:-e 

known. 

With the above-mentioned 3DES, the same processing is 

repetitively performed with the encryption processing speed 

being sacrificed. In other words, the user of 3DES can only 

20 select lowering the encryption processing speed to maintain a 

desired encryption strength, at present. Any portable 

telephone, which is capable of performing electronic mail and 

internet communications, requires to be loaded with a 

cryptosystem. However, with the computer program for realizing 

25 the encryption algori thrn for 3DES, the number of program steps 

is large, and a large memory capacity is required, therefore, 
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3DES is practically difficult to be loaded in the portable 

telephone. In addition. the block cryptosystem. such as 3DES. 

performs encryption processing every fixed length, thus, 

depending upon the set mode. the ciphertext has a periodicity. 

5 and when a file providing a specific pattern. such as image data, 

is encrypted, the ciphertext is easy to be decrypted. which makes 

the block cryptosystem, such as 3DES, unsuitable for 

multi-media. 

Because the chaos cryptosystem utilizes the above-mentioned 

10 characteristics of the chaos function. it can be said that the 

chaos cryptosystem is provided with excellent basic 

characteristics · as a · cr,Yptosystem. However,. . among. the 

conventional chaos cryptosystems. the block cryptosystem uses 

the cut map or the:tent map as it is, which has a segment linearity, 

15 therefore •. if the block cryptosystem is a chaos cryptosystem, 

the ciphertext is cryptoanalyzed by the difference decoding 

technique. 

Among the chaos cryptosystems, the stream cryptosystem. which 

uses a chaos signal for generating a keystream. is required to 

20 hav~ an improved safety of the keystream as pseudo-random numbers. 

To meet this requirement, it has been conventionally performed 

that the key is first used as the initial value or parameter 

of the chaos function for generating a first chaos signal using 

the chaos function; then, using the first chaos signal as the 

25 initial value or parameter of that chaos function, a second chaos 

signal is generated; further, using the second chaos signal as 
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the initial value or parameter of that chao·s function, a third 

chaos signal is generated; thus, between the input and the output 

of the chaos s.ignal generating means (corresponding to the chaos 

emulator 1.n the present application), the feedback 1.s repeated 

5 for 1.ncreasing the complexity of the chaos signal; and the chaos 

signal obtai.ned as a result of many times of circulation is used 

as the keystream. With this conventional keystream generating 

method, the processing time is increased with the number of times 

of circulating the chaos signal being increased, and if the 

10 circulation is performed many times, but the chaos function is 

known, the possibi.li ty of the ciphertext being decrypted: is not 

.. . .. completely. eliminated. . 

The stream-chaos cryptosystem is known; with it, to improve 

the encryption strength of the chaos cryptosystem (stream-chaos 

15 cryptosystem) which generates a keystream on the basis of a chaos 

signal, a plurality of chaos fu~ctions are previously provided 

inside the encryption algorithm, and the chaos function is 

cha~ged over from one to another on the way. of encryption 

processing. With one method of this cryptosystem, a 1.ogic which 

20 changes over the chaos function to be used, every specific length 

of the plaintext (10,000 bytes, for example}, is previously 

incorporated in the encryption logic. With another method. the 

information for switchover of the chaos function is inserted 

1.n the middle of the ciphertext . But, if the chaos function is 

25 switched over from one to ·another every specific length of the 

plaintext, the characteristics of the ciphertext are changed 
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with the switchover, and this change of the characteristics of 

the ciphertext may give an opportunity of decryption. On the 

other hand, if an instruction for changeover of the chaos 

function is inserted in the middle of the ciphertext. the 

5 changeover instruction may give a chance of decryption. Thus. 

the chaos cryptosystem with which a plurality of chaos functions 

are provided for switchover of the chaos function has been 

devised in the intension of improving the encryption strength 

by making the chaos function difficult to be comprehend, however, 

10 whether the switchover is provided by previously incorporati.ng 

the switchover locations in the encryption logic o_r inserting 

the instruction for changeover of the chaos . function in· .the. . . . . .. 

middle of the ciphertext. there is a great possib~lity of the 

information for. switchover rather causing · the .. encryption 

15 strength to be lowered. 

With the stream-chaos;cryptosystem, which uses the ·information 

of the key as the initial value of the chaos function for 

generating the value of the. chaos function in the form of a 

floating poi.nt number as a chaos signal. and generates a 

20 keystream on the chaos signal, the chaos signal value varies 

only in a narrow range in the vicinity of O or in the vicinity 

of 1 . If the chaos function value varies only in a narrow range 

in the vicinity of a particular value, the distribution range 

of the data in the keystream is extremely narrowed, which results 

25 in the data in the ciphertext being distributed in a narrow range. 

and thus the encryption strength being lowered. 
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With conventional cryptosystems, the length of the key is fixed. 

If a key having a length shorter than the predetermined length 

of the key is input, the data which is lacking is regarded as -

0, and on the basis of the data of 0, the decryption of the key 

5 is facilitated, resulting in the strength of the key being 

substantially lowered. If a key having a length exceeding the 

predetermined length of the key is input, the excess data is 

not processed, and thus however long a key is used, the encryption 

strength will not be improved. In other words, with 

-- 10 conventional cryptosystems, the encryption strength is fixed, 

and cannot be freely set by the user. With a cryptosystem 

. providing. a. greater length of key, the encryption: .strength .is 

high, but the processing speed is low. Thus, with conventional 

cryptosystems, the user cannot select the processing speed and 

15 the encryption strength as required, because the lengtJ;>. of the 

key is f:Lxed. 

SUMMARY OF THE INVENTION 

Then, one purpose of the present invention is to provide an 

encryption method and system, and a decryption method and system 

20 wherein the encryption algorithm requires a small size of 

real-storage area in the computer, which allows it to be easily 

loaded in a portable telephone, and provides a high encryption 

speed and a high cryptographic strength, and in addi ti.on, 

computer programs for ~ealizing these encryption method and 

25 decryption method, and a memory medium for storing those computer 

programs. Another purpose of the present invention is to 
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provide an encryption/decryption system with which, if a file 

providing a specific pattern, such as image data, is encrypted, 

the pattern in the plaintext will not easily be developed in 

the ciphertext, and thus the cryptographic strength is high. 

5 Another. purpose of the present invention is to provide an 

encryption/decryption system with.which the length of the key 

is optional, and thus the processing speed and the cryptographic 

strength can be selected_ as required by the user. 

These purposes of the present invention can be achieved by: 

10 [ 1] An encryption ··method which uses an encryption algorithm 

for executing data processing involving inputting a common key 

K and a plaintext P; generating. an internal key, .. which is.data 

related to the common ~ey K, on the basis of the common key K; 

using plaintext processed data obtained by processing . the 

J5 plaintext P.or the. plaintext itself as plaintext information. 

data for performing a first exclusiv.e OR operation between the 

plain.text information and the internal key for generating a· 

primary ciphertext E1 for the plaintext P: and performing a second. 

exclusive OR operation between the primary ciphertext E1 and data 

20 for secondary encryption, V, for generating a secondary 

ciphertext E2 of the plain.text P, wherein 

a group of data to be handled with the encryption algorithm, 

i.e., the common key K, the plaintext P. and the initial values 

which are previously loaded in the algorithm, or the common key 

25 K, the plaintext P and the data generated by processing the 

initial values, is grasped as a virtual data space; the result 
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of said second exclusive OR operation is recognized as a vector 

directional component designating data in the virtual data 

space; the data designated by the vector directional component 

is recognized as a vector quantitative component; a logical 

5 operation for the vector quantitative component is performed 

for generating vector data; and the vector data is handled as 

said data for secondary encryption, V. 

[2] An encryption method involving inputting a common key K 

and a plaintext P; generating an internal key, which is data 

10 related to the common key K, on the basis of the ·common key K; -

using plaintext processed data obtained by processing the · _ 

·:plaintext P or..the_.plaintext itself as plain:t.ext .information---··-·----

data for performing a first exclusive OR operation between the 

plaintext information and the internal key for generating a 

15 primary ciphertext E1 for the plaint ext P; and performing a second 

exclusive OR operation between the primary ciphertext E1 and data 

for secondary encryption, V, for generating a secondary 

ciphertext E2 of the plaintext P, wherein 

said data for secondary encryption, V, consists of 'l/J data { 'l/J 

20 is 1 or an integer greater than 1), V{ 1 ), V{ 2 ), V( 3 }, ••••• , V{""), 

each having a length of P {Pis 1 or an integer greater than 

1), the initial values of V{ 1 }, V( 2 }, V( 3 ), ••••• , V(""} are 'II 

<1>. '1'(2), '1'(3), ••••• , 'l'(l/>), 

if data located every specific length of p, counting from the 

25 head of the primary ciphertext E1 , is E1 c11 , E1 c21 , E1 c31 , ••••• , 

E1 <m>• ••••• (rn is 2 or an integer greater than 2), respectively, 
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and data located every specific length of P, counting from the 

head of the secondary ciphertext Ea, is Ea 111 , Ea1a1 , E2 c31 , ••••• , 

E2 <ml' ••••• ,respectively, said second exclusive OR operation 

i.s performed for the fi.rst '![; data, E1 111 , E1 ca>. E1 c3 i, •••••• E1 

5 <w> in the pri.mary ciphertext E1 , usi.ng said initial values "¥ 

( 1 ), W <a>, W (3 ), · ••••• , W ( w ") as sai.d data for secondary 

encryption, V, 

a group of data, i.e., said internal key, and the plaintext 

information data and other data related to the key K or the 

10 plaintext P, as well as settings previously given or data 

obtained by transforming the setti.ngs, is grasped as a virtual 

·· - ·data· space: .. when 1 ~ n-- ~: · ·1/.L (n ~is.: an. integer), the first 

exclusive OR operation is performed .on the data i.n sai.d vi.rtual 

data space desi.gnated usi.ng E2 <n> as the address, and the generated 

15 operati.on value i.s used ·as .data for secondary encryption, Vin>. 

for replacing the ini.ti.al value W° 1 ~ 1 wi.th the V(nl: and When n 

~ 'I/> + 1, the fi.rst exclusive OR operation is performed on the 

data in said virtual data space designated usi.ng E2 <n> as the 

address, and the generated operation value is used as new data 

20 for secondary encrypti.on, Ven> for replacing the former data for 

secondary encrypti.on. V<n> with the new Ven> • 

[ 3] An encryption method as claimed in claim 2, wherein, if 

said data length P is 1 byte and the number of bytes for said 

i.nternal key is n, a table for the data for secondary encryption 

25 of '![; bytes ( '![; :S: n ) for stori.ng said data for secondary 

encrypti.on, V {V = V< 11 , V 12 >' V131 , ••••• , V<n>' ••••• , V1w» is 
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provided; in the table for the data for secondary encryption, 

W ( 1 ), W ( 2 ), W ( 3 ), ••••• , W (""} are previously stored as initial 

values in v(l)I v(2)1 v(3}1 o o o o o' v(n)I o ••••I v(l/1)1 respectively; 

the data for said internal key designated using E2 c11 , E2(2 1, E2 

5 <3 > •••••• , E2 <m>, ••••• as the address· is SE2 cm>.; and if exclusive 

OR operation is expressed as XOR, the value expressed by the 

right side of the logical operation expression: 

S22 cm> XOR Ven> XOR Ven .. i> = Ven> ( 1) 

is replaced with Ven>. sequentially. (Here, n = m mod W • ) 

10 [41 An encryption method involving inputting a common key K 

and a plaintext P; generating an internal key, ·which is data 

related··-to .. the common key K, -on the basis of the common ke;y: K; ··--·· 

using plaintext processed data obtained by processing the 

plaintext p·or the plaintext itself as plaintext information 

15. data for performing a first exclusive OR operation between the 

plaintext information and the internal key for generating a 

primary ciphertext E1 for the plaint ext P; and performing a second 

exclusive OR operation between the primary ciphertext E1 and data 

for secondary encryption, V, for generating a secondary 

20 ciphertext E2 of the plaintext P, wherein 

said second exclusive OR operation is performed between the 

primary ciphertext E1 and data for secondary encryption, V, every 

specific length of P. 

the data for secondary encryption, Vei>, of the specific length 

25 of P between which and the data E1<1 > of the specific length of 

P at the head of the primary c"i.phertext E1 said second exclusive 

14 



OR operation is performed is the initial value'!' <i>, 

a group of data, i.e., said internal key, and the plaintext 

information data and other data related to the key K or the 

plaintext P, as well as settings previously given or data 

5 obtained by trans£ orming the settings, is grasped as a virtual 

data space; if the secondary ciphertext E2 of a length of P 

generated by said second exclusive OR operation performed 

between the data E1ui and the initial value'!' 111 is E2111 , the data 

for secondary encryption, V(2), of a length of P ·between which 

10 and the data E1121 of a length of P following the data E1, 1 i . in 

the primary ciphertext E1 said second exclusive OR operation is 

.performed is generated .by performing the·. first: exclusive .. OR 

operationonthedatadesignatedinsaidvirtualdataspaceusing 

E21•11 as the address; and subsequently the data for secondary 

15 encryption, .V, 31 , V141 , V15 i, • • • • • following v, 21 . of a length of 

P is generated by performing the first exclusive OR operation 

on the data designated in said-virtual data space using the 

secondary ciphertexts E2121 , E2, 31 , E2141 , ••••• , E21 m>, •.• • • • (m is 

1 or an integer greater than 1) following E2 , 11 of a length of 

20 P as the address, respectively. 

[ 5] An encryption method as claimed in claim 4, wherein, if 

said data length P is 1 byte and the number of bytes for said 

internal key is n , a table for the data for secondary encryption 

of 1/J bytes ( 1/J :S: n ) for storing said data for secondary 

25 encryption 1 v (V : v(l) 1 v(2} • v(3) 1 • • • • • 1 v(n) 1 • • • • • 1 V(l/>)) iS 

provided; in the table for the data for secondary encryption, 
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W ( 1 ) , W ( 2 ) , W ( 3 ) , • ~ ~ •• , W ( tJi) are previousiy stored as initial 

values in v(l) I Ve2) 1 v(J) 1 o • o o o I Ven) 1 • o • o o I v(t/J) 1 respectively; 

the data· for said internal key designated using E2 cii, E2e2>, E2 

c31 , ••••• , E~ em>, ••••• as the address is SE2 <m>; and when exclusive 

5 OR operation is expressed as XOR, the value expressed by the 

right side of the logical operation .expression: 

S82 em> XOR Ven> XOR Ven.,. 11 = Ven.,. 11 (la) 

is replaced with Ven ... 11 , sequentially. (Here, n = m mod 'l/J • ) 

[6] An ~ncryption method as claimed in any one of claims 2 

10 to 5, wherein, ·by performing a first key transformation. 

processing on the common key K, first common key transformation 

data including :inf.ormation of the key_ K is generated; a dig:i,t~:;L · .. · 

· . chaos signal C is generated in accordance with a chaos function 

using the.:first common key transformation data as the i~itial 

15 value init; and digital chaos sign~! C_ informati9n containing . 

data including_ the. information of the digital. chaos. signal C 

is used as said internal key or data obtained by processing the 

digital chaos signal C information containing data is used as 

said internal key .. 

20 [ 7] An encryption method as claimed in claim 6. wherein said 

first key transformation processing is a processing involving 

extracting at least a part of the data in the common key K; 

generating an add value by performing an operation of adding 

the partial key to the preset base value; and using the add value 

25 as said first common key transformation data. 

[8] An encryption method as claimed in claim 6, wherein, if 
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the number of bytes for the common key K is A (A is 1 or an 

integer greater than 1) • A partial keys . ( 1 :::;:; A :::;:; A ) of v 

bytes ( 1 :::;:; v :::;:; A ) are extracted from the common key K; by adding 

the preset base value to the partial ~ey. A addition values are 

5 generated; using the addition values as the initial values init<i>• 

init,2>' init, 31 , .....• init<n>• .....• init<A>• respectively, (n 

is an integer. meeting 1 :::;:; n :::;:; A ) • digital chaos signals Cc11 • 

C(2)• C(3)• • • • • •, C(n)•. • • • • •, C(A) are generated for the initial 

values init11,. init(2)• ini.t<3,. •••••• ini.t<nl' .....• init<A>• 

IO ·respectively; and b~ processing the dig.ital chaos signals CC1 1 • 

C( 2), C(l), • ... •, C(n), . • • •., C(Al, Said dig.ital Chaos Signal C 

·, , information containing .data is generated~•· 

[ 9] An encryption method as claimed in claim 8 • wherein the 

processing of said digital chaos signals c< 1 >, C< 2>. Cc31 • • ••• · •• 

15 CcnJ. . .••.• c(AJ is an operation of c·(l) + Cc21 = CF(l) i .c(2) + CF(l)-

+ CF< A _ 11 = CFC A 1, and CF< A 1 is ·said digital chaos signal C 

i.nformation containing data. 

[10] An encryption method as claimed in any one of clai.ms 2 

20 to 9. wherein. by performing a second key transformation 

processing on the common key K, a second common key. 

transformation data including the information of the common key 
. . 

K .is generated; and by stirring said digital· chaos signal c 

containing information and sa.id second common key transforrnat.ion 

25 data. said internal key is generated. 

[ 11] An encryption method as claimed in any one of claims 2 
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to 10, wherein the data designated in said virtual data space 

using E2 111 , E2121 , E2 13 ,, ••••• , E2 Im>, ••••• as the address is said 

internal key. 

[ 12] A computer program wherein an encryption algorithm for 

5 executing the encryption method as.claimed in claims 1 to 11 

. is stated in a computer language. 

[ 13] ·A memory medium wherein the computer program as claimed 

in claim 12 is stored. 

[ 14] An encryption apparatus which uses an encryption 

10 algorithm for executing data processing involving inputting a 

common key K and a plain text P; generating an internal key, which 

is data related to the common key K, on the basis·of--the common. 

key K; using plaintext processed data obtained by processing 

the plaintext P or:the plaintext itself as plaintext information• 

15 data for performing a first exclusive OR· operation. between .the. 

plaintext information and the internal key for generating a 

pri.mary ci.phertext E1 for the plai.ntext P; and performing a second 

exclusive OR operation between the primary ciphertext E1 and data 

for secondary encryption, V, for generati.ng a secondary 

20 ciphertext E2 of the plaintext P, wherein 

secondary encryption data V generating means for generating 

secondary encryption data V is provided, 

said secondary encryption data V generating means grasp as a 

virtual data space a group of data to be handled with the 

25 encryption algorithm, i.e., the common key K, the plaintext P 

and the ini. tial values whi.ch are previously loaded in the 
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algorithm, or the conunon key K, the plaintext P and the data 

generated by processing the initial values; recognizes the 

result of said second exclusive OR operation as a vector 

directional component designating data in the virtual data 

5 space; recognizes the data designated by the vector directional 

component as a vector quantitative component; performs a logical 

operation for the vector quantitative component for generating 

vector data; and handles the vector data as said data .for 

secondary encryption, V. 

10 I 15] ·· A decryption method which decrypts a ciphertext 

generated by the encryption method as claimed in claims 1 to 

11, wherein the conf.iguration is the same as ·that for the . 

enc;ryption method as claimed in claims 1 to 11 , said ciphertext 

is input instead of said plaintext, and said ciphertext input 

____ 15 is- decrypted using the_ same .. c.ommon key as _said common key use.d 

by the encryption·method as claimed in claims 1 to 11. 

[ 16] A decryption apparatus which decrypts a ciphertext 

generated using the encryption apparatus as claimed in claim 

14, wherein the configuration is the same as that of the 

20 encryption apparatus as claimed in claim 14, said ciphertext 

is input instead of said plaintext, and said ciphertext input 

is decrypted using the same conunon key as said common key used 

with the encryption apparatus as claimed in claim 14. 

BRIEF DESCRIPTION OF THE DRAW.INGS 

25 -FIG. 1 is a conceptual diagram showing the way of generating 

vector data involved in the encryption method according to one 
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embodiment of the present invention. 

FIG. 2 is a flowchart showing the procedure for the encryption . 

processing involved in the encryption algorithm for executing 

the encryption method according to one embodiment of the present 

5 invention. 

FIG. 3 is a flowchart showing the configuration of an encryption 

system (an encryption system according to one embodiment of the 

present invention) which implements the encryption algorithm 

as illustrated in FIG. 2. 

10 FIG. 4 is a diagram exemplifying the irregularity of the 

logistic map by choosing i as the abscissa and X(i) as the 

ordinate .. 

FIG. 5 is a characteristic diagram of the logistic map ·that 

is expressed by choosing :X(i) as the abscissa and X(i+l) as the. 

15 ordinate. 

FIG. 6 is a diagram showing the configuration of the chaos 

emulator 102 in the encryption system as shown in FIG. 3. 

FIG. 7 is a conceptual diagram showing the flow.of data between 

the chaos emulator 102 and the chaos filter 103 in the encryption 

20 system as shown in FIG. 3. 

FIG. 8 is a conceptual diagram partially showing the processing 

of data in the chaos filter 103 in the encryption system as shown 

in FIG. 3. 

FIG. 9 is a conceptual diagram showirg the processing which 

25 is performed 1.n the chaos filter 103 for the data sent from the 

chaos emulator 102 in the encryption system as shown 1.n FIG. 
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3. 

FIG. 10 is a diagram showing the configuration of the key 

initial transformation section 104 which generates a subkey set 

L in the encryption system as shown in FIG. 3, and the 

5 relationship between the chaos signal Cd and the subkey set L, 

which are input to the keystream (Ks) generation section 105 

and stirred. 

FIG. 11 is a conceptual diagram showing the stirring processing 

between the chaos signal Cd and the subkey set L that i.s performed 

10 in the keystream (Ks) generation section 105 in the encryption 

system as shown in FIG. 3·. 

FIG. 12 (A), FIG. 12 (B), and FIG. 12 (C)-as, examp.;t.es of 

plaintext P which is encrypted according to the embodiment as 

illustrated in FIG. 2 and FIG. 3, FIG. 12 (A) shows a;solid black 

15 figure, FIG. 12 (B) a solid whit.e figure, and FIG. 12 (C) a figure 

which is biack in the upper half area, and white in the lower 

half one. 

FIG. 13 provides a table which gives frequencies of occurrence 

of O and 1 in the plain text, the ciphertext, and the decrypted 

20 plaintext, when the solid black figure, FIG. 12 (A), the solid 

white figure, FIG. 12 (B), and the black and white figure, FIG. 

12 (C), as well as the data obtained as an LZH file by compressing 

the entire Help folder (13.4 MB) in the Japanese edition of 

Microsoft Visio 2000 SRI (The Visual Language of Business) using 

25 compression software are each input to the encryption system 

as shown in FIG. 3 as a plaintext P for encrypting the plain text 
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P, and then decrypting the ciphertext. 

FIG. 14 provides tables which give the distribution of 

frequencies of occurrence of each binary data when the densities 

of the picture elements (pixels) in the plaintext, the ciphertext, 

5 and the decrypted plaintext for the solid black figure, FIG. 

12 (A}, are expressed as binary data of 2-digit hexadecimal 

numbers (i.e. , binary data of 256 tones) , the ordinate 

representing the second digit of the two-digit hexadecimal 

numbers, and the abscissa the first digit of the two-digit 

. - ·10 . hexadecimal numbers . 

FIG. 15 provides line graphs which show the distribution of 

· · frequencies of occurrence of each binary data when the .. dens.i.ties 

of the picture elements (pixels) in the plain text, the ciphertext, 

and the decrypted plaintext for!the solid ~lack figure, FIG • 

. 15 .· 12 (A), are. expressed as binary data of 2-digit .hexadecimal_ . 

numbers (i.e., binary· data of 256 tones), the_ ordinate 

representing the frequency of occurrence, and the abscissa the 

first digit of the two-digit hexadecimal numbers. A particular 

broken line corresponds to O * , 1 * , 2 * , ..... , E * , or F * in 

20 the leftmost column (ordinate column) in the table as given in 

FIG. 14. 

FIG. 16 provides tables for the solid white figure as shown 

in FIG. 12 (B), which are similar to those in FIG. 14·. 

FIG. 17 provides line graphs for the solid white figure as shown 

25 in FIG. 12. (B), which are similar to those in FIG. 15. A 

part.icular broken line corresponds to O * , 1 * , 2 * , ..... , E 
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* , or F * in the leftmost column (ordinate column) in the table 

as given in FIG. 16. 

FIG. 18 provides tables for the black and white figure as shown 

in FIG. 12 (C), which are similar to those in FIG. 14. 

5 FIG. 19 provides line graphs for the black and white figure 

as shown in FIG. 12 ( C) , which are similar to those in FIG. 15. 

A particular broken line corresponds to O * , 1 * , 2 * , ..... , 
E *, or F * in the leftmost column (ordinate column) in the table 

as given in FIG. 18·. 

10 FIG. 20 provides tables which give the distribution of 

frequencies of·occurrence of each binary data when the data in 

the plain text, the ciphertex.t, and the decrypted plainte~t :for . 

the Help. Izh (Visio) file as· given in FI_G. 13 is expressed as 

binary data of 2-·digit hexadecimal . numbers, the orQ.in~te 

... 15, representing the second digit of the. two-d,igi:t. hexa<t.ecimal 

numbers,· and the. abscissa the first digit of the two-digit 

hexadecimal numbers. 

FIG. 21 provides line graphs which show the distribution of 

frequencies of occurrence of each binary data when the data in 

20 the plaint ext, the ciphertext, and the decrypted plaint ext for 

the Help.Izh (Visio) file as given in FIG. 13 is expressed as 

binary data of 2-digit hexadecimal numbers, the ordinate 

representing the frequency of occurrence, and the abscissa the 

first digit of the two-digit hexadecimal numbers. A particular 

25 broken line corresponds to O * , 1 * , 2 * , ..... , E * , or F * in 

the leftmost column (ordinate column) in the table in FIG. 20. 
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FIG. 22 is a circuit diagram showing a conventional key 

transformation circuit which corresponds to the key initial 

transformation section 104 as indicated in FIG. 10. 

FIG. 23 is a flowchart showing the procedure for the processing 

5 involved in an encryption method, which is a variation of the 

encryption method as illustrated in FIG. 2, and the procedure 

for the processing involved in a decryption method of decrypting 

the ciphertext obtained using this encryption method to the 

plaintext. 

10 DESCRIPTION OF THE PREFERRED EMBODIMENT 

Hereinbelow, an embodiment of the present invention will be 

·-more specif-ica1ly explained with reference to the . ,9.rawin.gs ... 

FIG. 2 is a flowchart showing the procedure fc;>r the processing 

involved in the encryption method according to one embodiment 

15 of the present invention ... This encryption methQd is of a stream 

cryptosystem of common key type, or of a chaos cryptosystem, 

because a chaos signal is generated in accordance with a chaos 

function, and this chaos signal is used for generation of µ 

keystream. This encryption method is described as an encryption 

20 algorithm in a comput~r programming language, such as the Java 

language. The program of this encryption algorithm is loaded 

in a computer, such as a personal computer, an MPU 

(microprocessor unit) in a portable telephone, and a PDA 

(personal digital assistant). FIG. 3 is an encryption system 

25 which implements the encryption method as illustrated ih FIG. 

2. This encryption system. comprises a computer program which 
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describes the encryption algorithm and a computer (hardware and 

software, such as an operating system) which carries this 

computer program. 

In FIG. 2, reference numerals 1 to 9 and 11 indicate the steps 

5 of processing which are components of the encryption method. 

These· steps of processing are executed by the corresponding means 

as shown in FIG. 3. In FIG. 2, Step 1 performs inputting a key 

(K); Step 2 chaos emulation which generates a digital chaos 

signal C; Step 3 chaos filtering; Step 4 key initial 

10 transformation; Step 5 generating a keystream (Ks): Step 6 

inputting a plaintext (P); Step 7 primary encryption.; Step 8 

generating an-internal.vector "(V): Step 9 secondary encryption: 

and Step 11 outputting a ciphertext (EE). The encryption system 

as shown in FIG. 3 comprises a key (K) input section 101; a chaos 

15 emulator 102 which generates a digital chaos s.i.gnal C; __ a.chaos ... 

filter 103; a key initial transformation section 104: a keystream 

(Ks) generation section 105; a plaintext (P) input section 106; 

a primary encryption section 107; an internal vector· (V) 

generation section 108: a secondary encryption section 109; and 

20 a ciphertext (EE) output section 111. 

In Step 1, a conunon key K of A. bytes ( A. denotes 1 or any 

positive integer greater than 1) . is input. Methods for 

inputting a common key K include the method which manually inputs 

it byte by byte from the keyboard in sequence, and the method 

25 which previously stores the key K on the memory means; such as 

a hard disk, and reads out it from that memory means before 
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executing this encryption method. In the chaos emulation in 

Step 2, A sets of non-linear digital chaos signals (in this 

specification, non-linear digitai chaos signal is abbreviated 

to digital chaos signal) of µ, bytes ( µ, denotes 2 or any positive 

5 integer greater than 2) are generated on the basis of the key 

K. The digital chaos signal C represents the entire A sets of 

·non-linear digital chaos signals (of µ, bytes). In chaos 

filtering in Step 3, the A. sets of digital chaos signals are 

processed for generating only one digital chaos signal of µ, 

IO bytes, wh·ich is output· as a digital chaos signal Cd.· 

In the key initial transformation in Step 4, the ~ey K input 

· in Step 1 is process·ed .for generating a subkey set·. L of ~ . ( ~­

denotes 2 or any posi.tive integer greater than 2). In th.e key 

stream generation in Step 5, a keystream Ks (which is equivalent 

15 to the above-men.tioned internal key) of. n .bytes ( n = µ, + ~.) 

is generated on the basis of the digital chaos signal Cd and 

the subkey set L. The keystream Ks is stored in the keystream 

table [Ks] in t~e keystream generation section 105. If the 

number of bytes for the plai.ntext P exceeds n, the keystream 

20 Ks of n bytes is repeatedly output from the keystream table [Ks] 

for generating the keystream with the number of bytes that is 

required for encryption of the plaintext P. 

The key can have a great effect on the result of encryption 

(the ciphertext) . Therefore, 1. t is said that, if a key for which 

25 no transformation is provided is used for encrypting a plain text, 

the ci.phertext will undesirably have a low cryptographic 
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strength. For example, with the above-rnention~d DES, the parity 

bit in the key is removed' before performing a bit shift and a 

bit extension for transformation of the key. In the present 

embodiment, the key K ~s transformed int~ the keystream Ks by 

5 performing the processes in Steps 2 to 5. 

In the plain text input in Step 6, data (plaint ext P) which is 

to be encrypted is input. The plaintext-P to be encrypted is 

text data, figure data, image data, sound data, or the like. 

In the primary encryption in Step 7, an exclusive OR operation 

10 between the plaintext P and the keystream Ks is .performed for 

generating a primary ciphertext E1 • 

·. The internal v.ector generation. section J.08 ha~_ ~ y~c:;::~c:>.r :_e;tata 

table [V], in which vector data initial values are previously 

stored. The vector . data table [V] corresponds to the . 

; 15 above-mentioned data table for secondary encryptiQn .•. _l:l,~yin_g W . 

fields, each of which stc»res vector data of P ·bytes. In the. 

internal vector generation in Step 8, the first vector data 

initial value '1' ti> of P bytes in the vector data table [V] is 

read out. In the secondary encryption in Step 9, an exclusive 

20 OR operation is performed for the first data E1 <1 > of P bytes in 

the primary ciphertext E1 with the use of the vector data initial 

value '1' <i> of P bytes for generating a secondary ciphertext E2 <1 > 

of P bytes. 

In the internal vector generation in Step 8, as shown.with a 

25 dotted line in FIG. 2, the secondary ciphertext E2 <11 of P bytes 

is received, and this secondary ciphertext E2111 of P bytes is 
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recognized as the directional component IR of the vector. Here, 

the designation IR _of the directional component is derived from 

irregular reference of data in the virtual data space by means 

of this directional component, as described later. The 

5 directional component IR points to the data Ks (IR) of the addre.ss 

IR in the keystream table [Ks]. In the internal vector 

generation in Step 8, the data Ks (IR) ~s read out from the 

keystream table [Ks]: the data Ks (IR) is recognized as the 

. quantitat1ve component of the vector; a log1ca1 pperat1on 

10 (corresponding to the above-mentioned first logical operation) 

is performed on the data Ks (IR) of the quantitative component: 

vector data \7( 1 ) of P bytes is generated: and the .f.irst vector 

data initial value '¥ u> of P bytes in the vector data table [VJ 

is replaced w1th the vector data V( 1 ) • 

. .15 ·.In the secondary encryption (Step 9) , an .exclus.i.ve _QR .operation 

between the second vector data initial value '1' c21 of p bytes in 

the physical sequence and the next primary ciphertext Eic 2 r of 

P bytes is performed for generating a next secondary ciphertext 

E212 > of P bytes. Hereafter in the· same way, the secondary 

20 encryption is repeated every P bytes in the primary ciphertext 

E1 for generating a secondary ciphertext E2 of the same number 

of bytes as that in the primary ciphertext E1 • Assuming that 

1./> sets of data of P bytes are provided as the vector data 

initial values, the '!/> sets of P -byte data (data of p * '!/> 

25 bytes) from the beginning in the primary ciphertext E1 are 

secondary-encrypted by an exclusive OR operation with the vector 
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data initial value '\JI. Then, the next '1/> sets of P -byte data 

and the subsequent in the primary ciphertext E1 are 

secondary-encrypted by an exclusive OR operation with the 

internal vector data V( 1 ). V( 2 }. V( 3 ) •••••• , V( 0 } ••••••• V(w), 

5 which are generated by a logical operation on the data Ks (IR) 

designated by the vector directional component IR. These 

internal vector data V( 1 }, V( 2 ), V( 3 ) •••••• , V( 0 ) •••••• , V(w) 

are sequentially updated for each secondary ciphertext E2 of P 

bytes. 

· ··10 As stated above, in the internal vector generation in Step 8, 

th~ directional component IR of the vector designates the data 

in · the keystream· table [Ks]..: However,· with the .. present 

invention, the data which is designated by the directional 

component IR of the vector is not limited to the data ·in the 

15 keystream table [Ks]. By grasping a group of data .to be.handled. 

with the encryption algorithm, i.e.", the common key K, the 

plaintext P and the initial values which are previously loaded 

in the.algorithm, or the common key K, the plaintext P and the 

data generated by processing the initial values: as a virtual 

20 data space, the range of data which is designated by the 

directional component IR of the vector may be expanded to the 

· virtual data space. However. by assuming that the directional 

component IR of the vector designates the data in the keystrearn 

·table [Ks]. the follow1ng explanation of the present embodiment 

25 is simplified. 

In the present embodiment, the secondary ciphertext E2 of P 
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bytes which is generated for the first time when the secondary 

encryption (Step 9) is completed by taking Steps 8 and 9 is 

recognized as the directional component IR of the vector; the 

data Ks (IR) in the keystream table [Ks] is designated by the 

5 directional component IR of the vector: and the operation value 

obtained by performing an operation on the data Ks (IR) is used 

as the next vector data of P bytes, which is one of the 

characteristics of the present embodiment. 

In the present embodiment, the cryptographic strength is based 

10 on the encryption using a digital chaos signal C from the chaos 

emulator 102, the keystream Ks generated based on this digital 

chaos signal C, and· the intern.al.v.ector data V from the j."nternal · · 

vector generation section 108. With the conventional DES, the 

cryptographic strength is assured by repeating the same process · 

- - .. 15 . many times, ,. thus the. encryption speed. is low, and the ... program 

occupies a large portion of the storage c.apacity of the computer. 

On the other hand, the chaos emulator 102 and the internal vector 

generation section 108, which are the critical components for 

·encryption in the present embodiment, are each capable of high 

20 speed processing, therefore, the encryption algorithm in the 

present embodiment requires a small size of real-storag·e area 

in the computer, which allows it to be loaded in a portable 

telephone, and provides a high encryption speed and a high 

cryptographic strength. 

25 Next, the encryption method and the encryption system 

according to the embodiment of the present invention which have 
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been described with reference to FIG. 2 and FIG. 3 will be still 

more specifically explained with reference to FIG. 1 and FIG. 

4 to FIG. 11. FIG. 1 :ts a conceptual diagram showing the way 

of generating vector data involved in the encryption method and 

5 the encryption system according to the embodiment as illustrated 

in FIG. 2 and FIG. 3. FIG. 4 is a diagram exemplifying the. 

irregularity of the logistic map by choosing i as the abscissa 

and X(i) as the ordinate. FIG. 5 is·a characteristic diagram 

of the logistic map that is expressed by choosing X( i) as the. 

10 abscissa and X( i+l) as the ordinate. FIG. 6 is a diagram showing 

the configuration of the chaos emulator 102 i~ the encryption 

system as shown in FIG ... 3 . FIG.~ .7 is a conceptual. diagra.m s.how;J.ng ..... . 

the flow of data between the ch~os emulator 102 and the chaos 

filter 103. FIG. 8 is a conceptual diagram p~rtially showing 

...... _ .15 the processing of data_ in. tne .Ph~os, f il.:t~r 103 in _the encryption 

system as shown in FIG. 3. FIG. 9 is a conceptual diagram showing 

the processing which is performed in the chaos .filter 103 for 

the data sent from the chaos emulator 102 in the encryption system 

as shown in FIG. 3. FIG. 10 :is a diagram showing the 

20 configuration of the key initial transformation section 104 

which generates a subkey set Lin the encfypti.on system as shown 

in FIG. 3, and the relationship between the chaos signal Cd and 

the subkey set L, which are input to the keystream (Ks) generation 

section 105 and stirred. FIG. 11 is a conceptual diagram showing 

25 the stirring processing between the chaos signal Cd and the 

subkey set L that is performed in. the keystream (Ks) generation 
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section 105 in the encription system as shown in FIG. 3. 

First, the notation which is used in the statements as given 

later and the qrawings for reference will be explained here. 

Data will be expressed in such a manner as C(l), Cl28(1), CD, 

5 and E211 ,. In such· notation, the first letter ( "C", for example) 

and a letter with a suffix (for example, "d" in Cd and 11
2

11 in 

E2(1,) denote a group of data (such as a digital chaos signal) 

which is to be provided with a certain name for identification, 

and the number following the first letter (128, for example) 

10 denotes the byte length. When the letter is not followed by any 

number, the byte length shall be interpreted to be one byte. 

·The _number in the parentheses ("-1" in C(l) and "l" in .E2 _111 , for 

example} denot;es the o;-dinal number at which the pertinent data 

is located, being counted from the head of the data input for 

15 the processing. When· the letter is not provided . w!th .. a 

parenthesized number, it means that the data. is to be processed 

as a batch with no discrimination of ordinal number. The data 

in the present embodiment is processed in bytes (one byte is 

equal to 8 bi ts) as a general rule. Thus, in the present 

20 embodiment, since the number in the parentheses denotes the 

ordinal number at which the pertinent data is located, beirig 

counted from the·head, the parenthesized number also denotes 

the ordinal number at which the byte for the pertinent data is 

located, being counted from the head; as a general rule. 

25 In the present embodiment, the length of the common key K is 

A. bytes, and A. denotes 1 or any positive integer greater than 
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1. The.length A of the key is important for the cryptograph 

technology, and the longer the key length A, the wider the 

variation range for the data in the ciphertext will be, and the 

higher the cryptographic strength will be. If the key length 

5 A is variable, in other words, the user of a cryptosystem can 

arbitrarily specify the key length A, the variation range for 

the data in the ciphertext will be substantially widened. When 

a malicious third party tries to decrypt the ciphertext by taking 

a Brute Force attack, the key length A being .variable will 

10 provide a wide range of key which must be attacked on the-.Brute 

Force basis, compared to the range for a fixed length key, 

therefore it can be.said that the cryptosystem of.;variabl.e length 

key provides a cryptograph technology whicb is rigid also to 

a Brute . Force attack. Judging from the. fact that the 

.. 15 restrictions on exports of _the cryptograph te_q;h,n9logy in USA, 

i.e., "Title 22, Cod~ of Federal Regulations, Parts 120-131 

{International Traffic of Arms Regulations ITAR)" is 

applicable to any cryptosystem involving a key with a length 

equal to or over a certain length, it is obvious that the length 

20 of the key can have a direct effect on the cryptographic strength. 

FIG. 6 is a diagram showing the configuration of the chaos 

emulator 102 in the encryption system as shown in FIG. 3; 1021 

indicating a key division section, 1022 an initial value 

operation section, and 1023 a chaos function operation section. 

25 The chaos emulator 102 receives the conunon key K, and performs 

the proc~ss of the chaos emulation in Step 2 in FIG. 2 for 
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generating a digital chaos signal. 

The data input to the chaos emulator 102 is the key K. The 

key K is data which is processed in bytes, and here it is assumed 

that the key K is of A bytes. If data of 1 byte (8 bits) is 

5 expressed in hexadecimal notation, 256 values from 00 to FF can 

be given, however, for the key Kin the present embodiment, 255 

values from 01 to FF are pe:anissible. In the key divi$ion section 

1021, the key K of A bytes is divided into partial keys of 

arbi tral lengths from 1 byte to 8 bytes. It is assumed that the 

10 number of bytes for the partial keys is v . For example, if A 

= 10, K = 1234567890, and v ·= 2, the key division section 1021 

p.ivides the key-K-into-five:·.-different partial keys .. of 12, -34, ... 

56, 78, and 90. In the following description and the 

accompanying drawings, assuming that v = 1, the key K of A 

15 bytes is· divided into A : partial keys of K ( 1 ), K ( 2 ), K ( 3) ,. • •..• , 

K(n), .... ~, K(l - A), and K( A) (1 ~ n ~· A) (in the present 

embodiment •. it is assumed that v = l, thus the above-mentioned 

A is equal to A ) • 

The initial. value operation secti.on 1022 previ.ousl.y stores the 

20 base value I and receives the partial keys of K ( 1) , K ( 2) I 

K ( 3 ) , ..... , K ( n) , ..... , K ( 1 - A. ) , and K ( A. ) provided by the 

key division section 1021 .as offset values in sequence for 

performing an add operation which adds the respective off set 

values to the base value. The sums generated by the add operation 

25 in the initial value operation section 1022 are provided for 

the chaos function operation section 1023 as the initial value 
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init for the chaos function in the chaos function operation 

section 1023. 

The chaos function operation section 1023 receives the initial 

value init for the chaos function, and generates a non-linear 

5 digital chaos signal from the logistic map, which is a typical 

chaos function. The logistic map is expressed as: 

X(i + 1) = O:X(i) {1 - -X(i)) {2) 

Where i·is a positive integer of 1 or greater. and a is a driving 

parameter,. being a parameter for the chaos function. X( 1) is 

10 the initial value ini t. FIG. 4 is a diagram exemplifying th.e 

irregularity of the logistic map by choosing i as the abscissa 

and X{i) a·s .the ordinate .. FIG.•· 5 is a characteri.stic diagram.·.·· 

of the logistic map that is expressed by choosing X{i). as the 

abscissa and X(i+l) as the ordinate. As exemplified in.FIG. s. 

15 the logistic map provides a great .J1Umber of X{ ~ + 1) yalues on 

the ordinate corre.sponding to a specific value of X{i) on the 

abscissa, and FIG. 5 suggests the difficulty of predJ.cting the 

values of X{i + 1) from a specific value of X{i). 

The chaos signal X{i) is generated in the form of a floating 

20 point number. however. the chaos function operation section 1023 

handles the chaos signal X{i) in the form of a floating point 

number as an 8-byte integer type signal. By handling the chaos 

signal as an 8-byte integer type one, the chaos signal can be 

easily handled in the Java language, which does not depend upon 

25 the model. The chaos emulator 102 is a chaos s.ignal generator. 

generating a digital non-linear chaos signal c of 8-byte in:teger 
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type. The chaos function operation section 1023 generates a 

digital chaos signal C for each initial value ini t . Then, the 

number of digital chaos signals C output from the chaos function 

operation section 1023 is equal to the byte length A. of the key 

5 K. The data length of the digital chaos signal C generated by 

the chaos function operation section 1023 is µ, bytes. Because 

the above-mentioned i is not provided with an upper limit, the 

data length of µ, bytes of the digital chaos signal which can 

be generated by the chaos function operation section 1023 is 

10 · not limited, however, with the cryptosystem {method and system) 

in the present embodiment, it is assumed that µ, = 128, in order 

15 

to provide·· a practical compromise between·· the processing ti~e. 

and the .cryptographic strength. 

Here is a description of the reasons why the base value is- used 

.·for obtaining the initial value init in the chaos emulator 102 .. 

When the chaos function is used for generating a digital chaos 

signal, the chaos function value X{i), i.e., the chaos signal 

provides a floating point number which moves (varies) 

intricately between O and l, as shown in FIG. 4. This chaos 

20 function value X{i) may repeat a fine movement only in th~ 

vicinity of the bottom of the graph as shown in FIG. 4, i.e., 

in the extreme vicinity of zero value, or only in the vicinity 

of the top of the graph in the same figure, depending upon the 

initial value ini t of the chaos function. When the chaos 

25 function value repeats a fine movement only in the vicinity of 

a certain value as stated above, in other words, the chaos 
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function values are non-uniformly distributed into a particular 

narrow range, rather than basically uniformly between O and l, 

.it can be said that the digital chaos signal provides a small 

amount of movement. When a keystream is generated on the basis 

5 of a digital chaos signal giving a small amount of movement, 

and this keystream is used to encrypt a plain text, the plain text 

provides a small amount of variation. With a plaintext 

providing a small amount of variation, it is difficult to 

maintain the cryptographic strength at a desired level. 

- 10 As a solution to the problem of that the chaos function values 

may be non-uniformly distr,tbuted into a particular narrow range, 

depend1ng upon the 1nitial value init, .the present embod1meilt 

uses a base value. The base value is selected in consideration 

of all the values of the key K that can be expected to be :t.nput 

15 by the. user from such an input device as the .keypoard , ... or all . 

the keys which can be expected to be used. The base value-must· 

be an optimum value with which the chaos function value 1n the 

form of a floating point number that is generated when the initial 

vaJ.ue init is substituted into the chaos function is widely moved 

20 between O and 1, resulting in a basically uniform d1stribution 

of the chaos function values . The dig1 tal chaos signal C is 

generated by transforming the chaos function value in the form 

of a floating point number into an 8-byte integer type signal 

in the chaos function operation section 1023, therefore, when 

25 the chaos function is widely moved between O and 1, resulting 

in a basica.J.ly uniform distribution of the chaos function values, 
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the amount of movement of the digital chaos signal C is large, 

and the distribution of the amounts of movement is uniform. The 

initial value init of the chaos function is a value which is 

deviated from the base value by the off set value, which is the 

5 partial key K (n), therefore, by selecting the base value as 

stated above, the digital chaos signal C.is widely moved for 

each partial key, resulting in a uniform distribution of the 

amounts of movements. It can be said that the technique which 

sets the initial value ini t of the chaos function by using the· 

10 base value as the basis and the partial key as an off set value 

is an · approach which can fully real.ize the superiority in 

utilizing the· chaos function for the cryptograph- technology.-
I 

The base v~lue vari.es wi. th the chaos functi.on . By combi.ni.ng the 

chaos function wi.th the base value, the chaos functi.on is fixed, 

-15 and the structure of the algorithm .. related to generation -of a 

digital. chaos si.gnal is stabi.lized, which allows the.algorithm 

to be executed at a higher speed. 

The chaos function operation secti.on 1023 uses the initial. 

·value init of the chaos function determined by the 

20 above-mentioned processing in the initial val.ue operation 

secti.on 1022, the preset parameter( s) a for the chaos function, 

and the chaos function for generating a digital chaos signal 

Cl28. Thus, the digital chaos signal C128 is generated on the 

basis of the initial val.ue init of the chaos function that is 

25 derived from the key K, the chaos function parameter(s), and 

the chaos function. 
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As the chaos funption to be used in the chaos function operation 

section 1023, a variety of chaos functions can be substituted, 

and when a chaos function which has ·a property more suitable 

for the present invention is discovered, it can be expected that 

5 the cryptographic strength and the processing speed are improved 

simply by applying that function to the present embodiment. 

As shown in FIG. 7, the processing for multiplying the partial 

key K (n) which is of 1-byte length, being part of the key K, 

to 128 bytes is repeated by the number of times that is equal 

10 to the number of bytes for the key K, i.e., A. times. If the 

digital chaos signal of 128 bytes that is generated in the chaos 

. emulator 102 is expressed as :C.12.8; and {n) is added to it for 

expressing the order of generation., n, from the first to the 

A. th of the respective digital chaos signals, the digital chaos 

... 15 si.gnals output from the. chaos emulator 102 can be ... ~x:pr.~s.f:i:_~~- a,~ 

C128(1), Cl28(2), Cl28(3), ..... , Cl28(n}, ....• , C128( A. - 1) , 

Cl28(A) . 

In the present embodiment, by using the informati.on about the 

key K for the initi.al value ini.t of the chaos function, the 

20 digital chaos signal C is varied for each key K input so that 

the cryptographic strength is enhanced. When a malicious third 

party tries to perform decryption with a counterfeit key, the 

initial value sensitivity of the chaos function will be exerted 

such that a minute discrepancy of the key is reflected in a great 

25 change in the decrypted plain text, which makes it difficult to 

perform decryption. 
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In encryption processing, the key generation, the key 

transformation or the like tends to require a longer period of 

processing time than the encryption of the plaintext. In the 

present embodiment, for fully utilizing the superiority of the 

5 chaos funct_ion, which is processed at high speed, a technique 

which uses only one chaos function in the encryption algorithm 

for stabilizing the structure, and increasing the sp_eed of 

encryption processing is adopted. In the above paragraph for 

explaining the problems to be solved by the present invention, 

10 the disadvantages of the chaos cryptosystem which provides a 

plurality of chaos functions for the encryption algorithm, and 

switches· over. "the chaos f.unction on the way of encryptio.µ. are 

described. In t.he present embodiment, however, only one chaos 

function is provided for the encryption algorithm, therefore, 

.15 . the present embodiment. is free .. from the d:c:-awbacks of :the 

conventional chaos cryptosystem, which provides a plurq.lity of 

chaos functions for the encryption algorithm. 

Next, with reference to FIG. 8 and FIG. 9, the processing in 

the chaos filter 103 will be explained. More particularly, the 

20 operation in the chaos filter 103 when the A. sets of Cl28 which 

are generated for the partial keys K (n) constituting the key 

K are viewed in bytes will be explained. The Cl 2 8 ( 1 ) of 12 8 bytes 

which is generated on the basis of the partial key K(l) can be 

expr~ssedas C(l). C(2). C(3), ..... , C(n), .•... , C(l27), C(l28) 

25 from the head in sequence, if the first byte is expressed as 

C(l). This +s true also for the Cl28(2) which is generated on 
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the basis of the partial key K( 2). The bytes of the same order 

in C128(1).and Cl28(2) are added to each other, and the sum is 

output as one byte. This add operation in uni ts of one byte is 

repeated for obtaining C128 as the result of addition for all 

5 128 bytes (see FIG. 8). When the value of the result of operation 

exceeds one byte in the add operation, the value carried to the 

higher-order digit is discarded, the value of the same order 

digit being left. For example, when B9 and 8E in hexadeci~al 

notation are added to each other, the sum is 14 7, but 1, which 

10 is carried to the higher-order digit; ·is discarded, 47 being 

left. When the above-stated processing is viewed in units of 

128 bytes·, ··the above-mentioned operation processing.-.in bytes. 

is performed for all Cl28, which is generated by A. , i.e. , the 

number of bytes for the key K input, as shown in FIG~ 9; the 

15 result of the operation on C128(l) and C128(2) being obtai.neO., 

·then the result of the operation on Cl28, which is the result 

of the previous operation, and C128 ( 3) being obtained, and such 

processing being repeated for finally obtaining the digital 

chaos signal Cd based on the key components by 128 bytes. In 

20 other words, the number of bytes for the digital chaos signal 

Cd obtained in the chaos filter 103 is 128, which is the same 

as the number of bytes for each of Cl28(1), Cl28(2), 

C128(3), • • • • • I C128 ( n), ..••. , Cl28 ( ..\ - 1), Cl28 (A. ), which 

constitute the digital chaos signal C output from the chaos 

25 emulator 102. 

As stated above, the data length of µ bytes of the digital 
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chaos signal which can be generated in the chaos function 

operation section 1023 is not limited. therefore. on the digital 

chaos signal generation means. a digital chaos signal Cd of 128 

bytes or over can be generated. Then. when the cryptographic 

5 strength is to be enhanced, it can be easily increased by 

obtaining a digital chaos signal Cd of 128 bytes or more. For 

the chaos emulation in Step 2. it has been assumed that v = 1, 

and the byte length of the partial key is l, however, the value 

of ll may be 2 or larger, in other words, a digital chaos signal 

10 may be generated every 2 bytes or 8 bytes, for example. That 

is to say. with the digital chaos signal generating method 

according· to ·the -present- -embodiment •. the . partial key can be 

determined, the initial value init can.be selected, and thus 

the digital chaos signal itself can be changed, depending upon 

15 .. every how many bytes of the key K input a digital chaos .signal 

C is to be· generated (what value of ll is to be selected). · From 

the viewpoint of balance between the encryption speed and the 

cryptographic strength, it is practical to set the. value of v 

at 8 or so. 

20 Further. the number of digital chaos signals can be set. 

depending upon how many partial keys the key K is to be divided 

in the key division section 1021. and the byte length of the 

digital chaos signal Cd can be arbitrarily set, depending upon 

the method of processing in the chaos filter 103. In other words. 

25 the present embodiment allows internal keys of an optional length 

to be generated from the key K. 
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Here is given an example of digital chaos signal Cd of 128 bytes. 

If the byte length A of the key K is 9, the value of the key 

K is "123456789", and the byte length v of the partial key is 

1, the digital chaos signal Cd of 128 bytes can be expressed 

5 in hexadecimal notation as follows: 

384EE9DFOC74D28E2769A7C635680FDF1636E85737BDA71AOE7410E82BC 

B627B2E774F6B28F8486D333C38F61CC6DEC73B88B8EC00482E68011F5B 

FA0467CA5E1051BCF02F679F8526CFAAF4362878E813CBAOBD34E26E1Fl 

7D995CA393A178B0921A92D1EEE1DB23B84EFCC005748C4015B23CA054C 

10 F82113512C90343A07FC 

·. 15 

FIG. 10 shows the configuration of the key· initial 

transformation---.section 104. As stated above, the. ke:y ~nitial 

transformation section 104 processes the key K input in the key 

input section 101 for generating a subkey set L of ~ bytes ( ~ 

is a positive integer. o.f .. 2 ... or .gr.eater). The subkey set ~L ...... _ ·-·-· ...... . 

comprises a subkey L ( 1} , L ( 2} , L ( 3} ;, ....• , L ( n) , ..... , L ( ~ 

- 1), L( ~ ) • The key initial transformation section 104 

comprises ~ subkey generation blocks which generate each. of 

these ~ subkeys • 

20 The first subkey generation block which generates a subkey L ( 1) 

comprises an add section which performs ·add operation between 

the_subkey initial value L(O) and the value V(l} of the first 

byte, counting from the head of the vector data initial values, 

for generating the sum O( 1) of both, and an exclusive OR operation 

25 section which performs exclusive OR operation between the key 

data initial value Kt ( O) and the sum O ( 1) for generating a subkey 
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L ( 1) . In the present embodiment, it is assumed that L ( O) = Kt ( O) 

= K(l). The vector data initial values are previously stored 

in the vector data table [V] in the interna~ vector· generation 

section 108. The second subkey generation block which generates 

5 a subkey L ( 2) comprises an add section which performs add 

operation between the subkey initial value L(l} and the value 

V(2) of the second byte, counting from the head of the vector 

data initial values, for generating the sum 0(2) of both, and 

an exclusive OR operation section which performs exclusive OR. 

10 operation between the key data initial value Kt(l) and the sum 

0(2} for generating a subkey L(2). In the present embodiment, 

it is assumed that Kt(l') = K(l)- +--K(O·)·. However, since K(O) is 

not given, K(O) must be equal to O. 

Hereafter, such processing is repeated. The nth subkey 

15 · ·· -generation -block which generates a subkey L ( n) .compri.ses .an. ~4.d 

section which performs add operation between the L ( n - 1) which 

is generated in the (n - l)th subkey generation block and the 

value V(n) of the nth byte, counti.ng from the head of the vector 

data i.ni.tial values, for generating the sum O(n) of both, and 

20 an exclusi.ve OR operati.on section which performs exclusive OR 

operation (XOR) between the key data initial value Kt(n) and 

the sum O(n) for generating a subkey L(n}. It is assumed that 

Kt(n) = K(n) + K(n - 1). As can be seen from the above gradual 

explanation, in the key initial transformation section 104, the 

25 nth subkey generation block generates a subkey L ( n) by performing 

the following operation (provided that A. ~ µ,). 
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O(n) XOR Kt(n) = L(n) 

O(n) = L(n - 1) + V(n) 

Kt(n) = K(n) + K(n - 1) 

(3) 

(4) 

(5) 

provided that L(O) = Kt(O) = K(l), K(O) = 0. 

5 In the present embodiment, the byte length ~ of the subkey 

set L is set at a value equal to or larger than the byte length 

µ, of the digital chaos signal Cd for maintaining the intensity 

of an internal key of the keystream Ks at a desired level or 

higher. If the equation (5) is used for generating the Kt(n) 

10 with the length A. of the key K being smaller than µ, ( A. < µ, ) , 

the maximum value of n will be equal to the byte length A of 

the key:K; which results in a-shortage of the .key data Kt(n) 

for the (n = A + 1) th and subsequent subkey generation blt?cks. 

Then, in the present embodiment, the equation (5) is expanded 

·15 to 

Kt(n) = K(n mod A.)+ K{(n - 1) mod A} (Sa) 

which is used for generating the key data Kt(n). For example, 

if A. = 8, and the length µ, = 128, n = 9 will provide Kt ( 9) by 

using Eq. (Sa) as Kt(9) = K(9 mod 8) + K{(9 ~ 1) mod 8} = K(l) 

20 + K(O) = K(l). In this case, K(l), K(2), ....• , K(7), K(8) is 

repetitively used 16 ( = 128 7 8) times for generating the Kt ( 1), 

Kt ( 2 ) , ••..• , Kt ( n) , •.••. , Kt ( 12 7 ) (as stated above, Kt ( O ) = 

.K(l)). 

If the length of the key K is the shortest, i.e. , 1 byte, and 

25 A. = l, the present embodiment multiplies the key information 

to the same length as the byte length µ, ( = 128) of the digital 
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chaos signal Cd. resulting in the byte length ' of the subkey 

set L being JJ.;. and the intensity of an internal key of the 

keystream Ks. which is generated by stirring the digital chaos 

signal Cd and the subkey set L. being maintained at a desired 

5 or higher level . 

If the byte length A. of the key K is equal to or greater than 

µ., (A. ~ µ.,). the maximum value of n is A., and· A key data Kt(n) 

is produced. resulting in the byte length ' of the subset L being 

A. In the present.embodiment, the intensity of the internal 

10 key corresponding to the byte length A of the key K is assured. 

In the present embodiment, if the byte length A. of the key K 

is smaller than µ., (A···< µ.,.)~-··the :number of times· of repet1tive · 

use of K(l), K(2), ..... , K(A} in generation of the key data 

Kt ( n) is optional, therefore, the key data Kt ( n) can be generated 

15 to a desired length, and thus the byte length ' . of -the subkey. 

set L can be optionally selected. 

In the present embodiment ,-the vector data initial values V( 1), 

.V(2), V(3), .....• V(n}, .....• V(') which are previously stored 

in the vector data table [VJ in the internal vector generation 

20 section 108 are added to the subkeys L(O), L(2), L(3), ..... , 

L ( n) , ..... , L ( ' - 1). respectively, for generating sums O ( 1) , 

0 ( 2) , 0 ( 3) , ..... , 0 ( n) , . . . . . • 0 ( e ) . However. if the vector 

data initial values V(l). V(2). V(3}, ..... , V(n), ..... , V( ~) 

are replaced with other initial values, the present invention 

25 can be practiced. In order to reduce the required number of data 

tables, the present embodiment has been configured such that 
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the vector data table [V] in the interna1·vector generation 

section 108 can be used also in the key initial transformation 

section 104. 

FIG. 11 is a co~ceptual diagram showing the stirring processing 

5 . between the chaos signal Cd and the subkey set L that is performed 

in the keystreani generation section 105 in the encryption system. 

As shown in FIG. 10. the digital chaos signal Cd of µ. bytes and 

the subkey set L of ~ bytes are input to the keystrearn generation 

section 105. The digital chaos signal Cd and the subkey set 

10 L are stirred in the keystrearn ·generation section 10 5. resulting 

in a keystream Ks of n (= µ. + ~) bytes being created, thus. 

the data consisting of the digital chaos. signal Cd and .the.-l?Ubkey. 

set L at the stage before being stirred, which are simply 

connected to ·each other in parallel as shown in FIG. 10. is called· 

. 15 the prekeystream Kp. . In the. prekeystream. Kp. the digital c]laos 

signal Cd components and the subkey set L· .components are 

distributed non-uniformly. In the keystrearn generation section 

105, in order to make the .keystrearn Ks, i.e .• the internal key 

at the final stag~ cryptographically rigid, a stirring 

20 processing is performed for providing a uniform distribut1on 

of the digital chaos signal Cd components and the subkey set 

L components. 

The stirring processing in the keystream generation section 

105 is performed as follows (various methods of stirring 

25 processing are available. however. the method which is adopted 

in the present invention will be described hereinbelow) . First. 
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; 

the ·data <'.Cd(!):>, which is the bit-inverted chaos component 

·cd(l) in the prekeystream Kp, is generated as a first reference 

value; an add operation between the chaos component Cd(2) in 

the prekeystream Kp and the first reference value <'.Cd{ 1) )> is 

5 performed; and Cd(2) is replaced with the sum of both, i.e., 

Cd{ 2) + <'.:Cd{ 1) )>. Next, a subtract operation between the first 

reference value <'.Cd(l})> and Cd(3} is performed, and Cd(3) is 

replaced with the difference of both, i..e .• Cd(3) - <'.:Cd(l}>. 

Hereafter in the same way, an add or subtract operation b~tween 

10 the f:Lrst reference·value <cd(l >> and the chaos component Cd(n) 

or the subkey s_et compone_nt L ( n) , which is followed by the 

. . 15 

replacement with the silrn or difference as a res.ult of the addition. 

or subtraction, is r~petitively performed to the final byte L( ~) 

in the prekeystrearn Kp . 

.. When the replacement processing . u~ing the f i~-~t ~~ference 

value <'.:Cd ( 1) > is performed ( n - 1) times ( n = µ, + ~ ) to the 

final byte L( ~) in the prekeystrearn Kp, the components of Cd(2) 

.to L( ~ ) have been replaced, and a new intermediate-stage 

keystream of n bytes has been created. If this new first 

20 intermediate-stage keystrearn is expressed as Krn1 , and Krn1 as 

Km1 ( 1 } , Km1 ( 2 } , Krn1 ( 3 } , ..... , Kmi( n } , . . . .. , Kmi( n ) , then Km1 ( 1 ) 

= Cd(l), Kmi{2) = Cd(2) + <cd(l)::>, Km1(3} = Cd(3) - <cd(l) 

> , . . . . . . Next, Krn1 ( 2) is bit- inverted for use as the second 

reference-value <Krn1 (2))>, and for.the first 1.ntermediate-stage 

25 keystream Krn1 from Krn1 ( 3) to Km1 ( TJ ) , the same replacement 

processing is repeated (TJ - 2) times. The reference value is 
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sequentially transferred on the intermediate-stage keystream 

Km, and the replacement operat;ion is repeated until the TJ th byte 

data is made the reference value. If the intermediate-stage 

keystream Km when the replacement operation which makes the 

5 TJ th byte data the reference value.is completed. i.e .• the final 

intermediate-stage keystream Km is Km 11 , the Km 11 is the keystream 

Ks, being recorded in the keystream table [Ks]. 

By performing the above stirring processing, the keystream Ks 

which provides pseudo random numbers including the key 

10 components, uniformly distributing the digital chaos signal Cd 

components and the subkey set L components, is generated. The 

above-described--generation of· the prekeyStream Kp and s.tirring ... 

of the keystream Ks are performed by the method as shown in FIG. 

22 in a similar stream cipher, MULTI-501, which was developed 

15 by HITACHI, Ltd. The method according to the p:r:esent embodiment 

as shown in FIG. 11 and FIG. 12 is simple in processing algorithm, 

as compared to the conventional processing method as shown in 

FIG. 22, and.yet the cryptographic strength as the keystream 

is not impaired. Then, the present embodiment is useful even 

20 if it is viewed only from the generat;ion of the keystream which 

is the internal key. 

As stated above, in_ the present invention, even when the 

encrypt~on processing is performed with the use of a key of 1 

byte. which is the shortest key length allowable in the present 

25 embodiment, an encryption algorithm which can keep the 

cryptographic strength at a desired level is realized by, for 
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example, setting the byte length µ, of the digital chaos signal 

Cd at 128 bytes, the byte length e of the subkey set L at 128 

bytes, using these key information containing data as the 

intermediate internal keys, and setting the byte length n of 

5 the keystream Ks, i.e., the final internal key, at 256 bytes, 

the sum of the byte lengths of both intermediate internal keys. 

In other words, in the present embodiment, if the byte length 

i\ of the key K input is l, the smallest, a keystream Ks of 256 

bytes 'is generated, and when the key K input has a byte length 

10 of over 128 bytes, a keys.tream Ks of over 256 bytes is generated. 

Needless to say, the present embodiment can adjust the length 

of tbe .subkey set L generated by the key initial trans.formation·· 

section 104 as well as that of the digital chaos signal Cd by 

the digital chaos signal generating means (the emulator 102 and 

15 the chaos filter 103),.therefore, it allows freely selecting 

either enhancing the cryptographic strength or increasing the 

speed of encryption processing. 

The plaintext input section 106 binary-codes a plaintext input 

by the user from a hard disk or other, and outputs a binary-coded 

20 plaiJ;J.text P. The primary encryption section 107 is an exclusive 

OR operation means, receiving a plaintext P and a keystream Ks, 

and outputting the value of the result of the exclusive OR 

operation between both data as the primary ciphertext E1 • When 

the byte length of the plaintext P exceeds the byte length n 

25 of the keystream Ks, the keystream Ks of TJ bytes is repeated 

in succession for creating a keystream of the same length as 
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that of the plaintext P and thus performing an exclusive OR 

operation between the whole plaintext P and the keystream Ks. 

With the ordi.nary stream symmetry cryptosystem, the encryption 

processing is regarded as completed at this primary' encryption 

5 processing stage, and the ciphertext E1 , which is the data 

obtained through the primary encryption, is sent to the opposite 

party. The key component in the primary encryption is the 

keystream Ks. In the present embodiment, the internal yector 

generation section 108 further generates internal vector data 

10 V (which is written as victor data V in FIG, l, and internal 

vector V in FIG. 2 and FIG. 3) by a unique method; and provides 

an addi tienal encryption processing .. ( the secondary encryption 

in Step 9) on the primary ciphertext E1 by means of the internal 

vector data V for generating a secondary ciphertext E2 • The 

.15 primary· ciphertext E1 and the. internal .. vector d~ta V ip, the 

secondary encryption correspond to the plaintext and the 

keystream in the ordinary stream encryption processing, 

respect1vely. It can be said that, in the secondary encryption 

in Step 9, the primary ciphertext E1 is a second plain text and 

20 the internal vector data V a second keystream. In the method 

of generating this second keystream, the internal vector data 

V, lies an outstanding feature of the present embodiment. 

The secondary encryption (Step 9) in the present embodiment 

provides a novel technology, which generates a second keystream 

25 (internal vector data V) with no use of the input data other 

than the key K and the plaintext P input by the user, and 
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dynamically changes the primary ciphertext by means of the second 

keystream. The present embodiment. which adopts the secondary 

encryption. has substantially improves the" cryptographic 

strength. when compared to the processing involving only the 

5 primary encryption. An impo~tant technology in the secondary 

encryption which ·dynamically changes the encryption result 

obtained by the primary encryption (the primary ciphertext E1 ) 

is to provide a dynamic change for the primary ciphertext E1 

· without adding data other than that used in the encryption 

10 algorithm to the encryption result. 

In other words. this unique technology of the present invention 

- - -- --- provides a . system which enhances the .. cryptographic strength,. 

without addition of means (such as a mathematical expre~sion 

and a function) for dynamically changing the primary ciphertext 

15 E1 or a.dynamic value itself to the encryption x-esult ( tne p:r.:,tma:r.:y 

ciphertext E1 ). The encryption algorithm and the key K are 

previously given to the receiver· of the ciphertext. and if the 

transmitted data is only a ciphertext which is a plaintext 

encrypt~d by means of the key·information, a third party who 

20 has illegally obtained the ciphertext cannot easily grab at the 

opportunity of decrypting the ciphertext. However, if means 

(such as a formula and a function) for dynamically changing the 

primary ciphertext E1 . or a dynamic value itself is added to the 

ciphertext as data for causing a dynamic chc:i.nge of it. a 

25 disadvantage is produced which is more critical than those of 

the ciphertext being J.onger by the amount of data added and the 
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transmission time taken being longer. The more critical 

disadvantage is that the dynamic change data itself might be 

an important clue to decryption of the ciphertext. Therefore. 

with the cononon key cryptosystem. the data to be transmitted 

5 between the ciphertext sender and the ciphertext receiver is 

limited to a ciphertext which is a plaintext encrypted by means 

of the information of the key K (the internal key). The data 

which is input from the outside of the encryption algorithm and 

is used for encryption processing is preferably limited to the 

10 plaintext P ·and the key K, and the other data is previously 

contained in the encryption algorithm as the initial data. In 

· other words'.: the inathematica1 expressions, the functions. or the 

values necessary for encryption should be previously loaded in 

the :encryption algorithm. 

15- With conventional cryptos:Ystems. a variety of. internal data 

generated.-the plaintext. and the key are processed as a quanti.ty. 

With such conventional cryptosystems. data is recognized only 

as a quantity, and thus it can be said that the recogni.tion of 

data is one dimensional. An example of this in the present 

20 embodiment is that. in the above-mentioned keystream generation 

section 105, Cd(l) is used for the replacement processing of 

the next Cd( 2) , and the replacement processed Cd( 2) is further 

used for the replacement processing of Cd(l), being circulated, 

thus. a successive feedback processing is performed. Such 

25 processing provides an example of recognizing the data only as 

a quantity. 
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Contrarily to this, the present invention can ·be said to 

recognize data two-dimensionally. The data which is an object 

of two-dimensional recognition with the present invention is 

a group of data, i.e., the plaintext P and the key K as well 

5 as the data previously loaded in the encryption algorithm as 

the initial values or generated in the course of processing by 

means of the encryption algorithm. The group of these data is 

imagined as a space for data, and the imagined space for data 

is defined as the virtual data.space. By designating data in 

10 this virtual data space by means of the vector directional 

component IR, recognizing .the designated data as the 

quantitative· component of the vector, an~ ... performing a 

prescribed operation on the quantitative component of the vector, 

the above-mentioned internal vector data V, which is to be called 

15 a second keystream, is .. generated. The internal vector _.data V. 

is exclusive-ORed with the primary ciphertext E1 in the secondary 

encryption section 109 for generating a secondary ciphertext 

E2 • This secondary ciphertext E2 is handled as the vector 

directional component IR. The secondary ciphertext E2 is not 

20 handled as a quantity, being simply fed back in the course of 

generating the secondary ciphertext E2 , but only designates the 

data in the virtual data space. And, the data designated in the 

virtual data space is handled as a quantitative component related 

to the course of generating the secondary ciphertext E2 • Thus , 

25 it can be said that, with the present invention, the data in 

the virtual data space is recognized two-dimensionally, and 
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handled two-dimensionally. 

FIG. 1 is a conceptual diagram showing the way of generating 

vector data involved in the encryption method according to the 

present embodiment. With reference to FIG. 1, the way of 

5 generating vector data according to the present embodiment will 

be more specifically explained. The present embodiment has 

already been outlined as follows: 

CD The internal vector generation section 108 has a vector data 

table [VJ, in which vector data initial values are previously 

10 stored, and the vecto·r data table [VJ has 1./J fields, each of which 

stores vector data of P bytes. 

·· · ·· · · · ® In the iriterna1 vector generation in Step 8, the first vector · 

data initial value W llT of P bytes in the vector data table [VJ 

is read out first. 

15 @ Tn the secondary . encryption in Step 9,. the . secondary 

encryption is performed for the first data E1111 of· P bytes in 

the primary ciphertext E1 with the use of the vector data initial 

value W 11,- of P bytes for generating a secondary ciphertext E2111 

of P bytes. 

20 © In the internal vector generation in Step 8, the secondary 

ciphertext E2111 of P bytes is received, and this secondary 

ciphertext E2c11 of P bytes is recognized as the directional 

component IR of the vector, the directional component IR 

designates the data Ks (IR) of the address IR in the keystream 

25 table [Ks]. 

@ In the internal vector generation in Step 8, the data Ks (IR) 
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is read out from the keystream table [Ks]; the data Ks {IR) is 

recognized as the quantitative component of the vector; a logical 

operation is performed on the data Ks (IR) of the quantitative 

component; vector data V11 > of P bytes is generated; and the first 

· _ 5 vector data initial value '¥ 111 of P bytes is generated; and the 

first vector data initial value w(l) of p bytes in the vector 

data table [V] is replaced with the vector data V( 1 ). 

@ Hereafter in the same way, in the internal vector generation 

in Step 8, (W - 1) primary ciphertexts E1 (of a data length of 

IO P bytes per ciphertext) are sequentially encrypted every P 

bytes by means of the remaining (W - 1) vector data initial 

values for·· ·sequentially generating ( 1/J l l · secondary 

ci.phertexts E2 {of a data length of P bytes per ciphertext) and 

thus generating (W - 1) internal vector data V. Thus, the 

15 remai.ning ( W · - 1) vector data initial values are replaced with. 

( W - 1) internal vector data V, all vector .data initial values 

in the vector data table [VJ being replaced with the internal 

vector data V. Hereafter, the ( W - i) th pri.mary ci.phertext El 

and the subsequent are sequentially secondary-encrypted by means 

20 of the updated internal vector data V. The· internal vector data 

V is updated in sequence for each secondary ciphertext E2 • 

Here is a description of an example of vector data generation 

where the data length of· P bytes in the above outline 

explanation is 1 byte. The nlimber of bytes, TJ , for the keystream 

25 table [Ks] is assumed to be 256 or larger. Also, it is assumed 

that the vector data table [VJ. has W fields ( W :5: TJ) (in the 
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present embodiment, W = 200), each of which stores"internal 

vector data V (V = Vc1>, V12>, V13>, ••••• , V<n>, ••... , V111>>)). The 

data length for each field in the vector data table [V] is assumed 

to be 1 byte, and the vector data table [V] is assumed to 

·5 previously store vector data initial values W 111 , W 12>, W 

(3)• •.••. , -qr(n)• ..••• , w("I/>) as the internal vector data v(l)• v(2)• 

Vc 3 >, ..... , Ven>, ..... , Ve 1" 1, respectively. The secondary 

ciphertexts Ec 1>, E121 , E131 , ..... , E1m1, . . . . • are of 1 byte, 

respectively, however, the data for the keystream table [Ks] 

10 to which a secondary ciphertext Ecm> of 1 byte is assigned as the 

address is expressed as SE2tm> {if it is expressed, being conformed 

to the above Ks (IR)., it will-· be KsE2c1ni, however, for s1rnplicity, 

it is expressed as SE2cmi here) .. On these assumptions, the 

internal vector generation·section.108 will perform a logical 

15 operation express.ed. by. the. logical o.peration expression.:.,_ ....... · 

SE2(m) XOR v(n) ~OR Ven"' 1) = v(n) ( 1) 

and will replace the value expressed by the right side of Eg. 

( 1) with VtnJ, sequentially. Here~ n = m mod W , and XOR is an 

operator expressing exclusive OR operation. 

20 In the present embodiment, the keystream table [Ks] provides 

a virtual data space. And, the secondary ciphertexts E2c11 , E2c2i, 

E2c31 , ..... , E2cm>, . . . . . provide the above-mentioned vector 

directional component IR. The data SE2tm> designated by this 

vector directional component IR is recognized as a vector 

25 quantity, and handled as quantitative data by Eq. (1). By 

handling the secondary ciphertext E2cm> as the address in the 
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keystream table [Ks], the secondary ciphertext E2 <m> is recognized 

as the vector directional component IR. By performing a logical 

operation expressed by Eq. ( 1), E2 <m> is first exclusive-ORed with 

V<n>, then the value of the result of the exclusive OR operation 

5 is exclusive-ORed with V<n + i>• then the value of the result of 

the exclusive OR operation is replaced with V<n> for providing 

a new V<n>. 

By performing such a processing in the internal vector 

generation section 108, only the data of the first w bytes in 

10 the primary ciphertext E1 , i.e., E1 <i>• E1<2 >, E1<3>, ••••• , E1<1fl>• 

is excusive-ORed with the vector data initial values Wu>, W 

·< 2 >, '1'<3>, · ••••• ~ .'l'ciii·; · •• ~ •• ·, "¥ 11/1! in the secondary encryption· 

section 109. In the secondary encryption section 109, the 

primary ciphertext E11 1/l +ii and the subsequent primary ciphertext 

· · · ·· · 15 · ·E1 are not excusive-ORed with· the vector data initia;L values W 

(l)• w(2)' "o/(3)• ••••• , w(n)• ••••• , w(?/I) as they are, but are 

excusive-ORed with the internal vector data V{n) replaced by 

means of Eq. (1}. 

As specifically explained above, the secondary ciphertext -E21 m> 

20 is formed by encrypting the primary ciphertext E1 cm>, a ciphertext 

encrypted by means of the keystream Ks , with the internal vector 

data V<n>. And yet, the internal vector data V<n> is data generate~ 

by using the secondary ciphertext E21 m _ 1/1 1 , a secondary ciphertext 

given W bytes ahead, as the vector directional component· IR, 

25 recognizing the data SE2 <m> in the virtual data space (the keystream 

table [Ks]) as the quantitative component of the vector for 
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selecting it, and performing the operation of Eq. (1) on the 

data SE2 cm>. Therefore, the processing which references the 

virtual data space by using the secondary ciphertext E2 cm> as the 

vector directional component can be called . an i.rregular 

5 reference. The secondary ciphertext E2 cm> i.s output every one 

byte, thus, it can be handled as an integer value. If the value 

of 1 byte i.s an integer value of 256, the integer value can be 

used as the directional component pointing to the table havi.ng 

256 fi.elds. Then the number of fields, n , in the keystream table 

10 [Ks] is set at 256 or larger. 

In the above-described processing in the internal vector 

generation section 108, the vectpr data Ven> has .been generated . 

by means of Eq. ( 1) . However, in the int~rnal vector generation 

section 108, also by performing a logical operation expressed 

· 15 by the logi.cal operation exp;r.ession: 

SE2em> XOR Ven> XOR Ven+ 1 > = Ven+· l> (la) 

instead of Eq. (1), and replaci.ng the value expressed by the 

right side of Eq. {la) wi.th Ven+ 1 >, sequentially, th~ present 

i.nvention can be practiced. If the embodiment which involves 

20 performing an operation of this Eq. (la) is adopted, only the 

data of the first 1 byte in the primary ciph~rtext E1 , 1. e. , E1 e1 > 

is excusive-ORed with the vector data initial value 1f e11 in the 

secondary encryption section 109. In the same section 109, the 

primary ciphertext E112 > and the subsequent primary ciphertext 

25 E1 are not excusive-ORed with the vector data initial values W 

11>• Wea>· well' • • • • • I "\JI (n) I • • • • • I W <1" > as they are, but are 
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excusive-ORed with the internal vector data V(n) replaced by 

means of Eq. (la). 

The secondary ciphertext E2 generated by taking the above 

procedure is output as the final ciphertext EE to the 

5 communication line or the like by performing the processing of 

ciphertext output in Step 11. The cryptosystem of the present 

invention is a cryptosystem of symmetrical key method, the 

encryption key and the decryption key being common to each other. 

The decryption is the same processing as the above-stated 

10 encryption. In other words, the ciphertext EE is input as the 

plaintext in the above-stated encryption, and by performing. the 

processing of ·encrypting the ciphertext EE with the.-key K,' -the 

plaintext P is obtained. 

As examples of plaintext P which is encrypted according to the 

. 15 · .. embodiment. as illustrated in FIG. 2 and FIG. 3, .FIG .. 12 (A) .. shows 

a solid black figure, FIG. 12 (B) a solid white figure, and. FIG. 

12 ( C) a figure which is black in the upper half area, and white 

in the lower half one. FIG. 13 provides a table which gives 

'frequencies of occurrence of O and 1 in the plaintext, the 

20 ciphertext, and the decrypted plaintext, when the solid black 

figure, FIG. 12 (A), the solid white figure. FIG. 12 (B), and 

the black and white figure, FIG. 12 (C), as well as the data 

obtained as an LZH file by compressing the entire Help folder 

(13.4 MB) in the Japanese edition of Microsoft Visio 2000 SRI 

25 (The Visual Language of Business) using compression software 

are each input to the encryption system as shown in FIG .. 3 as 
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a plain text P for encrypting the plaintext P, and then decrypting 

the ciphertext. 

In the top blanks in the table in FIG. 13, the names of the 

items, i.e., plaintext (name of file), encryption key used, 

5 decryption key used, file size (in bytes), plaintext, ciphertext, 

and decrypted plaintext are given from the left in this order. 

The blanks for plaintext, ciphertext, and decrypted plaintext 

are divided into the blanks for frequency of occurrence of O 

and that of 1. The table in FIG. 13 shows,. for example, that, 

10 for the file for the solid black figure~ FIG. 12 (A), the 

percentage of the frequency of occurrence of O and that of 1 

are O. 2% and ·99. 98%, respectively, for the plain text, . while. the 

former and tne latter for the ciphertext are 49. 93% and 50, 07%, 

respectively, being nearly the same, which means that the 

15 characteristic of the plaintext is vaJ;"nished, and thus suggests 

that decryption of a ciphertext from the distribution 

characteristics of the data is difficult. The table also shows 

that, when a key which is wrong, but is different from the correct 

one only by one byte is used for decryption, the percentage of 

20 the frequency of occurrence of O and that of 1 are 50.11% and 

49.89%, respectively, being almost the same. From this, it can 

be seen that, if someone else tries to decrypt the ciphertext 

which is encrypted according to the present embodiment, the 

encrypted data will give no opportunity of decryption. This 

25 me~ns that the present embodiment provides a high cryptographic 

strength. 
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FIG. 14 provides tables which give the distribution of 

frequencies of occurrence of each binary data when the densities 

of the picture elements (pixels) in the plain text. the ciphertext ~ 

and the decrypted plaintext for the solid black figure. FIG. 

5 12 (A). are expressed as binary data of 2-digit hexadecimal 

numbers (i.e.. binary data of 256 tones). the ordinate 

representing the second digit of the two-digit hexadecimal 

numbers. and the abscissa the first digit of the two-.digit 

hexadecimal numbers. The tables at top. medium, and bottom give 

IO the distribution in the plain text. the ciphertext. and ·. the 

decrypted plaintext {a.decrypted plaintext obtained with a key 

which is wrong by i ·byte). res·pectively. Needless to say, in 

the plaintext. almost all of the picture elements are in· 11 00 11
, 

which is the minimum. and the frequency of occurrence of the 

-· . 15 other values .. is virtually zero or near zero.. Nevertheless.. in .... 

the ciphertext. the frequency of occurrence of each binary data 

is practically on the order of 100. the difference in frequency 

of occurrence between types of binary. data is small. The table 

at bottom shows that. when a key which is wrong, but is different 

20 from the correct one only by one byte is used for decryption, 

the distribution in the decrypted data is similar to that in 

the ciphertext. 

FIG. 15 provides line graphs which show the distribution of 

frequencies of occurrence of each binary data when the densities 

25 of the picture elements (pixels) in the plain text, the ciphertext, 

and the decrypted plaintext for the solid black figure, FIG. 
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12 (A), are expressed as binary data of 2-digit hexadecimal 

numbers (i.e. , binary data of 256 tones) , the ordinate 

representing the frequency of occurrence, and the abscissa the 

first digit of the two-digit hexadecimal numbers. The graphs 

5 at top, medium, and bottom give the distribution in the plaintext, 

the ciphertext, and the decrypted plain text (a decrypted 

plaintext obtained with a key which is wrong by 1 byte). 

respectively. In each graph, 16 broken lines are drawn, and a 

particular broken line corresponds to O * , 1 *, 2 *. . .... , E 

10 *, or F * in the leftmost column (ordinate column) in the table 

as given in FIG. 14. ·In the plaintext, the frequencies of 

occurrence·· of binary· data are··-concentrated at ,-''·00-'' ,- resulting 

in a substantially single broken line being formed. On the other 

hand, in the ciphertext, the frequency of occurrence of binary 

15 . ·. data is basically uniform regardless of the binary data.· This 

is true also in the decrypted plaintext. 

FIG. 16 provides tables for the solid white figure as shown 

in FIG. 12 {B), which are similar to those in FIG. 14, and FIG. 

17 provides line graphs for the solid white figure as shown in 

20 FIG. 12 {B), which are similar to those in FIG. 15. FIG. 18 

provides tables for the black and white figu~e as shown in FIG. 

12 {C). which are similar to those in FIG. 14, and FIG. 19 provides 

line graphs for the black and white figure as shown in FIG. 12 

(C), which are similar to those in FIG. 15. FIG. 20 provides 

25 tables which give the distribution of frequencies of occurrence 

of each binary data when the data in the plain text, the ciphertext, 
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and the decrypted plaintext for the Help.Izh (Visio) file as 

given in FIG. 13 is expressed as binary data of 2-digit 

hexadecimal numbers. the ordinate representing the second digit 

of the two-digit hexadecimal numbers. and the abscissa the first 

5 digit of the two-digit hexadecimal numbers.· FIG. 21 provides 

line graphs which show the distribution of frequencies of 

occurrence of each binary data when the data in the plaint ext. 

the ciphertext, and the decrypted plaintext for the Help.Izh 

(Visio) file as given in FIG. 13 is expressed as binary data 

10 of 2-digit hexadecimal numbers, the ordinate representing the 

frequency of occurrence; and the abscissa the first digit of 

the two-digit hexadecimal numbers. . A· particular broken line -

corresponds to O * . 1 *·. 2 * . . . . . . . E * . or F * in the leftmost 

column (ordinate column) in the table in FIG. 20. From these 

15 tables and line graphs. it ·.can be seen that. in. the plaint ext, . 

the characteristic of the file is clearly shown up, although, 

in the ciphertext, the frequency of occurrence of each·binary 

data is basically uniform, and the difference in :erequency of 

occurrence between types of binary data i~ small. The table at 

20 bottom in FIG. 21 shows that, when a key which is wrong, but 

is different from the correct one only by one byte is used for 

decryption, the distribution in the decrypted data is similar 

to that in the ciphertext. 

From the tables and line graphs. it can be seen that. if someone 

25 else tries to decrypt the ciphertext which is encrypted according 

to the present embodiment, the encrypted data will give no 
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opportunity of decryption. ·This also means that the present 

embodiment provides a high cryptographic strength. 

As can be seen from the above detailed· explanation, the 

embodiment of the present invention offers an encryption method 

5 and system, and a decryption method and system wherein the 

encryption algorithm requires a small size of real-storage area 

in the computer, which allows it to be easily loaded in a portable 

telephone, and provides a high encryption speed and a high 

cryptographic strength. Further, by adopting the, embodiment of 

10 the present invention, computer programs for realizing these 

encryption method and decryption method, and a memory medium 

for stori.ng ·those ·computer programs can be ·provided-~ In 

addition, the embodiment of the present invention can afford 

an encryption/ decryption system with which, if a file providing 

15 a specific pattern, such as image data, is encrypted, the pattern 

in the plaint_ext will not easily be developed in the ciphertext, 

and thus the cryptographic strength is high. Another purpose 

of the present invention is to provide an encryption/decryption 

system with which the length of the key is optional, and thus 

20 the processing speed and the cryptographic strength can be 

selected as required by the user. 

In the embodiment of the present invention that has been 

specifically described above, the byte length A of the common 

key K is optional, and thus the processing speed and the 

25 cryptographic strength can be sele~ted as needed by the user. 

In other words, the key in the present embodiment is a variable 

. 65 



length key. Thus, the embodiment of the present invention 

offers a high resistance to any total search attack. DES uses 

the key management technology. However, with DES, the key is 

us.ed as the encryption key as it is, thus, al though the key 

5 theoretically consists of 256 key spaces, the number of key 

spaces which are actually available for the key is only 95 of 

the ASCII codes. The encryption key which can be used with the 

present invention consists of all ASCII codes (256 key spaces) 

other than OxOO, therefore, the present invention is excellent, 

10 even when compared to the encryption method of fixed length key 

(FEAL-8, DES). 

For example, if a ci.phertext according to the present·inventi.on' 

is decrypted by use of the total search attack method, and the 

length of the key K is 128 bits, the current computer will require 

15 a ti.me period of 108 years for decryption. Further, ,the-chaos 

cryptosystem performs operation· processing at high speed, 

because the keystream is generated from a simple function. In 

other words, it is a cryptosystem which ·can assure . the 

cryptographic strength without the need for repetition as wi. th 

20 the 3DES, thus being capable of high-speed encryption and 

decryption. 

Further, in the present embodiment, the length of the key K 

could theoretically be increased to an infinity. With 

conventional cryptosystems, the method which performs 

25 repetitive computation for increasing the cryptographic 

strength is adopted, therefore, generation of an internal key 
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takes a long time, and if the key length is long, the time required 

for generating an internal key exceeds the practical. time, which 

means that, unless the key length is a certain fixed length, 

the processing cannot be performed as a matter of fact. For 

5 example, with the RC4 (manufactured by RSA)~ which performs 

~xponentiation of the value of t~e key fo~ processing, the 

encryption speed itself depends upon the key length, resulting 

in the processing time required being 10 times as long as that 

for the present embodiment for a given key length. 

10 Furthermore, as can be seen from the above detailed description, · 

the following practical effects can be provided by the present 

embodiment . · ·: ·· :: ·:_ ... ·· - · ·· · -· ··· · ····-

( l) As stated above, the chaos function itself can be replaced 

with another, the encryption algorithm as the basis can be easily 

· ·15 updated. 

( 2) The encryption method according to the present embodiment 

is of a stream cryptosystem, thus it can provide a consecutive 

encryption processing, which allows encryption processing of 

a large amount of data at high speed for the internet, which 

20 can be expected to increasingly develop in the future. 

(3) For the same reason, data in English, Japanese, Chinese, 

and other languages can be processed· independently of the 

difference in language, therefore, ~ world-wide cryptosystem 

can be provided. 

25 (4) For. the same reason, text data, binary data, and other 

multi-media data can be processed. 
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(5) In decryption processing, the decryption can be performed 

at high speed without the need for referencing any data other 

than_ the key. 

(6) Since the key is of variable length, the user can freely 

5 select the encryption processing speed and the cryptographic 

strength. 

(7) In addition to allowing optional selection of the 

encryption processing speed and the cryptographic strength, the 

encryption method according· to the present embodiment can be 

10 used with a small-sized electronic dev-ice, such as a portable 

telephone connected to the internet. 

By ·mentioning an embodiment in the above paragraphs~: the 

present invention has been specifically described. However, 

th,e present invention is, of course, .. not limited to this 

-15 particular embodiment. For example, the internal key is not 

limited to the keystream Ks, but the present invention can be 

practiced by using the digital chaos signal C or Cd, the subkey 

set L or the li-ke as the internal key. The present invention 

can also be practiced by us~ng the data Ks (IR) in the keystream 

20 table [Ks] as a second vector directional component, and handling 

the data in the virtual data space designated by the second vector 

directional component Ks (IR} as a vector quantitative component, 

instead of using the secondary ciphertext E2 as the vector 

directional component IR for designating the data Ks (IR), and 

25 generating internal vector data V with the use of the data Ks 

{IR) as the quantitative component. Likewise, data in the 
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virtual data space may be used as third and forth vector 

directional components, and the data finally designated may be 

handled as the vector quantitative components. Further, the 

data, such as the number of bytes, which has been exemplified 

5 in the above embodiment is each only an example, and the present 

invention is not restricted by such data. 

The above description given is for the cryptosystem with which 

the.encryption system and the decryption system have exactly 

the same configuration. However, depending upon the 

10 application for the cryptosystem, it may be preferable to 

intentionally make the encryption system different in 

configuration:- from: the decryption system.· · In normal operation,·. 

the user perfo:ans encryption processing, intending to perfo:an 

encryption, and carries out decryption processing, intending 

15 .·. to carry out decryption. But when t:t~e encryption system and ·"the· 

decryption system have exactly the same configuration, and the 

user wrongly performs the encryption processing double by use 

of the same key, intending to carry out the encryption, the 

decryption processing will be provided after the encryption, 

20 resulting in the plaintext being output. This type of 

cryptosystem can be said to be lacking in safety, and the user 

tends to feel uneasiness with such a cryptosystem. For example, 

with the above-mentioned DES in the state of basic configuration, 

this double encryption processing will generate a plaintext when 

25 a special key is used. Such special key is generally known as 

the weak key. (For detailed description of weak key, refer to 
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[ICE] in the list of reference literature given at the end of 

this specification). Although it cannot be directly said that 

the existence of a weak key causes the cryptographic strength 

to be lowered. the weak key may allow the plaintext to be 

5 transmitted to the conununication channel as it is. depending 

upon the degree of the user's carele~sness. thus. in service 

of the cryptosystem, the existence of a weak key leads to the 

recognition that the crypt~system is defective. which results 

in the user having an undue anxiety. (For detailed description. 

10 refer to [OK94] in the list of reference literature given at 

the end of this specification). 

The cryptosys~em according to the present invention can·b~.:us~d 

in an application where the encryption system is t.o be 

intentionally made different in configuration from the 

··· ·· 15; decryption system. FIG. ·23 is a flowchart showing the procedure 

for the processing involved in an encryption method, which is 

a variation of the encryption method as illustrated in FIG. 2, 

and the procedure for the processing involved in a decryption 

method of decrypting the ciphertext obtained using this 

20 encryption method to 'f:he plaint ext. With the encryption method 

and the decrypt.ion method as illustrated in FIG. 23, the 

encryption method and the decryption method are made different 

in configuration from each other by adding Step 10 for 

transformation processing of the secondary ciphertext E2 to just 

25 before the f 1na1. stage 1n the encryption process1ng, and 

perform1ng an inverse transformation processing (ciphertext 
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transformation) in Step 60 in the decryption processing. In FIG. 

23, the components of the encryption processing are basically 

identical to those of the decryption processing. The processing 

in Step P in the encryption processing is the same as that at 

5 P + 50 in the decryption processing. However, a slight 

difference is provided in the flow of processing. As can be seen 

from FIG. 23, the final transforinati.on in Step 10 in· the 

encryption processing .and the ciphertext tr an sf ormation in Step 

60 in the decryption processing, which corresponds to the final 

10 tr an sf ormation in Step 10, are in the locations which are 

different from each other. 

·In·· the ··final· transformation in Step 10, ···the ··secondary 

ciphertext E2 is further stirred for generating a final 

ciphertext EB. This stirring can be performed by various methods, 

15 and at least one of the· metho.ds is used for performi.ng ·sti.rring -

at least one time. For example,. the bit exchange method provides 

exchange of four left bits for four right ones in the secondary 

ciphertext E2 • With the bit exchange method, the secondary 

ciphertext E2111 ( 00101001) is divided into ( 0010) and ( 1001), 

20 and these are exchanged for each qther for outputting ( 10010010). 

Another example is the bit shift method, which shifts bits output 

on a specific fixed rule. With the bit shift method, the first 

bit is transferred to the second bit place, the second bit is 

transferred to the third bit place, such a transfer being 

25 sequentially performed, and finally the eighth bit is 

transferred to the first bit place. In short, _the secondary 
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ciphertext E2c11 ( 00101001) is transformed into ( 10010100), and 

is output as such. 

In the encryption processing, the final transformation in Step 

10 is performed for outputting the ciphertext EE to the 

5 communication circuit or the like. For example, the ciphertext 

EE output to the communication circuit is transmitted to the 

receiver (the other party of the communication) of the ciphertext 

through the internet or the like. The receiver of the ciphertext 

EE has been provided with the common key K independently of the 

10 ciphertext EE, and thus the ciphertext EE and the common key K 

are input to the decryption system, and in the decryption 

processing, .theprocess.ing inverse to the above""'.mentioned.final 

transformation is performed in the ciphertext transformation 

in Step60. 

'"" -·· 15· ·The p1a:lntext input in the encryption processing is equivalent 

to the ciphertext input in Step 56 in the decryption prc;>cessing. 

When the bit exchange .processing is performed in the final 

transformation in Step .. 10, the ciphertext EE is input. to the 

ciphertext input in Step 56 as (10010010). In the ciphertext 

20 transformation in Step 60, the bit exchange method divides the 

c1phertext EE ( 10010010) into ( 1001) and ( 0010), and exchanges 

these for each other as (0010) (1001), transform1ng it into 

( 00101001), which is followed by the primary decryption 

processing and the like. Similarly, . when the bit shift 

25 processing is performed in the final transformat1on in Step 10, 

the ciphertext EE is input to the ciphertext input in Step 56 
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as (10010100). In the ciphertext transformation 60, the bit 

shift processing inverse to that in the encryption system is 

performed, i.e. , the second bit is transferred to the first bit 

place, the third bit is transferred to the second bit place, 

5 such a transfer being sequentially performed, and finally the 

first bit is transferred to the eighth bit place. In short, the 

ciphertext EE (10010100) is transformed into (00101001), which 

i.s followed by the primary decryption processing and the like. 

10 

By adopting the configuration as illustrated in FIG. 23, in 

which the encryption processing and the decryption processing 

are made different in configuration from each other, a safe 

e·ncryptiofi/decryption -system which will not ·give any uneasy 

feeling to the user can.be provided. 

As specifically described above by mentioning an embodiment, 

15 the present invention·can· offer an encryption method and s_ystem, · 

and a decryption method and ·system : wherein the encryption 

algorithm requires a small size of real-storage· area in the 

computer, which allows it to be easily loaded in a portable 

telephone, and provides a high encryption speed and a high 

20 cryptographic strength, and also offer computer programs which 

realize these encryption and decryption methods, and a memory 

means for storing such comput~r programs. Further, the present 

i.nvention can afford an encryption/decrypti.on system with which, 

if a file providing a specific pattern, such as image data, is 

25 encrypted, the pattern in the plaintext will not easily be 

developed in the ciphertext, and thus the cryptographic strength 
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is high. Still further. the present invention can provide an 

encryption/decryption system with which the length of the key 

is optional. and thus the processing speed and the cryptographic 

strength can be selected as required by the user. 

5 Here is ·a concentrated explanation of the meanings of the signs 

used in the above description of the present embodiment. [VJ 

is vector table; l/J the number of fields in the vector table [V]; 

W the vector data initial value which is loaded in the vector 

table [V]; p· the data length of the secondary ciphertext E2 

10 handled as the vector directional component IR in the internal 

vector generation in Step 8, and the data length of the field 

in the vector .table. [VJ provided in the internal vector generator 

108! being assumed to be 1 byte in the present embodiment; µ, 

the number of bytes for the digital chaos signal c. Cd, being 

··· · 15 · assumed to be 128,in ·the present embodiment; ~the number of bytes 

for the subkey set L;•[Ks] the keystream table; n the number 

of bytes for the keystream Ks stored in the keystream table [Ks]. 

being equal to µ, + ~; Ks (IR) the data of the address IR in the 

keystream table [Ks] ; v the number of bytes for the partial keys 

20 produced by dividing the common key K .• being assumed to be 1 

in the present embodiment; SE2 cm> the data in the keystream t~ble 

[Ks] designated using the secondary ciphertext E2 cm> of 1 byte 

as the address: XOR an operator expressing exclusive OR 

operation: and m mod 1/> the remainder when the· integer m is 

25 divided by the integer l/J • and l/J = 200 and m = 206. for example. 

gives rn mod l/J = 6. 
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Here is a list of reference literature whidh is mentioned in 

the above description. 

[AI90]: "Chaos - Basic Theory and Application" written by 

Kazuyuki·Aihara (Saiensu Co., Ltd., 1990) 

5 [AIOO]: "Chaos Time Series Analys_is and Application" written 

by Tohru Ikeda, Yasuji Yamada, and Motomasa Komuro, and edited 

by Kazuyuki Aihara (Sangyo Tosha Publ~shing Co., Ltd., 2000} 

[NK97]: "A Course in· Number Theory and Cryptography" written 

by Neal Koblitz and translated by Koh' ichi Sakurai 

10 (Springer-Verlag Tokyo, Inc.) 

[OK94]: "An Introduction to the Theory of Cryptography" by Eiji 

Okamoto (KYORITSU" SHUPPAN ;· · 1993) .. - - .... -.- . ., ....... . 

[ICE]: The ICE Home Page 

http://www.darkside.com.au/ice/crytanalysis.html 
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What is claimed is: 

1. An encryption method which uses an encryption algorithm 

for executing data processing involving inputting a common key 

Kand a plaintext P: generating an internal key, which is data 

5 related to the common key K, on the basis of the common key K: 

using plaintext processed data obtained by processing the 

plaintext P or the plaintext itself as plaintext information 

data for performing a first exclusive OR operation between the 

plaintext information and the internal key for generating a 

10 primary ciphertext E1 for the plaint ext P: and performing a second 

exclusive OR operation between the primary ciphertext E1 and data 

for secondary encryption; ·. V, for generating a secondary 

ciphertext E2 of the plaintext P, wherein 

a group of data to· be handled with the encryption algorithm, 

15 ·i.e. , the ·conunon key K, ·the plain text P and the initial . values •· 

which are previously loaded in the algorithm, or the common key 

K, the plaintext P and the data generated by processing the 

initial values, is grasped as a virtual data space: the result 

of sai.d second exclusive OR operation is recogni.zed as a vector 

20 directional component designating data in the virtual data 

space; the data designated by the vector directional component 

is _recognized as a vector quantitative component: a logical 

operation for the vector quantitative component is performed 

for generating vector data; and the vector data is handled as 

25 said data for secondary encryption, V. 

2. An encryption method involving inputting a common key K 
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and a plaintext P; generating an internal key, which is data 

related to the common key K, on the basis of the common key K; 

using plaintext processed data obtained by processing the 

plaintext P o~ the plaintext itself as plaintext information 

5 data for performing a first exclusive OR operation between the 

plaintext information and the internal key for generating a 

primary ciphertext E1 for the plaint ext P; and perf orrning a second 

exclusive OR operation between the primary ciphertext E1 and data 

for secondary encryption, V, for generating a secondary 

10 ciphertext E2 of the plaintext P, wherein 

said data for secondary encryption, V, c<:>nsists of '!/> data ( '!/> 

is 1 or an integer greater than 1), V( 1 ), V(2), V(j), . • ~ • .-,. V(i); 

each having a length of P (Pis 1 or an integer greater than 

1), the initial values of V( 1 ), V( 2 ), V( 3 ), • •. • • • I V(1/I) are W 

; 15 < l >. w < 2 > ~ w < 3 > , ••••• ·• v··c ~ r.- · 
if data located every specific length of P, counting from the 

head of the primary ciphertext E1, is E1 <l>, E1 <2>, E1 <3>, ••••• , 

E1 <m>, ••••• (m is 2 or an integer greater than 2), respectively, 

and data located every specific length of P, counting from the 

20 head of the secondary ciphertext E2 , is E2 11>, E2 <2 >, E2 <3 >, ••••• , 

E2 <m>• •• ~ ••• respectively, said second exclusive OR operation 

is performed for the first 1/J data, E1 11 >, E1 <2 >, E1 <3 >, ••••• , E1 

<1"> in the primary ciphertext E1, using said initiai values W 

• • • • • I W ("') as said data for secondary 

25 encryption, V, 

a group of data, i.e., said internal key, and the plaintext 
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information data and other data related to the key K or the 

plaintext P, as well as settings previously given or data 

obtained by transforming the settings, is grasped as a virtual 

data space: when 1 ~ n ~- 1}> (n is an integer), the first 

5 exclusive OR operation is performed on the data in said virtual 

data space designated using Eacn> as the address, and the generated 

operation value is used as data for secondary encryption, Ven> 

for replacing the initial value 'l'<n> with the Ven>: and when n 

~ 1/J + l, the first exclusive· OR operation is performed on the 

10 data in said virtual data space designated using Eacn> as the 

address, and the generated operation value is used as new data 

for secondary encryption~- Ven> for replacing the f o:r;me;r data for 

secondary encryption, VcnJ wi.th the new VcnJ. 

3. An encryption method.as claimed in claim 2, wherein, if 

15 said data· length P is 1 byte and the number of bytes for said 

1nternal key is TJ , a table for the data for secondary encryption 

of l/J bytes ( l/J ~ TJ ) for storing said data for secondary 

encryption, V (V = V11l' Vral'·V131 , ••••• ,Ven>•· .;;;;. .•• , Vcw» is 

provided; in the table for the data ·for secondary encryption, 

20 · '1' ( 1 ) , '1' ( 2 ) , '\Jf ( 3 ) , ••••• , '\Jf ( 1/1) are previously stored as ini tia1 

values in Vu>, Vea>, Vc 31 , ••••• , Vcni, ••••• , Vcwi, respectively; 

the data for said internal key designated using E2 111 , Eaca> • Ea 

. c31 , ••••• , Ea cm>, ••••• as the address is SsacmJ, ; and if exclusive 

OR operation is expressed as XOR, the value expressed by the 

25 right side of the logi.cal operation expression: 

Ssacm> XOR Ven> XOR Ven+ 11 = Ven> ( 1) 
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is replaced with Ven>, sequentially. (Here, n = m mod 'I./>.) 

4. An encryption method involving inputting a common key K 

and a plaintext P; generating an internal key, which is data 

.related to the conunon key K. on the basis of the common key K: 

5 using plaintext processed data obtained by processing the 

plaintext P or the plaintext itself as plaintext information 

data for performing a first exclusive OR operation between the 

plaintext information and the internal key for generating a 

primary ~iphertext E1 for the plain text P; and performing a second 

10 exclusive OR operation between the primary ciphertextE1 and data 

for secondary encryption, V. for generating a secondary 

· ciphertext ·:E2 of .. the plainte~t P, wllerein 

said second exclusive OR operation is performed b~tween the 

primary ciphertext E1 and data for secondary encryption. V. every 

15 specific length of P , 

the data for secondary encryption, V11> ~ of the specifi.c length 

of P between which arid the data E1111 of the specifi.c length of 

P at the head of the primary ciphertext E1 said second exclusive 

OR operati.on is performed 1.s the initi.al valueW ci>. 

20 a group of data, i.e., said internal key, and the plaintext 

1.nf ormation data and other data related to the key K or the 

plaintext P. as well as settings previously given or data 

obta.1.ned by transforming the settings, is grasped as a virtual 

data space: if the secondary ciphertext E2 of a length of P 

25 generated by said second exclusive OR operation performed 

between the data E1 <11 arid the initial value W 111 is E2 <11 , the data 
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for secondary encryption, V(2), of a length of P between which 

and the data Eu 2 i of a length of P following the data -E1111 in 

the primary ciphertext E1 said second exclusive OR operation is 

performed is generated by perform~ng the first exclusive OR 

5 operation on the data designated in said virtual data space using 

E 21 u as the address: and subsequently the data for secondary 

encryption, V 13i, V 14 i. V 15i, • • • • • following V 12 i of a length of 

·p is generated by performing the first exclusive OR operation 

on the data des1gnated in said virtual data.space using the 

10 secondary ciphertexts E2121 • E2131 , E214 i, .•••• , E2 <m>, ••••• (m .is 

1 or an integer greater than 1) following E211 > of a length of 

P···as the address, respectively. 

s .. An encryption method as claimed in claim 4, wherein, if 

said data length P is 1 byte and .. the number of bytes for said 

15 internal key is TJ , a table for the data for secondary encryption 

of 'l/J bytes ( 'l/J :5: TJ } for storing said data for secondary 

encryption. v (V = v(l) I v(2)' v(3). • •••• I v(n)' •· •••• I v{'l/I)} is 

provided: in the table for the data for secondary encrypti:on, 

20 values in v(l) I v(2) I v(3) 1 •••••I v(n) 1 •~•••I v(l/J) I respectively: 

the data. for said internal key designated using E2 111 , E212 >. E2 

131 , •••• •, E2 <m>, ••••• as the address is SE2 <m>; and when exclusive 

OR operation is expressed as XOR, the value expressed by the 

right side of the logical operation expression: 

25 SE2(m) XOR V(n) XOR V(n + l) = v,n + l) (la} 

is replaced with V1n + 11 , sequentially. (Here, n = m mod 'l/J.) 
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6 . An encryption method as claimed in any one of claims 2 to 

5, wherein, by performing a first key transformation processing 

·on the common key K, first common key tr~nsf ormati.on data 

including information of the key K is generated: a digital chaos 

5 signal C is generated in accordance with a chaos function using 

the first common key transformation data as the initial value 

init: and digital chaos signal C information containing data 

including the information of the digi. tal chaos signal C is used 

as said internal key or data obtained by processing the digital. 

10 chaos signal C information containing data is used as said 

1.nternal key. 

7. An encryption method as claimed in claim 6, wherein said 

first key transformation processing is a processing involving. 

extracting at least a part of the data in the common key K: 

15 generating an add value by performing an operation of adding· 

the partial ·key to. the preset base _value: and using the add value 

as said first common key transformation data. 

8. An encryption method ··as · claimed in claim 6, wherein, if 

the number of bytes for the common key K is A (A is 1 or an 

20 integer greater than 1) , A partial keys ( 1 ~ A ~ A ) of v 

bytes ( 1 :S:: v < A. ) are extracted from the common key K: by adding 

the preset base value to the partial key, A addition values are 

generated: using the addition values as the initial values init 11>, 

init 121 , init 131 , •••••• initcn> •.....• init 1A1 • respec.tively. (n 

25 is an integer. meeting 1 :S:: n ~ A). digital chaos signals C111 , 

C12}, Cc 3l, ..... , C(nl, ..... , C(AJ are generated for the initial 
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values initc1>' initc2i, init 131 , ••••• , initihi• ..... , .initcA>• 

respectively; and by processing the digital chaos signals C111 , 

c,2,, C131 , ••••• , Ccn>, ...•• , CcAJ, said digital chaos signal C 

information containing data is generated. 

5 9 . An encryption method as claimed in claim 8, wherein the 

processing of said digital chaos signals c(l)' c(2). c(3)' .....• 

c(n) I ••••• , Cc A> is an operation of c(l) + c(2) = CF(l), c(2) + CF(l) 

= CF(2), c(3) + CF(2) = CF(3}, ••••• , C(n) + CP(n"" l) = CF(n), ••••• I c(A) 

+ Cpc A _ 11 = Cpc A >, and Cp1 A> is said digital chaos signal C 

10 information containing data. 

10. An encryption method as claimed in any one of claims 2 

to 9 ~· wherein, by performing a second key . transformation 

processing on- the common key K, a second common key 

transformation data including the information of the common key. 

15 K is generated; and by stirring said digital chaos signa1·C· 

containing information and said second common key transformation . 

data, said internal key is generated. 

11. An encryption method as claimed in any one of claims 2 

to 10, wherein the data designated in said virtual da~a space 

20 using E2 c1 i, E2c21 , E2 c3 i, ••••• , E2 <ml, ••••• as the address is said 

internal key. 

12. A computer program wherein an encryption algorithm for 

executing the encryption method as claimed in claims 1 to 11 

is stated in a computer language. 

25 13. A memory medium wherein the computer program as claimed 

in claim 12 is stored. 
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14. An ·encryption apparatus which uses an ~ncryption 

algorithm for executing data processing involving inputting a 

common key K and a plaintext P; generating an internal key, which 

is data related to the common key K, ·on the basis of the common 

5 key K; using plaintext processed data obtained by processing 

the plaint ext P or the plaint ext its elf as plaint ext information 

data for performing a first exclusive OR operation between the 

plaintext information and the internal key for generating a 

primary ciphertext E1 for the plaint ext P; and performing a second 

10 exclusive OR operation between the primary ciphertext E1 and data 

for secondary encryption, V, for generating a secondary 

ciphertext E2 of the .plaintext P, wherein 

secondary encryption data V generating means for _generating 

secondary encryption· data Vis provided, 

15· said seoondary ·encryption data V generating means grasp as a 

virtual data space a group of data to be handled with the 

encryption algorithm, i.e., the common key K, the plaintext P 

and the initial values which are previously loaded in the 

algorith,m, or the common key K, the plaintext P and the data 

20 generated by processing the initial values; recognizes the 

result of said second exclusive OR operation as a vector 

directional component designating data in the virtual data 

space; recognizes the data designated by the vector directional 

component as a vector quantitative component; performs a logical 

25 operation for the vector quantitative component for generating 

vector data; and handles the vector data as said data for 
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secondary encryption, v. 
15. A decryption method which decrypts a ciphertext generated 

by the encryption method as claimed in claims 1 to 11, wherein 

the configuration is the same as that for the encryption method 

5 as claimed in claims 1 to 11, said ciphertext is input instead 

of said plain text, and said ciphertext input is decrypted using 

the same common key as said common key used by the encryption 

method as claimed.in claims 1 to 11. 

· .:.1.6 •.. A decryption apparatus which decrypts . a ciphertext 

10 generated using the encryption apparatus as claimed in claim 

14, wherein the configuration is the same as that of the 

en·cryption apparatus· as claimed in claim 14 ,. said:· ciphertext'· , . 

is input instead of said plaintext, and said ciphertext input 

is·decrypted using the same common key as said comm~Q key used 

· 15 with· the enccyption apparatus as claimed in claim 14. 
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