;I me3e_\I (| 6T=C& Inprovenents in and relating to the distribution of
content The present invention relates to the distribution of content over .
net wor ksWO2456M87i cul arly al t hough not excl usively cont entPGTEROMI4ER gi t al Ac. |
rights such as copyright therein. A particular challenge to the content
generating community which includes record conpani es, publishers and other

right holders, is the ease with which 10 digital content
di sseminated particularly over networks. 1This ease of di sggm"wmmlmwmnulmnal SO
coupled with the fact that there is little or no degradation in LIe, quality
of the content despite repeat copying and forwarding of the conPeNt in its

original format. Thh'ﬁ;?ro%médwm 866 rélaBhE 3o Bie diRpibltidht ofcmtentt Wil | meet
t he sane hi gh expectattons of consuners In relation to the 15 authorised

content. Consequently, right hol ders have been reluctant to nake their

content avaid able for .distributi n rk I

* devel opnent, h@fPEﬁste?t dpgelmoggg%l?f‘%}s %ﬁha @%@@“@“p@g\?@ﬂ@%%‘}&? rlw%tggtrks,
restri ctst papiiiady athobyhChes SxelueiveRp coredntchaving! digitaiaightd iichets

copi es thereof. Wiere content has been nmade avail able for distribution over
net wor ks, vaopygltghtghemigal s have been nmade to counter the loss in revenue
to right holders. Broadly, these have constituted, on the one hand, the
creation of 25 technical barriers to unauthorised copying of content and on
the other hapgaridifaeNsiayeets tié domestagéneratihg caothimuinty whichuingludeses

bot h approaches have been used in tanden1to_atteq2% to strictlﬁgcontrol t he
di st ri but i oneedrdcepmpaniesopblighsrs s pher gigkhheldeiseisythengate Wil whigho
have paid thg.. riate f . ri | i opl ign of
cuch | otfini gt BRI AL B GEsbiatba ity SRbr nhioaP BB AEE A7 O
speci fi ¢ hardiygdraination & asof dompied it thedact thattherens title. ol moleegradaionhe
sophi stication of those seeking unauthorised access to ao tent .i ncr.eases,

the demands inghe quality i/ thegeomient Kaspiie  repeat £opY hge 285 HOMWang f i theon) v
increase. F r:e, OR¥ OPfH, /it cé\&:\pq [ 3 It in
a mul tipli cﬁ%’x‘t&%ﬁﬁﬂa{%dﬂg@g IR0 PN, WnbuRRINSeaCitio B1 Thpridlittodient ' 0
a result of wilenmetutheg saowe highelexpéctatioes opk rcainisbimeys aind re@aticontte abhe
fragnentation of .th rket, right holders are 5 reluctant to invest in
maki ng dént eaﬂthav%ﬁfa%m N.Thus, according to one aspect of the present
invention, there is provided a content -distribution control system
conprises a network having at |east one term nal connected thereto, a

cont ent cr eatonsequantlyppighibheldess akaveyrbeaidirelustat tepmakenthair eondenta

pre-determ ned.l evel of control of i ont en i } ,
subsequent | ya‘f‘?élagea{?éi‘{'s&ﬂg‘ét'%°¥§f Bgﬁ\éctd' T lyt' %rsgéfdg%\fe?%@gbt’%ﬁ*e&%e?rr% nal
bei ng reSpO"ﬁﬂe\é@nﬂPbémgd'nbﬂdit@ip&etl@ntlﬁtﬁ'fdﬂ leastoestict ans ability of puichasers ofai d
content received fromsaid network. 15 The content creation tool nay be an
appl i cat@on sush erentle make fyrthen capies Higfeal.| owi ng users to generate their
own content such as ringtones and to assign a desired | evel of protection
to that content. At the other end of the scale, a publisher mght utilise
such a tool Wwherekeoiteat rhasobeenavaadebdailabkr far rdistibution noweri oktweaks, a
| evel of control for such ﬁont nt may be assi]q‘ned. 20 The cont ent neegtt not
S

be provi ded Y&IQH$ BIARASASHNEVE ISR e o Ro4NiRy thesiospuitk ERYesHedonid
Di sc (CD} thaidaié.a'argfﬁalgﬁieaés% Rbss don¥Puted "6n ARE Yol AEhHE TR brdXtioRdof hat

the indicia remain w content when 1t is transferred to other nedia
i ncl udi r2p upiechdicad) bahiers dotwrautharisecheopying .of Tondenttand ongihe ¢tbedbands
assured that his intentions regardi ng dealings with the 2 ntent are
preser ved. Tﬂ"edé?\é@ opment I?Zﬂf%‘t%@%@%&i ?ﬂgrqlﬁ ﬁﬂéﬂéﬂ}ﬁﬁ@ﬁﬁs%cﬁg %%Péaée%ay
be encrypt ed, 308/ fent i hbtl YI9T cdritRsi et arafiutionf of
* comuni cat i ong\\//rlrfgggv?ﬁi gﬁéqﬁﬁe tgﬁ%tggﬁtt@?%%ésﬂt ??%H%eg.cThe si npli ci ty_I of the
approach faccomteat de atthorispd eremigianisomaorelyl thope ausersnwhionbiavei paid the

relatively thin cljents such as bile term.nals unsyitable for .
i npl ement i ngapﬂ@pé'@t%&ﬁﬁ)ﬁ? ahe dt@&!qﬁip‘%% ﬁ-bgo'mpé%mieﬂf%'ﬁi'i 9]288%%%@'%$e%ri or
art contgmt dihatr X¢ . TP i Ogﬁ@ﬁdt é iy
bl anket ﬁ]ohﬁg?%iﬂgﬁu% ¢ g%‘f' g@%gogdl ECL /vfe_r4%r7mg ' ' Spédhe qiERtiare
and/or software features in a terminal. Indeed, as the sophistication of those

seeking unauthorised access to content increases, the demands for
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3 of the forwarding of right holder's content fromtermnals such as
hitherto been the case with ringtones for exanple. According to another
aspect ONOtRESOIBIesent invention, there is provided a 5t B/ 188%i ng a
first menory into which content is receivable, a second nenory and a user
interface operatively associated with said nenories, such that a set of
operations of said user interface in relation to said content received into
said first nenory is permtted by referepce to said content, at |east one
of said operations permtted by sajd content being a transfer of said 10
content to $EOCESSNDMOWRIMWY ORelnEraRsg. s uBhemieat 3o ivagy RigPHetr¥

interface in rel ation sald. s cant.e r i L0t j ond
- menory is Siaﬁpf%ﬁq spgﬁ(%ttﬁgge b'%grﬁléf @r én?:‘lieuﬁ@%@é(i §F§*oa\rﬁ§§lﬁ¥éﬁ ﬁé%oﬁm%ﬁ%
recogni sed thaturdetaUgificidit 1S@Indlst epkaaerdstlir of phasémduing qodkSlevehmfagi ng

the operations permtted or allowed in resPe,ct of the content and that the
“ content it sénteroperabiliyr and sonsemirnhiiagmentationyqfi thgimaget, rghi folders agg

requirengnt for. c t at | I : { nt ensi ve cryptographic
protectivn J?R‘Pf?é"?%m‘%ﬁk Wﬁaﬁrﬁéﬁt&ﬁ?%@ﬁ%st menory is volatile with
the result that content is not retained in the termnal unless the indicia
permts 20 transfer of the content to the second non-vol atile nmenpyy.
‘{?rdof"ect

However, thefhus; miceardingioionn asepet Qe BrPSeBY dIVRITR: daegpigyPioy)

t he content i . | t t : . AC i f AR pect
of the pr esecg)ﬁq‘%rﬁ\%%{@gﬁ%t%\éﬁ@li Q’E })ér?'gvcz% Saeé Zﬁq‘[ﬁég{tlvﬁg(dhgyﬁgrée&aﬁe?ﬁgo@%ntent
for contr ol lieghitias tohiedtedrthemtor & vemterafdroation itowli aperableptoesssigraindigaof

respective | evels of control of content, determnni a .l evel of contr.al
appr opr 18t e regrasgniptivenokna Wﬁdd@@ﬁ?‘@ﬁdnbe‘ﬁeio‘?fcpan{}gl ok %a'go?f?"gﬁf‘t'i ﬁau(c)i
accordance w i } 1 r! y be
et during rrnteReng SR hadalHERIE o bR AR g R 5T he
out set hi s igreteninimal bedey csppnisive toaajd irglicia 40 peomjt dearatiorsnipl rejatioh tohat
content. Attenpts to defeat irhi S iﬁt eggti ci?r;aby WO 02/ S0787

PCT/ EP111/ 1-$3)F sontant fecawed Foahsaidfiete™ yay  be actionabl e and thus the
presence of the indicia acts as a formof legal tripwire which can be
tested in cases of unauthorised use of the content. Furthernore, the

i ndi ci.a,150y Tremonien creatin todlimayda aaapplisation residerd enehiermingltheebyhat

the intentio of the right holder .are 5 r i e nt is
transferred %E%"\Wé@r‘l‘s&ﬁ* ESH?Y%SE‘%{?PW& ?Pdﬁ%@i %’E&%g[}'gﬁﬁ%gé&gﬁg%ggg

Conpact Di scg qeRe@IQididf proteotibhlte thaseontant @kt eké ratihecendpf ¢ise Behle, an web
servers, for exanple. The managenent of such rights is furthﬁg enhanced as

a user interpudisher migherulilisal Sieh i Hepl devnake riseli Wors Ayé qec@\ﬁ‘?r_eﬁt can
be programed.{d & Rfich 'dasd d Geli Sl oftrd) 160 s0BNRBNR Map R bsdige

particul ar i a srnplification o e managenent” process reduces
t he conmyg at Theatoriant eiceer nobedmuprevided linr ameelestrohica foranati bal .coAkt dredi ng
to a still further aspect of th r

15 net hod of disttuited @) oA %8 2@' Mé%?‘%%% s SV He only
al I owabl e Op?gﬁﬂgﬂgeﬁ}t: rBe[n"gSFlﬁéf tRE ficla CRIth&IR! wit1itRE8 €BRTINt SRReh efteis/i NG

sai d content st "menory, generating a list of allowable operations
in relation transferedctotather fmedias mictudingliupleading thes pbatantgosai delwwk. to a

cont ent to aTBuedhe natgholands redyreriRar i BlsngbEs on ol A i B coy
tranat or o | PO R I e PR ke U Cot frorch @
woul d be del @idiciawimary blee ehicrypted oard/pt enesylion imay g adfilisedt peern dhogeal
povered down channels of communication via which the content is distributed. The simplicity
of the approach facilitates its implementation on all platforms including
relatively thin clients such as mobile terminals unsuitable for implementing the
30 computationally and resource intensive demands of prior art content

distribution systems. Thus there is no need to implement blanket prohibition



~ nunber. The

25 Consequently, the opportunity to seek to hack or otherw se carry out
unaut horised activity in relation to the content will be denied. |In order

t o underwWO#E0IBAe present invention nmore fully, a nunber PSIT/EARPent s
thereof will now be described by way of exanple and with 30 reference to

t he acconpanyi ng draw ngs, in which: WO 02/ 0787 PCT/EPO1/1~272 5 Figure 1
is a schematic view of a conmunication network in accordance with one
aspect of the present invention; Figure 3 is a diagrammatic view of a
termnal for use with the_ne rk, of Figure 1 in accprdance w.th, a,further
aspect of tr?ét'ﬂ%\f@?eﬁ@ﬁs03@%9@%3@”2%3%?&%9? %HCM%WtEe'a%PSSPam
for use ‘Mt*ihé*&%s@%iwpﬁﬁweﬁeﬁ&@)@ngrplbn accordance with a further aspect of
the invention; Figure 41s view of informati on shown on a display of the
termnal of Figure 2; and Figures 5a, 5b and 5c are all views of different

Houre 1 1 iARoiB0aisoanofies csmsnt o Ish pheibrRvartios LR € mieRidd byor °
termnalg 3 taﬁﬁlﬁv%ﬁfﬁg Ah@rsh ehaioly SnldAGhicH ebMeiNkNS beelaBRsCAigtong t O

external networks 7 including the Internet 9. In addition to locally
creat ed contraemaaydntra useytintertsce eparatively associstad with seidimasedemtsaieh t o

t th i [ twork 1. Ref [ ' ticul t 0_Fi ,
Cor m nal 3 MBAL ds Eobict rPRATEICTS s 3d. SesrsBtestakt dbcrelatiol 16 eld dferty
memory 11 andcdikd ihfPshidlfrshitbrAthPid peenitieasoyl Pefeldifte®iTeaid ddnteR€! atdes a

cache 17 into which data is received fromthe network 1. The cache 17
oper at es by leestome nfjsaidtaparatiens papuitiedybibaait coptentrbairg ieiransias etisaid t he

term nal, 3 thereb reventing,repe r s fr t L nal f he
et vor K 10 AP S Spife Seartad ARPE By SPHER o S5 By’ BereBbfle it sl ber
sessi on and/jgferpr@nird dlatibrato nedid hegne assrrsne Whbar reteirert #riter saideskdonae
period, the cache 17 is enptied. The termnal 3 is provided with a User

| nterface (UNpM@Yivsimileslypeimitigehby cafereicade said €88 s r eprocessi ng
co-ordinate the activities of the termnal 3 in response to inputs . froma
user and/or the network 1. 30 The termnal 3 may be connected to the
network 1 i njtawilobeerédognidedranatebecibss thef used interfaceais magpbesiblenfierct ed
by a nodem 21 connected to the WD 02/s0787 Pg‘lﬁ/ EPOL/ 1~2t7r2m$ nete\[egrk, for
exanpl e.15 n Maeagngether operaians Pareviigchar allowed pkspesbAt Mg cABIES @dhn
air it erf aChag3ne | dArflt: GehARSothBRuis8! Md\iaBletd b typidey dRekMheRORs oy 1 at €
wel | known additional el enments required to performthis function. The

t echni ques f mquirenvadt ifon computtionallyi rmaids tesoutoe nistewsive 1 cwiptogisphk
readily apparent to those skilled_jn, the art. has al read en.

ment i oned, cBFﬂt%ﬁforhﬁg%é%tCé’im?me r‘]ﬂéﬁﬂf?'ﬁlyiﬂ?? éﬁéemeé??ﬂl 'syvﬁlgﬁf?ewtgdthe
content provideiSthag cBhtdrias it Wetdindd iih AL tefRinal NSO IR ndieiat gaimits
providers 29 i1ncluding, but not limted to, the terminals 3 10 thensel ves.

As showRQ n fragsies o theonortent 3o the seeansk noatveiptile Mmemarigr Sleweyerotheat t ed

oper ating. - TRt (a5, Wiiehent RhaRlos! WeP catatasryod Hrdfel fhe; Sontent
provi ded w t Qufih§lrdnsi® bveBthe fetwedrt ai ni ng a destination address 43 and

respectively the address 45 of the sender's device and an initial router 15
address 47 determned froma | ook-up table or simlar held by the term nal

3. In the ca . -cal e j ; i j taor k
(PLM) a5 oxeispidfe 3Ol Pt SRR BRFPRRERE EhHIch, figfs I Brofuddd oy
ringt oneoglat gnathod i 6 chyatingSlvonterivefmagenttddd distribbiioh ceraprisése defining
destination address 43 wl]| be the recejving fter m r]al 's tel ephone nunber,
the sender' sindiciagggpeeseniglivere resRastig Leé’PPﬁ lagordrql g, QEHRIBINIRAAL t he
initial rout r 7 ; i : ;elienh i

Ry ot e appiprd 1o EECSSSERT urich SRRk RNERSR A

dat agr am 33. chhtert imbeddrd3dce aithasaid deteralinatiomdi cati ve of a control or
copyright class 51 to 25 which belongs. This may take the formof a val ue
- placed in a sub division 50

30 Because the level of control may be set during the creation of content a right
holder is able to set out at the outset his intention regarding the copyright

status, for example, of that content. Attempts to defeat this intention by



of the payload portion 49 or elsewhere within the content 31. The class 51
isinitially assigned to a contents 31 by an application under the control
of the rwele/sem8Fder or a party authorised by himwithin tPGd/ERON34273n of a
service creation tool (not shown). Such tools are comonly used to create
30 personalisation material such as ringing tones, profile icons, picture
nmessages, screen savers and digital imges, to nanme but sonme possibilities.
The digital rights associated with such material will vary and thus a suite
of WD 02/0787 PCT/EPOL1/ 1.1272 options,is gvailable within the.tqgol to
Set an appr SEICH FEGRINdFadTay betaionabiaed 1l B Brelshipdr e hdRla

pl ace a di ffe?it_@%% & 9Ph .offfle@%ﬁﬁ\ivﬁéivﬂﬂcﬁ%atnhs(a YS&ted ih RlsBS VtunFIheR] Of

- the content he I ndicatTon of the class 51 may be perforned by setting
a bit to a ame efpihedcogtent.at Eurtbepvad, nipeoinditie, Dy semaining iatast |dwing t he

(olating Lo FHSE0R dRE SAMNLHTHITER tat (46 jalRipaP ol e Bobf hBidRr R

functiong Ofreftilﬁegeé%ﬁ‘%hé#e 18e | Soritent 98t irahsfeReddBbiwedny diffeidat atedns f or
a user as exenplitied by the delivery of an SMto a nobile i O termnal 3

connect ed t dnelugiilg pbysicalkdavicdsosuaix asmsiampabieRisgs crchBigital Yersatile &jegs/ed
by the term na , Jdt.is placed,in the cache 17 ich i I t he
U but not &%P%%@%EQ@QF%P@C’ P8 “éekhj§§Weéﬁ'ef:|b5?¥é€@pe%e%pgﬁﬁgﬁgé%spt8g
normal fashiQieh fights §4/MGHHON cANAREEE Bst ACussry intadadtd of iz0ferfdinbP br otk ue
indicative of the“control class 51 applied to the content encapsul ated by

the 15 dat agdevicg3recaivipg estichus ycardenti easd ber sog@maetaie bespradell ish a

sub division 50 wthin.the payl gad tion 49 or i .0t her

predet erl® n eﬁdSY%'ﬂ"Bﬁdw"e?{?’roﬁ ﬁ% 8§ﬁfae§\raha§§‘.g ﬁ%ﬂggﬁﬂeﬁ@{mi&s { pygh a
conmpared by &ihpiitbafimcdi e atdidgEiments ptoc¥fsspretheessthengodutativtial i ans
each representing a set of allowable and prohibited operations in relation
to the cont eothepTesaureedequireraenismf a rmiddlr se, to those assignabl e by the
content creation tool. If necessary, these conditions could be varied by a
network operator in concert with a right holder, by delivering a new set of

condi ti ons tAacéhrelingtararill farther aspectasf thbprgsentiinventiomtieere isrpravided 4 ool .
25 By way of exanpl three conditian nd correspondi n ontrglqlval or

e ) NS I .

ot her i rich ci Betagd hef seeiwings ARrtenk ‘F‘%‘PQM%dn@‘ﬁ'au§%ﬁ’reéﬁgﬁag'¥?oﬂ lexablgy be
carried out | i tEf i A be
vi ewed only; b@glf:agilr?@%yﬁ'}{a lgﬁg?&gﬂe&(%ﬁté étngtn'ﬁ3\51\/ﬁ‘r%h§¢obﬁé\ﬁ@%%§v\£%eg\ﬁgﬁ ?gs/degé?ﬁé Iy
within the 3o erfiishalerBory, gedetatingd list afraltowdbde opetationsriayelationitovesid
saved locally within the term nalqg. and . f ree]dylisft rwar dabl e over the network

1 such as, f6PnieRLfromsaidjndiciaand gdispiaying sat Bd5e0787 PCT/ EPOL/ 1~272

8 In use, a datagram 33 such as a SMw Il be received by the termnal 3 to
which it is directed and the datagram 33 stored tenporarily in the cache
17. The 20 f Onet abteasy ofithe aélow@&@nergtloaﬁs\mlla@e transfasring dhe gontaydgea

ser wi 11 be 8o kaRkEE risthad o8y ) SR R 0P ERINER o
to discard ityHeye the content is intended for promotional purposes, such a transfer will
be prohibited by the indicia. In which case, the content would be deleted
when the first volatile memory is purged or the terminal powered down.
25 Consequently, the opportunity to seek to hack or otherwise carry out

unauthorised activity in relation to the content will be denied.

In order to understand the present invention more fully, a number of
embodiments thereof will now be described by way of example and with

30 reference to the accompanying drawings, in which:



exiting 61 the U function. In this latter case 61, the U function wl|
issue an instruction to clear the cache 17. Presum ng the user elects to
open 59 WA@2/SM8dne of the three displays 10 illustrated PeTEMUIEI25,9 5b
and 5¢c will be displayed by the U function 19 in accordance with the
indicia 51 set by the content creation tool. The nature of the display wll
depend on the indicia 51 associated with the content 31. Thus, the
operations allowed to a user nmight incluBle, in the case of a ringtone) the

pl ayi ng the i ngtone, saving.t Il 3l :

f orwar di ng r |ﬁ&[ %ﬁ&ﬁ?ﬁﬁoﬁﬁ‘é{rdf{%%ﬁﬁé‘ﬁrﬂéﬁw Qéﬁyé’ﬂgf}%ﬁﬁ%gde}rﬁg with

ri ngtone. F@necﬁgde@fgﬂmefpfgg@npfnv@ﬁﬁ@mnt 31, it wll be appreciated that

-alterations may be nmade to the ogperations avajl at?l eto tt(\gtuser altho[qlﬂgh
I

the operati drigure 2d9e atirgeoimatiel igw [ofa taraingk for ssenwith the IRIWOREGhaps
hi bi t ed d i is ; t
Perm nal 3 deeaG P ARRaghgE Bth ShyfiREEsBhet fiinEliMertion? SRS @

control Bas hgge Bligcedidgramnidiic oien ehia ddtagfmstortuse wjthi thesnétwoslawd 55,

forward 57 or erase 63 the SM have be greyed out |eaving the only option
open to the Rigee bin aseoydages withra furtheyashect &ubg VeI i ght 25 cl ass
woul d all ow.a usey .t r i i i .

pur poses. onlhioa il AeRf EF R ing i of £ BRpIRLH e MERT T sRpER: |
SM for |atergdgcal use or to forward it. Thus, once the U function 19 has

been exited through the requisite nenu |.ections or .jndeed the term nal
has been povdge® b and Searaalhviews Oz(atf%r@at 'H?Ri'niaﬁ@ qwn ﬂBaiquﬁ%y

avai | abl1§.1 2@t&?%rnl'vx'n¥ﬂ Hﬁpﬁré § no need to enable the option to erase the

cont ent ccur 1h any case on exiting the U function or
switching off the termnal. WO 02/ S0787 PCT/EPOL/1.t272 9 Figure 5b
represents a termnal 3 display 19 in which a second cl ass of copyri ght
control has been placed upon the content 31. Thus, the option to forward 57

the content el isglf@rl:(i)é@‘%m\ NAerd 3 sSRERRA HESHRATUMLALdE AstAGHk! 1€ wHH Bons

of playing 5 vin the content 31 locally are available to the 5
user. Such aplaity obf démsisaleod chad |anseas.usefhacoewrko1cbaseintenorkigghas

pur chased wit hout  .nel the right. to dissem i r e Y
Fi gure 50O reptHESHPEs %di/%faﬁfeﬁ%?l Retyolks Zy"%é'dr@t &}ﬁ Lrﬁgg{e{tﬁr ik g}jg@g ho
copyri ght Co@kéﬂ?g} drastce onmicafdupnbugiethesst erterddl cbhneagtidrise Sopillbans t o
10 forward 57, save 55 and play 53 together with the option to erase 63 the

content 31 acentanhid enfeethecemaypieationkeiwerlclass woul d be the defaul t
setting for content 31 not attributable to any right hol der. Dependi ng on
the class and options allowed to a user, selection froma nmenu 15 wll

result in thgetdriagrin Yargcwsi td Fe%]mela\eaturnman@mor ube atith thet hetwoak el isf
saving 55 the SMwIl| result in the cont?nt 31 bein trgnsferrec{(gygmthe
cache 1720 nt pravitedhwitha Presesser fmemory 1drandydatadpRpt 4¢ a8d OHiRUL AgMIGES ng
options resulLt i ' [ i i e

cache 17. 201$t Tvr,\]eit ﬁ%#%ﬁ@?dﬁ%d@?ﬁgﬁ b)?/‘ ‘p agﬁﬁgcﬁ{gqgggﬁghh{ragnt r ol
i nformati on networkot.t iThe 88cké 1t7hepemties)bynmetaning datar ene @Mpararydasitche

L ALl east aiviis g Pgd b5 b detiRal STLABY pFEUMR Y rep¥el MdlRuOAOT
the terminal 3 for the network 1 to deliver the same data. At the end of a
o5  communication session and/or when data has not been accessed for a
predetermined time period, the cache 17 is emptied. The terminal 3 is
provided with a User Interface (Ul) 19 to namely an application which controls
reprocessing co-ordinate the activities of the terminal 3 in response to inputs
from a user and/or the network 1.
30
The terminal 3 may be connected to the network 1 in a conventional manner.

Thus a fixed terminal may be connected by a modem 21 connected to the



Furthernore, once the content 31 has been stored |ocally, separate security
nmeasures nmay be enployed to guard agai nst hacking the coey ht control 25
cl ass 5MWOM25HB7st ored content. Neverthel ess, to protect 4373 e
sophi sti cated hacki ng, the header portion may further include a checksum
value of the entire content held in the . payload portion 36. The U
function could initially determ ne whether the 30 checksum was correct and
if not this would be indicative of eithem data corruption during the

transm ssion ess_or _an,attenpt to kea n e

copyri ght cd’h& Ck c'%é%a'@fle FE'? & &P e’ %mo%\% %&%8?‘ @@%%P
checksum couygl d?/@i‘selrﬁfalrofntéﬁédéWSG iAUAhRh bhso IHE tBirvingl B wit |ﬁélddé0tlhbent
- 31 the payload 34 divided by a pre-selected prinme nunber. The remai nder

woul d t hen sappreptigteawell kopwatadditenalrlements requirast to nerf@fspjhESgﬂhmce@mrol

a0 cal Ted male oghaEsdbL bolRERLT S "t PP AR DR TR P b,
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claimed in Qo WithHidldd 37, 8T #4 "cSRAGY d HsHALISh address 43 and
respectively the address 45 of the sender's device and an initial router
15 address 47 determined from a look-up table or similar held by the terminal 3.
In the case of a so-called second generation Public Land Mobile Network
(PLMN) as exemplified by GSM, the content 31 may be in the form of text or
ringtone data carried by a Short Message (SM). In which case the destination
address 43 will be the receiving terminal’s telephone number, the sender’s
20 address 45 the sending terminal's telephone number and the initial router
address 47 the Short Message Service Centre telephone number. The
content 31 itself is conveyed in a payload portion 49 of the datagram 33.

The content 31 contains a value indicative of a control or copyright class 51 to
25 which belongs. This may take the form of a value placed in a sub division 50
of the payload portion 49 or elsewhere within the content 31. The class 51 is
initially assigned to a contents 31 by an application under the control of the
right holder or a party authorised by him within the function of a service
creation tool (not shown). Such tools are commonly used to create
30 personalisation material such as ringing tones, profile icons, picture
messages, screen savers and digital images, to name but some possibilities.

The digital rights associated with such material will vary and thus a suite of



15 said indicia is placed in a payload portion of.a datagram 4. A system
as clainmed in any one of Clains 1 to 3, wherein said indicia is encrypted.
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termnal includes a user interface operable in accordance with said indicia
to permt operations available to a user of said terminal in relation to
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said second nenory is simlarly permtted by reference to said content. 5
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further operable to identify indicia associated with said content said
permtted set of operations being determ ned therefrom 8. A termnal as
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indicative of the control class 51 applied to the content encapsulated by the
15  datagram 33. As previously mentioned, the value may be placed in a sub-
division 50 within the payload portion 49 or indeed any other predetermined

location within the datagram 33.

The value 51 is then compared by the Ul function against a set of pre-existing
20 conditions each representing a set of allowable and prohibited operations in
relation to the content 31. These correspond, of course, to those assignable
by the content creation tool. If necessary, these conditions could be varied by
a network operator in concert with a right holder, by delivering a new set of
conditions to the terminal 3 to reflect changes in a content creation tool.
25
By way of example, three conditions and corresponding control value or other
indicia may be established in relation to user operations that may be carried
out in relation to content 31. Firstly, that the content 31 may be viewed only;
secondly, that the content 31 may be viewed and saved locally within the
30 terminal 3 ; and thirdly, that the content may be viewed, saved locally within
the terminal 3 and freely forwardable over the network 1 such as, for example,

to other terminals 3.



12. A method of receiving content including indicia representative of 25
al l owabl e operations in respect of said content) conprises receiving said
cont ent WOt0/5e787i r st nenmory, generating a list of all owaIE@/EAEEons in
relation to said content fromsaid indicia and displaying said list to a
user. 30 13. A nethod as clainmed in Caim12, wherein transfer of said
content to a second nenory is included in said |list of allowable

oper ati ons. WO 02/50787 PCT/ EPUL/ 1~272813 14. A method as clained in

Claim 13, wherein said first_and,secon ries are S tively vplatile
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in a conput readabl e medium™ 18. A user interface for a termnal,
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with content recei v&d ?%ﬁ ttge tehm'@al , said indicia being representative of
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operations including the transfer of said content fromvolatile storage,
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storage, (25, A3A% 8% Righids Bh, B End'Ee Wi B ufkpflld B the Thtuhcfon¥49 in
accordance with the indicia 51 set by the content creation tool. The nature of
the display will depend on the indicia 51 associated with the content 31.
Thus, the operations allowed to a user might include, in the case of a
ringtone, the playing the ringtone, saving the ringtone for future local use,
15 forwarding the ringtone to another terminal and lastly erasing the ringtone.
For different forms of content 31, it will be appreciated that alterations may be
made to the operations available to the user although the operation to save
and forward will always be present although perhaps prohibited under certain
classes of control.
20
Figure 5a represents a terminal 3 display 15 to a user in which the first class
of copyright control has been placed upon the content 31. Thus, the options
to save 55, forward 57 or erase 63 the SM have be greyed out leaving the
only option open to the user of playing 53 the ringtone. Such a copyright
25 class would allow a user to access content for promotional or investigatory
purposes only. Under this classification, there is no option to retain the SM for
later local use or to forward it. Thus, once the Ul function 19 has been exited
through the requisite menu selections or indeed the terminal has been
powered down, the cache 17 is cleared and the SM is no longer available.
30 Clearly, there is no need to enable the option to erase the content 31 as this

will occur in any case on exiting the Ul function or switching off the terminal.
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copyright control has been placed upon the content 31. Thus, the options to

10 forward 57, save 55 and play 53 together with the option to erase 63 the
content 31 are available to the user. Such a class would be the default setting
for content 31 not attributable to any right holder.

Depending on the class and options allowed to a user, selection from a menu

15  will result in the Ul carrying out the relevant action, which in the case of saving
55 the SM will result in the content 31 being transferred from the cache 17
into the memory non-volatile 11 of the terminal 3. The remaining options
result in the Ul operating directly on the content held in the cache 17.

20 It will be appreciated that by placing the copyright control information in a
portion 36 of the datagram 33 which remains in the cache 17, at least until it is
saved to the terminal menus 11, provides basic protection against hacking.

_ Furthermore, once the content 31 has been stored locally, separate security
measures may be employed to guard against hacking the copyright control

25 class 51 of the stored content.

Nevettheless, to protect against more sophisticated hacking, the header
portion may further include a checksum value of the entire content held in the
payload portion 36. The Ul function could initially determine whether the
30 checksum was correct and if not this would be indicative of either data
corruption during the transmission process or an attempt to make an

unauthorised change to the copyright control class 51. For example, a
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technique. Thus, a PKl based technique would be utilised to establish a
10  secure connection between a pair of terminals 3 or a terminal 3 and a content
provider between which a datagram 33 containing copyright content would

travel.
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5 to assign indicia representative of a pre-determined level of control of
said content, said content being subsequently made available to said
network and said at least one terminal being responsive to said indicia
to permit operations in relation to said content received from said
network.

10

S

A system as claimed in Claim 1, including a communications link

providing said tool with access to said network.

3. A system as claimed in Claim 1 or Claim 2, wherein content including

15 said indicia is placed in a payload portion of.a datagram.

4. A system as claimed in any one of Claims 1 to 3, wherein said indicia is

encrypted.

20 5. A system as claimed in any one of Claims 1 to 4, wherein said terminal
includes a user interface operable in accordance with said indicia to
permit operations available to a user of said terminal in relation to said
content, said operations including the transfer of said content from
volatile storage, into which content is received from said network, to

25 user accessible storage.

6. A terminal having a first memory into which content is receivable, a
second memory and a user interface operatively associated with said
memories, such that a set of operations of said user interface in

30 relation to said content received into said first memory is permitted by
reference to said content, at least one of said operations permitted by

said content being a transfer of said content to said second memory,
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permitted by reference to said content.

5 7. A terminal as claimed in Claim 6, further wherein said user interface is
further operable to identify indicia associated with said content said

permitted set of operations being determined therefrom.

8. A terminal as claimed in Claim 6 or Claim 7, wherein said first memory
10 provides temporary storage of said content.
9. A method of creating content for controlled distribution comprises

defining indicia representative of respective levels of control of content,
determining a level of control appropriate to said content and assigning

15 indicia to said content in accordance with said determination.

10. A method as claimed in Claim 9, wherein said control permits at least
one of the following operations, namely viewing, storing, deleting and
forwarding of said content.

20
11. A method as claimed in Claim 9 or Claim 10, wherein content including
said indicia is placed in a payload portion of a datagram.
12. A method of receiving content including indicia representative of
25 allowable operations in respect of said content, comprises receiving

said content into a first memory, generating a list of allowable
operations in relation to said content from said indicia and displaying
said list to a user.

30 13. A method as claimed in Claim 12, wherein transfer of said content to a

second memory is included in said list of allowable operations.
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‘ 15. A computer program comprising executable code for execution when

5 loaded on a computer, wherein the computer is operable in accordance
with said code to carry out the method according to any one of Claims
9to 11.

16. A computer program comprising executable code for execution when
10 loaded on a computer, wherein the computer is operable in accordance
with said code to carry out the method according to any one of Claims

12 to 14.

17. A program as claimed in Claim 15 or Claim 16, stored in a computer
15 readable medium.

18. A user interface for a terminal, wherein the interface is operable in
accordance with an indicia associated with content received by the
terminal, said indicia being representative of a pre-determined level of

20 control of content, to permit operations available to a user of said
terminal in relation to said content, said operations including the
transfer of said content from volatile storage, into which content is

received from said network, to user accessible storage.

25



