"el enmentary functions” principle This invention concern al

domai n of data processing systems in the general sense, df

precisely ainmed at the neans of protegting software runni ng *omsgai d dat a
processi ng systens agai nst unaut horized usage. The subject of the invention
ai ns in par Méhddio i twar e agai nst ungut hori zed
usage, using a proc%gts%cﬂgo anggﬁg%?%ﬁgﬁ%dmﬂ%&g%gheknﬁﬁﬁ%ﬁy@‘?‘iﬁ'@nggmnly
mat eri al P Iley a chip card or a material key on USB port. In the technical
domai n above, the main problem concerns the unauthorized usage of software
by users who have not paid the license rights. This illicit use of software
causes an obvious loss for software. editors, software distributors and/or
any person integrating such software in products. To avoid such illicit

copi es, vart i Lt t . techpnol ogy,. have been proposed
to protect gg%gﬁn mg%%@&?%%%?@%%@@%? 19? |Cd8ﬁ Rrggq\éwymﬁmﬁémth?akes use

of a harghmerad sonse, emdi BNMSKS bRFiseH Gin@P a thh Yisdafdlof d
protection key or, "dongle". Such g}upr ot ection key gh?&%ggﬁg%gﬁ?’g%that t he

sof t war VBRI S Progessingswtomsaigainsbutaathorived psdge. must be acknow edged
that this s i | scipnef.fective because it presents the inconveni ence of
bei ng easy '?iaytg?%gis.%f,&ir}lgilwe-nitt’ﬁfle‘?‘msoﬁbéi’aﬁé’lugagr?to e mpansk af peefecting t h t he
ai d of spfiiaad bgpst ulkthorsialusage, disss SRIRLART: audShehGrsE LEANKCRl

e

instructigns.of the protection key. It becones en possipleto
i11icit HBpdas cunmenlygneterigized byouelip cardaaghatedalddeytohdSBhomar e. abl e t o

run wi t hout .t .eat | . Mpreover, this | uti on cannot be .generalized
to all softI\Ra?%,ﬁFﬁlggﬁu% R e £ .?’P}%BHSD?% ©BFTaE the ppputherized t wo

pr ot ect iuwsagkef softwarelty GRIEWHY Ha®B'not pALHRURICASS righits ¢ Jﬂtﬁsii{iié?trﬁi Off aims
pr eci Sels%’ at finding a solution to the aforenentioned proble Sgy pr oposi ng
a procesftWgrecausesan abvieys lasy for sgmats editeas shbwareatistribaiges anidédrrgyan ad hoc

pr ocessidagkod i Z] ani t. .inasmich as the presence of such a unit is
necessarﬁ;% foopﬂ% %e sgf %J\/?/g%é’%v@}%én @5?#&‘( glaoya‘f‘ﬁﬁéﬁ?lbﬂﬁf’l.t cgplegsvaripuseach
such-  a sghuions,tih ¢hessthie @f techfiolofy, Have ®Béh PROPERIAIS pRSted sBRAGRSS 1O Protect,
using at |east one blank unit Including at | east processing neans and 2

menor i zati o %%HEOFC%‘WOH&%‘HF@QWW fob majesisrwse of & bardwamd protdctied usage,
sal d VUbpRERDkRisel WRKEAPLARBAHURRLY PAA.IAU Ce Apd arki o on & data

processi ng system The “process accor 0) #s: during
Y nPRShS

a pr ot e@rotestiquhkeseshould fguaange thatathe alofivfare bdBates Aty ! Pféséﬂésocf’ﬁIQSG

el emsntgrF fun tion% ar Iiagle to be executed in a unit, - and a set of

el ement i%%nﬁéﬂ% F&Fﬁ%"é’ﬂﬂ e thak thiy solytinndis joaffestive berapsesitprbsedtenent ar y

comandshdBicE@veni : i N Qcessin stemand to

trigger the exgcu%%legﬁ’fibﬁmg%ﬁﬁi)@%?g%#e}l%r@%gﬁ)g?c&?rﬂ%?’i %ﬂ%"?{\érﬁ%‘mst ructing

expl oi t Atithothe mishofspeciatizédtpolsauth as eisassentbiees, tehsik tHeohtrblinSrabtiogi t abl e to

execute the elgnfntgr functions of said set, the execution of said

el emrent ar 916]:1{{3 iU e%& RRgomes ragsiple topaake,illisittcopies correspondiag 4o

r ocess inftdi 3 eat | a protected

p 5B &ions 6F thd oy £O BB Ao rufi SR e prSfsERtn ol

software: - by choosing, at |east one al gorl Fnt®h, during

t he exe8elution carinot fbe genbratizetbtecals abfiwares indsmesh as if BakticAl 9 @BELapd and
enabl es_t o @@5 in at, least one result, - by choosing at |east one portion
of the TSIY O pretectitmkaya ko thesgme@pteme ont ai ni ng at | east one chosen

al gorithm r | B ha i dygl . rce.of. the tected software

fr gm It he 'sgt??cg%;?&; ﬁg t{l/%llﬂz? aoﬁegg%$3)f/§9l%e?yba§ %%ng? r?%i‘ﬁ’conl Epaé}i’gone

chosen plorementiontd t preblemsr bg ®ropbdifg V! lppededd t& ﬁg{egy\@r foﬁ\?arebé '-ﬂgt at | east
t

one nodifiuggp ortion of the source of the protected software, Thi's

nmodi fi cHtd fArit§age singnan ad hodproesgsing end reemonizing ahit} masmne gct ed

sof t war J tion part is_executed in the dafa _processing system
and a sglgg)ﬁégeé%a% u%ilﬁg% bR %F_%esé%é?ﬁ ﬁs?ﬁwﬁreﬁﬂi’f’ coppietalyi Bunctipugh t he bl ank
uni t aft er Soplsagdeh bithos Bk A sll)Bot SR TvehfibH oRlARRE orS%ESH oS At

| east the functionality of
protect, using at least one blank unit including at least processing means and

NI
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;edef-ft%r-6-T-K Method to protect software against unmﬂﬁm use wth a
il




3 least one chosen algorithm c processing, D at |east one chosen
algorithmc processing is split so that during the execution of the
protected software, said algorithm c processing is executed by nmeans of the
second execution part, using el enent gry functions, for at |east one chosen
al gorithm c processing, elenentary cdmuands are integrated to the source of
t he prot t - durkng the.execution of the protected

sof t war eﬁégglgﬁa?féﬁeﬁn{g%fsa oY %@%%P‘Fd S?@Wgsfe 8%%1%% ]&/ “flﬂgh‘?weéit ugagec §eidon part
and tri gmbicsable sbftwardbeing Hro i ARPR xecution
part, of an elenmentary fugné:tia%(%?dqgéﬁalnag%ﬁ%eequen@é&{cﬁ6?&@%%@%’@?1%
comuandg$ysteme hbe procassmegording tedhe ivestiopienapssesd | owi ng t he execution of the
protected software, - .and by producing: a first object part of the

pr ot ect e @%P\%@?@PW 4% source of the protected software, said first
obj ect part, be&&gﬁﬁ%ch that during the execution of the protected software,
appears a first exetution part which is executed in the data processing
system and whose alsed sRGlEmantiAY fohefods¥RSsd ARty oMbt The liffleGheTent ar y
commands are executed according to the chosen sequence, and a se€cond obj ect
part of the prot ebe exeoytsdtinarajt, cont ai ni ng the exploitation neans, said

second object part bei r{qlfsgpch that, after upload tg the blank unit and
during the execut P¥h?3 8Ft Q lemaniary coapnanss dorsaid set of elementany funstions)
execution part by HSm b Shmah . e tary.functions
triggered by the ?ai@st eﬁl{e%ft%?on p~&S gﬁﬁ%ﬂiﬁ?ﬂggté?}f %’ﬁ%ﬁg’é‘cﬁﬁﬂ‘eoﬁ?%ct part
to the bl ank uni t prosessing lsgstemt awd itontrigfgeothelioreaigiont Wnithit, dRCKEUT i Ng
usage phase duri ng]ievvhiph é&g.grot ected software is executed: in the
presence of the ufCMeREY o8 e an el enent ary command contained in a

portion of o heeddstadti ¥ [ eS| xXecut i the . 4
correspondi ng el gme%]t% grylﬁtﬁg'??gﬁéa}nﬁ eﬁ@&ﬁﬁot%mggnﬁh@?lbg‘%}(dmﬂ)m‘? Bn is
execut ed correwnit gblarid exbatts tizoelsmgneany lfynctiohe op k41t a6f, @b sachineh Bfi S

conpl etely functcio al a%ﬂi n thg absence of the unit, in spite of the
request by a pBiq iClReHay Hinetions; being trigeered duyr the exeoutignen theedatzecut i on
of an el enent agpycdsuineisb@Bmi df lbiﬂlaﬁtarjn%1uxﬂ ifg able to fulfill said
request 'Corregly, sg hat ’at | east sai’d por?llld(%h is not executed correctly
and t hat, ®onsweatingtd protected spfiotasct ed software is not conpletely
functional . Acco:ﬂ(ng tQ aL;r ef erred enbodi ment, the process according to
the invention conPY icReeSng 4t lsast; one glgerithmicopropessing: whisbddiing ght he
protected sof t War gecitily of BROSH | one varjable used in at |east
one chosen al gorithm ¢ prooggsillhir%%,r&tl iscﬁa%{fr‘ f&‘ﬁ%s ?thfga xEEUPRE cﬂf‘“‘ﬁhe

prot ect ed sof t war enabjearté obfairyatdefst oasrdstil, st at e of the protected software,

- by nodi fying at I%ﬁst .one chosen portion of the source of the protected
software, this moliy FREATING Pt plenstgorg, Pertiomof dhe i seyreehef dhee ultiesblof t he

protected softwarg, L&dSin - | 2kl 8q0r . at | east one copy of
chosen vari abl e resi gees in {nhg u%i&{g?aﬁé‘%ﬂnﬁ%g PYOqUE PSS first object
part of the preot ey prbdacihp wasotrcesd tHe brdtsdte®8d fBpdre Bidhd tHeQb e DG t hat
during the execut‘igﬁ{rll of the protected software, at |east one portion of the

first execution pdHperpblecsefizaze hynmedifying attleash ane shosenauirtiomefthe i abl e or

at | east one copy, vari.abl hdes. ql e uni.t, and the segcond obj ect
part of the prot escot‘ﬁ(%c(? ggf@m@é‘?&@é?o& g&%‘%}goo"g’jtﬂﬁtatp ?Tq o H&déﬁicﬂ t hat,
after upload to tpetiomof tiRdueierdfiie phiteRE®SItWRE, tAfs th iy

sof tware, appears the second execution part by neans o V\ﬁal[c at T east one
chosen vari‘abl e, ®€h#hat] east one copy of chosen variable resides too in the

unit, and during the hase.. in_the presence the unit each
time a portion of t hgﬁﬁféjg}ep%’?&‘}g?? (9? tB‘érpEOtFﬁB@%éwﬁe,a $trigkegutien | abl e or
a copy of variable rggt di Nkebited 1R 3 HataSProbdidingS & | PNl Safxecut ed
correctly and that, %g‘%sequently, t he prot S%éegg%goﬁs\%an?g&?sgcﬂg?%? etely
functional, and in ¢lesutitus part és efectibedl innd tit,iobtained fomf the bRapkagiiest by a

portion of the first xecrtio .part to use a variable or a copy of variable
residing in the unit2tAdPlosdiafdnfopnation, fyulfil| said request correctly, so

that at |east said pgLtd | . uted corr.ectl nd.that, consequently
the protected soft Waérﬁé dleg&rgogxeggﬁ%fé?élege?ﬁ?ﬁcqti IS?f'illﬂ.Ye fuhctions 1ty of at




According to another preferred enbodi nent, the process according to the

i nvention conprises: during the protection phase: defining: - at |east one
sof tware execution characteristic, liable to be nonitored at |east in part
in the unit, - at least one criterion to abide by for at |east one software
execution characteristic, - detection means to i nplenent in the unit and

enabling to detect ”f@atst@el ast .one.saoftware .execution characteristic does
onh

not abide by at |east ANOSE o BT ENIe PEGGeRSIS, and coerci on nmeans to

i mpl ement in the wni tat fask SRABIIsBA ASorithih® PdcbSir | sy stem
and/or nodify the execution of a sof%bwar e, g;nen E%B{SZSQQE ggﬁ%&cdr%n ion is
not abided by, constheicexengtidtheofxfhieoiptratettod sefwaregnadidi algotifignieni t, to
al so inplenent the detection neans and the coercion neans, and nodifying
the protected softwaPEOCessing iy g¥eter byt mpanssef heesesond waeeutisnepart,i on

characteristic to nonidar fw . sof tware execution characteristics
. ) el nﬁﬁf?ﬁg ) . .
liable to be m)nltorer{l%, byec 00 mgﬁg’t%g’l east one criterion to abide by for

at |east one chosen dof taraleastexmeuichesenc Atgorhbid ?&é&ssing,bﬁl&ﬁ%ng in the
source of the protected software, elenentary 6 functions for ch at

| east one chosen sof CEimandy aeaintegiatel e dbe snires pfthesprotected softwatgr ed, - by

nodi fying at |east o hosen poxtion of. th ourc f.th rot ect ed
software, this nodi f{gga@agﬁe“gggn@cs%% "t ath® Rb‘ﬁ‘f‘ﬁ%‘l eg?%q’p??cbf t he
protected software, alemdnfiy cofftnMOKCEKeBHRE Uy BB MHERLRELAEA §£ft0anhs
nmoni tored by nmeans of the second execution part, and the tact that a

criterion is not abi ddgegessy inethgsuny, ithe eksrtiqnr dyessamy ofy titee sedoaiing
infornmed and/or to a i.fication of the execution of the protected
software, - and by preggucf)hg’g{th% %%%ISWSH%@W%H of the protected

sof tware contai ni Bg tahié ae¥hedict aF it clBRRAGPESRMAR i§'€ﬁ8§é'n%n$r%ﬁth@6t ection
nmeans and the coercion nmeans, said second object part being su t hat,

after upload to the &pfiaf segienges allnying thesuscutionof thé protectert stfovdred
software, , at_| eg&igfneo islolft_ware execution characteristic is nonitored and
the fact that a cri P{)H t8Ehot abi ded by |l eads to the data processing

system bei ng i nf opned faBddiféct parteofMRE pidtédbd SR, s SESHHELEr @E t he

protected software, and duri nf?wt he usage phase: in the presence of the
unit: - as long as alProtesied seffware; spid Girst@bjrohparhbeing sudh thatduringndhe or ed

execution characteri st f h ified portio f the protected

sof tware are abi ded %}%‘%&gﬁgt?fi%#]égpltsoé%ég%g?é‘f'%ﬁ’s%gfﬂfI‘i‘gts“ﬁfﬁlfe@l'}?‘é‘gp%ftvvare to
wor k nomi nal Iy and ceidelris@ereduteditbtblidat frocessihg bt dnd WHow@haBedd® WOr K
nomnally, - and if at |east one of the criteria corresponding to a

noni t or ed executi on @HeaTHeR dakestinto apcqynp dhatithe elsmentasy mooteantds care of t war e

is not abided by, in ! . r ] stemof it and/or
nodi fyi ng the functi fg%%ér%ﬁgafc%ﬁéﬁgpgftthl gﬁgsgﬁi{eﬂ%n%‘%fot ected software, so that
the functioning of thadprsetcnc dsjectqiart\of theipsotatted kofoWare, containing the

exploitation means, said second object part being such that, after

upload to the blank unit and during the execution of the protected
software, appears the second execution part by means of which are
executed the elementary functions triggered by the first execution
part,

¢ and uploading the second object part to the blank unit, with the intention of

obtaining the unit,
<> and during a usage phase during which the protected software is executed:
* in the presence of the unit and each time an elementary command contained

in a portion of the first execution part imposes it, executing the



According to a variant enbodi nent, the process according to the invention

conpri ses: during the protection phase: defining: - as software
execution characteristic liable to be nonitored, a variable of neasurenent
of the usage of a functionality of a software, - as criterion to abide by,
at |l east one threshold associated to €ach vari abl e of measurenent, - and

actual i zati on nmeans egabl ing to update at lntﬁaSt one vari abl e of

measur ement,  CSHEYPORdnEelementagy Jupstion ip fhereinit sonshati said meetiomiis to al so
i npl enent the i i n Lfyi t he pratecfed sqoftware: -
by choosi ng as%ggéfﬁ?é\/\c/laf‘%ifgx cu |o§hzgh2¢bglg%gy’i 39? oprﬂ{?‘#e(f)iors? WATY d8st one

vari abl e of nezempistelptfurtiohdle usage of at |east one functionality of a

software, - by choosing: at |east one functionality of the protected

sof t war e wh8se and iythejabséricalolf ¢het wnityén spite oHithe dequestrisy @pottioh dFitie: Mist

measurenent, D _at |.east %{’] .vari.abl e of neasurement used to quantify the
I ;

usage of said FOFEHORRATY frigeer theexecution.of # elemsntary fmstion inctherupita chosen
vari abl e of neagUb&ARAb] R ' g e sai d.
functionality, n anggat eﬁgg@slfﬁﬂone #&gﬁ%gogﬁktygégtt@tgrfeggtcsr?gigﬁl\%rlf' abl e of
measur enent - depeheikesytedreoreetly and) thatf comseqhehtinothe pRatkited softwads bt

nodi fyi ng at | east or]e cho,seig portion of the source of the protected
software, thi s ShpRletsly fnciangle; ng such that, during the execution of the

protected saltyyaig td H ' aghy i tual i.zed by..nmeans of
t he second executti%on pi)rrt gg‘gle%n |°nén%ﬁ’ ?%esfé‘ség%eacg?&g‘éﬁgom&vi%“%i ty, and
at | eastcangriselr eshol d crossing is taken into account, and. during the
usage phase resence of the unit, and in the case where at 8

sy he
| east one t AP (ﬂ’r‘gtP‘E}%l?b@S‘Eorrespondi ng to at least one limt of usage
is detecteds i RiSHN \ ssing systemof it and/or nodifying
hine d(giéfﬂ:{t ggthe % g%@&&&ﬁ%&

the functionin rtron o € protected software, so that the

functioning of -t héypehomsiige it SRhétene aridbslidse@din A CRAL! Bk {dhoBeryar | ant
enbodi ment, the process according to the invention conprises:
algorithmic processing, which during the execution of the protected

software, partially defines the state of the protected software,
— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the

protected software, at least one chosen variable or at least one copy of

chosen variable resides in the unit,
— and by producing;:

>  the first object part of the protected software, said first object part
being such that during the execution of the protected software, at
least one portion of the first execution part takes also into account
that at least one variable or at least one copy of variable resides in
the unit,

» and the second object part of the protected software, said second
object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution
part by means of which at least one chosen variable, or at least one
copy of chosen variable resides too in the unit,

-> and during the usage phase:



during the protection phase: defining: - for at |east one variable of

nmeasur enent, several associated thresholds, - and different coercion neans
correspondi ng to each of said thresholds, and nodifying the protected
software: - by choosing in the source_of the protected software, at |east

one chosen variable of neasurement to’which nust be associated several

t hreshol ds gorr; | t ifferent Linmts af usage _.of the functionality,
- by choosi ng alfistpgggtsg'?cv?o&t elglﬁtoﬁfi‘ %@S&c?_"éﬁg’a O?Sﬂ? fizst SxseuipnPa#tt abl e of
measur enent, - igp@dsdit, HoRh fay\idilﬁblétoﬂae@o?grd? i i ' fsd B¢ SOUr Ce
of the protect egi_wsdoft.war _el,g this nodificati gﬁ“%ﬁ%@ﬁ@@@%&fﬁ’ %Du{}ﬂ%ﬁg t he
execution of tteidpotiont sdexcchtedacarectlyeamt das, cameqientiPe thea bidistted
threshol ds are taken jnto i’;\c oynt differently, by neans of the second
execution part SO cPHP ety Babhase: in the presence of the unit: -
in the casegwh . i of .a.first reshold is detected, enjoining
the protected <o tn\tl/\/ahfeea%r’%g'f&tog%%‘émﬁﬁg SBIE? Pé@ﬁ&?fﬂ*eﬁ X%ﬂwpﬁﬁgﬁﬁ@rs&nymre,
- and in the casecwhaRrithRses 9a5at16 oPh copPSCRidblc e &g eslrrﬂ ted,
maki ng i neffective thelﬁ(ritorrespondi ng fung?}fsonal Ity anci/ﬂgr]ﬂgt egéﬁgone
portion of the bsingable tayfulfill said requestewrastipgsat thatateast said pertoadi went , t he
process accordi the i nventipon 9 co i ses: during the protection
phase: defi ni r?%g?&et 4 ICPFﬁﬁpynﬁﬁﬁistﬁﬁtné‘tﬁ’PF?%‘g&iy ihee@rqteﬁ?&seﬁy@reowengbf t war e
functional ity remipl@sigduittioarari abl e of nmeasurenent with at |east one
addi ti onal usage, constructing the exploitation neans also allow ng the
unit to i rrpllsé‘ﬁ@fﬁﬁn& fie anether| ng:rméanm,both,rr&rﬁ byocess bbmriingt RC tias

sof tware;, - ing in the source of the protected software, at |east
one Chosgge@t?%%ﬂﬁé@gf. measurenent enabling to limt the usage of a

functi onet i during thehroebtichisitashe able to be credited with at |east one
addi tional usage, - and by nodifying at |east one chosen portion, this
nodi fi cati of ba&lefiginguch that during a phase called of refilling, at |east
one additional usage of at |east one functionality corresponding to a
chosen vari abl & ofaqﬁ‘éaﬁgﬂ?eemarﬁﬁﬁe‘{%’%rci‘ﬁPP@H?t“‘aﬁ@bMPi‘ﬁgn@m@rﬁdlase of
refilling: reactugdst & pédt Althe t one chosen variabl e of measurenent
and/ or at |east one associated threshold, so as to allow at |east one

addi ti onal usage oft ledst ohercitérimmata abide Ayclor et heast ondsofawird xeipdi ment
t he process accor dihra]%éegiét}lhe i nvention conprises: during the protection

phase: defining: ¢ %war e execution characteristic liable to be

nmoni tored, a profidetclbn Sfhhied o : hWherion to abjde by, at
| east one feature of Software eﬁ%@ﬁ‘?‘?@},ﬂl mgﬁglt%%‘cji%éhlﬁﬁ t?ﬁlggeﬁ?@f'{eﬁtt ed

sof tware: - by chdeast oge seftwafe exacetion ehaatteristichdseaciic rabsdel By hO1<ABNI t Or  at
| east one profile of sof%‘%{e.usalge, - by choosing at | east one feature of

execution by whi ctPPEPS§05HLgd GHerio

~ and coercion means to implement in the unit and enabling to inform

the data processing system and/or modify the execution of a software,

when at least one criterion is not abided by,

*  constructing the exploitation means enabling the unit, to also implement the

detection means and the coercion means,
¢ and modifying the protected software:
— by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
~ by choosing at least one criterion to abide by for at least one chosen

software execution characteristic,

— by choosing in the source of the protected software, elementary



10 chosen profile of usage nust abide, - and by nodifying at |east one
chosen portion of the source of the protected software, this nodification
bei ng such that, during the execution of the protected software, the second
execution part abides by all the chosen features of execution, and during

t he usage phase in the presence of the unit, and in the case where it is
detected that at | n e e of cutjion i s not_.abided by, informng
the data processi nigﬂ?g%@e%%f@whanag/ olgagr?mgﬂ yfh(bseflhéoﬁ&'ﬁ’fﬁi?ﬁﬁcﬁ Rf the
portion of the prothacicttistofsttadeenofiforéd)at the functioning of the protected
software is nodified. According to a variant enbodi nent, the process
according to tiwe ibwmndifyng eblepstianeschosar partjon loé ther wuretdfahe prAsRed
defining: - an instructighr}s sef_.whose instructions are liable to be

executed in the urfeftware, fus godificationheing sushdhaliuringdhe pxecution of the

i nstructions set, A NNET o i n i l.iable to he,executed in
the data processi n%a§§t§?em angé’t gp??ﬁ%gdrng‘? %Sgﬁe&gﬂftfmtﬁ ATACIEOSH] &% of the
instructions, - asmpmitfred by aficans ageahe séndhaeoitivh Sirt, tana th@%cft%ﬁﬁtihé)ns’ - as

feature of executiop, ,an, expected chaining for the execution of the
instructions, - asSTHEIULIS Mt ahideds by deadsstocthaslata gracessig eysternh Hmding he
chaining of the i i es : I re nd _to the ected one, - and
as coercion neans,riﬁyedg%g a@ﬁ@ﬁﬁlgnagnibgﬁfﬁ%?lgprﬁ%?ﬁg Faeuqn 8§ PIpectsskt em

and/ or to nodify tdofiwlatg)cti oning of the pprtion of protected software when
the chaining of the instructions does not correspond to the expected one,
constructing the oLy Pradugingnthensecand objers iaringf tthe protedted Gofosvagsit € t he

instructions of t ik ions.set. the execution of said instructions
being 11 tri ggepc 263{6&%/{1% lh{gé &‘_gi"ﬁfﬁ% TfESH Sﬁdpﬁ’?wmsm‘?gdétﬁ%ﬂ% of the
instructions comanéths add theBaidivn ﬂ&aﬁﬂ%aﬁrs@&&ﬁf&ﬂec‘i?ﬁft‘@gﬁg’s '?Watrmd' fying
at | east one chosen portion of the source of the protecte séllg ware: D by
transforning the efEhaplegdytor thectnisrandi duning s executionsof fhebprotgeesed f yi ng

t he chai ni ng by i i t ol east so of the ipstructions during
thei r execution rﬁbﬁﬁéwﬂ%tl?ﬁbggﬁﬁogﬁ% Sﬁ%‘ﬁ“ggﬂic&?amfﬁgsﬁ? dhEfndieted: onmands
into instructions andnliefdsthans EHEAGK AGt abfielibs 1645516 Hiétdaﬁd ' and
during the usage phase, in the presence of thiewunit, int eﬁrgge}gﬂx\%nere it

is detected that tShEcRrheing infpratediand/qrie amedificationefabe exabution bfitheuni t does
not correspond to one, informng the data processing-system of
it and/or nodifyi Xtégéﬁtg&?@?flé Ioning of the portion of the protected
sof t war e sand éhaing the uagegphasai ng of the protected software is nodified.
According to a,.variant enbodi ment, the process according to the invention
conprises: 8ur thipemresepecRidbe poit phase: defining: - as instructions set,
an instructions s e I A instructiaons work with registers
and use at | east %%é %r ae{ﬁglevﬁ %Iiaf ggﬁreiesg?% PE g?‘l af&?he monitored execution
characteristics of all the modified portions of the protected software are

abided by, enabling said portions of the protected software to work
nominally and consequently enabling the protected software to work
nominally,

— and if at least one of the criteria corresponding to a monitored
execution characteristic of a portion of the protected software is not
abided 'by, informing the data processing system of it and/or modifying
the functioning of the porﬁon of the protected software, so that the
functioning of the protected software is mddiﬁed.

According to a variant embodiment, the process according to the invention

comprises:



returning a result, - for at |east sone of the instructions working with
registers: D a part defining the functionality of the instruction, D and a
part defining the expected chaining for the execution of the instructions
and including bits fields corresponding to: 0O an identification field of
the instruction, O and for each operand of the instruction: * a flag field,
* and an=ex i i Lon field of the operand, - for each register
bel ongi ng tgﬁﬁﬁg%gxﬁgﬁtgi&?cg{%é'neans and used by the 12 instructions set,
a gener at edei defefiningcation field in which is automatically nenorized the
identification of the last instruction which has returned its result in
sai d register, = & W8ware executien eharactesistic dable to e, monitdred 4 baimiecut i on
of an instruction, tfor each o and, when the flag field inmposes it, to
check the equal i ty°d?eatsw@m@%gé‘?é’éageo‘éﬁﬁﬁmP%aﬂlﬁhofa%chwar@,rrespondi ng to

the regi ster used Jiy i e , the expected.jdentification field of
the origin of sai d&go%rztrggg%,qg-gbgﬁ% bag%golg?sgi%}?pﬁgﬁﬁ@!d ﬁ@%‘i&ateélngbleﬁ% to

modi fy the result watisbl®fniebiregiengns, if at |east one of the checked
equalities is false. According to another preferred enbodi nent, the process
according to tie iddesntvadizationprdane enabiling ity uptsate prtdesst tamenvaRabkeof
defining: - as a trééa%gr%rierﬁg comand, an el enentary command or an

i nstructi on conmand -4 dependent function, an elenentary function or
an i nstruct s0n,constifeti : I : t for .a tri ring
command, correspondi ngggg@%‘%ﬁ?’#’ggﬁs eﬁgﬁtu%&?ﬁgrt?m |°olﬁ1p§%%g§lﬁted by

t he data procesgstalizatippimeans,o the unit, so as to trigger the execution of

t he corresp(.)ndi nqg dependent function, - a nethod of renam ng of the orders
enabling to’refd? 1% the protecied S0ftWatsht ai n tri ggeri ng commands with

renaned orders,.. - .ol Lone 0.be used in the unit
during the usage plﬁgggoggl%dﬁ[ SGWEQ@KF%&?%%@}#%&?}F 1CFQ DARKST: 2t [838t i on t o
execute, from the anenaneblewfdréasurcasin of Wlid isage SFRL lﬁaétaéﬂe%n&ﬁﬁﬁﬁgﬁnabl ing
the unit to also inplepent the restoring nmeans, and nodifying t

prot ect ed soft war & 3508¥ao0si ng in the source of the protected software,
triggering cOMmBNGgR,choosine:- PY Nodifying at |east one chosen portion of the
source of the protécted $Bf t war e by renami ng the orders of the chosen
triggering commands, atdeasohofinetiordlitytofithd plefictddysofivatd Whee ﬁs‘ﬁ?@i)s”di ng
dependent functions, ;_and by producing: D the first object parT of the
prot ected software, sléﬁbgetPiWoﬁ‘ﬁrééﬂ‘sﬁﬁratvaﬂéblﬁgfmﬁmpmm,duri ng the
execution of the ot 1 ; ' ' nands wi t h renaned
orders are executgd, %@%aﬁ.ﬂoﬁg sec%ﬁ%h% ?uté% &%3{5%@8}&‘?%& 58S software
contai ni ng the expl oisasl functionsdits al so i npl ementing the restoring neans,

sai d second object part, being such that, after upload to the unit and

during the executi’on %f 163 Qheodhreshrld s assogiated, to ha rhnseni variable tofe
dependent functions Whesretdt UtbRBsdoddine' 39€%e4; e first .execution
part is restored by neans of the sec?ongfngxegutai ggﬂ%aﬁo?, uétérgg t‘ﬁesﬁl endent
functions are execut din¢tionalins of the second execution part, and during
t he usage phase: _in the presence of theognit and each time a triggering

command with renafed fdat leashnng methad, of ypdate 9f aichesen variahle exfecut i on
art inposes it, restfid i i i I .t hg, correspondi n
p mp Rédsiitmient H Int‘dﬂ{gts on ?ﬁggdgg%h{ggf}lﬁéuotnaﬁ? p 9

dependent function and executin 0 I Of *execut ed

correctly and thatnd donamdifyintg ¥t ldabe on¢ @heehesbriih tofothe sofircs WRILRE €l Y
functional, and in the absence of the unit, in spite of the request by a

portion of the fi PEteesdsofiwsge.pthis modificatiopdieinghsuelx dhat; iduningf the
dependent function,Lnh.the it i able to. fulfill said request
correctly, so tha’?’ x%{ﬁulaea%ftj&sea?rape%%er‘f?%ﬁg?rg’ tvwgkeu?tﬂwéﬁ*r?%éﬁtl‘? and
that, consequent | wctublifedoby irRsing Chfshb!seB6R1 bectfibn PAAPdGEENNg i LT onal -

usage of said functionality, and at least one threshold crossing is taken

into account,

-> and during the usage phase, in the presence of the unit, and in the case where at



According to a variant enbodi nent, the process according to the invention
conprises: during the protection phase: defining for at |east one
dependent function, a famly of dependent functions algorithmcally
equi val ent, but triggered by triggering comands 14 whose renaned orders
are different, and nodifying the prdtected software: - by choosing, in the

sour ce of tge protﬁgt d 4sn(;ftvx_/are at least one triggering command with
renamed or dEpSt ONg "%591 nSEASFINE rRPIERSPORABE torat leatsane lmitt oD msage ishe source

of the prot S | aci ng at | east the renaned, order, of one
chosen tri gg%t%l&%%j gﬁ%@ﬁg t%%({gﬂ?@ﬁéégggngrygfe,m vﬂ_ft’ﬁ a&ﬂ'&rh@lo_ famgnihe or der,
triggering fndtesngefithé yotioh OF tRE proiecte@¥Bekard, sy -thﬁ%@hﬂ{cﬁgn%l g variant
enbodi ment, the process according to the invention conprises: ring the

protection HePsetectgd sofivarg is modifed. | east one dependent function, a fanmily

of al gorithnpical,l qui val ent dependent, functions: - by concatenating a
field of noﬁng%“%‘)ét ﬁ’eai W&Tﬁ’ﬂ‘gB 1 ihrengf"@ﬁ%* peroEding ey the dayentiont he
dependendoniptes;i on to execute in the unit, - or by using the identification
field of the instruction and the expected identification fields of the

oper ands? . duxingnthe ipnatedtiongphaser i ant enbodi ment, the process according to the
i nvention conpr,ises: during the protection phase: defining: - as nethod of
renani ng of * t hde H8¥s, a ciphering nethod to cipher the orders, - and as

restoring neans, i niing . a deci phering nmet hod decj pher the
renaned orders anmagds%%etevg%gueh%T%?gmeﬁ??’ﬁvgﬁ@sm%&ﬁ?s%]ﬁcti ons to
execute in t he—uniahd dff&6Ht ¢b8Bidnan 8B dRes kiR toRIcIEIRGM AElhoidshe Process

according to the_inverition conprises: during the protection phase.
modi fyi ng the prdmedifsimgdilf pratected sofitmarehoosi ng, in the source of the
prot ect ed softwarﬁﬁﬁﬁteol.east one conditional branch carried out in at |east

one chosen al gori sing 11 the seurce of, the profegtedisaftvprenat lsastoaghossne chosen
portion of the so f ed, s I this i fication being
YafigbleT of nﬁea{%hi%?ﬁé\r& b QHCW? engusg OE% asgggﬁtteﬂ o seve

such that during the execution of the protec war e, tionality
of at |east one: clissholdonmitespomlingr tncdiffeserx dicnitsechf hikageeass @k t he
second executi on ?{Lilic%l ir]yt he unit, - and by producing: D the first object
part of the prote O%If ware, said first object part being such that

during the execut boRnBbsidd s 1B4sP heS HEHIRAIY iR Rateh REME UG ARLDIE e 21

| east one chosen conditional branch is execute unit t he
second .obj ect par megfurementpr ot ect ed software, said second object part being

such that, after u ad tqQ.the unit and during the execution of the
protected sof tWar @% gﬁfpﬁ‘gﬁ@‘f‘ﬁeﬂs}l@&%n@meﬁ%ﬁpiml?fhpf tbﬁy__smx’«@fdhev\hi ch the
functionality of Blotb@as softhars NERE IERRLAHdrORRIngP GRAC s S abtiRE Yhd: and
during the usage phase: >
execution of the protected software, the crossings of the various
thresholds are taken into account differently, by means of the second
execution part,
-> and during the usage phase:
¢ in the presence of the unit:
—  in the case where the crossing of a first threshold is detected, enjoining
the protected software not to use the corresponding functionality
anymore,
— and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one

portion of the protected sofiware.

According to a variant embodiment, the process according to the invention



in the presence of the unit and each tine a portion of the first execution
part inposes it, executing the functionality of at |east one conditional
branch in the unit, so that said portion is executed correctly and that,
consequently, the protected software is conpletely functional, and in the
absence of the unit and in spite of t Re request by a portion of the first
execut i ooRiked: 0 execute the functionality of a conditional branch in the
unit, not being able to fulfill said request correctly, so that at | east
sai d por tPordurimgnhé preteetioi phhseOr rectly and that consequently, the protected
software is not conpletely functional. According to a variant enbodi nent,
the process *accéafiting) refillinge meansntenablimnor icsakit atdUédshJohd Esdiivir&Ct | ON
phase, nodifying the EyOt ected software: - by choosing, in the source of
the protected s FR}%W*B, monjteeed by e varighle of aneashisment ovittdiat ilewtlonbr anches,
- by nodi fying ﬁditiof‘%éﬁﬁsagé‘e chosen portion of the source of the protected
sof tware, this nodificatfdn being such that during the execution of the

16 protect ec sadonsmicting ttheexdlsitaidn huastd b -l east an hosen
series of conditignal gr ancﬁpels IS exgéclﬁtdelg{]ﬁwﬁr%g{nesﬁ{&{ot l%%%‘%ﬁﬁe
execution part,feﬁﬂlngh’éea@hit, - and by producing: ~ the first object part of
the protected software. said first object part being such that during the
execution 01(‘3. thagldﬁ?%c{lgmge © DERPCHES SOWARE: f unctional ity of at |east one
chosen series af {doki i in the unit, ~ and the
second obj ect par%@%h@gﬁgﬁ%ﬁ%ﬁﬁéﬁgg&i& agﬁica&ﬁ?fsb?ﬁee@m%rt bei ng
such that, after uysrishle afomedsarennint enslslirsol Ifigit tthe uepR CJ#tal ﬂﬂc@(@na?i'?ﬁh
protected software a&&%ﬁrs thﬁgsgcond execut i on.tgart by neans o ich the
overal | functional3¥y Jpustebe gblento besadited awitle at déast ondi additival br anches
is executed. The pgaeess according to the invention thus enables to protect
usage of a software by using a processing and nenorizing unit which
presents the char aideryi mbdifying ac deustoné Blosan Paftion? khik %cﬁﬂéatt%rb%'xg{)ng
executed. It follows b@gh any derived version of the software att ting to
work without the protihetfvingsphasealled phsfilling at lepsooe additioralnage t he
part of the softwagfesc ined i p j & nd nori zing unit during
t he execution, or eI%gegg%?%&dgﬁcggﬁa\%gréso?%gﬁog}d% osaoﬁr“'rliE evaﬂl"‘glle @bt be
conpl etel y functi dneasurelignt camsbeadrbdited; har act eri stics energe fromthe

descri ptiyon .below in reference to the appended di agrans whi ch show, as
non- 1 i n‘i‘!?iong eg‘g“rﬁﬁ%‘g?h%ﬁ?ﬁé ﬁbﬂgs and i npl enentations of the subject of

the inventien. rdicBialising 1R 1856 oh ieBRlDkacks di agr ans
illustrating the vari _ogs repr gsén@gﬁ%g@%}#é@?%ﬁaﬁ'&@m@j@%‘g@%ﬁ leasty not
protected and pnesassoriettdithresheldpswaetsallow arieast Ga8 Gadiiohl dsige LRMRNT i ON.
Figures 20 to %C%M trate as exanpl es, various enbodi nents of an

apparat us i npl ene @Y-t he process in accordance with the invention.
Figures 30 Aoébrdihgatotafvitiahi eRBbARhGE X thedl L liclt, the
general principle of the process iIn accor %%%%n%%%gﬁﬁgémﬁm Fi gur es
40 to AFOHMMISg$:agrans illustrating the protection process according to the
m i nventiongi ting the principle of protection by variable. Figures
60 to 64éar%dr§%§at§g§£?§eﬁtﬁ%f??‘? egti ng the protection process according to the
i nvention ieml gemighg:ng the principle of protection by elenmentary functions.
Figures 70 to 74 are diagrans illustrating the protection process accordi ng
to the inventioen aspéfewmntekeetionchifdctisit Bablk t6 b0 hssi ion and
coercion. Figures g& to 85 are diagranms illustrating tf}?géabrg?trg%%ﬁ)?n process
according to the FONEHEUSEES npl enmenting the principle of protection by par

renam ng. Figures 0.92 are.diagra illustrating the protection process
according to the Pﬁ@%%ﬂt%orf {ﬁ)?béﬁllfbagﬂ’ia&lrgeaﬁ"@eﬁwﬂ’iﬁ |seftyRremxeewtian, on by
condi ti onale brﬁ{&hodi'ﬂ’iﬂg'ﬁfeﬂrgﬁc{eﬁsgﬂqja?&r amillustrating the different

] ec

phases of inplenentation of the su of the invention. Figure 110

i Ilustrates an-enbpdhoosiig BfsoftwaysEamuabh Siralderidi tb mﬁﬁ?%%;%tgge of the
construction stage of the protection phase in accordance wt he

i nvention. Fi gur eProfide Pfﬂ(ﬁ&aﬂ%ltlwean embodi nent of a pre-custonization unit
used in the prot re}ﬁ%i ﬁn rocess in accordance with the invention. Figure 130
illustrates an enbbd ?Ré{l)ﬁg 8t leasts gug deatutel ofFregution: by wwhiches deast one of - t he
tool s nmaki ng stage of the protection phase in accordance with the
invention. Figure 140 illustrates an enbodi nent of a systemallow ng the

i npl enentation of the protection process according to the invention.




Figure 150 illustrates an enbodi nent of a custom zation unit used in the
protection process in accordance with the invention. In the rest of the
description, the followi ng definitions will be used: A data processing
system3 is a systemable to execute g program A processing and
menorizing unit is a unit able: - to ]a%cept data provided by a data
processi ng system 2 e n_data, t.,0.the data processing system3, - to
store data at Ieas%ogs)%}%ﬁgﬁ? %%35?8}“5?1%(1?’0 retain at |least a part of said
data even if the Luﬂdtb'sm@m'g@  OT? r t algori.thmc
processing on said dat%, part or%ga{%_ioo ?tﬂ%g?%gaﬁ@%é{ﬁ'ge §%1g19%t°f tﬁ?\ unit 6
is a processing arptotestedr saftwarey rthis el fcweioh i Bgn%r@cﬁrgﬁgsguﬁn%lqhgccordl ng
to the invention. A blank_ ynit 60 is a unit which does not inplenent the
process accor di ng FEeHHRR P%a’@rﬂrp%_,tedbiﬁﬁ‘ww,dhe seepndesxerntéordpart abidessf or mi ng
it into a unit 6. - ] [ is a blank unit 60 which has
bg{falp{h% c&ﬁ&tn%téfég é)'f“f %5(50\.&12)8

received part of data enablingi ter eption of supplenentary data,
Lo be trahshod dedng theausage tiase fn the Prescibt oo Ghie] SORTRL bR Wiy giehh ank uni t
60 or a pre-custgm zed unit 66 corresponds to a transfer of 1N olMtion to
the bl ank ufiftectsd that atreassione foatura of exesntion 66 noaabided by, Aiferseg teé Sai d
transf erred gif | e dransfer capn.possibly. include a change of the
i nf ormat i ond?%rpqng@glhg%\ysétg@aﬁ% f1n§;0f lﬁlﬁoccﬁﬂ'b‘% @’F %ﬁ%‘é?%?%ﬁhﬁmrﬁlw ohie data
processi ng thesprircledvisbitwhe, is80ikaattBe fNctdRindP BE" A jLe a
variable, a fupctjion or data contained in th uni@@%‘?%kft{a&ﬁsé)ﬁ% &t ed by a
| ower case | fed. A "protected software", is a software which has been
protected b ope.: the principles of protection inplenmented by
the pr ocess)&lcg&gc o?éclaan{(g%a\?’vlE teﬁnklﬁﬁlzm%\‘\’/ { iPORfess Acoqfing cfoathecinyemtiogar e, i s
a sof t wacammrises:h has not been protected by any principle of protection

i nmpl emenﬁad %the process in accordance with the invention. In the case
where di Pt efWiHig theipsefegfianphase:a vul nerabl e software and a prot ect ed

sof twar e is.nohe{iﬁpgrtant, the term"software” is used. A software has
vari ous representattfons depending on the instant considered inits life
cycle: - a source ahGREESRIOhSsEORhose MBrAR LoD 3
distribution, - or a dynamic _repr%scent ati gﬁg%riﬁgﬂgﬁggg%éﬁ?ﬁg%m ﬁlei on of a
software is under 38od as a representation which after transfornation,

results in an object regresentation. A source representation can offer

different Ievel o) B P8 é‘bﬁ%‘&ﬁ?‘&%c%@?‘?‘ﬁc@# ol ingrugtipay elet,eaidut abl e

directly by a_dat ndnasssl druilsoBeitle HaBtORPSR) el in L ™RID! | 21 N0
0

unit. An object representation of a software corresponds el of
represent ati on whiPEFessing systenmgheértot triggediis tthe huriit ¢ axebutiph GGiHe0 a dat a
processi ng systemor . 3.0 ocessing and nenorizing unit, can be executed. It
can be, for instance, a pbrnary code, an interpreted code, etc.

—  asprofile of usage, the chaining of the instructions,

— as feature of execution, an expected chaihing for the execution of the
instructions, |

—  as detection means, means enabling to detect that the chaining of the
instructions does not correspond to the expected one,

— and as coercion means, means enabling to inform the data processing
system and/or to modify the functioning of the portion of protected
software when the chaining of the instructions does not correspond to
the expected one,

* constructing the exploitation means also enabling the unit to execute the

instructions of the instructions set, the execution of said instructions being



A distribution is a physical or virtual support containing the object
representation, said distribution having to be put at the user's disposal
to enable themto use the software. A dynami c representation corresponds
to the execution of the software fromits distribution. A portion of a
software corresponds to sone part of the software and can, for instance
correspond, to t not stru ans, and/ or one
or several constgg tr-&’({/léfgiréeerx@{:ut@&%ﬁﬁ (Ejrclilg1 %eg&xggs alPoPPﬁWén%}Fucge%rm
functions, and/comnmidsor several subprograns, and/or one or several

nodul es. A portion of a software can also correspond to all of said

sof t war e. Fi‘gut’cl@dnmil@mgthdprdtéan&iscd’t\eamhe vari ous representations
respectively of a wvulnerable software-2v in the general sense, and of a

pr ot ect ed softv\_/ar &WO@%%&%’@@%@@MISW@@OM@ sosEessofi the prtentethnce Wi t h
the invention. hg, illustrates various representations of a

vul ner abl e softvvare v appearing during its life cycle. The vul nerable
software 2v can thus W@ﬁ&formﬂigeﬂleéﬁwnﬁitaﬁyfﬁnétﬁinls%@&tﬁﬁ%ﬁ§ent ations: a
source representation 2vs, an object representation 2vo, a distribution
ovd. Said distribtidi seeifyingdhe shaiving by mbidhomustodbide phisabticsime of

di stribution nmedi um rmof files distributed

t hr ough a networ k (Gél@?%sa?g?oﬁlét uné‘tgc%flrex?f}l 190 WS, r epresent ati on 2ve

corresponding to the sdebytramiTofhingt the ele&laﬂﬁﬁbé (?s"‘ﬁ{t@ g%fmgﬂo& dat a
clu

processi ng system 3 of any known type which ¢lassically 1n at | east
one processor 4. fi gmmmdswpussp@dmwhemwcmasm;t ations of a

protectegd s . 0 ear durin s |life cycle. The protected
sof t war eQZpQ{I:% f ?Eé ApPE? Pﬁ‘%ﬁ h’é’g?feﬁ‘?mf’ &’éﬂtF n‘égr"éi?r whergtihis ons:  a
sour ce repr detectedtthainthdpehairieg Wit the sfrbdtfdns SRYEREd AR  the | Lgﬁfﬂggsd Lor the
data processing system 3 and a second source part intende A& uni t 6,
part of sai SPIEGEPRY tpdhe s"xﬁ%med:Qnﬁnmfyﬂbmgcthnt@tm@dooelsmgmynamf of ¢s, an
obj ect repr ect 0os intended for
the data pr%z(gg}s@%g tem ﬁ‘gn 82@10 tte) b%fg‘fe PR8I for the

unit 6, a ﬂledhnctmmlnghftﬁflﬂrdtewdngmmlsﬁo&%at di stribution part 2pds
containing the fjrst object part 2pos, said first distribution part 2pds

bei ng i nt enGEePTAME tha Yasient Sﬁ’b@é@%@ﬁgﬂ!ﬂym@ﬁsssammdmgltohtheanvmmnl y have
the for agdpritephysi cal distribution mediumsuch as a CDROM or the form of
files di strlbuted t hrough a network (GSM Internet, etc.), - and a second
di stri buPi odunig the ppatectivaphage:t he form of at | east one pre-custom zed unit
66 to which a Qa t. of the second object part 2pou has been upl oaded and for
whi ch the u%er Ingy finish the custonization by upI oadi ng suppl enentary

data so as to gbt Ierren ary bei ng obtai ned, for
i nstance, by domlqggn rougsr%t W#%%Sﬁe tcll %gpe YREuEions 6 to
whi ch the second mh;rb@tlﬂpﬁegistéf@@ﬁdh@é ab%@téﬂb'étﬁé%ﬂ’wnﬂr i

representation 2pe corresponding to the execution of the prot ectEIe sof tware
2p. Said dynanic repraagsresuiton 2pe incI udes a first execution part 2pes

which i's executed ghih, 106 daldsr L 9GETSHD wgriat?gnevl%h?gglsters

>  apart defining the functionality of the instruction,

> and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
0  anidentification field of the instruction,
0  and for each operand of the instruction;
*  aflag field,
*  and an expected identification field of the operand,

—  for each register belonging to the exploitation means and used by the



an second execution part 2peu which is executed in the unit 6. In the case
where the differentiation between the different representations of the
protected software 2p is not inportant, the expressions first part of the
protected software and second part of the protected software shall be used.
The inpl ementation of the process acddrding to the invention in accordance

with the dynamc r; ation of figure.ll . uses a pparatus |p
including a data ' %%Ei?l(lg‘{:eéseé’i ny SSRF 31‘%‘?"”@86“% gﬁﬁa inj hight désa unit
6. The data processtodhtRNEy SftmRotised thé ¥ 3901 Sinskhassi cal 1y,
at | east one processor 4. frhe dat ae procesglﬁtynfg&gggt 8{;nq§é (L:igér? Bgﬁﬁaé%hput er or
be part, for instaviieh hasfretuamedoitssresuit i swid regiktar, ces, fixed or nobile

products, or vehicles in the general sense. The link 5 can be realized in
any possi bl e way, 3ueHedwns geans,smeae enabling, aduringithe xxeSRidnusf @ r adi o
i nk, an optical I : k |ink.or, a direct_ electric connection to a
circuit of data prl%%égtsll&}fgqg g%@eﬁ%&%t%@”i ‘?’egﬁ&ﬁ‘gdﬁé‘l’%éﬁ\%&hﬁ%t t he
unit 6 can possi blte bguabiny f @i hehekReRi@shtifRsisle fEhE | ed
circuit than the praocessor 4 of_kthe dat a processiﬁng (':syst cr’#@ﬁggnﬁi i s case,
the unit 6 can be regifier usaddey said perandy and heosxpected dtaitifiestidm fitliieoPr ocessor
4 of the data proqﬁes(éji ﬂ igsltem3 nd the link 5is internal to the
integrated circuit. |§ P aﬂ(?P?fém 2 showin an illustrative and
non-limting mannend akaédeRiisn HEAAS] FRRLS effbli S 1Ry G ng the

i npl enent ation of the protection pr ocesseflﬁn htg gtc?r aﬁgg &\}I\?tr?ﬁqth%% ention.

I n the enbodi nent mstiugtionsaifed least énegofithe 2Recked equulitics & falkd, appar at us 1p

i ncl udes, a ta processing system 3, a conputer and, as a unit 6, a
chip card 72%3?953? stqoﬁPgﬁF%@égfg"%‘irﬁfgh‘P@‘mégﬁ:l@ﬁ Brocess, aee@eding Tetheonput er 3
i s |inkddveidnGohtpeiseg?it 6 by a link 5. During the execution of the
protected software 2p, the first execution part 2pes which is executed in

t he conp t efuringthe pratectionpbase: execut i on part 2peu which is executed in the
chip card 7,and its interface 8, nust both be functional so that the
protected soft n%’p is conpletely functional. In the enbodi nent
illTustrated i n_fi gyney@berihd QoRbRhaC bi BRQEa 1p.equips a product 9 in
t he general sense, Iﬁt&%&gﬁ% Sarl og’sta{é(;.an%gnen sé#ﬁmg&ﬁf@ﬂlfl dﬁ’é’n
functions) assunedomgansdch a product 9. The protection apparatus 1p

i ncl udes, on the one  hand, dat a progcessing system 3 enbedded in the
product 9 and,—onafﬁgelb"t"ﬁé?taf%mn'énﬁmen@r&matoédnwsﬁncﬁm product 9.

So that the pradugtf & igtaGongl Yoeful ' | . the, protected software 2p,
nust be conpletely functldohg%}. iﬁuso,nfedﬁ?é n’gi&?hg’re%egfﬁ%eﬂﬂg ofOHRYGr ot ect ed
software 2p, the tomespondiagat least inpait tapmmﬁmfdﬁoh&raﬁxﬁ&téﬁ%%dxé‘détge dat a
processi ng system 3 and the second execution part 2peu which is executed in

the unit 6, nust BUCRSSIRE FYSRMitenile unthise oy tr Gigssa thoexemtion Xf theabl es

therefore indi reCE&ﬂ‘espbﬁdiBF% efi9RinBgsn Unaut hori zed usage, the product 9
or one of its functionalitres or instarnce, the product 9 can be an

installation, & sysiatiod ef renéiéiﬁg&ﬁhhﬂﬁrde@s épling tdtede Ae SAERID S
appl i ances, a phone, etc.. In the enbodinent illustrated in figure 22, the

protection appar afUebtaiy Higgsringcomymandsavit smamed osdersis wel | as part of a

conmuni cat i on pet I i system 3 is .a.first conputer

linked up by a Ii%@JEesg&%e@%kgﬁs%gaﬁ?o%%auséii“? BB‘EQH’?%%“W‘?E second

conputer. For t hephasp) sideetiadlin@o m‘stdrb%éﬂé&ﬁ&é&%&d&ﬁ&%ﬁ@dﬁ%gﬁmmer 6is
e e

used as a license server for a protected software 2p. ring xecution
of the protected themenuped order,t he first execution part 2pes which is
executed in the first conputer 3 and the second execution part 2peu which
is execute incoc“ﬁ{f;“%@(,go?f&ﬁe@;?&t@fea‘éﬁe NEHHE P to ah@tlmv%nent ehat the
prot ect ed SOftx‘é@tbﬁngEheiaﬁs conpletely functional. Figure 30 enables to nake
explicit nore precisSely, the protection process in accordance with the

i nvention. o t aidanbdifjing tHesroreerddisbtivage: vul nerabl e software 2v, is

consi dered as being executed totally in a data processing system3. On the
other hand, i thy cehoesiog ithehé nyouecee fattieopratécted pofivacd, etigsefihyar e 2p,

t he dat a. processiqr}ng%%tsemS includes transfer neans 12 |inked up by the
link 5, to transf® 13 being part of the unit 6 enabling to establish
comuni cati on between the first execution part 2pes and the second
execution part 2peu of the protected software 2p. It nmust be consi dered
that the transfer nmeans 12, 13 are of software and/or hardware nature and
are capabl e of providing and, possibly, optim zing the data conmuni cati on
bet ween the data processing system3 and the unit 6. Said transfer neans
12, 13 are adapted to enable to have at one's disposal a protected software
2p which is, preferably, independent fromthe type of Iink 5 used. Said

o A~ Y




a set of elenentary functions whose elenentary functions are liable to be
executed, by neans of the second execution part 2peu, in the. unit 6, and
possibly to transfer data between the data processing. system 3 and the

uni t 24 6, and a set of elenentary_commnds for said set of elenentary
functions, said el enentary commands Héing |iable to be executed in the data

processi ng system ngd..t.o trigger the execution. in the unit 6, of the
correspondi ng el e 0 nﬁgggylfl%ﬁucg%r@e qHgsen IPWEQW frthe pratestechr i nci pl e
of protection by e @wand %Ellﬁﬁfgt' I cted exp]oitation
nmeans enabling to transfg}g ma bl aﬂrlllg%z%?rfgaggéicﬁ %eﬁgﬂg%{rﬁggcogrbm@{) o’®xecut e
el enentary functi asdp comeakthe identitynoDthe satréspodimdepéndeht RnkiigRs bei ng

triggered by the execution in the data processing system 3, of elenentary
commands. For the qnﬁlxh)’d?*ié‘iﬁ%gion of the principle of protection by

el ementary functiqQns, 4. I hosen.,.in th oyrce of , the vul nerable
software 2vs, at Ic%aastthégiﬁg °§‘§)%°EPF'§I?MC 3?%‘?:"2%‘@?0%%\5%*5{&& phisct pagh e
oper and and returni ngbeihig klﬁh&hat(mﬁ‘itfgﬁﬁb'bfcecu'tién%lfﬁ% \}ﬁ'ﬂ%ﬁﬁiﬂ sﬁhskja?e?ﬁie one
portion of the source of the vulnerable software 2vs containing’at | east
one chosen al gori t hni @ggetngenmmeandsavith eeremedoederb aeaxepated,i on of t he
source of the wvul rleraag@e softvvar%. ng is.then nodified, so as to obtain the
source of the protect®y LEFFRAQOIGE Partof thepsptested spftware contaiing theat , anong
others: during the ex@toitatioR RéansNAsd iR . | east one
portion of the first execution part %pes?%@gﬁgﬁé \ggsgmalegﬁs’tsﬁ@sdata
processi ng system 3, seatmk objettopart being suchathat, aftef uplad adahé tunitofndat | east
one chosen al gorithm rocessing. i s ecuted in the unit 6, during the
execution of the pr ot‘i‘ﬁ"@o"ﬁgﬁ‘?‘vdgiroé Ofer}?;ePﬁgegé‘i&%”@ﬁe@ﬂtlﬂ@ﬁltbafth@peu,
which is executed in ddpendéit tufictichCFUbES eRbokiBAS: i ity of at

| east one chosen al gorélihtehm C processing, eeacchlggﬁ%s{é-%gg{eggﬁttﬁér:‘?lg“
processing is split swxeswion part isgstoned by eneans ofithefsebdrel greotiion pakt,
software 2p, each cho al.gorithmc processing. is executed, by neans of
the second execution %@;}Pe Eg%ﬁdeﬁts%ﬁg‘é?se%ﬁf‘ﬁf%}“f%ﬂeﬁ%gftthrSMQé\dabl Y,
each chosen al gorit hrdxeciigagResi ng is split into elenentary functions fe"
(with n varyi n& from1l to N), namely: - possibly .one or several elenentary
function® efih Yring thaasagepbasey of 25 one or several operands at the unit
6's disposal, : enent ar ctions, .sone of which yse the operands) and
in conbi natjl’on,ln gxeeﬁ?sgn?%gi‘f it Ad jepeh gime Rotriagedng, comypand; withc
processing, Uusidi@nfedi ctdEaDEsRAHES In a poRtith GIARS Al ExORRioR" Hofds if! ementary
functions enabling, the tﬁ-Faci. ng of tﬁ_)e result o?é %éﬁe_ cogé)gﬁtq}gﬁ’égérsllghm C
processing at TafEOTHE: | the swils Sheniglentityt @fths' cormdspomding ddpenddne fumdtion6, and a

sequence of th I C nds.is. chosen anp t he set of sequences
al | owi ng the e?(%(guél on §¥tf h‘%ng% t%&# ep(?rggq t‘%a‘?‘&"‘gg‘.i oprecly rand tebcut i on
part 2pes of tbenspqudntiy] td paetbéte keitware ivobinpletely fgaoad i n the data

processing system 3, executes elenentary conmands CFE" (wWith n varying from
1to N), tr?ggand bsanee ofithe wit, ithspitexafdbe fegness py mgoniordf thedirgecond
execution part each. of the previously defined el enentary functions
fe". Figure 606%%{&%? ?’éﬁe %g%rx%ﬁﬁf‘gc‘gpne‘i?@cé’tﬂeﬁ g function |in dheawlib sof t war e
2v. In this expsfBeing 25186 hflfill $4id rRGuésPBoREERLLd f i Rl e
software 2v in the data processing gyste?n 3, é%dgﬁ%:%rlféa%?%mpilﬂr?e%c}’nﬁlgt ant, the
cal cul ati on of ngt ecpted conpetiypandethpt; eonseyuently, ke prosdcepdngfiwar®isanstar i abl e Z
of the result of an. algorj.thm c processing represented by a function F and
usi ng oper andsggmélﬁtf?w.ﬂ“\gh e 61 illustrates an exanple of inplenentation
of the I nvensddlingOto Watfint BRLBHGR ! Ry Cosi en in.figure 60
is renoted in theéunit 6. Iln 1I?]hi S e?é’npwpe?mgéérgi %‘%&d@ gg(elﬁﬁtlwﬁ?u?ﬂ the data
processicogpsiget:em 3 of the first execution part 2pes of the protected

software 2p,and jn the presence of the unit 6, appear:
> pdun%g the protecti%n p?lase: PP

¢ defining for at least one dependent function, a family of dependent

functions algorithmically equivalent, but triggered by triggering commands



at tinme instants tl1, t2, the execution of the elementary comuands CFEl
CFE2 triggering in the unit 6, the execution by neans of the second
execution part 2peu, of the corresponding el enentary functions fel, fee
whi ch provide the transfer of data X, Y fromthe data processing system 3
to menorization zones respectively x,14 located in the menorization neans

15 of the unit aid el nt ar mmands CFEl1, CFE2 bei ng represented
respectively by&&#(rﬁfm%(fgr‘éfﬁ@%d erentgt time instants t3 to tN-1, the

execution Ofdhﬁl&hg@%@%f&?@a% al_l%:f, to CFEN-l, triggering in the unit

6, the execution by Seco " 26 execution part 2peu, of the
correspondi ng e+enbyntohbysiAglNfit N SohRs O 1HEDk i% ment ary comrands
CFE3 to CFEN_1 bei ng repre%ent ed, respectlt\?e{)\kﬁtectt)e}ﬁ‘f‘ '}%eﬁt) rl‘faétyone

TRIG(feN_1). The sHigigesngfommendmithrrgnimedoidens fe3 to feN_1 executed in

conbi nation is al g%{ﬁ hm callly equivalent to the function F. Mre
preci sely, the exe ¥nedifidng @t deasteaneashpsyn prdtiedis of deed soroe tofethexecut i on

in the unit 6, of QeI 1Ry i.ons.fe3 tp feN-1 i ch use the

contents of the rre%ﬁcgégtl on %%n@sqgﬁ%}ﬁgﬁé lFaestthBﬁ Tepamed oxder ol ope

menori zati on zone c¢hosén tripggeting boxﬁmandﬁ&itlﬁie_nﬁxh@@ofd%?t@ﬂl%aﬁ ef fifiaRigcut I on
t , I

of the elenentary c%mmnd CFEN triggering in the uni e executi on by
nmeans of the seconPf9esHigAerag aglgpen finctien ofthe shmmedmhily.y function feN

provi ding t fer I he syl t of,the al gorithmc processing,
cont ai ned i ﬁcﬁ%&%%rﬁ gsa?%l% nenélgor?i gingnéojfth? rPé°‘i?ﬁ$ta°%°rB15‘gt Wethtainyeptior essi ng

syst em 3comprises: t o assign it to the variable Z, said el enentary comand
CFEN bei ng re reiﬁnted by IN(z). In the illustrated exanple, the elenmentary
comuands 1 tdBHRE ® PEYlectinnephasac defininge for. at| leasthanel depleadeatisfanyish, that t wo

i mprovenent g; p ith S bR equi first i ovenent concerns the case
where several a Soiﬁgt&&m céﬁg’oe@é”lvgﬁ%ée%?’é‘e%ﬁtwsi n the unit 6 and at

| east the resu+t diy oofcatngéinhg tdHeld RITORSISS 6 Ihé Sinfihds her,

al gorithm c processing. In th%s case, sone el enen?arnggymf%%?%&ed for the

transfer, can possPBfiPrBEPababihe deperiieat Bmctiomitol expeuts émthetunét) ' at opt i ng

for a pertinent s of, t.he enent nmands anong the set of
sequences al | owi ngoq'ﬁﬁre]& ?&@Stlpgﬁ%?t?ﬂﬁew&gﬁ@wmaéh?pquctﬂd hi s

respect, it is preafdatiichtion fieldbopar cpesfdyence of the el ementary commands
whi ch tenporally. di ssoci ates the execution of the elenmentary functions, by
i ntercal at i ﬁﬁc‘ﬂyé‘{‘\&a% at Yasignt serbodimento tthe priwessx eccordidg ita thb eindéition
processidygnpiisesem 3 and including or not elenentary conmmands used for, the
determ nati'on of other data. Figures 62 and 63 illustrate the principle of
such an 2wbdatingthe prétegiongptage:shows an exanpl e of execution of a vul nerabl e
software 2v. | hi s exanpl e, appears during the execution of the

vul ner abl e $of BE2v, in the data 27 processing system 3, the execution

of two al gorithm ' L eadi to the determ nation of Z and Z',
such that Z ~ F %@e@@@%{éﬁimg&o{@gm 15, 8 ¢ip ethpd o siphex the an
exanpl e of i npl emerdead,i on of the process according to the invention for

whi ch the two algorithm c processing chosen in figure 62 are 5 renoted in
the unit 6. AcTor @hthgs restoringhmasnse neeaps émplimehtigg b lleciph&int imetholdnot he dat a
processi ng systemdgi fert&g first exedrc?uti 0 t|a[)1art 2pes of the protected
software 2p and in ERETpFSs Kynemedr oxders gnd ¢ thes regioreathe identitypiofi thed above,
the execution of UbsendbR AN t6 BREERROR thE )t © CFEN corresponding to the
determ nation of Z and the execution of the ef'errent ary commands CFE' ~ to
CFE~M cor r A¢sondingtot enother prefetred remizddimentpfthe’' prods i ddcyﬂﬂgattg Gpet he

el ement C. nds CFEI to CFEN are not executed consecutively, Inasnuch
as the gﬁggg?pgﬁ?‘?nands CFE'i to CFEEM as well as other portions of
code are>i @i : .exanpl e, the follow ng sequence is thus
carried out: ngilléﬁ%gercﬁbggh%%'i ntercal ated code, CFE' 1, CFE2, portion of

i ntercal at ed cmddifyi6f theprofecledXoftnard:i on of intercal ated code, CFE 4, 5
CFE3, CFE4, ..., CFEN, CFE'M It shoul d be observed that, during the
execution of the by sheosingl Botheraowrcepof the profcRuessme@eOht 1dast BRit 6, each
time an el ementary coumma g)contai ned in a portion of the first execution
part 2pes of the mt&‘lag raughy gasriedogu im @t deast tonet hkosenr algsnithnié ng.

el enentary function is executed in the unit 6. Thus, it appears, that in
the presence of the unit 6, said portion is executed correctly and that,
consequently, the protected software 2p is conpletely functional. Figure 64
illustrates an exanple of an attenpt of execution of the protected software
2p, when the unit 6 is mssing. In this exanple, during the execution in
the data processing system 3, of the first execution part 2pes of the
protected software 2p, at every tinme instant, the execution of an

e o e Y a1
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28 software 2p is not conpletely functional. According to another

advant ageous characteristic of the invention, the protection process ains
at inplenenting a principle of protection called by variable a
description of which is carried out in relation to figures 40 to 43. 5 For
the inplementation of the principle ofSprotection by variable, is chosen in
t he source of the §%cg§snabl e software 2vs at | east one variabl e which,
during the execution e vul nerabl e software 2v, partially defines its

state. By state—of @ nsRfi & rstood.the set .of pieces of
information, at a g?ven mntl?mnééeeggg#%%%ﬁérhg ths spveee of Mewrgtectod of sai d
software, so nmuch softwaraf thisweodifikatics boingl2ueh that Auhiflg IR e RILAPLPthe

prej udi ces the conplete execution of said software. Ts a?so c oseﬂ1 at | east
Ione |toorti onhof t he E%%?bswqf%éhvtdmmﬂ@h@ @‘iﬁtﬂm: _en&vls?seitiﬁbﬁéliﬂbﬂél atf .
east one chosen v e ast one chosen portiogn of the source o e
vul nerabl e sof t war gfa?vs Sl%eéhgéleor}b‘wﬂseﬁ?g%66081%‘9?630859’&9%1£1néh@;wt,ce of the
prot ect ed softv»areaﬁd)sy]t)f[,a{lﬁn odification 5 is such that during the
execution of the protected software 2p, at |east one portion of the first

execution part 2ped whiecfitst ebjeotauart efithierprofected 3bRwareOSA8 Sirfith 36t & 3
takes into account thgt. at |l east .one chosen vari able or at |east one copy

of chosen variabl e re2fB8sushihatduting thegexepntion of the pratecied seftweare aheexanpl e
of execution of a vul . . I.S..examl e, during the
execution of the vul ngrﬁ{gglgﬂéaqg%? ?\%\l/g;&g&z@él cr# og%r}epodlzlftbonﬁfg@@g%Fsrﬁ::i‘eﬁ‘%ﬁﬁiem 3,
appear: at time insténthemnit, t he assignnent of the data X to the variable
VI, represented by>\/l E- @ at 4|H‘E instant t2, the assignnent of the val ue
of the variable Vi>to®dHesegond ghiegt Rart of the-protactad software; sdid secand at ti me
instant t3, the assi ggpeat : igble.VI to the variable
Z, represented by Z E-q\eﬁ&.pag%%ﬁgs%%ﬁ%f’%fgt#g?lgé&g%%gm‘gF'-“gth?rst form
of inplenentation of exrsutiow efithieoprotestediduifiviurs, hppyias taeBon®sidlfgod N t he
unit 6. In this exanple bduriar}lglfté‘ge exe‘iléti on in the data processing system
3 of the first executPBhP¥dre which; e typefionalitijofaff leastrane2ghosamd i n
presence of the unit &mdi’tmgﬁfanch%gexe@#;tehi me instant tl, the execution of
a transfer command triggering the transfer’ of the data X fromthe data
processi % fluringtheqisagephase:i abl e vl | ocated in the nenorization neans 15

of the unit 6, .sald transf (of0) d
0 ifi flie presence oP {he um%% each time a portion of the first execution part

imposes it, executing the functionality of at least one conditional branch in
the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely functional,

¢ and in the absence of the unit and in spite of the request by a portion of the
first execution part to execute the functionality of a conditional branch in
the unit, not being able to fulfill said request correctly, so that at least said
portion is not executed correctly and that consequently, the protected
software is not completely functional.

According to a variant embodiment, the process according to the invention

comprises, during the protection phase, modifying the protected software:

— by choosing, in the source of the protected software, at least one series

of chosen conditional branches,

— by modifying at least one chosen portion of the source of the protected

software, this modification being such that during the execution of the




bei ng represented by QUT(vl, X) and corresponding in the end to the 5
assignnent of the data X to the variable vl, at tinme instant t2, the
execution of a transfer command triggering the transfer of the value of the
variable vl residing in the unit 6 to the data processing system3 so as to
assign it to the variable Y, said tradasfer conmand bei ng represented by

I N(vl) and corresponding in the end to the assignnent of the value of the
variable v~ to thd’rﬁ’%?egb#(’@w\a,fe, thgdoverall j fupctionslitphof taB ledsh onexetmsehon of a
transfer command tg.i. ing.the transfer.of the value of the variable vl
residing in the uns{ebg%%?c?oﬁﬂl fofjal br %"t?e?s?’??ﬁugegsgzérﬁ‘%oofa@et-‘iﬁc%@i gn it
to the variable Z,e;@a(mbntﬁa@@ﬁ{ﬂ%@gmmnd being represented by IN(vl) and
corresponding in the end to the assignnment of the value of the variable vl
to the vari abl e Z andibygirodicingre observed that during the execution of the
protected software 2p ap}rgtl east one variable resides in the unit 6. Thus,

when a portion of % hetheitfrstiobisct pattiafithe Rratectesbepfware reaichfitst ebjeetiparof t war e

2p inmposes it, and i . . uni t t he, val ue of sajd
vari abl e residing i n%ﬁgaﬁﬁﬁé%lgtgégggcﬁlgﬂ Q?ahe[p]tgte& °§?"6‘€%§é¢ ng 1
system 3 to be used bfunttienality 6f atcl®st neWhof derié B8 cOidititkal %F'ﬁ{cﬁgé ed

software 2p, so nuch so that said portion is executed correctly and that,
consequent |y, the profSé¥eadedinithesnis, 2p i s conpletely functional . Figure 42

illustrates an exanpl ond f.orm of .i npl enent ati on of the invention

for which a copy g’f t ép%’g%fagq‘\%e&ﬂg%ﬁp&gesofwet gte "ﬁatw Wate, spig; ssceidinpl e,

during the execution objedtipartdri AICARRSS bASH WISIER tBe Ahitlal dq-i{l?ttheexecuti on
0

part 2pes of the protected software 2p, and in the presence he unit 6,
appear: at tinme inst@keeution of the paetertgd sefiwars appearsitiesedordoexebstiotar i abl e

VI located in the dat LN S 3..a |l as. the execution of a
transfer command tri g%é—irjlgﬂgg%%% O?r‘i%g#)gﬁé We?ﬁeeﬁgﬁtf%{’ b Pgﬁ‘i leggt ema a
processing system 3 tchokéitseyias bAEbRlitibndl BFRERES ik BxddygedrENOri Zati on neans 15

of the unit g said transfer command bei ntgmrepresent ed by QUT(vi, X), 30
at time i nstARPrEeess aeeording ¢ tha inysmtioncthys | emebles tohproteat ivatigec ol t 0 t he

vari abl i i ecuti.on of transfer. command

tri ggeriesr?;ﬁv%akrléB ¢ angkedgs %éf%%%g@gfeg%o%ﬁg% ﬁ@?vgﬁhﬁf’?”% P SRaACtEstS ¢t he

unit 6 tef cdrdaidingaa fpapr of dses soRwanesbeing Txsouted k Folbwethat! iny a%,tiﬁ@i variabl e
e

Z, said transfer.co nd being represented by IN(vl). It shoul observed
that dur YSOR QL the SeiW s RitsmpiiRg tp verrkwithous dhe peacessing and mepwsizimgne copy

of a vary@blifpsRsitdascicXel i J4R .aportion of the fjrst
execution par_?_ Spes of tﬁethgrﬁéﬁe%{ gl(f gﬁ%\r’%ﬁ%(ﬁ% EUOPGSSINGANG 1y ¢t he
pr esegc_em@mnmfgumit déring ﬂﬁ ez?bumomforﬁs'ddsai@ﬂvﬁ@éd V&gﬂoﬁbifghé Q6ftihRd d- & i R the
uni t is..iransferr tQ the data processing system 3 to be used by the
first ex‘ggtﬁq%g)ﬁcﬁgﬂ’?gﬁlﬁ&g“%‘P%e protected software 2p, so nuch so that

sai d porti oWaigus oldst BithrfReiREs | ¢ HBA! thet ¥ e Wawr Qt ect ed
software 2p is conpletely funct%;'oér%?f.E F‘f‘éﬁ‘r éhe4ggléﬁ?ﬁ’§§€ré%%% ba?ﬁo‘gx'é‘npl e of
attenpt tferencecite itbn eppended pdiograntse visicl tskave &P nontlEitinge exahples, | S

m ssi ng. hi s, exanpl durin he executjon in the data processing
system fl%l?o &0t @m@@gﬁﬂﬁt@ﬂgﬂéﬂ‘?‘% ¢t ofithe HwepliQh-ect ed software 2p:  at
time instanfigukes 10€afk 9qULie0 iochhe : - QUTEVI . X) cannot
trigger the tg?lapsfer of th?edmi@?ob%%gp\%fégﬁgwa@& gv‘?rh‘%‘ﬁ account
t he abs grpresettatidns afmi sofiévare sdispédtively msttpmotectell and peotextes by iﬂ%"'?l%t:egshe
transfer. comTaar}? I N(v]) ,cannot trigger the transfer of the value of the
vari abl éndfCqr %é“&é@‘&‘ﬂ%‘&‘@%i ng system 3, taking into account the
absence of } . i instant t3, .the execytion of the
transfer co ﬁ%p??\le(\?lz)z l@ﬁ%@%%?%@@%%@%ﬁfw&mﬁs PE@“\?&P%@“{% t he
vari abl émplenhentingethel piotedd/in GesdHiA e SHiT @isventigki NY i1 Nt o account the _
absence of the unit 6. It therefore appears that in the absence of the unit
6, at | eastFignses 3¢ aad 31are fupsionabhlocks tiagrahis minkingesxplitiothedgéderslpes t o

use a variahle a copy.of variable resjding in the unit 6, cannot be
fulfill 3&’“&?#? 8@%}’,"0%‘333’8}?&90 geyih thednyeian: i on i s not execut ed

correctly & ently. : ted. sof tware 2p.is not
conpl et el yqﬁggct i oontgl . | '? mstﬁ(l)u '%ﬂltl)ltg&%b&t?%ggotgﬂlﬁp p(rﬂcées%ﬁcgp PeIREg, s
bet ween the data processing system 3l 3 and the unit 6 illustrated in the

previ ous exanples use only sinple assignnents but that the Man of art wl|
know how to conbine themw th other operations to obtain




conpl ex operations such as for instance QUT(vl, 2 * X+ 3) or Z E-- (5 * vl
+ v2). According to another advantageous characteristic of the invention,
the protection i process ains at inplenmenting a principle of protection,
called by detection and coercion , a description of which is carried out
inrelation to.figures 70 to 74. For 1T he inpl enentation of the principle of
protection hy det ?ecti n and coerciagn, are defined: at |east one software
execut i of'® '.ft’F‘o{'ﬂ‘llr’curnrat'?’%%PqM@lﬁ@fﬁ@tﬁﬁmntb)’r‘@mable-I east | in part in the
unit 6, at Lher] . bi. de.by for.at | east one software
executi on clr?\i i a§ 6€(fr3t:3§4fiéé hﬁgléa %%c@@gﬁat%wg%iofe?twni npeessasrording tmtheuni t 6
and enabinvergiondmpinesiting Ha priticiple 8¢ prtBstion iyt derhEnte AR, Char acteristic
does not abide by at |east one associated criterion, and Coerci on nmeans 18
to i npl emenFigures Heto7di are diagramscibiaistirating the protéation frbeeselaécdrding e6 e Ng
system r. dify. the execytign of a software, when at |east one
criteri oeiﬁ%hg{oﬁdwggegfe glf}f prp}ﬂpli?ﬁ Profgstiomdy: detgctian end eerscioni nci pl e of
protection i I &yl . constructed exploitation
means enabl Fir%lgﬁ)%g?fr %{rﬂrih a Ilgll}ll ﬁhﬁtﬁggkoﬁ%?n@namﬁ?ﬁ? a‘é’°F‘ﬁBE st i ng at

| east t Hevetsioadmplementing thelptiniple ofiprotedion Wy pareamidd. Fi gure 70
illustrates_t he ans necessary to the inplenmentation of this principle of
prot ecti on BEUEe: Wloi9rire diagrms illnstrating the protectionipmedessiacotding tethect | on

means 1% . ;] [ to.the processing neans 16.
The coer%?égﬁlohemgﬁgﬂ%?ﬁggg] SRS rlrégfgggt?%gmg’g’tcé’@ﬁt’t?ﬂal 17 that a
criterion hBigunol0®déea didpraiadiihytratider e [Iiffelch : ' ns 17
use i nf j-f‘?g‘h; on ﬁglm',ng d;jrﬂg(gm t he tar'gﬁr%sfgr mangb%agegéﬁg}rg@gﬁlﬁg%ﬂtgﬁe@a

menori z iort ghthedmventianor from t he processi ng means 16, so as to nonitor

one or seveg; hon. rgcterjstics.. Fof each software
execut i on ?}lg{rnzﬁ? g ?g{slﬁ%@%(gﬁg Eér{bgg%[ﬁ%}gao t2 %ﬁ%nb pﬁq‘gl,ng {pprlgmentatisp. 32 |1 n

the caseftiwcansiroction mmmmmmtioﬁth@aﬁtacm&a&QWims i@&ﬁﬁgﬁﬁ on

characteri ,S#ii C diﬁs,not abi de by at [east one criterion, the detection

means 17 i nfigRFs 438 ilusdptes on ora t of aj pre-cgstovhization ainttnusedlansthd8 ar e

adapt ed grgt j | [ the state of the unit 6. 5 For
PrStefRiH ﬂrﬁcesk?h :H%Srcﬁﬂgé’ Qith 'R i v\é@?{ :

the inplementation o e principle ection by detection and

coercion, dfigued £30 ilustsates an ainbbéiasént@TR SRkHVRAIRYRY %Hé’ﬁﬁ]?l@m%:?ﬁ{iﬁﬁt eristic
to nonit t he software execution characteristics 1iable to be

[,, .anon
moni t or &4 e tgglgl g Ypge Q,f\rﬁ? Brotestionhass imcacpgrdamne with thedsvention. chosen
software exgeutd f) Fush TRy Y [ sgurce af 1he vul nerable

sof t war e 2vs,E at | east %ﬁ%ﬁgegfg?s?’ erﬁtglf%r%gtggls@ﬁoav’f’%?h%ﬁ?ﬁﬁna?mp%st one
sof t war of thequatertion ploeesaateoriiigito theinlventish. noni tored, and in the source of
t he wvul nergt}hil el;ﬁiggﬁmﬁre 2vs, at least one portion > containing at |east one
chosen al gorétithie! pHEstEates Ay embodimgnt of e custemizatipn runitb nsef in fthe sour ce of
t he vul pestedton prOEdsYBY fcdiifind jfied, so as to obtain the source of
t he prot@ect ed s%ftware Sps. %@%@?@g%on is such that, during the
execut i on dn themestmfehedeserdptia, thiefoll ofing defiigom wal 5 used! | €ast one portion

of the first eK%guti on part 2pes, which is executed in the
° ta processing system 3 is a system able to execute a program.

® A processing and memorizing unit is a unit able:
= toaccept data provided by a data processing system 3,
— toreturn data to the data processing system 3,
— to store data at least partly in secret and to retain at least a part of said
data even if the unit is switched off, .
— and to carry out algorithmic processing on said data, part or all of the

result being secret.

® A unit 6 is a processing and memorizing unit implementing the process



data processing system 3, takes into account that at |east one chosen

sof tware execution characteristic is to be nonitored, at least in part in
the unit 6, and the second execution part 2peu, which is executed in the
unit 6, nonitors at least in part, a chosen software execution
characteristic. > During the executio® of the protected software 2p,

protected by thj tinciple of .protection by detection and coercion, in the
presence of th?cﬁ%rl%fﬂggtgtﬁ%@"% *as all the criteria corresponding to all

the nonitorad g el berd St f.al|l the nodified portions of the
protected soft mﬁ?%ﬁﬂ@r@g%?@eﬁ{'t@ﬁ d§§§ %tﬁﬂaiqqeggﬂﬁd?rf’?%ﬁ dceordingéo

pr ot ect ed softvbhemv2ptimrbht\i/h{¢ﬁf6'aﬁ%ée¥ve&Qa&mrforﬁﬁﬁgit%f&taem‘ g software 2p
wor ks nomi nal |y and if at |east one of the criterra corrlggg 'nding to a
moni tored efecuh PEhcust@Bized anid 66as iadtlark wiit 60 Whidhi 18 rédeivddSant G £t ed
software 2p ise gé.abi dﬁ% b%/é hheﬁgata processing system 3 s 1 ntormed of
it and/or the fUANTEH Fpr Spceptian of spppismentaryhdatiytotbectramdfarnfethintoea 2p i S
nodi fied, so thajtg he functioning of the protected software 2p is nodified.
5 Naturally, in the absence of the unit C, at |east one request by a

portion of ®he Thergilomkef inforamtionrto LBRAk Ynitl¢¥ols g}eﬁgﬁs‘?ﬁg%g{l%ggl{@ 2p to

use the unit 6 cannot be fulfilled correctly so that at portion

is not execlut e §OHESROBES Ity aa‘iﬁﬁlslt;ﬂa@f ﬁmmﬁoartblmetbﬂmﬂcpm?t th@dthgqugyv?re f2p
is not conplet t . the i nentation of the principle o
protection by Sg%/tgfg#bgnﬁrgﬁgk’c%(f@ 8r‘F?mf‘é\T%Of%asmBFfegé@tlma‘émec"[hd on
charact eri sti cdraasfer caqsbsﬁbgfﬁeﬁagia%[nyge oftRe frf-f{))rfﬁatﬁ%{%nﬂt sof twar e

lable o

execution characteristic corresponds to a var measurement of the
execution of aAwiakie.e fanetione datecontaingbin the date ppevessing SysterR By € OF
usage of a sof %%Bﬁicat%ﬁib%r %l}wo Lypes %{n chayacteristics can be usedl

i ndependent |y of 1 n conmbi’nat "BRETCASeSter, nehite\p | variableasi functign ohdatar i nci pl e

of protection byntditeasi errarwwapBe MU WiowAReg S RL | ON characteristic,
a vari abl e of nmeasurenent of software execution, are €Fined: in the

menor i zat i oh méarFotestedtseBwar's isvi Isoftyateowhielbing Beertprot@ast bPLIeNa! | abl e of
measur enent usgﬂet(gf quantif}/ th?%tusa e of at | east one functi onaF{l ty of a
software, in the GetecthBihies, ff protestion implemented: Pyt themprodess iat | east
one threshol d asoeddngt edthitRe fiehtidar i abl e of neasurenent, and

actual i zati.on means enabling to update each variabl e of neasurenent

"vulnerable software", is a software which has not been protected by any

principle of protection implemented by the process in accordance with the
invention.

* In the case where differentiation between a vulnerable software and a
protected software is not important, the term “software” is used.

* A software has various representations depending on the instant considered
in its life cycle:
—  asource representation,
= anobject representation,
— adistribution,
—~ or a dynamic representation.

* A source representation of a software is understood as a representation
which after transformation, results in an object representation. A source
representation can offer different levels, from a conceptual abstract level to

a level executable directly by a data processing system or a processing and



dependi ng on the usage of the functionality to which it is associ ated.

Are al so constructed exploitation nmeans inplenenting, in addition to the
detection nmeans 17 and the coercion neans 18, the actualization nmeans. Are
al so chosen, in the source of the vul nerable software 2vs: at |east one
functionality of the vul nerable software 2v whose usage is |liable to be
monitored using a variable of nmeasurenment, at |east one variable of

measur enent usdaemerizipgmit.fy t he usage of said functionality, 34 at

| east one threshol d .associated to the varjable of measurenment correspondi ng
toalimt &8f ¢¥hgRPIERt Egweseniatien; shapi 9ftwargngomespoadsttoone lenel hofl of

update of the I . Of e engi n the usa of said
functionality. ¥ r#%teﬁkazlggr%@g@%ﬂeﬁe%@kfeggga%ﬁlggg%ﬁf’wg 'ﬂﬁ%agqego ?‘I‘Fg’itﬁ _
modi fied, so aprécessiby 8ystenh BF 2 pROYBSIng fanll ReerRér2ligs higid cﬁﬁbe"é?E&{tgdﬁt this
modi fication .being such that, during the execution of the protected
software 2p, t ¢anbedeninstanes athinary 2pdesan intetpreted zede, etee vari abl e of

measur ement _dependi ng on t.he ugage of sajd functionality, and takes into
account at least Cg'ﬁtggf’“?’béﬁo? cPi’é'g’(‘}é]giq{g.Vlrt%[ cURBPTt \Ron¢pining y then gbjelt

execution of t egd: &H&E : rl of neasurenent is
updat ed depend?ﬁ%ggbe%%g’ %‘é‘ggfé 0 tgoz;l%ga‘flhg??sﬁgr#ﬁq%%e Lat] Svﬁgl?‘f’sgﬁg)

threshol d i s censhethem teeusddhestfivvareneans 17 informof it the coercion
means 18 which ke gn adapted decision to informthe data processing
system 3 and/ or*”aﬁlqmlﬁﬁiﬂr?sfniaﬁenﬁPBéWﬁ&Sthéﬁﬁ@mooM theysoftvarg fronessi ng
means 16 enabl i 'sttﬁbﬁfﬁﬂfy the functioning of the portion of the protected
software 2p, so that the functioning of the protected software 2p is

modi fied. Fer whpoitionl efiesiiBidre Bofbspontls t6 koMb ShRIdreke YotwaRnaagdi ment of
the principle %f Prot ection by detection and coercion using, as ’

charact eri st i c IoGIN§RAPG, pPrEespPNdyetaseitecni frveral conspefiiveedr notf instradtidneast one

vari abl e of ne t r iate hresh S a di fferent
coerci on mansag%?ggggﬁc??‘ﬁe\é ‘ggnga%ﬁg%f&s%%d%uf‘m%ﬁbgﬁgsf %Bg’ra?n:?oo"chosen,

in the source eéverilefunctionsy atiler el drviveral¥isbprogthmb 6adllor U8 o\‘%é{'e[?ﬂ e of
measurenment used to quantify the usage of at |east one functionality of the

software and t SOMHEh Anprortion: ofsa owofirasel esayalse| comespanidotad sllcof sesbondi ng
to different |igifsge0f usage of said functionalities, and at |east two

t hreshol ds associated to the variable of neasurenent. The source of the

vul ner abl e Eiguremrl® 2ud 11s illistraterahié fvagidus SepRsenitiondt apectibaysepice of the
protected,software 2ps., this nodification being such that, dufing the
execut i oyl Rsrably éoﬁ?‘ﬁf"e’c‘f ’é’o‘hg Seacial 1ense, andiof agwetsetad ssiwarei2prprotectedpeu:

act ual i z&soddiiey 16thé pRicBssth SBEATMEBTRM tlSRERHAY On the usage of said 35

Figure 10 illustrates various representations of a vulnerable softwére 2v

appearing during its life cycle. The vulnerable software 2v can thus appear under any

of the following representations:

®  asource representation 2vs,

*  an object representation 2vo,

¢ a distribution 2vd. Said distribution can have commonly the form of a
physical distribution medium such as a CDROM or the form of files
distributed through a network (GSM, Internet, etc.),

* or a dynamic representation 2ve corresponding to the execution of the
vulnerable software 2v on a data processing system 3 of any known type,
which classically includes, at least one processor 4.

Figure 11 illustrates various representations of a protected software- 2p



functionality, and takes into account, differently, the crossing of the
various thresholds. In other words, classically, during the execution of
the protected software 2p, when the first threshold is crossed, the unit 6
inforns the data processing system3 5 enjoining the protected software 2p
not to use said functionality anynorego If the protected software 2p carries
on using said functionality, the second threshold will potentially be

cr ossed. appeatingdutingitswlifer @ycieh &'hs grotedtet sotsiasd Zp ican SBHpPear vrder GR@T Ci on
means 1§aﬁgn ke the chosen functionality ineffective and/ or make the

pr ot ect e2f 186 follgyying seprosqpiptians:i ve. For the inpl ementation of a second
preferred vgri% enbadi nent,. of .t he e of protection hy detection

n I i.NCi
and coercion usiStr?afceargprceﬁqp%it&%??§t‘?@?&é}g\ﬁghf%ﬁpgpcﬁfp%gg‘?ﬂdéﬁefﬁf theyr e
defined refillj ; i i : re
functionality %ﬁi%}gﬁg%ngeﬁéﬁlg ?g(gﬁgsreg?ﬁrr%%gﬁé g%%étrl\?tglv?\i&td ﬁﬂg%gfi > one
addi ti onal usagert ofsaid abwroe partsstanumnatonlye@bhtiinedin kBMATon files,enenting, in

addition to the detection nmeans_17, the coercion neans 18 and the
actual i zati &n ABLQRICCt rapeeseription 2pY ingluding a firshphisctpart 3pos intendnd foour ce of

t he vul nerabl e 450 , I ne vari.abl e qf neasurenent used to
linit the usagé&o@%\?{q%%@s{% Sgrg]ttgmfﬁﬁﬁ{l ?%ﬁgﬂdﬁw% Pat} prf‘?’iﬁB?l?é{%ﬁ&h%i ch
must be able tanit®, credited with at | east one additional usage. The source
of the vulnerable software 2vs is then nodified, so as to obtain the source
of the protect edisgbutigarzpdipcluding: s nodi ficati on being such that, during a

phase called of refil]in t |eas ne additional usage of at |east one
functionality Cor {)?‘ﬂd&%ﬁ%%@m@eﬁi?%mp&ﬁh%fw obiest patt ApAs, seith be

credited. Is carrimg @idfribufiBhi pit tzgn?gﬁﬁ%lggiig{ﬂlg&yff&l itﬁkgdagagérotcesg% or of at

reactual i zati on of at |east one ch measur enen

| east one associ atsgsternhd emidowdhicts camscdrmmahlyohawt thee&sim wiea gsigkichpnal
usage of the corr ondi ng functiopalit ln other words, it is possible,
during the phase ??ﬁ?lé‘&fqnig‘}‘ﬁ‘é?mt%‘c raé&iébgwf[tqréhfafor@ﬁgfégs distributddeast one
functionality of theuph 2@hesdd?l (GSM, WRietnetetc J;0r the inplementation of the

principle of protection by detection and coefci on using, as characteristic,

a profile of seftande sesmgelistributimf parc 2pds having ¢hid formt 0 abi de by 36 for

said profile of usage,. at.|east one feat,urg of software execution. Are al so
t

chosen, in the sodrc®fctt kepst ONf REs-Cistemized (upit 66 Aoswhicha pedsef hee profil e
of usage to nonitor, : t L9n by which at
seflil ot P 2pYhals BN LB lpRe AR WA e Wbt o o

| east one chosen profile of "usage
software 2vs is then hasde ffinish theccustoniaatidt by mpldalingssmppletentary ldatapr ot ect ed

software 2ps, this nodificatian bei.ﬂ% gu h that, during the execution of

the protected soft ward 20 biain a:unh 9, s31d sypplgmeptary data dgingobiainedy al | t he

chosen features of exseiiiafce, bl MoNalGid MRS o riifoDi t 6 i tself nonitors
the way the second execution part 2peu i s executed and can informthe data

processi ng system>3 amdfet leastdorfeyurntin€ t6 which thei segoraf olijbet parttpsi Bsb sof t war e
2p, in the case V\/ner% at |east, one feature of execution is not abided by.
During the execution SPnPH]Qa%?dot ected software 2p, protected by this

ZLTE P oS SRS T S 5, B 7,
abi ded by, sai protextéd seftiwmrer 2p.o8sidodyrahtic pegressitatibn 2pe includes a first
execution part 2pes which is executed in the data processing system 3 and
an second execution part 2peu which is executed in the unit 6.

In the case where the differentiation between the different representations of the
protected software 2p is not important, the expressions first part of the protected
software and second part of the protected software shall be used.

The implementation of the process according to the invention in accordance with

the dynamic representation of figure 11, uses an apparatus 1p including a data



software 2p work nomnally, so that said protected software 2p works
nomnally, and if at |east one feature of execution of a portion of
protected software 2p is not abided by, the data processing system3 is
informed of it and/or the functioning of the portion of the protected
software 2p is nodified, so that the Ziunctioning of the protected software
2p is nodified. The nonitoring of different features of execution can be
consi der Bepcessingesystom 3 hiskednreby hdinkdhia ouning. Tlie ddie ppcessue &ystin 3 is
i nstructipns includin mar ker or the nonitoring of the execution chaining
for at |8§§{1}’ owe ngr i gesb l?[f’si“ﬁ%lf Rk tlpash ne mapcessos 4. ifiecdatm processingf t he
principl r ' ect ] and coercion using as featuyre of
execut Oﬁysg%n gtc):%gg%&ﬁ?ﬁér %ggr?i %{r’ ?%gl%%fm‘ieh% W@Bﬁﬂaﬁgﬁ%a@ﬁ?‘ﬁ‘ggﬁﬁ at
| east oner mabile plodhéts, driehiolés ih 86 gerithal el MRLlink 3bah BRrbdlfokdl 6 yyP !
whose instructions are |liable to be executed in the unit 6, "a set” of
i nst r uct Pewible wayrshelsas for instande a setiallink @ bESBslats, a seli il ink) S ropeitdl iak, commands
rocessing.system 3. The 37

i abl . .ed in the dat
axecut | oh T6aR TRE G Sl R Goissheh o mriRtl Of i eoceseies AsBeAci ng

system 3efcl [tGHAIIE b L i ' i dign

i nstruct?on, det ggﬁbgﬁeﬁggl#sm%n{éﬂglgﬁEg&@yg%? fé%st%@ﬁg&at&%zﬁgﬂgiﬁfﬁgng of
t he i nst same integsated efrcuiv thancthe es@aessbrid of e Wpﬁicaﬁh@n%'stenﬁsﬂhﬁ% cion
means 18 enabling to informthe data processing syste and/or to nodify

: . m
the exectASEJAE Ypit§ cap be ansidepioas 2 FRPEICSSSAT Mreltion pathe procestor Aofithedoes not
correspo t . t.ruct ed exploitation nmeans
enabl i ngﬂ%ﬁéfbﬁ%%&?lg‘éi% gﬁlaf%lgq@@euélﬁggs ﬁ#gﬂ?lﬁgplr%d‘é&e (')mglc ‘he instructions

set, the ex®igtriesr20ofo 2ai chown 3 raC ilh@RELIREaRG rlohlIHERMGImANndcN SaRGCUt i ON in
t he dat astg]rao&essi ng system 3 of the instructions cor_mands. I's al so chosen,
in the stpedimsnts; ok the, ppraraips dpsallewineetheyimplementatien ofrthe araectidohni ¢

pr ocessi cmiiﬁgcwﬁ?atncp%ﬁﬁﬁmn%n{ig the unit 6 and for which the chaining
P of t

of at | east one par e II’lStI‘UCIILI ons is to be nonitored. The source of
t he vul ner aii thespiiodirentalgstiated inefigur 0, HRtbroeticibapparaid A hehibRssour ce of

the vul hgsr 2%& Sr(z)fcgs\g?nrgesyzs&?ﬁ 3E g,i csomnlln)lgierf Lr(l:cftaisoanul?i(taiGr,]% cshlljlg r<]:artd ’?ta’ndciéjs’r 'ng the

interface 8 commonly called card reader. The computer 3 is linked up to the unit 6 by
a link 5. During the execution of the protected software 2p, the first execution part
2pes which is executed in the computer 3 and the second execution part 2peu which
is executed in the chip card 7 and its interface 8, must both be functional so that the
protected software 2p is completely functional. |

In the embodiment illustrated in figure 21, the protection apparatus 1p equips a
product 9 in the general sense, including various components 10 adapted to the
function(s) assumed by such a product 9. The protection apparatus 1p includes, on
the one hand, a data processing system 3 embedded in the product 9 and, on the other
hand, a unit 6 associated with the product 9. So that the product 9 is completely
functional, the protected software 2p, must be completely functional. Thus, during
the execution of the protected software 2p, the first execution part 2pes which is
executed in the data processing system 3 and the second execution part 2peu which
is executed in the unit 6, must both be functional. Said protected software 2p enables

therefore indirectly, to protect agaihst unauthorized usage, the product 9 or one of its

functionalities. For instance, the product 9 can be an installation, a system, a



execution of the protected software 2p: the second execution part 2peu
executes at least the functionality of the chosen al gorithm c processing,
the chosen algorithm c processing is split into instructions, the chaining
by which at |east sonme of the instructions nust abide during their
execution in the unit 6 is specified?22 and the first execution part 2pes of
the protected software 2p executes instructions comands which trigger the
execut | ofeghingtoy rpiecref dosasstip applianges, @ mhoneuetd.ng t he execution of the

protected s r.at ected. by thi inciple, in the presence of the
unit 6: as(ﬁlfl @%@0%%%&6@&%%‘#;%5%?%@’ R@ﬁ‘: ProacHign apparas (1prineludesii f i ed
porti onssdéverdl RempuRtLat G4 f%wa({ &dnm | i uni coLresponds
to the eipeizt ed one, sa}ldSag di fi?aed po??ﬁgﬁéﬁg?t%ﬁ%hglreo({%%f%&e%smgvvare 2p
wor k nondystan \3, iss® firstacorsmiter finkécdapetsly aolinknsrof Aewosk kgpe) 812N dhit Y6 38

arid if thet.g’&a%ng of the instructions of a portion of the protected
sof t war eFpH &t seeondrrompyter. dogolhs imnlementatiatp off dhe dnventionx iest ed one,

t he data i is._1.0nf oi f it angd/ t he functioni ng of
the por 1 TeeRE ESmpHA: § EhRT el allR ol B dob pldvecit sffware 2o HoStheRes | ont ng
of the pexdcetibebfsthétwateetedPsdfbvdrod2,i &R fift dxebutich 'gh}tu ds?bhgend s exanpl e

of inplenentation of the principle of protection by detection and coercion
usi ng, aSxechgduinethst fiesk computar 3 candbthgesdopnd rexeomtitint part ripeaf whivd @xecut i on

chai nin f st _ane part of the instrycti.ons, in the case where the
expect ege’%ggﬁﬁiaihgthgge%%ﬁd@ fer Gy, mupt pa lé‘%(ﬁkﬂﬁf‘? §9athet theeprotgetadhe
pr ot ect esbfesdré BpliecolipleRKLRnb@shaln the data processing system 3, executes

instructions commands Cl,” triggering, in the unit 6 the execution of the

i nstruct i onkigures¥) enaplasgtot makdrexplicit mare ipvecisegtthe Ipfoteetich proskdsust i ons
set, at 0 f the instructjans each include a part defining the
functi onéi%?f&y?“%? ‘%fethghﬁ Wé’?’ftfﬂf’cﬁ o hgbeaowgﬂedmmwr@;e seftwarg 2vhis expect ed
chai ni ngcdneidetddCa baiapxeEted tothfy iR S g irBossi %( hS3 SRRk Symde

i nstructions .com‘randSECI i are rep)r,elsen?%tg %9&?‘31“ rl&lygt}g}zflln:c{ll' pﬁerﬁgxdﬁg%’i ed

chai ni ngh#ugds inhtheesase wnfi the unhplementationr of bi protectes] sdftware+2p Atk idatsa. The
execution in the unit, 6, of the pnstructjon . i" gives the result a and the
execut i oﬂog%swﬁesyfﬁgﬁ L‘J%"tl?‘iﬁﬁ tquferdpwg l'tzh]E“]ﬁe SR by #he limleS; testransfer on i n+z
uses as mpaisar¥ibeihfl Patt BF4hd Snft &b ' i0on! berRBSh et and
its execution gi _veggt he result c. Tgﬂgf}\(bbﬁﬁtt’%ﬂ%%gﬁﬁpg#ﬁo&bes P Bai ni ng of
t he i nstfifgt texensionxputit2pds andt the setiond Gexeontias partdpép of e proRetead one, it
results#?%v%rngrnal or nom nal functioning of the protected software 2p.

Fi gure YU at es an exanpl e of inplenentation of the principle of

prot ecti on hymaet B8 toideds tERQLE 1RAskE M f r Clgon to

abi de by, the nonitoring of the execati ongaéﬁgilszﬁi%g&%f&agq‘gégtmgﬁo& part of
t he i nsthagdwargnmatutenandhareceapeblehef praviding g peskiblgabpiimirings tRoda@bi ded by .
Accor di Nis e | e.. the expect.ed chainjng for the execution of the
instr uc{}g’g;r{gmiglga%% ?%%m} the. d3 gﬁtgcmpsmg_sy%ggc} the,unig 6 Said; teanséarai ni ng i s
modi f i edné3asti2g 18 AR} ABSERMD eAhbIERS b | @8pdsal 1 eLLystion it",
so that the (;kl?gi ni ng agt ual l'y egg‘gﬁ?gﬁaqu&?é ﬁgpc}sﬁtr%goten?fttﬁ%?ﬁ%? #B

execut i dwhigh i3, mzeferably, independeérit "fromi s typbeof 1ink9S ussl) ISaidtransf® médi@ sane

result that, .the .etgecut ifon of the instruction i". However, at the |atest
during e Bx@EuPPlRahofi the subisct nft theninvention anb arpopet dessribedanere17 det ect

t hat t hgyp ' b - ROt d ted jnst ti
Lo genrar o5 b velf Rcwn B W MAS SE AR, The et B Frotefitty c ' "

det ect i coftwaen2p icludes @ommdnds! DErihf thee ORCAiiON oNBR ProtbStedRRR ,fy
accordingly, the functioning of the instruction |In+2~ so that the execution

of the itHEtFEGEHHWN, of "said gopumandseby dbeil first 'exoition. partupes atiabfeerthst t han c.
Nat ur al | [ tign of the j.nstr ion (""" gives a result a'
differ er?tY) n@%#ﬁ’é‘%@%gﬂ 8’5 tgrft 'P’f’ﬁ?“*lﬂ% P?‘%gﬂeﬁﬁn the ’?ef’o? exqeution pagt t he
resul t Qpe iHReSHSH the Reicription2hid cSAnRdd bid RpRREnEd BTN, OUT or

TRIG.

As illustrated in figure 31, to allow the implementation of the second execution



0 I nasmuch as the execution chaining of the instructions executed in the
unit 6 does not correspond to the expected one, a nodification of the
functioning of the protected software 2p can therefore be obtained. Figures
73 and 74 illustrates a preferred variant enbodi nent of the principle of
protection by detection and coercion2dsing, as feature of execution to

abi de by t?e 5 %i tori n& oél t he executjon chaining of at |east one part
of the iRfLtRRY Plthe profectsd apfhwerecn, the upit Sriaelpdes praterton meass #bfTheed an

i nstructy . . e instryetions work with gi sters and
use at Ilserg{s‘ljtE m?)‘ﬁ}eneope?tgtlr?g}uv‘?/llle ?ﬁeﬁ%ﬁﬁlﬁﬁp é‘ﬁ?saiti%#g 8P8PE%°S§SFHEABG% ul't. As

i |l ustrat edFomtel gikieof? Simplificatisf iinade f e ; of: i.nstructions
working with registers, apglart PF defi nrle%g&: ﬁ{g ?ﬁsﬁ% IOﬁéFil% §H§$hP%e

i nst r uctgoppider; during thet exeRuteher ofithe gratbeted spftware Ape tivipréseged of the it @xecut i on
of the ins&lr ugti ons The.%gil{j PF corresponds to the operation code known by
the Man Frheppsensg,of the unitioeInjagtng]; fact & yattSreriding rptertiommeanntd nates bi t s
fields ' ' [ i £ .cati i - the instryuction Cll, i
and for %ggféﬁaggg?é aér:’%c 9%1? Oftaﬁg Ths dr%l&ﬁ ?%%IPB %E ? ﬁé‘goﬁéfﬁﬁtﬁ"t?aéﬂﬁ‘fa‘l% K, and
K nunber2pofs algecomsidered as fssings toatls tinfthe-exscitioddof§ the pfotbhBi shftdheat i ng
whet her or not it is appropriate to verify the origin of the operand k, -
and an Asookeomegtiniothesaards fiel d O Pk of the operand, indicating the

expected idgntity. e dnstruction which has gener at the contents of
t he operand k. h%ﬁg@gwﬂ%g&epg}%@ﬂ inﬁ%ﬁhﬁgrpéoat?%, nt’ﬂ%anﬁﬁgtafiﬁ?,‘?&%@eset

i ncl udes V regegdcation BetRAGEIHA dx@chiéh 8p&S b rgoi ster
being named R ,, with v varying from 119%1-3 ; Foregg‘%ﬁa?dégﬁ’%‘fgga ﬁ are

defined two fi @iways consmiddred as presamcti onal field CF,,, known by the Man of
art and enablin ore.the 5 result. of the execution of the

to s
i nstructions, 2 6p ‘i—f"rllatpéﬁsepﬂgwi foefuding Bretection aneanssid ek igdanted.t o
menorize the i gdenidtt MloWing MR APt Uil | A he contents
of the functional field 11(I%A. Sali dtgeneﬁ?ﬁﬁﬁ%gﬁt&?ﬂﬂgﬁ g#% Pe?é’ 1 G~ is
aut omati cal | y ¥pemptthesprotectedssofivare 2psis ebntitiered de presénts ahen it wWoisd of t he

instruction Cl | _which has 0. gener,at ed,t he fun%téional field CF,,. Said

generated iden orrectlyy anstAsepisFine Ayhen ik dogsino worksearactly| e, nor nodi fi abl e by
any of the ¢ nsisdigthi® 6phPSiealiy>msRing!i¥ abe8d bR ion neans 17.
During the execution o?hgﬂ ir??tnr u{é‘gloﬁ, thg é(tlég%f??%ﬁ;s?r% hs 17 carry out
for each opérthrnease wieze thel unité isgonptitutetd tynas chip caridrearfd ieginterfld 8GR i s T ead,
if the f field ?gk inﬁ}qses it, the expected jdentification field Cl Pk
and the FIeags A &Rt PRlitanto; tyie parts, gnepeing og,the werfase Spandothe iogheregi st er
used by onBeeaipes it &hif'cardPPl thRAnbddifch | f i&lgs C Pk
and CI G, is checked, ﬁand I f the equali teygil‘!lzé %%#%%,oﬁtﬁgcéisf%%g?olﬁ nmeans 17
consi derconsidered as equivalent to the absence of the unit 6. In other words, in the absence

of the chip card 7 and/or its interface 8, the protection means 14 are not accessible
and do not enable the execution of the second execution part 2peu of the profected
software 2p, so much so that the protected software 2p is not completely functional.

In accordance with the invention, the protection process aims at implementing a
principle of protection called by « elementary function » a description of which is
carried out in relation to figures 60 to 64.

For the implementation of the principle of protection by elementary functions,
are defined:

* a set of elementary functions whose elementary functions are liable to be

executed, by means of the second execution part 2peu, in the. unit 6, and

possibly to transfer data between the data processing system 3 and the unit



execution chaining of the instructions is not abided by. The coercion neans
18 enable to nodify the result of the instructions when the detection neans
17 has informed them of an instructions chaining not abided by. A
preferred. enbodinent is carried out by nodifying the functional part PF of
the 5 instruction currently executed2®r the functional part PF of
subsequent instructions. According to another advantageous characteristic
of the inventi®n, the protection process ainms at inplenmenting a principle

f tecti , || ed b e i i pti f which i, ried t
o PO eCL N, oL L D OO i 15T R bRy Bkmes o o
protection by gRRRAaRY coxﬁh%B@sgBéBEQialﬂe i‘?tbe%g(?&gtg(? et gb ”ﬁ@é’sg@go‘r’]‘gose

dependent functions dre lia to be execute neans o

execution partsypeu3 aml tohigger theSexaratlon i thasit i)lof the chirdivhaimgdat a

bet ween the data processing system3 and the unit 6, said set of gependent
functions can BEMERtary Bnefionsnt i ni te, a set of triggering commands for said

dependent f i ; L trj ring. nds ,bei.ng Jiable to be executed
it he. dat o Ui dBleniildioh dr8E AR B RREGHER O eleenisay funshopne
execut i are also @OhEARRANHPISItatBR MEHRS lenhbINEG {0OBshstdrfl a %Eaﬁi&_ &nﬁd &b 29
command, an order corresponding at least 1n part to the infornation

transmi (édOpgblente exqcute elementarypnfupationspthe, exoutidie of exaith bl@n@ratyi on part
2peu, s . tr.igger the execution . of the correspondi ng dependent

funct i o(r??&;hé‘ltng %"r“b@%%%‘?‘ﬁ&yt PXSCHIBR 1 e&é‘l‘ macessingusystem 3 of t he

tri gger iefgnédfyRothmands."et hod of renam ng of the orders designed to be used

during the nodification of the vulnerable software 2v, such a nethod
enabl i ng t dFardheimaplementetide oftherinsiple of ptaiéatiohbiygdanemarydunttindsiswi t h

renamed ordgrs_ enabling to ceal t identity of the correspondi ng
depender# % %‘r?%?‘?’olﬁst,he @gmﬁﬁd’?gg%t‘@ eﬁ%ﬁ?‘réa AFEe 8t fFsldongalgerithaeig i n t he
unit 6 deBéing NSing AABAsIAIRSpeHd AR : L0} & order,
fromt hg)wrs enarrlrged o?_der : sso z?et or estalgr e tﬁtgpl g%zér{lgern?‘ﬁ??%%ﬂg{’ %%‘Slge{lo

execut e at frgst enepomiohefidhe seurom obthe Welnprableciofivere Rvp cotaiingst lBystr enani ng,

are als ruct ed, exploitation neans enabling to transforma bl ank unit
60 i nt O%gggﬁcﬁen ?%ﬁﬁ“@’ﬁ&?{f’?“ﬁ@m&t | east the restoring neans 20. For the

i mpl enent atAoRagtfonk RBofn prtioh 6f e ﬁ&é@&ﬁ&@@uﬁ%ﬁbﬁ@?&&v{)&e 27k §s e 0 Chosen,
in the source of the vul nerable software 2vs: at [east one algorithmc

pr ocess mRglified, $g astto obtaint thesourspef dhel priettediafiwire gpatTHie anidifidationesul t, 5
and at .lise&%imtﬁaﬂe%rﬂﬁﬁti o, of the source of the vul nerable software 2vs,
contai ning at Tt®as BHRE“Bhosen al gorithm c processing. The source of the
vul ner abl e «s0of giwiipethe ¥Redubioh telod i.n.the ce of the
prot ect ed sof t war (38&121ps. Tﬁi sbﬁglgﬁ}igt:eg%e?%ﬁﬂ?grs éha?%e%gttc,ﬁ{egjﬁomn%%ﬁﬁérs:

first execution part 2pes, which is executed in the data processing system 3,

takes into account that the functionality of at least one chosen algorithmic
processing is executed in the unit 6, |

*  during the execution of the protected software 2p, the second execution part
2peu, which is executed in the unit 6, executes at least the functionality of
at least one chosen algorithmic processing,

e  each chosen algorithmic processing is split so that during the execution of
the protected software 2p, each chosen algorithmic processing is executed,
by means of the second execution part 2peu, using elementary functions.
Preferably, each chosen algorithmic processing is split into elementary

functions fe, (with n varying from 1 to N), namely:

— possibly one or several elementary functions enabling the placing of



during the execution of the protected software 2p, at |east one portion of
the first execution part 2pes, which is executed in the data processing
system 3, takes into account that the functionality of at |east one chosen
algorithmc 42 processing is executed in the unit 6, during the
execution of the protected software 2p, the second execution part 2peu,
which is executed in the unit 6, executes at |east the functionality of at
| east one chosen &mngor sevieral operandeatsthaynit $’s dispdsabhosen al gorithmic
processing is split so thaf during the execution of the protected software

2p, each choserm alSfoReNMaN HIngteRs s89mRe ¢fs whide tise gthepgperand(s) andt e second
ti t 2 LS ' . f bly, h
o Gor i t i o pr ooncomblblih, SEBARECHE BHIAOMART- of ] RReer eI

varying from1l tOpi;oces!lﬁ%(&szgsﬁidowﬁﬁd(@Ly one or several dependent
functions enabling the placing of one or several operands at the unit 6's

di sposal, - dependadtposiblytaneny, seyerab elsinentary functiens leratdingrthe gidcirgnd

execute in conbi natiligl)n t‘gg é%cgi onallit of the chosen al gorithmc

processi ng, usi ng SAhsreSPEPLit chosenlgonhmicprocessing at PEISGSSInG

dependent functior&gstgﬂeg@gh@goﬁtapg?,mﬁ&{ip@ by the unit 6, at the data
' al of the

processi ng system 3's di spo result of the chosen algorithmic

processi ng,  duand mgsdghencexaftilit | edémerfitatyheorpman & iseshosed bﬁ@hg tBO sett b second
execution part 2peu executes the dependent functions fd", during the

execution of tHedyshetsaliowingheexasuion ol theprotrsias rodiarg ¥pct i ons are

triggered b Ied ' S AU orders. ..and a s gnce of
t hegtg'.J ri gger }TRS ﬂé%%%é%‘ggn&%s e°rﬂé%§%‘¥gt&{e%g§°3*é¥”8§l’s g’&t@rfé 8&%&%& ng the
execut i otheafatd processingagiient X kvt clmentbfe cdhindhd® CFBYI(Wath PIhdyirgPes Of

the protected software 2p, executed in the data 5 processing system 3,
execut esirem; L), tegesingdn the wiit 6, the axerution by eneans phhefseconidraxecativamed

orders t ' , tri ri L, n, t he unit the restoring by neans
of the rgaer gﬁ?‘irji%lf%r%cglnos ,regpggﬁedegi?lagflsepe Wﬁyhﬁ’@ﬁo?%é'"execut i on by means
of the secomiguressiuiilugiateabi e2p@ple 6f efratio® bf ahvuIRéENIe Metiwardlal] Red
dependent functions fd". In other words, the principle of protection by

r enami ngthiSexaamnle.cppents, dyying the auerutign o éheorulaereblefsoftivare 2¥ ytheidatn
execut i oRoEfsfib bhih 5,8 2 bS8 BAREE U lluuoR P Fie FE 'O
corresponding to the assignment to a variable Z of the result of an algorithmic
processing represented by a function F and using operands X and Y.
Figure 61 illustrates an example of implementation of the invention for which
the algorithmic processing chosen in figure 60 is remoted in the unit 6. In this
example, during the execution in the data processing system 3 of the ﬁrst execution
part 2pes of the protected software 2p and in the presence of the unit 6, appear: |
¢ at time instants ty, t;, the execution of the elementary commands CFEI,
CFE, triggering in the unit 6, the execution by means of the second
execution part 2peu, of the corresponding elementary functions fe;, fe,
which provide the transfer of data X, Y from the data processing system 3
to memorization zones respectively X, y located in the memorization means
15 of the unit 6, said elementary commands CFE,, CFE, being represented
respectively by OUT(x, X), OUT(y, Y),

* at time instants t3 to- tn.1, the execution of the elementary commands CFE,

to CFEn,, triggering in the unit 6, the execution by means of the second



43 unit 6, the execution of the dependent fitnctions which would have been
triggered by the triggering commands with not-renaned orders, w thout
however the exam nation of the protected software 2p enabling to determ ne
the identity of the executed dependent functions. 5 Figure 80 illustrates
an exanpl e of execution of a vulnerabbe software 2v. In this exanple,
appears during the execution of the vulnerable software 2v in the data
processi ng syse¥egutionartpenr ebtha cofmspandiigelementhry fuattinlsdej @nfeQfy, Z E- -
F(X, Y] correspol dirl to the assi@g&rre&;‘ 0 a variable Z of the result of an
al gorithmic pr&t€ssTHYeHaY: ccumnatds,y CFEyniet i 6FER1 arhgingsi regrestetedper ands X
and Y. Figures 213 | He I i npl.ement ation of the

1O pe RN L TRR(RY 1 ORISR D, Ot G PE elemes

invention. Figure 81 1Tlustrate he  par
i nvention. |n timcionx fexntbden.fendcngdtifeontitationds aié&rﬁlﬁﬁicﬂ? @%IP{/QEE@Si ng
system 3 of the first execution part 2pes of the protected software 2p and
in the presencd® dhet Raction tF.eMasppergeiselyatthe i enecutimt afit smid | elethéntatyhe
execution of t [ ri,n ommands CDI, CD2 | triggering in the unit 6,
t he execution E?,‘“%ﬁ%%ﬁg?e 5 @ws"é‘t‘?‘é EP”elPe@Gt“inHr#’ 94 the %ﬁ‘@&f}tmiﬁ fupgtions
correspondi ng ggpeneignt whithCideos Jdogh In%? I e transfer of
data X, Y fromthe géz}pa procegsi ng Ogyes'?ttge%?ﬁ}mt]o t ezgmﬁérrg‘rapé%t Fol es
respectivel y gretyr the a¢sutt to n nidmeorivation izoas zof thermktss, L5 of the unit 6, said
triggering (.:ommnds CD1, CD2 being represented respectively by QUT(x, X,
QUT(y, Y), °at 2R¢dk timgdogtant tyatheqexeqution of dhe elcmentasy command CFEgger i ng
commands CD3 t%%@Hn in e [ J 1 ' he execution by means of
the second exec |onh6%%e| peu,tH%?’let‘@H{e‘Q‘gBV?’l‘eeté‘Bg%ﬁthﬁée"(&’ngﬁﬁ“éﬁPnf tions
fd3 to fdN_ |, 2peud, ¢ﬁmg@mmdmmmmmsre§l§io¢imn§%hﬁaﬁmm the REQHESY ed

The s

respectively, i TRIG fd3) to TRIGfdN_1). series of dependent
functions fd3 % 3lgeyithmis progessing, pontaimstl i theanemerizatign zondmo fthelupit

equivalent to § i . recisely, the.execution. of said
triggering com‘rgﬁc}[sly:ag%cfgg?egs?%/g{’sg?gc%tsf)oaﬁ t%;r?s?lﬁ’é‘tutﬁi%ﬁe gangple &, saidependent
functions fd3 elenfetitiry codihaid CREN béing esprésthted ®y INgS. Menor i zation zones X,
y and returﬂlthe result in a nenorization zone z of the unit 6, and at

time instani? the ilustratede example, Hie glemaniaysrsommarsisnhrtd KDMe exbtutedi gger i ng

in the i : i of 1 caond executjon part 2peu, of
t he depégr?ggensgl F fgggtsﬁgﬁﬁﬁ l\?%g?li%(ll %ﬁé’% er ‘turg grﬁgﬁgfa%?e %(fﬁeé’g"rdesult of the

al gori t hni ce pr Fhesfirstgimproveanagd concerhte tHe "Bisk Zwhben séRpd alggﬁtlﬁlgll% unit 6
to the data processing system3, so as to assign it to the variable Z, said
5 command bei nqucéfﬁ“&seﬁieeEPWeqi Npzshe ppitt 6jandegtadase the gesuttnpf anel y
i npl ement the Ly j . s..the first arqumeni. of the
triggering comk}r%ﬁggﬁ%rgnc?glPﬁgQ}sg%%&n%{oggrt%o P RIOCHRT s TRIG
and I'N. The or dases sainessemértatyhécanmaydaused &51aMs dransfer dcdnhBosiRiy @d Of
renam ng of the orders. In this manner, the orders of the 0 triggering
comands CDR tEF”EﬂQ‘_li.e. X, y, fd3, fdN.l, z are renaned so as to obtain

respectively R ’E%“Eﬁ)' fdM ). R(z),. Figure 82 il ustrates
the conplete i&n%%esnen aﬁllgét%?&)tthaémfn e?ﬁl}lfn nforlahp%rﬁpgnt%gg?ﬁac&c.)tjd@ﬁ ng the
execurion in télendataty pomenads agofy the Btdof Rbudees biléwingahe eibduignPart 2pes
of the protected software 2p, and In the presence of the unit 6, appear: 5

at time instanPkthe profected peftware Am. ilorthist respest it iis) peaferblectonahmosis awi t h
renaned orders transferring,to, the unit G ..the renaned orders
R(x), R(y) as %%R(F-ﬂaso H& Slepentary woppmarids, h‘ﬁnitﬁmpﬂrénﬁrﬂlfsoslaf%e

restoring by neciation éfhehe e&mhiaw ﬁﬁé‘l’i‘&lhs,z%y HterbA\GtifE VBRG] S t O
X,y

=)

restore the orders i.e. the identity of the menorization zones X,’y, and
then 0 the exepertioos obgodrenesutod it e date puokessing systenn 3padtindpding @f t he
correspondi ng dependent functions fdl, fd2 which provide the transfer of
the data X, Y F?ﬁ?‘f‘%a‘i%?‘&@é@%g £ the determination etethercdata. Biguresn zones
respectively Xga i i Lon ns 15 of the unit 6, said
triggering comm%‘é&s%ﬂ@‘ﬁﬂ?%ﬁ%%‘g“%?@g&sﬁ%@ t%a@&b_ei ng 5 represented
respecti vel Bighye G2hoWs ah, exéinpld b exddutidn ofh; vﬁﬁerﬁﬂlggoﬁﬂélfeaﬁ. to tNI,
the execution of the triggering commands with renanmed orders to
CDCRN_i examgles fappedra gluringtthe exedutiof, of e velnerbld fiers 2R il ®e Hata R(F dAN_i ),
triggering in the unit 6 the restoring by nmeans of the restoring neans 20,
of the orders, i.e. fd3 to fdN_|I, and then the 0O execution by neans of the
second execution part 2peu, of the dependent functions fd3 to fdN I, said
triggering commands with renaned orders 45 CDCR3 to CDCRN_1 bei ng
represented respectively by TRIG (R(fd3)) to TRIG (R(fdN_1)), and at tinme

instant tN, the execution of the triggering command with renanmed order
CDCRN transferring to the unit 6, the renamed order R(z) 5 triggering in

. o o . o o




in the nenorization zone z of the unit 6 to the data processing system 3,
so 0 as to assign it to the variable Z, said triggering command with
renaned order CDCRN being represented by IN (R(z)). In the illustrated
exanple, the triggering commands with renamed orders 1 to N are executed
successively. It should be observed that two i nprovenents can be effected:
5 The first inprovenent concerns the case where several algorithmc

pr ocessi ngprogessingesysteat 3f ¢he heecution of tendalgritheds Erdchssiﬁg%sl%dingfto%ﬁ

al gorithm ¢ processing is used by another algorithm c processing. In this

case, somedeteimgigatio aigh&h guchihetZ kedo@e N )and ' s—F4XA, YOr the transfer,
can possibly r erngyv.ed. The second.inprovenent ains at opting for a
pertinent seqSem&r@flﬁf‘ﬁ@?‘?srqngU@F}PgFgogHﬂﬁﬁmgtaW’l Af thermaacess ascosdisgaoong t he
set of seqgg | M RE; CHES SRR d._seftware 2p. In
this respect ”fﬁ??nt?ig f)&ri\/le\foglrc gfb}ﬁee?%&g al(J:I%&c))ose épé%%ﬂ%ﬁétgﬁg%gtlﬁleﬂg'i’fegggr"fljlgg
conmands  wientotedinetire dnio 6d Accoring ¢ subhss0siafipte, (RARO TR dx¥ciitiB iBXRCHh 0N Of

t he dependent 5 functions, by intercal ati ngép bet ween them portions of code
execut ed | Propersingzsystems Hebthsifirs expention mrtdpesiof dha protegtedrsofiwiard 2p gger i ng

d j t . d of the d ti f oth dat a.
S gures gainthe BRRARS & A8 dnit Re Spian AF cPfied AR Ve henpsditiom ot tegur e 83
shows an egaBhiaryoéornaids CRR, & CREERRBoAENS &f ﬁx\é’adegﬁrgﬂna 'oﬁ V\J/éfrr&é %?\a -

exanpl e, appears, during the execution of the vulnerable so
the data cxseuting of theeslerBentotyecommeanids GHEYf tot GFEQ gorréspbrdliagntbagRssi ngs

| eading to,the. 46 .erm.natio f and Z', such as Z ~- F (X Y) and Z
PR "B Cadeimingeion i AT R e TorRetiand sominsons CE: RN mismast  he

process acge Fl '

D occosi nog oed Gohok oLy, TR EoRas WY clthichiin) Ab i PR A X E w45 1,

such an exwelblas, other ipegfianiseol xedai i rinfercaldted. diat theSexummsles fenolkyshgm 3 of

the first execution Bart 2pes of e prqotected software 2p_and in the
presence JFIBFEe i thug capdoayt: 1e><1§]r3??1é’(§ igisErplated gede GRE Ly &F1B4, t he

L1 i 9ger i NGy @eHAYictdaldled ROAKIREIR!, PR SRBYioh b0 |30 0BgIg Lo the

determ nation of Z and the exécuti 6h o riggering conmands
renamed orCEEs @FER..1 CHEGIEFEM. corresponding to the deternination of Z'.

As illustrated,. 0 ' ' , ds with d orders CDCRI t
CORN o ot LSO B8 PHETHEL i AHE thf FASHHER o e e ceieH GaBWRIRImands
wi th renange pRiseieof it ¢, Qa‘ﬁiﬁﬁﬁ?e ('é){]'nae‘i ﬁ‘i@n{tbrg%nﬁﬁe{h%rcoﬂ&[hﬁ]éd%sa aﬁcﬁrrlti@ﬁdgu e

intercalated. In the exanple, t |O?NI ng Sequence 1S us C

CDCRI, porafi the &ifsti exeention giaetd 2pesief (BECR otectedDEbEwane0Rp i intposés if)t@ecal at ed
code, CDCR Z. 3. portiop of 5 intercaglated code CDCR 4, CDCR3, CDCR4,
0 ORGP FERERAHE YRR Bmhoris eG Rt hdie.urik - ThySe 1 epBsees BIR of o
portion ofthd prosbhdeSdf B nittd %Qidﬁﬁfrﬁ' REEx&lut 2p, the
triggering cgm%nds wi th rename or%‘grs exegg{bgggfs@?ﬁdeﬁ%&?gg%\r@%gt&i ng
system 3, the prptested softwaee Qpiis c@npletely fiskctonalg of the identity of the

correspondi ng_depe ge. t fynctions apd fhen their D execution. Thus, it
appears t hat gﬁg“F‘hg p‘ﬂ&'ﬁﬁﬁ% A expmBluAt fn @itempt of gxeqution afsthepsetected
correct | ¥ saifiatd 1, whal e RS Imishil, B #ioekRthic %ﬁggﬁep chiforf fiTeet €1 Y

functional. Figure 8 ustrates an exanp an a i on of

t he pr ot edatdpooéssing sysim 3L thet fiest eredutidni partrdpesiofghe protédiéd sewane! €.
during._t h% executign in the data processing system3 of the first execution

part 2pes 285 3t ssThHiptednstant, therexgantiorpel amselgmentan command cansobirigger the
‘! e . . : g ®
The. oot ofrecitioh’ GOBE b SANRY lelchlhrl HHARY, BEciRte B the dRse o ebondent

function, unitdaThe valfueltb asafs e he vafiable &, tdtinbt Beredts bé Abtstmined@esbaly.t 0 the
vari abl e Z cannot therefore be determ ned correctly. It therefore dppears,

that in the dbshereforeoappeats, thattinghe absanceof themenit 6gateleast lopeaedngsbbyiaon of
the first executign part 2pes of the protected sqQftware 2p, to trigger the
restoringP8 lo%ogﬁ@eﬁrsgﬁﬁe ‘ﬁé’n&?&g‘??sgﬂph?e Botsaise otnare dpcto Biggemthene unit

6 canngt execution of an elementary function in the unit 6 cannot be fulfilled correctly, so that

at least said portion is not executed correctly and that, consequently, the protected



47 be fulfilled correctly, so that at |east said portion is not executed
correctly and that, consequently, the protected software 2p i s not
conpletely functional. Thanks to this principle of protection by renani ng,
the exam nation in the protected software 2p of the triggering conmands

wi th renanmed orders does not 5 enable 180 determine the identity of the
dependent functions which have to be executed in the unit 6. It should be
observed tdofitwareZp isewapompletely funetionaders is tamed out during the

nodi fication of the vulnerable 2v to a protected software 2p. According to
a variant of ffordpg i apather gdvaitagesus chasignsticn theigventiony g pretection at

| east one I . ] f nt fungtions .

al gorit hm@g%%g%zl%la&éﬁ@ﬁﬁ%%?gt% ?pgl%ié%pelg thd;&g?e?ﬂ§ eCﬁhG?ﬁ}y@gpp%e Eofmands
Wi th renanREcritbarof whikCio atiried ouPirf felationab figites 400%o At | east one

al gorithm c processing using dependent functions, said algorithmec

proces$i ng i sFerpghe impletentitipe edghe¢ pfinoiplé ofiproddutionh biyovariabld, éneliosemén of t hem
is replaced with a _dependent function_of the same famly instead of keeping
sever al octgﬁrsf’%rﬁﬁé’g tE«? "Pﬂ@“&’ offuHEndEh#t Eﬂﬁc?r}eoﬁ?mgi‘? hiich, slyging tthe gger i ng
i command ' r a,geq] g f 0, y agcount the

r epl acerrersﬁx\é%lg%cri\eﬁgn entlge%rglﬁ%tsﬁogtﬁgrw th ﬂ&@%gkd%%%gﬁﬁg% ‘f&(%'ns%%'o%{aﬂf3 He Rane

fam ly. | mofivasy, nvwst #e ,understoddthe dendf piesed oD hfofationatsa BB chafibhynf)ave

different orders and consequently different triggering comands with
renamed orf$esssary g the gomplets sxeqiwion; of| said spftvare, formueh snthapthetabssneel of of t war e

2p, topdi r t I d orithm.cally
equi vaIOe nt% ﬁg}X«c Cc&%%ﬁgﬁh%l%ﬁ%ﬂ@&gﬁpé@ﬁﬂelﬁgZer:%%ogléfloﬁeonffgagq g{)ﬂ\gar\?afs,l %}ﬁ? of the
pri nci pl e ohbsqurapiiest bmpdyion etz sagred of tHeVilmefblenotiiard 2o éorigingeRENdent

function, a famly of al_agori thm cal ly equi val ent dependent functions, by
concat enatlfasyone ¢hosewvariabled to the information defining the functional part

of the depend t t i i t ordi,ng.to a second
preferred errb‘g{c]lltezrlre{tlr{)?'g ocb 8{13?%’% \7@%? gﬁ{h%o%&tr%eggfp%a lré{g#nﬁfag) leoéb&%’?%F & ?fsotﬁeﬁy
renani ng, medifled,isoed tb obtadt the@atice @Fahél pracaanioftwiie 2poThid ndcdifidabioR |
al gorithm cally equival ent dependent functions by usi ngi identification
¢

fieldsd Adeswdthet dusing the execuiien of the pioteciadefiwasn 2p.ott least ong pertioplof of
protectio ks j h ned f..re ing of th rders a

ci pheri ng%ngﬁﬁ%gg%%gﬁi’p%a g?gjl%%elrs ?‘ﬁéﬁ%@%gglg dtaéa é}ggﬁgﬁgr’sﬁ@ﬁ m o]
renamed orifieratcoust Nkdtiae leabtdrie chodén vadaslemaai Restanetdopy of dRdsen ivarigsler | ed

out during the phase of protection P. For this preferred variant, the

rest or i ng TRHgeHdN Ut & neans i npl ementing a deci phering nmethod enabling to
deci pher the . LS g I i f h
dependent funlf‘:l Pgﬂg@tlg exé%u eg’faW%&fﬁen’{e?ﬁ@{ @%IL rlgs oér iséfg‘w avsqﬂre

i npl ement ehlis Sexampléie duting the axdogtion e tfe solhtiablee sotwiter dvainetheafiame. Sai d
restoring nmeans 20 axe appeal ed to during the usage phase U each tine, a

tri ggeri n@ressATRE sysigm B, #npsafied order is executed in the data processing

system 3 with the j.ntent.i of i i i he i , st he _execution of a
dependent furt}cti%nw’,&cézgkagl?nté’ tﬂﬁ)é g‘g%%hién%g%(?\?a%?a%ag%té tg)hg?eagf’%%iﬁgt b of the
invention, the prepiR6itt@By WL XceSS ains at inplenmenting a principle of

protection called by conditional branch a description of which is carried
out in rel ation atotime gostast @ the agdgniAent ofithe valhe 0 thatvanable fVyt foethe

principle of protect] by conditigqpal branch, is chosen in the source of
t he vu?ner abl e s\‘ﬁ“ﬁa&?/ifrog’f?%ﬁe,se%-‘?di’gggt‘" e conditional branch BC. Is also
chosen at | egst I ft 0 I abl 0 e 2vs 5
cont ai ni ng a'?'sl eas at(%ﬁéé ?%(@%@ﬁ”(:@%é?%%gw %frté%?ﬁl\ﬁée?% Qﬁa&i“t %ﬁl’g hosen

portion of the s@iHabs BfrephBembd BeZRlL &, software 2vs is then nodified, so
as to obtain the source of the protectec} software 2ps. This nodification is

such that, ddfigure dleillustrates i amn exdmplee ofraofiestt fodmsof implemeAmtioanstheot her s:
at | east gne ,orttjéon of the first executiqQn part 2pes, which i s executed in

the data pRvabenfap vdch the variablg gesides | Hecntp. Imthis examplandwsingithe ty of
at | east sengcondi L . br C .} §raf d nit and
the setond e B ME S thaRRing [0t 3°of BelHREMMERAR AFabl S e (o
at | east ettod softwaRl 2P, ¥n@in plesérRBSIf tRO &nit 6OgpRacondi ti onal branch BC and
puts at the data processing system 3's disposal, a piece of information
enabling the first execution part 2pes, to carry on its execution at the

chosen spot.




The first execution part 2pes of the protected software 2p, executed in the
data processing system 3, executes conditional branches commands,
triggering in the unit 6, the execution by neans of the second execution
part 2peu, of renoted conditional branches be whose functionality is
equivalent to the functionality of the2khosen conditional branches BC. 49
Figure 90 illustrates an exanpl e of execution of a vulnerable software 2v.
In this exanpPe, ahbieatnstant i thg executireeftd dransfer chmmvandniggeting 3Bkt war e

2v in the data processi syst 3 at certain tinme instant, a conditional
branch BC i ndi caff® ert@’ﬁﬁé‘ﬁ?ﬁ?@’%@?%‘%%ﬂ%ﬁ?@&%ﬁ%3§pdhe Wemdabde tvg carry
on its executi ONyapateld ha. i hl.e_spo Bl, BZ or B3. It
must be under st 0(1305 hg[eﬁéxg ﬂékﬁlgg%lghgﬁolﬁolh%n%glrsgnc ° B‘E?t‘sa%éé %ﬁaﬂg‘eﬁm@ﬁﬁﬁ to
carry on the exebeihgasprefenitdit bg OUTEHE XY afi® brrBiponBhigOin ﬁfe efid %”tﬁxetgﬁe

illustrates an exanple of inplementation of the i'nvention for whic
condi ti%onal br anéssignmsstef the date X tmtbesdrisbletvhe unit 6, corresponds to the
condi tional branch,BC. .| exanpl e, dgri ng the execution in the data

S
processi ng D Sysfehs B]Fpap'fl 2,1 fhe s§xegytion, f 6h tignsfer spmunasd triggepingithet ed

software 2p and | SEME t e wnd . .. at t] I nstant tl,
t he execution of h?}]%é}g%%i%t | (l)naPpEhreaﬂéc:,‘?ha%(i:gotv %%ﬁ%%i ﬂ?ei' P‘&%eﬁﬂc’g@ei c5‘}"tf‘he uni t
6, the executi onployessizgnsystém theo weCONAssERERUD B2 ParidbleNE Usaid frahbif, T €Ot ed

conditional branch be algorithmcally equivalent to > the conditi onal
branch BC, said EJA@R] Beiag repraseatedc &) srRClormsponding pr ¢eemilad thy

TRIG bg), and a %?!”Hﬁ Fﬂﬁ t transter framt unit 6 to the data
processi ng systelrlf%S , OP{ eéi[}%]f"%r%%%hgaﬁlaé a‘Bh vf‘ﬂéblf’iqf’st execution part
2pes, to carrey oind 4tSti¥ eRAntQs Mk ekBEItIAOSEN iR Dts cdmBand L, BZ or
B3. It should be observed that during the executiopncof gnp?)[r? %%gﬁhggethe

first execution fenstergfethe graluenef theovasinblel vs tfsiding én Zins uniteé wothdi ddtanal
branches comman t in4he data processi system 3 trigger the
execution of th r(?gér(s(rgl(elzl p§%€ﬁ"ﬂ§ F%r?ﬁ?{é’da bﬂ’d%tﬁ’oﬁ%l v%‘?%ﬁ%_fissai“h%iaﬂéfeﬁnit 6.
Thus, it appear scoriiaid béink RepraseRRANGEINGv, S BRI titkds @ndiﬁghijttgoefntd' 8k S.
executed correctly and that, consequently, the pro{)ecte software Ep S
conpl efel y funct3sgigamentuighe ¥alye of tHeuariableos tatheamenle@.of an attenpt of
execution of ed_ sof Le , when the unit 6 is mssing. In this
exanpl e, dur ilﬁlgﬁ ?‘ﬁée%eg)é%:eﬂ?%ﬁ’a% ﬁ@?l??ea%a?"@fc ?%%@@F@QO@%?éﬂﬁ‘Xa@fzmr@é first
execut i on 1¢a8f bn@R&sabl rdshiesih The Ghie 6. THub ¥ 2Rortidn bf R ﬁﬁééfé&ﬁg{%ﬁ’ the

: e

execution of the conditional branch command CBCI, cannot trigger
execut i onPatt 2pee of thepretectesnivifitwann2p impesesit,bnd indké prpsenvewfahe onivte, t he

absence Ofy,d fud'3k baif variable residing in the unit 6 is transferred to the data processing

) system 3 to be used by the first execution part 2pes of the protected software 2p, so
much so that said portion is executed correctly and that, consequently, the protected
software 2p is completely functional.

Figure 42 illustrates an example of a second form of implementation of the
invention for which a copy of the variable resides in the unit 6. In this example,
during the execution in the data processing system 3 of the first execution part 2pes
of the protected software 2p, and in the presence of the unit 6, appear:

®  attime instant t;, the assignment of the data X to the variable V; located in

the data processing system 3, as well as the execution of a transfer
command triggering the transfer of the data X from the data processing
system 3 to the variable vy located in the memorization means 15 of the unit

6, said transfer command being represented by OUT(vy, X),



50 and at tine instant t2, the transfer of the piece of information
enabling the first execution part 2pes to carry on at the chosen spot fails
taking into account the absence of the unit 6. It therefore appears that in
t he absence of the unit 6, at |east one request by a 5 portion of the first
execution part 2pes to trigger the exéfution of a renoted conditional
branch in the unit 6, cannot be fulfilled correctly, so that at |east said
portion is not eXetmedastatirizethel sssignmenhaf the value qpfcthe IwriablaeVprotiet ed
software 2p is not.%%onpl etely functional. In the previous description in
relation to figu‘/a&a to 92, the subject of the D invention ains at

renoting in the 1 it r Natur al | ref.erred

embodi ment of théeﬁal %tvtgﬂ% ?%s(rfléﬁgg tgggg%%u??g}%guva@err HH%?‘H’S“&%GF% theit 6, a
series of conditirapfdr ¢ thecaRR WhEevaRMBIeaY, residicd i&\[}ﬁ'ﬁ i¥ 65 tﬁgtﬁa\@' ent to
all the functionalities of the conditional branches which have been
remoted. The exepige¢ssingosystehe 3oseraal fo affentt it dnathiet yariables Z, datee tragepf

renmot ed conditional branches Ieadsqlhgaﬁhe 5 placing at the data processing

system 3's di spo¥AIMYid BEmg wpEesgite R on enabling the first execution
art 2pes of r I tion at the
(F:) hosenps pot . *%ﬂ%g%?géﬁg@lﬁm%g@@pﬁgoﬁgflﬁ%%e atﬁ?BFé‘?"éeecr?"gﬁYgéﬁ 3303{ o 92,

five diffdeashonpropcofs asriatfle sedidageneh@unit e tihas, WhsEa POATHITEOMeSRL i Ci t
generally s pendent|y of one another. The protection process

eaking 7 ind
in accor déﬁg@t\ﬂptﬂ%“t%s iof $snprogreted; sofiwase 2peimpasesit, and mgthe peesencenof pl e of

t echi : i L.bl i ith |
Dt her _pr i Ay iE6 S PARE be Sl E08BEvariBRE g R T (LS B daeiea toae ©" °
pr ot ect i onlataypretessing spstym FLtphd wed Uﬂhé%'&mi@%@zﬂéﬂ%fitﬂ@%ﬁﬁ&% tion of

at | east angther principle of protection, the principle of 5 protection by
el ement ar YORWAt 28ns50i anuedy &at Higé owdd ypertian| isnsmeadedbycotreetlpramicitite of

protectio ]: a&l e _Rri.ncipl f .protection by detection and
coercion gﬁﬁélégya{t & Si)ll'%g% éo%?ﬂﬁﬂgtlgg?ﬁgﬁ’t‘g%%ﬁ%éng and/ or the
principle of Figmiecdsiitlastites anéxahiel ofbiteegt. of\efeciish 6ﬂﬁﬁlep§f'o@£cité& e of
protection by detection and coercion is also inplenented, it ctan be

conpl etrent@i¥atg 2Py Ihen the Beit 6rie missing iIp/this gkamplet dwingthe leyequtioarin tige and/ or
th i nci i L | 51 A h
b et pi o 0ap rfesihe e, 30r e SRELLARR bar RS o pfeckid sclbiiete 2o

conpl ement ed e N dtttimé Undartyt,] ik Rkédition! 6f @le BAAIMGC LoRMaRY GPAN, iRpal
branch. According to the preferred variant enbodi nent, the princrple of

protection by elc@nadittEeger thectrmenfer f thodplacKetot the 1ariablee vy riakingpine of
protection by Vaa%&&ﬁltﬁie a%sggﬁ%ﬁgﬂf‘%&?gyby the principle of protection by

detecti on and coercion, conp the principle of protection by

renani ng, corpl efeithe thdntthethrr &Reuibe offthdtahset icQ_ﬁinm‘xdcll‘mggt 4hnat
branch. In the case where a principle of protection is applied, In
conpl ement to t EgErthe ityansfen fof tho veliei efnthigyvasiableevyt tr thefdatec brozessing t S

i | t i pti 0 i | , to take int t it
Dol ned 1 ot SR % (AT Akouds M ettt ok HEts. 2 he notion of
vul nerabl e saf t wad et Al in8nt) It SkeOsticaSofSRE LRSS %dﬁuﬁﬁﬁ&‘ﬂhmﬁé# g&ﬁ@%ﬂs the

principle of protection being described. Thus, 1 n the case

princi pl e of prdtiggsrithe ttansfenlof dbelyahreeof theprariatilet v, tm&eﬁmbf&@ﬁﬁh%
software, the expressj ."vul nerabl e software” nust be interpreted by the
reader as the efg?t ggﬁqqﬂ%g’ﬁ?ﬁ%ﬁoé“b%t 841cq obtherwiit & i nci pl es) of

protection akegderdeRiphats that in the absence of the unit 6, at least one request by a

portion of the first execution part 2pes to use a variable or a copy of variable residing

in the unit 6, cannot be fulfilled correctly, so that at least said portion is not executed
correctly and that, consequently, the protected software 2p is not completely

functional.

It should be observed that the data transfers between the data processing system



the notion of protected software nust be understood as software protected
towards the principle of protection being described. Thus, in the case
where 0 a principle of protection has already been applied, the expression
"protected software” nust be interpreted by the reader as the expression
"new version of the protected softwargi; and the choices) nmade for the

i npl ementation of the principle of protection being described nust take

i nt o accodrandttheunih 6iilhestiptedrin ¢hd previohe edarnplet asestiipbingile afsigihgen®y baci pl es)
of protection akeady applied. The rest of the description enables to have a
bet t er und@atdaeNanyf at wilhknawrbpwte combinmthem with ofesoperations tor algeis i n
accordance wiih the.invention. .This c} L.on,prace a rding to the

i nvent i OD%P?P%érﬁRS?&a{lS hé‘ﬁg%ﬁnﬂﬂ}‘?%ﬁﬁ}’t& ’{;Xi"'nﬁfqrzf_eag@:l "'O‘gz)fi rst, of
a protection i i V, . : Vi | ified to
becone a pr otA(E:}Jc&t:.a ﬁn{%ﬁ%@%a%ﬁ&e&s d!ltaﬁagt]é,'l-l%gf °§ﬂ‘f3t§i§g{§ﬁ8ﬁa‘£‘ gi{j{%ﬁglﬂr}]g whi ch
the prét eptedsssaifisnatr Enflgmetingse priniplé of prdtections 2aked baseddtsctioni dhd he

presence of the unit 6 and each tinme a portion of the first execution part
2pes execGPEEION Y, & descaiption pf whichds easried sptimralation tosigmms 70 to 34 i nposed

functionality.l ; k 1.5 hat said portion is executed
correctly ang:ok Ehzft éﬁ)@%&%@ﬁ%@&ﬂ% %B Hélpger 8?%8&6(5@0% §¥ Pﬁ?&?té°’2?}1‘f%°e£%ﬂ’ai etely
functi onalre definsdt he absence of the unit 6 and in spite of the request by a
portion of the first execution part 2pes to execute a functionality in the
unit 6, 0 sai*d raédrpsbenecepfivgre pxeciitibh charactetstio liabld to besmonitared at leagnst sai d
porti on i's not exe%@@rﬁﬁq correctly and that consequently, the protected
software 2p is A8 # eé{nétli functional, and possibly of a phase of
refilling R Quriggeidti Glt btefibh %ol £55d81 by F85 bt Q%St di Al dksafe,of a
functionality protected by the inplenmentation of the 5 second prererred
vari ant enbodi nmeharagferistiee pri nci pl e of protection by detection and coercion
usi ng as charact {i stic, a yariable of neasurenent. The protection phase P
can be split *i ngtectipn BPB’E’%%?F%W‘@EFH—CB & upit 6:49d epsbling e defectthabae,
called prior pr i Fa : ; l of the
vul nerabl e soft %@gbiﬁe@?gwgﬁeo@t&‘ ﬂTﬁgélggtggsht gﬁ%&g%ﬁﬁgﬁﬁ&g %iseé%uel}ﬁ
protection sub Dsgiciated ¢2terien,dependent of the vul nerabl e software 2v to
protect. It shoulg be observed that the prior protection sub-phase Pl and

t

the subsequefft PPRGICEIIBhMER. Hhin implement, ihtheunit ¢ and snablingtarinfgeousl y by
two different p | glamg I { ior
protection sub- g%iggéﬁg%ﬁﬁgggyg%ﬁ?ﬁ%ut 91 Q%eer%g%%ﬁgﬁ%g acgoenﬁi)vg%f/’

provi di ng t he deviencypbmast oreferideridniamet pbidedby.i on systens, while the 5

subsequent protect.i on sub-phase. P2 can.be_.carried ouf by a rson or a
conpany pr ov%ﬂf ﬁ}j implerpeRiali ML Nethe PHRCEIs pfRoLection L‘?iquef?ﬁﬁ?‘b a&ic‘ﬁﬁrﬁ‘?@ct ed.

Nat ur al | yareidlsd Sorfstriéted eRplbithfiéh Rlch®$ efdtn8ab tARsOHR ’aﬂh%ﬁ@uxglt 60 3otd'e
subsequent protection sub-phase P2 can also be carried out by the sane
per son orunib@mplementing at least the detection means 17 and the coercion means 18.
Figure 70 illustrates the means necessary to the implementation of this principle
of protection by detection and coercion. The unit 6 includes the detection means 17
and the coercion means 18 belonging to the processing means 16. The coercion
means 18 are informed by the detection means 17 that a criterion has not been abided
by.
More precisely, the detection means 17 use information coming from the
transfer means 13 and/or from the memorization means 15 and/or from the
processing means 16, so as to monitor one or several software execution

characteristics. For each software execution characteristic is set at least one criterion

to abide by.



The prior protection sub-phase Pl is conposed of several stages S11, ...,
Sli for O each of which various tasks or jobs are to be carried out. The
first stage of this prior protection sub-phase Pl is called "definitions

st age 53 S11". During this definitions stage S11: are chosen: - the type
of the unit 6. As an illustrative exanpl e, can be chosen as unit 6, a chip
card reader 8 _and the chip card 7 associated to the reader, 5 - and the
transfer nmeant the caseIvhess itgs deteeted Hiat atisnss pap seliwarsepeattionehyracieristie dat a

processi ng 2. and. in the unit 6, duri t he usgge phase U and capabl e
of provi di %‘%ﬁ‘hﬁ@‘ﬁ%ﬁé’f&‘ér‘e*‘cﬁ# O e%%?’v%%ﬁe?ﬁg“%%%%f%%‘g‘m Hig copraiem 3 and
the unit 6meardr i . iof® n§h At b se.

el enentary funcﬁ gﬁist grﬁgl (I:i 5%?12 to %gfseagé%l%é@iwn%dﬂl%i %ngl% %E?P(Fa&eset of
el enment ar ywaytireestate of the Wi 6 set of el enmentary functions, said elenentary
corrmangs being Ijable to be executed in the data processing system3 and to
triggerP the eK¥che ignlementationiof the principleof pratectionrhyadefection end ooerciorgnd i n
the case wp ng%ﬂgseﬂr otection process according to the invention inplements
the principle of protection by detection and coercion, are al so defined: -

at | east one &of jtWddagt ©HBC LG C Idhataefericfid aR! e jtored at 0
S fivedte CORLAGREE" dhdtabferistid B! MohRol! %&g& .

least in part in the unit 6, - at least one criterion to abi

| east one sof t wasafiveate exeduiinn charactetistiasdiable to be dednitotddpn means 17 to

i mpl enent in the gnit 6 _and enabl Lg%to detect that at |east one software
execution chat acttefast Ong ciszion g abids; Rycfos gt leastpne chesenofware exdcutien
criterpon, - andgeek&id@ Means 18 to inplement in the unit 6 and enabling
to informthe data processing system 3 and/or nodify the execution of a
sof tware, whem ain Heasturoaefcthit elh@ablessoforaratdvdedt yast A6 ilFoﬁtBﬁmiEase
where the protection process. according to_the invention O inplenments the
principle of pr 0?’@8?918&#” @9‘@%%&11% oRg PoRWarecexsautinn eharapteristiarisita bei stic a
vari abl e of neasppgansRl of the software execution, are alsc 54 defined:
as software execution characteristic liable to be nonitored, a variable of

measurement of tdel isalye sofrca dfuthet voinatabley seftwate SBst WRll&ast ond@Spdrfibh € i ON
to abide by, at |east, one threshold associated to each 5 variabl e of
measur ément, - afRRRIRNGAE lershons chagenral zethple pigcessingodat e at | east one

vari abl e of ngag g [ tiQn process
according to theyslrt?\gig%o%en kal s}&c’)ﬁf)?rpﬁreegr@?\ s@% ?’Pé}lgp%?eegoer raéﬁe?/'%rsl 'ﬁﬁ’t‘
enmbodi menimadified) so @s ito obplire thefsolirderoftthe provectdty soiie Lpo TN ghodFRAELRAN USI Ng

as characteri ﬁtd]c 3 vari abl e of
1s such that, during the execution of the protected software 2p, among others:

e  atleast one portion of the first execution part 2pes, which is executed in the
) data processing system 3, takes into account that at least one chosen
software execution characteristic is to be monitored, at least in part in the

unit 6,

® and the second execution part 2peu, which is executed in the unit 6,
monitors at least in part, a chosen software execution characteristic.

] During the execution of the protected software 2p, protected by this principle of
protection by detection and coercion, in the presence of the unit 6:

e as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software 2p are
abided by, said modified portions of the protected software 2p work

) nominally, so that said protected software 2p works nominally,

e and if at least one of the criteria corresponding to a monitored execution



measur enent of the software execution, are also defined: - for at |east one
vari abl e of neasurenent, several associated thresholds, - and different
coercion means corresponding to each of said thresholds, and in the case
where the protection process according to the invention > inplenents a
second preferred variant enbodi nent of33the principle of protection by
detection and coercion using as characteristic a variable of neasurenent of
t he software exedharictaristiaoaabdiondditheproteatdd sdfiwege @panaoteabadidd g the add at
| east one additignal usage to at | east one sgftmare functionalit¥ noni t or ed

I one
by a variabl e of 93i&&Eef° gystem 3yi5informadeol fsandigrethe fupgiqning ef then
process accordi : i i ﬁi ﬁg} ; Lnehpl f protection
by detection angg%:rgg?tg?g}léé}éﬁ%h% chardcterl csl%dl%g’ gd’%lrggt}}%ltﬁn%fo % Phar e
usage, are also fhehrdiedled soffwars 2p ivvmbeifRkdecuti on characteristic liable to
be nonitored, a profile of software usage, - ~ and as criterion to abide
by, at 3 east Nafurajlyainuthe absensofof Wea wnié b¢ etileastone kst by tahporties ef wher e t he

protectio rocess according,.to the invention jnplenments the principle of
prot ect i oﬁirgtye’if&“é‘?ﬁ PHH ZRﬁﬁ%&t}&"r profirtes sofsvare 3ne H?eea’(?f“@&éc‘@tm@nb@ o abide

by, the aaifieh! dhcblly DA SCIhtONid MK 6l Bxdthitd Sffdc§dind! a2

i nstructions set 0se instructions are 1iabl e to be executed 09 ¥WRE unit
6, 55 - cansquermtfy thaptotentéd sofivacoRpivmis coaplaeydundidhalucti ons set, said

i nstructions ﬁon{lrands , being |iable t? bF executed in the data processing
system 3 and ¥ the maplementatiom af thgipringinle of protectiondiy dstectips and seergiom, ons, |
- as pnofi 856w i ni b I I L ONSu., - as feature of
execut i)on,&grﬁ%ilggct eda%ﬁgfcﬁllﬁﬁg%%rgd? gﬁ%%%ﬂ%}dﬁ&%#eﬂﬂﬁlgr.i nstructions, - as
det ection nedfte firét typeasfsofimald éxegution dharacteristivatortdsporidiatord Rgrigbie e

i nstructions does no} correspond_to the expgzct ed one, - and as coercion
means 18, MRISHEMEALAT thegexesution of A, soffvage, aad theseecend Aypesqarespemisaledaor t o

modi fy the fapcid QR ad,pf r il e n.the
chai ni ng SFHRet ARiditofis, KfyRE: Sl o Bplh 3 Bhriirl aPhd U8R "o
i n the casmdepbmdentlyloeimpcahlenstiond process according to the invention i

i npl enment s aol:preferred vari.ant enbodi nent of the principle of protection by

detecton an oF 4k Epﬂﬁmﬁgtiaﬁﬁn g€ ﬂ}emgle(ﬁf RYeetinn Brdetection and wpercione

moni t or i NGsiab, hdExRufGH EhRRctelidch h RariableoBheRufbildnl 6f software RBIdIST ! OnS
set, an instructions set whose at |east some Instructions work win’

regi st er s aggdefined: at | east one operand with the intention of returning a
result, - for at, | east sone of the instructiopns working with registers: D a

part PF defi i ng™t ¥ TEMETEAIoR Megnsof St B Porstoilify toomemenzs at deash ope
defining the expaefed GRanBisiferldk LR fXGuhligh f i I0fSH! Uali Qa8 and

including bits fields corresponding to: | an’identi ation treld of the
i nstruétion Cl I ,fufctiomlifyoof asdiwaoger and of the instruction: * a flag field

CDk, * and an e_xiﬁeﬁt gd identifi cﬁiiqc%g fi egﬂ. Cl Pk of the operand, - for each
register bel dngifghe §etertonRsed {4t the PORUHY khmopieriatlyastppe fhresialduct i ons
set, a generat ?dasb&ﬁélkéﬂd %h'vg?aﬁlhgkiﬁl&@ﬁmem which is automatically

menori zed the identification t ast instruction 56 whi ch has
returned its e esand actualizatich negns emdbling suplateeedchovariablensf théasufsméift

enabling, during, the execution of an jnstruction, for each operand, when
the flag field cdopendipgendh ysage gf mc?%?‘%@a‘f’li“f’l} itds aﬁsn@agéner at ed

identificati fiLeLd .esnandi t: reqi ste yasai d

oper and, andgpﬁehgép%oc?tsgac?ge‘%{bﬁl?a?g’t&l %%é}% iﬁe}}p@i&g? "“%013}l t %%df%@?gt?nth%f sai d
operand, detectiorameamel Tarahtheeassiohtn eansals; tienahlalingtidrome®l fy the result of
the instructions, if at |east one of the checked equalities is false. and

in the case Vieradsoghese, in thetsonieeof e ¥ulngrablersofivgre 2vs: he i nvention 0
i npl ts th i,nci pl f.. ) i ] | def i ned: -
2Pt Cagor s ng Scorthifrst Sbh et TR E RO b ke Al Vi nep o iR, °°

to be monitored using a variable of measurement,

=

) e at least one variable of measurement used to quantify the usage of said

functionality,



- as a dependent function, an elenentary function or an instruction, - as
an order, at |east one argunent for a triggering command, 5 correspondi ng
at least in part to the information transmtted by the data processing
system3 to the unit 6, so as to trigger the execution of the correspondi ng
dependent function, - a nmethod of r enatfi ng of the orders enabling to renane

ostoring moahe: 20 B0 GAEATESHRE SRAA | e | YO i gnedaresTg phase
U, d bl t f th
amed order . SEPRMREHd En TR bl o ocese accorai ng

renamed order, and process according to
the inventi onei mMahdnkNleastaoN@ théRbd obf tul ?Gatﬂrbf‘“t‘l'lep' 961ep[)f)t,§&{s{lféﬂl .
renamng, is also 5 defined for at |east one depen ent function am |y
of dependent fund@pe@dmgallnqmusalganésaldfumqmmlayent but triggered by
trlggersl ng co, nds V\:hf er d o ders_are different, and in the case
where t’he prot €¢fTBF° BY B€e gre; 2ystip ghemmedifiedso %Pptloetﬁ?émnsth@ne of
the prefer oot} riRAt, I NCi ection
by renam n%),ﬁfbaere agéo gétﬁ%te)é&'?l%ry& t{ﬁgas g%a{e?% pgeé% ch é{“flg‘ﬁt 8§ famly
of al gori taxetwtiun of theipiottediofidapserysiaht sédéﬁ@bx&ﬂﬁonz & - by concatenating
a field of noise to the information defining the functlonal part of the
dependent funtti aftualigegtbe yedablp afhmeasiirement dependibg amsthregudage of said
identification fhﬁlfj@f the instruction ClIl and the expected identification
fields Cl Pk of t 6pﬁlf%ds 5 and in the case where the protection
process accordi nand @iddihtd BBliraP ol ARRRRGId Grasifker red variant of the
principle of otection by renam ng, are al so i néd: - as nethod of
renam ng of tI!Fl)?@tbﬁ’rdmrés Cbmngplltmengmmoﬁmd pratectedindtwirb @ ppthd @atiable of and as

restoring _neans 20t lﬁgp? 4’% nt i r}g a deC| herﬁgg met hod to deci pher the
renaned orBNEPECHEG {sRdajed qeppndipg on; the Nsage of s cticnalib and wheabei ons t o
execut e i Rhiebifold b teréssedUhk ' {
definitions stage Sil |es fo%&%gnggééa}{ss?zg%ﬁg% %%gﬁé{t@%gc{geon tg?age

S12". Duriwlick mkeaansachgadsm;sm o mfnnnrthe,tletd prhmsﬁng rsgsteined a@@ftol2, 13
and the eﬁlg(gb;t i on neans corre“E% to the definitions of the
& E

definitio REGessipgs cargied {AFOREFYiRg, means) 46 gusbling to mpdifif or e
carried ogke mnbﬂemag@?metwrhe@opfhetﬂi%técfea%m @6&1& éﬁgﬁp pg - . g

during the usage phase U, the transfer of data ween
system 3 éhﬂjpnot@t@laomarf&p ismedifiedst ructi on of the expl oi tation neans

enabl i ng t he i ng th a Uto e ute the elenentary
functi ons of é{" é‘f‘plem“, é'r‘?’ér??é‘r@" ?HF@h?ﬂﬁgmméﬁﬁﬁﬁﬁlﬁ?nf REtherprinciplee of
prot ect i oRfbproftties { by MefRbof ORKIC botcich abidg, as | dRleiRRlieda (ffible of

construction:
measurement, are defined:

e for atleast one variable of measurement, several associated thresholds,

¢ and different coercion means corresponding to each of said thresholds.

Are also chosen, in the source of the vulnerable software 2vs:

e at least one variable of measurement used to quantify the usage of at least
; one functionality of the software and to which must be associated several

thresholds corresponding to different limits of usage of said functionalities,
e and at least two thresholds associated to the variable of measurement.
The source of the vulnerable software 2vs is then modified, so as to obtain the
source of the protected software 2ps, this modification being such that, during the

) execution of the protected software 2p, the second execution part 2peu:

¢ actualizes the variable of measurement depending on the usage of said



- of the exploitation neans enabling the unit 6, during the usage phase U
to also inplenent the detection neans 17 and the coercion neans 18, - and
possi bly of the exploitation neans enabling the unit 6, during the usage
phase U to also inplenment the actualization neans, 0 - and possibly of the
expl oi tati on neans enabling the unit &35 during the usage phase U to al so

i npl emrent the refilling neans, 58 - and possibly of the exploitation
means al so enablﬁ%@“@ﬁgﬁﬁnit 6, during the usage phase U to execute the

by renari ng 18 afbpekRIHEHERREE dillfenty bt Pttt B VPRENRBRbAES! | on means
enabling the } r LiAGk: mgge U .apl enent .t he
restoring nea%llgd.) thgl_rﬁvgongg,ngltg %lljégp ?’on 0 Pﬁe&g%ﬁ& ?%ﬁegir{g{r%giaeg%oﬁg%ea??i ed out

cl assi cal |wher the dirgththreshsldgs arosstely eleomiie BtinfoRink tdath ProdRSsih@ bRt GPUNt t he
definitions intervened in the definitions stages S11. Such a unit is

descri Bed qupinig the protegted |seftwarsc?p mot da usp saidgfmetiariadity @npuotends thee pri or
protectio - phase Pl, the constructi st.age, S12 can be fo]lowed by a
stage cal Ir})ééyegtﬁgés’@ﬁ'g‘ieo%ﬂ E%H‘le%ﬂnéisﬂ’@es%g%’mh@gﬁ}tﬁgtﬁ‘? ﬁF@“ﬁr@E“@g‘?lérWlﬂbt i on
stage S13,pokntiaRVBE crdsRA! In 86 chddsyiidrafnd BortERandid i [ oitation
nmeans arepuplnolaggd tcosat Ieastc oneﬁe[l).l anksneu(r’]it P&%ltgﬁl%%g’ fhﬁ,?gglié?odh of

obt ai ni ng ra¢ans déstanomekepthe-chosdrofiinztidnality ineffective andiotimdk® ehaoPpotdcras t hat
part of the,5 ex20I oi Latjon neans, once transferred to a pre-custom zed unit

66, is no SPHVGEZRN

PHEGHY- accessi bl e outside said pre-custonized unit 66.
The transfer gf € j i reqR it be. carri ed
out through an rag%p!t e Q%rgfé&%ﬂstggm zat ?%élcblfﬁtl‘e{%@%“ gﬁ{ i g’gis}l?%tb%d&?% t he
rest of t hpgindipdeof pofection by @étgetion ahACoetcion Wning; as ehadficterifices uaiabd g£d uni t
66, constituted b}{ a claig%{arq, 7 and its reader 8, the pre O custom zation
concerns GRIASUEMENG 71g detined tetilling means cpablmesto predit at (lpash osasoRwate Pl |

after the fggdtionhlity ANSnitdEP S ardy [ t tion stage
5~2, a stage cal Itgd "tools Xa%i%ng-$§g§%§%¢%gg{1%k%ng?sg%§.§ Hlﬁo Spt hi s
t ool s nakiusggest age S14 are nmade tools enabling to hel p generate protected

softwacre or aptonmpte the protection of software. Such tools 5 enable: to
hel p choose (#Iet e h%gg“‘gﬁ‘f(ﬁﬁiql@ﬁf)}‘ymﬂ‘st HerlsmeRtng L Ik adgitiopatoe the t o

protect: etcbforhidad . | Janki! Sahd, o nmentary
functions renotabl e i%ﬂ%ﬁcﬁr\fiﬁﬁ?&%@fﬁtaﬁg t%glrufq}l%%g I ab gét{l%{e&laﬂ#édi fied,
- and whemean® principle of protection by variable is also inplenented,

59 the varia IS%% iable to be reppted.in the Hnit 6, - .and when the
principle of PPEPERYTBITYS soee Of the AHieerable seitware 2ysaaideast ape waiabled, the
execut i on of iasetAehSidedId 1indit M MdaBE oFA¢ leaBOSR hﬁlxﬁoﬁa!ﬁﬁ%ak rdohlwakﬁ .
processing(s) liable to be split into instructions 5 renptable in e unit
6, - ahd wnéwhichanpstiba@bls te befcrgslited awith atrledsy oneaddifionpl usagal so i npl enent ed,
t he al gorithm,c processin Liable to pe.split into dependent functions
remot abl e i nq%ﬁWtoﬁhﬁ%aﬁfﬁbhmfg‘ﬁmﬁés& B@P@B‘ﬁ%"ﬁiresot 3 ¢he ommands
can be reggRd . of Ghe gctell aBtiaRe Phi N taetd qﬂgiinr%i nal
branch is al so inpl g?n(gnt ed, Bt he cgtril%i ﬁ%@dﬁ%cragﬁgh%gg \?\#lbggglaf’unct ogn)al ity

i s |iabl ephasercalled wbtrefilling, ahleastnone 6dditional, uspgs of bt Jeastt onehfilnptigreatiy at e
protected softwa rotection of software. 5 These

. h
different © %%ﬁpgmilﬁﬁ?‘%%tc@%ﬁ%ué’gggﬁgoﬁﬁge WETER: 132 B5reredit8onbi nat i on and each

t gtranlo can hg;/gs e Wht,| @il thHeUsHASE DI efillins HAelctRAzaRbA Gt SE Wast BHSEMD! €r .

chosen variable of measurement and/or of at least one associated threshold, so as to

allow at least one additional usage of the corresponding functionality. In other words,
it is possible, during the phase of refilling, to credit additional usages of at least one
functionality of the protected software 2p.

) For the implementation of the principle of protection by detection and coercion

using, as characteristic, a profile of software usage, is defined as criterion to abide by



The prior protection sub-phase Pl is followed by a subsequent protection
subphase P2 whi ch depends on the vul nerable software 2v to protect. This
subsequent protection sub-phase P2 is conposed of several stages as well.
The first stage corresponding to the inplenentation of the principle of

protection by elenmentary functions is36alled "creation stage S21". During
this creation stage S21, the choices made during the definition stage Sl11
are used. foysaid piedilegfdisage, sticast oho faakure afisofprars eldaptioh. t ool s const ruct ed

during the topl s making stage 514, .the protected i software 2p is created:
by choosi ng, “gﬁe311595595‘%1’131ti%%“ﬁﬂ%&&?ﬁ@&%’i%ﬁ%ﬁ"%?&ﬁ, during the
execution of hgatyﬁsp%ggbﬁlgﬁogﬁl%%&ﬁ%@yses at | east one operand and

enabl es to obtain Yy choosing at |east one portion of
the source ofe t hihdvatheast & RateRf srkeButRIESHE WhicRiaR1dast GHe dHB&SLpBAR SFOSEN
al gorithmc processing, by producing a source of the protected soi ~ware
2ps from the sowssage whsttabéde. 60 vul nerabl e software 2vs, by nodifying at

| east one chqsen porti of the soyrce qQf the vul ngraple software 2vs to
obtai N at | oud oREeIRidhe VulseBI salwase T Bt MR ue s gp obian e
software 2 i i %l { L NEhi : i % execution
of the pr%‘?%g?tggtg%%grt%&g%ﬂvgﬁ? ?$'§1 ﬂléig@gﬁ%ﬁa%ghngz%gfsl tﬁ%’ g{'(lg% 9 in the
data proc exedulﬁgns;fshsapm&cwdcko&w&ﬁﬁmdhexmﬂieﬁ&mhgna&pmeui dbiR¥eged in a

unit 6, obtained fromthe blank unit 60 after upload of information, - the
second ex&uehasen featyrep gk axeontiontlasother werdst thepnit ¢ itself sramitorsythofway >

| east Qne it hmo r 0C.eSsj -..at |lea 0 chosen al gorithmc
proces_(s?i né&rg&g’gﬂi .xggt('i)ti%nhg%r?. relu_nlé ?S’%eggtecge%nﬁt faélnug#’"? Hzgeéﬁ B@F@%ﬂ%ftware
2p, said gygani3 bnd/er MokRSHe RndtoneXe 0l the pRiteciBRBSAWArel 21 if QRO REse

execution part 2peu, using elementary functions, - for at |east one chosen

al gor i t hnivheps adeast ppgyfeaturepbonegutioncismohabidedibe i ntegrated to the source of

h ' i f th d
Sof tware 2p. e P ERectS of e i Blen il coRbate o FHGHR BY 1 oo o

part 2pes tiysteienc@BLthe unft :he unit 6, the execution by neans of the second
execution part 2peu, of an elenentary function, - and a sequence of the
el ementary conmmeasdong gs eéHdbe deatwron gf teecution offallsthqunediGed abitions of thée

execution of the otected sofiware.2n.. and by..oroduci ng: - first

obj ect part 2pospr§ c{eﬁgo Btk &4 agb(f%/@'r galgB}.c}/dpﬁgﬁpqrﬁgmg%{}pggrogqct?cﬁe _
protected sof t WayoRtwhRS 2pSHosk ofiihalBR] RCthaParid protsttddesotbvas Clh Wiks duri ng
t he execution of the protected software 2p, appears a first execution part

2pes which is exinaldy,i n the data processing system 3 and. whose at | east
a portion takes |nt. ccount A hat the el enentary.co nds. are.execut ed
Rcbordi ng t o ninalReR bt giade or RaG BT 3tk GEPTRP B A OREE 4 1 ne
protecyed sof t wak o Bbide® Biyaihiei dith preesSinyd Systedt BAB iMfRANSd of &I MdERGRET

obj ect part 2pou being such that, 61 after upload to the blank unit 60

and during the chmetioningobthetprstion of tha protested: spimarepp immodified, sththasecond

execution part ey by. nean f i ch, are execut ed el ementary functions
triggered by thgtg?wo‘ﬁgcoittﬁm\gggﬁd? .a_re iﬁfwgﬁld}g the principle of
protection byriel eRAéAY of WS feaRii6P bl icReckidntdaf bWERIdepdd, Gk R
applied directly during the devel opnent of a new software w thout requiring

t he pri or instanice Abe inonitoring oflitheeprasanse soff mgksuasiony inglndingasmatker on theot ect ed
software 2p i,s .obtai,ned ditectly.. ri t he sub ent , pr.otection

sub: phhse ToBitOE of i Prar g Fortt T S TaPe FssBEfBon 1 appl i ed
in. addition Hep thd'EnpleinkhiaBbs o?fthepfaﬂhéi i Mr@%ﬁtio@b?%ﬁkﬁéﬂ aﬁd‘E&tréiBHS’Szg

"nodi fication stage S22" takes pl ace. ring this nodification stage
are used uiogdsffeatitd ofhexdcntion ve abidei by, tthe mbaitoring o tie exteagtiorSehainibigi ng

said definitions and possibly togls congtructed during the tools naking
st age 514?°rt3ﬁ2336?%‘!€'e?£15 'i‘ﬁf‘gﬁ%‘ic@% af%&?ﬁﬁﬁfi ed to allow the

i npl enmentatiQn of., ; . principl es. : I: i . ne.of the
ar T angenent s her SHaF oo sPE WSB! hible RERELKCIBIR RIS

vari abje is iepl £EBNGERstriéteord WnBfihAds for said instructions set, said instructions

commands are liable to be executed in the data processing system 3. The




software 2p is nodified: by choosing at |east one variable used in at

| east one chosen al gorithm c processing, which during the execution of the
protected software 2p, partially defines the state of the protected
software 2p, by nodifying at | east one chosen portion of the source of the
protected software 2ps, this nodificasfon being such that during the
execution of the protected software 2p, at |east one chosen variable or at
| east one copy ofxectipaeol eawhi efbsad irdrugtions comhemndniin s data Eocksbing
producing: - the first object part 2pos of the protected software 2p, said
first object par¥SioWod HHEEsE dudhe Wk, gthe precutian exfethst corespOnding

pr ot ect ed soft\/\qfl&},& at | east one portion of the first execution part
2pes takes also Into account that at |east one variable or at |east one

copy of vari abl eiefgibsl afeahs 19 feﬁamd'gt toSdetect 3NM th@ehﬁﬁiﬁg%q*tﬂé)hﬁ&hctgog{é 2pou
|

of the protected software 2p, sai 62 second object "part 2pou ng such
that, after upl aboss hot dovespomidito hecaxgheckadiong, t he execution of the protected
software 2p, appears the second _execution,part 2peu by neans of which at

| east one chdserfMg5oeEnione megps A8 qnabling e, dnferp, the datanprocessingr systsne 3 esi des
too in the unit ] ri nci-nle RLRCH t] and
coercion is i mla@ﬁ/g&té‘&?ﬂ?ﬁ%?%{g#%@bﬁ% Osfg% ts§ar e Z%h%g t‘ﬁ%&ﬁ%ﬁ@@ OPQV

choosi ng at | eadhstartiosdddesmbecdiedporid the bRpertddadnest i ¢ to nonitor, anong
the software execution characteristics |liable to be nonitored, by choosing
at | east one Adeialserqopptraciedprpleitaipniipeans enabling themitch s also pxeate the e

Cof t vt o EERCRTIORE b SR 854 BReduoh d? 5T thifeBone SEnB RS v o
execut i onbg ke ket @idnsihitke dta bRocBSinDestedi 8 @f thestiRdbhyédiBmands, east one
chosen portion of the source of the itprot ected 5 software 2ps, this

modi fi cati onIbhalsegckesen, ithdhe savicaoth the arlnerablegolivanch2vsprast leastechesof t war e

2p, at |east .qgne. chosen. execution characterd sti,c is. rnponi ed.b ans of
Che Secondebylife bRonarE Shith AluGoFambE B ik, e & R ApE it FBE "o e
by | eads _bl‘i’aiﬁih?dﬂ@iﬁaﬂbﬁ@@fﬁﬁbﬂﬂw’iﬁﬁi&ﬁoﬁsmloflﬂméﬁi%d.Ed and/or to a

nodi fi cation of the execution of the protected software 0 2p, and by

produci ng t hdheseusred afthe vuingeable sofowaref2vs iethsnanedified] sodtsttambiain the

cont ai nin he | Oi i . NSaal SP:.i : nting the.detecti.on neans 17
and the cgoe‘%r ?Sﬁﬁpr?e‘g%é&&@?r}’g al ?eségsoﬁ%sorg?%@?%boé‘r ?eq%%‘ifhbtg‘ﬁﬁéugﬁ% % hat ,

af ter upl exstution bhthepibtected aofwaliérdpig t he execution of the protected
software 5 2p, at |east one software execution characteristic is nonitored
and the fact *t hahe seeand: execution pam Apebexretted at |least| thet fanctienalify af thocessi ng

system 3 being ipfor .or_to a nodification of the execution of the
prot ect ed softm&?lgge?gaﬁg(ﬁgtrﬂ%%gmlc%ﬁ‘%nt ation of the principle of

proteciion by deheehdsen aBidfitliRR ProRRsiAE i SpIRInt6 MtAetiédd, stic a variable of
neasur enent of the software execution, the
e the chaining by which at least some of the instructions must abide during

their execution in the unit 6 is specified,
o and the first execution part 2pes of the protected software 2p executes
instructions commands which trigger the execution of the instructions in the
i unit 6.
During the execution of the protected software 2p, protected by this principle, in
the presence of the unit 6:
e  as long as the chaining of the instructions of all the modified portions of the
protected software 2p, executed in the unit 6 cotresponds to the expected
) one, said modified portions of the protected software 2p work nominally, so

that said protected software 2p works nominally,



protected software 2p is nodified: 63 by choosing as software execution
characteristic to nonitor, at |east one variable of neasurenent of the
usage of at |east one functionality of a software, by choosing: 5 - at
| east one functionality of the protected software 2p whose usage is |iable
to be nonitored using a variabl e of nedsurement, - at |east one variable of

measur enent used_ to..quantify t usage,.of said functionality, - at |east
one threshol d* as?ggﬁfg?%alaf%x%ogﬁﬁéﬁﬁﬂ'\?ﬂ?ma I%P%?loﬂﬁﬁgl?r@ﬁ@ﬁédéeﬂwes@ondi ng
toalimt of us | [ ' = | east .one t hod of
update of a chosgﬂ%%fﬁeggrgh{km?rgé@ggé%n eseog@ﬁaﬁegem?c{eﬂémﬁs %8 said
functionality, piodessingnstedyd ndinddimedasttit MPorciRe TeRHRAld ﬂﬂhﬁf ohft(?}] source
of the protected software 2ps, this nodification being such t gt, uring
the execution of of peotectet solwared 2potst weadifigp, sot et véhe i filnctionihg nefa sis ement

I s actyalized by ans, of the second_execution part 2peu depending on the
usage §f sai d fuPrg'EGBeﬁéPf‘W © n?ﬂd?ﬁ%‘gst one threshold crossing is taken

i nto account .pigafe 1€ if IS fo@id ef e vari ant
enbodi ment of Fhe. ptii rﬁ%ﬁ‘%’%@gﬁ@ gér)égt é?ioofﬁlréglé@t&l@éﬁ‘ Oél{ g‘ﬁ%l 'l “%IQF off usi ng,
as char actpeotestiancby deteetionadridecarircion asingp ae faturt b€ eRe@itidal hbiR byhe 2P s

nodi fied: by .choosing in the source of the protected software 2ps, at | east

one choserM3miorng of th exeeution ehnining of aahileast oneparbef thednstivations, setise al
t hr eshol d%age%ﬁﬁﬁ ' Q&eé %a%i:ﬁ%?s&aeo'?ﬁed%ym ts of usage of the functionality,
WO resn S

by choosing at |east assoCiated to the chosen variable of 5

measur énent , Thenfirsbyxecntor yarh@péd of BeJrotetted ebRwaR 1N ekbQiedin urce of
the protected software 2ps, tth nodi fication bei ngn‘s)uch teﬁatn, gSlra‘?ér?g t he

execut i on PHICERHIRE pystanb 3+ exgeutes inslpetions, commangs €dstripgering, in e wit 6 this

t hreshol d | t, di. rent y _nmeans_ of, .t he second
execut i on%ﬁgéruftﬁoég}gﬁﬂe &g{{gcrtﬁ}%g g'ufper%%?%%g §}el 18%&'5‘:?%85 §%ci"hﬁalﬂ ARYIUCHRDS var i ant
enbodi mentetpht lehst spmierefithd Mstlictingteach imfudda pigt 8&HiiAR R RAnEMGHafity 81 US| NY

as characterjstic, a variable of ]
the instruction and a part enabling to verify the expected chaining for the execution

» of the instructions. In this example, the instructions commands CI; are represented by
TRIG(i) and the expected chaining for the execution of the instructions is iy, in+; and
ins2. The execution in the unit 6, of the instruction i, gives the result a and the
execution of the instruction iy gives the result b. The instruction iy uses as
operand, the results a and b of the instructions i, and in+1 and its execution gives the

+ result c.

Taking into account that said chaining of the instructions executed in the unit 6
corresponds to the expected one, it results in a nomal or nominal functioning of the
protected software 2p.

Figure 72 illustrates an example of implementation of the principle of
protection by detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the instructions, in the
case where the expected chaining is not abided by.

According to this example, the expected chaining for the execution of the
instructions is still iy, in+1 and in+s. However, the execution chaining is modified by
the replacement of the instruction i, with the instruction i',, so that the chaining

actually executed is i'n, inv1 and in+2. The execution of the instruction i', gives the



64 measurenment, the protected software 2p is nodified: by choosing in the

source of the protected software 2ps, at |east one chosen vari abl e of

measurenent enabling to limt the usage of a functionality and which nust

be able to be credited with at | east one additional usage, 5 and by

nodi fying at |east one chosen portion, 3% his nodification being such that
d of ref at |.east one additional usage of at

d [ 1
I ggls'? goﬁepfﬁwgta?gﬁé ¢ 83me B?Sf“*ésdﬂﬁfﬁg‘? FI{SFCEJBO%L of thesiagtryetiondip| Boweveneatahe enent

b | f f t b
e € R B I B
usage, t hetheriastaetie l'%,ocﬂde‘é@{d? c%ﬁeép%nﬂnt@' the @&dpectdy 1&“?9!?%1{13% Ben zﬁfe " 8 usage

execution characteristic to nonitor at |east one pro

by choosi ntgselt alused &s opmaﬂcbaf thednsifuctine d . The dutectionGhesdt lﬂﬁlﬁﬁ'm%ﬁtc“ose”
5 proflng %fF usage nust abi and by modi fying at | east one chosen
porti or of erfeetetg means 1% w br‘B‘?@f‘X wogbnglmﬂle fapetioning of the distiuction on

bei ng such; that, t f t.he rot cte oftware 2p, the
second exelift ?% thﬂ%% rége(l‘;e‘ﬂul gbl d%’g é}ﬂﬁ? D Ip2 &‘ﬁ rP%‘&fﬁ{é’ iche can e ut i on.
For the i nmlﬂemamw bl £ ifPihe e BtRorObf er%@ﬁ'ﬁét% £y 8L 8okl 43N
coercion using as feature of execution to abide by, the nitoring %f the

execut i on @iffarent dgm e resulit @ of dhie dnsttuctiow iRpitiis qmlﬂltimtedm rebylt ®Bdhéyi ng at
| east one s ortio ce of the protected software 2ps: i -
by transfo ?WSWP ﬂ@%{’%ﬁ&"?{%ﬁi’gg‘i"fﬂbﬁs into instructions, - by specifying
the cha ning FMSMIPES fHeSéx R SHE cldi ing%?*méqmmﬁoﬁd“%éﬁﬂ&hrlﬂ | O”Sv‘i'u” ng
their execution in the unit 6, - % y transto e el

commands i daes noh sorrespond s th@nmwtbd g, racsipdifidation ©f thd functishing Gfitaes used.

When the principle.of proteciio renam.ng i s i | enent ed, the protected
sof t war e H {' ﬁﬁaﬁt‘vgrg p can there ore%eobtagled d P P

Figures 73 and 74 illustrates a preferred variant embodiment of the principle of
protection by detection and coercion using, as feature of execution to abide by, the
5 monitoring of the execution chaining of at least one part of the instructions.
According to this preferred variant, is defined an instructions set whose at least some
instructions work with registers and use at least one operand with the intention of
returning a result.
As illustrated in figure 73, are defined for at least some of the instructions
) working with registers, a part PF defining the functionality of the instruction and a
part PE defining the expected chaining for the execution of the instructions. The part
PF corresponds to the operation code known by the Man of art. The part PE defining
the expected chaining, includes bits fields corresponding to:

¢ anidentification field of the instruction CII,

A4l

e and for each operand k of the instruction, with k varying from 1 to K, and
K number of operands of the instruction:
—  aflag field CDy, indicating whether or not it is appropriate to verify the
origin of the operand k,
—  and an expected identification field CIPy of the operand, indicating the
) expected identity of the instruction which has generated the contents of
the operand k.



65 by choosing in the source of the protected software 2ps, triggering
commands, by nodifying at | east one chosen portion of the source of the
protected software 2ps by renam ng the orders of the chosen triggering
commands, so 5 as to conceal the identity of the correspondi ng dependent
functions, and by producing: - the fijst object part 2pos of the protected
software 2p, said first object part 2pos being such that during the
execution of pRelr i ' i B IS

renamed order sbarlghgieggﬁl?ieég?g?a’gggﬁ%sﬁgcg%ﬁc%ﬁ{d{nggljag%nggg t 2po§l§%¥)\g ?Ee

prot ect ed thefprav@ssn@mesmnl@ieacnrpgtsher beiy mwintealt R witleavarygdgsHomnptenent i ng
the restoring neans 2Q, said_second_object part 2pou being such that, after
upl oad to Kee&agmregister af@tﬁeﬁﬁﬁfiYW%ﬁ@Qéd@meg’ﬁ of the protected software 2p,

the identity of t epen t functions e execution .i.s triggered by the
first execution 63&?‘9]?5@5&'&5 Qﬂé%?g?\ga%gytwnﬁﬁ%oéqr?@ﬂge %Woéigélfgpon par t
2peu, and the depgpR@piheleBAIICANT IR Rs@u@fonsed by means of the second
execution part 2peu. For the inplenentation of a variant of the principle
of protecti one byandcageieged identificyiont Rt €IG @hibitigetoRemsrizddefid@fity by
choosing, in the squrce of the protected software 2ps at |east one

triggering conmmaffiths inpfryctioniekich haw generated the contents wif the finctional tfiglde

chosen portion o . 3 t re,.2 b pl aci ng at
| east the r enarregF%'% é‘? %glﬁe?%ﬁgg%e%‘ggg%{c{q} ﬁ%‘g?ﬁ.‘fﬁ; %‘\g{aﬂ%ﬁﬁﬁ& ‘Eﬂvﬁiafean‘& d
order, with anot figrcontsinded the d@ntifichlicto Teldsf thelRRENSRH CIERGLiEPMaef t he
sane famly. Wen theggri nci pl e of protection by conditional branch is

i npl emBnt ed, t hegyetatedthedusdianabfie dXpFy. Saithgentrtatad: ideyfication fielyCIGh t he

carried out i ab RN et gRs AR oK ARk of S ESBIHGhS MR sl Yy ng at
| east one chosenypdrthé B8 defectibemeay FPE of the protected 66 software 2ps,
this nodification being such that during the execution of the protected

sof tware 2p, Puedng theexeanionafjandpstarctionathe detaetianmeans Josadiytdud fiar eachanch i s
executed, b nﬁq{lﬁ ?fl t he seco_Bd execution part 2peu, in the unit 6, 5 and
by produci%é?an- & 19l19vIPg ORFTAUONS 2 't 2pos of the protected software 2p,
sai d fikrst objectheRBllficlPeD,Netdg, such that during the execution of the
protected software 2p, the functi onal | ty of at |east one chosen conditional
branch is exeeut Hdhé¢ flag HeldiQDy ifpobes- itathd expertskidentificitiondicldp QTP 2pdu  of
the protected software 2pn, ,said sec ject part. 2pou. being such_that,
after upload to ?ﬁegeﬁ?fﬁpaéd%ﬁﬁ e ﬁgl%t@ﬂu E‘BP&?&W@H‘%‘P @ﬁ@%&?ﬂ%&@ by
software 2p, appgRlopetaig kS£E 8B BAECUti On part 2peu by neans of which the
functionality of at | east one chosen conditional branch is executed. 5 For
t he i npl enentet i the eqhality pf featmodibldénCiBy areh€IG istcheckedj nci pl e of protection
by conditional brapgh, the protected software 2p is nodified: by choosing,
in thelsource® of hdl the,cdbdley isflsfar ezfgg%ctlaﬁ meanst 17 ronsider dkatothechosen
condi ti onal bran : . IFW en portion of the
source of the prg’gbgg?%rbms/% 'agg?gieggss@?iﬁ?g%ﬁﬁl Fg(lﬂa??'on bei ng such that
during the exHsutdentiomindane 18 enable to modify the result of the instructions when the

detection means 17 has informed them of an instructions chaining not abided by. A
preferred embodiment is carried out by modifying the functional part PF of the
5  instruction currently executed or the functional part PF of subsequent instructions.
According to another advantageous characteristic of the invention, the protection
process aims at implementing a principle of protection, called by «renaming» a
description of which is carried out in relation to figures 80 to 85.
For the implementation of the principle of protection by renaming, are defined:
) e a set of dependent functions, whose dependent functions are liable to be

executed, by means of the second execution part 2peu, in the unit 6, and



protected software 2p, the overall functionality of at |east one chosen
series of conditional branches is executed, by neans of the second
execution part 2peu, in the unit 6, and by producing: - the first object
part 2pos of the protected software 2p, said first object part 2pos being
such that during the execution of the protected software 2p, the
functionality of at ~ | east one chosen series of conditional branches is
executed in the obdibl§,totraaster 8418 bsweendhe Bite Prodeadihg 2 af arddfe F&h;&t ect ed
sof tware 2p, said second object part 2pou being such that, after upload to
the unit 6 and dufs baid setrnd dependenti fonctidnsicar bpfinite ot adingtef t war e 2p, appears
t he second 67 execugion art 2peu by means of which the overal
functionality®of 3¥tp %ﬁgegﬂé cempepds fair saad dependent funetinns) said Anggsoing s

execut ed. Natural L1 RGLRA (o) ction according to the

i nvention can be Cla)tpp aﬁgg b%k@%kﬁytgiﬁr%xﬁgﬁ@hzn h?v‘gﬁt%BFPgﬁstSnggsyﬁg%a/aé@f twar e
Wi t houts requi ri ngo tridgePin 1A uit 62the ¥k BEltidMlorRbrréghoRdinE db &&dRd pi eces
of software. In this way, the creation stage SZdIi}’ anlggt hgétﬁgﬁ‘ir I cat1 on stage
Sz2 can be caeri dor eagh tuggrringicoamdng, an cadertcorredptontlingdit i€t inypdrh He0t ect ed
sof tware 2p. Duri.nfg t he subse%uent pr.ot ﬁcti on sub-phase P2, after the
creation stage SIMOPRatqq. tansitied by her figstr xeowion, part Ppesi tn $heasecondt he

nodi fication sta . - I i ! i tage S23" takes
pl ace. During t higgecgﬁé?o‘m zialél énsss Sag)gtré%?tt%%eg{el{clgﬁng%ot@?&?esﬁ&?%m@pou
contai ni ng the exppeaident functioreasid drdetipdvimgithe fofim af at RAStorRNEglthatkouNi t

60, with the intention of obtaining at | east one unit 6, or a part of the
second %obj ect pathe Bigeerngcommand, cont ai ni ng the expl oi tation means is

upl oaded to af | ea e _pre- o zed upnit 66, wth the inptention of
obt ai ni ng at }eagt ﬁltgﬁh%auﬂ?tr&%a%ﬁé#e%%pI°5‘£edf ﬁ%sgf‘g\(ﬁ} Hf’sbet:l}ks?‘g Ung|

i nformation enabhemlifieatidAke! teehdhéaBR! seitwii8ast B8R aURiethdd eﬂébliﬁ?o%l d be
observed that part of said information, once transferred to a uni , 1S

not directly acc&nams the grdery weasdaiobptain tiggering gemmands with retianydieorders

custom zation in i - Lank. unit 60 or a.pre-custom zed unit 66
czl;n be iar Iri edI Oéﬁf{ﬂgﬁ%ﬁgﬂﬁ%ﬁﬂggé%{lg{# 8%%?8%?&??%‘%3%%%5%%@%;5cri bed
in thesrest o0é thed eatsHngban imdésiiQWthOJwIsehﬁnttllf@uﬁﬁsedt&ﬁlg%é'm%%ee’

constituted by a chip card 7 and its reader 8, the custom zalion cohcerns

only the chip capPhesgangdgnabling tp sesteredhe initiadordsr, from the tenemed ordepfrass P,
various technica r L be re precisely in relation to figures
110, 120, 130, 140t°a%gf%2%61.%(@})%§dr%§{ﬁ‘fﬁ ?]FFOU%’FB%?ES an enbodi ment of a system
25 enabl i ng tBor thel ERflBinehfatios @Tths gﬁiﬂdqsle sdfogBtesfion Wy felatfleS Sird Risd

ur

account the definitions intervened during the definitions stage Sl1 and
duri ng whiSoRstERcted grRlpHatiancmeanfeenablingstertranstorm a blank 3nitn60 pde si Wiy 6 t he

expl oi tat i; i . 1 i4a 6. Such a system 25 includes a
2 SR BaRRs SRR Ll

program de opnen I'on Whi ch has classically the formof a
conput er conpFarstheginplemehtation wftthe prwvisie nof PotacibR b fensmidl, 3%e also
keyboard-dn;g,gse, .and includi ng, anong others, the follow ng prograns: file
editors, %%ﬂ@,somcemf&ee%m@ble@@ﬂ%mawe#@; interpretors, debuggers and

link editors. Laure, 120 1|l ustrates an odi nent of .a )

pre- cust omi zat i o%ﬁﬁ%tg)%ﬁ%l%’ﬁ% cr%'OF%S%itﬂﬁ BA% 2’3{{??5 90 operand,and yetumning, s f or
means 13 and/ or hfleastoateésul i ons neans to at | east one blank unit 60 with
the intention of obtaining a pre-custom zed unit 66. Said precustom zation
unit 30 incl utlesandatiileapt cong pertion nof tleaseured of rthb| vultprabie edofisdtare Qak) y 5
pre-custom ze, a_blank uni 0 sq as tf’ ohtain a pre-custom zed unit 66 to

It
whi ch the transf Eontapgateast ang chosep a PLPGeEHEE reans have been

.upl oaded. T i i j : i NG i ¢al.
cuot om at | on hesoatEbP M BhATLI olwide 938 i S8 ph Al BoRUIS BB the
t he form cbumemfithd protected solfivacaps. Wids modification is such that amsdrigidthérg: by a

chip card 7 and its reader 8, the pre-custom zation generally concerns only
the chi p car d® 7. during the execution of the protected software 2p, at least one portion of the

) first execution part 2pes, which is executed in the data processing system 3,

takes into account that the functionality of at least one chosen algorithmic



Figure 130 illustrates an enbodi nent of a system 35 enabling to carry out
the making of the tools enabling to help generate protected software or to
automat e software protection. Such a system 35 includes a program

devel opment unit or workstation which has classically the formof a
conputer conprising a systemunit, a ig4gcreen, peripherals such as
keyboar d- nbuse, and including, anong others, the follow ng prograns: file
editors, assenbl %&esgﬂﬁfsr&g&%@mtﬁe ufpi l ers, interpretors, debuggers and
link editors. Figure 1 illustrates an enbodi nent of a system 40 enabling
to create diract Iduriag fhecdxecutiuh sftthe protect@psaftware 2ppiiie sycoad entdigion paet
software 2v with the intention of obtaining a protected software 2p. Such a
syst em 40 i ncl udedey, Bhishrisaxesaied ishe ynit s pxecytes\ab least theiforctionality dfis
classically the form,of onput er, ¢ rising a systemunit, a screen,
peripheral s suchﬁk%@é’%%ﬁ%@@k@@mg’ OF%(‘? “8di ng, anong others, the
fol | ow£1g progr ang.n ki J : ; @iﬁ‘f’rgs i|lers,
interprgtors, de%%lbtél?dssg%ﬁgohﬁgﬁwe@?%rg@?qggplﬁoﬁmg{s to @‘%ﬁ%‘%ﬁ@g!’ o help
generat e prot ect ehe potdcval oftwaré 0p aedchrohbsersaforithiiic provessing Brexebutedy € 150
illustrates an enbodi nent of a custom zation unit 45 enabling to upload the
second obj ect paby means efothgsepends exesytion pari2pem, sing dapendank dundtiomst i on of

Shialning ¢ Lo AR kst BBR, RBRingTs GPLSFRSHARSEL, P

2pou to at | east "One pre-custom ze
at least one uni tfufctioh®fd], (ith 19 Fariiegl feomUnotN Y harélgt udes readi ng and
writing means 46 enabling to electrically custom ze, at |east one bl ank
unit 600 or at |east msébgr@e@m@wlme functionss@abling the placinghofome at

| east one unit 6. At_the Cll osgayp@f§ {tﬁ]ll rsllmgt%stﬁm zaLi on, a unit 6 includes the
i nf or mati on necessary SEEHHPC At SAE° § AEPHPOt ect ed software 2p. The
custom zation unit hixc| JHWiSiL ] i .47 for
at | east one unit G%i&g%nggﬁﬁ%lg%isﬁgl?ance, bﬁgéeeﬁf#??g?gfl@g?@gf%?ﬁ%ner. In
the case where a uniconfhinaionothst functierhlity of théichosear elgdrithnulc irecessinger 8,

t he custom zation generally concgrns only the chip card 7. The protection
process accor di ng td‘s’cnrgesafdx%ﬁ‘l“}dgﬂ’ can be inplenented with the fol |l ow ng

i nprov nts: It.c YY) | i.ng.and
oD | 21 ng. tni €5 Dotiaay R e o driATa dtelen REhS enRIREES DI o,
of the protected softythe eni2[®, stthekiata proe¢ssingaystem®'e dispakil of tHeaesdeofit e t he
protected software éﬁ t he apsence, of at | east one of said processing and
menori zing units prd0eARISHY &9&“&5‘&@’@%‘1@5‘3‘% protected software 2p. In the
same way, aftgr t#ign ; 1 L | d i ] ion
stage S23, the part gpﬁtﬁgég&ﬂoﬁgg?‘g%@gg?ﬂ%gg ’%&g@r%ﬁﬁﬂréﬁ.{sform
t he pre-custoni z@peuekecuss thetlependenti fim@iawfdlje contained in a processing
and nmenorizing unjt, used by the cggié)m' zatjon unit 45 sp as. to limt the

access & o sai 8 psingthe grecution Qf thepprotqctotsatiwate ap, tigidspendept fungtienpart of
t he second objec ) Sn¥eh veral processing
and nenori zi ng utﬁffgfgggl%taﬁgttﬁggﬁrgﬁpart gﬁt‘ﬁ@%@%‘%@% ?g’ect part 2pou is
accessi bl e onky dudiagequencd of the usgpepingseommpidscizsctiosen amdngBA® sk bNQ
units. ~0 CLAIMS 1 - Process to protect, using at | east one blank unit
(60) including ascqusases aHoving shea sxsrutiomekthe pteatedisoftwaredBi ng neans (16),

a W nerable s e 5 i AR LZEds US i d vul nerable
software (2v) %?ﬁ%tned&%}oél a gbgs?%%{gtg;rg%@@g? emzlsefs}l,y’ %g! e%%bﬁ&#"%n
processs Copfptbssinpyset 3,ikedutts Bigyeting Rophdads With rendlfiéd Bide transfersifty  Of

el enentary functions whose el enentary functions are liable to 0 be executed
in a unit regamed orders to the unit 6, and triggering in the unit 6 the restoring by means of the

restoring means 20, of the orders, and then the execution by means of the second
execution part 2peu, of each of the previously defined dependent functions fd,,.

In other words, the principle of protection by renaming is carried out by
0 renaming the orders of the triggering commands, so as to obtain triggering commands

with renamed orders whose execution in the data processing sysfem 3, triggers in the



- and a set of elenentary commands for said set of elenentary functions,
said elenentary commands being |iable to be executed in the data processing
system (3) and to trigger the execution in a unit (6), of the elenentary
functions, 5 constructing exploitation nmeans enabling to transformthe

bl ank unit (60) into a unit (~ able to4execute the elementary functions of
said set, the execution of said elenentary functions being triggered by the
execut i on it 6,ithe eedcatipn of teslependeis fimitti6d) whichfwdulehbleciEen tagger&PByRNAS,
creating a protected software (2p): . - by choosi n%, at | east one -

al gor i t hni the piigaesisg commends Withmoet-rengmedeorderscwitham howevérdhe examsination
software ( , uses gt | east .one operand.and .enaples to ohtain at |east one
result, - ‘?thxy/?hfhﬁfffgelcﬁa sqftwate Zp B‘i‘f’g"ﬁgr'iol grergping eé&ﬁn&é ogftﬁ? KEecHteder abl e
sof tware (gpeddenPiin@iifisNg at | east one chosen al gorithmc processing, - by
produci ng a“source of the protected software (2ps) fromthe source of the
w ner alsl e sof Figare 80 2llsstratddyammexiniple nf executipassf ©welnefabkesmfvedre 290 1T t he
source of the vul nerable software (2vs) to obtain at | east one nodified
portion ofthisexaBiple eppesrs dwringothe exequionsefftheamlaerablessofiwiarg v impthiefdatat i on
bei ng such_that.. D duripg the execution of the otect ed ftwar. 2p) a
first exeﬁ??eéﬂngﬁ?te’("zgegﬁ 3 %eré}?eﬁmeebmi?q?t’t&?@ %i‘f“iat’pﬂnoefé ﬁ?@gs&ém (3)
mand a s j )a KA1 tf o Fto(8) . abt.al ned
From t he BCAGPARREtos B Effdmicabtd)a \ARIEDS o b Redtit B o igorififie
execut i on precessifig pepugsented bytacfanation I and usihg tHewopetandso Xl dnidyY . of at | east one
chosen _al gorit hm rocessing, 5 ~ at |east one chasen algorithmc

procesdi ng i Bré:stdols*’é‘dtwluﬂtﬂt‘f ayexaqeple,of tpplepsnigtion pEtheipyeationd sof t war e
o) e d Bl aacit e ¢ g X o
xbbut on par Pepbe A1) SnBARSS BT a3l ShARUNAHaY SPARE velltp, JBTHGE

chosen al goampleyidaripg deecasicution i theriatapiocessi@sysieas3 af thel fiise@tatufent 0 t he
source of the protected software (2ps),, so that during the execution of the
pr ot ect ed %%%PE“?Z’&?‘F“@Q&WW@%&#H‘HPth%mepﬁtb@%@ettﬁ, 8pPesy: t he fir st

execution par} ( and triggars, . it . t he exe .0 means
of the second ex%@u %(ljn pa? F"?’2@%@%6@3#1&28#(Ealﬂeetﬁég%rg’rgym%bn%m%:)ﬁb"?~zand a
sequenge of the giggemig i the CATHRIReEULROBEMAFUTINS fRoAGExLtISEHHRNCES

al l owi ng the execution of the protected software (2P)~ - and by producing:

D a first object2pgiys ©f thpepsrespending dgpendent Bictienstidarfd: whigh provisie thhe 7

source of the prgte f # S i i rst, ohi ec art (2pos) being
such that duri ngE%I%érg)gg%%[*’\(l)\g@ﬁﬁee&& §f°§c%s£ed§ sé’%?%&’e&lf%b P"gfﬁg}é’&r s a
first execution pset rédspp@ively'ky ¥ lochtedeinakiehRehorizatiditmefisal PSOME Bhit"g) Syst em
(3) and whose at | east a_ portion takes into account that the el enentary

commands are exe¥id dHgering gpmgnands CPpeChadicing sentessnted, 1e8pestively dycond
obj ect )part (2po%ﬁ§hk§}eoﬂﬁg%§6t ed software (2p), containing the
Sal

expl oi tati on neans, sec Obj ect part (2pou) being such that, after

upl oad to thes bl grime MstartSWtoaRg e rexBeutidorake aifigeAfe ©bmhhiadp Ch a6t €d
software (2p), appears the second execution part (Zpeu) by nmeans of which

are executed t heCBNandriggaringt indhe vni 6. thggexesutiony byrwednsr of thex senomidon part

(60 ui th'the | SEERETO R RretofthE A e tandie BpeiechERBions sk 'S tdnge
phase (U duri ngsaidtrfdpetifg cBhitisies TD$ & CH Sheirtdiepteiented respectively, by
) TRIG(fd3) to TRIG(fdyn.1). The series of dependent functions fd3 to fdn.g
executed in combination is algorithmically equivalent to the function F.

More precisely, the execution of said triggering commands leads to the

execution in the unit 6, of the dependent functions fd; to fdn.; which use

the contents of the memorization zones x, y and return the result in a
) memorization zone z of the unit 6,

e and at time instant ty, the execution of a triggering command CDy



executed: 5 in the presence of the unit (6) and each tine an elenentary
command contained in a portion of the first execution part (2pes) inposes

it, . executing the corresponding elenmentary function in the unit (6), so
that said portion is executed correctly and that, consequently, the
protected software (2p) is conpletely fgunctional, and in the absence of

the unit (6), in spite of the request by a portion of the first execution
part (2pes) to trttiggaeﬂhglimﬂ;efmﬁcwmﬂxeeﬁti@ﬂbﬁnemmhe’sécuﬁ&Ek&ﬁtibﬁp}lhe unit
(6), not being able to fulfill said request correctly, so that at"least
said portion is peueccfcthedeptndentr fuoctign fhdpromiding thertsangfeerfitlye restle of
protected software (2p).is not conpletely functional. s 2 - Process.
according to cl aithf algogthmis P@F?ﬁjlng@O&W’i‘eﬁ’g‘ntta"en‘ﬁF@Féétﬂ?Ib?Pf}ﬁﬂa%féh? Pt

nodi fyi ng the prot : X i | ea ne vari abl e

used in at | east %oﬁghga%tég)frr\ c‘a@?%gg %ﬁ%ﬁng’ 6?%%5@2‘?82%{, R&?ﬂ%i%v ﬁ“‘n@’ t3id

executi®n of the cpipismdbesk Q@grby@[eqﬁgqu(z),parti ally defines the state of
2p§, - by nodi fying at

the protected software ( . | east one chosen portion of
t he source of Int Hés pranples todcampleietyr implement theinkentiod) fiecettosemaberdegs,such

that during the, executio f the protected so re (2p), at |east _one
chosen var bﬁ@t cﬁrg‘éﬁ‘e‘}te‘gfsa‘eohég&? By SR ebﬁ/}ﬁr@&bﬁ@ PreumeBs of thehe uni t
(6), - andiiyitf®ddfinfitids THIEP ahd” ﬂ?@ﬁfesp - e rdfhPleget ed
software (2 ? Séé)li dfirst o jeg%ag't 2pos§ gﬂeésﬁléj%g(t}@% ?%}é{a&drﬁ’m rg’ge%t he
execut i on uding fike pnath@t bé dermmiingosfe thie? pidersatinl thiss manner, ghe tordeis @f thae fir st
execution part (2pes) takes alsQ into accqunt that at |east one variable or

at | eadl ofnigsedRg commands G do Ay HeXsih finddwni 2 are ggnamgeisa ssctobiaing
bj t t t t 2p), 73 id d obj t
oot t (2houl REOUY I8, Wie) AU TE, RIERRL MBS (10, 788 L Ger i ng the.

execution of Fimrpr82 ddisadtes aht vevieplétdpimplapadaticn bifiehé afaitiofX BE $hison part
(2peu) by means of which at | east one chosen variable, or at |east one copy

of chosen $%&MPie|during dhejexecption jmthedata processimg systemnd) ofithe figst ekecutionge

First exechirt Spdsi ¥ (ORRER Bl Aol it e i8iRel bR Bl bl

vari ablse resi @i ngt itiind festdntd t,,(6) thes @xbiirionsef thed Gidgetifigi ContnARMt Kkh
correctly and that, consequently, the protected software (2p) is conpletely

functional, andrenemedeordess GGPERys GINCRentransfaying ite) thpunis Gfthe remameduest by

a portion of the fir i r P .varighbl e .or copy of
vari abl e residi n&iclleﬁsshgg?’(ﬁlgﬁ§ a%gygl?ﬁtgt&%efa%ﬁégyle{ﬁg%&*% 1 e gﬁ?& &’@quest
correctly, so thastdting Bpsieangiof thOrkitofing Indah® R0 VE ¢he eshaGRd" &8s Ytoand

t hat, consequently the protected software (2p) is not conpletely
functional . 3 - Pestaredhe ordersrie. thy identity-effhe memprizatien genes-x, ydamd thent he
prot ecty on phase 4 P).. ipjing. - a e_sof .ware cutin

char ac{deri stic, f}seaﬁf‘gcﬁlg)hbgyn%ﬁla?so?’tefdhgt §’%ceoglgt e’?er?{l%%r}tpﬁ%%’ i thege), -

at | east one cri tefrespondifig alepefdeny finddtions fAgardh vwlich pRIVEAGER @uREH bON
characteristic, - detection neans (1'n to inplenent in the unit (~ and

enabling to det ethe data, ¥ frpmathe detacprosessingrsystemct tet the meshenizatior zones ¢ does

not abide by at |east.one_associate riteri.on. - and ion.. neans, (18)
to inplenent in {?fﬁgﬂm%{"y ’E’ePf ?%ﬁhe%ewg%‘%irﬁ%ﬁ?% 0P JPeAnp ﬁéo?elf;t?‘ﬁ “ﬁtggg &8 g
system (3) and/ Oh-i%géﬁhgy cbiena®ds C WithOreRdméd SeraeMaCDCRYE"CPICH, e ddingone
criterion is not abided by, constructing the exploitation means enabling
the unidt (6), tor@rwnte#pbmvelyh}eQETG(%(X)@X);\@HH“S(R(!};Sé)nd t he coercion
means (18), 9 ndatrm tnqnlef i}{llstra]gtsttg%o ptqucl),t ﬁxcet ee)geclslt%r} Y)\?che tgnzg%zarmg commands with

renamed orders CDCR; to CDCRy.1, transferring to the unit 6, the renamed

orders R(fd;) to R(fdn.1), triggering in the unit 6 the restoring by means of
the restoring means 20, of the orders, i.e. fd; to fdn.,, and then the
0 execution by means of the second execution part 2peu, of the dependent

functions fds to fdn.;, said triggering commands with renamed orders



74 - by choosing at | east one software execution characteristic to nonitor,
anong the software execution characteristics liable to be nonitored, - by
choosing at | east one criterion to abide by for at | east one chosen

sof tware execution characteristic, 5 - by choosing in the source of the
protected software (2ps), elenentary fufctions for which at | east one
chosen software execution characteristic is to be nonitored, - by nodifying
at | east one chos€RCPartoiGACRN.1t being cepresentstl redpectivedy by tERIG ¢R(fds)) eto( 2pS) |
this nodificati onngﬁi,agﬁ 'auch that during the execution of the protected
software (2p), (fdxe)chosen execution characteristic is nonitored by

means of the sec X t] rt,.(2peu).. an he fact that a ¢riterion is
not abi ded bygl e%&g %og‘t%%e{ng%flg% rgj%egé?c}llaogf t B TSECTINE SRS, W and/ or
to a nodificati Ofegdmdd6rdex EDLR @rﬁ&fhhﬁifbrtﬁé t SRV )Rehy - _and

by producing the second obj ect plgr ta (gpou of ?ﬁqurtg?féct egasééa%}v\%ﬁe) (2p)

cont ai rfi ng t he expggeringtin dime vt 6 shetesoringybiyenennt ofi gestdrihgdntaps R006f tHRANS

(1'~ and the coercion an 18), . .said second object part (2pou) being such
that, after upl ofHIF &St la‘?ﬂ(t’(ty pt thg emorizatign zare %and dhendhe executien pryot ect ed

ft 2p), t - ' teristic i. i tored
oo et oot i ameedlr B0 S.al NBERIGH AN abB G Bk pEidaRl uckign B oot ng
system (3) bei ng previdingrbe aagdfor oft e aesmbf he aldopitupfc frbsessing chhthizdol t he
I N

protected software (ZP)~ -~ and during the usage phase (in: I t he
presence of the unthe memorizationagna e ofithe unis 6 o thecdataprocessingmysteinrdy soo al |

t he m)rd'tored exeCL{tion ch (& teris ilc of.all the nodified portions of the
protected softward ?fBﬁlg%r‘g oaglfedxéwah,e, %eﬁa‘&%ﬁée%%ﬁ SOpBRRS OHE Fnamed
protected sof t wargeder TDCRY bdHgreprRBarited by INR(HpPnsequent |y enabling the

protected software (2p) to work nomnally, - and if at I|east one of the
criteria corr &psrillpsttptedoexamnlei the triggeringsomnwads with rehemertondeisstt iocNof  a

portion of_th ected sof t war i s not. abided by, informng . the data
processi ngaréy%eg{riﬁ%{i @ug%‘%mivf’ fyaﬁﬁf@?&ﬁo% Péfeﬁﬁedt ﬁ"é{ EW A C‘P%IPG‘HY%“& chdeporti on
of the proéfesket] software (2p), so that the functioning of the protected
software (2p) is nodified. 5 4 - Process according toclaim3 , tolimt

usage of a pr 8t edhedfisshf improwerpent) coneems i the nease dwhereg sévesal palpositirhien phase
(P): defining: -_as software execution characteristic |ljiable to_be

moni tored, a var PABFERES Pr’éea?cf_P%tr“réntto glPe t‘ﬁ‘fg gsai@eabﬁeaét cesuingfiang of a
softvare, - as Chigofitii} frocaindCistised By b ARGHthiiE BRREAIA SRHA! °d 10
each variabl e of neasurenent, - "and actualization neans” ena K ng to update
at | east one var icas§ eomp¢ tniggesing spmmands wigorenamed ordegs vied fefhi dransfer,on

means enabling t j = | s0 i npl enent the actualization neans, and
nodi fyi ng the prgg%géyg%lég?%%%%(zm: - by choosing as software execution

characieristi 6 t ChanBbéml implove@BAt aldhe al/ eptidDR »beABRIUSEIEIe &F tHee
usage of at |east one functionality of a software, - by choosing: at |east
one functional it f{iggeringecomuards: withs sgnamedeordens) ampug ¢hai setgef sequenedsl e t o
be nonitored using.a.vari abl e of surenent., | east .one vari abl e, of
neasur enent used aﬁ%‘_mdl&a | FrCpon gggbeepf)#gc;eds%q%bvq‘rﬁ%il%gl?nlﬁirf’ip?"tﬁ)“ais | east
one threshol d aspgsférabRtotdhodse d 98fien¥d of &R 8igRerifPPasHinaRR yith P& ndi ng
toalimt of usage of said functionality, n and at |east one nethod of
update of a choserdepnrwhishe dissodiatve dsmperalllit thee pexiitiop ofi thke depndentof sai d
L;’“f}]'egna'?gt Yo - fARoRY, BIP R rtIRnR b i8St S hr Bl xS0t i A SOUTCe

data processing system 3 and including or not triggering commands with
renamed orders used of the determination of other data. Figures 83 and 84
illustrate the principle of such an embodiment.
Figure 83 shows an example of execution of a vulnerable software 2v. In this
0  example, appears, during the execution of the vulnerable software 2v, in the data

processing system 3, the execution of two algorithmic processings leading to the



protected software (2ps), this nodification being such that, during the
execution of the protected software (2p), the variable of neasurenent is
actualized by neans of the second execution part (2peu) depending on the
usage of said functionality, and at |east one threshold crossing is taken

i nto account, and during the usage phase (L)), in the presence of the unit
(6), and in the case where at | east one threshold crossing corresponding to
at | east odeetminationodf Zismh?’, isschoestZ e+ X, Yifand A g F'HX',0EHAa processi ng
system (3) of it and/or nodifying the functioning of the portion of the
prot ected sof Figure 8dapystrates antexampleeof implementation of thetpwopsss newirdidg stof t war e
(2p) is nogified..5 = Pracess accordi to claim4é4, conptising: ~ during
Lhe. pr ot eciiedVeitieBetor symetr g e algorititnis, piheCosthgs: chose v, figuks 83 e
measur enen r S SOk lé;ﬁrq - | 5.5 {. j on
nmeans cor rfeeg})ogﬁdd@r%gé %11?)15 gé%%&ggﬂgg?%%es 0 pgeg ,duﬁggg% ﬁ%‘&?‘;@.}‘ nla @ﬁé&ta

prot ect®ed protéssimpayste)3 of tho firgthaeaititg pait 28 Fahe potted dwm&&g @hgad
software (2ps), at least one chosen variable of measurenment to i ch nust
be associ atethesprggange afnhthe sl §s apenarc 8p sxplamgdt ayes ther exacutiomiof sthef usage

Che. chosentEapih miinds it reiRR e GOERS 18 FBCRY S SpamIAE Bibechosen
portion of dét&enifdiencef o and ehed Eﬁécﬁﬁbﬁ%f?mEtt‘ﬂ%g&irfgz BSthmahdd %viﬁiofgn%f?%)ﬁt ion

bei ng such that, during the execution of the protected software , the
crossi ngs ofletsEDCR'| o€ DOR' asioolesiording todke deferhmation of At Adi iflhetrated | y, by
means qf the second executjon part pey), = d duri t he usage phase
(L)): Yn &'ﬁén%geé’élgrﬁ?émﬁ?ndﬁmé‘ Fﬁ“?"é’é)oragrﬁ r@?ﬁ@l é%gg)aﬂéraée pakexeeBiedi ng of
a first thg idelkSi B P dotfifin : ). not to
use the corﬁg%g?\gp’nb S‘Bﬁ@% ?%E\hgﬁ?itggéﬁh%%?/mreg %@%ﬁ?ﬁé@%ﬁd@%@e dre the
crossi ng ofo GDER'grad whil as lothiedt posticiet efctaht, aradhtervglatate Th ehd exanplbethe
correspond functionality and/or at Iegﬁ gne portion  of the%qorot ected
sof t war e (éﬁ wing gequeppe, d Jhus, cagisd oytt SRERenpartion of intsrelated sgdeduri ng
t he prot ecgpeRPhesforE) vortighf & 14 1] PRR, € i credit at
| east one és:oftvvg’re fufr%gt?%r%gﬁi?f;%rﬁ?%gérdegbg% a variable gf’grﬁeogtslﬁé e%ent
with atS | ciatrcabated enttd, CDCRY,, CBCR;, CRORs LUCDIORN, ICIRCRYR! 0i t at i on neans

al so all owi ng_t he it (6) tq i.nplenment the refjlling nmeans, _and nodifying
t he protect edItsMrbé %“’4‘)65":"8-&’55 @%I% eXFcytion ebdr pertion ofydhey figstect ed
software ( : V feﬁg f . | to
limt the %@%%O%Fa%e%%%c%ﬁ%}?tt%g& gn%; | %?lpﬁu%l?%@gé%r%@g%%&%@cré ited
with at | ezsémed erdedsiexécntedl inuthagiata proveskimgy systen fy itriggeatinlthashit@ehechosen
portion, this .nodificatiaon bei such that duri a_phase call ed qf |
refilling, soripeLd:thg ddeniyy; g'ﬁﬁaqorreéla dependend pgfts an themehein y

cor r espondiagurdh. FHEHAP Ao thath tho broABASHIIRHE Bhit 626hi®BoftioRdl dhuraNd

during the phase of _ Ing: reactualizing at |eas ne chosen vari abl e
of neasur esoerectlyantl that, abniegaeritlyo e mototidsofiward 2 sheminthletsty faactiomahl | ow at

| east one addjji onal age of the functionality. 7 - Process according to
claim 3, conp 1%‘??1&5 ﬁﬁ'ﬁ&ﬁ@s laﬂe"xﬁF@r"e iaBnatffﬁ?iéé’f(qﬂFS’unQ!’ePf Hhenprotecteds

sof t war e Bhd terd sty o] : ni Of 1. of
sof tware E%’age,é ?ﬂ’aﬁ @%gﬁclrﬁ'laﬂt‘g?dl I%#S'tl%bglglﬂgge}%?ﬁgt d‘#@%?? eggee&?lgatl%‘raée of
sof twar e edatcptocessing sysinmd df thei fivst dxteeutiomparc 2pes oftthe peotectéPmfiware 2p,

5 atevery time instant, the execution of a triggering command with renamed order can

trigger neither the restoring of the order nor the execution of the cotresponding

dependent function, because of the absence of the unit 6. The value to assign to the
variable Z cannot therefore be determined correctly.

It therefore appears, that in the absence of the unit 6, at least one request by a

0  portion of the first execution part 2pes of the protected software 2p, to trigger the

restoring of an order and the execution of a dependent function in the unit 6 cannot



- by choosing as software execution characteristic to nonitor at |east one
profile of software usage, - by choosing at |east one feature of execution
by which at | east one chosen profile of usage nust abide, S - and by

nodi fying at | east one chosen portion of the source of the protected
software (2ps), this nodification being such that, during the execution of
the protected software (2p), the second execution part (2peu) abides by all
the chosenyd mmwae@r&tﬂg;@qﬁaﬂ ANeasPBAdPorIiODisi At eNs@Aad 8RRy aha thay t he
presence of the unit (6), and in the case where it is detected that at

| east one domsgquertly, theeproteated softarerdyy isalot deraploiely fimttiomil.ng t he data
processi ng system (3) . of it .andlor nodjfyjng the functioning, of the portion
of the protec lg@kgéptt%grgnleg@)e,ofggroﬁf‘é{ont h%%?riﬁ%‘flg’o eneraIngten i dhect ed

Guri ng. ¢ ncResied Rlata B of e FEEGERT SAREARA Rin! Rofipfl Brdo B el ooe

instructi cmgbie’ ® deteRhide! the bidefitgCott @k idepéndent-Furctions whistetha®é to be

i nstructi ons conmmands _for said instructions set, sai d ' instructions
commands exeenfed inathe anit 6. Beheuld batobserived that thgatraning of thei orders yseaeried 3) and
to trigger |

in the unit. (~ the _execytio f the instructions, - as profile
of usage, qu|t|g%%}hﬁim@hé?atpﬁé)fﬁlﬁsﬁﬁgpﬁgﬁato_apé%te?tggﬁ at§Pexecut i on, an
expect ed chai gj ials . i hids: rMshing. i ion
means (17), n‘ggér%gdlggé%??ﬁg%ﬂ%‘% g@?a%etaﬁrhﬂe%agﬂglﬁﬁ ng o?g tlﬂgeﬁgetgﬁé uctions
does not abrleest poedddpenddnt fenqiivn edfanmidy of depehdent durestionso mlgoeitinaicall)

nmeans enabling, to_ infqormt dat rocessi.ng syste 3). and/ or, to nodi f
t he fuﬁct i SGHIviEnG out H!ég%?t?ﬁ)gngiﬁgr%t Otpggg%lagggg%m %&Y‘ yengmsd endershaij %i ng
of the in : : 0, e [

I NSA Lddfdih@ 1S tﬂ?%ﬂgﬂtt, foO4t feadt fkgzoﬁlgglg .‘%’?ﬁ‘ﬁgﬁﬂ%ﬁgﬁﬁ 6c}epz1?dent

constructing the“exploitation neans als 10 execute
t he i nstr fobétinms, sxid blgerithmsit uodessing is eplit intvedependertt ifonmctiohs swhich for at

instructiqQns being triggered by the execution,in e datg processing system
(3), of t Hemst AE PIBEMGRICRIARHIAL 2 dBaWeRbAPPYAH e (R samp wgteadolvar e
(2p): - b b oy i Cg .t he

pr ot ect ed}kse gffﬁ tq %ggté}%azgé&h@ﬁ&%f?{mﬁe a%?%?%pﬁgééthfgﬂg%ﬁgﬁﬁgr& ;./éﬁ? hﬁ.lc%fe gﬁg into

i nst rudt i mesmymdndswithpreaamhyd ogderhare anadified ¢o talce witb @abcowns theabpldeemdnt lofast

sonme of thg instructi.ons durin heit execution in the . unit (6), D ,and by
t ransf or m-d%ge ‘f‘?@t g‘f‘“&ﬂﬁﬂ% E\Y é@%ﬂ‘gﬁ'gﬁf‘?ﬂ%‘si #StBF by ﬁg‘ﬂé’oiﬂ‘rﬁﬁlﬂé words, _
correspon %Bgde?gndelﬂ? filrR8iohs! 6F tHR kS ffhilyA A&V e b Fereat bf&ryﬁﬁg@on@b@%ﬁﬂs,ﬂ In
the presence of the unit (6), in the case where it is detected at "t he

chai ni ng cfifferent itmggeringt caonmandse withe denamedorders and6jt ovet possibler byspond
to the expected one, inform t he dat r ocessj,ng, syst e 3). of it .and/or
rodi £y no A O BRRSGPRRE or @ Grcr FREERispEd B hsioRtsdlionDp) | 5o
that the fay@ggbﬁﬂﬁﬁ]galgfequmW{tpt ected software (2p) is nodified. 9 -
Process according to claim8, conprising: during the protection phase (P):

defining: - aAcqondingiota dinst preferrednembediment of ke yarianthefstheprincipletofsone
i nstructions

Kk, wi_th r.egi | d with
| ntent on PR pYrhiholRE 8 fiihed Tor P foolf encCBebieniBR (BRGHGATS My 4 ons
wor ki ng  Wigigorith@icall§egiivaledt BedndéftFuneiedns) by Gohdaenhting hinond! fidly tdfhet he

instruction, ~ and a part defining the expected chaining for the execution
of the i ngnfonmetiomdefimingithe funstinnalipart of thel dependent Sanstindita gxeante in the
3 unit 6.

According to a second preferred embodiment of the variant of the principle of
protection by renaming, is defined for at least one dependent function, a family of
algorithmically equivalent dependent functions by using identification fields.

According to a preferred variant embodiment of the principle of protection by

) renaming, is defined as method of renaming of the orders a ciphering method

enabling to cipher the orders to transform them into renamed orders. Remember that



O an identification field of the instruction (Cll), 0 and for each operand
of the instruction: * a flag field (CDR, * and an expected identification
field (CI P~ of the 80 operand, - for each register belonging to the
exploitati on nmeans and used by the.instructions set, a generated
identification field (CIG,) in which # automatically nenorized the
identification of the |ast instruction > which has returned.its result in
sai d regi stherrenamigg ofdthe erdesnispesriesl putajuringethe phaseats protgetiotuiPi Bor thie
execution of .an.. instruction, .for each. operand, when the flag field (CDR

i mposes | tpre{eareghwn{, ht eer&{}(gﬁ“?g GRS P‘r‘?egrﬁe%‘i“}a?t E’EP%‘HE‘FQQ&‘ F‘c‘%ﬂpbﬁﬂﬂg el d
(CIG') corpeakdidlthelts defifhdr e ' i@ hgpexpect ed
identification fiel dgECI P~ﬁ%frqﬁ1§hgﬁeg?ﬁ&(g%wns@?lhggﬁggté%[}ge }a%gﬁgr og{ﬁh oerci on
means (18) dependuns femtiohs roeteouteidlithy uhhe. ISaflebtofihg bk@né Bt iidheq i f at
| east one of the checked equalities is false. 10 - Process according to

cl ai m P oringhe yniti6 andragn beofisafiwatecorhasdwateinsiurg ReidresPringimeane 20rirag: - as
a triggeri Q d. ap elenmentary co nd or an instructiqn conmand, - as
a dependen?ﬁféﬁwgwn%ﬁeéﬁsmﬁ? SO Tigesting Fomand withyenamed an
order, at b@asts eXB6utdd HiRMatd Hocéssird SR 9% i ding at

| east in part to the informftig{?ct rsargs%’lgttedgggpﬁ%gﬂ%g?%n gfg{c@ggﬁgdnsystem
(3) to thethamnit 6 the execwiimntod atdepayglent funetiexecut i on of the correspondi ng
dependent funxti 08‘25‘ - rTﬁt hod of renag%rgg of the orders enabling to renane
the orders soSePrdinglpAnetheradvaniagsany chamfisasticrf the inyention thepretedden, > -
and 1 et ordBeHEARS A2 hplemsh@i}e U ln khe unid.(~ durding the
usage phasﬁer (is~, and ena%lqll?lng toqrglg?o?lee ?E}r{)j%%ﬁe%dgﬁggdf B&c‘t‘f%’rﬁﬁ?(g”gxecute,
from t he rrmasiea desteiption of which iy eattied gueinptiaiibid figure® 80 o ¢nabl i ng t he

unit (6) to al.so. inplenent the restoring neans, J and nodifying the
protected s 01?# fethe %Emenww@mfdgg ﬁ’ﬁlch?? RE Patestion chmﬁélma%br@mla ds

software (ZBson int fh ' gﬂgam}?w- ifying at.|east one
chosen portion lélf%%%g&l?g&?é%e g‘%]n%%e pro eag?égy’sag?%sv\{/a&ee ‘?"?%’éﬁ“ﬁ@‘g%ﬁ m ng

t he or der BOf Istdis chimsernt leastgmerporion oftiensiirceSsf the viefdIE &Hwdrbavkdentity
of the_correspandi 5 dependent functions, - and by producing: D the first

obj ect ’parOntasyng st Igastong chossh senditionglihrapehBCop) . said first object part
2po bei n t.hat j . i 0 d,software (2p),
Lhth i gger it fedst ol chiltel ol b B Rt 0r BE MIBBOLRENEE 23ia RS oL ond

obj ect pamodifipdysp asfto tobimpthetseaicedbfthé praected sifiwe Rp&iThidthodTRation
expl oi tati,on ns al so_ i npl enenting the restoring neans (20), said second
obj ect part S‘("g?}gﬁf) dyring,the exeqution of theprotsctadsofmware 2p, ermengethers:6) and duri ng

'the executiof o he.i.dentity of. the
dependent. functi %Aégﬁﬁgégsglﬁg?gﬁeoﬁ&{t%%@8%@%3"%%}%%% ‘rsie?‘g%t@’é‘ctg‘f’i on
part (2pes) is rdathproedssing systns 3 ohkedints aeotst taxahie finetioRaity of ANesk. and
t he dependent functions are executed %msans of the second execution part

(2peu), 7 -~ and°Rfifhosep eonditicnalbrapeh BC is executeinthe upitésence of the unit

~ and each tJ ne j M) : i renamed order.. coptained in a
éorti on of thJe f?@s%ﬁéeggc;%:i} i%‘r?g %ﬁagrl:?%;’ét\é\gégh’l ﬁ'&)cg‘ealss Frecutel i, the Juif (6, e
unit (6), the idexbcitey ableatththe GictionRlCBMS ehRPERSIHsell boYdificHAl BRGch

executing it, so that said portion is executed
BC and puts at the data processing system 3°s disposal, a piece of

) information enabling the first execution part 2pes, to carry on its execution
at the chosen spot.

The first execution part 2pes of the protected software 2p, executed in the data

processing system 3, executes conditional branches commands, triggering in the unit

6, the execution by means of the second execution part 2peu, of remoted conditional

) branches bc whose functionality is equivalent to the functionality of the chosen

conditional branches BC.



5 correctly and that, consequently, the protected software (2p) is
conpletely functional, and in the absence of the unit (6), in spite of the
request by a portion of the first execution part (2pes), to trigger the
execution of a dependent function in the unit (6), not being able to
fulfill said request correctly, so thaijgat |east said portion is not
executed correctly and that, consequently, the protected software (2p) is
not conpl et el Figure 90 illagttates arBexahiple dPrexeeRBHNAST alinBhblePssHvdre1240 1
conprising: during the protection phase (P): defining for at |east one
dependent thifrexample, appdansridusing thecxeewtiemof thanulnembls soiftyore 20nm ded data

equi val ent, but. triqgered by triggering commands > whose_renamed orders are
it 1 er ent , OSRINGSHED 6 4 Feri4ih SiMEISEnG Gt toRdRienplpnch BG, ditabisg tg, | n
the sourc f t ) e ri Li comand
W th renarer%lg vggr%garl%?é ?‘ng‘ﬁ E%ft?% p%?’%él%gtt% e sc{n igsf\éxegﬁgg}é’nl'%%ﬁ?iogﬁ%f t he
sour ce 50f thi isSibRCIpets BRB,VE By, (2Rfmbt By uhdPitasd Mt eHe dd@itonhBrahgpamed
order of one chosen triggering cormmand with renamed order, wi th another
renamed orBi€rtakesthedestsiontoratyvarthieenecition of e softwateat spotdf Boot B;. 12 -
Process accorgdjn Llaim1l, conprising. ~ dyring the protection phase
(P), defini ng‘,c‘i'ng? bzt‘ﬁ?%%ﬁs P Hgéfﬁg'ef‘}fﬂ@{l% H,? the mventign rd'rhlcﬁ

al gori t hmgal hiv j i By 6 C [ field
of noi se ttgétér%d{i%%P glr rﬁr%aa?lie%néﬂge .g‘f"% {éﬁ%&%gg?}l f(:)r‘llé?lR gh??ﬁg#%ﬁﬁée tggggndent
function tenditieaal branch Bk Inithi$ exdihple; daingtheexecutiontin theldath ipkoceagingn fiel d
of the nstruct'éor}é)gléj) and the expected jdentification fields (CI P, ~ of
the op@rarfysteny3 of the firelsexequion apmgnes of| the protected soliwareo2p @bdyinitheng:
during thepr@srea&%ftihgﬁnﬁ%a &LF): defining: - as method of renaning of the
orders, a‘ciphering nethbd to ci pher the orders, - and as restoring neans
(20), neans iepl st ingan tdaké pheitios ofehd eshdittordEBiapbE combfindaMBEYd
orders and thus restore the identity of the dependent functions to execute
in the unit (6). triggeringinothe yniths therexepgtiqnbymeansfof theesespad execution part
conprising: -~ ' ctian. ph Py _nodifyi t he protected
software (2p): - Eéé/d.:&ﬁ)tggirglé,g{e:ancopﬁ‘gloglgﬁrﬁgaé&%%’ctiﬂ%”r 'rért'cea@g eeﬂukv&??’&épe
(2ps), 5at | east gieecondfidnaiohdhét BORIsaidr @pditional brafch edthmiaid @BCEBShgONe
chosen al gorithm c processin - by nodifying at | east one chosen portion
of the source of reprsepfedbrddIG®e)rt ware (2ps), this nodification being such

that during the Jon of the.pr ed software, (2 the functionality

of at |east oﬁe %ﬁggﬂhﬁ%oﬂ. Ildhgf)e %%Igs%rhg%’ e Jl[%g? %ﬁ/%%gf’e&?mﬁhe

second execut i onsyadnt 3( 3PMie)informafidte ehtbiling(thY first eReRALBY pBFt Y, 1B LardyNe

first object part (2pos) of the protected software §2p), said first “object
]

part (2pos) bei ngn BueXecution atitheichgsenipobiecthe spot Bui Br oeBpr ot ected sof tware
(2p), t) he fu nﬁgﬁ&ﬂ& 'bé t()Mse?I'ed”‘ttha\l. &ﬁ‘ﬁ;{g e %X&QRI%S Of a portion of the first execution

part 2pes of the protected software 2p, the conditional branches commands executed

in the data processing system 3 trigger the execution of the corresponding remoted

conditional branches in the unit 6. Thus, it appears, that in the presence of the unit- 6,

said portion is executed correctly and that, consequently, the protected software 2p is
5  completely functional.

Figure 92 illustrates an example of an attempt of execution of the protected
software 2p, when the unit 6 is missing. In this example, during the execution in the
data processing system 3 of the first execution part 2pes of the protected software 2p:

e  at time instant t;, the execution of the conditional branch command CBC;,,

) cannot trigger the execution of the remoted conditional branch be, taking

into account the absence of the unit 6,




conditional branch is executed in the unit (6), and the second object part
(2pou) of the protected software (2p), said second object part (2pou) being
such that, after upload to the i unit (~ and during the execution of the
protected software (2p), appears the second execution part (2peu) by neans
of which the functionality of at |eastseone chosen conditional branch is
executed, ~ and during the usage phase (1)): in the presence of the unit

(~ and each tseand BOfifnedAst@it t,8e ttansfer Gﬂﬁf‘elﬁiéﬁ‘oﬁ)ﬁifém{aa%%ﬁ%ﬂlﬁgocp s it,
i

executing the functionality of at |east one conditional branc e unit
(~, so that sai dfipstrexecutionspark@pex &l camy roacit! the avhdsdrhggiot falnekitgenitby, t he
protected software (2 tﬂ'lslg conpletely functional, and in the absence of
the unit (~ and F‘?F%‘B? apgenceef theand by a portion of the first execution

t (2 t ot | ' It | b hinth
it (oot B Bpdcife IR} hRkhee O uBBRTR 1B pye v may
| east Sai dpditibh | sMthieSfifketexeXaiont pakt CHpdsetd kiggap thb "?{tecﬁitmﬁs Gg‘éefgnlléfedt he

protected software (2p) is not.conpletely functional. 15 - Process
accor di ng tanditloaphbranch dother imsit 19g carhat i begfulfilledocartetly] sontiphas &eabtFdaid

nmodi fying th tot ect ed spftware : - by chqosing, in the source of the
pr O![ e%:/!t eg %ﬁ?%@%@i%?&%ﬁqc@gé&%, cAspgenpy, %ﬁ%ﬁ@#tﬂ;‘bﬁﬂﬁ"(ﬁ;ﬁnlis

branches, not&@8mpleif ib¥djng at | east one chosen portion of the source of
t he prot ecl%oe?f Isng}tv\%?gﬂ? %ésl) this nodification being such that during the

execution of Ihthepprotieas edscsiptibndn eclafiph totflgmirey 90ab! 92 WRe kutge  drtthe OF at
| east qQne chosen series of conditional branches is executed, by neans of
the 5 SecdFUCHIOBAIDS Shremgting infhe yniti6, ajoeaditinnal Yranch. Natimellshyp prefertedi ng:

the first | 6 tdhe nr. f [ 2 sai d first
obj ect par%wz gpog@a({)fgﬁlélgﬂgﬁ%%rp{mﬁla% %"3?‘?%39{ ﬁgrezrg%t@gﬁpg# '5‘?12 Brsetiesofct ed
sof tware (cdmilitionsle Bremeties Owetlosé Y oodrat fuRctihalifye i€ hQGERaenS &b & Ghe
conditional branches is executed in the unit (6), and the second obj ect

part (2pouynesionaliies ishe corditiontl brapehes sphich bayejbesagematedhiTbe exqsation ( 2pou)
oL, Ul RGBT U et okl A SR
means 6f wicig aththe Tataveoedskingupsitindialdidppsatiofatpib@asitinfonRatbpsmbling’ | es of
condi ti onatLe first execution part 2pes of the protected software 2p to carry on its execution at
the chosen spot.
In the previous description in relation to figures 40 to 92, five different
principles of software protection have been made explicit generally speaking
) independently of one another. The protection process in accordance with the
invention, is implemented by using the principle of protection by elementary
functions, possibly combined with one or several other principles of protection. In the
case where the principle of protection by elementary functions is complemented by
the implementation of at least another principle of protection, the principle of
>  protection by elementary functions is advantageously complemented by the principle
of protection by variable and/or the principle of protection by detection and coercion
and/or the principle of protection by renaming and/or the principle of protection by
conditional branch.
And when the principle of protection by detection and coercion is also

) implemented, it can be complemented in its turn by the principle of protection by

renaming and/or the principle of protection by conditional branch.



branches is executed. 16 - Process according to one of the clains 1 to 15,
conprising splitting the protection phase (P) into a prior protection

sub- phase (Pl ), independent of the software to protect and a subsequent
protection sub-phase (P2), dependent of the D software to protect. 17 -
Process according to claim16,, conprising, during the prior protection sub
phase (Pl), making intervene a definitions stage (S11) during which are

car ned out alAndhehabethe pi'inctipln@f pm}ectiémd!)emsalamgds diso gmplenmEntedryit tdn be
conprising, after the definjtions st maki.ng intervene a

const ruct i 6pmBlemsRted & i fury Yf’h?gPrW’ﬂ glg %)‘H%gyﬁelﬂ@ﬂoﬁﬂbf%%br oi tation

nmeans. 19 - Pr S ft

construction s ageﬁ’(%%z?l %&?#8 Vg]’llﬂ%tre%n\%]gor%&gﬁ%?ﬁee }%‘ﬂ'&l il m%’ﬁu%‘} g’ée
(S13), conplkinshfagy filctsnd MYcémplemeh@dkby e plifddle @rtpxbee%ﬁbn ByPdrablt, t he
exploitation means with the intention of 0 obtaining a pre-custom zed unit

(66). 2D - complementedc byr dhmgpltlmlplleartlfr Pproteetiars, by odgsedtiomn gandd wokreiom,he
prior protection hase (P i ntervene a.tools, naking stage
0519) Burt Foaibfentedr” HeoBmitacle SrotmaistoRty ot amipey Gommisractsed Pycted

sof t war e og ﬁcqglé‘b?gﬁﬁé&loﬁ tBREG RN Br&fdhl On. 21 - Process according to
clains 16 d onprising splitting the subsequent protection sub-phase
(P2), into: 5In shecasatwhere st prciplSXdf) pudtedtion isvaipplied, Ha qmm:tleﬁéxﬁd:osﬂiet war e
(2p) is create fromthe vulnerable software (2v),. possibly,

modi fi cati Blancgle Qé prajoationdyrslergentary dimetRnsy o PR iavalySarrisaws demptxo@
modi fi gfl St n ond
obj ect part 2pou oftgt e@tﬁirltgt %%E)g%eg(%f t vva]?ley({ é&?le%%oﬁi r%ﬁe tfﬁl%ﬁl%%
expl oi t at i modifieatiens: s upl oaded to at Ieast one bl ank unit (60) with the

i ntenti on of obt ar ning, at | east one unit - or art of the second
obj ect part ( 2pothe Jiotiche of Gilaeraklg §6ﬁ?"9&r ém{Sst’e d@":’)&ﬁﬂqﬂ @énﬁ‘aﬁt‘ﬁawg t he

| oi t at 66
EXPL01 201 on eGP LA Bk B B BU1AE i, J0le (°O
according to cl aicase hetnd ﬁﬁncxplenbf ippotegtiort thiak Nidrebdye beee adpptisd tba@ie (S21)

and possr bly duri ng1 the nodification stage (S22), using at |east one tool
whi ch kel p generé(i~l eXOfiENRIe o the S XPIBTSIN, | VM Eﬁbéﬁmcﬁt"é"éﬁtvﬂﬂét be

protection. O 23 I ﬁwr\e

accordance with c ar m grgyf ﬁgrgécata%ljr |g§e ?ﬁtﬁsblgﬂr & nc @E&Q&é& Fl}fm
devel opnent unitpnnsxplh(s)cbfrpmtgctidmalmadyapplmdi’pn stage (S 12), to carry out
the construction of the exploitation neans intended for the unit

taking into alcodhf netRn ekproscts e JUst Be erEtong as efiwerq Pﬁotqctﬁé st age
(S11). 5 24 - Sygseaal He érﬁ%@lﬁ%ﬁﬂi‘g@tﬁh'% desbiibed? TRES I thd balS GRLHANCE

with claim19, characteri i ncludes a pre-cdustom zation unit
(30) ertabl i ng t oaypinoipde af plotmtion hag)alrmadtyfbe'eﬂnep;meﬂl meteapresmom‘;‘pmsecttﬁd at

| east one bl ank un th the i,nteptio t ai ni t | east one
pre- cust om zed uﬁp{’twe%(s)rzmst\ma interpreted by the rea er as &e expressqgn ?‘new version

of the protected software”;

e and the choice(s) made for the implementation of the principle of protection
being described must take into account the choice(s) made for the
5 1mplementat10n of the principle(s) of protection already applied.

The rest of the description enables to have a better understanding of the
implementation of the protection process in accordance with the invention. This
protection process according to the invention is composed, as shown more precisely
in figure 100: |

0 o first, of a protection i)hase P during which a vulnerable software 2v is

modified to become a protected software 2p,



25 - Systemfor the inplenentation of the process in accordance with claim
20, 0 characterized in that it includes a program devel opnent unit, used to
carry out during the tools naking stage (S14), the naking of tools which
hel p generate protected 86 software or which autonate software
protection. 26 - Systemfor the inplemgntation of the process in accordance
with claim2l1 or 22, characterized in that it includes a program

devel opment uRi t thenedf hQissgeplicRe U diEfE fwhich MeaiBrted s‘éﬂi&ﬁai‘@lf i$ 4g. 5 27 -
System for the inplenentation of the process in accordance wth claim 21,

characteri zed i nDuniag this usagelphdsesUa cust omi zation unit (45) enabling to
upl oad: the second_ob{sect part gZpou),to at | east one blank unit (60),
with the intention df tBeiPEFsENesyohthe 3ait 6 snd qaghitime)a pomsiongofpthet fivst t he

second object part (2pQu.) .t | eas reccustomzed unit, D (66), with
the intention of obge 5?‘%‘:{%?8 p%fta#pgggf‘e%uﬁ%&]hnﬁf d@%‘)Pmﬁ%qsmglfP'é?%f‘Bﬁ‘?sf)éd uni t
(66), characterized i Tt fidposed fufictRRbBiy"RdeXiuichCinSthet &t 6D s8GHA glgace Wi th
claim24. 29 - Unit (6) enabling to exécute a protected software p) and
to prevent its unautpodidnz éd expecatpe, cotrenthyc ard ithd comsetjharttly] tthe podtatted t he
second obj ect part %Zgogi% of, Sth rqot ected software (2p) upl oaded using a
custoni zati on unit (88yatePRs completely TRatongy 5i m 27. 30 - Set of units (6),

charact ) sed | 0.4t R SRCCO 0TS oBFL 2R, Bl 0Bl TGRS

software (2p), upload using a cus e wth

claim 27, is dividekk @it dRetuRANDEELPEAL0 PXRERSS finEtionslityBATAE Ghitds UNi t S
so that their joint use enables to execute the protected software (Zp). 31
- Dist@ bution set Ezigdpqusst eanppbbe fuliled eorragtly esq thpt at ledstipaid pertioneid i n

that it includes: ' [ ' ' I, nj t he first
objaeclt p:';tptc 1(12235) glﬁéé’é%étlegIr?éérgétgpédodﬁ@laﬂ%{ntgec&éﬁgiépg8’2@%#%@?@5%ﬁPI( g)s >
and a second di stri ihhdteomplétély fdididhahavi ng the form - of a blank unit

(60), - or of a pre-custom zed unit (66) in accordance with claim28, able
after upl oad ®f eudpessiblyof erphiase of rediliing R duingrwhich ds enciditedataleastione( 6) , -

o o2 unt () BB iR P BR3P
5 second preferred variant embodiment of the principle of protection by
detection and coercion using as characteristic, a variable of measurement.
The protection phase P can be split into two protection sub-phases P; and P;.
The first one, called prior protection sub-phase Py, takes place independently of the
vulnerable software 2v to protect. The second one, called subsequent protection sub-
0  phase P, is dependent of the vulnerable software 2v to protect. It should be observed
that the prior protection sub-phase Py and the subsequent protection sub-phase P, can
be carried out advantageously by two different persons or two different teams. For
instance, the prior protection sub-phase P; can be carried out by a person or a
company providing the development of software protection systems, while the
5  subsequent protection sub-phase P, can be carried out by a person or a company
providing the development of software requiring to be protected. Naturally, it is clear
that the prior protection sub-phase P; and the subsequent protection sub-phase P, can
also be carried out by the same person or team.
The prior protection sub-phase P is composed of several stages Sy, ..., Sy; for
0 each of which various tasks or jobs are to be carried out.

The first stage of this prior protection sub-phase P; is called "definitions stage



characterized in that the first distribution part (2pds) has the formof a
physi cal 87 distribution nmedium a CDROM for instance, or the form of
files distributed through a network. 33 - Distribution set (2pd) of a
protected software (2p) according to claim 31, characterized in that the
second distribution part (2pdu), havinggthe formof blank 5 units (60), of
pre-custom zed units {66) or of units (6), includes at |east one chip card
(7). 34 - &roqegdiglisaRAnfiRPsthgd §g: unit characterized in that it contains
the part of 'he sécond obj ect part (2pou) necessary to transforma
pre-custom zed uatdchofd): in . accordance with claim28 into a unit (6) in
accordance with claim?29. D 35 - Set of IproceSS| ng and nenorizing units
characteri zed i n—t hdhe type opthsomitst. s ammdlusisative cxamplas san be gaesen pdhnit| v,

contan Lhe part o heySeCoLd B RS GREY e BSERIS A TS CA

accordance wth clai
|.A A AEAA .AS A iﬁeﬁ“ﬁfeﬁ’lﬁ ig( A%séé}f @@”ﬁ%‘&%ﬁ"ﬁ%ﬁ%‘éﬁelf@w. AS:
. ASNY. ASu. ANY. ASa, E. 1‘1\ftl:ie AR frdeessing system 3 and in the unit 6, during the usage
f. Af (f. Ayf. Af (@AS(f.AS(E. Af, E. )l/f Af N. Af (f. AS;
@ . Ay, . ASS. Ayf . A@N, Bhast Uasdrapab my@msémg\@@ztrmsfez ofiflgta hepwesgithendata, AS;
. Af a. Af .Ay. AS; . AS;, Y. A 2. A g/ 6
. A@\Y. ASNE. Ayl . Aya. AXOCCRERS S ﬁé“é RN Srqy . AS(S. ASS. Af I %8
*, KN d<>zupj e ZULcajailhcal cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal]c
a] ca] caU] ca] ca] cal ca] caU] ca] ca] ca] c: a] ca] ca] ca! su$Ae*>V + p
UL $#| #108H##HSZS]) $9844 xsset Of Yemenitdry Aldctinhe sthosy eaineathrafunatifsadre dipble] a] cal] ¢
a] cal] ca] ca] ca] ca] ca] cal] ca] ca] ca] cal] ca] ca] ca].ca] ca] cal] ca] ca
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— as feature of execution, an expected chaining for the execution of the

instructions,
— as detection means 17, means enabling to detect that the chaining of
the instructions does not correspond to the expected one,

) — and as coercion means 18, means enabling to inform the data
processing system 3 and/or to modify the functioning of the portion of
protected software 2p when the chaining of the instructions does not
correspond to the expected one,

e and in the case where the protection process according to the invention

wi

implements a preferred variant embodiment of the principle of protection by
detection and coercion using as feature of execution to abide by, the
monitoring of the execution chaining, are also defined:
—  as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
) returning a result,
—  for at least some of the instructions working with registers:
> apart PF defining the functionality of the instruction,
» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
0 an identification field of the instruction CII,

i

¢  and for each operand of the instruction:
*  aflag field CDy,
*  and an expected identification field CIPy of the operand,
—  for each register belonging to the exploitation means and used by the
) instructions set, a generated identification field CIG, in which is

automatically memorized the identification of the last instruction
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10H310%& () -1~ 10%b&ofrespohdidg thOthikl register used by said operand, and the expected
identification 'ﬁeld CIP;, of the origin of said operand, _
— and as coercion means 18, means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.
e and in the case where the protection process according to the invention

0 implements the principle of protection by renaming, are also defined:

— as a triggering command, an elementary command or an instruction
command,

—  as a dependent function, an elementary function or an instruction,

— as an order, at least one argument for a triggering command,

5 corresponding at least in part to the information transmitted by the data
processing system 3 to the unit 6, so as to trigger the execution of the
corresponding dependent function,

— amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

) — and restoring means 20 designed to be used in the unit 6 during the
usage phase U, and enabling to restore the dependent function to
execute, from the renamed order,

e and in the case where the protection process according to the invention
implements a variant of the principle of protection by renaming, is also

5 defined for at least one dependent function, a family of dependent functions

algorithmically equivalent, but triggered by triggering commands whose
renamed orders are different,

e and in the case where the protection process according to the invention
implements one of the preferred embodiments of the variant of the principle

0 of protection by renaming, are also defined for at least one dependent

function, a family of algorithmically equivalent dependent functions:
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— as method of renaming of the orders, a ciphering method to cipher the
orders,
0 — and as restoring means 20, means implementing a deciphering method
to decipher the renamed orders and thus restore the identity of the
dependent functions to execute in the unit 6.
During the prior protection sub-phase Py, the definitions stage Si4 is followed by
a stage called "construction stage S;;". During such a stage Sy, are constructed the
5  transfer means 12, 13 and the exploitation means corresponding to the definitions of
the definitions stage Sy;.
During this construction stage Sz, are therefore carried out:
e the construction of the transfer means 12, 13 enabling, during the usage
phase U, the transfer of data between the data processing system 3 and the
0 unit 6, |
e the construction of the exploitation means enabling the unit 6, during the
usage phase U to execute the elementary functions of the set of elementary
functions,
e and when the principle of protection by detection and coercion is also
5 - implemented, the construction:
—  of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,
— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the actualization means,
0 — and possibly of the exploitation means enabling the unit 6, during the

usage phase U to also implement the refilling means,
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definitions stages Sy1. Such a unit is described in the rest of the description in figure

110.

0 During the prior protection sub-phase Py, the construction stage S;; can be
followed by a stage called "pre-customization stage S;3". During .this pre-
customization stage Si3, at least a part of the transfer means 13 and/or the
exploitation means are uploaded to at least one blank unit 60, with the intention of
obtaining at least one pre-customized umit 66. It should be observed that part of the

5 exploitation means, once transferred to a pre-customized unit 66, is no longer directly
accessible outside said pre-customized unit 66. The transfer of the exploitation means
to a blank unit 60 can be carried out through an adapted pre-customization unit,
which is described in the rest of the description in figure 120. In the case of a pre-
customized unit 66, constituted by a chip card 7 and its reader 8, the pre-

0 customization concerns only the chip card 7.

During the prior protection sub-phase Py, after the definitions stage Sy; and,
possibly after the construction stage S12, a stage called "tools making stage S;;“ can
take place. During this tools making stage Sy4 are made tools enabling to help
generate protected software or automate the protection of software. Such tools

5 enable:

e to help choose or to choose automatically in the vulnerable sofiware 2v to

protect:
—~ the algorithmic processing(s) liable to be split into elementary
functions remotable in the unit 6,
0 —~  the portion(s) liable to be modified,

— and when the principle of protection by variable is also implemented,
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(3 when the pr(nzclple of protection by conditional branch is also

implemented, the conditional branch(es) whose functionality is liable
to be remoted in the unit 6,

e and, possibly, to help generate protected software or to automate the

protection of software.

These different tools can be carried out independently or in combination and
each tool can have various forms, such as for instance pre-processor, assembler,
compiler, etc.

The prior protection sub-phase Py is followed by a subsequent protection sub-
phase P, which depends on the vulnerable software 2v to protect. This subsequent
protection sub-phase P is composed of several stages as well. The first stage
corresponding to the implementation of the principle of protection by elementary
functions is called "creation stage S»1". During this creation stage Sy, the choices
made during the definition stage S;q are used. With the aid of said choices and
possibly of tools constructed during the tools making stage S4, the protected
software 2p is created:

® by choosing, at least one algorithmic processing which, during the

execution of the vulnerable software 2v, uses at least one operand and

enables to obtain at least one result,
¢ by choosing at least one portion of the source of the vulnerable software 2vs
containing at least one chosen algorithmic processing,

* by producing a source of the protected software 2ps from the source of the
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execution part 2peu is executed in a unit 6, obtained from the blank
unit 60 after upload of information,

—  the second execution part 2peu executes at least the functionality of at

) least one chosen algorithmic processing,

| —  at least one chosen algorithmic processing is split so that during the
execution of the protected software 2p, said algorithmic processing is
executed by means of the second execution part 2peun, using
elementary functions,

i —  for at least one chosen algorithmic processing, elémentary commands
are integrated to the source of the protected software 2ps, so that
during the execution of the protected software 2p, each elementary
command is executed by the first execution part 2pes and triggers in
the unit 6, the execution by means of the second execution part 2peu,

) of an elementary function,

— and a sequence of the elementary commands is chosen among the set
of sequences allowing the execution of the protected software 2p,

¢ and by producing:

- afirst object part 2pos of the protected software 2p, from the source of
the protected software 2ps, said first object part 2pes being such that
during the execution of the protected software 2p, appears a first
execution part 2pes which is executed in the data processing system 3
and. whose at least a portion takes into account that the elementary

commands are executed according to the chosen sequence,
| — and a second object part 2pou of the protected sofiware 2p, containing

the exploitation means, said second object part 2pou being such that,
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first execution part 2pes.

Naturally, the principle of protection by elementary functions according to the
invention can be applied directly during the development of a new sofiware without
requiring the prior realization of a vulnerable software 2v. In this way, a protected
software 2p is obtained directly.

During the subsequent protection sub-phase P,, and when at least another
principle of protection is applied in addition to the principle of protection by
elementar}/' functions, a "modification stage S;," takes place. During this
modification stage S;2, are used the definitions intervened in the definitions stage Sy;.
Using said definitions and possibly tools constructed during the tools making stage
S14, the protected software 2p is modified to allow the implementation of the
principles of protection according to one of the arrangements herebefore defined.

When the principle of protection by variable is implemented, the protected
software 2p is modified:

e by choosing at least one variable used in at least one chosen algorithmic
processing, which during the execution of the protected software 2p,
partially defines the state of the protected software 2p,

¢ by modifying at least one chosen portion of the source of the protected

software 2ps, this modification being such that during the execution of the

protected software 2p, at least one chosen variable or at least one copy of

chosen variable resides in the unit 6,

¢ and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such .that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes
also into account that at least one variable or at least one copy of
variable resides in the unit 6,

— and the second object part 2pou of the protected software 2p, said

105 105 105L9 109G& ()-47109B& () -
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at least one copy of chosen variable resides too in the unit 6.
5 When the principle of protection by detection and coercion is implemented, the
protected software 2p is modified: '
e by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
® by choosing at least one criterion to abide by for at least one chosen
0 software execution characteristic,
® by choosing in the source of the protected software 2ps, elementary
functions for which at least one chosen software execution characteristic is
to be monitored, |
* by modifying at least one chosen portion of the source of the protected
5 software 2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen execution characteristic is
monitored by means of the second execution part 2peu, and the fact that a
criterion is not abided by leads to the data processing system 3 being
informed and/or to a modification of the execution of the protected software
0 2p,
¢ and by producing the second object part 2pou of the protected software 2p
containing the exploitation means also implementing the detection means
17 and the coercion means 18, said second object part 2pou being such that,
after upload to the unit 6 and during the execution of the protected software
5 2p, at least one software execution characteristic is monitored and the fact
that a criterion is not abided by leads to the data processing system 3 being
informed and/or to a modification of the execution of the protected software
2p.
For the implementation of the principle of protection by detection and coercion
) using as characteristic a variable of measurement of the software execution, the

protected software 2p is modified:
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by choosing:

—  at least one functionality of the protected software 2p whose usage is
liable to be monitored using a variable of measurement,

—~  at least one variable of measurement used to quantify the usage of said
functionality,

— at least one threshold associated to a chosen variable of measurement
corresponding to a limit of usage of said functionality,

-~ and at least one method of update of a chosen variable of measurement
depending on the usage of said functionality,

and by modifying at least one chosen portion of the source of the protected

software 2ps, this modification being such that, during the execution of the

protected software 2p, the variable of measurement is actualized by means

of the second execution part 2peu depending on the usage of said

functionality, and at least one threshold crossing is taken into account.

For the implementation of a first preferred variant embodiment of the principle

of protection by detection and coercion using, as characteristic, a variable of

measurement, the protected software 2p is modified:

by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement to which must be associated several thresholds
corresponding to different limits of usage of the functionality,

by choosing at least two thresholds associated to the chosen variable of
measurement,

and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the crossings of the various thresholds are taken into

account differently, by means of the second execution part 2peu.

For the implementation of a second preferred variant embodiment of the

principle of protection by detection and coercion using as characteristic, a variable of
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variable of measurement enabling to limit the usage of a functionality and
which must be able to be credited with at least one additional usage,

5 ¢ and by modifying at least one chosen portion, this modiﬁcétion being such
that during a phase called of refilling, at least one additional usage of at
least one functionality corresponding to a chosen variable of measurement
can be credited.

For the implementation of the principle of protection by detection and coercion

0 using as characteristic, a profile of software usage, the protected software 2p is
modified:

¢ by choosing as software execution characteristic to monitor at least one
profile of software usage,
e by choosing at least one feature of execution by which at least one chosen

5 profile of usage must abide,

¢ and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the second execution part 2peu abides by all the
chosen features of eﬁcecution.

) For the implementation of the principle of protection by detection and coercion
using as feature of execution to abide by, the monitoring of the execution chaining,
the protected software 2p is modified:

¢ by modifying at least one chosen portion of the source of the protected

software 2ps:

i

~ by transforming the elementary functions into instructions,

— by specifying the chaining by which must abide at least some of the
instructions during their execution in the unit 6,

— and by transforming the elementary commands into instructions
commands corresponding to the instructions used.

) When the principle of protection by renaming is implemented, the protected

software 2p is modified: |
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* by modifying at least one chosen portion of the source of the protected
software 2ps by renaming the orders of the chosen triggering commands, so
as to conceal the identity of the corresponding dependent functions,

¢ and by producing:

— the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the triggering commands with renamed orders are
executed,

— and the second object part 2pou of the protected software 2p
containing the exploitation means also implementing the restoring
means 20, said second object part 2pou being such that, after upload to
the unit 6 and during the execution of the protected software 2p, the
identity of the dependent functions whose execution is triggered by the
first execution part 2pes is restored by means of the second execution
part 2peu, and the dependent functions are executed by means of the
second execution part 2peu.

For the implementation of a variant of the principle of protection by renaming,

the protected software 2p is modified:

* by choosing, in the source of the protected software 2ps at least one
triggering command with renamed order,

e and by modifying at least one chosen portion of the source of the protected
software 2ps by replacing at least the renamed order of one chosen
triggering command with renamed order, with another renamed order,
triggering a dependent function of the same family.

When the principle of protection by conditional branch is implemented, the

protected software 2p is modified:

® by choosing, in the source of the protected software 2ps, at least one
conditional branch carried out in at least one chosen algorithmic processing,

* by modifying at least one chosen portion of the source of the protected
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10111 10%& ()-, Bobware)2ps, thisgodification being such that during the execution of the
protected software 2p, the functionality of at least one chosen conditional

branch is executed, by means of the second execution part 2peu, in the unit

6,

5 ¢ and by producing:

—  the first object part 2pes of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen conditional branch
is executed in the unit 6,

0 — and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which the functionality of at least one
chosen conditional branch is executed.

5 For the implementation of a preferred embodiment of the principle of protection

by conditional branch, the prdtected software 2p is modified:
* by choosing, in the source of the protected software 2ps, at least one series
of chosen conditional branches,
¢ by modifying at least one chosen portion of the source of the protected
) software 2ps, this modification being such that during the execution of the
protected software 2p, the overall functionality of at least one chosen series
of conditional branches is executed, by means of the second execution part
2peu, in the unit 6,

¢ and by producing;:

5 ~  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen series of

conditional branches is executed in the unit 6,
— and the second object part 2pou of the protected software 2p, said
) second object part 2pou being such that, after upload to the unit 6 and

during the execution of the protected software 2p, appears the second
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directly during the development of a new software without requiring the prior
5  carrying out of intermediate protected pieces of sofiware. In this way, the creation
stage 8,1 and the modification stage Sy; can be carried out concomitantly so as to
obtain directly the protected software 2p.
During the subsequent protection sub-phase Py, after the creation stage S,; of the
protected software 2p, and possibly after the modification stage Sz, a stage called
) "customization stage Sj;" takes place. During this customization stage S,3, the
second object part 2pou containing the exploitation means is uploaded to at least one
blank unit 60, with the intention of obtaining at least one unit 6, or a part of the
second object part 2pou possibly containing the exploitation means is uploaded to at
least one pre-customized unit 66, with the intention of obtaining at least one unit 6.
3 The uploading of this customization information enables to make operational at least
one unit 6. It should be observed that part of said information, once transferred to a
unit 6, is not directly accessible outside said unit 6. The transfer of the customization
information to a blank unit 60 or a pre-customized unit 66 can be carried out through
an adapted customization unit which is described in the rest of the description in
) figure 150. In the case of a unit 6, constituted by a chip card 7 and its reader 8, the
customization concerns only the chip card 7.
" For the implementation of the protection phase P, various technical means are
described more precisely in relation to figures 110, 120, 130, 140 and 150.
Figure 110 illustrates an embodiment of a system 25 enabling to implement the
» construction stage Sy, which takes into account the definitions intervened during the
definitions stage S1; and during which are constructed the transfer means 12, 13 and
possibly, the exploitation means intended for the unit 6. Such a system 25 includes a
program development unit or workstation which has classically the form of a
computer comprising a system unit, a screen, peripherals such as keyboard-mouse,
) and including, among others, the following programs: file editors, assemblers, pre-

processors, compilers, interpretors, debuggers and link editors.
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one blank unit 60 with the intention of obtaining a pre-customized unit 66. Said pre-
customization unit 30 includes reading and writing means 31 enabling to electrically
pre-customize, a blank unit 60 so as to obtain a pre-customized unit 66 to which the
transfer means 13 and/or the exploitations means have been uploaded. The pre-

customization unit 30 can also include physical customization means 32 of the blank

unit 60 which can for instance, have the form of a printer. In the case where the unit 6

is constituted by a chip card 7 and its reader 8, the pre-customization generally
concerns only the chip card 7. _

Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected software or to automate
software protection. Such a system 35 includes a program development unit or
workstation which has classically the form of a computer comprising a system unit, a
screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors.

Figure 140 illustrates an embodiment of a system 40 enabling to create directly
a protected software 2p or to modify a vulnerable software 2v with the intention of
obtaining a pfotected software 2p. Such a system 40 includes a program development
unit or workstation which has classically the form of a computer comprising a system
unit, a screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors, as well as tools enabling to help generate protected
software or to automate software protection.

Figure 150 illustrates an embodiment of a customization unit 45 enabling to
upload the second object part 2pou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object part 2pou to at
least one pre-customized unit 66 with the intention of obtaining at least one unit 6.
Said customization unit 45 includes reading and writing means 46 enabling to

electrically customize, at least one blank unit 60 or at least one pre-customized unit
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one unit 6 which can for instance, have the form of a printer. In the case where a unit

' 6 is constituted by a chip card 7 and its reader 8, the customization generally
concerns only the chip card 7.
The protection process according to the invention can be implemented with the
following improvements:
* It can be planned to use jointly several processing and memorizing units
' between which is divided out the second object part 2pou of the protected
software 2p so that their joint use enables to execute the protected software
2p, the absence of at least one of said processing and memorizing units
preventing the usage of the protected software 2p.
e In the same way, after the pre-customization stage S;3 and during
customization stage S;3, the part of the second object part 2pou necessary to
transform the pre-customized unit 66 into a unit 6 can be contained in a
processing and memorizing unit used by the customization unit 45 so as to
limit the access to said part of the second object part 2pou. Naturally, said
part of the second object part 2pou can be divided out between several
processing and memorizing units so that said part of the second object part
2pou is accessible only during the joint use of said processing and

memorizing units.
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=> during a protection phase (P):
e  defining:

— aset of elementary functions whose elementary functions are liable to

0 be executed in a unit (6),

— and a set of elementary commands for said set of elementary functions,
said elementary commands being liable to be executed in the data
processing system (3) and to trigger the execution in a unit (6), of the
elementary functions,

5 ® constructing exploitation means enabling to transform the blank unit (60)
into a unit (6) able to execute the elementary functions of said set, the
execution of said elementary functions being triggered by the execution in
the data processing system (3) , of the elementary commands,

e creating a protected software (2p): _

) — by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software (2v), uses at least one operand
and enables to obtain at least one result,

— by choosing at least one portion of the source of the vulnerable
software (2vs) containing at least one chosen algorithmic processing,
5 — by producing a source of the protected software (2ps) from the source
of the vulnerable software (2vs), by modifying at least one chosen
portion of the source of the vulnerable software (2vs) to obtain at least
one modified portion of the source of the protected software (2ps), this
modification being such that:
) > during the execution of the protected software (2p) a first

execution part (2pes) is executed in the data processing system (3)
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of at least one chosen algorithmic processing,

5 »  at least one chosen algorithmic processing is split so that during
the execution of the protected software (2p), said algorithmic
processing is executed by means of the second execution part
(2peu), using elementary functions,

» for at least one chosen algorithmic processing, elementary

o commands are integrated to the source of the protected software
(2ps), so that during the execution of the protected software (2p),
each elementary command is executed by the first execution part
(2pes) and triggers in the unit (6), the execution by means of the
second execution part (2peu), of an elementary function,

5 >  and a sequence of the elementary commands is chosen among the
set of sequences allowing the execution of the protected software
2p),

— and by producing:
>  a first object part (2pos) of the protected software (2p), from the

) source of the protected software (2ps), said first object part (2pos)
being such that during the execution of the protected software
(2p), appears a first execution part (2pes) which is executed in the
data processing system (3) and whose at least a portion takes into

account that the elementary commands are executed according to

A4

the chosen sequence,
> and a second object part (2pou) of the protected software (2p),
containing the exploitation means, said second object part (2pou)
being such that, after upload to the blank unit (60) and during the
execution of the protected software (2p), appears the second
) execution part (2peu) by means of which are executed the

elementary functions triggered by the first execution part (2pes),
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contained in a portion of the first execution part (2pes) imposes it, .
executing the corresponding elementary function in the unit (6), so that said
portion is executed correctly and that, consequently, the protected software
(2p) is completely functional,

) ¢ and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to trigger the execution of an elementary function
in the unit (6), not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently, the protected

- software (2p) is not completely functional.
) 2 - Process according to claim 1, comprising;
—> during the protection phase (P):
e modifying the protected software (2p):
— by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected

) software (2p), partially defines the state of the protected software 2p),

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen variable or at least
one copy of chosen variable resides in the unit (6),
— and by producing:
»  the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), at least one portion of the first execution

part (2pes) takes also into account that at least one variable or at

least one copy of variable resides in the unit (6),

> and the second object part (2pou) of the protected software (2p),
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least one chosen variable, or at least one copy of chosen variable

e

resides too in the unit (6),
~ and during the usage phase (U):
* in the presence of the unit (6) each time a portion of the first execution part

(2pes) imposes it, using a variable or a copy of variable residing in the unit

(6), so that said portion is executed correctly and that, consequently, the

) protected software (2p) is completely functional,
¢ and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to use a variable or a copy of variable residing in
the unit (6), not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently the protected
software (2p) is not completely functional.
3 - Process according to claim 1, comprising:
= during the protection phase (P):
e  defining:

—  at least one software execution characteristic, liable to be monitored at
least in part in the unit (6),

— at least one criterion to abide by for at least one software execution
characteristic,

—  detection means (17) to implement in the unit (6) and enabling to
detect that at least one software execution characteristic does not abide
by at least one associated criterion,

—  and coercion means (18) to implement in the unit (6) and enabling to
inform the data processing system (3) and/or modify the execution of a
software, when at least one criterion is not abided by, |

®  constructing the exploitation means enabling the unit (6), to also implement

the detection means (17) and the coercion means (18),

¢ and modifying the protected sofiware (2p):
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functions for which at least one chosen software execution
characteristic is to be monitored,
~ by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
) of the protected software (2p), at least one chosen execution
characteristic is monitored by means of the second -execution part
(2peu), and the fact that a criterion is not abided by leads to the data
processing system (3) being informed and/or to a modification of the

execution of the protected software (2p),

~

and by producing the second object part (2pou) of the protected

software (2p) containing the exploitation means also implementing the

detection means (17) and the coercion means (18), said second object

part (2pou) being such that, after upload to the unit (6) and during the

execution of the protected sofiware (2p), at least one software

) execution characteristic is monitored and the fact that.a criterion is not
abided by leads to the data processing system (3) being informed
and/or to a modification of the execution of the protected software
(2p)

=> and during the usage phase (U):
3 ¢ in the presence of the unit (6):
- as'long as all the criteria corresponding to all the monitored execution

characteristics of all the modified portions of the protected software
(2p) are abided by, enabling said portions of the protected software
(2p) to work nominally and consequently enabling the protected

) software (2p) to work nominally,

— and if at least one of the criteria corresponding to a monitored
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5 4 - Process according to claim 3, to limit usage of a protected software 2p),
comprising:
=> during the protection phase (P):
e  defining:
—  as software execution characteristic liable to be monitored, a variable
0 of measurement of the usage of a functionality of a software,
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
— and actualization means enabling to update at least one variable of

measurement,

(%]
[ ]

constructing the exploitation means enabling the unit (6) to also implement
the actualization means,
¢ and modifying the protected software (2p):
— by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality
) of a software,
~ by choosing:

> at least one functionality of the protected software (2p) whose
usage is liable to be monitored using a variable of measurement,

> atleast one variable of measurement used to quantify the usage of

) said functionality,

» at least one threshold associated to a chosen variable of
measurement cotresponding to a limit of usage of said
functionality,

> and at least one method of update of a chosen variable of

) measurement depending on the usage of said functionality,

~ and by modifying at least one chosen portion of the source of the
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5 taken into account,
-> and during the usage phase (U), in the presence of the unit (6), and in the case
where at least one threshold crossing corresponding to at least one limit of usage
is detected, informing the data processing system (3) of it and/or modifying the
functioning of the portion of the protected software (2p), so that the functioning
) of the protected software (2p) is modified.
S - Process according to claim 4, comprising;
=>  during the protection phase (P):
e  defining:

—  for at least one variable of measurement, several associated thresholds,

W

— and different coercion means corresponding to each of said thresholds,

¢ and modifying the protec:ted software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the

) functionality,
— by choosing at least two thresholds associated to the chosen variable of
measurement,
— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
b execution of the protected software (2p), the crossings of the various
thresholds are taken into account differently, by means of the second
execution part (2peu),

—> and during the usage phase (U):
¢ in the presence of the unit (6):

) —  in the case where the crossing of a first threshold is detected, enjoining

the protected software (2p) not to use the cotresponding functionality



' ' ' ' i ' - R’ - " &' -
SI0e (17150 | S T R DA A Rl
L*g10%&' ()-! (4109%& ()-!S& 10%& ()-P(dE:/ 10 10 9L! 10%& ()- @#109%& () - .&6
109 ()- 14109 ()- 2109%& ()- 1F10%& ()- U7xY7/ 10'yy "109%&&& ()- 10%& ()-
F @O% ()- 910% ()- |10%& ()- @0%& ()~ 1077AdE7/ 10!yy "

109&' () - F109%& ()-y3':ar}y%'@l/§fé,()- & 109%&' ()- 109%&' ()- , @O0%& ()-adE7/ 10'yy
— and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one
portion of the protected software (2p).
j 6 - Process according to claim 4 or 5, comprising:
->  during the protection phase (P):

o defining refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one
additional usage,

) ®  constructing the exploitation means also allowing the unit (6) to implement
the refilling means,

* and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement enabling to limit the usage of a
functionality and which must be able to be credited with at least one
additional usage,

— and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage
of at least one functionality corresponding to a chosen variable of
measurement can be credited,

- and during the phase of refilling;

* reactualizing at least one chosen variable of measurement and/or at least
one associated threshold, so as to allow at least one additional usage of the
functionality.

7 - Process according to claim 3, comprising:

-> during the protection phase (P):

¢  defining:

~  as-software execution characteristic liable to be monitored, a profile of

software usage,
- and as criterion to abide by, at least one feature of software execution,

* and modifying the protected software (2p):
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are usa
— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,

5 — and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the second execution part
(2peu) abides by all the chosen features of execution,

- and during the usage phase (U) in the presence of the unit (6), and in the case

) where it is detected that at least one feature of execution is not abided by,

informing the data processing system (3) of it and/or modifying the functioning
of the portion of the protected software (2p), so that the functioning of the
protected software (2p) is modified.
8 - Process according to claim 7, comprising:
b —)7 during the protection phase (P):
¢  defining:
—  an instructions set whose instructions are liable to be executed in the
unit (6),
— a set of instructions commands for said instructions set, said
l instructions commands being liable to be executed in the data

processing system (3) and to trigger in the unit (6) the execution of the

instructions,

—  as profile of usage, the chaining of the instructions,

—  as feature of execution, an expected chaining for the execution of the
instructions,

—  as detection means (17), ‘means enabling to detect that the chaining of
the instructions does not correspond to the expected one,

— and as coercion means (18), means enabling to inform the data
processing system (3) and/or to modify the functioning of the portion
of protected software (2p) when the chaining of the instructions does

not correspond to the expected one,
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triggered by the execution in the data processing system (3), of the
instructions commands,

5 * and modifying the protected software (2p):
— by modifying at least one chosen portion of the source of the protected
software (2ps):
» by transforming the elementary functions into instructions,
> by specifying the chaining by which must abide at least some of
) the instructions during their execution in the unit (6),
> and by transforming the elementary commands into instructions
commands corresponding to the instructions used,
=> and during the usage phase (U), in the presence of the unit (6), in the case where
it is detected that the chaining of the instructions executed in the unit (6) does
i not correspond to the expected one, informing the data processing system (3) of
it and/or modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.
9 - Process according to claim 8, comprising;
=>  during the protection phase (P):
¢  defining:

—  as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
returning a result,

—  for at least some of the instructions working with registers:
>  apart (PF) defining the functionality of the instruction,
> and a part defining the expected chaining for the execution of the

instructions and including bits fields cotresponding to:
0 an identification field of the instruction (CII),
0 and for each operand of the instruction:
*  aflag field (CDy),
* and an expected identification field (CIPY) of the
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instructions set, a generated identification field (CIG,) in which is
automatically memorized the identification of the last instruction
5 which has returned its result in said register,

— as detection means (17), means enabling, during the execution of an.
instruction, for each operand, when the flag field (CDy) imposes it, to
check the equality of the generated identification field (CIG.)
corresponding to the register used by said operand, and the expected

) identification field (CIPy) of the origin of said operand,

— and as coercion means (18), means enabling to modify the result of the

instructions, if at least one of the checked equalities is false.
10 - Process according to claim 1 or 8 comprising:

=> during the protection phase (P):

Al

e  defining:
— as a triggering command, an elementary command or an instruction
command,
—  as a dependent function, an elementary function or an instruction,
— as an order, at least one argument for a ftriggering command,
) corresponding at least in part to the information transmitted by the data
processing system (3) to the unit (6), so as to trigger the execution of
the corresponding dependent function,
— amethod of renaming of the orders enabling to rename the orders so as

to obtain triggering commands with renamed orders,

Wi
}

and restoring means (20) designed to be used in the unit (6) during the
usage phase (U)., and enabling to restore the dependent fﬁhction to
execute, from the renamed order,.
e constructing exploitation means enabling the unit (6) to also implement the
restoring means,
) ¢ and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), triggering
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»  the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the triggering commands with renamed

0 orders are executed,

> and the second object part (2pou) of the protected software (2p)
containing the exploitation means also implementing the restoring
means (20), said second object part (2pou) being such that, after
upload to the unit (6) and during the execution of the protected

5 software (2p), the identity of the dependent functions whose
execution is triggered By the first execution part (2pes) is restored
by means of the second execution part (2peu), and the dependent
functions are executed by means of the second execution part
(Zpeuw),

~> and during the usage phasé ):

(5=

e in the presence of the unit (6) and each time a triggering command with
renamed order, contained in a portion of the first execution part (2pes)
imposes it, restoring in the unit (6), the identity of the corresponding
dependent function and executing it, so that said portion is executed

5 correctly and that, consequently, the protected software (2p) is completely
functional,

e and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes), to trigger the execution of a dependent function
in the unit (6), not being able to fulfill said request correctly, so that at least

) said portion is not executed correctly and that, consequently, the protected

software (2p) is not completely functional.
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— by choosing, in the source of the protected software (2ps) at least one
triggering command with renamed order,
~ and by modifying at least one chosen portion of the source of the
) protected software (2ps) by replacing at least the renamed order of one
chosen triggering command with renamed order, with another renamed
order, triggering a dependent function of the same family.

12 - Process according to claim 11, comprising:

-> during the protection phase (P), defining, for at least one dependent function, a

i

family of algorithmically equivalent dependent functions:
— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit (6),
— or by using the identification field of the instruction (CII) and the
expected identification fields (CIPy) of the operands.
) 13 - Process according to claim 10, 11 or 12, comprising:
-> during the protection phase (P):
e  defining:
~  as method of renaming of the orders, a ciphering method to cipher the
orders,
5 — and as restoring means (20), means implementing a deciphering
method to decipherhthe renamed orders and thus restore the identity of
the dependent functions to execute in the unit (6).
14 - Process according to one of the claims 1to 13, comprising:
~> during the protection phase (P):
) e modifying the protected software (2p):

— by choosing, in the source of the protected software (2ps), at least one



& ()-'Y 109 ()-'"!,Ly&m 10%& ()-s!; Ky&' 10%&' ()-s y&m'10% & ()-s#]";
ANn 2 [\t R310 lsOlOO/dob& ()-. le%& ()-1 +T109& ()-! ( 10¥%8S& ()- ( 10%
& ()-'n= 10%& ()-? ta’| T ~_>10 ! 10%)b&() 10%& ()-3 10 10
1099109%&' ()- Y 710%& ()-F!)Y 410%b& () | " ,aaPccc}\;~ >10 ! ny"109%& ()-z
y"10% ; & ()-z3!'ny"109%& ()-zs10% () - §30‘3/&()-4!3
, 1041 & ()-cccdej eexVa~_>10

! Oy #" 10%meE () - ! Yy #caRbitiokal (Draholi caR98 out Sttt lé&q/@gm{e) thosen algorithmic
y# 109%¢& ()-!(y"109& ()-zefffff3ggguVv710 ! 10%&' ()-

10%&' () - 910%& () - FPIBY@ing,- 10hh 10hh

10hh! 0% 109’ hUhe Y: uVv710
Iolo%g/?/ ()-)!Fy," (Izw f(f{;lg'mgléi Ga%bmeb%?ﬂ gortipn-of shgsqurcesofthe ptected! y

w100 () al) i~ 1OVRVEE BB s ol b gt e&%ﬁmﬁﬁﬁﬁ%ﬁ'ﬁmmo
L1*f"1G% 10 10 10bf thelft¥fsclel-s&ttvare (2p), the functionality of at least one chosen
conditional branch is executed, by means of the second execution part
(2peu), in the unit (6),
-~ and by producing:
»  the first object part (2pos) of the protected software (2p), said first
) object part (2pos) being such that during the execution of the
protected sofiware (2p), the functionality of at least one chosen
conditional branch is executed in the unit (6),
> and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, afier upload to the
) unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the
functionality of at least one chosen conditional branch is executed,
-> and during the usage phase (U):
¢ in the presence of the unit (6) and each time a portion of the first execution
) part (2pes) imposes it, executing the functionality of at least one conditional
branch in the unit (6), so that said portion is executed correctly and that,
consequently, the protected software (2p) is completely functional,
¢ and in the absence of the unit (6) and in spite of the request by a portion of
the first execution part (2pes) to execute the functionality of a conditional
) branch in the unit (6), not being able to fulfill said request correctly, so that
at least said portion is not executed 'correctly and that consequently, the
protected software (2p) is not completely functional.
15 - Process according to claim 14, comprising, during the protection phase (P),
modifying the protected software (2p):
) — by choosing, in the source of the protected software (2ps), at least one

series of chosen conditional branches,
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0 series of conditional branches is executed in the unit (6),
> and the second object part (2pou) of the protected softiware (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the
5 overall functionality of at least one chosen series of conditional
branches is executed.

16 - Process according to one of the claims 1 to 15, comprising splitting the
protection phase (P) into a prior protection sub-phase (P1), independent of the
software to protect and a subsequent protection sub-phase (P2), dependent of the

0  software to protect.

17 - Process according to claim 16, comprising, during the prior protection sub-

phase (P1), making intervene a definitions stage (S11) during which are carried out
all the definitions.

18- Process according to claim 17, comprising, after the definitions stage (S11),
5 making intervene a construction stage (S12) during which are constructed the
eXploitation means.
19 - Process according to claim 18, comprising, after the construction stage
(812), making intervene a pre-customization stage (S13), comprising uploading to a
blank unit (60), at least a part of the exploitation means with the intention of
0 obtaining a pre-customized unit (66). ' |

20 - Process according to claim 17 or 18, comprising, during the prior protection
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protection sub-phase (P2), into:

5 ® a creation stage (S21) during which the protected software (2p) is created,

from the vulnerable software (2v),

® possibly, a modification stage (S22) during which the protected software

(2p) is modified,

¢ and a customization stage (S23) during which: _

0 — the second object part (2pou) of the protected software (2p) containing

the exploitation means is uploaded to at least one blank unit (60) with
the intention of obtaining at least one unit (6),

— orapart of the second object part (2pou) of the protected software (2p)
possibly containing the exploitation means is uploaded to at least one

5 pre-customized unit (66) with the intention of obtaining at least one

unit (6).

22 - Process according to claims 20 and 21, comprising, during the creation
stage (S21) and possibly during the modification stage (S22), using at least one tool
which help generate protected software or which automate software protection.

0 23 - System for the implementation of the process in accordance with claim 18,
characterized in that it includes a program development unit, used, during the
construction stage (S12), to carry out the construction of the exploitation means
intended for the unit (6), taking into account the definitions intervened during the

' definitions stage (S11).
5 24 - System for the implementation of the process in accordance with claim 19,
~ characterized in that it includes a pre-customization unit (30) enabling to upload at
least a part of the exploitation means to at least one blank unit (60), with the intention
of obtaining at least one pre-customized unit (66).
25 - System for the implementation of the process in accordance with claim 20,

0 characterized in that it includes a program development unit, used to carry out during

the tools making stage (S14), the making of tools which help generate protected
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27 - System for the implementation of the process in accordance with claim 21,
characterized in that it includes a customization unit (45) enabling to upload:
o the second object part (2pou) to at least one blank unit (60), with the
intention of obtaining at least one unit (6),
e ora part of the second object part (2pou) to at least one pre-customized unit
0 (66), with the intention of obtaining at least one unit (6).
28 - Pre-customized unit (66), characterized in that it is obtained by the system
in accordance with claim 24,
29 - Unit (6) enabling to execute a protected software (2p) and to prevent its
unauthorized usage, characterized in that it contains the second object part (2pou) of
5  the protected software (2p) uploaded using a customization unit (45) in accordance

with claim 27.

30 - Set of units (6), characterized in that the second object part (2pou) of the
protécted software (2p), uploaded using a customization unit (45) in accordance with
claim 27, is divided out between several processing and memorizing units so that

) their joint use enables to execute the protected software (2p).

31 - Distribution set (2pd) of a protected software (2p), characterized in that it
includes:

e a first distribution part (2pds) containing the first object part (2pos) and

designed to work in a data processing system (3),
5 ¢ and a second distribution part (2pdu) having the form:
—~  of a blank unit (60),
— . or of a pre-customized unit (66) in accordance with claim 28, able after
upload of customization information, to transform into a unit (6),
— or of a unit (6) in accordance with claim 29.
) 32 - Distribution set (2pd) of a protected software (2p) according to claim 31,
characterized in that the first distribution part (2pds) has the form of a physical
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5  units (60), of pre-customized units (66) or of units (6), includes at least one chip card
.

34 - Processing and memorizing unit characterized in that it contains the part of

the second object part (2pou) necessary to transform a pre-customized unit (66) in .

accordance with claim 28 into a unit (6) in accordance with claim 29.

0 35 - Set of processing and memorizing units characterized in that the processing
and memorizing units used jointly, contain the part of the second object part (2pou)
necessary to transform a pre-customized unit (66) in accordance with claim 28 into a

unit (6) in accordance with claim 29.
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