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Bl DI RECTI ONAL COVMUNI CATI ON CERTI FI CATI ON  MECHANI SM
FI ELD OF THE | NVENTI ON 5 The present invention relates
to a comuni cation certification nechanism nore
particularly to a bidirectional comrunication
certification nechani.smwhich enabl a (..
ol i ent ) BIRIRECHONAT, COMMIINECATION SRR TIRIGATION
user registers to becone a nmenber of an online gane
and then, when the userMEGHANEM ogin the online
ganme, enables the user to use the preset phone nunber
to set a 10 tenporary password for finishing the
| ogi n procedure. BACKGROUND OF THE | NVENTI ON

FIEL&: Okt THE INMENKEOMNpul ari zati on of broadband
networks, the type diversity of online ganes (such as
sflihat prpgenty pevensibootalatgs ttg pe coauniiicatign asertifieafors aagchanism,
15 nul tiplayer online role-playing gane, etc.) and the

more pastisardy toal bideegthonal foonrhinicati¢s vettifacationnmedhanism which
friend, etc.), a market research conpany "In-Stat"

enagtdéd aaises (i.bah dlient) of presenaoiwasofondsplorpanifber oviidmnthe user
gam ng nmarket can be up to 21.1 billion dollars

regigtérsererbed0atd &ntkrdbdr3of dihoaling gamecaid thén, Whier the user wants to
econony" based on online ganmes becones a new busi ness

logiR 4Bt ontife! githe, NEHadl&NtheNBde® td0udathie Preddti pledife number to set a
gradual |y conbine online ganes with other hardware

tenMPRARE pssVord BHPMhBRInY B8 Jogindudtédurgal ue- added
servi'ces for increasing the profit. Generally, when a
user uses a val ue-added service on a website provided
by a game provider or purchases a virtual treasure in
RO YEN i neage, Mapl eStory,
B%Iatg%am ng@g??@j ﬁtqhe ug_g(r)N_rrust use virtual noney
| Y . QVi . it £
ﬁ@?e‘i‘ltl?rb}n@@)l @??ﬁ%ﬁ%ﬂ%ﬁﬁ d%%roé@&anﬂm@bgl%, éﬂ-{é‘a isfyspie f (Ihggrm v 0

sources nmoney are appr oxi mat el

o S AR s ARy P RS RGP, e sl
mu‘iﬁ}l)fa%r %%Tﬁlef %le-ep)i%/:i%tg' rg]gmte?séig‘.) L@ HhE "ShePRIREE BF Sonline game

functions (such as community, friend, etc.), a market research company “In-Stat”

estimates that the total income of Asia-pacific online gaming market can be up to
21.1 billion dollars between 2008 and 2013. Thus, a so-called “home economy”
based on online games becomes a new business model, so that more and more
game providers gradually combine online games with other hardware products or
provide cross-industry value-added services for increasing the profit.

Generally, when a user uses a value-added service on a website provided by a
game provider or purchases a virtual treasure in a main online game (such as
Lineage, MapleStory, CrazyRacing, etc.), the user must use virtual money issued by
the game provider for shopping. The sources of virtual money are approximately

classified into two types: a first type is money which can be obtained by the user
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perform ng actions, etc., and a second type is noney
whi ch i s exchanged by using actual noney. Because the
virtual noney has the function of purchasing services
or virtual tools, nost of users consider the virtual
noney as one type of individual 5 properties and .
during gha,nsey playt Hier main onkiag gamedor KEeGHINE taﬁks,\ﬁghtmﬂ monsters,
noney is belonged to the individual gane account and .
perfierningtassionsa¢tge astlifeesecondiizpe it mosey whish|is gychangeddy using
ganme accounts cause the trouble of the gane providers |
actaaldnphey. Benavse theovistuial manily hag it fangtionef ppaekasing services or
provi ders gradual ly provide various protection o
virtmhgoolss nfost of nisessasomsiderhthesvireia) méneayhas oneitype gdnipdividual
accounts and lowering the 10 stolen risk of the _
propettiese agd mearefidbupretechdwaddganwhilee berstise dhmowirtual money is
protection neasure is to set a specific gane password
belbaged he thalihdieidmigante aceduntaridhkasusetnal whieeetffiedththe acts of
password is preset to only include limted
stegldyg aalies Eameubomits @usy thearcublé ef thd gane pfoviders and the users.
characters which nust sinultaneously include English
To Wibeé GRS SpriobYEh C efee ghiiket priovidids itadiedlly provile oragidis tprotection
i ncrease the conplexity of the password and | ower the

meaSinel o PRFehdih} ithy safdtPofdhe dnlin@dhirhé @Bcowtieantiewering the
user want to login an online game server, some game

Stopgrpﬂglgsaﬁ,eq;rgm hediem keyboard, i.e. a keyboard

I mage shown in a oper ational wi ndow has random

arbﬁ(ﬁﬁg@gE@ﬁ’é g8t &rhitlon ?%Eﬁe&iﬂ?@ﬁ{e%sﬁ&r isPR) Q6 a specific game

click Y ‘using a nouse I nput the user's password.

paslé%d ol ﬂ?@@gfgﬁgﬁgﬁfe GoclofMt gg tfétﬁ gﬂ&r withdinethe &fggs@orcﬁis preset

of tware cap capturin récording c

to éﬁglﬁglﬁlé@f eli t?‘?i %ﬁ%’gﬁ%\ff‘ sakh G& %ﬁ@efﬁe&sle?sf tHaflq q‘&%’&&%@ which

USeér™s co rfromstealing t

s gl PERsRE JACIPES RABNRY b oREARE "Riter and number, in
orf SR ol oS BRI S BB vty
thq(;gg Elg:adhﬁﬁ)g;% I ?tpéglﬁ a\ggg@%f@‘éﬁ g‘&ﬁﬁﬂﬁé gg&cisteg‘?ér, some game
prodders Broiade; norgm HeybbsrhTe. 3 1BYBAA°HRE: sifvn in an
operational window has random arranged English letters and numbers for being
clicked by using a mouse to input the user’s password. Thus, it can prevent a key
logger software (i.e. a software capable of capturing and recording code values of
pressed keys after the keys of the keyboard are pressed) in the user’s computer
from stealing the user’s game password. However, the foregoing protection
measure is only used to change the game password. Once an illegal account stealer
obtains the user’s game password, the stealer can completely control the user’s
game password and then steal virtual money, virtual treasures, game players or

value-added services in the user’s game password, so as to cause the right loss of
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the user. Mreover, after the user's gane password is
stolen, the user may think that all efforts in the
online gane are lost, so as to want to give up the
online game or change to play another online gane.
Therefore, the profit of the original online gane )
thegissyiMercavay adier thrpsers gaine passward 1s ptolgn; thepesrmay think that
for ganme designers to think how to design a .
all efomsrindhe ioplingcgamg prealosh FonasciPawrBhiEVE YR theepnline game or
safety, in order to lower the stolen propability of '
change tgsplaysanpther aolinegammdlherefore,y thtepeafiteef Hhgneriginal online
envi ronnent to obtain the user's trust for the purpose
game prevideninaiyrhe lastl i ncreasing the market share of the
ganme provider. 10 It is therefore tried by the _
i Aseiat mesultp itles dinportanbifdi rgame alesignesmiarthiokt how to design a
certification nechanismto provide safer online ganes
cotharumcdtidongertifieation thestmnisax i with ggher dafety] omionderetonlgver the
of traditional online ganmes that can not conpletely
stofgrotpobalsility nef ghee userto upde Odcaomat sad waysovidee safer game
right |l oss of the user and the user |[|oss of original

envirGiMeRI 15 dbtaintbe aseres pusviciehe paspode of mdiathivibg\end ihbreasing
BRI EF SUMVARY OF THE | NVENTI ON A primary object of the

thePh88@Pshare\vTMthé @Amerbiderovi de a communi cati on ,
certification systemof a bidirectional comunication

Cqf id fHepHokO HidEBY etﬁg SAvent¥htS Be$E16P d BREre@flonal communication

i nteractive voil ce” nodul e, a communi cation !ock server
cel?i‘f'f&aﬁoﬁ%ga@ﬁs?ﬁ rt\{)gﬁrov‘lﬂke 5&feh 6rﬂﬁ1e'n%ﬁésa%t ‘é@lv‘fﬁ% ¢€e problems
nodul e i's connected to a voice co ni cati on networKk

exi?ﬁ:?%tiﬁechﬁ QBBH hicth rg;gf | Rkt Sl VHline' E%ﬁgéglttl:lé’ceéa‘h ndt'8ompletely

ractive-vol ce ule can recelve -1 n nessage

o i AP PGy S Y BACS e g nd the

o LR e TR 00 R

transmtted after the phone is connected, and transmt
t he phone nunber and the tenporary password to the

BEIEFSUMAMARY ¥ IXVENTION

A primary object of the present invention is to provide a communication

certification system of a bidirectional communication certification mechanism,
which comprises an interactive voice module, a communication lock server and a
game server, wherein the interactive voice module is connected to a voice
communication network and the communication lock server, respectively. The
interactive voice module can receive a call-in message transmitted from a phone
through the voice communication network, then capture a phone number
corresponding to the call-in message and a temporary password included at least
one key code value transmitted after the phone is connected, and transmit the phone

number and the temporary password to the communication lock server.
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3 Furthernore, the communication | ock server is
further connected to the gane server, and provided
with a nunber database and a tim ng procedure therein,
wherei n the nunber database can save the phone nunber
and the tenporary . password received by the
Furthermnrec 4he sonupiricatien dock isrye imduithsr genpscted dortbe game
5 can start, to tinme when the nunber database receiyves )
servefe 3o REovidedevith v nuseber; databeser ynd & itping prepedure therein,
del ete the phone nunber and the tenporary password
whegreir rthe anpmbge tdatatiase ccani gave Nbe adane, nuimbeyand dhe Jemporary
is further connected to the Internet, and link to a
passwiond wegeivesd, byetho fcommuyaicatipn docks senviesriwhile the tigningHrocedure
Internet, wherein the gane server has a user database
cant ktarteton tinmed wiien theenunibemdatabase oeaséves the pheneanimpenfand the
user data. When the gane server receives a |login
tempoyanspassessdged delete thenphoneatinber anckthe temporary gdssword after
fromthe term nal device, a gane account, a gane
a predetenniheda tipke ndloreodee) the dzamd separ arsy fin#isswoonhected to the
included in the |login request nessage of
IntemetEndchak oo al teakinal ldevive afoaeered.ewatdliehtlethnswegh thet Boternet,
in the user database, while the comuni cation | ock
whesdiy €he Bhine seeveérdidsid Lisatddabase ahdrelc redl tHebugeratatabase stores a
nunber and a correspondi ng tenporary password are
plu@aqit?'_t@fduéé?{dé‘ﬁeﬁ WHRANMB | cathd 9rveP BéceidsvR Togihfrehiést message of
cerfification of the conmunication |ock server is

cofffur@&dtiont 108k tEnShiIREd SR R temihdl Rk @ danié afccint, a game

ogin procedure. As a result, the communication

pass@/ordf 4 Eﬁbﬁ@ ﬁuﬁ%gi“?.\gﬂ SeRfpokdls PIsSFBR irldhY& inOtheNBEin request

only cah provi nctions of certificating the gane

mSSRY A AT gyt J8] 1D e e
e RSty B R, 1 ¥ L, SO g e
e S S
cofnEuBl oSk LU LSS O SRR Bfierer
001%% ¢ rt%ﬁ@}'cﬁe‘gf}{aﬁ{sraﬂg}\%ﬂfﬁbﬁgg icf;ﬁiiﬁ rf)%cedure. As a result, the

communication certification mechanism of the present invention not only can

Ol

provide functions of certificating the game account and the game password of a
user, but also can provide functions of certificating the phone number
predetermined by the user and the temporary password preset by the user. Thus, the
safety of the user’s terminal device to login the game server can be ensured, while
the stolen risk of the game account can be efficiently lowered down.

A secondary object of the present invention is to provide a communication
certification method of a bidirectional communication certification mechanism,

which is applied to the foregoing communication certification system, so that the
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which is applied to the foregoi ng conmuni cation
certification system so that the 4 term nal device
of the user can set a tenporary password through a
predeterm ned phone nunber before the | ogin procedure
of the terminal device into the gane server, wherein

termpnal wenissr of thepiss ®an §et 8 terapersan pPaptwond-brepghea predetermined
account and the game password for finishing the,

phane: nuaben dieforsr deelogin procedvse cxfsthet teamingl cdgyies intgeths game
user's game account. The conmunication certification

servien Ndwreiortpe itemporarg pasoyord isrrostcled gvitnthengame eceausnt and the
voi ce nodul e to capture a phone nunber correspondin

game passveerdl for dimshisggke bytirgrlogin pmacdmmdoxiut:masenﬂméety of the
after receiving the call-in nmessage transmtted from

usea’spgane actauntedhe venmmumicptom cyrtifecationr methodncompiizsas steps of:
fromthe phone after the phone is connected, and to

praviding rint intérectileoveica umddule andapinee 4 phioaspumaber corresponding to
password to a conmmuni cation | ock server; providing the

a calimungssagd by anlinkkactivewaricd moglaleaftdrerepbioit: thendadl-in message
and the tenporary password in a nunber database after

trafiseiiedi fiom’ Herhphe e Reddded aateehpioreryt password traasatited drom the
to execute a timng procedure, and to delete the

phdt¥0 Bften D hoA# ds tddRnkereRO hAd toPRasstRit Ghe 3iHole Aumber and the
predeterm ned tine; providing a game server to read a

tenfFRryAE4sRWRtd téa YondAliRicRASS WItserdem pOE IR com@udication
tenporary password included in the 106gin request

locﬁes%‘f?&etd’ga&om@‘gffl&?é nBMmbep %d@ﬂke{eéﬂclﬁﬁm géﬁyﬁ)rﬂ qgi £ number

request nmessage conmmuni cat | on smtted
oD% LTI EATROEeS Tigpvor, o cxcut
» 435 PRS0, 338 gt ns SRS SR Ui prsvord
20884 R PR, S, ke SRR S, o
TR o RBRE 0 SRR RGBS o o
B8 AT IR AL o SHEI A messes o
co R GRS P e e HESPoARS e gome

within the . .
account, the game password and the phone number with user data in a user

database, and to transmit a certification message to the communication lock server
after comparing to find out a complete matched user data, in order to certificate if a
matched phone number and a corresponding temporary password are existed in the
communication lock server, to allow the terminal device to login the game server
after passing the certification. As a result, the phone number can be preset by the
user, and the user must finish the login procedure of the terminal device within the
predetermined time after presetting the temporary password, in order to login a

game of the game server or use a service provided by a game provider. Thus, the
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25 predetermned tinme after presetting the tenporary
password, in order to login a gane of the gane server
or use a service provided by a game provider. Thus,
the 5 stolen risk of the user's gane account

onpletely controlled by a steal.er_ can be wer e
stoleBHISk 75 the AISEVS BOME ARRHR ASPIRIFELY Soutaedh Be Sigaler can be
certification systemof a bidirectional comrunication
loweged dpWaat i on nechani sm of a preferred enbodi nent of
5 the present inventjon conprises:, an interactive
v 3pcacliisunthe ciec obiecise  CENBRRISHAB reeHiiFRiion system of a
_network for receiving a call-in nessage transmitted
bidiregtipral seeraunigation prtifidatignameehanism ehigapreferred embodiment of
corresponding to the call-in nessage, so as to obtain ,
thezpresant dnventignaeemprises: raarigdractie veissmodulgironacctgd to a voice
conmuni cation | ock server connected to the
cormmugicationvectwork dorpeheidng cr call-im smissagentransmmitegefromoa phone
each other 10 and for saving the phone nunber and the
anccaptesipg acphometrenplsgracoyrespesding do the aaldin mesdaga, smaste obtain
i nteractive voice nodul e; and a ganme server connected
a tempbdteey pastworetrahsmittezt Giom niye phbnej a comymenicaties daglke server
of communication |lock transmtted froma term nal
cordexiedeto thiecinedractivievgizeanséuledor stansesttingpmessages yo ehch other
user data, each of which includes a ganme account, a

and JoE @ﬁﬁfg\é\@lﬁ@' phdfe 2humbas tandnthep borespondieg ; teidporary password
wherei n the ganme server conpares the gane account, the

trafitifteBAPSMOthe iARdadthR vdlbe Afodulebdaid 4 RatedeavercdiReted to the
| ogi n request nessage of conmmunication lock with the

Int&i$Rf fefeRelving a%gfn toplest hRsSaEo BbMmBtuniefARinV Ritkatransmitted
'ogi n request nesSage of conmuni cation |ock, and the

froﬁ?ﬁf?erﬁﬁﬁéﬂedevti&f?gilﬁgréﬁl the [ﬁé derbaidiGrs Iﬂﬁgﬁﬁﬂ P ub&tedata, each

conmuni cat1 on serve ter conpar to Tind out

of &hfRRldRs l'ﬁf%a\‘%ﬂﬁ% Qct:%b%?%,ge}zgalﬂﬁzﬁssv?&‘a &HﬂFatU@%.s}'fd%'phone number;

eV|pe_|s a gane server _
B Tl R0 GHIPRESHRE e e paTand e

ph@%eﬁﬁﬁ%ﬁgﬁqc@ﬁﬁ%ﬁ’oﬂ&?iieo rﬁé Lr?cﬁl%s?h?esgﬁges b€ Bomimidi€ation lock with

the user data in a case that the game server receives a login request message of

communication lock, and the game server transmits a certification message to the
communication lock server after comparing to find out a complete matched user
data, and the terminal device is allowed to login the game server if certificating that
a phone number and a corresponding temporary password matched with the login
request message of communication lock are existed in the communication lock
Server.

In one embodiment of the present invention, the communication lock server is
provided with a number database therein for saving the phone number and the

corresponding temporary password.



In one enbodi nent of the present invention, the
comruni cation |lock server is 25 provided with a
nunber dat abase therein for saving the phone nunber
and the corresponding tenporary password. 6 In one
enbodi nent of the present inventiogn, the game server
hia one,sEbodiment os chenBiese MyenbpRr ithey GRS geBrer fas a user
data. I n_one enbodi ment of the present invention, the
databaneitherein forstodeg theepsgedatas  further provided with a
timng procedure, the timng procedure can start to _
t laeng embodiment ef theapresens ipyemtion, dhe commueniratien lagk server is
saves the received phone nunber and the corresponding
furthermpooadyd pdtsaviming pro¢esunerithe timing givacesiure aan stat to time in a
conmuni cation |ock server can del ete the phone nunber
5 casarttat the coommesjoationigck semer aayes thaseoeivdd iphone number and the
predeterm ned tine of the timng procedure is
corsespeadar tehpovay Easbwoirdintheafurhber datalsasef andiherddnomunication
the interactive voice nodule is an 10 interactive
lockos@®er egporiedetey tieephofe hmbet hard thedcoraesponding temporary
conmruni cation certification nmethod of a bidirectiona
paseoidid if £ pfddeteragnéd fihadf the tikielarbsedurs ivenddedadt o a
communi cation certification system the nethod

CoARhE SafbodidRht!bf tHe FrefitRvENntitIe the bitérasioa doltg hoddle is an
call-in nmnessage after receiving the call-in nessage

10  intéradfiedvbicededfiit AyRtbane; receiving a 15 tenporary
password transmttéd fromthe phone after the phone is

CEERE Sther B, N0 coRPnBIOAfor eBRFTcafiBH fBthodesPar Bidirectional

password I n a nunber database; receiving a login

co%lﬁﬂifﬁﬁtiozﬁég%a@én isﬁﬁ%iaggnk& ¢ alcoafifilihich@6n CERTcation

term evice;, reading a e account, a gane

systén> rlﬁeth%d 1 (.)%Igh tuﬁﬁg ta"iaho'h@ 'Hﬁ%&?%g%%nﬁi(‘!ﬁiﬂ to a call-in

el uded™int eque nmessage o nicati on

e 4 32611t TR, AP R RECRR  pi S ing o
5 et SRR PSS P bl SR SBSARO comnecta

sav(:'i%(llgS %dpillc?net rr]l%mri)%gbz%{d Qﬁ% %Ql%%%ra"i‘{rt Séssword in a number database;

=(D

receiving a login request message of communication lock transmitted from a
terminal device; reading a game account, a game password, a phone number and a
temporary password included in the login request message of communication lock,
20 and then comparing the game account, the game password and the phone number
with user data in a user database; and certificating if a matched phone number and a
corresponding temporary password are existed in the number database after
comparing to find out a user data complete matched with the game account, the
game password and the phone number, and then allowing the terminal device to
25 finish a login procedure after passing the certification.

One embodiment of the present invention further comprises: denying the
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conparing to find out a user data conpl ete matched
wWith the gane account, the gane password and the
phone nunber, and then allow ng the term nal device to
25 finish a login procedure after passing the
certification. One enbodi nent of the present_invention
terminalrdgviesotepfinishethe degipi prgcedie if comparing|todind pe majched user
finish the login procedure if conmparing to find no
datemt ched user data. One enbodinent of the present
invention further conprises: denying the term nal _
déne embodimenst roft the poggent et %ntherc camprisesj denying the
find no matched 5 phone nunber and correspondi ng
terirenglodeviye pasfinishdthexlogie procedure ifiurameparing tefirgk nol matched
one enbodi nent of the present invention, the
phowemumileat and t@edspeadingr témporarpvpateword tdxistadt inethe number
provided with a timng procedure, and the
daabayauni cation certification nmethod further conprises:
starting the timng procedure; and 10 determning if
a [argreimbadinaat of ke pfeskheinvention, the@oatdnusication lock server is
exceeded. One enbodi nent of the present invention
préddéde¥itle Famhérs providel Qtithha ﬁlhﬁlc? phsvedurs) el thencbrhhfinication
correspondi ng tenporary password 1 f determ ning that
ceftifRatiBh € #edtRHA F@dhdr BRnYiridede dthAinp0 tAE OGipsinbe précedure; and
exceeded. 15 BRI EF DESCRI'PTI ON OF THE SEVERAL VI EWs OF

detgglggtﬁgg\{{%d&é}ﬁﬁﬁ&a Haidb EthRnidpeproesMite Ga kx sadeg.

e present 1 nvention to achieve the above

?g@rtlaﬁééﬁ?t?%cﬁﬁ{eﬁftéf ggétq g?fseg?g.gv&ﬁﬁﬁf $hARE R¥nipRises dBRting the

oW ng e scription of th

PHHESH6 PR RSPt s BaB R e g b
A LR bR st o o (o

is a schematic view of a web wi ndow vi ewed by a user
according to the

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

The structure and the technical means adopted by the present invention to
achieve the above and other objects can be best understood by referring to the
following detailed description of the preferred embodiments and the accompanying
drawings, wherein:

FIG. 1 is a schematic view of a communication certification system according
to a preferred embodiment of the present invention;

FIG. 2 is a schematic view of a web window viewed by a user according to the
preferred embodiment of the present invention;

FIG. 3A is a flowchart of a communication certification method according to
the preferred embodiment of the present mvention,

FIG. 3B is a continued flowchart of the communication certification method in
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preferred enbodi nent of the present invention; FIG 3A
is a flowmhart of a communication certification nethod
according to 25 the preferred enbodi ment of the
present invention; FIG 3B is a continued flowhart of
t he conmmruni cation certification method in 8 FIG 3A
FIGmand 4 is a flowchart of executing a timng
procedure according to the  preferred enbodi nent of
t K8Gpredera flowehirt @ cxequting] AEDMIREQIOPIIE efcopding fo the
| NVENTI ON The present invention is related to a
prefereed embpdimentadithe present BivesleR. fi cati on nechani sm
which can firstly preset at | east one phone nunber
when a user (i.e. a client) registers to becone a
menber of an online gane. Then, when a term nal
DERAIGEDIDESGRIBEIONGOFSTHE INYENTIQMN e server of the
online gane to play the 10 online gane or use an
ofAlhengresent \incentoroisi retadedyo a jdirectporml icdermunibations eertification
must use the predeterm ned phone nunber and then set
meahdrdpmowaich ¢as fivatlydpreset @ Jeasti one phamenumber wHenusaser (i.e. a
must correctly input a ganme account, a game password,
cliéry regibiefe to bebeme an ehdrhisert efpn ronlinepgasevoTheri,owhen a terminal
finishing the | ogin procedure. Thus, even though the
deddg®faheaiset vaditls ttbelogﬁﬁ”ﬁ %@ﬁé\é@f\ﬁér off theconléey game to play the
i nadvertently 15 | eaked he safety of the gane

onfSE QHie Git irdd aif BRIIRG SBRAME Proviliad &y d BAMRONOVRIET Gicluser must

a conmmuni cation certification systém of a

us@fh@g{rg&étkﬁﬂﬁiedcﬂ{mrﬂlﬁﬁ‘ﬁér%d%éﬁ skl £ @rhPorabP phsN ol In a login

acc Ing to a preferred enbodi nent of the present

prdcBUGY tRE ys8r st ﬁgl igﬁﬁt %hg‘%ﬁe dcBBuRt0 A EANE JidsSWord, the

certification systemde at ed“by nunmeral 1 conpri ses

ol L BEEHA 1 AT 3 TR 0ecre. Thus,
evdE AR BB TE B Py ereBA Al B lftvcrnty
teaR G015 sty bFRREEIrhY Bbourt Q' AT Uikt eSSages to
Referring now to FIG. 1, a communication certification system of a
bidirectional communication certification mechanism according to a preferred
embodiment of the present invention is illustrated. As shown, the communication
certification system designated by numeral 1 comprises an interactive voice module
11, a communication lock server 13 and a game server 15, wherein the interactive
voice module 11 is connected to a voice communication network 2 and the
communication lock server 13, respectively, for transmitting messages to the voice
communication network 2 or the communication lock server 13. After the
interactive voice module 11 receives a call-in message transmitted from a phone 21

of a user (i.c. a client), the interactive voice module 11 can capture a phone number

corresponding to the call-in message. After the phone 21 is connected, the
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comuni cation network 2 or the comuni cation | ock
server 13. After the interactive voice nodule 11
receives a call-in nmessage transmtted froma phone 21
25 of a user (i.e. aclient), the interactive voice
. hodule 11 can_capture a phone nunber correspondi ntgqug
integgtiye vpicermaduledecanyeceve e mpasaty Rassyord Japamiting from the
the 9 interactive vaoice nodule 11 can receive a )
phere3brafr the gissE whitar thisnthgi mteéactwe'omcraémgm%nlel oan gransmit the
the user. After this, the interactive voice nodule 11
phormnumberand thertemperanyapasevped taaihe qomemuBiggtprigek server 13. In
password to the conmuni cation |ock server 13. In the ,
thepprefenred ambodimeni ihe interactive sraies masuleild ds pndiateragtive voice
Is an interactive voice 5 response (IVR) system In )
respohsy (IMR dsystetheln other prands, wgenfth«: phous el afrthadser rapsmits a
call-in nessage to the interactive voice nodule 11 _
cali4im omgdssagee tmi the deravtive avome rmodolek bl threugh the voice
interactive voice nodule 11 can automatically connect
comenyrtieatigio metRdrlay theointelactive |vdst moduleothecah @utorhatically
as "please input your preset tenporary password") to
cohret 6 ¢he phone dil ntd provvide svliehsy ode ecmweinde(stbh as “please input
procedure. Then, the user can input suitable options
yotly pRise6 tnifordey padswisid” Rto thy 5@ aigordiligtoaf pledeterafined voice
3) according to the command of the interactive voice
profedites THen, et it daReinpit Sunablevptions By "Préudiag Ikeysafsuch as
execute correspondi ng processes (such as to save key

yaledest af 2lor 3) 3RELRNNS 18%hd doMRAKATOf BRSHEaSIve voice
according to the received kéy code val ues. However, in

md?ﬂﬁ'@.rlc}e ”oiBOFHa'FBcHE Bterhdfvel FoRieCfHuld NYCRAH Qtecite d8esponding

providér al'so can hire operators to query and answer

pr%gsegt@éuﬁp%]ﬁg%v??{éﬁ%dﬁ valiRidlof INROIHRS! P ﬁ% B rt%gﬁgﬂy ¥ssword)

Ser . _ ul'e can ‘capture the ph

sy ¢ RN, Lapd VR LR SEoRr B of
o B BT R A BB G B e o
oy R A B S oS8P B GETRHE TG, mocule c
caﬁt%{ré/ %he %)%ofngrn&l{xggrs r@oﬁ%ép%%dl”flegs i éa?l—ﬁla%nsssage and record the
temporary password preset by the user, the module can be used as the interactive
voice module 11 of the present invention, without limitation.

As described above, referring to FIG. 1 again, the communication lock server
13 is further connected to the game server 15 for transmitting messages to each
other, while the communication lock server 13 is provided with a number database
131 therein. When the communication lock server 13 receives the phone number
and the temporary password transmitted from the interactive voice module 11, the

communication lock server 13 can save the phone number and the corresponding

temporary password in the number database 131. In addition, the communication
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ot her, while the comrunication | ock server 13 is
provided with a nunber database 131 therein. \Wen the
comuni cation | ock server 13 receives the phone numnber
and the tenporary password transmtted fromthe
interactjve voice nodule 11, the 25 connunicath&a-l%ﬁk
lockeseyear 13 ig farthenerovidedowithea Sispiner pragedymgel 32. When the phone
correspondi ng tenporary password in the nunber |
nuwben sade thes comespenting i smparaiy Pesswerdc are saved an| gy number
server 13 is further provided with a timng procedure
database 1k rthe Himptgoprocedurehdd2 £an staré te dime apdribie pmmunication
tenporary password are saved in the nunber database
lock3Erverht3 wilh dejeter theephone n@abenand tthe temporaryepasgsiord after a
the comunication |ock server 13 will delete the .
predbtenmimadhtime (snch 8413 miesh Fhergfops deseust thettemparay password is
predeterm ned tinme (such as 3 mns). Therefore,
notopeanmeentllyessvexipir dicy coassumicatiors loclotseper nehantl gan be easily
saved in the comruni cation | ock server 13 and can be
chaaget /by thehsep s phyvidd theudemgeabibity thel eisk of being controlled by an
changeability, the risk of being controlled by an
illdghl agat dapebeChywdred! dywneMorsuver, Mitiee @uate sthergbfreis further
server 15 is further connected to the Internet 3, and

cotrctled ® thelRfethBed, SRViifR t8% @imike desive Isuf bhaasar (d0ch as a
personal conputer, a notebook conmputer, etc.) throug

persfall (UBpURE, B3nolBBbRicBnipier, @RI 1HIBHYIE thel tbAfet 3, welfirein the
dat abase 157 therein and t he user database 151 stores

garfie sle A9 has RlustiSitabaedl 5 Eafeeifl ardd e URRE ddfibase 151 stores a

I ncludes a gane account, a gane password and at | east

ph.\‘i‘ﬁ‘l‘?tpfpgp RS 4aRe "EachN 6P tf‘u%1 Qs8> ?ﬁdlﬁdesl? %ﬁﬁ@ i2688u, a game

0grn request nessage of communi cation [ock

pa%s%?h & Thhta¢ fodst BH%i?HSné ﬁﬁﬁ?bgﬁl WHEY ‘tl?eegg’ﬂle QErvkp 18 fd8&iVes a login
e gane ‘server can read a gane atcount, a gane

reqﬁﬁgﬁg@é%gp %f?%glﬂagg r&%ﬂyﬁ ﬁoﬁpﬁaﬂsrhﬁféaq"r&?lyth@ deiRadevice 31 of

equest nessage o

o AL SRl 5 L e BRLRR € AT pRGSRHE! » phone
nolfgr g3 8. LSRR TRRSEER hebORT R RS G0’ Bt hlsge of
coRRRAtoM L ok BrS SRR B AT by ¥ Bl mpipword and

h . C
thewgll-xgnee%umber included in the login request message of communication lock

with the game account, the game password and the phone number included in the
user data in the user database 151. After comparing to find out a complete matched
game account, game password and phone number of a user data, the game server
15 transmits a certification message (including the phone number and the
temporary password) to the communication lock server 13, in order to certificate if
a matched phone number and a corresponding temporary password are existed in
the communication lock server 13. If a matched phone number and a corresponding

temporary password are existed in the communication lock server 13, the terminal

11




10

15

20

25

ganme account, gane password and phone nunber of a user
data, the gane server 15 transmts a certification
nmessage (i ncluding the phone nunber and the tenporary
password) to the comunication | ock server 13, in
order to certificate if a matched phone nunber, and
devien Bd senBassgthecerptifisatjomp 5o that dhe termaipak deyice 3 i aflawed to
communi cation | ock server 13. If a matched phone i
login theegame gerves ddr dbpanide figer campaienan Quins gvme af use an online
exi sted in the comunication |ock server 13, the
servisemragided| by a@ameeprvidarthpeugh thecdtepainal idexioei bh If agmatched
that the termnal device 31 is allowed to login the
pharensusbey endl 8. corresponding teseporagn passwerdaareonpt eaisted in the
ganme or use an online service provided by a gane
commumicitiont ockugervehel X ¢sudhnas thevploened sumiber sandathth demporary
phone nunber and a correspondi ng tenporary password
passwerd ate delesdce dbrithe tphend mummbarnfoc presetting the teanpararyl password
(such as the phone nunber and the tenporary password
is wrongdethettesthinat deviee Biosen motrpass thocenifieation, suothab éhe terminal
tenporary password is wong), the term nal device 31
deviea 304§ dewied t6 hegifehé phmeakiner,1550 that the term nal
device 31 is denied to login the game server 15.

Thepdfore refeefifif rstifotoSFIG. 1,tacbidmg the acfm@nehiogtiéreertification
communi cation certification 10 system 1, before the

systéh M NBkfdteVileetethindl HBEcHSSI dfi Meshuger HhesiRRt thecentire login
login procedure (i.e. login the gane server 15), the

prdéé&ﬁrefg?é. 16%{%1 e g&ﬁﬁdﬁéﬁéfﬂlsgdthepﬁwemnmﬁé th® prédetérmined

tenporary passwor After the"term nal device 31 of

ph&f%.e?%igﬁé%tg;l\%t %H%?gr&g)ﬁsw&dmm% tern{lRa 0@ Ec S 81 YEthe user

the user only needs to I nput
s B0 UAERT AL ser ) SATSIBRESHITE, 2 e user only
ne 35D e ghR B o e e ST DAMOAE, the prtermined
ph R BuRet S o R 5Padrdref SPETH, Pt Aelep hssing the
cerfiffalifle BRORETHRHET S5 Ee fyein tHE shEUF e} S 2 HRiion, the
co&hﬁ&ﬁéa {orrrli [oe sl;ejr{rrgr' 1; holisﬂlet Qa%ng Sp%v"&%? (flss p?g\}ide "With the timing

procedure 132 to delete the temporary password and the phone number preset by

the user after a predetermined time. Thus, the user needs not worry about
inadvertent leakage of the temporary password to cause the game account to be
stolen. Moreover, the temporary password is only preset by user before the user
wants to play the game, so that the user can randomly change the temporary
password without worrying to forget the temporary password, so as to increase the
operational convenience of the user.

Referring now to FIGS. 1, 3A and 3B, to clearly disclose the technical feature

of the bidirectional communication certification mechanism according to the

12
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20 inadvertent | eakage of the tenporary password to
cause the gane account to be stolen. Mreover, the
tenporary password is only preset by user before the
user wants to play the ganme, so that the user can

random y. change the, tenporar
Pres@itryyeitfian, o grRunicad é%ﬁ%{))) %# e prgseng 6“"@11“10“ is

increase the operational conveni ence of the user.
further desqrihgdnasiellows:cs. 1, 3A and 3B, to clearly
di scl ose the technical feature of t.he bi di rcﬁtl onal
c bmraster 40 L odetemniming sthe dnteractivenyains madlel hgeevesa call-in
12 present invention, a communication certification
messagedtanstitted frone agphonerdlent yen going ta sk 10Bsand Kawt, going
as follows: In a step 101, determning if the
badkivghastapvE}yoi ce nodul e 11 receives a call-in
message transmtted froma phone 21; if yes, going to
alstthe 4@p: 162d captunimg, agphome mirhlark comesponding do1tE, call-in
In the step 102, capturing a phone nunber
messugedspihedntegadtive vuice alddule 11 pesbegmebting tlse phone 21, and then
interactive voice nodule 11, and connecting the phone
goiag toanddep Me®; going to a step 103; In the step 103,
receiving a tenporary password transmtted fromthe

phafiee &&p 108, kaceling antapaeiryasywonktramsinitied fiomehe phone 21
t hen goi ng to a step 104; In the step 104,

by Hﬁ@ﬁﬁéﬂabﬁwgoicmn@amemnwi@me@m e atses 04T y

password to the comunication [ock server 13 and
SN ithds nfnegel(plh%ﬁsﬂﬂm rthé‘ ohb QuhteR Andrilie téif Esmy(ﬂ;asmord to

the nu dat abase 1 e communi cation | ock server

thelgbrﬁbhuhfh%tlfg%gk g&tv'ei’ 9 3“.:19fdcs%v tHeSphbhe MiAbéa thel t@ﬂlporary

to a step I'n the step 5, determining if the

&sttsrffl%rnlﬁﬁ Eﬁia\fwﬁsqe 234 98k e IneuRRatioNBI9eRGRrRr 13 by the

conmuni cati on transmtted froma term nal device

it ?‘?'Snl%oéﬁd Bl iR Ei0g o 0ol

6! dideed 105D YetdHiRing YRR gdiRS 388Rr o5 receives a login request

message of communication lock transmitted from a terminal device 31; if yes,
going to a step 106; and if not, going back to the step 105;

In the step 106, comparing data included in the login request message of
communication lock with the user data included in the user database 151 by the
game server 15, in order to determine if there are matched game account, game
password and phone number; if yes, going to a step 107; and if not, going to a step
109;

In the step 107, transmitting a certification message to the communication lock
server 13 by the game server 15, in order to certificate if a matched phone number
and a corresponding temporary password are existed in the communication lock

server 13; if yes, going to a step 108; and if not, going to the step 109;

13
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conmuni cation lock wwth the user data included in the
user database 151 by the 20 gane server 15, in order
to determne if there are matched gane account, gane
password and phone nunber; if yes, going to a step
107; and if not, going to a step. 109; In the steIJ?l
1y the ptensiA, ralleyins dBe termupalk devicedd stiegogin the,game server 15;
communi cation | ock server 13 by the ganme server 15,
and n order to certificate if a matched phone nunber 25
and a corresponding tenporary password are existed in
t e theostep A 08 adéryrng thskterminal dlevicg; 3 1 o lpgin thggamge segver 13.
step 108; and if not, going to the step 109; 13 In the
s{Thprefos:, agtondingtp oregomg abmaewnicatia certificatjpm method, the
gane server 15; and In the step 109, denying the
userenuitnase they predeSdrnined gdionetiembemto setr @ dempdrary password to
Therefore, according to the foregoi ng communi cati on
finishrthe Ehtist jogin prddeddre Beéfore theusaminali devies 8 1tdfehe user logins the
predet erm ned phone nunber to set a tenporary password
garhe skiver SIS, tiHrise i arcast agatrthp rgaasd accpunefand ehe lgame password of
term nal device 31 of the user logins the ganme server
thehfser afe!stoldnb agdHegdlnakr, tthe ifegn wseccamhowsitniltanegasiy obtain

password of the user are stolen by an illegal user,
thet piorid hefdler WTethe G@er,Nsd tisitnmktilegaluaser @t adbnconithel the game
phone nunber of the user, so that the illegal user can

acdoRiht 6P M Mdert AS a0REEIt 1heRARAY S thE ubéies Bask.acBum is efficiently
result, the safety of the uséer's gane account is

ul i L ;
enstiréd HENEXmpRY bga?ﬂe abQurf 6T uSer SAUITTLAOCOH Hakd passwor

user a game password thereof is "

‘m(ﬁ)@etaﬁ{dﬁ%ﬂﬁ?dé’cgﬁﬂﬁleﬂ e hgmbdP 8466734567, #an illegal

ITTegal ‘user Irstly steals the game account, the

w15, RS/ M b R05GR, ATBERe il 9 P fone umber
of B0 365 2P RRF ol SR RSN by, gnoter phone
nali§g02076395952 30 "l "SR SO RHiAY 4 WEOGfone, mumber
“7 gﬁ@ﬁ lt’ho% grn@mr?ér &?ﬁga%g i§ fdilsfgr%n £ e pﬁgne number “1234567”

in the user data of the user “A”, so as to deny the terminal device of the user “B” to

login the game server. As a result, the user “B” can not completely control the game
account of the user “A”, and can not steal virtual money, virtual treasures or
value-added services in the game account of the user “A”. Therefore, the
bidirectional communication certification mechanism according to the present
invention can be used to efficiently increase the safety of the game account of the
user.

Furthermore, to ensure the reliability of the temporary password, the
communication lock server 13 can further execute the timing procedure 132 after

receiving the phone number and the temporary password. Referring now to FIGS. 1

14
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| ogin the gane server. As a result, the user "B" can

not conpletely control the gane account of the user

"A", and can not steal virtual noney, virtual

treasures or 20 val ue-added services in the gane

account of the user "A"'. Therefore, th§, bi di recti o?‘ﬂLO
and-dtha preeass dlovechart of thtimingmresedirs di4dds desarhpd; as follows:

present invention can be used to efficiently increase

t e assteptdP lofdetenmigimgeifaceeiving Bie phene pumber and the temporary

Furthernore, to ensure the reliability of the
passwiopdirifiyps.goisave d staprz02; 28dd b netgoing bank todbr stapr2Q;

13 can further execute the timng procedure 132 after

r éu ¢he step 20% samingetheuptone nunibehand & temapgrapa pessorard to the

Referring nowto FIGS. 1 14 and 4, the process )
nuhbemditabaseoi3 I hed exetutingothectemingpiR2dise U3 andohen godng to a

follows: In a step 201, determning if receiving the
stepl20Be nunber and the tenporary password; if yes,

going to a step 202; and if not, going back to the

sTephQfep 208t d&teﬁﬁiﬁmdgi Ra peedétermninbé tphewd thetimingamdcedure

the tenporary password to the 5 nunber database 131
132efoceded; ilf%'eb, ihg b Ackstep 204 dandiflaR, gaing bdvkrtoghe step 203;

to a step 203; Tn the step 203, determning if a
andredetermned tinme of the timng procedure 132 is

exceeded; if yes, going to a step 204; and if not,

9%h NeheP A% t2’04,h%e&,tt§)%0 3R8: phéd thfinbét tind &élﬁpg?&?, password

del eti ng the phone n er and tenporary passwor

colf NpcRARAIY e iftinlelitobédiireq 3pr ocedur e 132, Generally,

pr ermned-tinme of the timng procedure 132 is

52{2&{%&%1& télrl‘ng‘r?{r:]égle Gg‘ggP%(gﬁ%let SYEthESihing frocédire d32tigpyeset not too

_ 1 to l'ogin"the game server

o 31814 ) R 216 PSS US| TRBSR e e
st 1 530P o BRI o BRER g GO\ PR s cae,
an"i‘flége'c{l useP [:gr?l o Ilrlgci: ﬂ?edsa{l}le”egame account to repeat login the game server
15, while the temporary password is rapidly deleted after a predetermined time.
Thus, even though the illegal user obtains the temporary password, the illegal user
still can not control the game account of the user. As a result, the safety of the game
account can be efficiently ensured and increased, while the user needs not worry
about the possible lost of the temporary password.

As described above, according to the bidirectional communication certification
mechanism of the present invention, when the user finishes the entire login
procedure, the user needs to input the game account and the game password, and
then needs to further input the predetermined phone number and use the temporary

password preset through the phone number for finishing the login procedure. Thus,

the stolen risk of the user’s game account completely controlled by the illegal user

15



10

135

20

Thus, even though the illegal user obtains the
tenporary password, the illegal user still can not
control the gane account of the user. As a result, the
safety of the game account can be efficiently ensured
and increased, while the user needs not worry 20
carnbe dewerrsl downi Meanvehile, after the useropreasty the JSmpPEArY Rassword,
descri bed above, according to the bidirectional .
thec denmingk adavaee cef the | useri smist nHiaishniten login Harospdwenwithin a
i nvention, when the user finishes the entire |ogin
predetermdngd tinuh d suede s nd avinsy ofor njpiecesshielly daggingc suthe game or
and the gane password, and then needs to further
staitinguthet $ezrvises peowidei odthengame puovider. ahsl augsult,nbe safety of the
tenporary 25 password preset through the phone nunber
gatheactowitshanrbg furthet efficierghoimedeased. Thus, the stol en
risk of the user's ganme account conpletely controlled
byt $held (Heaysted ukatrthe Presemh itvecritionearechad dumited to the terms used
Meanwhi |l e, after the user presets the tenporary
in phe sprefétred tdinbddinmentathetsf] cmdofthd heersrerskitlext ihi thesthart can
the l1ogin procedure within a predetermned tine (such
undssngitha theomethodcearept by theopaisent invehtien gamedeoimplement by
starting the services provided by the ganme provider.

oth®$ sBubFed, tdevidd &af Shste®db thhaimpboteie saneWhjedtast the present
further efficiently increased. It should be noted that

invieBBoR" 99R8! the)\PAikisOBf € predent ifiveRion GhbhiRl L:ild8e equivalent
used in the preferred enbodi nent thereof, and the

stn?n(gt[lﬁégn wAttHdut e@eﬂa?tifti% efrahd thé scopBdghd AR dsﬁiﬁgt of HBe invention.

d concept o e present | nvention can be

FulHR SR aliought iR J&Eféﬂféﬂu;eﬁﬁocﬁiﬁ\éhPﬁ i présdn® MveBtion is

carry out € “sane ect o e present 10°inventi on.

des;rc%%g(})éhagaﬁ{rﬁ‘ﬁﬁsoﬁeﬁgg aﬂp‘?ﬁﬂﬂasw‘fﬁé‘%ér%rs%ﬁﬂa?ases are only

urvalFent™ structures w thout departing from

usid o RERRGHENA, e Tk PriseR sy 8 48 45E T rapidly pndprstand the
oG BN cLeRh o B b S edinfiny Plibhbyous timiting to
the rbap b, porkare Ny Gttt b PRl ReLky e, e person
sk RArBOhe ek e gtoegate o plurality Bf Sel¥e'si°thbdsdY Shio' 8 unit or
integrate the interactive voice module into the server according to the technical
feature of the present invention, without limitation.

The present invention has been described with a preferred embodiment thereof
and it is understood that many changes and modifications to the described
embodiment can be carried out without departing from the scope and the spirit of

the invention that is intended to be limited only by the appended claims.
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t he foregoing hardware system framework. In actual

i npl ementation, the person skilled in the art can
integrate a plurality of servers or databases into one
unit or integrate the interactive voice nodule into

t he server according to the technical feature of the

Whatds glaimedisht i on, without limitation. 20 The present

i nvention has been described with a preferred L
drnbddsompunicasioso certification pystemaef st dadirediipnalrmmunication
changes and nodifications to the described enbodi nent

certfigaten sachprigns gompirisiidit departing from the scope

and the spirit of the invention that is intended to

be & rntewmttivel yoiby neednlamesndetdd dbad yoicel eompammigaiion network
clainmed is: 1. A comunication certification system of

a bfati reecivinghal calbinmmrissagd transmwigtad fiosniai phone and capturing a
mechani sm conprising: an interactive voice nodul e _
conplsmrice dutnbea smrespondimguné dhei call-itetmesskge,556 s to obtain a

receiving a call-in nessage transmtted froma phone
andtengirary pasword ransmittedbfromcthe pdopendi ng to the
call-in nmessage, so as to obtain a tenporary password

t r ansonithenichtiomlédie saien eoneectaintol thecattéraotiVo ebice module for
server connected to the interactive voice nodul e for

t r afpaRerhitling Ni&saggen kactkeather cindeforasadtirfgothes phiomeg ntundber and
phone nunber and 10 the correspondi ng tenporary

PasHeOterres hg tethporaiy phssworde raatmiteed \fedrAethe interactive
nodul e; and a gane sérver connected to the Internet

f or 6186 §hddule: #hd 09I n request nessage of
conmuni cation lock transnmitted froma termnal device,

whey, e} t lioS I I d i SRJei
5€5dine h%&ah@iﬁgﬁé‘étt‘:’& toS U 9htetn® Yorahédelviak HSRIgin request

dat a, ~ eac I'ncludes a 15 ganme account, a

?ﬁ”&e@@%\’w&ﬁﬁ%&t&ﬁbﬁ Q&El% AR O PR miNd1 )Ie9ide, wherein

e gan¥ server conpares the ganme account, the gane

fga@‘é@gg%?gg\éée %P%og%lﬂféﬁ?frofi ek U8 ddtht BE WIS Bncludes a
game account, a game password and at least one phone number;
wherein the game server compares the game account, the game password
and the phone number included in the login request message of
communication lock with the user data in a case that the game server
receives a login request message of communication lock, and the game
server transmits a certification message to the communication lock server
after comparing to find out a complete matched user data, and the terminal
device is allowed to login the game server if certificating that a phone
number and a corresponding temporary password matched with the login

request message of communication lock are existed in the communication

lock server.

17



10

15

20

25

conmuni cation lock wwth the user data in a case that
the gane server receives a |login request nessage of
communi cation | ock, and the game 20 server transmts a
certification nessage to the conmuni cation |ock server
after conparing to find out a conpl ete matched, user )
dat 4 hegommpnicatipRicerniication systen agcorling to Eﬁ%iln Vhegein the
game server if certificating that a phone . nunber .and )
corgmyBiGationoleek sgriesip @ravlyleéagléb\@rmng@rc%tab%ﬁetweme for saving
| ogin request nmessage of comunication |ock are
theqptione qwmbertand the enraspending tempomae RassMordr . 17 2,
The communi cation certification systemaccording to
Caim1, wherein the comunication |ock server is
provided with a nunber database therein for saving
t3h hehomranmuitaionacettificeticn systepo adéardingetepGilainy 2, wherein the
password. 5 3. The comunication certification system
garae gerver hgs b msél databde thereirefor stdweng gemesesdateer has a
user database therein for storing the user data. 4.
The commruni cation certification systemaccording to
Claim3, wherein the comunication |ock server is
f4urThHeecommmnickttbrmeértifizationmisystent aceutdirg toMlilaim 35 whkfein the
started to tine in a case that the communication | ock
corffifun@datioaV ekt eevérciefurthér phovided unitlera tming Ppeocedure, which is
correspondi ng tenporary password in the nunber

staftad 36a8@e in2A Eabé ShaoHEUOb AUt odC lockesereer d8Vest 8% received
t he phone nunber and the corresponding tenporary

phARSHYRbEr bAd The E@ﬁ@&?&ﬁﬂ%&éﬁﬂdﬁrﬁﬁﬁs%ﬂiiﬂitﬂé number database,

pr ocedure Is excee The comruni cati on

and €t T éGRidudication! SBLRC SRR NdeletesT! MeM phonéhaiighber! Nthd  the

Interactive voice nodule I's an interactive voice

o SORAS ST B h BRIk ing procedur

. kfication nmechanism applied to a comrunication
18 éé@?%dlh{q'cati on system the

5. The communication certification system according to Claim 4, wherein the

interactive voice module is an interactive voice response system.

6. A communication certification method of a bidirectional communication
certification mechanism, applied to a communication certification system, the
method comprising:

capturing a phone number corresponding to a call-in message after receiving the

call-in message transmitted from a phone;

receiving a temporary password transmitted from the phone after the phone is

connected;

saving the phone number and the temporary password in a number database;

18



met hod conprising: capturing a phone nunber

corresponding to a call-in nessage after receiving the
call-in nmessage transmtted froma phone; receiving a
tenporary password transmtted fromthe phone after

the phone is 25 connected; saving the phone nunber

HPRFIVIRE 2 dRIDrEaYCH INEHIFLE ancmmw@afésga%t}smli‘@d from a
receiving a | ogin request nmessage of conmmunication
terepngkdgydesst ted froma terninal device; reading a

gane account, a ganme password, a phone nunber and a

reading & gampASCARNt 3 ganea qwgsward, ephog aumbhglasnd a temporary
message of conmmuni cation |ock, and 5 then conparijng
phssvendeingbutednin thehboginmeqpess smessdgared ¢amampmigasion lock, and
nunber wth user data in a user database; and

¢hert compating ghe fgamerataivat, fhicogame pakssworshand the phone number
correspondi ng tenporary password are existed in the
witbaserdiatahns asafdatabasongrat i ng to find out a user

data conplete matched with the game account, the gane

perHieutihgant] 4 hRattBed hplionenniherer and & heorrespbndingy temporary
the termnal device to finish a login procedure after

passvard dreexigted iif teahimber databhse shemtothpatingto find out a user
certification nethod according to Caimé6, further

R chiipléte hatchedywitl theegime Motaling atie cgarh® passwehl and the
the login procedure if conparing to find ~no matched

ifﬁ%he dabiber Bandlihen GUERINE ¢l tePind delvidecatfinish BRbE@Rprocedure
ccording to Aaim6, further conprising: 20 denying

j e finish the I ogin procedure if
tam%rgsggﬂl ta{aeg@ff—tr}geﬁu@

comparin no mat ched phone nunber and
correspondi ng tenporary password existed in

7. The communication certification method according to Claim 6, further
comprising:
denying the terminal device to finish the login procedure if comparing to find

no matched user data.

8. The communication certification method according to Claim 6, further
comprising:

denying the terminal device to finish the login procedure if comparing to find

no matched phone number and corresponding temporary password existed in

the number database.

9. The communication certification method according to Claim 6, wherein the
communication lock server is provided with further provided with a timing

procedure, and the communication certification method further comprises:
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5

t he nunber dat abase. 9. The communi cati on
certification nethod according to Claim®6, wherein the
25 conmuni cation | ock server is provided with further
provided with a timng procedure, and the

communi cation certification nmethod further conprises:
starging the Hgningerecedureg; andocedure; and determining if a
predeterm ned tine of the timng procedure is,
Seteranining i@ predetepinadimaof dhe Harng prosednenisaxcaeded.
according to Claim9, further 5 conprising: deleting
t he phone nunber and the correspondi ng tenporary
password if determning that the predeternmined tine
of0.t ke tdommynjpationdcertificatiex ovethed. ag@rding to Claim 9, further

comprising:

deleting the phone number and the corresponding temporary password if

determining that the predetermined time of the timing procedure is exceeded.
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