1 DESCRI PTI ON 16 Novenber 2005 SERVI CE PROVI DI NG METHOD AND INTEGRATED
CIRCU T 5 TECHNI CAL FI ELD . The present invention rel alte)egNove réto%%r at ed
circuit, a communication nethod and a $ystem of the sane

connunlcatlon apparatus incorporating the integrated CIFCUIt and a
communi cati on apparatus, a 10 processing apparatus and a nethod t her eof
used by the sanme. BACKGROUND ARTpReerfbiryone- commerce using an I C card or
other 1C devices is being conducted. 15 An IC (integrated circuit) of such
an | C device has an interface for comunicating with a transaction
apparatus installed in a store, etc-, a nenory for storing an application
program defini n rocess _relatin e tf.or ng a data
carrier 20 func&%ﬁ%cﬁ%‘? Wlﬁ(ﬁcﬁ@ﬁﬁ &gﬁt ﬁéjﬁ{%fe’g%& b Cﬁ%wﬂo bui I t
into a chip of the IC, and a CPU for executing the programbuilt therein.
However, in the IC of the above-nentioned |IC device, an application program
is stored in the nenory built into 25 the I C as expl ai ned above, and

t heeef ore from tiseHNI AoV GABEID 2005 2 st andpoint of mniaturization and
price-reduction of the IC there is a problemin that services perforned
using a The present invention relates to an integrated

121

circuit, a communication method and a system of the same
using a communication apparatus incorporating the
integrated circuit, and a communication apparatus, a

10 processing apparétus and a method thereof used by the

same .

BACKGROUND ART

Recently, e-commerce using an IC cérd:or other IC
devices is being conducted.

15 An IC (integrated circuit) of such an IC device has
an interface'for communicating with a transaction
‘apparatus installed in a store, etc., a memory for
storing aﬁ_applicqtioﬁ program defining a process
relating to a service performed using a data carrier

20 ‘function and/or an individual authenticationvfunction
built into a chip of the IC, and a CPU for exeguting the
program.bﬁiit‘therein; |

However, in the IC of the ébo#e;meﬁtioged IC device,
aﬁ application prbgram is stored in the memory buiiﬁ-into

25  the IC as explainéd above, and therefore from the




data carrier function and/or an individual authentication function built

into a chip of asingle ICare limted due to the fagt ghatngdersds a
limt in a storage capacity of the nmenory. DI SCLOSURE OF THE | NVENTI ON An

exanpl e enbodi ment can provide a comurg cation nethod and a systemof. the
same, a conmuni cation apparatus, a processing apparatus and a net hod

t hereof capable of providing a variety of;services by using a single
integrated circuit without limtations placed on a storage capacity of a

NMenory buiddaridpo@nithef Blieghthed zaitieH hndFprtikerreliietesampketgabodi ment
can provide an integrated circuit and.a comruni cation apparatus capabl e of

provi di ng 1,V ahieely i@f aSpirvbien hh ¥hhRJsdryhibgkepertbeseat @dingr quit
without Iimtations placed on a storage capacity of a nmenory built into

the int egiRitRd calrirGirt FuNCEad RAd/eraahi LakidsRaal QuthBatREgEesh
I nvention, there is provided a service providing nethod wherein a

comuni cattfuelktdppabatilt AndcAaPERGSeirNd sRRaNat 48 acaMupiealiequtt h each
other in response to a service use request Issued fromthe conmuni cation

appar at Us €0 theO¥hd® thatClthee® 2 & WERLtOfint Bes¢oREHBI eaphentgpaar at us,
conprising the steps of: perform ng conmuni cati on between a 16 venber
2005 3 serter mappakat us storing a programdefining a process relating to
the service and the comruni cati on apparatus to judge if use of the program

s permtted orpfR8EL.OBURRSHPN®AR TRVERSISK' Vi ce use request, the program
being stored in a
An example embodiment can provide a communication
method and a system of the same, a communication apparatus,
a processing apparatus and a method thereof capable of
providing a variety of services by using a single
integrated circuit without limitations placed on a storage
capacity of a memory built into the integrated circuit.
Further, the example embodiment can provide an
integrated circuit and a communication apparatus capable of
providing a variety of services by using a single
integrated circuit without limitations placed on a storage
capacity of a memory bgilt into the integrated circuit.
According to a first aspect of the present invention,
there is provided a service providing method wherein a
communication apparatus and a processing apparatus
communicate with each other in response to a service use
request issued from the communication apparatus to provide

a service to a user of the communication apparatus,

comprising the steps of: performing communication between a




storage area of the server apparatus allocated in advanced to the

conmuni cati on apparatus; executing the program by tgie rver, a us
when use of the programis permtted; and performn %éﬁ??ﬁﬂ?%eaﬁp%ﬁetmen
the server apparatus and the processing apparatus through the

conmuni cation apparatus in response to the execution of the program by

the server apparatus to provide the service to the user, the service being
provided by using a function of data carrier and/or authentication in the
CONMUNI Catd e A RIPH Al AL A inBALE el d#iGhing) ol BrbBRsikr 0cessing
apparatus. In the exanple enbodiffent,” the communicat’ion™ apparatus issues a
service USRIAGRS o KRN sdil S RAP A Jdiiniflodein! Sppaldeas! ol e
server apparatus And the communi cation apparatus conmun Eate to judge if
use of th r:gm. | M t.. ]ng)ﬁj u rogram
s perm t?'é’gi,g%?#gfngesrsev%? ?&Sa?%? s’fag{):g'gu es t té:\gglre%gxlr g%t ?L'g %fg\?ga esfg 2005 4
Then, in res se. t.qQ.the ecut ] of e_praogqr t rv ppar at us,
t he serverteoag%a%r gﬁeurguaér%dﬁe%e%% (%c%é:gsittrll% g%ﬁ%%aa%‘%%égﬁwgﬁf%ggeqﬁh%ough t he

communi cat j.on _ apparat us t rovide the _service.to the user, in. th
exampl e ertEHn L e bt S, S5 7 SEBRT S iiso e 1oratRg Re 88

Fnce% .
) . _ _ _ e present | _nven_t I on,
there is Q:I’OOVI ded a ser.ver ig)ppar at us .communi cat |irgl% V‘I\:ﬂht h_a COI'TTT%I’]I cation

appar at us Bhd e SFEERRSRT I8P APEATE W4t S¥ecut e program by

the server apparatus when use of the program is permitted;
and performing communication between the server apparatus
and the processing apparatus through the communication
apparatus in response to the execution of the program by
the server apparatus to provide the service to the user,
the service being provided by using a function of data
carrier and/or authentication in the communication
apparatus and a reader/writer function in the processing

apparatus,

In the.example embodiment, the communication
apparatus issues a service use request.

Then, in response to the service use request, the
server apparatus ahd the communication apparatus
communicate to judge if use of the program is permitted or
not.

Next, when the use of the program is permitted, the

server apparatus executes the program.

]



transfers data with the communication apparatus and used in a service to a
user of the comrunication apparatus, conprising: nmean etIor tori

program defining a process relating to the service,a%i ?ﬁ?ﬁhﬁﬁn%ﬁgélg
stored in a storage area of the serverg apparatus allocated in advance to
t he comuni cati on apparatus; nmeans for receiving a service use request

fromthe conmuni cati on apparatus; nmeans for authenticating if the service
use request is legitimate or not; and nmeans for controlling a processing

for pfOVidingTﬁeﬁﬁr!hCEeE%thQ p3eikhbNek@bhab8habEoRnY EhokPem BEOCESSi Ng
apparatus in response to the execution of a programdefining a process

relating Qﬁet@%x%%ngﬁgaQXtukea@hﬁgséQ@eBrQggéghg?gphﬁﬁetﬁéori”9 means and

executing the rea gram wien it 1s judg e service use request

s 1 egi ti Rl e sauhea e BUnRLAYEIR] BX-UabAILE LURLROEE ofal a

carrier a or aut cation int conmuni cat 1 on

appar at us ader L.t ar cti .i.n the r Si aratus. In the
exanpl e eﬁ%% |%5%%,q%h%w%kﬁgﬁrgggd%gggéﬁftEotF%%sﬁggg’aggsgﬂgeqyest_of t he
progran1tg&gﬁggetg%bogggggglcatlpn_C|rCU|t to the second communication
apparatus “storing a program defining a process relating to the service

and executing the sgne.'hbxt, when .t he segon? Egnnunicatgon a ggtatus
judges that thESGEEPEqh8sE PEPRYi £FREEE, °F t TBRRETES™ bP8§ it el ating
to the us nog uest. Further, while the comunication b tmeen_gﬂe
processin% 55%a?3t8§°§ﬁ8e h@ server apparatus communicating wi a

communication apparatus and a processing apparatus that
transfers data with the communication apparatus and used in
a service to a user of the communication apparatus,
comprising: means for storing a program defining a process
relating to the service, the program being stored in a
storage area of the server apparatus alleocated in advance
to the communication apparatus; means for receiving a
service use request from the communication apparatus; means
for authenticating if the service use reguest is legitimate
or not; and means for contrelling a processing for

providing a service to the user in collaboration with the

processing apparatus in response to the execution of a
program defining a process relating to the serxvice by
reading the program from the storing means and executing
the read program when it is judged that the service use
request is legitimate, the service being provided by using

a function of data carrier and/or authentication in the




second comuni cati on apparatus conducted through the conmunication circuit
Is relayed by the integrated circuit, the processin ar at us he
second communi cation apparatus performs a process rgvgtﬁﬁfWQ?ﬁﬁgﬂgérvice
in collaboration with each other in response to the execution of the
program by the second communi cation apparatus. In this manner, in the
communi cati on nethod of the exanple enbodi nent, by having the second
comuni cati on apparatus execute the program stored therein in response to

the use r e@uftnildaiohnappatradiadt addCial gdhliekPwiritesceandtic@MHNLRAL L ON
apparatus enabl es the second communi cation apparatus to comunicate with

the procegsidid-aRRJ" abparalthisough the integrated circuit and performin
col | aboration 16 Noveinber 2005 6 with each other a service provided using

the integrated cCirgyi fnelRGLE g%e 'Bd&ﬂ%n%xagﬂéeiﬁ@QBQB@Eatci&@ﬁit

necessity to store'the programin the integfated circit Is no | onger

requi red QARG <A VALECLLALSICE GRS Eacheal’ Bkidadn WAL an integrated

circuit having 1ts storage pacity when the second

comuni catj on ARRALILNS c ik Ud9ES +hbn +heSRRRSEA! QoflmHR S L EINRShpbLoOLEbe
T hat | the*P ed

I ntegrate circul he use request 1S legitinate, egra

circuit relays._the comuni cation.between the processing, apparatus and the
second comtNTERt Rok TATpAPar e ThHATs  BEPEEER “ShesatdckR BBepr event od,
Further, preferabl the ¢ nkﬁationenethod of the exanple enbodi nent

{ .

mu
conpri ses “24t85 SPAEEFCREBY £RE s

Next, when the second communication apparatus judges
that the use request is legitimate, it executes a program
relating to the use request. Further, while the
communication between the processing apparatus and the
second communication apparatus conducted through the
communication’circuit is relayed by the integrated circuit,
the processing apparatus and the second communication
apparatus performs a process felating to the service in
collaboration with each other in response to the execution
of the program by the second communication apparatus.

In this manner, in the communication method of
theexample embodiment, by having the second communication
apparatus execute the program stored therein in response teo
the use request from the integrated circuit to the second
communication apparatus enables the second communication
apparétus to communicate with the processing apparatus

through the integrated circuit and perform in collaboration



second comuni cation apparatus the programrelating to the first
communi cation apparatus in a storage area all ocated igﬁgdva(xatéb&ge
first communi cation apparatus anpbng storage areas in 0%

communi cati on apparatus. Further, prefg ably, the comunication nethod of
the exanple enbodi nent conprises a step of transmtting by the first
communi cati on apparatus to the second conmuni cati on apparatus the use
request indicating use of the storage area allocated in advance to the

first COMPiRIC@lbcAN othRRaLALWSvitE Poucihel a89ag’ thlr thebgrateherably, the
comuni cati on nethod of the exanple enbodi nent ?urther conprises the steps
of :  trangidtiiRg fromthe first communication apparatus to the second

comuni cati on apparatus a program sel ect instruction specifying a program

to be Se'eCtedT%EQeEEE% aEE?Eh%héxahﬂiégéﬁbgﬁiﬁbhﬁuiEh&rﬁQéHLESt%hEouse

request to the second cdomruni cation” apparatus; and readi ng and &xecuting

by the segand %@TE’E{?%?%%‘?&“%BQ §hLya Qa%&%i%ﬁ%chy fd PXﬂéQE program

sel ect instruction. in the co nicat1on net hod of 't exanpl e

enbod ”E”&aeq@& o ABLYn sLRe S %Ee%gm&” LEaLn apRaLat us i §.4 portable
t ype comunitati on appararus, friecdmunccat ion circurtErs a wrel ess
communi cation chbcUilopertar mad, communication usinaca wirgless

R 1y g Conminf€ati-8n ppa?atuspls dnnected to

communi cat’i néet wor e secon
a network ,an% the_jin rateg cirﬁuit conﬁynicateicggggntge 258 ggd
Communi caltBA SEHpaF At SEarr SUGR FRE ESRAORI CaPRER P
judges in response to a use request from the integrated
circuit that the use request is legitimate, the integrated
circuit relays the communication between the processing
apparatus and the second communication apparatus. Thus,
illicit access can be prevented.

Further, preferably, the communication method of the
example embodiment comprises a step of storing by the
second communication apparatus the program relating to the
first communication apparatus in a storage area allocated
in advance teo the first communication apparatus among
storage areas in the second communication apparatus.

Further, preferably, the communication method of the
example embodiment comprises a step of transmitting by the
first communication apparatus to the second communication
apparatus the use request indicating use of the storage

area allocated in advance to the first communication

épparatus.



circuit, the wireless comunication network, and the network. According to
a third aspect of the present invention, there is pﬁgy%ged co | cation
. . . . . ove e]i .

met hod wherein a comuni cation apparatus conprising an‘integrated circuit
and a communi cation circuit comunicates with a processing apparatus that
transfers data with the integrated circuit and used in a service relating
to the integrated circuit, 16 Novenber 2005 8 conprising the steps of:
receiving a use request of a programfromthe integrated circuit through

the conmuni catphQinel, CiirkreraBILN0 AR BBRIMLAFELRTORT MEEABY bel #htng to the
use request froma storing neans] executing the read program and

communi Calgd gl Rmiddi REACC FRLREerARB %&Qést@hgugﬁﬁ%QGoEQ”““”iCati0”

ormut @ .
circuit and the Integrated circuit In Pesponse to t execution of the

Progr am g R oAl A58°EiLELALARh kRS AeLubaeat, €8 taRoTal i on

wi th the processing apparatus; &rei n the programbeing stored in a

storage alea ol %%faant%lﬁ}s quggge?ﬁéarg%gcgt ggfahga%‘rj%ﬁ]%gg %stﬁction

comuni catl on appa , an sServi ce oVl y using a

function %fegg%%i carrier and/ or guthgggb%atlon |nsg eaggggughgatlon

appar at us RS aYrEHdér PRPPEE!® +On€Ei 6R-FhR Fﬁeaﬁgoges | Ng —apparat us.
Accordi ng .t of the i nventi o eis Féovided a
n

f h. ,
O obasi ihtedratdll Bi3oREE £ Runinl e SRE hepl YEROR, col RRG FRSe

apparatus and, dged iin?appeiies, PLOY 98448428t 2tut 8y b Sthe
conmuni cafFCBR pparatus; a ea g a execu g by
second communication apparatus a program specified by the
program select instruction.

Further, in the communication method of the example
embodiment, preferably, the first communication apparatus
is a portable type communication apparatus, the
communication circuit is a wireless communication circuit
performing communication using a wireless communication
network, the second communication apparatus is connected to
a network, and the integrated circuit communicates with the
second communication apparatus through the communication
circuit, the wireless communication network, and the
netwoerk.

According to a third aspect of the present
invention, there is provided a communication method wherein
a communication apparatus comprising an integrated circuit
and a communication circuit communicates with a processing

apparatus that transfers data with the integrated circuit

and used in a service relating to the integrated circuit,



apparatus, wherein, after a second comruni cati on apparatus storing a

program defining a process relating to the service aﬂ$1$&%%£é£m%%ﬁf sane,
and the first conmuni cati on apparatus have authentica ed” one anctner' s

l egitimacy by a nutual authentication gonducted through the conmmunication
circuit, the processing apparatus while comunicating with 16 Novenber 2005
9 the second communi cation apparatus through the first conmunication
apparatus, perfornms a process relating to the service in collaboration

With the SREENG KOIMHNL AP APPHRIMingha RERIFAGRSILNGFSEored in a
storage area of tHhe second comrunication apparatus allocated in advanced

1o the f i 3o, CoMBnhe a0l AALALI o120 (1 8hs8kghC e NG provi ded by

usi ng a functl ta carri and/or authentication in the first

ComMUNi ¢ ald g AARAIAYS Ak ¢ " SULNY BhelrbYIELLIBA Blobhianpr 0CESSi NG

apparatus. According to a aspect o present entron, there is

| ded i_nt. t ' ' t . ferri t
B’ nt ogr SCA R, ey Ll el e AR b R ARl 2"

processi ng,appar u%P used in service E%ylde%ht%h% user of .the first

. . IP gram r1. &Il C O] unica w& roctess:l.ng
conmuni cati on “appa S, Whereinafter a secon cofmrufii cat i on &ppar at us
storing ap

The sane. TRITARE F-HoR T CHB RABRPALIE CHaVC BN B8 cat ca one |
another”  araddIBeY L IuLal, sunenl L calon conduct ed, L iyguoh the
the prOceigga%a%P%%%?%gifggming a process relating to the service in
collaboration with the processing apparatus; wherein the
program being stored in a storage area of the storing means
allocated in advanced: to the communication apparatus; and
the service being provided by using a function of data
carrier and/or authentication in the communication
apparatus and a reader/writer function in the processing
apparatus.
According to a fourth aspect of the present invention,
there is provided a processing apparatus that transfers
data with a first communication apparatus and used in a
service provided to a user of thé first communication
apparatus, wherein, after a second communication apparatus
storing a program defining a process relating to the
service and executing the same, and the first communication
apparatus have authenticated one another’s legitimacy by a
mutual authentication conducted through the communication

circuit, the processing apparatus while communicating with



rel ay communi cation between the second comunication apparatus and t he

processin
bei ng sto
Novenber

appar at us;

g apparatus perfornmed through the integrat rCU|t rogram
red in a storage area of the second conmuni %%Igﬁ%% s 16
2005 10 allocated in advancedgo the first com‘rum cation

and the service being provided by using a function of data

carrier and/or authentication in the first comrunication apparatus and a

reader/wr
aspect of
transferri

iter function in the processing apparatus. According to a sixth

thize srétc%antcomaa%h%on bppheatasPERYLHGH @nBr g¢essi ng net hod
ing data wth a first comruni cati on apparatus conprising an

I ntegrat edomhnylch 386 Qpﬁggg%ﬁbcabEQEthBCH'bré@gsgsﬁglhﬂln& £6T¥hEE

rel ating
mut ual au
program d
and the
ohe anot h
relaying

conmmuni cat1 on appar at us execu

to the s
wherein t

to the integrated circui't, conprising the steps of: conducting

RQL b%aEhOEoQ&aﬁo§S%?BQ wE%ﬂ”EﬂﬁCQEEBHdaBB gLHéaE£8£'”9 a

efining a process relating to the service and executing the sane,

é?ﬁgg% .?.%%E§Bkég%§#ﬁ§ . baPsi By The? hiPaSreCHrRa efcat; on,
B8 SLELAtednGhieull oga gﬁarahggrgggﬂggﬁgataagas%%%%%gg gecond

vige_in collabora |on mnth Lhe_seco d_gommuni cat i appar at us;
Bb¢ Feget roerRatehiol Frpdrattrioeadarhs Brovigt Beim

t t |1 t ed the f t i ti
appar at us PrENAAEHCBY, 853 e S EPRGIPB PledaES GEPRYSE FRRCCFon of data

carrier

authentication in the first communication apparatus and a
reader/writer function for the processing apparatus.
According to a fifth aspect of the present invention,
there is provided an integrated circuit access apparatus
transferring data between an integrated circuit built into
a first communication apparatus and a processing apparatus
used in a service proﬁided to a user of the first
communication apparatus, wherein after a second
communication apparatus storing a program defining a
process relating to the service and executing the same, and
the first communication apparatus have authenticated one
another’s legitimacy by a mutual authentication conducted
through the communication circuit, transfers data between
the integrated circuit and the processing apparatus to
relay communication between the second communication
apparatus and the processing apparatus performed through

the integrated circuit; the program being stored in a

storage area of the second communication apparatus



and/ or authentication in the first comruni cati on apparatus and a

reader/witer function for the integrated circuit. 16 enber 20 1
According to a seventh aspect of the present inventi%%ﬁwéYﬁﬁkf?séﬁh%vided
a communi cation nethod perform ng comqgni cation using a first

communi cati on apparatus conprising an integrated circuit and a

communi cation circuit, a second conmmunication circuit used in a service
relating to the integrated circuit, and a third conmmunication apparatus
storing a arDge@tedein idearmced RS e MElrald RemhAntikatiBhegpghed ki cuit
and executing the sane, conprising the steps of: transmtting a use

request of ahdetis 0L dd WRIMNE Jrhvadicd 84 it b FankRSont BEM Bata
communi catl on appar at us throug t he communi cati on circult; conduct i ng

nut ual  aut fertiSatd .y Hetydeibdti®aditnedrated Fibow Epaﬂqnmst&ghr d

comuni cati on apparatus through said conmmunication circuit; and conducting

mitual | auldiedia 62 | he BRI AR S R60 M 1 kaNoaBRaL ek g and the
third conmuni cati on apparat us en the legitimacy o tRe I nt egr at ed
circuit ang,the £ird comunication apparatus has been authenticated by

t he nmutual "“authentication thereof, and when the second comuni cati on

apparatus and t {o I+ i ar have . _aut henticated one
anot her's | egi tzflferca%:%lb t he mrjytl&glth %%Et entoléi:ﬁ’leoﬁ’?e&%ze%u F‘ﬁ‘gangfic’flhe third

comuni caty,0 Te) t S, t rogram.rel ati to_the_use.reqyest, whereby
t he secon 15%%%3%?3%%?§ﬁk%g§b éFg?sg%EgiH§t§%pr%ragaﬁﬁﬁﬁ?ﬁgtaﬁﬁaapparatus

conmuni cate. .t.0 forma process. .
with £Fi A ale) unlcgilon apparatus comprising an

integrated circuit and a communication circuit and used in
a service relating to the integrated circuit, comprising
the steps of: conducting mutual authentication of a second
communication apparatus storing a program defining a
process relating to the service and executing the same, and
the integrated circuit through the communication circuit,
and after one another’s legitimacy is authenticated by the
mutual authentication; relaying the integrated circuit; and
while communicating with the second communication apparatus
executing the program, performs a process relating to the
service in collaboration with the second communication
apparatus; wherein the program being stored in a storage
area of the second communication apparﬁtus allocated in
advanced to the first communication apparatus; and the
service being provided by using a function of data carrier
and/or authentication in the first communication apparatus

and a reader/writer function for the integrated circuit.



16 Novenber 2005 12 relating to the service in collaboration with each

other in response to the execution of the program 2@ rein the ram
being stored in a storage area of the third conmmuni fi ?V?ﬂﬁﬁﬁféﬁﬁgg
allocated in advanced to the first coggunication apparatus; and the
service being provided by wusing a function of data carrier and/or

authentication in the first comuni cati on apparatus and a reader/witer
function in the second comuni cation circuit. In the exanpl e enbodi nent,

first, a use roe3laigly 8€a REYGNEN aSpktNe® thedptasaHgh the
comuni cation circuit “fromthe |ntegraFéd circuit ?o the third

communi cati:3n ARRA Aridse NEXbroWilidl AULARIKGGALIAN hachgRduct ed bet ween

the integrated circuit an et comuni cat1 on apparatus through the

comuni Ca?e%o%i%}ﬁ';cbmxﬂﬁgcalt&o h%sii gteg,r %&%gtchgﬁié{iﬁhg_ag?ikge. third

conmmuni cat'i on apparatus have authenticated one ant egi timacy by the

mut ual au %‘[’%'}Qa%{é %’&mg@‘its%' aﬁ“‘ig%ghlc%%%hogik:éu%”gﬂﬁt gd between the
second coO nicati on apparatus and tHE third conminication apparatus.
Then, if th§m§econ%i%pnnunica ion a ar%yus and.tggiothind connunggation

apparatuscﬁbvgnﬁuahen i Cated one® A6 erpgmpgﬂ% |nac? SﬁrFH%tnﬁ da

aut hent i gty on., Lhe 16 Noyenher ,2005 13 third. camunigati on,gpparatus

execut es the %pr&§rancr EFafi-agd g d
third communication apparatus storing a program defining a
process relating to the integrated circuit and executing
the same, comprising the steps of: transmitting aluse
request of the program from the integrated circuit to the
third communication apparatus through the communication
cirecuit; conducting mutual authentication between the
integrated circuit and the third communication apparatus
through said communication circuit; and conducting mutual
authentication between the second communication apparatus
and the third communication apparatus when the legitimacy
of the integrated circuit and the third communication
apparatus has been authenticated by the mutual
authentication thereof, and when the second communication
apparatus and the third communication apparatus have
authenticated one another’'s legitimacy by the mutual
authentication, executing by the third communication
apparatus the program relating to the use request, whereby

the second communication apparatus and the third

communication apparatus communicate to perform a process



to the use request. Then, in response to the execution of the program the

second commruni cation apparatus and the third connunig@%bgn ap a&g%%§
comunicate to performa process relating to the ser Y | ration

with each other. In the exanple enbodiygnt, the necessity of storing a
programin the integrated circuit is no |longer required, and therefore a
variety of services can be provided using an integrated circuit with a
storage capacity limted. Further, since nmutual authentication is

conduct ed bgLueep (bhenLNLegLaLedsai Lo knandeibe kbt dogaTUERERt 00

apparatus an ween the second comruni cation apparatus and the third

com ¢ B RBRREE Uhe, hELEGLCACGESShoRolPall cutlLEt, BiEiNr LD

comuni caf1 0 e exanp e prefera urt her

! 1 o bl Tur
appor ot usPrOOFRR Bpia; sebRBRThCh; RRoLLOE, ARG GF DACTRI, OOt "
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function in the second communication circuit.
In the example embodiment, first, a use request of the
program is transmitted through the communication circuit
from the integrated circuit to the third communication
apparatus.
Next, mutual authentication is conducted between the
integrated circuit and the third communication apparatus
through the communication circuit.
.Then, if the integrated circuit and the third
communication apparatus have authenticated one anther’s
legitimacy by the mutual authentication, mutual
authentication is conducted between the second
communication apparatus and the third communication
apparatus.
Then, if the second communication apparatus and the

third communication apparatus have authenticated one

another’s legitimacy by the mutual authentication, the




conprising: a first comunicati on apparatus conprising an integrated
circuit and a conmuni cation circuit; a second commn'ig%ﬁi on a(%gm#s used
in a service relating to the integrated circuit; and B i cation
apparatus storing a programdefining ggprocess relating to the service
and executing the sane, wherein: a use request of the programis

transmtted fromthe integrated circuit to the third conmunication
apparatus through the comunication circuit; nutual authentication is
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apparatus through the conmuni cation circuit; when the i'ntegrated CcCircuit

and the thid q:rp{r{{gwil@*jecg]:_appar atus have authenticated one another's
legitimacy by the nutual authentication, the second communication
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nmut ual authenticatl on, communi cation apparatus executes

programrel atin to the use request, .and the second ¢ nicati
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service being provided by using a function of data carrier and/or
program in the integrated circuit is no longer required,
and therefore a variety of services can be provided using
an integrated circuit with a steorage capacity limited.
Further, since mutual authentication is conducted between
the integrated circuit and the third communication
apparatus and between the second communication apparatus
and the third communication apparatus, illicit access can
be prevented.

Further, the communication method of the example
embodiment, preferably, further comprises the steps of:
transmitting from the second communication apparatus to the
first communication apparatus a program select instruction
for instructing a program to be selected and used;
transmitting by the first communication apparatus on the
basis of the program select instruction a program select

instruction to the third communication instruction; and

executing by the third communication apparatus a program



authentication in the first comrunication apparatus and a reader/witer
function in the second communi cation apparatus. Acc r%i tqQ a .éﬁ

aspect of the present invention, there is provided &ﬂ%ﬁﬂﬁ%ﬁfﬁ% g1
apparatus communicating wth a first ggnmuni cati on apparatus conprising an
integrated circuit and a comunication circuit, and a second comuni cation
apparatus storing a programdefining a process relating to a service and
used in a service relating to the integrated circuit, conprising: neans

for —autheRld GaklRony tthe! BeogeanndctaEEUAhGRLLEAR1 BRPALALFeadkLeR the

integrated circuit and the seCond comruni cati on apparatus have

authenticq&égfqggta@ghggaig Egght&ggg*ag s& Mmutual authentication; and
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~means for conmunicating w .Second conmuni cati on apparatus executing

the programto r.f pr.qc | at t Qet S ' i n collaboration
w th each othe?“:%%'tr(‘ei?&l n§°a%§t§§§h%ﬂ|%% ?%Eh§§ 3ﬁ?hs%%égﬁ§econd

communi cat;i_on_appar atus has _been_aut henti cated. aut henti cation
t hr ough tﬁ@”gb%ﬁgﬁfiggﬁfgnlﬁe 58?1%€QN8v8° ePgigéggﬁgn§%g?%?n t he program
being stored in a storage_area of the_ . second congunicaﬁiggsggﬁag t us,
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servi ce bei rovi ded by . using_a function of data carrier_and/qr
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function in the comunicati on apparatus. According t? g_ten%h a ect of
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integrated circuit; and a third communication apparatus

storing a program defining a process relating tec the
service and executing the same, wherein: a use request of
the program is transmitted from the integrated circuit to
the third communication apparatus through the communication
circuit; mutual authentication is conducted between the
integrated circuit and the third communication apparatus
through the communication circuit; when the integrated
circuit and the third communication apparatus have
authenticated one another’s legitimacy by the mutual
authentication, the second communication apparatus and the
third communication apparatus conducts mutual
authentication; and when the second communication apparatus

and the third communication apparatus have authenticated

one another’s legitimacy by the mutual authentication, the
third communication apparatus executes the program relating

to the use request, and the second communication apparatus

and the third communication apparatus communicate in




a first conmmunication apparatus conprising an integrated circuit and a
communi cation circuit, and a second comrunication ap§§5§tus stoada% a

.. . . Qve
program defining a process relating to a service to be prOV|d%d usi'ng the
integrated circuit and executing the sage, conprising the steps of:
conducting nmutual authentication with the second conmmunication apparatus
after the integrated circuit and the second comuni cati on apparatus have
aut henticated one another's legitimcy by a nutual authentication; and

CO”"U”'Ca&b@&dﬁ%bhtBh%héegﬁaéu%QEHUBEC%BéOErBQEQﬁaEHS peBEBEMt ANY the
programto performa process relating to t service in collaboration with
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apparatus has been authenticated by the nutual authentication with the

second coiyyalCalhan %ﬁgé&ﬁtﬂéln WIRLELA lﬂeapEQQEQ bgkag SEOLRd In a

storage area the se communi eati on appar at us, ocated I n advanced to
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being provi By using a |on 0 a carrier and/or “authentication

in the f'%iEs%Q@gﬂmuﬁiéa%goﬁpggpicE%u ?da% Eﬁédg v1c%e£e1H”Ct'°” for the

first confmuni catlon "appara cor an el'eventh aspgct of the

pr esent I nvent I there is EI’ ovi ded afcgngunl catlion agg?r at us

connunlcaPlng ahb§ FHBE BoARRRTLSE B8R appar STLE EofiPr{ STng an

i nt egr at ed rc nd a.co ni.cation circu and _a_second_cqnmuni cati on
apparatusaﬂgéﬁ %ﬁca ion in gHU first communlcaEion apparagus an 8

reader/writer function in the second communication
apparatus.

According to a ninth aspect of the present invention,
there is provided a communication apparatus communicating
with a first communication apparatus comprising an
integrated circuit and a communication eircuit, and a
second communication apparatus storing a program defining a
pProcess relating to a service and used in a service
relating to the integrated circuit, comprising: means for
authenticating with the second communication apparatus
"after the integrated circuit and the second communication
apparatus have authenticated one another’s legitimacy by a
mutual authentication; and means for communicating with the
second communication apparatus executing the program teo
perform a process relating to the service in ccllaboration
with each other after one another’s legitimacy with the
second communication apparatus has been authenticated by a

mutual authentication through the authentication means;



service relating to the integrated circuit, conprising: a storing neans
for storing a programdefining a process relating to q§ service ln a
storage area of the storing mneans allocated in advan%é %F?WRF¥52%

communi cation apparatus; a receiving ggans for receiving a use request of
the programfromthe integrated circuit through the conmunication circuit;
an aut hentication neans for conducting nutual authentication with the
integrated circuit through the comunication circuit in response to the

use requesieaiad nafhes F%@:@H@b@&ﬁg_s sk8gll HACY Bas-RGenaraHt Bentheat ed by
t he nutual authenticafion, conducting nutual authenfication with the
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the second communi cati on apparatus has been authenticated by the mnutual
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programrelating to the use request-fromithe storing neans and éxecuting
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response £5Tne execut i on € programto performa process relating to

the service, .in.collaborati Wi t.h _each ot her. . wherein %h ervi.ce being
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ConnuniCa%%%gechgcggghi%g% % %%%gggication method performed between
a first communication apparatus comprising an integrated
circuit and a communication circuit, and a second
communication apparatus storing a program defining a
process relating to a service to be provided using the
integrated circuit and executing the same, comprising the
steps of: conducting mutual authentication with the second
communication apparatus after the integrated circuit and
the second communication apparatus have authenticated omne
another’s legitimacy by a mutual authentication; and
communicating with the second communication apparatus
executing the program to perform a process relating to the
service in collaboration with each other after one
another’s legitimacy with the second communication
apparatus has been authenticated by the mutual
authentication with the second communication apparatus;

wherein the program being stored in a storage area the

second communication apparatus, allocated in advanced to



comuni cation apparatus used in a service relating to the integrated
circuit communi cates, conprising the steps of: receiyi a user st of
a programdefining a process relating to the servicé”%%%ﬁ?ﬁh??ﬁ%ﬂ%fated
circuit through the conmunication cirgyit; conducting nutua
authentication wth the integrated circuit through the conmunication

circuit in response to the use request, and after one another's |egitinacy
has been authenticated by the mutual authentication, conducting mnutual

aut hent i cqhjOn;uidh Jo%uni%g%g@nca %%_@Jsi;oanapraﬂgagg§+iasaﬂgmaga program

relating to the use request Troma storing neans and executing The sane

when one ' I f: Y AWM .t he i i appar at us has
been authgﬁ¥$§§%%§kh§%f%égﬁ% ﬁg%%%%ég fgggg%g ﬁ%?ggggagﬁhéﬁgication; and
communi catl g, MiiL1e,5460Rq e EQUIINLCALLAR ARALALUSALDLLESRARSE (O the
execut i on “Of e programto performa process relatthg to the service in
col | abor ati on, wi h.%gchFoth L %Eekﬂ t?g %%pgganhgggg N %tored in a

st orage ar&& 67 /& " Fﬁﬁ FeEns ©4l 1"0€atdd it “CAAVARCET™ P8 the first
conmuni cati on aggaratus; and the service being provided by using a
function arrier and/or authentication in the first conmunication
apparatus and_a reader/witer guncti n for the fiLst communi cati on

appar at us. Acc@ﬁﬁQﬁgﬁﬁg &°t BPr £AENPR R pERE St ofn&PFr BEERE™Y nventi on
there is provided an integrated circuit transferring data with a
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appar at us . . . . . .
communicating with a first communication apparatus

comprising an integrated circuit and a communication
circuit, and a second communication apparatus used in a
service relating to the integrated circuit, comprising: a
storing means for storing a program defining a process
relating to the service in a storage area of the storing
means allocated in advance to the first communication
apparatus; a receiving means for receiving a use request of
the program from the integrated circuit through the
communication circuit; an authentication means for
conducting mutual authentication with the integrated
circuit through the communication circuit in response to
the use request and after one another’s legitimacy has been
authenticated by the mutual authentication, conducting
mutual authentication with the second communication
apparatus; and when cne another’s legitimacy with the
second communication apparatus has been authenticated by

the mutual authentication, a controlling means for reading




performng a process relating to a predeterm ned service, conprising: a
first interface for transferring data with the processing a arqi ;o a
second interface for transferring data with the conﬁUiﬂ%%ﬁ?%ﬁ%%ﬂ éﬁht; and
a controlling nmeans for accessing a sggond communi cation apparatus

t hrough the second interface and the comunication circuit, and whil
comuni cating with the processing apparatus through the first interf

per f or s

a process relating to the service using a program or data
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processing apparafus. An operation of the integrate
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of the exanple e

I'ment’, e contr I Ng neans aneSSG he “second

comuni cat.i on pparatus thr.ough_t he cond {nterface and_the .
Commini catioFoRLABREA L Pl B8 PalE: QERER dd "EBRAIE, She. TREN.CphBeing
controllin% means, perforns a process wh%l communi.catin /mﬁth t he
processi n§ §Bﬁgﬁ§t§¥ PRA8EgR ?H CHPPsP iﬁ?&?fﬁ%ﬁrﬁgfnang BFogr am or
stored in th second conmunj cation apparatuys. .l n this manner, i,n the
integrate& hepkicataon,dn the first communication apparatus and a

reader/writer function in the communication apparatus.

According to a twelfth aspect of the present
invention, there is provided a communication method wherein
a first communication apparatus comprising an integrated
circuit and a communication circuit, and a second
communication apparatus used in a service relating to the
integrated circuit communicates, comprising the steps of:
receiving a use request of a program defining a process
relating to the service from the integrated circuit through
the communication circuit; conducting mutual authentication
with the integrated circuit through the communication
circuit in response to the use request, and after one
another’s legitimacy has been authenticated by the mutual
authentication, conducting mutual authentication with the
second communication apparatus; reading a program relating
to the use request from a storing means and executing the
same when one another’s legitimacy with the second

communication apparatus has been authenticated by the
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exanpl e enbodi nent, the second communi cati on apparatus can be used as a
virtual nmenory and as an apparatus to virtually exec % a_pr.oqr

Further, in the integrated circuit of the exanple eﬁg §¥%%%W?gb?gy%?ably,
~when the second communi cation apparatysg stores a programdefining a
process relating to the service and executes the sane, the controlling

means conducts mutual authentication with the second conmunication
apparatus through the second interface and 16 Novenber 2005 21 the
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the second interface relays the sane. Eurther, in the integrated circuit

of the exaomlEran® OPIE Y mm Y S5 »1RR i & %%Olthien%ggﬁﬁgé ggrMmuni cat es
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and/or authentication in the first communication apparatus
and a reader/writer function for the first communication
apparatus.

According to a thirteenth aspect of the present
invention, there is provided an integrated circuit
transferring data with a communication circuit of'a first
communication apparatus and a processing apparatus
performing a process relating to a predetermined service,
comprising: a first interface for transferring data with
the processing apparatus; a second interface for
transferring data with the communication circuit; and a
controlling means for accessing a second communication
apparatus through the second interface and the
communication circuit, and while communicating with the
processing apparatus through the first interface, performs
a process relating to the service using a program or data
stored in the second communication apparatus; wherein the

program or data being stored in a storage area of the



Is stored in the storage circuit or not, and when judged that the program
Is stored in the storage circuit, executes the progr ead fro (ﬂf
storage circuit, and while comrunicating with the pf@yg£3|ng appar us
through the first interface in respongg to the execution of the program

perforns a process relating to the service. 16 Novenber 2005 22 Further, in

the integrated circuit of the exanple enbodinent, preferably, when the
controlling neans judges that the programis not stored in the storage

circuit, SELARITCLRMANYSALisHUS ﬁ%aQBttha@&BQEEEHtQntQQvéﬁégadto the
connunlcatlon appar atus through
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i's pr ovided an electronic clirc aving a communi catl on neans and an

'ntegrategrswaggatbgou@aﬁ QN efincBBR! b2 facBNBLEEDRLNENgPLED! al ed Circut

conpri ses I rst nterrace transfterring ata W t a . processi ng

appar atus JAeLALTIAG; . PLACERS EELAL RAnhayd REede! epabet., sehl g°:
i PR S

second |n ace transfterri ng da comruni I Oon neans, and a

controllln acces cond conmuni cation aratus through
the seconﬁgaﬁ%f FFARE R e ot e AP TSR oaPPod, FPPaRACHRT | o

communi cating w.th the, processi ar at S throu h.th L rst_interface,
perfornms a pro s SPEERL 8°§ 8? §E§n%§ cg&tac sF&Fgglt °?hEL§e80ﬁ8 18

comuni cati on ggﬁaiatus 2 E ram or data is being stored in a storage
area of tRBPOEIBRTE dSnAENELA ‘apparatus all ocated in advanced to the

In the integrated circuit of the example embodiment,
the controlling means accesses the second communication
apparatus through the second interface and the
communication circuit under a predetermined condition.

Then, the contrelling means performs a process while
communicating with the processing apparatus through the
first interface using a program or data stored in the
second communication apparatus.

In this manner, in the integrated circuit of the
example embodiment, the second communication apparatus can
be used as a virtual memory and as an apparatus to
virtually execute a program,

Further, in the integrated circuit of the example
embodiment, preferably, when the second communication
apparatus stores a program defining a process relating to
the service and executes the same, the contrelling means
conducts mutual authentication with the second

communication apparatus through the second interface and

he second interface and the conmmuni cation



el ectronic circuit; wherein the predeterm ned service being provided by
using a function of data carrier and/or authentlcatlfglﬁgbé$gaﬁﬂfﬁggonlc
circuit and a reader/witer function in the processing appara Atus

Novenber 2005 23 According to a fifteepth aspect of the present |nvent|on,
there is provided a comuni cati on apparatus conprising a conmuni cation
circuit and an integrated circuit, wherein the integrated circuit
conprises: a first interface for transferring data with a processing

appar at us theeldointinigat iph0 @8 $euit, alhndg thend chhedeler BbiRdnsebtiea; a
second interface for transferring data with the conmmunication circuit; and
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the second interface and the conmunication circuit
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performs a process using a programor data stored in"the another
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area with anot her communi cati on appar atus allocated in advanced to the

connunlca%b@gn@pggﬁggggcéwggﬁg?g the Q%%getern1ned service being provided
by using a function of data cafrier aut hentication in the
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apparatus. Further, inf comnuni ¢ation apparatus of the ex nple

B N U e TR S
the Stora%&t%' %g'se%gkguggmknglcatlon apparatus through the second
interface and the communication circuit to conduct the
mutual authentication based on an authentication request
received from the second communication through the
communication circuit.

Further, the integrated circuit of the example
embodiment, preferably, further comprises a storage circuit
for storing a program relating to a service provided using
the integrated circuit, wherein the controlling means
judges if the program corresponding to a request received
from the processing apparatus through the first interface
is stored in the storage circuit or not, and when judged
that the program is stored in the storage circuit, executes
the program read from the storage c¢ircuit, and while
communicating with the processing apparatus through the

first interface in response to the execution of the

program, performs a process relating to the service.



second interface, and perfornms a process while communicating with the

processing apparatus through the 16 Novenber 2005 24 {ég@évéﬂgégffﬁgnging
a programor data stored in the storage circuit. According to a sixteenth

aspect of the present invention, there2s provided an integrated circuit
transferring data with a comunication circuit of a first conmmunication
apparatus, conprising: an interface for communicating with the

comuni cation circuit; and a controlling nmeans for conducting mutual

aut henti cati on Wrtthen, siorothie conteyrCitdd @irfuEal diFUThe! ikam@la program
defining a process relating to a service through the interface and the
conmuni catémbodiment | prfeferablihe WHaRHE doRdteIl ihgOHeahie Jaagaeni cation
circuit is received through the interface; wherein the program bei ng

stored in ehst otlagerafam Ofs it seead GoNMpnal cabragearRatatiys al | ocat ed
in advanced to the first comuni cation apparatus; and the service being

provi ded byramémirsa 4 Wy ixnfdstladf @R Pr¥lgrag $oOhalsReahgcation in the
first conmunication apparatus and a reader/witer function for the
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enbodi ment, preferably, a result of thée nmutual authentication 1s used for

det er m ni Ngha\edriin il i98C QG- zMUNI cation apparatus and a third
comuni cation apparatus for performng a process relating to a service

using the int egiabed iy feiid AROUELANTIUALEH 82t @rROLLRLILE ProCess

relating to the servicé or not.
invention, there is provided an electronic circuit having a
communication means and an integrated circuit mounted on a
substrate, wherein the integrated circuit comprises: a
first interface transferring data with a p#ocessing
apparatus performing a process relating to a predetermined
service; a second interface transferring daté with the
communication means; and a controlling means for accessing
a second communication apparatus through the second
interface and the communication circuit, and while
communicating with the processing apparatus through the
first interface, performs a process using a program or data
stored in the second communication apparatus, the pProgram
or data is being stored in a storage area of the second
communication apparatus allocated in advanced to the
electronic circuit; wherein the predetermined service being
provided by using a function of data carrier and/or

authentication in the electronic cireuit and a

reader/writer function in the processing apparatus.



16 Novenber 2005 25 Further, the integrated circuit of the exanple

enbodi nent, preferably, further conprises a storage cj it _.far ing a
progran1re|afing to a service provided using the in?@%ﬁ§ %9 (ﬁ%(ﬁﬁqg
wherein the controlling neans judges i23 the programcorresponding to a
request received fromthe communication circuit through the interface is
stored in the storage circuit or not, and when judged that the programis
stored in the storage circuit, executes the programread fromthe storage
circuit and whikecozdimgntsad i fipf tédrtt Respdiy & Nl predkhen apparatus

t hrough the interface and the comunication circuit in response to the

execut i on phvéeheims pothsie Db IfFdE dbd B QASTINi¥adiond appakBeuser Vi ce.
Further, in the integrated circuit of the exanple enbodi nent, preferably,

when the ceshppising AeedEmiMiEas o RAlrdi® RNAYEAMihtelehtaliored in the
storage circuit, transmts a use request of the programto the second

comuni cat &DPc@PPATHiSe £ MWD N d iRt (35ewaRd Lhgr1cRETULI gabLen
circuit. According to a seventeenth aspect of the présent invention, there

| 'S provi degh fe£OLMRINE SR 04h SN 3! Ha teO WS 2N G, BLQUTHRT GALLANGLI Cui t
Clrcul c

and an integrated circuit, wherein the Integrat rrses: an

moans Tor Renuer g O U an 1 8 Rt EEhtshy seByTaat & 11 N0

second interface for transferring data with the
communication circuit; and a controlling means for
accessing another communication apparatus through the
second interface and the communication circuit, and while
communicating with the processing apparatus through the
first interface, performs a process using a program or data
stored in the another communication apparatus, the program
or data is being stored in a storage area with another
.communication apparatus allocated in advanced to the
communication apparatus; wherein the predetermined service
being provided by using a function of data carrier and/or
authentication in the .communication apparatus and a
reader/writer function in the processing apparatus.

Further, in the communication apparatus of the example
embodiment, preferably, the communication circuit comprises
a storage circuit for storing a program or data, and the
controlling means accesses the storage circuit through the
second interface, and performs a process while

communicating with the processing apparatus through the



wi th another conmmunication apparatus storing a program defining a process

relating to a service through the interface and the f@ﬂﬁgg%ﬁgggcgbégrcuit
if an authentication request fromthe communication circuit 1s received

through the interface; wherein the progrgam being stored in a storage area
of the another comruni cation apparatus allocated in advanced to the
communi cation apparatus; and the service being provided by using a
function of data carrier and/or authentication in the comunication

appar at us fiiglsé ileadefavsiueing W @Pridfrdior iditaARAhed eampuai cation
apparatus. BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a view of the
overal | costbgagateopewita comunication systemof a first enbodi nent of
the present invention. FIG 2 is a view for explaining the outline of an

exanpl e of an ope&atddiyg Ofo t416s GAEBHYN Adpie 5 b @ReS pRWBenkn FIG 1. FIG
3 is a functional block diagramof the virtual IC storage area server

appar at us shoshtionfl thede fd Grdvided filNGidnaltddl @ik cdiggram of the SAM
shown in FIG 3. FIG 5 is a view for explaining a storage area of the

Menory 52 gReNBrbPrid ddea AP %&Q%t%%nﬂclg’&cgilts of Ul @Y. Ler

expl ai ning an application program stored in the virtual storage area

shown i N FbGumhiEhGor dbdkd it il lliogk dhA9Lalelobhgogont rol

communicating with the communication circuit; and a
controlling means for conducting mutual authentication with
a second communication apparatus storing a program defining
a process relating to a service through the interface and
the communication circuit if an authentication request from
the communication circuit is received through thé
interface; wherein the program being stored in a storage
area of the second communication apparatus allocated in
advanced to the first communication apparatus; and the
service being provided by using a function of data carrier
and/or authentication in the first communication apparatus
and a reader/writer function for the integrated circuit.
Further, in the integrated circuit of the example
embodiment, preferably, a result of the mutual
authentication is used for determining whether the second
communication apparatus and a third communication apparatus
for performing a process relating te a service using the
integrated circuit should communicate to perform a process

relating to the service or not.



28 16 Novenber 2005 unit shown in FIG FIG 8 is a functional block diagram
of a portable comrunication function unit of the port@%&dén%&phﬁ}%

apparatus shown in FIG 1. 5 FIG 9 is a functional bloc agram of an IC-
of the portable tel ephone apparatus shesm in FIG 1. FIG 10 is a view for
expl aining a case wherein the |C shown in FIG 1 uses a nenory of the
virtual 1C storage area server apparatus.. 10 FIG 11 is a view for .
explaining a control flow of the case showmn in FIG 10. FIG 12 is a view

for explaining &Fucaheryhehei intdgratéd sbovbuit) I Ghel dighpia Menory of the
portable comrunication function unit. 15 FIG 13 is a flow chart for

expl ai ni ng emboeiarplte pOEfERSHOPET s e Pl cddfir iGNNI GUIQR UL
illustrating a case of performng a process relating to a’'service using

the | C by il stbREngNaaPpbisah i ﬂ@lﬁ%% i UHKL i de) g2 i ddd "J@in:gc

storage area server apparatus shown i 0O FIG 1 when™a service specified

by a user AhkOiBeegsatedYcithit!Sehndydsy S&lee%o%ﬁcro'i'l%n]?lﬁé $s2 f1ow chart

for explaining an exanple of the operation of the co nication system

i1l ustrati Rgagascagerpé ﬁf&&%é@rf’e%{&% r&l %gir te%ta.rsé%%‘iiv%% 25 using
the 1C 21 . by utilizing an application prodram

from the communication circuit through the interface is

stored in the storage circuit or not, and when judged that

the program is stored in the storage circuit, executes the

program read from the storage circuit and while

communicating with the third communication apparatus

through the interface and the communication circuit in

response to the execution of the program, performs a

bProcess relating to the service.

Further, in the integrated circuit of the example
embodiment, preferably, when the controlling means Judges
that the program is not stored in the storage circuit,
transmits a use request of the program to the second
cqmmunication apparatus through the interface and the
communication circuit.

According to a seventeenth aspect of the present
invention, there is provided a communication apparatus
comprising a communication circuit and an integrated
circuit, wherein the integrated circuit comprises: an
interface for transferring data the communication circuit:

a controlling means for conducting mutual authentication



16 Novenber 2005 stored in the virtual |1C storage area server apparatus
shown in FIG 1 when a service to be selected by the |4 GRMWAPPI RIS IS
automatically instructed to the virtual |IC storage area server apparatus.
FIG 15 is a flow chart for explaining 2z exanple of the operation of the
communi cation systemillustrating a case of registering (allocating) an IC
virtual storage area used by the I1C of the portable tel ephone apparatus
in a storage area of the nmenory of the virtual |1C storage 10 area server
appar at us stighnanntke€. c8mméhioa ffoh sappddomi < hidrifRy £3Hyrakng an
exanple of the operation illustrating a case of registering an

appl i cati odeffiogngnmai probess Gelatiwd 53 & AR ARA t1ald te@d to the
portabl e tel ephone apparatus in the 15 third exenplified operation in

response tdnserfipeeathanthef cémunsedtidn HiGouiky iisS 44 f1 ow chart for
expl ai ning an exanple of the operation illustrating a case wherein an

appl i cat i Oaulahégtﬁﬁhiﬁoﬂui?ﬁ&éé@afi‘dﬁt raH HUrhRfhildhdile e\ Gual
e

storage area allocated to portabl e tel ephone apparatus 1n the third

exenpl i fi ede6pevadi ERzEYgh Nene | B W ARPALAHLIS i F tFe i%ggﬁr g%ég,fp the

overal |l configuration of a comuni cation system of a ment of

the 25 pregesredn¥gnii Sforafe 16OV 2008 e CookBiuns <A idpct i onal bl ock

di agram of an IC
apparatus allocated in advanced to the communication

apparatus; and the service being provided by using a
function of data carrier and/or authentication in the
communication apparatus and a reader/writer function for
the another communication apparatus.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system of a first embodiment of the present
invention, |

FIG. 2 is a view for explaining the outline of an
example of an operation of the communication system shown
in FIG. 1.

FIG. 3 is a functional block diagram of the virtual IC
Storage area server apparatus shown in FIG. 1.

FIG. 4 is a functional block diagram of the SAM shown

in FIG. 3.

FIG. 5 is a view for explaining a storage area of the

memory 52 shown in FIG. 3,



service providing apparatus shown in FIG 18. FIG 20 is a function bl ock
diagramof a virtual 1C storage area server apparatugg 'é}F%?% 18. 5
FIG 21 is a functional block diagramof an I C shown 1n 18. I(g 22 is
a flow chart for explaining an exanpl eszof an operation of the

conmmuni cation systemillustrating a case of performng. a process relating
to a service 10 using the IC by utilizing an application programstored in
the virtual |1C storage area server apparatus shown in FIG 18 when a

service to be ysef ky i USSfich ifor sRpIafingdhgaagd %f,kf@%s@im bbeguamr A
FIG 23 is a flow chart for explaining an exanple 5 of the Operation of

the coMURICAHdPR rSHHLRD Vil siBrAge23eeQl sBOWROLR Bgc2 B OCESS
relating to a service using the I1C by utilizing an application program
stored in the wgd ugl ;. C_stear LganSaryerly: 9E%ha S 0 ' |G 18
when a service¥%$%vﬁgéﬁ gykﬁﬁggﬁggggrS?ggkzgl% OV|d%#gt§%p§?3F8§Eitself i's
automatically instructed to the virtual |C storage-area server apparatus.
FIG 24 is a flow chart for explaining an exanple of the operation
illustrating a case of registering an application programin the IC
virtual storage area 25 allocated to the portable tel ephone apparatus in
the 31 16 Novenber 2005 third exenplified operation when a portable
conmmuni cation function unit does not conduct confirmation for an
avai | abl e space in the IC virtual storage area.




FIG 25 is a flow chart for explaining an exanple 5 of the operation

illustrating a case of registering an application pr ey e
virtual storage area allocated to the23srtable telejﬁgne §%g§?atug% n the

third exenplified operation when the portable comunication function unit
conducts confirmation of 10 avail able space in the IC virtual storage area.
BEST MCDE F, -gigﬁgggKigﬁgtgHE | NVENTI ON  Hereinafter, a conmunication
system according to an enbodi nent of the present i nvention will be

explained 15 Figpd Hoodirebind Bondy | 8180k §1agtah NS OXChBkab1e

configuration of on sys present invention. As

shown in FIG 1, the conmmunication system i ses anple, a

gat eway 10,CRmRYIC A viap pEraE Ekon Jeni °5ntpe3ggg F@g pFS@I gﬁ’ggpparatus
12, a virtual 1C storage area server apparatus 13, and a portable
teIephone anpesed tss 1dhowiheipo¥FI@bl &t el ephone apparatus 14 and the virtual
| C storage area server apparatus 13 conmmuni cate through 25 the wreless
commgi cation |ined? oridthefupotichhe BPodk dbugnberof08b €] eghone
connunication network, the gateway 10, and a network 18 such as the

I nternet. féiééfu ndhLes g#xrseaaeehbnﬁ ia ¥he.gateway 10 which
manages the MA el 6ss conmmurication fine 17 Further, the portable

t el ephone apparagHP 14H?nd th Vlewf% aQQgi§£H§n&1aCQQQgChheE%&nﬁ%§ﬁP|e’

w rel ess

iC shown in FIG. 1 uses a memory of the virtual IC
storage area server apparatusﬁ
10 FIic. 11 is a view for explaining a control flow of
the case shown in FIG. 10.
FIG. 12 is a view for explaining a case wherein thé
IC shown in FIG. 1 uses a memory of the portable
communication function unit.
15 FIG. 13 is a flow chart for explaining an example
. of the operation of the communication system illustrating
a case of performing a process relating to a service
using the IC by utilizing an application program stored
in the virtual IC etorage area server appa;aﬁus shown in
20 FIG. 1 when a service specified by a user A to be used by

the user A is selected.

FIG. 14 is a flow chart for explaining an example

of the‘operation of the communication system illustrating
a case of performing a process relating to a service

| 25 ﬁsing the IC 21 by utilizing an application program




comuni cation. Further, the |G R Wapparatus 11 and the |IC service

provi di ng apparatus 12 conmuni cates through, for exarrlpelE Sov A0 e usi ve
transm ssion line. Also, the portable @ ephone apparatus 14 conprises a

portabl e comunication function unit 20 and an I C 21. The present

enbodi ment is an enbodi nent corresponding to the first to 11th aspect of

t he present_,15 inventi,on and, t t t p f LBsaphessnt

i nventi on. srﬁé:ngw \hhaeppvajf"é %%fl%@s%%(\%\%a%% %% %g%:%?res%%%ds to a
processing apparatus of the present inventjon. Further he _portabl e

t el ephone &Reafatids FiF 20 c“gf‘?’ésﬁ‘)oﬁﬂ%"%%etﬁ%%%n?ﬁu%?‘ég?‘ﬁo%yaﬁggr atus of the
first to fourth aspects of the present invention, the first communication
appar at us afc_Ryer fapfptran: sitdntaopecicably itetmrekedttontbation, the

ot her commruni cati on apparatus of the seventh aspect of the present

i nvention, wikawl cumarbERié rappasatres afpiiwtes ght h aspect of the 33 16
Novenber 2005 present invention, and the first comruni cation apparatus of

‘the ginth and 1lghAspectss of £1N5 RESSEOLEd VBRI L D n i dyir hh eéxaipReVi 1t ual

| C sforage area server apparatus 13 corresponds to the server apparatus of

the 5 fi t.tog f t h t ft . | v i s
1rs ul rat".a:l".S x?f%:é %?t%gmxg :l?gg{:héuq\és L{:&Q ]EI.EG %Q‘QQQQQ

cormuni cat i°n ApaEERT and si Xt ects of the presént
i nvention, the comunication _a rajus of the seyenth and.eighth aspects
of the a case of registeringp?afiocating) an ¥8 virtual s%orag% P
area used by the IC of the portable telephone apparatus
in a storage area of the memory of the virtual IC storage

10 area server apparatus showp in FIG. 3.

FIG. 16 is a flow chart for explaining an example
of the operation illustrating a case of registering an
application program in the IC virtual storage area
allocated to the portable telephone apparatus in the

i5 ._ third exemplified operation in response to an operation
of the user A.

FIG. 17 is a flow chart for éxplaining an‘examﬁle
of the operation illﬁstrating a case whergin aﬁ
appliéation program is automaticélly regiéﬁered in the IC

20 | _#irtual storage area allocated to the pbrtable telephong
apparatus in the third exemplified cperation by the
IC R/W apparatus. |

FIG. 18 is view of the overall configuration of a

communication system of a second embodiment of the

25 ‘present invention.




present invention, and the second communication apparatus 10 of the ninth

and 11th aspects of the present invention. First, f%nﬁégggﬂg%,%ﬁrﬁ¥anple

of the operation of the conmunicationsgystem 1 shomm
explained. FIG 2 is a view for explaining the outline of the 15 exanple
of the operation of the connunication system1l shown in FIG 1. A user A

visits a store 30Q,_and the I1C t g€ enabl ed
into a wirel ess %ﬁﬁéc’afl%n RAre wflgj?lo%]%tenn%ﬁgﬁ Jjﬁ 2&0 21. In this
20 case, data is transferred and power is sup iﬁ i en the ICRW
appar at us ISemnkce HereCiging haBRghRathe SRPERNY n y a stabilized
direct current voltage is supplied to each of the circuits inside_the IC
21. O, the | C RANGapmarasus funakion Heleock 2diagyanecfnabladtPatols
.mﬁreless 25 conmuni cation state by a power source froma battery 34 16
Novenber 2098ci4§éderéhespevbabhppheheaboshorppanakli¢.148.Then, as shown in
FIG 2, first, in response to an operation of the portable comunication

functd on 20 of g, pos4 apl eat £h7ROOCa APPPOELUALA4-EN bRCaSEC A a5
virtual storage area use demand (service use demand of the present

I nvention or, a use de Is transmtted to the virtual IC storage area
server appaﬁ%ﬁ%& 3 Fh 0u R the wirel ess conmmunication |ine 17, the

gateway 10, and the network 18 fromthe Eortabl communi cation function
10 unit 20 (Qin H& 23, is a flow chart for explalining p

of an operation of tye communication system illustrating
a cése of performing_a process relating to a service
10 using the IC by utilizing an application program stored
in the wvirtual IC storage area server apparatus shown in
FIG. 18 when a service to be used by a user A is
specified and selected by the user A.
FIG. 23 is a flow chart for explaining an example
15 of the operation of'fhe communication system illustrating
a case of performing a process relating to a service
using the IC by utilizing an applicaﬁion programustored
'in the virtual IC sé;rage aiea server apparatus shown in
FIG. 18 when a service provided by the IC service
20 | provi&ing apparatus itself is automaticaliy instructed tor
the virtual‘IC storage area server apparatus.
FIG. 24 is a flow chart for explaining an éxample
 of the operation illustrating a case of registering an
application program in the IC virtual storage area

25 allocated to the portable telephone apparatus in the




Next, mnutual authentication is conducted between the IC 21 of the portable
t el ephone apparatus 14 and the virtual |1C storage ar tus 13
(cin FIG 2). 15 Then, when each othey; s Iegitinacyﬁ?gagﬁ%ﬁ%% ﬁ%g%gd. by
mut ual authentication, along with transmtting an application program
selection instruction to the virtual |1C storage area server apparatus 13
fromthe portabl e comunication function unit 20 (Qin FIG %} i n.response
20 to an opEprarfonxsrprihéigderParakiop, vhgp §t8P§%@bgﬁe8°ﬁ?€ HQ%§W%%tion-
is transmtted to the IC RRWapparatus 11 fromthe 1C 21 ((r) in FIG 2)
Next, the |fuRtWappanatudoés natl chaductt gahfiemagignag§erad®a server
apparatus 13 conmuni cate through the 25 portable comrunication function
unit 20 andathelabfe2ipalf MNaverberc29@etahlasdozhyer azenducti ng nut ual

aut hentication, performin collaboration with each other a process

relating to a  sepykce,gesfoLMproysiige #akaosplLiREnGUAS! bRAmpId o an
i ndi vidual authentication function built into a chip o 5the IC21 (0 in

FIG 20). In_thjs nanne accordi 0.t he i=cat.i t , Wwhen
the 1€ 21 pBff BPAs EBRGLe0o Pl aETAG LY & CRB,Pbo sPin PRaTIE 4
apparatus 11, the virtual 1C storage area server apparatus 13 executes an
.applicationaaﬂle6§F8ﬁ1§F89€ﬁmiﬁ“tﬁgesépvgﬁr§ﬂﬁ r 05298 T a
predeterm ned aut hentication process, and perfornms a process relating to
.the above sai¥pcateti ke thempartabilagtelephone apparatus in the

third exemplified operation when the portable

communication function unit conducts confirmation of

10 available space in the IC virtual storage area.

BEST MODE FOR CARRYING OUT THE INVENTION
Hereinafter, a communication system according to an
embodiment of the present invention will be explained.

15 First Embodiment

FIG. 1 is a view of the overall configuration of a
communication system 1 of the present invention.
As shown in EIG. 1, the communication system 1
comprises, for example, a gateway 10, an IC_R/W apparatus
20 11; an IC service providing apparatus 12, a virtual IC
storage area server apparatus 13, and a portable

telephone apparatus 14.
The portable telephone apparatus 14 and the virtual
IC storage area server apparatus 13 communicate through

25 the wireless communication line 17 or other portable



with the IC RFWapparatus. 11. Therefore, even if the storage capacity of
the 15 nmenory in the IC 21 is small, it is possible t | Vi ce
usi ng an application program having a Iaazr ge anount of6 %ﬂ%nq%olfezt at the
service of the present enbodi nent inclUde services involving highly
confidential processes 20 relating to for exanple nenbership, electronic
noney, e commerce, point accumul ation, cash card, and credit card, and
servi ces retelképhpio comunitationdipteetksi hhe gaFeray: tbn APGhes of
exiting a ticket barrier, entering and exiting, etc. 25 Below, each of the
conponent s @f¢édiek COAMBINEIS a4 & OBhd 6T hlbaenber 2005c@Bmupstakelbyhown in FI G

1 wll be explained in detail. [Gateway 10] The gateway 10 is an apparatus
for rel ayi ng, SO0TY L Gald O0; BEt ¥eebnbhgavetaless wREGHNnGARGeR lthee 17 5 or
ot her portan:ngre t el"ephones alnd&t he net vv(&)rk 18. [IC RAW Apparatus 11] The

| C_R/ W appar at 11 is installed in.the,store 30 of a service provider and
transfers dﬁ’t’ééj%?% ?‘ngmf%lci{i;gﬂi ?%L?n Z'the portabl e tel ephone appar at us

14 by a 10 contact system or non-contact sfemto thereh rform a
process rel ati ng Bwrhager vihe %%F%?i@dtﬁi¥ﬁéoﬁed3?%ar3§#i g? %%rcllct i on

and/ or an individual authentication function built into a chip of the IC
21. In the fHesEnt RANhgspaeatys altasendfict; afiskeprangleat ¥iBELRSS t he

communication.

Further, the IC_R/W apparatus 11 and the IC service
providing apparatus 12 communicates through, for example,

10 - an exclusive transmission }ine.

Also, the portable telephone apparatus 14 comprises
la.portable communication function unit 20 and ap IC 21.

Thé-present embodiment is an embodiment
cdrresponding to the first to 1llth aspéct of the present

15 | invention and the 18th to 20th aspect of the present

inventiqn.
The IC R/W apparatus 11 shown in FIG. 1 corresponds
to a processing apparatus of the presént invention.
Further, the portable telephone apparatus 14
-~ 20 corresponds to the communication apparatus of the first
| to fourth aspects of the present invention, the first
communication apparatus of the fifth and sixth aspects of
the present invention, the other communication apparatus
of the seventh aspect of the present invéntiop} the

25 - communication apparatus of the eighth aspect of the




15 IC_ RrWapparatus 11 and the IC 12 by the non-contact systeni(mﬁreless

system) is exenplified. The | C_R Wapparatus 11, as W¢lybe.axpl aiqpd
| ater, comunicates with the virtual |G storage area server apparatus 13

whi ch stores and executes an application 20 program defining a process
relating to the service through the portable tel ephone apparatus 14
to.perform the process relating to the service in_collaboration with the
virtual | Cponesenfe meentiewerangpthat fireB corwyppigahient 3PPAE2LPSI i cati on
program executed by the 25 wvirtual |IC storage area server apparatus 13. 37

16 Novenberof20fbe Asiftie ahdviltkraspects ofiethecpeasenkbdivaBiion-there are
services involving highly confidential processes such as authentication of

the person in qugstidy (iKk Wirehdl Btestspigs abegfysetveeormerce, and 5
i ssuance of a ticket. [IC Service Providing Apparatus 12] The IC service

provi di ng apparalys, 12,1 6apsLepofaL aco! AUl LR LBgasakLCEsPeRLOr MEd

using a data*carrrier unction an an 1 ndivi dual “aut hentication function

10 built into a chip_of the IC 21 with fhe |CR Wappar 1 Not e t hat
" TR predtRSt R HETBREE 10PROAERoRE GPe PRESRPELonveruBhyi She t or

exanple, the IC service providing apparatus 12 may conmmunicate with the
virtual 15 secandreermanigatieycrrrppatasuet 15henfafigh. 2PRe SEETHR W

apparatus 11 and. the portable tel ephone apparatus 14 to _
aspects of the present invention, the communicatiocn

apparatus of the seventh and eighth aspects of the
present invention, and the second communication apparatus
10 - of the ninth and 11th aspects of the‘présent invention.

First, an outline of an example of the operation of
the communication system 1 shown in FIG. 1 will be
explained.

FIG. 2 is a view for explaining the outline of the

15 example of the operation of the communication system 1
shown in FIG. 1.

A user A visits a store 30, and the IC_R/W
apparatus 11 and the‘IC 21 are enabled into a wireless
communication state via an antenna of the IC 21. In this

20 ‘case, déta is transferred and power is supplied between
the IC R/W apparatus 11 and the IC 21lthrough the antenna,
whergby a stabilized direct‘durrent voltage is supplied
‘to each of the circuits inside the IC 21. or, the IC R/W
appératus 11 and the IC 21 maf be enabled into a wireless

: 25 communication state by a power source from a battery



performthe process relating to the service in collaboration with the

virtual 1C storage area server apparatus 13 in respoi'hsq\]é‘pen{ﬂ'éer apRd cation
program 20 executed by the virtual 1C §l0rage area server apparatus 13. In

this case, the IC RFRWapparatus 11 trafnsfer data between the I1C 21 and the
| C service providing apparatus' 12 in.order to relay comuni cation between
the. IC service 25 providing apparatus 12 and the virtual -1C storage area
38 16 Noverirerid)(the @ertabbpateterhame aprarafas 1fe 1 C R Wapparatus 11
and the IC service providing apparatus 12 may be configured as

i ndependent apparmaidisess raspactin/d@iG. @@, aSimstsi ngh eredpeappar e udn

(Virtual 1C Storage Area Server Apparatus 13] The virtual |1C storage area

server appyllseild, {#NEhd OGSy B Pe Vdbihuthdth i BREDEY Phntébeoh RAlosf the
portabl e tel'ephone apparatus 14, stores an application 10 programrelating

to a servi erfor usi t Ler t] 04 ap individual
aut hent i caﬁ_ﬁbeg P‘?’f}ha(fmfeilj%n %g%ﬁogﬁt%p%gﬁf%go}it e {I:%Qzﬁ,ggénd' executes the
application programin response to an ins rEcti_on frome &anrllg 2 15 FIG
3 is5a fundtiTdimal bTRIAIR T et BT tATIPTt LAFTVTCEsT8Fage area ser ver

apparatus 13. As shown in FIG 3, the virtual I1C storage area server
appar at us E&qxpgﬁsqmg,intmntmgpmﬁg,aapgpwﬁg@gng) is transmitted to

the virtual IC storage area sexrver apparatus 13 thrdugh
the wireless communication line 17, the gateway 10, and
the network 18 from the portable communication fuhction

10  -unit 20 (@ in FIG. 2).

Next, mutual authentication is conducted between
the IC 21 of the portable telephope apparatus 14 and the
virtual IC storage area server apparatus 13 (® in FIG.
2).

15 o Then, when each other's legitimacy is authenticated
by mutual authentication, along with transmitting an
application program selection instruction to the virtual

- IC storage area server apparatus 13 from the portable
communication function_unit 20 (()-in FIG. 2) in response

20 to an operaﬁibn of the user A, a virtual storage area use
instruction is transmitted to the IC R/W apparatus 11
from the IC 21 (@ in FIG. 2). |

Next, the IC R/W apparatus 11 and the virtual IC
étorage arearserver apparatus 13 commuﬁicate th;oﬁgh the

25 'portable communication. function unit 20 and the IC 21,




menory 52, a control. unit 53, and an I/F unit 54. 20 FIG 4 is a

functional bl ock diagramof the SAM 51 shown in FIGq3. l;t%ﬂ%gl\/lzﬁ)]og s a
tanper--resistant nodule . of a hard or software. fﬁ% 51, as shown

in FIG 4, conprises an 25 authenticati™on unit 61, an encryption/decryption

unit 62, 16 Novenber 2005 39 an IC control unit 63, and an IC rel ated

process unit 64. The authentication unit 61 conducts nutual authentication
with the | @2l afemeerduckihe mutarl oputherbierbionr, PSFEPFRr2Pus 11. 5
The encryption/decryption unit 62 perforns, for exanple, encryption of an
appl i cat i onedugscat Doewi tlegbstkr ethéw at protass tababdkner $o52, and
decryption of an application programread fromthe nmenory 52. The IC

control unide 63 SONLLLESrmd@ us¥AGPhCAall EQPPUSL CRULEBi AT Andjiox| &n21. The
IC related process unit 64 perforime a process relating to a predeterm ned

service in co J‘gbg‘irl%eiacl)n%k\{\{l;rrtt@jﬂgig%ohcfg&ctlgﬁp%F{rpgy_iégoi § LRgH 88 the

vi rtual rrerﬁﬂ ot store an a Ication programrelating to
a service perforned using a data carrier function and/or an individual
aut hént i cattton ¥Qnéti 69 Ba MIG-nt?®P)ax chip of the IC 21. The nenory 52, as

shown in FIG 5, conprises IC 20 virtual storage areas 60a, 60b, 60c...
allocated to everin this manner, according to the communication

system 1, when the IC 21 performs a process relating to a
service with the IC_R/W apparatus 11, the virtual IC
storage area server apparatus 13 executes an application
10 program stored in the server apparatus 13 after a
predetermined authentication process, and performs a
process relating to the above service while communicating
with the IC R/W apparatus 1l.
Therefore, even if the storage capacity of the
15 memory in the IC 21 is small, it is possible to provide a
service using an application program having a large
amount of data.
Note that the service of the present embodimen£
include services involving highly confidential processes
20 | relating to for example membership, electronic money, e-
¢ommérce, point accumulation, cash card, and credit card,
and services reléting to confirming and prdcessing
ﬁtiiizétioﬁ rights of exiting a ticket barrier, entering
and exiting, etc.

25 . = Below, each of the components of the”communication




user (portable tel ephone apparatus) in advance by a registration process
which will be explained |ater. For exanple, the IC vjgtual O age, ar ea
60a i-s allocated to. the user A of the portable tel epjhé §ovamndt

IC 25 virtual storage area 60b is allo@&ed to a user B, and 40 16 Novenber
2005 the IC virtual storage area 60c is allocated to a user C. Further,
for exanple as shown in FIG 6, application prograns 65a, 65b, and 65c

regi st er ed Hystdim Bpghdw@t iONFPE 00t amilEdhstexphgipedcossdehash-will be 5
explained later are stored in the IC virtual storage area 60a. The
application progrgis.fndy P, and 65c respectively are prograns defining
processes relating to services provided using the I1C 21. The nenory 52 has

a storage capaci %eoéaeég%?yg:ﬁ%efg@ e%ﬁ‘%&(?éks £y Be1dPengontrol unit 53

i ntegrates the proce virtu storage ared server- apparatus
13 to.-control the sane. FIG 7 is, a functional block dLagrafkgé 396
control 1FqmmynIzatian dnghifern Ehes WHTeLRRsS cCOMPRP* GArt®B3 tonpri ses a
portal unit 71, a user I/F unit 72, an AP éa plication rogram: execution
unit 573, a SAwdort rpdrimble7ielgpbones rgh%oﬁ?%?rlﬁnf%?s 20 The
portal unit 71 realizes a portal function in response to, for exanple, an

access fromthe pord aihe agtephaneimpparatus 14. For exanple, it displays
a nmenu

The IC R/W apparatus 11 is installed in the store

30 of a service provider and transfers data with the IC
21 built into the portable telephone apparatus 14 by a

10 contact system or non-contact system to thereby perform a
process relating to a service performed using a data
carrier function and/or an individual authentication
function built into a chip of the IC 21. In the present
embodiment, a case of transferring data between the

15 IC R/W apparatus 11 and the IC 127by the non-contact
systeﬁ (wireless system) is exemplified.

Yhe IC R/W apparatus 11, as will be explained later,
communicates with the virtual IC storage area server
apparatus 13 which stores and executes an application

20 program defining a process relating to the service
through the portable telephone apparatus 14 to perform
the process relating to the service in collabdration with
the virtﬁal IC storage area server apparatus'13 in
response to the application pfogram executed by the

25 virtual IC storage area server apparatus 13.

one apparatus 14, the



screen of providable services on a display portion of the portable

tel ephone apparatus 14. 25 The user |/F unit 72 contr9§ érlé@b§creen
-to 41 16 Novenber 2005 be displayed on g, display unit 34 o e portabl e

t el ephone apparatus 14. The AP execution unit 73 executes an application
programread fromthe nmenory 52. 5 The SAM control unit 74 controls a
process using the SAM 51. The nenpry contyrol unit 758%3 gges

appl i cation progr@f €her3ove FREVHEROPY 5Be RBBEPPFCEMPYS Fﬁ@ WEnDry
control unit 75 for exanple allocates the I C virtual 10 storage area 60a to
t he port abl théréepheneergppaeat dnvedvind haghdveeonfideaddpicati on programs
65a, 65b, and 65¢c to the IC virtual storage area 60a. [Portable Tel ephone

Appar at us Igtolsss88WBubA hbkGauthehBfcpeibabb& thkepeasen im apparatus 14
conprises the portable conmunication function unit 20 and the IC 21. Here,

the portabl g, coppypi ?@L&QGL&HQ%I 081Bkt0d9c RBHESSPRASMNRARE and

comuni cation circuit of the present invention, and the I C 21 corresponds
to t integrated 20_cir Lfgf the present invention. Note that the

portabl e t ef 2pRoRE®aBhafaftis conprising the portabl e comunication.

function unit 20 and the IC 21 is exeggllfled I n %?e present enbodi nent,
however, for exanpl®,Safrviee Rrpviding fPeprEeErant

The IC service providing apparatus 12 transfer data
required in the service performed using a data carrier
function and/or an individual authentication function

10 built into a chié of the.IQ 21 with the ICWR/W.apparatus
11.

Note that in the present invention (10th aspect of
the present invention), for example, the IC sgrvice
providing apparatus 12 may communicate with the virtual

i5 IC storage area server apparatus 13 through the IC R/W
apparatus 11 and the portable telephone apparatus 14 to
perfotm the process relating to the serviceAin
collaboration with the virtual IC stérage area server
apparatus 13 in responée'to the applicationlprogram

20 executed by the virtual‘IC storage area server apparatus
13.

In this case, the IC_R/W apparatus 11 transfer data
between the IC 21 and the IC service providing apparatus’
12 in order to relay communicatiﬁn between the IC service

25 providing apparatﬁs 12 and the virtual IC storage area



25 circuit of the 19th aspect of the present invention) 42 16 Novenber 2005

having the I1C 21, the antenna, and a conmuni cati on i i r%go_m"%(}j' ation
nmeans of the present invention) nount on a substr;ée%é%‘%le e use .5CI n

this case, conmunication with the virtudal I1C 5 storage area server
apparatus 13 is conducted using the antenna and the comunication circuit.
<Portabl e Communi cation Function Unit 20> FIG 8 is a functional block

di agr am of servep@anraFatepdni cation function unit 20 shown in FIG 1. 10
As shown in FIG 8, the portable communication function 20 conprises, for
exanpl e, an audi ot WHaItHE TAUR/W IpparatAlDINIA oshvidrsilBh unit 32, a
DSP 33, a display unit 34, an operation unit 35, an ICI/F unit 36, a

menory 37, 2 R3%% R ROe SSiprabas B9 mapdba dbnidgetedsasnit 40. The
audi o input/output unit 31 conprises a speaker for outputting

voi ces/ SOUNgs L | ESA0NSS 0 All 0! P05paUEL o5y 0N3k hBDM! Leflgieom the

A/ DD/ A conversron u an or outputting an anal og audi o
signal 20 generated in response to the inputted voice/sound to the A/ DDA
conver si on FMATIS The A/ DD/ A conversion unit 32 converts a digital audio
signal inputted fromthe DSP 33 into an anal og audio signal }o t her eby
output it to the [Niditnads 4G R9wAAD ALemi FeRYer Apparatds 13

The virtual IC storagé area server apparatus 13
functions as a virtual memory of the IC 21 of the
portable telephone apparatus 14, stofes an application

1G program relating to a service performed using a data
carrier function and/or an individual authentication
function built into a chip of the IC 21, and executes the
application program in response to an instruction from
the IC 21.

15 FIG. 3 is a functional block diagram of_the virtual
IC storage area server apparatus 13.

As shgwn in FIG. 3, the virtual IC storage area
server apparatus 13 éomprises, for example, a SAM 51, a
‘memory 52, a control unit 53, and an I/F unit¥54.

20 . FIG. 4 is a functional block diagram ofrthe SAM 51
éhown in FIG. 3.

The SAM 51 is a tamper-resistant module of a
hardware or software.

The SAM 51, as shown in FIG. 4, comprises an

25 . authentication unit 61, an encryption/decryption unit 62,




16 Novenber 2005 Further, the A/DD/ A conversion unit 32 converts an anal og
audi o signal inputted fromthe audi o i nput/output t

digital audio signal thereby output it 3 to the DSP SrS]léé\?o%hnﬁﬁ%DZg@%
perfornms a band conpression process of ? 10 25 di gital audio signal. The
display unit 34 displays an inmage in response to an image signal inputted
fromthe control unit 38, for exanple, a liquid crystal displa The
oper ati on ww tIQ5wurgel seslbp& atang Mtl%nselﬂﬁ%idon%‘b‘a?ﬁsoBBthﬁ

signals to the control unit 38 in response to an operation of the

operating buttongTHyy autHeaeticdticon GiniE émidordbudiss ankdkEl (Uni ver sal
Asynchronons Receiver Transmtter), 1 C2, USB, |EEE 139 or other interfaces

for transfef g, dala it heibe bho2ic SY0MRIBuEhG dutdBReTBARLYn37 Stores

programs and data required in processes in the control unit 38 and the
base band ce e ry 37 may be, for exanple, a nenory
fixed to t"’ﬁetq'b'%l %@W%’éﬁ% uhction unit 20 in a state where it
cannot be detached, or nmay be a ?nﬁlﬁ card oy 2%Eher nor i es, det achabl e
fromdt he port abl RS ARFFEREIAFY ¢ T"o‘?f‘d?ﬁ"c Y&Ffbetr °2005

-example, encryption of an application program to be
registered {(write) into the memory 52, and decryptiqn of
an application program read from the memory 52.
The IC control unit 63 controls, for example,
10 communication with the IC 21.
The IC related process unit 64 performs a process
relating to a predetermined service in collaboration with
the IC 21.
The memory 52 is used as the virtual memoxry of the
15 IC 21 to store an applicaticon program relating to a
service performed qsing a data carrier function and/or'an
individual authenticatiocn function built into a chip of
the IC 21.
The memory 52, as shown in FIG. 5, comprises IC
- .20 virtual storage areas 60a, 60b, 60c... allocated to every
user (portable telephone apparatus) in advance by a
registratién process which will be explained later. For
éxampie, the IC virtual storage area 60a is allocated to
the user A of the portable telephone appafatus 14, thé Ic

25 virtual storage area 60b is allocated'to a user B, and



44 The menory 37 has a storage capacity of, for exanple, 64k or 1M bytes;
etc. Further, the portable conmunication function unit6 ﬁg%gtoag§¥%ﬂithe
menory 37, for exanple, a programb5 deu ing a proces u3|n§ﬁFhe 1, and
in response to an instruction fromthe 1C 21, may transmt a programread
fromthe menory 37 by the control unit 38 to a control unit 48 of the IC
21 through the ICI/F unit 36 and an |/F unit 45. Further, the control
uni t -48 exekthe cECthirtoaicaliopragr anpavhlrehy alppsated fg 3t P8§%t &-a
service may be perforned in collaboration with the control unit 38 and the
control unit 48 tiotighr | hfot Gekamplei 4s 38hanwd ivhBIELF6unit 45 The contro
unit 38 conprehensively controls the 15 processes of the portable:

comuni cat i g, { 40t O Yobyrakls 68A¢ 5Bt Aal wbthrbgiegezedt byl had by the
control unit 48 shown in FIG 9, controls the control unit 48. The base

band - L 0o, unj 9 : : i beel It
and pr ocessigs ULl o3 % HELL 8k ol DESE: HNd:AEacesani 2l Haaivkgel ess un

40 perform ying and detecting a wave of the data
GBS o5 i Enad 13aH ArpertPESRat AnFPRntEgP At Bt FEGLEIES Tetonber
2005 45 caqggle gﬁep;ev%gégggohlILgiLaggngggri%gbangnha%%%ring of
- : PP prog ¢ 02D,
respectively are programs defining processes relating to
services provided using the IC 21.
The memory 52 has a storage capacity of, for
10 " example, 2k, 4k, or Bk.

The control unit 53 integrates the processes of the
virtual IC storage area server apparatus 13 to control
the same.

FIG. 7 is a functional block diagram of the control

15- - unit 53.

As shown-in FIG. 7, the control unit 53 comprises a
portal unit 71, a user I/F unit 72, an AP {application
program) execution unit 73, a SAM control unit 74, and a
memory control unit 75.

20 The portal unit 71 realizes a portal function in
respohse to, for example, an access from the portable
" telephone apparatus 14. For example, it displays a menu
screen of providable services on a Aisplay portion of the
'portable telephone apparatus 14.

25 The user I/F unit 72 controls a user I/F screen to



data and processes in the IC 21 and data to be transferred with the

outside, and perforns processes relating to various ki ryi ces
determ ned in 5 advance to be provided *fing the IC ﬁb%?%%ﬁ%&§%§§%¥%?and

the I C service providing apparatus 12. G 9 is a functional block diagram
of the 1C 21 shown in FIG 1. As shown in FIG 9, the IC 21 conprises, for
10 exanple, the I/F unit 45, a nenory 46, an analog unit 47, and the
control unibke 4@8isFhavedFonnat displayanniftt 4f 9€e ther PPELABBIring data
with the ICI/F unit 36 of the portable comunication function unit 20
shown FI G Sebyphoner eppdbasystem.or wirel ess system The nenory 46 stores
data and a programrequired in a process of the control unit 48. Note that

an application ppRIra &sedutiond RALLI 99 8kedutasvhheapplibativari ous
services provided by using the 1C 21 may be 20 stored in the nenory 46. The

analog unit_47 anplifies a [ ansferred with the ICR'W
appar at us ]H??%F%@gﬁe?ﬁefggﬁt5&%a8§§k%§ gﬁmﬁreless system and ot her anal og

processes. 25 The control unit 48 integrates processes of Lhe LC 46 16
Noverfber 2005 21 TQPt?@#e%?nﬁﬁﬂ%rBFl%hg4sgﬁ§Fg? & BoRtro S%nﬁFng control s

the control unit 38 together with being controlled by the control unit 38
of the SAM 51.

The memory control unit 75 manages an application
program stored in the memory 52. Specifically, the memgry
control unit 75 for example allocates the IC virtual

10 storage area 60a to the portable telephone apparatus 14
and registers tﬁe application programs 65a, 65b, and 65c
~ to the IC vi;tual storage area 60a.

[Portable Telephone Apparatus 14}

As shown in FIG. 1, the portable telephone

15 apparatus 14 comprises the portable communication
function unit 20 and the IC 21.

Here, the portable commugication function unit 20
corresponds to the communication circuitrof the present
invention, aﬁd-the IC 21 corrxesponds to the integrated

20 circuit of the present invention.

Note that the portable telephone apparatus 14
comprising the portable communication fﬁnction unit 20
and the Ié 21 is exemplified in the prgsent embodiment,
however, for example, an IC chip module (electronic

,25 . cdircuit of £he 19th aspect of the present invention)



t he portabl e conmunication function unit 20. 5 The base band processi ng

unit 39 perforns a base band process of a signal tr f | t
wireless wunit 40. The I1C 21, as shown FIG 10, agfﬁgégﬁgﬁ%eﬁﬁ)lcatlon

programstored in a nenory 52 of the virtual 10 |IC storage area server
apparatus 13 shown in FIG 3 through the portable comrunication function
unit 20, the wreless communication |line 17, and the network 18. The
virtual | Chavingethe eBCstvethgppatanns, 13ndng segPREEREYBoNnected to
the wireless conmunication line 17 15 by an exclusive line or the |ike.
FIG 11 is @iweeitf (commphhtatignanpansesf sbquenesenbeingentibal)l C 21, the
portabl e comruni cation function unit 20 and the virtual |1C storage area

server appagiinted lonif tiBseaseeRshebkh@sk@, 21 utilizes an application 20
program stored in the menory 52 of the virtual IC storage area server

apparatus 13. AS shaw I1EG dupihe %geﬂaﬁ% 48 ghehbe 1 21

transmts a menory access reqUes e control unit of the portable.
conmmuni cation function unit 20 g iTZOO% andtl resgon%% t her et o,
the control SHFFISL LT 13°RBTE asah st? n&fi PRRERE TRENBFY " dc F8Ss request
to control unit 53 of the virtual |1C storage area server apparatus 13
(Step = ST20mtemremndnthaccengunieatignt girfABikenory 52 fromthe 5 1C 21
is permtted, the control unit 53 transmts a

<Portable Communication Function Unit 20>

FIG. 8 is a functiocnal block diagram of the
portable communication function unit 20 shown in FIG. 1.
10 As shown in FIG. 8, the portable communication
function 20 comprises, for example, an audio input/output
unit 31, an A/D-D/A conversion unit 32, a DSP 33, a
display unit 34, an operation unit 35, an IC_I/F unit 36,
a memory 37, a base band processing unit 39, and a
15 wireless,ﬁnit 40 .
Thé audio input/output unit 31 comprises a speaker
for outputting voices/sounds in responéerto an analog
audio signal inputted from the A/D'D/A conversion unit 32,
and a mike for ocutputting an analog:audio signal
20 'éenerated in response to the inputtea voice/sound to the
A/D‘D/A conversion unit 32.
The A/D-D/A conversion unit 32 converits a digitalr
audio signal inputted from the DSP 33 ihto an analog
vaudio signal torthereby output it to the audio

25 input/output unit 31.



menory access perm ssion notification to the control unit 38 of the
portabl e communi cation function unit 20 (Step STZOZ)%--%{]JQ/e e ,confyol unit
38 transnits the nmenory access perm sgipon notificati'onto the control unit
48 of 10 the I1C 21 in response thereto ?St ep ST203). 15 Then, when the
control unit 48 of the 1C 21 receives the nenory access permn ssion
notification at step ST203, it perforns a nmenory access operation to the
control unit 38 @haxtiemoriheh| A/ Tdhifumoasersd oMt o2 FonY &t e ¥Br204) ,
and in response thereto, the control unit 38 perfornms the nenory access
operation tamdlrey cordi®lsigmal SBnpdttdd fion udhe I@@%‘arh@%ﬁg?‘é‘étg\éFver
apparatus 13 (Step ST205). The control unit 53 accesses the nenory 52 in 20

response tQ,ihe FENMH Yo 265 ESSdDpetal | HIdieceiyeal f tharehe cohpubl 1tnit 38.
Then, when nmenory access is conpleted, the control wunit 53 of the virtual

| C storage ,ar S rp@apparatus 13 outputs a nmenory access acknow edge to
t he controltc??qlenﬁé%g%f t he- portabl e communi cation function unit 20 48 16

Novenber 2005 (Step ST206),.and_in response t - | Nt 38
outp@ts the mm@%%g%m%e’“%)al?cﬁec%%%?léﬁﬁ?%gg%ggfo?he IC 21

(Step ST207). Further, in the case an application program5 defining a
process of diwitad Zudisossibgeadlin the nenory 37 of the portable
conmmuni cation function unit 20, as .

The display unit 34 displays an image in response

to an image signal inputted from the control unit 38, for
example, a liquid crystal display.

10 The opefation unit 35 comprises operating buttons
and outputs operation signals to the control unit 38 in
response to an operation of the operating buttons by a
user.

The IC_I/F unit 36 is a UART (Universal‘:

15 Asynchronons Receiver Transmitter), IC2, USB, IEEE 139 or
other interfaces for transferring data with the IC 21
shown in FIG. 1.

The'mémory_BT stores programs and data required ip
processes in the control unit 38 and. the base band

:20 processing unit 39.

The mémory 37 may be, for example, a'memory fixed
to the portable communication function unit 20 in a state
where it cannot be detached, or may bé a memory card or

other memories detachable from the portable communication

25 function unit 20.




shown in FIG 12, the control unit 48 of the IC 21 accesses the nenory 37
through the I/F unit 45, the 1C/F unit 36, and the goniyol unit,33 10 In
this case, the control unit 48 may exerc%te an application programread
fromthe nenory 37, or the. control unit 38 nmay execute the application
program Note that in this case the control unit 48 may hand over the
access authority of the application program 15 stored in the nmenory 37 to
the control unit & memate 3TAHRT ¢t nnags earpehey cohi rfPTunit 38 may
access the application programwhile transmtting commands between each
ot her. Thusaxzaagexy didyk ter t1re Wppikdapleteomuni cati on 20 function unit 20
and the IC 21,-providing the I/F unit 45 and the ICI/F unit 36 enabled .

communi cation betmgahdhe 0 EA 8 KO BB Hth e 201 dANEhhOPi eI dni20 and the
| C 21. Below, an exanple of an operation of the comunication system shown

in FIG 1 wJ]I_,be expl ained. S . Fig st eLall Exgmpl.gl.-49 16 Novenber
2005 Bel ow\,gdans%%(rpefsan}a’fi%ﬁeyﬁl 0’5% %?Veﬁggfé?%"glgg?énprg 1%rof t he operation
of the communication system1 iIJusté}(ilti g ? case otl p]e:rfsorrqisggt% pLocess
rel ati ng t SFIEARY IR LIRTIF tHRE ebj{; uftri 3P BnTaEBPTESL i"5n = or ogr am
stored in the virtual 1C storage area server apparatus 13 when a service

‘to be used imstahectism from theetff2bd BaY SErBEREl ByPTAETA¥ereRd

from the memory 37 by the control unit 38 to a control
unit 48 of the IC 21 through the IC_I/F unit 36 and an
I/F unit 45. Further, the control unit 48 executes the

10 read program, whereby a process relating to a ;ervice may
be performed in collaboration with the control unit 38
and the control unit 48 through the IC_I/F unit 36 and
the I/F unit=45

The control unit 38 comprehensively controls the

15 processes of the portable_communicétion function unit 20,
and together with being controlled by the control unit 48
shown in FiG. 9, confrols the control unit 48.

The base band ;rocessing unit 39 performs a base
band process.

20 The wireless unit 40 perform processes such as
amplifying and detecting a wave qf the data (signa;)
transferrgd through the antenﬁa 17 and generating an IQ
signal.

<IC 21>

25 The IC 21 is a tamper-~resistant integrated circuit



FIG 13 is a flow chart for explaining the above explanation. Bel ow, each
of the steps shown in FIG 13 wll he explained. St T1: The r- A
operates the operation unit 35 of the ortabl e connﬁﬁ% éfﬁ%%%%ﬁﬁgﬁﬁSOn uni t
20 of the portable 15 tel ephone apparat 14 shown in FIG 8, and in
response to this operation, the control unit 38 shown in FIG 8 generates
a virtual. storage area use request (use request of the present invention)
and transnidfpdiite SGfEpidvéieinygi 11LbtitGnehbtagenar @adsbawperipgardt us 13.
20 Step ST2: "When the virtual |IC storage area server apparatus 13 shown

in FIG 3 rq*;&geQn&q§rgéégg@g sLoLRgerarea Hse@ daequestpat step STI, based
on a control of the control 53, the SAM-51 generates an authentication

request and 25 transm.ts.this to fhe.port e Lcat. action 16
Novermber 235%“%%£%ﬂ?né2%¥£%i§%esﬂ§959§gﬁ ?Eé %?ta g g%ﬁ%&ﬁ%%ation

- function unit_ 20 shown in FIG 8,r§ceives the autaegticg%ggnikequest at
step' ST2, XkretRdrbP YAT1o28 KiREFaPEsSERVAGERHEEAMTOR" fequest and
transmts the authentication request to the 1C 21 through the ICI/F unit
36. Ehe | C Rdvahosnte &l @rovidedeivéngt bbe A0t RNt peRArdkufeddte®Pd rom t he
portabl e conmuni cati on
the IC service providing apparatus 12.

FIG. 9 is a functional block diagram of the IC 21
shown in FIG. 1.

As shown in FIG. 9, the IC 21 comprises, for

10 examplé, the I/F unit 45, a meﬁory 46, an analog unit 47,
and the control unit 48.

The I/F unit 45 is an interface for transferring
data with the IC_I/F unit 36 of the portable
communication function unit 20 shown FIG. 8 by é‘wired

15 system or wireless system.

The memory 46 stores data and a pfogram requirgd in
a,processfof the‘contfol unit 48. Note that an
application program used in a portion of a service of tﬁe
'various services provided by using the IC 21 may be

20 ‘ ‘stored in the memory 46.
| The analog unit 47 amplifies data {signal)
transferred with the IC_R/W apparatus 11 through‘thé
':éﬁtenna 49 by a wireless system and other analog

processes.

.25 _ The control unit 48 integrates processes of the IC




10 function unit 20 by the I/F unit 45. Step ST4: The control unit 48 of
the 1C 21 perfornms nmutual authentication with the viyf |1 e area
server apparatus 13 through the portabd comuni catiloénLk?ouveéﬁeo%n0Zr unit 20
in response to the authentication reques received at step ST3. Step STS:
When one another’'s legitimacy is authenticated by the nutual

aut hentication of step ST4, the control unit 20 53. of the virtual IC
storage ar el sk vthenpbyracnsred ghepEays-a content (content of a service)
of a virtual storage area corresponding to the portable tel ephone
apparatus 14 on ties dispteyl wmit 348 ofotheohsr thd| eontonkunhddt B8n function
unit 20. 25 Step ST6: 51 16 Novenber 2005 The user A selects a service for

use by opergih&ehetRieREhaLhGNcHAo3DehaBedtRE EbAtYbIl uali tsB36r afe ar ea
content displayed at step STS. Due to this, the control wunit 38 of the

portabl e coin, GALLRM. UBkLR-UEEbn2BundegBRCLARES 28N aPPI I cation sel ect
or-1ns e f

I nstruction ructrng the selecting of an application program

corresponding to the selected service,.and transgits_th S k@ the
virttal | C storagiParkasedhdrd %533?§%ﬁ§glgylgsggbp 9%T8 %H?t%gr, t he

control unit 38 of the portable comunication function unit Osgfnerates a
vi rt ual band process of a signal transferred with the wirele

unit 40.
The IC 21, as shown in FIG. 10, utilizes an
application program stored in a memory 52 of the virtual
10 IC storage area server apparatus 13 shown in FIG. 3
through the portable communication function unit 20, the
wireless communication line 17, and the network 18. The
s‘virtual IC storage area server apparatus 13 may be
directly connected to the wireless communication line 17
15 by an exclusive line or the like.
FiG. 11 is a view for explaining a process sequence
between the IC 21, the portable communication function
unit.20 and the virtual IC storage area Se;ver appératus

13 in the case where the IC 21 utilizes an application

’ : 20 program stored in the memory 52 of the virtual IC storage
‘ area server apparatus 13.

As shdwn in FIG. 11, the control unit 48 of the IC

} 21 transmits.a memory access request to the control unit

38 of the portable communication function unit 20 (Step

25 - -STZOO), and in response thereto, the control unit 38



storage area use instruction and transmts this to the IC 21 through the
IC_I/F unit 36. The 1C 21 shown in FIG 9 receives t G\Qr‘}eq&lerlféto%t rage
area use instruction fromthe portable mruni cati on function uni

the I/F unit 45. Step ST8: The IC RFWapparatus 11 and the 1C 21 are
enabled into a wirel ess conmuni cation state through the antenna 49 of the.
IC 21. In this case, data is transferred and power is suppli.ed betg;en t he
| C_ R/ W appatreansmits ahblet RemPEY 22CcERFBUERILAE LakPeARATESL FRéfely 2
stabilized direct current voltage is supplied to each of the circuits in
the IC 21. €ie thett&l RIQV appaagéusréh aedveheappfaatmsy 125 (B&epnabl ed into
a wWreless communi cation state by a power 16 Novenber 2005 52 source froma
battery insggleoipe portable tel ephone apparatus 14. Step ST9. In response
‘to-the application select instruction of step ST6 and the virtual storage

area use instruct 0 yal aytbgat heabrgnsbsregRdusied
between the IC ﬁy@§ﬁh {nlgﬁand t eggértual storagggarea ‘server
apparatus 13t h t he d the tabl omuni_cation function
unit 20. St¥p Vﬁﬁﬂlgﬁﬁg ﬁe? §t$8% n%c?glgran % Fl%ated by the

mut ual authentlcatlon of step ST9, the control unit 53 of the V|rtqgl IC
st or age arggmygxye@cgﬁﬁarHgg@lgglon notlflcatlon to the control uni

38 of the portable communication functicn unit 20 (Step

ST202), and the control unit 38 transmits the memory

access permission notification to the control unit 48 of
10 the IC 21 in response thereto (Step ST203).

Then, when the control unit 48 of the IC 21
receives the memory access pérmissibn notification at
step 8ST203, it performs a memo;y-access operation to the
cOntfoi unit 38 of the portable communication function 20

i5 " (Step ST204), and in response thereto, the control unit
38-performs the memory access operation to the control
uﬁit 53 6f the virtual IC storage area server apparatus
13 (Step STZ205).
| The control unit 53 accesses the memory 52 in
20 - iespcnse to the memory access operation received from the‘
édntrol unit 38.

Then,'when'memory access is compl%ted, the contgol
unit 53 of the viftual IC storage area server gpparatus
13 outputs a memory access acknowledge to  the control

25 unit 38 of the portable communication function unit 20



instruction received at step ST6 from the nmenory 52 t uting
the application program Step ST1l: [l e conwunicé%?%gﬁ%ﬁﬁgﬁb%%ﬁﬁg

portabl e 20 communi cation function unit 20 and the I1C 21, the virtual IC
storage area server apparatus 13 executing the application program and the
IC RRWunit 11 execute a process relating to a service in collabhoration
with each 6$hep. STBOS)cpasdi2n sespenReyvshserteoobhonefntRelpi@idssi ng of
step ST11 ends, the virtual |1C storage area server apparatus 13 displays a
use record 38 heuephitandha memorgcardest hbhknowledge bn the dogprayl unit 34
.of the portable comrunication function unit 20. 5 [ Second QOperation

Exanpl e] Below: 28 S¥pkaBatbop1Wiklkepesabwen .of the exanple of the
“operation of the comrunication system1l illustrating the case of

performing a procgss fglatifachg o8s3°LKI SE¥3LE%s LHCEEG2AnbY ULi 11 2ing an

application 10 programsfored i n t storage area server

apparatus 13 when a service to be sel ect hy the | C RIW . appar 11 is
aut orfat i cal B§EFRSRI LBt BYCFESPhE vFﬁFu&F gﬁcl t8F8§385?8at§%?8§?%%§§aratus

13. FIG 14 is a flow chart for explaining the above 15 exenplified
as

operation. 37 of the portable communication function uqlt 20,
| shown in FIG. 12, the control unit 48 of the iIC 21
accesses the memory 37 through the I/F unitk45, the
IC I/F unit 36, and the control unit 38.

10 Iﬁ this case, the coptrol unit 48 may execute an
application program read from the memory 37, or the
control unit 38 may execute the application program.

Note that in this case the control unit 48 may hand
ovei the access authority of the application program

15 stored iﬁ the memory 37 to the control unit 38, or the
control uﬁit 48 and the control unit 38 may access the
épplication program while transmitting commands between
each other.

Thus, according to the portable communicatiqn

20 function unit 20 and the IC:21,.providing the I/F unit 45
;nd the IC_I/F unit 36 enabled comﬁunication between the
portable cémmunication function unit 20 and the IC 21.

‘Below, an example of an operation of the
communication gsystem shown in FIG. 1 will be explained.

25 ‘ [First Operation Example]




Step St31: The I1C RRWapparatus 11 and the IC 2.1 are enabled into a

W rel ess communi cation state through the antenna 49 len this
case, data is transferred and 20 power jg supplied beq%é%%%?kgﬂfé? "W
apparatus 11 and the 1C, 21 through the antenna 49, whereby a stabilized
direct current voltage is supplied to each of the circuits in the IC 21.
O, the IGR Wapparatus 11 and the I1C 21 may be enabled into a wreless
communi cat i on st &L 2PHoeplamatien ceitl Be bR ey FhS ﬁﬁa’Pﬁ\eMeportabl e
t el ephone 16 Novenber 2005 54 apparatus 14. Step ST32: The ICR W
appar at us Idf t tlesopesationppfi thei commynicationssyatemrod for determ ning
an application program 5 corresponding to a service perfornmed using the

| C_ R W appayptwstddeingt hechEe2ds pBefbEm2igShoprotasEl Eelatiageitees t he
application select instruction fromthe IC RRWapparatus 11 by the

ant enna 49 shoyfed WELSy Pne10cSsePpoTagi1ThenG 0BT GptabhtdBaol the |C 21

shown in FIG 9 conducts a search t0 check whet her e application

: det Il ned by th | cat i. | eqt | ' i ved at st
S35 1S CIRTEHTh THETRrbhy B GPIRBEL 16 THER-OHrekoRgoERE Ol Uni ¢ b

judges that the application programis stored in the penory 46, .proceeds
20 " apparatus 13 when a service to be used by the user A is

specified and selected by the user A.

FIG. 13 is a flow chart for explaining the above

explanation.
10 Below, each of the steps shown in FIG. 13 will be
explained.
Steé ST1:

The user A operates the operation unit 35 of the
portable communication fuﬁction unit 20 of the portable
15 | telephone appafatus 14 shown in FIG. 8, and in response
to this ope?ation, the control unit 38 shown in FIG. B
generates a virtual'storage afea:use request (use request
of the present invention) and.transmits the same to the
. virtual IC storage area server apparatus 13.
20 Step ST2:
When tﬁe virtual IC storage area serxver apparatus
13 shown in FIG 3 receives the virtual storage area use
request at step STi, based on a control of the control 53,
?he SAM 51 generates an authentication request and

- 25 transmits this to the portable communication function



to the processing of step ST34, while when it judges that the application

programis not stored in the nenory 46, proceeds to i f step
ST36. Step ST34: Wien it has been judg at step STSQI?ﬁgﬁk%ﬁ§§$§g%chation

programis stored in the nenory 46, th C21. and the IC RRWapparatus 11
conduct nutual authentication. Step ST35: 25 Wien one another's |egitinacy
is authenticated by 16 Novenber 2005 55 the nutual authentication of step
ST34, the camito20unit 48 of the IC 21 showmn in FIG 9 reads the
application programfromthe nmenory 46 to execute the sanme. Due to this,
the 1C 21 and thest&p Ré¥8apparatus 11, 5 while in communication, execute-
the process relating to the service in collaboration with each other. Step

ST36: When it hasgbeen, +3b18! BBmla3chBbnt PenceBBhi Gakioroprogram is
not stored in théﬂ%%§DF§gg%$gtﬁ% 10 1C 21 ﬁotif?es ?ﬁe | C RFWapparatus 11

t hrough the antenpa 49 thgt the.there,is_ng,appli .lon _proar Step
ST37: Fuﬂﬂﬁﬁ?w?hbncgﬁFro ﬁﬁFFlX§So%hthulBeg%lgéﬁéfé g%d%%{%$¥hal

storage area use request and transmts _this to .15 the partahl.e .
conmni cat | ¥e® URER i oFh20CPREEGEh UPRE PPFgeHﬁFﬁﬁﬁﬁ.a§téﬁ€§ﬁ£¥‘°ﬂﬁ§%ﬁwtable

communi cation function 20 shown in FIG
request and transmits the authentication request to the

I

IC 21 through the IC I/F unit 36.

Thé IC 21 shown in FIG. 9 receives the
authentication request from the portable communication
10 function unit 20 by the I/F unit 45.

Step ST4:

The control unit 48 of the IC 21 performs mutual
authentication with the virtuél Ic‘stérage area server
apparatu5713 through the portable communication function

15 unit 20 in response to the authentication request
raeceived at step ST3.

Step STS:

When one another’s legitimaéy is aﬁthenticated by
the mutual authentication of step ST4, the control unit

20 | 53 of the virtual IC storage area server apparatus 13
&isplayé a content (content-of a service)abf a-virtual
storage area corresponding to the'portabie telephone

‘apparatﬁsrl4 on the display unit 34 of the portable
communiéation function unit 20.

25 - - Step ST6:



8 receives the virtual storage area use request fromthe 20 IC 21 by the
ICI/F unit 36, and transmts the sane to the ertuaJ%éf&éﬁt%gg¥aéH

server apparatus 13 fromthe antenna 4&1 Step ST39: en the virtual I1C
storage area server apparatus 25 13 shown in FIG 3 receives the virtual
storage area use 16 Novenber 2005 56 request at step ST38, based on the
control of the control wunit 53, the SAM 51 generates an aut henti cation
request and tranBhetyseni 2 selepsspsr saFVacEoRRENHESt PN OPEREMTSHY unit

20. 5 Step 40: Wen the portable comunication function unit 20 shown in
FI G 8 recethNesopbeattibhenhitatisobaseguest tdte vsitrdmalT3Fonags cora ol unit
38 generates an authentication request and transmts the authentication 10

request to thgebfre2ditpiayala bhe shep /Frauniduedfo nike dhe Zbmhmm in FI G
9 receives the authentication request fromthe portable comunication

function unit.20;5hraugh tB%r f&“ébﬁﬁ%nf@%ﬁ}éﬁ?%knéﬁﬁédﬂuﬁfé”2d”“t 48 of

the 1C 21 b%?%orns mut ua authentication w e virtual 1C storage area

server apparatus 13 through .the portahl e co ni cat.ion function unit 20 in
response tdg?ﬂ%rﬁﬁFﬁeﬁPiEEP'&ﬁaFé&Eb§F3ﬂﬁ§x£HE§fﬁé¥ e6£§ﬁ40.

instructing the selecting of an application program

corresponding to the selected service, and transmits the

same to the virtual IC storage area server apparatus 13.
Step ST7:

10 Further, the-control unit 38 of the portable
cémmunication function unit 20 generates a virtual
storage area use instruction and transmits this to the IC
21 through the IC I/F unit 36.

The IC 21 shown in FIG. 9 receives the virtual

15 storage area use instruction from the portable

communication function unit 20 by the I/F unit 45.

Step ST8:

The IC R/W app;ratus 11 and the IC 21 are enablied
into'a wireleés communication state through the antenna

20 49 of the IC 21. In this case, data is transferred and
power is supplied between the IC_R/W apparatus 11 and the
Ic 21 througﬁ the antenna 49, whereby a stabilized direct
_cur#ent voltage is suppliéd to each of the circuits in
the IC 21. Or, the Ic;R/W apparatus 11 and the IC 21 may

25  be enabled into a wireless communication state by a power




20 Step ST42: \Wen one another's legitimacy is authenticated by the nutual
aut hentication of step ST41l, the control unit 53 of f@el\k\)/"}éﬁyea} Jfgstorage
area server apparatus 13. generates a yirtual storage area uSe instruction
and 25 transmts the sane to the portab comuni cation function 57 16
Novenber 2005 unit 20. Step ST43: Wien the virtual storage area use

I nstruction is received, the control unit .38 of the portable 5 ,
comuni cat i ssmfaacfion anbatperyr ansides the porsabhe telePhem®ugh the
ICI/F unit 36. The IC 21 shown in FIG 9 receives the virtual storage
area use i nsppacatas faomthe portable communication function unit 20 by
the I/F unit 45. Step ST44: The IC RFRWapparatus 11 transmts an
application sel e§£eﬂ> ngtguction for determ ning an application program
corresponding to a service performed, using the IC RRW apparatus 11 to the

virtual 1C storagge area serye a chtichNLAYERt BEskEudlidnd the
portabl e commn?%%tf%?"?? u?}%t{:gn%‘g%i %‘Ségicé?éﬁhs%g The ISC & Wlappar at us
11 and the virtual 1C stora area server apparatus 13 perf.orm,nut ual

aut héht i cat®onsteRy 5"€|6ha{‘1’re%¥e‘€ yitinali REFAIRaBIrE A SRFut At B Tunct i on

20. ,
of step ST7, mutual authentication is conducted between

the IC R/W unit 11 and the virtual IC storage area server
apparatus 13 through the IC 21 and the portable
communication fuﬁction unit 20.
10 Step ST10:
When one another’s legitimacy is authenticated by
the mutual authentication of stép ST9, the control unit
53 qf the virtual IC storage area server apparatus 13
reads the application program determined by the
15 application select instruction received at stép ST6 from
the memory 52 and starts executing the applicétion
program.
Step ST11:
While communicating through the portable
20 . communication function unit 20 and thé IC 21, the virtmual
IC storage area server apparatus 13 executing the
_application prograﬁ and the Ic;R/ﬁ unit 11 execute a
process relating to a service in collaboration with each
~other.

25 | Step ST12:



Step ST46: Wen one anot her's legitimacy is authenticated by the nutual

aut hentication of step ST9, the control unit 53 of t ' I or age

area server apparatus 13 58 16 Novenber. 2005 reads thga%%ftélr}([:}%%ﬁ OZn%OFS)E)f_ ogram

determ ned by the application select-instruction received at step ST6 from
the menory 52 and starts executing the application program 5 Step ST47:

~ The virtual |IC storage area server apparatus 13 executi nﬂﬁt he gﬁg&l cation

program and t he WhemR/theproqassingf esepritelserefat FiF vo~© rvice in
col l aboration w th each other while conmunicating through the portable 10

- communi cat iTh §tmcidennteat s@fvandaphara®ig113Sdappdans: avaer rreord

processi ng of step ST47 ends, the virtual |C storage area server apparatus

13 di spl aysciparsse r66@74 ubbereebrandratnseseeoncd oh the géspileg on the
di splay 15 unit 34 of the portable communication function unit 20. [Third

Cperat | on Byl el Sl o B £3RIENALRAANILAL:BR ShkeRiCh Lbgtezampl e of

the operation of the co Icatton system1l illustrating the case of

regi stering (secure) th C 20, virtyal storage area 60a used by the 1C 21
of tRe portable [tseﬁ%ﬂ}fgnép%’b?)'é?%?u]gxﬁﬂp*%ia storage area of the menory 52

of the virtual 1C storage area server apparatus _13 shown in FIG _3.
' Below, an explanation will be given of the example

of the operation of the communication system 1
illustrating the case of performing a process reiating tp
a service using the IC 21 by utilizing an application
10 program stored in the virtual IC storage area server
.apparatus 13 when a service to be selected by the IC_R/W
apparatus 11 is automatically instructed to the virtual
IC storage area server apparatus 13.
FIG. 14 is'a flow chart for explaining‘the above
15 - exemplified coperation.
| Step ét31:
The IC R/W apparatus 11 and the IC 21 are enabled
into a wireless communication statg-fhrough the antenna
49 ofrthe IC 21. In this case, data is,traﬁsferred and
20 " power is sﬁpplied between the IC_R/W apparatus 11 and the
ic 21 thréugh the antenna 49, whereby é stabilized direct
~éurrent vbltage is éuppliéd to each of the circuits in
the IC él. Or, the IC_R/W apparatus 11 and the IC 21 may
fbe enabled iﬁto‘a wireless communication sﬁate by a power

25 source from a battery inside the portable telephone



FIG 15 is a flow chart for explaining the above 25 exenplifi ed operation.

16 Novenber 2005 59 Step ST51: The user A operates t i 35 of
the portable comunication function unit 20 of the t[;igc@rta%lregrhgetr}gIz'.ewhfsz)ne
apparatus 14 shown in FIG 8, and in re'%‘bonse 5 to the operation, the
control unit 38 shown in FIG 8 generates a virtual storage area register
request and transmts the sane to the virtual |1C storage server apparatus
13. Step SHppaddtdseigontrol unit 53 of the virtual 1C storage area server
apparatus 13 shown in FIG 3, in response to the virtual storage area

regi ster request 4 |gpgoat step ST 51, displays a registration form
(registration screen) on the display unit 34 of the portable conmunication

15 function unit Oetsﬂfgf@/s‘i?ag%%aéﬁs ﬂeaﬁ%{gﬁitlhg u§§é}é‘lﬁf£ggg{15

i nformati on such W nane, ress, and e- dr ess

required for _registration, accqrdi to the registrati.on_ f.orm of 20
PREE P Fods

di spl ay uni§ekact ThesERpeties fAfo FBATAES: A8n 3™ BE°iTual 1C

storage area server apparatus 13 through the antenna 41. Step ST54: 25 The
cont | unidoBBespotdiingi tbual seEviter pgafaraed using the IC R/W

appaxatué 11 to the IC 21.

The IC 21 shown in FIG. 9 receives the application
select instruction from the IC_R/W apparatus 11 by the
~antenna 49 shown in FIG. 9.

10 ' Step ST33:

The control unit 48 of the IC 21 shown in FIG. 9
conducts a search to check?whether the application
program determined by the application select instruction
received at step ST 32 is.stored in the memory 46 dr not.

15 Then, when the control unit 48 judges that the
application program is stored in the memory 46, proceeds
to’ the procéssihg of step ST34, while when it judges that
the application érogram is not stored in thérmemory 46,
proceeds to the processing of step ST36!
20 - Step ST34:
Wﬁen it has been judged at step ST33 that the
"appiicétion program is sﬁored ;n the memory 46, the IC 21
_and.the IC R/W apparatus 11 conduct mutual authentication.
Step ST35:

25 ‘ When one another’s legitimacy is authenticated by




- 16 November 2005 60 5 10 15 server apparatus 13 issues an |ID and a one tine

password for the portable tel ephone apparatus 14 anqéré\gjqﬁéﬁ%)t 5 sane
to the portable comuni cation function it 20. Step e control uni t
53 of the virtual I1C storage area ser apparatus 13 tenporarily secures

fromanong the storage areas in the nenory 52, for exanple, the IC
virtual storage area 60a shown in FIG 5 for the portable tel ephone
appar at us the( ussma) aStlemiSiEstidheopostabl 8T3dmbne caensrotuletiton unit
20 accesses the ICvirtual storage area 60a by using the ID and the one

time passwagd Jreagie/ert il Sé1epwSThd . FEEeps SFedds Thire pappabtetéomuni cat i on
function unit 20 changes the password. The changed password i s managed by

the Contr%'fogggéa&h% onr L ﬁéﬁor%naéh&,vgﬁéeakel&étgéﬁge area server

appar at us own in FIG 3 ased on a control of the control t he
port abl o Communi B8 diF At oS UFY (2 boan sy Bie sﬁ@Sﬁ?‘aﬁpm&éc’ﬁhe
5 while in communication, execute the process relatlng,to
the service in collaboration with each othef.
Step ST36:
When it has been judged at step STBB that the
application program is not stored in the memory 46, the
10 IC 21 notifies the IC R/W apparatus 11 through the
antenna 49 that the there is no application program.
Step ST37:
‘Further, the control unit 48 of the IC 21 generates
"a virtual storage area use request and transmits this to
15 the portable communication function 20 through thg I/F
unit 45.
Step STSS:
The portable communication function 20 shown in FIG.
8 receives the virtual storage area use request from the
20 = IC 21 by the IC_I/f unit 36, and transmits the same to
| the virtual IC storage area server apparatus.13 from the
anﬁenna 41 .
Step ST39:
When the virtual IC storage area server apparatus‘

25 . i3 éhqwn in FIG. 3 receives the virtual storage area hsg




25 When the portabl e conmunication function unit 20 16 Novenber 2005 61
shown in FIG 8 receives the authentication request af s #@%Té%ootﬁe
control unit 38 generates an authenticaiion request an ransmts the
aut hentication request to the IC 21 th gh the ICI/F unit 36. 5 The IC
21 shown in FIG 9 receives the authentication request fromthe portable
communi cation function unit 20 through the I/F unit 45. Step ST60: The
control unitediBest sbest&p24TPO|fbassdnohushe tonggclemf dls eentinH t he
virtual IC storage area server apparatus 13 through the portable

communi cat i gi £ UAst | PRe SAIMt 520gbReratpenan hathbe tddatdrin catduestr equest
recei ved at step ST59. St ep ST61: 15 When one another's legitinmacy is

~authent i cat ed b%%?%&si@gt PRk oauLhentl palkaB 8l cshipnITabic dldcdide | C

21(indivic1atlj%ﬁ1 IS recelve e SAM 51 of the .virtual IC

storage area server apparatus 13. Step ST62: 20 The SAM 51 of the virtual |
| C storage upih rver apparatus registers the ID of the IC 21 received at |
step ST 61, the ID issued at step ST54, and the password received at step I
ST575 n correspor#fegrel®th the IC virtual storage area 60a shown in FIG

5. 25 Step ST63: 62

When the portable communication function unit 20
shown in FIG. 8 receives the authentication request at
step.ST39, the control unit-38 generates an
authentication request and transmits the authentication

10 request to the IC 21 through the IC_I/F unit 36.

The IC 21 shown in FIG. 9 reqeivesAthe
authentication request from the portable communication
function unit 20 through the I/F unit 45.

Step ST4l:

15 A ‘_ The control unit 48 of the IC 21 performs mutual
authentication with the virtual IC storage area server
apparatus 13 through the portable coﬁmunication function

_unit 20 in response to the authentication request
received at.step ST40.

20 ' " Step ST42:

| When one another’s'legitimacy is authenticated by
the mutual authentication of step ST4l, the control unit
53 of the virtual IC storage area server apparatus 13
generates a virtual storage area use instruction and

25 ° transmits the same to the portable communication function



16 Novenber 2005 The virtual |C storage area server apparatus 13 notifies
t he portabl e communication function unit 20 the fact {4 tua
storage area 60a has been allocated tg-the portable %%:}g%ﬁegﬂgeﬂa%pdg%t us
14.- 5 [Fourth Operation Exanple] Below, an explanation will be given of an
exanple of the operation illustrating a case of registering the
application program65a in the IC virtual storage area 60a allocated to

t he portablt@itte|Zhone apparatus 14 in 10 the above third exenplified
operation in response to an operation of the user A FIG 16 is a flow
chart for explai Htp t3®WAHbove exenplified operation. Step ST71: 15 The
user A operates the operation unit 35 of the portable comunication

function unit 20vwefed hendorisbh£l $ebeafenaraapasat isstéushdwn is FI G 8,
and in response to the operation, the control unit 38 shown in FIG 8

generates gn annldsatiQl L&FESLE uh@HUSEt o2Ndnk! pBSHRLI 20 the same to the
virtual | C storage area server apparatus 13. Step ST72: Wen the virtual 1C

storage area server aratus, 13 sha ' ;Gecehves h j cation
ool &or 2etrir EFOR Bpdrian “YRECAR, Eriahe; PSS (i URPRC T )

2005 aut hentication request and transmts the sane to the
21 through the IC_I/F unit 36.

The IC 21 shown in FIG. 9 receives the virtual
storage area use instruction from the portable
communication function unit 20 by the I/F unit 45.

10 Step ST44:

| The IC R/W apparatus 11 transmits an application
select instruction for determining an application program
corresponding to a service performed using the fC_R/W
apparatus-ll tc the virtual IC storage area server

15 apparatus 13. through the IC 21 and the portable
communication function gnit 20.

Step ST45:

The IC R/W apparatus 11 and the virtual IC sto?age
area server apparatus 13 perform mutual authentication .

20 through the IC 21 and the portable communication function
| 20.

Step ST46:

When one another’s legitimacy is authegticéted by
the mﬁtual authentication of step ST9, the control unit

25 - 53 of the virtual IC storage area server apparatus 13




portabl e conmuni cation function unit 20 based on the control of the
control unit 53. Step ST73: 5 Wien the portable comupd galdan.dunggdpn 20
shown in FIG 8 receives the authentiggtion request at step SIT72, the
control unit 38 generates an authentication -request and transmts the

aut hentication request to the 1C 21 through the ICI/F unit 36. 10 The IC
21 shown in FIG 9 receives the authenti&gtion.regug;t Lron1the portabl e
communi cat FeRdst Jha iapPlifation Rreger R ERFPLA8S R f8i 74: The contro
unit 48 of the I C 21 performs nutual 15 authentication with the virtual 1C
storage ar eppddroadriomppatettsingtrhebign recepverdaptesEsRntnPc L8N
function wunit 20 in response to the authentication request received at
step ST73. tnd @endApb 520andestones aspbbetisgl ehet apptycatiant henti cated by
t he nutual "authentication of step ST74, the control unit 53 of the virtual °
| C storage q&ggxagrver apparatus 13 notifies the portable conmmunication
function ufit 20 t hat preparation of registering the application is
conpleted. 25 S%ﬁp S@gpu7ﬁ4 16 Novenber 2005 . The portabl e comunication
function unit 20 énérates a relay instruction based on the notification

of step ST75 and transmts the same to the IC 21 through
The virtual IC storage area server apparatus 13

executing the application prﬁgram, and the IC R/W unit 11
execute a process relating to a service in collaboration
with each other while communicating through the portable
10 ‘communication function unit 20 and the IC 21.
Step STA48:
When the processing of step ST47 ends, the virtual
IC storage area server apparatus.13 displays a use record
thereof and a use récord of the service on the display
15 unit 34 of the portable communication funct;on unit 20.
[Third Operation Example]
Below, an explanation will be given of the example
of the operation of the communication gystem 1
illﬁstrating the case of registg:ing (secure) the IC
| 20 virtual storage aieé 60a used by the IC 21 6f‘the
portable telephone apparatus 14 in”a storage area of the
 memory 52 of the virtual IC storage area server apparatﬁs
13 shown in FIG. 3.
FIG. 15 is a flow chart for explaining the above

25 . exemplified operétion.




.instruction fromthe portable communication functio | y. I/ F
unit 45. Step ST77: The |1 C R/ W appar at 11 and the P%gg%&%?ég%ﬁa q%% 10

to be in a wireless conmunication staté&-via the antenna 49. Step ST78: The
|C RFRWapparatus 11 and the virtual 1C storage area server apparatus 13
perform nmutual authentication 15 through the 1C 21 and the portable
communi cat i on f u®dEpor$Tad.: Step ST79: Wien one another's legitimacy is

aut henticated by the nutual authentication of step ST78, the virtual I1C
20 storage area I erseap@Farciaratids atite t dpetO:RiyVapphr 3busfithenhil e
communi cating through the portable comunication function unit 20 and the

I C 21, per Bl G diiisi &t {dn PERLEESoRT uhlle 2pPbECEhieOBofttalilam 65a in
col l aboration with each other. 25 Specifically, the application program

65a is 65 6._November 200, ransm d;to e Hir | i LCrakpdde area
server ap%ﬁ%ﬁ?ﬁé’ %é%ﬁé%ékéI%?F%bé%ﬁpé&a?%g'l¥f aﬁgré%yr%%e application

DrogLam 654 1 & o A4S0 UL N IETOLY, 521 OLnl BaH! Lhtigh bS 9 2ge area

server app&at
generates a virtual storage area register request and
transmits the same to the wvirtual IC storage server
apparatus i3.

Step ST52:

10 , The control unit 53 of the virtual IC storage area
.server apparatus 13 shown in FIG. 3, in response to the
virtual storage area register reéuest received at step ST
51, displays a registration form (registration screen} on
the display unit 34 of the portable communication

15 function unit 20 shoﬁn-in FIG. 8B.

Step STS53:

Thé user A inputs information such as @he user'’s
own‘name, address, and e-mail address required for
registration according to the registration form of the

20 display unit 34.

The inputted informatién is transmitted to the
Girtual iC storage area server apparatus 13 through the
antenna 41.

Step_ST54:

25 . The control unit 53 of the virtual IC storage area



Step ST80: Wien the processing of step ST79 ends, the |C RFWapparatus 11

notifies the portable comunication function unit 204 hy dhedds 21
that the application program registratjon process has ended. 10 Step ST81:
When the processing of step ST79 ends, Y%he virtual 1C storage area server

apparatus 13 notifies the portable conmmunication function unit 20 that the
application programregistration process has ended. 15 Due to this, the
portabl e cammwixaprarduretidnissnes 20 EAdandha appl téme PRSFYEFam

regi stration process. [Fifth Operation Exanple] Below. , an explanation
w1l be g vt ahhapciadgle colephenapapphranuk| Ldshnd! itrgnamidse thieer ei n
an 20 application programis automatically registered in the IC virtual

storage ar %&!érﬂ&ﬁ;i@ﬂté&éh&ﬁ%ﬁé@éﬁisﬁl ephereoappanat .14 in the
above third exenplifie operation by the |C RRWapparatus 11. FIG 17 is a

flow chart for explai 'E[[g%‘t he above 25 exenplified operation. 66 16
Novenber 2005 St )eé%eng: e |C RRWapparatus 11 and the I1C 21 are enabl ed

to be in a wireless communication state via the anfepna_ 49, 5 Step ST9Z:
The PC R W appar dIhgs crptgRL twtl@ﬂfp@?oymtua storage are

server apparatus 13 temporérily secures from among the
storage areas in the memory 52, for example, the IC
virtual storage area 60a shown in FIG. 5 for the portable
- telephone apﬁaratﬁs i4 {(user A).
10 Step ST56:
The portable communication function unit 20
accesses the Ic‘virtual storage area 60a by using the ID
and the one time passaword received at step ST54.
.Step 8T57:
i5 ‘ The portable_communication function unit 20 changes
the password. The changed password is managed by the
controi unit 53.
Step ST58:
In the'virtual IC storage area server apparatus 13
20 shown in FIG. 3, based on a control of the gontrol 53,
the SAM 51 generates an authentication requést and "
transmits this to the portable communication function
unit 20.
Step ST59:

- 25 A . When the portable communication function unit 20



mut ual authentication. Step ST93: Wien one another's legitimcy is

aut henticated by 10 the nutual authentication of ste 2 'Cafion
registration request is transmtted tc>% elC21 fron??ﬁ%gv?ngysg@%%aratus
S

11. The application registration reque is received through the antenna
49 of the I1C 21 shown in FIG 9. 15 Step ST94: The IC 21 transmts the
application registration request received at step ST93 to the portable
comruni cat iskrewunicn | BEG un8t r@@eimesuyhet hutheRtigation resmRst RFIG 9. 20
Steps ST95 to ST105: Each of the processes of steps St95 to ST105 shown in

FIG 17 ar etdie See®, achéhoptocksanstoissyeper8tés tam ST81 shown in FIG
16. As expl ai ned above, in the conmmunication system1, 25 even though the

storage Camég%ﬂcébfom@&xeé@ Qhat Reaf8Zmi® sNewRetneRd5 dal@ i shown in

FIG 1 and FI Is limted, by storing in the virtual 1C storage area’

server apparatus 13 the appljcatjon ogram._re Il ng.to service
performed FEHESEhEC dita ggr#?e%hfﬁﬁggighegﬁgig?%iﬁgl%h %Vidual 5

aut hentication function built into a chip of the IC %é and executing the
same5 a variety Ohsetyitksskarrptt BiSvi dedeefa¥ets 10 ng the 1 C 21

provided with a conparatively small size nmenory. It is not necessary to
authentication request from the portable communication

function unit 20 through the I/F unit 45.
Step ST60:
The control unit 48 of the IC 21 perforﬁs mutual
10 éuthentication with the virtual IC storage area server
apparatus 13 through the portable communication function
unit 20 in response to the authentication ;equest
received at step STLH9.
Step ST61:
15 When one another’s legitimacy is authenticated by
the ﬁutual aﬁthenticati;n of stép'STGG, an ID of the IC
21 (inaividual data) is recei&ed from.the SAM 51 of the
virtual IC storagé a#ea server appératus 13.
Step ST62:
20 The SAM 51 of the virtual IC storage area server
. apparatus registers the ID of the IC 21 feceived at step
ST 61, the ID issued at step ST54, and the password
- received at step ST57 in correspondencerwith the IC
virtual storage area 60a showﬁ in FIG. 5.

25 = Step ST63:



downl oad the application programfromthe virtual 1C 10 storage area server

apparatus 13 to the IC 21. In other words, the I'C 21 ) i)y 4
virtual |C storage area server apparatgs$s 13 of the n]gﬁavr\hoﬁé E’;Lgs dl%

virtual nenory, whereby a plurality of services perforned using a
plurality of applications can be 15 provided using one |IC 21. Further,
according to the comuni cation. system1, after the IC 21 and ghe vi rtual

| C storage area S8 &THHaLE REAB IRV DRI POFRRT FRTER TG Adnti cati on,

and the IC_R Wapparatus 11 and the virtual |C storage area 20 server
appar at us I®tidiepcriorpextahieatonnentaatian Sanctianopndt A0

virtual |IC storage area server apparatus 13 executing an application
progr am andddie 4HatfR/Napparaitsudl sboeageuteeahé0prbeesbees] ating to a
service in collaboration with each other, illicit access can:be 25

prevent ed. 8 o6 Ny b einL 05 Lib e4f £61 ephohBeappavataentlisaned

comuni cation system 1l is realized by the configuration and operation of

the LC 21 built into the af i tabl e telephone apparatus 14. 5
Further, accordi r{gr%tﬁud:‘{%é%%agé?%ilﬁt I Jt{')(githe portabl e tel ephone
apparatus 14, as shown in FIG_9, rovi dj!a?glat he.l/F ugit 45xf o e

communi cati ng wi B89 PorRAPR nfthtion Fancti 8h ahi £*505F addition
to the antenna 45 which comunicates with the |C RFW10 apparatus 11

enabl ed t hefpditasireroidemi chtvshrathpgi ancase of registering the

application program 65a in the IC virtual storage area
60a allocated to the portable telephone apparatus 14 in

10 the above third exemplified operation in response to an
operation of the user A.

FIG. 16 is a f£low chart for explaiqing the above
exemplified operation.
Step ST71:

15 The user A operates the operation unit 35 of the
portable communication function unit 20 of the portable
telephone apparatus 14 shown in FIG. 8, and in response
to the operation, the control unit 38 shown in FIG. B
generates an application register request anditransmits

20 the same to the virtual-IC storage area server appératus.
i3.

Step ST72:
When the virtual IC storage area server apparatus
13 shown in FIG. 3 receivés the application register

25 request at step ST71, the SAM 51 generates an




15 unit 20 and the 1C 21 to -nutually control each other. Therefore, for

exanpl e, the portable communication function unit 20 4 ﬁ?e‘ﬁﬁ;@
disabling the IC 21 and the I1C 21 is ggpable of di sglb%i%\]ng 1 ergozﬁoaSbl e
comuni cation function unit 20 under a constant condition, whereby various
controls can be realized fromthe viewpoint of a content and security of a
service. Second Enbodl ment FIG 18 |$ g Vi eWﬁ Hgle overaII %%%fsl guration
of a 20 comMiferdtLHFIQR eI ¢ h TPRE8ERT FiVeR 0Sn €22 shown in
FIG 18, the com‘rum cation system 101 conprises, for exanple, the gateway
10, an | C semtiadde momwriudiigy bpar feastian, uniti 29 Brsed SPothfe area
server apparatus 113, and a portabl e tel ephone apparatus 114. The portable
t el ephone appaiAillHEl HheartbritweoBOudbt NBIenber 2005 virtual | C storage area
server apparatus 113 conmuni cate through the wireless communication |ine
17 or other por tgakle siglsaphone communi cation network, the gateway 10, and |
the network 18 such as the Internet. 5 Further, the gateway 10, the IC -
servi.ce providin PR32 JRE: TaTo I | 6180206 aheanserver
apparsat us 113 ar gmc%nﬁgct tij"\?tttj)a]tt2 e net m%ﬁg%%{&@ fshown |n FIG 18, the
conmuni cat i on = stem 101 jis differ ent cormunl cati % s%éi} em 1l shown
flufau 125

in FIG 167 B3F ¢ arq9fdvee sE9i %‘é gfﬁf‘Ebo

ST72, the control unit 38 generates an authentication

request and transmits the authentication request to the
IC 21 through the IC I/F unit 36.

10 The IC 21 shown in FIG. 9 receives the
authentication request from the portable'communication
function unit 20 by the I/F unit 45.

‘Step‘St74:
The control unit 48 of the IC 21 performs mutual

15 authentication with the virtual IC storage area server
apparatus 13 through the portable communication function
unit 20 in response to the autheﬁtication rquest‘
received at step SI?B.

Step ST75:

20 When one another’s iegiﬁimacy is authgnticated by
the mutual authentication of step ST74, the control unit
53 of the virtual IC storage area server apparatus 13
notifies the portablé éommunication function uni£ 20 that
preparation of registering the application is completed.

25 Step ST76:



connected to the network 18. In the communi cation system 101, after the
portable tel ephone apparatus 114 and the |IC service i di 3RAS at us
112 have conmunicated, the virtual |C giorage 15 ar ealpéscei\}r/(%/‘gérnﬁ%ﬁspar atus 13
for executing an application programand the |IC service providing
apparatus 12 comuni cate through the network 18 to be in collaboration
with each other to thereby execute a process relating to iy | C 121. The
virtual 1C stora&é%ﬁ’é’é‘@i’f]@erc%&ﬁ%ﬁ%fs‘% fl‘i’?'f’s“ﬂ?‘?‘é%?lg connected to
the gateway 10, and the IC service providing apparatus 112 may be

connect ed idereugites ke welamandioreeidiehdoaeedork the mREifiezéarn

enbodi nent is an enbodi nent corresponding to the 12th to 17th aspects and
the. 21st 35 A FTh aapectSadmi fe fliesemiei toetheonic 20 tBrNogbrber
2005 The 1 C service providi ng apparatus 112 corresponds to the second
conmuni cat i,Qn r . e 12th and 13th aspects of the present

i nventi on, t-’[q“neealcl?lo% n:{%é'tqlf o:'t'r]g]’ apparatus of the 14th aspect, and the second

5 co ni cation par. of, the .16t nd, 17t C o] e present
i nvertion. Furt hg’?‘,e F%tetésloﬁ%%ne JItnelg;e]‘[p 'oflbe %%gp%?‘g%%s;ﬁ?}?%ggor responds to
the first. conmunication apparatus of the 12th to 17th aspects of the
present i nvatrietimn thegm the ReFER}e | eompprigatiPBa é‘g &P™ ¥bipar at us
113 corresponds to the third conmunication - : i

20 by the I/F unit 45.

Step ST77:
The IC R/W apparatus 11 and the IC 21 are enabled
10 to be in a wireless communication state via the antenna
49,
Step ST78:
The IC_R/W apparatus 11 and the virtual IC storage
area server apparatus 13 perform mutual authentiqation
15 through the IC 21 and the portable-communicéfion function
20.
Step ST79:
When oﬁe another’s legitimacy is authenticated by
the mutuai authentication of step ST78,-thé virtual IC
20 storage area server apparatus 13 and the IC_R/W apparatus
11, while communicating through the pq;table
communication function unit 20 and the IC 21; performs
the registering process of ﬁhe application p;ogram 65a in
collaboration with each other.

25 - Specifically, the application program 65a is



apparatus of the 12th and 13th aspects of the present invention, the
second commruni cati on apparatus of the 14th and 15th t f esent

i nvention, and the 15 conmuni cation apRay at us of the%%gﬁﬁnégﬁﬁ%%h%¥£§he
present invention. Below, each of the Conponents shown in FIG 18 will be
expl ained. [IC Service Providing Apparatus 1121 20 FIG 19 is bl ock
functional diagramof the IC service providing apparatus 112 shown in FIG
18. As shdwmrismitidite the virteali e pEOVPEPNgr8PpaPAVEY 112 is
conprised of, for exanple, an I/F unit 131, an authentication unit 132,
and a cont rfdparitud 383 . frabh e I¢RimispdItatesscodhneshedeby tthe net wor k
18 71 16 Novenber 2005 shown in FIG 18 and transfers a request and data

through thgdei Mot Kord BordPBamUs B8N & CRkE 8BetNih B2 pembetms2matual

authentication with the virtual IC storage area server 5 apparatus 113.

The control, unif. r Lye opg, egses of the service
provi di ng é%ﬁ%f%&%ﬁ?%ﬁgﬂy %%??%%%I£¥%§Sg%$gég %?ggr%g?%eﬁgApparatus 113]

The virtual 1C storage ea server apparatus 113 10 functions as a virtual
menory of the ICSﬁﬁP(ﬁfg%b portabl e tel ephone apparatus 114, stores an
application programrelating to a service perforned using a data carrier
function and/ or W ithalpreedasitng aof ontep ST79 ends, the IC R/W

apparatus 11 notifies the portable communication funcﬁion
unit 20 through the IC 21 that the application program
registration process has ended.

10 Step STB1:

When the processing of step ST79 ends, the virtugl
IC storage area server apparaﬁus 13 notifies the portable
communication function unit 20 that the appliéation
'program raegistration pfocess has ended.
15 : Due to this, the portable communication function
unit 20 ends the application program registration process.
[Fifth Operatien Example]
Below, an explanation will be givén of an example
of the operation illuétrating a case wherein an -

20 application program is autématically registered in the IC
virtﬁal storage area 60a allocated to the portable
telephone apparatus 14 in the above third exemplified
operation by the IC R/W apparatus 11.

FIG. 17 is a flow chartrfor explaining the above

25 exemplified operation.



programin response to an instruction fromthe IC 1215 d R d8shonsRyd o t he
execution of the application program Gte{]e virtual |C storage area server
apparatus 113, while conmunicating with the 1 C service providing apparatus
112 through, the network 18 wi thout 20 going through the portable tel ephone
apparatus 114, executes a service in collaboration wwth the I1C service
provi di ng appar atifePLBT33N g. 20 is a functional block di agram of the
virtual |IC storage area server apparatus 113 shown in FIG 25 18. 72 16
Novenber 2005 As 1¢howt iRy WldppadtidelVviandiathd AGt2T ageeaevabledr ver
apparatus 113 conprises, for exanple, a SAM 151, a nenory 152, a control

unit 153, oyl B id R Wteldds dbemdAMdbiohSs@atanpes- the sndenmwodul e of
a 5 hardware or software. The SAM 151 conducts nutual authentication wth

the 1C 121, mutual authentication with the IC service providing apparatus
112, encryption of an application programto be registered (wite) in the
menory 152, and 10 decr ion of an application programread fromthe

meno 152. The Hifr 2 is used as a virtual nemory of the 1C 121 and
stores an application programrelating to a service using the IC 121. The
nmenory 152, as shiwn G FWGaprgratorprikeand hghe IC 21 perform

mutual authentication.
Step STS3:
When one another’s legitimacy is authenticated by
10 the mutual authentication of step ST92, an application
registration request is transmitted to the IC 21 from the
IC R/W apparatus 11.
The application registration requgst ié received
through the antenna 49 of‘tﬁe-IC 21 shown in FIG. 9.
15 Step STS4: |
The IC 21 transmits the application_registration
request received at step ST93 to the portable
communication function unit 20 through_fhe i/F unit 45
shown in FIG. 9.
20 Steps ST95 to ST105:
Each of the processes of steps St95 to S7105 shown
in FIG. 17 aré the same as the processes of steps ST71 to
STQI shown in FIG. 16.
As explained abbve, in the comﬁunication éystem 1,

25 = even though the storage capacity of the memory 46 of the



I.C virtual storage areas 60a, 60b, 60c... allocated to every user

(portabl e tel ephone apparatus) in advance by a regig&yq&%&gﬂﬂﬁp%%%g whi ch
wi Il be explained later. For exanple, ghe 1C virtual storage area 60a is

allocated to the user A of the portable tel ephone apparatus 14, the IC
virtual storage area 60b is allocated to a user B, and the IC virtual
storage area 60c is allocated to a user C._Further, fqr gexanple.as shown in
FIG 6, thdC @blshant i FHr dhertsbF 1G5 dl’6‘§{:t?‘ggi§¥eg§8rb‘§7gan 25
application programregistering process which will be 16 Novenber 2005 73
expl ai ned liat ethareistwakdlC nstémade srea usersedrappatptls 88athehe
application prograns 65a, 65b, and 65c respectively are prograns defining

processes rghdtidigcich FRSYEL4RSrPIViAgdtdisa ngeihibcdGpdtfosmEke usdngr ol
unit 153 conprehensively controls the processes of the virtual |1C storage

area Server.apRANAl U lild: ARG COOAT hapok!tiA&3:gae¢ubiaaif or exanpl e an

application programread fromthe nenory 152. 10 Further, the control unit

153 nages plicatio rogram stored j h Y+h221c 21
Spec%?icaH3ﬁ¥hﬁé¥%ﬁﬁﬁﬁ%Pc%#é#%ﬁk?é%?lgé ?%#geéaﬁ%ggngglrbcates fhe 1C
virtual storage area 60a to the portable telephone aggaratus 114 and
registers tand HRIEEIDENS WY A5V BELCEE5PE ZREVESESt §2FPhESI C virtua

storage area 60a. [Portable Tel ephone Apparatus 114]
provided even if using the IC 21 provided with a

comparatively small size memory. It is not necessafy to
download the application program from the virtual IC
i0 storage area server appara#us 13 to the IC 21.

In other words, the IC 21 can utilize the virtual
IC storage area server apparatus 13 of the network 18 as
a virtual memory, whereby a plurality of services
performed using a plurality of applications can be

15 provided using one IC 21.

Further, according to the communication system 1,
after the IC 21 and the virtual IC storage area server
apparatus 13 have performed mutual auvthentication, and
the IC R/W apparatus 11 and the virtual iC storage area

20 server apparatus 13 have performed mutual authentication,
in order for the'virtual IC storage area server apparatus
13 executing an application program and the IC_R/W
apparatus 11 to execute the process relating to a service
in collaboratioﬁ with each other, illicit access can ‘be

‘25 .prevented.




As shown in FIG 18, the portable tel ephone apparatus 114 conprises a
portabl e comruni cation function 20 unit 120 and the ig:ﬁl%’lemb‘lgle 4 abl e
communi cation function unit 120 has a gonfiguration simlar to that of the
portable communication function unit 58 of the first enbodi ment expl ai ned
using FIG 8. 25 The IC 121 is a tanper-resistant integrated circuit 74 16

Novenber 2005 capable of preventing illicit ponitoring and fanpering of
data and processé® iaffast |of the zﬁ%’t?‘f?a”t“}f‘t%“&eq r%ﬁf‘é‘%é‘?’r%ﬁéw’ngh t he

outside, and perforns processes relating to various kinds of services
det er m ned systemdy anc ecel bredriow | deel ¢ynfhywpatien| andepPPPERTHPBVI di ng
apparatus 112. FIG 21 is a functional block diagramof the I1C 121 shown

in FIG 18.ofAschomd 21 HFb{d t 2dntd hend Giddenonpiosed, pbotableé exanpl e, an
I/F unit 145, a nenory 146, and a control unit 148. The I/F unit 45 is an

interface f ]E:;wge&[ Lng datps W th the portable communication function
t%lv(\# I G 1%‘5 by

unit 120 sho a wred systemor wireless system 15 The nenory

146 stores data d rogram required  .in f. gﬁgtrol unit
48. ;rbte t hat an%nuarp%?“ilp%’a%%%o‘bﬁg‘ggr am U f?lp%i)g%?ﬁgnl%ﬁga service of the

vari ous services provided by using the IC 21 may, be stor%g iB t he nenory
146. portable telephone apparatus 14, as hqwn in FIG. ;

providing the I/F unit 45 for communicating with the
éortable communicatién function unit 20 in addition to
the antenna 45 which communicates with the IC R/W

10 - apparatus 11 enabled the portable communication function
unit 20 and the IC 21 to mutually control each other.
Therefore, for example, the portable communication
function unit 20 is capable of disabling the IC 21 and
the IC 21 is capable of disabling the portable

15 communication function unit 20 under a constant condition,

, whereby various controls can be realizéd from the

viewpoint of a content and securitonf a se;vice.

Second Embodiment

FIG. 18 is a view of the overall configuratign of a
20  communication system 101 of the present invention.

As shown in FIG. 18, the communication éystem 101
comprises, for example, the gateway 10, an IC service“
providing apparaﬁus 112, a virtual IC stofagg area serwver
épparatus 113, and a éort&ble'telephone apparatus 114i

-25 ' The portable telephone apparatus 114 and the



20 The control unit 148 conprehensively controls the process of the IC
121, transfers a command with the control unit 38 s i I nd
conducts a. predeterm ned control in ¢gllaboration t%eov‘\n{%rﬁe%e gv%/a an
exanpl e of an operation of the .25 comunication system 101 shown in FIG
18 will be 16 Novenber 2005 75 explained. [First Operation Exanple] Bel ow,
an explanation will be given of the exanple of the operation of the
communi cat ivGrF iyt R 1FHOIRIS |ARSF AFTHER WRTIFUHA D APHERIGRECess
relating to a service using the 1C 121 by utilizing an application
progr am st ditetbugh tittee Witelkdss Conmaipabien Sagct’ appaFaeds 113 when a
service to be used by the user Ais specified and selected by the user A
10 FIG 22 syl OWEIphod O c ikl dh Bfori Nbe tbove, tal gatewan. 1Bgl ow,
-each of the steps shown in FIG 22 will be .explained. Step ST301: 15 The
user A operates,the, ORELALI 0N UMY 35 S0OWhiden&tG 8 of the portable

communi cation function unit 120 of the portable tel ephone apparatus 114,

and in response to hi s operati.on tkf%’(s:otro]t unit. 3 :&9 ;i G 8
acceSs the | C sefHTrolitf ¥ SR 4 '[1}1% %r%%%‘ﬁl‘?% %481\,\,,5]?5 ess
communi cation line 17, the gateway 10, and the network 18.

apparatus 112, and the virtual IC storage area server

apparatus 113 are connected to the network 18.

As shown in FIG. 18, the communication system 101

is different from the communication #ystem 1 shown in FIG.
16 1 in that the IC service providing apparatus 112 is
connected to the network 18.

In the communication system 101, after the portable
telephone apparatus 114 and the IC service providing
apparatus 112 have communicated, the virtuai IC storége

15 . area server apparatus 13 for executing an applicat%on
program and the IC service providing apparatus 12
communicate through the network 18 to be in collaboration
with each other to thereby execute a process rélating to
"an IC 121. The viftual IC storage area server apparafus

- 20 113 is directiy connected to the gateway 10, and the IC
service providing apparatus 112 may be connected through
the gateway 10 and the network 18.

The present embodiment is an embodiment

corresponding to the712th'to 17th aspects and the‘?lstj

25 and 22nd aspects of the present invention.



. generates an application select instruction that has specified a

portable the present invention. ' _

Step ST302: The user A operates the operation unit 35, whereby in response
to this operation, the control unit 38 25 transmts Vi | ect

i nstruction for selecting 76 16 Novenb 2005 and ingjtérjﬁ\g)tvise%bée{:c?e@{?i ceto
be used to the I C service providing apparatus 112. Step ST303: The control
unit 133 of the IC service providing 5 apparatus 112 shown in FIG 19

application pro@hemI€osemEsialinRP Helime ARRETAIH éé%é?%‘&‘fesﬁ’?&g? uction
received at step ST302 and transmits the same to the portable

comuni cat it ghecdedmndinidmdicftide dfppoatedl et tthephdble apgaratus 114.
Step ST304: The control unit 153 of the virtual 1C storage area server

appar at us Y535 howbd s RIS t120 genedpt esnvertidnial thst esmgenacebiose
request in response to the application 15 select instruction received at

step ST303 and fransm th I | sdLo9dOr age area server
appar at us afﬁa}ag?%s;rgsérgiaté %ﬁ@r@ Lot Nea Y r{nidl s

en the virtual |1C storage area server

apparatus 20 113 shown in FIG,K 20 recgi ve he_vir ea use
requést at FAPIHEHA O LRRATGHEE She FRF %?EI? haenéc%ﬁﬁlrlo%;ﬁ%??‘glgg, the SAM

151 generates an authentication request and transmts the sane to the

Further, the portable telephone apparatué 114
éorresponds to the first communication apparatus of the
12th to 17th aspects of the present invention. E
10 Further, the virtual IC storage area server
_ apparatus 113 corresponds to the third communication
appératus of the 12th and 13th aspects of the present
invention, the second communication apparatus of the 14th
and 15th aspects of the present inveﬁtion, and the
15 communication apparatus of the.léth aspect of the present
. invention.
Below, each of thelcomponenté shown in FIG. 18 will
be explained.
[IC Service Providing Apparatus 112]
_20. FIG. 19 is block functional diagram of the IC
service providing apparatus 112 shown in FIG. 18.
As shown in FIG. 19, the IC service providing
apparatus 112 is comprised of, for example, an I/F unit
131, an authentication unit 132, and a control unit 133.

25 . " The I/F unit 131 is connected to the network 18



comuni cation function unit 120. 25 Step ST306: 77 16 Novenber 2005 Wien
the portabl e communi cation function unit 120 receivefGtﬁeva t$eq&j tion
request at step ST305, the control unij, 38 generates an Aut hent i‘cati on
request and transmts the authenticati&h request to the 1C 121 5 t hrough
the ICI/F unit 36. The IC 121 shown in FIG 21 receives the

aut henti cation request fromthe portable communication_ function unit 120
by the |/F simb¥nlils. F8EeplBT80d: t1anFhiersont refiugatt andgdgtar fbrpaghy
conducts nmutual authentication with the virtual |1C storage area server
appar at us ldBethéowgbkt 8. portabl e comunication function wunit 120 in
response to the authentication request received at step ST306. 15 Step

ST308: \Wien one apol hehtRehE0bs EIBEYuhSt aliNOpLi£8iRd Mituble nut ual
aut henti cati on of step ST307, the control unit 153 of the virtual IC

storage area server aggggatgﬁhl%ge displaysze ggg%g&% ¢eant ent..of a

service) ofa"vrr 18 st orage area correspon o the portable
t el ephone apparatus._114 on the display unit 34 of  the portable
conmfi cat | ¥PRERERFoRldnit 120. Step ST309: The user A selects a service

for use by operating 25 the operation unit 35 based on. the virtual storage
ar ea The control unit 133 comprehensively controls the

processes of the service providing apparatus 112.
[Virtual IC Storage Area Server Apparatus 113]
The virtual IC storage area server apparatus 113
10 | functions as a virtual memory of the IC 121 of the
portable telephone apparatus 114, stores an application
program relating to a service performed using a data
carrier function and/or individual authentication
function built into a chip of the IC 121, and executes
15 the application program in response to an instruction
from the IC 121. in response to the execution of ﬁhe
abp;ication program, the virtual IC stbrage area server
aﬁparatus 113, while communicating with the IC service
- providing apparatus 112 through the netwofk 18 without
20' going.through the portable telephone apparatus 114,
executes a_service in collaboration with the IC service -
prbviding apparatus 112.
Fig. 20 is a functional block diagram'of the
virtﬁal IC storage area server apparétus 113 shown in FIG.

25’ 18.



78 content displayed at step ST308. Due to this, the control wunit 38 of

the portable comunication function unit 120 generatgs an, 4 CAtdon
select instruction for instructing theggsel ecting of an application program
.5 corresponding to the selected service, and transmts the sane to the
virtual IC storage area server apparatus 113 Step ST310: In response to

the application select instructio of,.step. §T309,.1 he_ | er.\v)j provi di ng
apparatus 112 ands ¥ A A rﬁ‘\/ s a“S’er aglz Iséers\(-/%:eorrc';l epaar%%gs_ 113

conduct nutual authentication through the network 18 Step St 3&_) When one
anot her' s |ssgitemranpaxatius hbhd | ComRei 35S - t X nef P lauthePt chttonof step
ST310, the control unit 15 153 of the virtual. |1C storage area server
appar at us TehnpWs2 N &1 E&n Lol eadst t 183 Apphd cae | BAF puyk akbdet er mi ned by
t he application select instruction received at step ST309 fromthe nmenory
152 to start exeGuid g NS BH®. a2 HBipeTHes i AhiMhihaichsmamhiacat i ng t hrough
the network 18, the 25 virtual 1C storage area server apparatus 113

execyt i ng litapred_%p]péiggté?g program and the IC service providing apparatus
112 perform™a process re a%l ng to a service in collaboration with each

conducts mutual authentication with the

_ot her. .Step ST31T3h:e 1S%MN0£/§ er 3005 79

IC 121, mutual authentication with the IC service
providing apparatus 112, encryption of an application
program to be registered (write) in the memory 152, and
10 decryption of an application program read from the memory
i52.
The memory 152 is used as a virtual memory of the
IC 121 and stores an application program relating to a
service using the IC 121.
15 _ The memory 152, as shown in FIG. 20,7comprises the
IC virtual storage areas 60a, 60b, 60c... allocated to
every user (portable telephone apparatus) in advance by a
registration proceés which will be explained later. For
_rexample, the IC virtual storage area 60a is allocated to
-26 . the user A of the portable telephone apparatus 14, the iC
virtual storage area 60b is allocated to a user B, and
the IC virtual storage area 60c is allocated to a user C.
Further, for example as shown in FIG. 6, the
'applicétion programs 65a, 65b, and 65c registered by an

25 application program registering process which will be



When the processing of step ST312 ends, the I C service providing apparatus
112 notifies the portable comunication function unit. Qrén{beere%‘b f the
application process. 5 Step ST314: Wep.,the processing of step S1312 ends,
the virtual |C storage area server apgarat us 113 displays a use record

t hereof and a use record of the service on the display unit 34 of'the
portabl e comruni cation function 10 unit 120. (Second Qperation Exanpl e]
'Bel ow, an esplanatédrlafidr dee gitveredfimnthxa¥pleirgial itURIAREF of t he
comuni cation system 101 illustrating a case of perform ng a process

rel ati ng t Goa 1TEerapiseicstigh (pod fand? 165y, uBSH | zAmYy @ appl i cation
program stored in the virtual |1 C storage area server apparatus 113 when a

service p“ge' A NE 4SS SHEYdEbns RISV sl PR Hals ddPatingl tois
automatically nstructed to the virtual |1C storage area server 20

~apparatus 113. FIG 23 i.sdéatdflo.w ch [l {@rzzﬁxpl ai ni ng the above
exenpl i fi eFBPETERT FEGEP STV The usér A operates the operation unit 35

shown in 25 FIG 8 of the portabl e conmunication function it,,120 of 16
Novefber 2005 80 Bhfe qsuylint artids éﬁ%r@’%ﬁﬁéﬁiﬁfsvefﬂ,coafhﬁmﬁs rteté%ons,e to.

this operation, the control unit 38 shown in FIG 8 :
processes of the virtuwal IC storage area server apparatus

113.

The control unit 153 executes for example an
application program read from the memory 152.

10 Further, the control unit 153 manages an
application program stored in the memory 152.
Specifically, the memory control unit 75 for example
allocates the IC virtual storage area 60a to the portable
telephone apparatus 114 and registers the-application

15 progfams 65&, 65b, and 65¢ to the IC virtual storage arxrea
60a.

[Portable Telephone Apparatus 114}

‘As shown in FIG. 18, the portable telephone
apparatus 114 comprise; a portable communication function

20 unit 120 and the IC 121.

The portable communication function unit 120 has a
configuration similar to that of the portable
éommunication function unit 20 of thg first embodiment
explained using FIG. 8.

25 ‘ "The IC 121 is a tamper-resistant integrated circuit




access the I C service providing apparatus 112 through the wreless

communi cation line 17, the gateway 10, and the 5 netwy kRl ePo@E321:
The user A operates the operation unit,25, whereby in response to this
operation, the control unit 38 transmts a use service select instruction
for selecting 10 and instructing a service to be used to the |IC service
provi ding apparatus 112. Step ST322: The control unit 133 of the | C service
provi di ng capeils of PrEvEREHNY dldicit eqetaring and PRIt DPE 15

sel ect instruction that has specified an application program correspondi ng
'to the use dstiaviaeel piceetssdnsin tdie diC rileiarst datastteap B8T321 and transnits
the sanme to the portable comunication function unit 120 of the portable

t el ephone PR FHS bl 4ri th AheStAp SR 3 andh @ pFd il @wemasesat i on
function unit 120 transmts a search instruction for the application

§ra32 1o REPCaTgr e JaaRAld Bl o iy (BB The 1/ 7 oni
1 BT e B0 s AT W B 1
program t hat becane
apparatus 112.
FIG. 21 is a functional block diagram of tﬁe Ic 121
shown in FIG. 18.
As shown in FIG. 21, the IC 121 comprises, for
10 . example, an I/F unit 145, a mém§ry 146, and a control
uniﬁ 148.
The I/F unit 45 is an interface for transferring
data with the portable communication function unit 120
shown FIG. 18 by a wired system or wireless system.
i5 The memory 146 stores data and a progr&m required
in a process of the control unit 48. Note that an
-application program used in a portion of a service of the
various services provided by using the.IC 21 may be
stored in the memory 146;
20 The control unit 148 comprehensively controls the
process of the IC 121, transférs a command with the
"cont:ol unit 38 shown in FIG. 8, and conducts_a_
predetermined control in collaboration therewith.

Below, an example of an operation of the

25 communication system 101 shown in FIG. 18 will be



5 the target of the search instruction is stored in the mnenory 146 or not.

Then, when the control unit 148 judges that the appl4 | UL O, i's
stored in the nenory 146, proceeds to ep ST325, wﬂﬁfgkahen ﬁfg¥ﬁ%%es

that the application 10 programis not ored in the nenory 146, proceeds-
to step ST328. Step ST325: Wen it has been judged that the-application
programis stored in the nenory 146 by the search of step 15 ST324, the IC
121 and t he=}flsenedce provi ding apparatus 112 conduct nut ual '

aut hentication. Step ST326: Wen one another's legitimacy is authenticated

by the nutual autientt copéeeatDbn SELamSIa8PS5, the control unit 20 148 shown
in FIG 21 executes the application programread fromthe nenory 146,

whereby the |1C 1 pnd the L613R5¢I68 P10V Hh NGi PR AT He d2apg1 0T N5 t he
process relating to a service in collaborationwith each other. Step

ST327: 25 When the processi ng.of ,step ST32 nds, 0 ol 16 Novenber
2005 82 |  ti820RpPeRaop Ee%‘\}f“c88’6‘%“85?'2?%%@%9%%3@?%2 shown in FIG

19 generates an application end notification and transni&s the sane to the

port dbl e corddimsEaRtbnNgf AnERPBNCLURPFTEIBIBY RhB*BEPESLIE ?EFBHh%ﬁea

apparatus 114. 5 Step ST328: ] )
o service using the IC 121 by utilizing an application

program stored in the virtual IC storage area server
apparatus 113 when a service to be used by the user A is
specified and selected by the user A.
10 FIG. 22 is a flow chart for explaining the above
explanation.
Beiow, each of the steps shown in FIG. 22 will be
. explained.
Step ST301:
i5 The user A operates the operation unit 35 shown in
FIG. 8 of the portable communication function unit 120 0£
Athe portable telephone apparatusllldf and in response to
this operation, thé control unit 38 shown in FiG. B
access the IC service providing apparatus 112 through the
20 ) wireless communication line 17; the gateway 10, and the
network 18.
Step ST302:
The user A operates the operation unit 35, whereby
in response to this operation, tﬁe control unit 38

25 . transmits a use service select instruction for selecting




When it has been judged that the application programis. not stored in the
menory 146 by the search of step ST324, the portabl e £omuy et i '
function unit 120 of the portable tel one apparatus 114 generates a 10
virtual storage area use request and transmts the sane to the virtual IC
storage area server apparatus 113. Step ST329: When the virtual |C storage
area server gparatus 113 shown in FIG 20 receives the virtual storage
area 15 usen@dglestruetipgpasyspsicpatedbenugedonPr bheofCt ABTVEGRtrol unit
153, the SAM 151 generates an authentication request and transmts the
sane to t heopovidihe apparwhusall®dn function unit 120. Step ST330: .20 Wen
the portabl e comruni cation function unit 120 receives the authentication
request at step Fe#9,sthe3:control unit 38 generates an authentication
request and transmts the authentication request to the I1C 121 through the

ICIVF unit 36, 28, Jheok 4P, ShOMIANGE| Gro2hcr SERIVES b6y iaihgVerber

2005 83 authentication request fromthe portable communication unction
unit 120 by the I/F u 4 Ste 31, ,The con roI unit 14 . the IC 121
condutt s nﬁ?ﬂ%?r%é%ﬁtﬂi%tFgaVPoﬁBmfgﬁ t hg 9ep?ualefcastoé eggrg353erver
apparatus 113 through the portable communication function wunit 120 in
response t csekrchuinghrresirpnthafubas specified an application

program corresponding to the use service select
~instruction received at step ST302 and transmits the same
to the portable communication function unit 120 of the

10 portable telephéne apparatus 114.

Step ST304:

The control unit 153 of the virtual IC storage area
server apparatus 113 shown in FIG. 20 generates a virtuai
stoiage area use request in response to the application

15 select instruction received at step ST303 and transmits

the same to the virtual IC storage area server apparatus

113.
Step ST305:
When the virtual IC storage area server apparatus
.20 113 shown in FIG. 20 receives the virtual storage area

use request at step ST304, based on a control of the
control unit 153, the SAM 151 generates an authentication
request and transmits the same to the'pértable_
communication function unit 120.

25 . Step ST306:



received at step ST330. Step ST332: 10 Wen one another's legitimacy is

aut henticated by the nmutual authentication of step S he | unit
153 of the virtual 1C storage area. serper apparatus ?g,lﬁqo‘;ls;ﬁ%g%dog)

content (content of a service) of a virtual storage area corresponding to
the portable tel ephone 15 apparatus 114 on the display unit 34 of the

portabl e comruni cation function unit 120. . St,eé) ST333.. Based.gn%égne vi rtual
storage area contBifn dihgRRRRPLe QPRPIRHIRGL Mok Wt acts” a service
for use by operating the operation unit 35. Due to this, the control unit
38' of the pordeires comermitienbhcabheni saquast apostegensfafes sHhe
application select instruction for instructing the selecting of an

appl i cat i OndH©S AMin£O 3@ SPeReL-aget0ahhsushbstiedtsenviregueahdandansnits
the 25 sane to the virtual 1C storage area server apparatus 113. 16

Noverber 2Q05, 84 S epRT33¢indiRci8sPOBaerbqubbe epptheattonzsel ect
I nstruction of step ST333, the I C service providing apparatus 112 and.

the virtual 1V storage e erve paratus 113 conduct nut ual

aut he:‘nticat'?tbtff"f?ﬁo%g% f{:reflnlgt%+{i ?g Step St335: Wien one another's

| egitinmacy is authenticated by the nutual fUt henticat{'é]?n of step ST334,
the control unit TRSFTGI3hesRPYR Ukl FECst Bt HRAHER%sEPVer apparatus 113

authentication request from the portable communication
function unit 120 by the I/F unit 145.
| Step ST307:

10 _ The control unit 148 of the IC 121 conducts mutual
authentiéatioﬁ with the wvirtual IC storage area server
apparatus 113 through the portable communication function
unit 120 in response to the authgntidation request
received at step ST306.

15 . Step STBOQ:

When one another’s legitimacy is authenticated by

the ﬁutual authentication of step ST307, the control unit
- 153 of the virtual IC storagé area server apparatus 113
,disélays é content {content of a service) of a virtual

2b ' stbrage area corresponding to the portable telephone
apparatus 114 on the display unit 34 éf the portable
¢ommunication function unit 120.

Step ST309:
The user A selects a service for use by operating

25 . the operation unit 35 based on the‘virtqal storage area



shown in FIG 20 reads the application programdeterm ned by the
application select instruction received at step ST3 f Ry 152
to start executing the same. Step ST33g: The IC ser\?;lﬁ%eﬁogggor%/&} ng
apparatus 112 and the wvirtual 1C storage area server apparatus 113
communi cate wth each other in response to the execution of the
application program.and performa process relating to. a 1Es)tgrvi'ce i

col | abor at icomtanth ddgpd ayatkrat sttap SB . psvksh e or ees%ﬁ’rh%rc(g)hf step

ST336 ends, the IC service providing apparatus 112 notifies the portable
comuni cat ued tf (& toifo rthenipo i ke ecawmmipica ticon G ieian I b o’c?e‘gs. Step
ST338: 25 When the processing of step ST336 ends, the virtual 16 Novenber

2005 85 | Cgehenage Al 3 Mata timarsdlsct lihstsptdon afeise  record t her eof
and a use record of the service on the display unit 34 of the portable

communi cat i;gn £ RGLLAN NI $o L0 B d Td rLh QRS Bid L0 Sxapibtarin exenplified

exanpl e of the comunication system 101 of a case of registering (secure)

the LC virtual storage area.60a used b 1 feihe. s ol &
t el ephone 5}5’55?5?6’?‘%%@ ia‘?f’ gt}%‘? o?%%%c%?%aé%fv%‘%' %nrrcgr%/ 16°152 of the
virtual |IC storage area .servera&gpar atus 113 shown in FIG 21(:) is113
speci fi cal spmeh&sdhe stk alle storage area server apparatus -52-

Step ST310:
In response to the application select instruction
of step ST309, the IC service providing apparatus 112 and
10 the virtual IV storage area server apparatus 113 conduct
mutual authentication through the network 18.
Step St311:
When one another’s legitimacy is authenticated by
the mutual authentication of step ST310, the control unit
15 153 of the virtual IC storage area server apparatus 113
shown in FIG. 20 reads the application program determined
by the applicatiqn select instruction keceived at step
| ST309 from fhé memory 152 to start executing the same.
Step ST312:
7 20. While communicating. through the network 18, the
‘ﬁirtual IC storage are;_server apparatus 113 executing
the application progfam and the IC service providing
apparatus 112 perform a proéess reiating to a service in
'rcbllaboration with each other.

25 Step ST313:



shown in FIG 15 except for the point that comrunication is conducted
between the 1 C 121, the portable comunication funct d the
virtual IC 15 storage area server apparatus 113. [F&H?p%qgi e%%?%ﬁﬁp
Exanmpl e] Below, an explanation will be’§iven of an exanple of the
operation illustrating a case of registering the application program 65a
iIn the IC virtual storage area 20 60a allocated to the portabl e tel ephone
appar at us 114 i nWhidie taloterdde gl rex enpl s fep TPt atnds, vitleh ¥he portabl e
conmuni cation function unit 120 does not conduct confirmation for an

avai | abl e $R4GE dd g8 G0 rdphra Sl or pge A EREHO8. tRS fdfraRlleis a flow
chart for explaining the above 16 Novenber 2005 86 exenplified operation.

e ST oM P AL ERod G PO 2G| BRe 10RY OB BROWN 10 PG B of

t he portable EothLAT catl on TURCTTon URi T 120 of t he portabl e tel ephone

apparatus 114, and |n response to the operation, the control unit 38 shown

in FIG 8 $¥Ation programregi ster request and transmts
the sane to the IC serV|ce provi di ng apparatus 112. 10 Step ST342: Wen
the BC service prSderdiStBldparatus 112 receives the application register
request at step ST341, it displays a registration format of the
application When the processing of step ST312 ends, the virtual

IC storage area server apparatus 113 displays a use
record thereof and a use recoxd of the service on the
display unit 34 of the portable communication function
10 unit 120.
[Secénd Operation Example]
Bélow, an explanation will be given of an example
of the operation of the communication system 101
illustrating'a case of performing a process relating to a
15 service using the IC 121 by utiiizing an application
programrstored in the virtual IC storage area server
apparatus 113 when a service provided by the IC service
providing appératus 112 itself is automatically
instructed to the virtual IC storaga area server
20 apparatus 113.
| FIG. 23 is a.flow.chért for éxplaining the above
exemplified operation.
Step ST320
The user A operates the operation unit 35 shown in

25 FIG. 8 of the portable'communication‘function unit 120 of




programon the display unit 34 shown in FIG 8 of the 15 portable

communi cation function unit 120. Step ST343: The user oper.ate e .
operation unit 35 shown in FIG 8 of the portable c%@fﬁﬁeﬁqeﬁz&&%ﬁi on

unit 120 of the portable tel ephone apparatus 114 to input information 20
required for registration of the application program and the inputted
information is transmtted to the IC service providing apparatus 112. Step

ST344: The%‘cﬁ: %S)rﬁ\éi[alggeort% ie%i n eg%ia%ér%g.lﬁd'n%d q_m)te,%&f&%@oggabl e

conmuni cat i N uni 1on 16 Nove 005 87 for

regi stering the application_program _ Step SI34%: In re se,to the

i nquiry regé‘F-Fed’Pétraé:tlé’ﬁfS'F%,co"c’?féﬂpdﬂ’gﬁl%93 i’crétsqol’(;(%' ?%ncti on unit
120 transmits to 5 the IC service providing apparatus 112 a regi ster

dest i nat i orcdesisgrthis i€ isediviates RpaHieding (arpayates okgethzeeah sEiSer
apparatus 113 (if necessary, ICvirtual storage area 60a) for registering
an appl i caiheelse]cainunStcei i 46ind 0L Thetlpargaidweax chrumedt ¥od f uncti on
120 of the portable tel ephone apparatus 114 generates an application
regigter redyash-x Qguesting registration of the application programto the
virtual | C storage area server apparatus 113 and transmts the sane to the
| C storage 15 ar g%e%ersxf%rzf%ppar atus 113. '

The user A operates the operation unit 35, whereby
in response to this operation, the control unit 38
transmits a use service select instruction for selecting
‘10 and instructing a service ?o be used to the IC service
providing apparatus 112.
Step ST322:
The control unit 133 of the IC service providing
appafatus 112 shown in FIG. 19 generates an application
15 select instruction that has specified an application
?rogram corresponding to the use service select
instruction received at step ST321 and transmits the same
to the portable communication function unit 120 of the
portable telephone apparaﬁus 114.
20 Step ST323:
The portable.communication function unit 120
_transmits a search instruction forlthé application
program indicated by the application select instruétion
received at step sST322 to thg Ic 121.

25 o The search instruction is received by the I/F unit




Step ST347: When the virtual | C storage area server apparatus 113 shown in
FIG 20 receives the application register request atqgtep, Shi346.>dmsed on
a control of the control 20 unit 153, the SAM 151 generates an '
aut henti cation request and transnmits t®d sane to the portable comruni cation
function unit 120. Step ST348: When the-portable comuni cation function
unit 120 25 receives the authentication request. at step ST347, the 16
-‘Novenber 2G0f; 88, &a0t{:P! Fr@i t2o B8 generates an aut hentication request and
transmts the authentication request to the IC 121 through the ICI/F unit

36. The IC 121 shown idh 75 21 receives the 5 authentication request from
the portable comunitcation - . function unit 120 by the I/F unit 45. Step

- ST3.49: The control unit 148 of  the |IC 12 condu:g%i rrllijt ual . a]yi%e icati on
with the virtual The SUERRE deht B8 et 1B pbar st bsS19%* t P oligh- thie

portabl e communi cation function wunit 120 in response to the authentication
request receindkattstdpedi3us. titecppsTisationcprogsasnbbfbr PSCRBEi ti nacy
is authenticated by 15 the nutual authentication of step ST349, the
“cont kOl unithe kaF @it tde thetseardk shetrgethoraisesveredppar &hes 113
notifies the portable conmunication function unit 120

memory 146 or not.

Then, when the control unit 148 judges thét the
application program is stored in the memory 146, proceeds
to step ST325, while when it judges that the application

10 program is not stored in the memory 146, proceeds to step
5T328.

Step ST325:

When it has been judged that the application

. program is stored in the memory 146 by the search of step
i5 | - 87324, the IC 121 and the IC service providing apparatus
1;2 conduct mutual authentication.:
| Step ST326:
When one another’s legitimacy is authenticated by
the mutﬁal authentication of step ST325; the control.unit
20 . 148 shown in:FIG. 21 executes the application program
rread from the memorf 146, whereby the IC 121 and the IC
serxvice providing apparatus 112 performé the process
relating to a servicé in collaboration with each other.

Step S8ST327:

25 When the processing of step ST326 ends, the control



that preparation for registering the application is conpleted. 20 Step

ST351:. The portabl e conmunication function unit 120 :ﬂ?qﬁﬁﬂ%ﬁﬁn?ZOOS
registration start request requesting the start of regi'stering the

application programon the basis of tB8& notification of step ST350 and
transmts the same 25 to the |IC service providing apparatus 112_ 16
Novenber 2005 89 Step ST352: The I C service providing apparatus 112 and the

virtual | Cugliar a08s YLane! Mel s PPl pSodldi £9Napparatil UBL2 shown
aut hentication. 5 Step ST353: Wen one another's legitimacy is

aut hent i cated iy, e Jitual QUTIONLICRL0D: O 8h8PnSTBEZcatln! Snder vi ce

provi di ng éﬁpar e virt storage area server apparatus
113 comunicate with each other and 1q%$erffrn1a regi st atiogugégggﬁs of
the appli c&FP@sHricyrtif e S iRAFFIPIeneORBRIT ¢aF-8R program 65a is
transmtted fromthe | C service providing apparatus 112 to the virtual I1C
storage aremigerhZl cpthetperyaisle 1telppheny #RR2EPPIEcAtfon program 65a
is witten in the nenory 152 of the virtual |1C storage area server
appamkat us 113. StetepSEXRPE8 VWhen the processing of step ST353 ends, the IC

When it has been judged that the application
piogram is not stored in the memory 146 by the search of
step ST324, the portable communication function unit 120
of the portable telephone apparatus 114 generates a

10 virtual storage area use request and transmits thg same

to the wvirtual iC storage area server apparatus 113.

Step ST329:

When the virtual IC storage area server apparatus
113 shoﬁn in FIG. 20 receives the virtual storage area

.15 - use request at step ST328, based on a control of the
control unit 153, the SAM 151 generates an authenticatioen
reqﬁest and transmits the same to the portable
éommunication function unit 120,

Step ST330:

20 When the portable communication function unit 120
receives the_authentication requést at step ST329, the
coﬁtrol unit 38 generates an authentication request and
transmits the authentication reques£ to the IC 121
thiough the IC I/F unit 36.

25 The IC 121 shown in FIG. 21 receives the



20 service providing apparatus 112 notifies the portable comrunication
function unit 120 through the IC 121 that the appli i 1St j on
process has ended. Step ST355: Wen the processing oﬁ%t@&éﬁfg je(ﬁ)t s, the
virtual |1C storage area server apparaBds 113 notifies the 16 Novenber 2005
90 5 portable conmunication function unit 120 through the IC 121 that the
~application registration process has ended. Due to this, the portable
conmmuni cat i,oR-HAGtd ' ?ﬂg&%t &8 é ORorhiRgh &5 8L 6AN process..
[Fifth qOe?gltq:lhon Exdéérqr{p}iioerrmlge ow, an exp?ger‘la ion will be given of an exanple
of an operation.illustrati a case registgeing the application program
65a in the TR ATE: g r%}ae Jg}OEé a%%c‘g%éd to the portable tel ephone
“apparatus 114 in 10 the above third exenplified operation when the portable
comuni cati on fuS&PoSIAH !’ 120 conducts confirmation of avail abl e space
in the IC virtual storage area 60a. FIG 25 is a flow chart for exPI ai ni ng
t he above " exenpThii edpndpelatirgrt: 148 B theocksstdy endyeps m8ealt o0 ST363
shown in FIG 25 are the sane as those of steps ST341 to ST343 shown in

FI G 524. Fuhidiint iidie i eas Nghof vt epsl STG68tovagd 3d7eashewmern FI G 25
-are the sanme as those of steps ST346 to 20 ST355 shown in FIG 24.

" apparatus 113 through the portable communication function

unit 120 in response to the authentication request
received at step ST330.
Step ST332:
10 _ When one another’s legitimacy is authenticated by
the mutual authentication of step ST331, the control unit
153 of the virtual IC storage area server apparatus 113
displays a content (content of a serfice) of a virtual
storage area corresponding to the portable telephone
15 apparatus 114 on the display unit 34 of the portable
| communication funqtion'unit 120.
Step ST333:
Based on the virtual,storage area‘content displayed
at step S8T332, the user é selects a serfice for qse by
20 = operating the operation unit 35. Due to this, the control
unit 38 of the portable communication funcﬁion unit 120

generates an application select instruction for

instructing the selecting of an application program
corresponding to the selected serxvice, and transmits the

i : 25 same to the virtual IC storage area server apparatus 113.




In the process shown in FIG 25, .the IC service providing apparatus 112
transmits the registration designation inquiry togetlt'gerNOMfg&)eaf rz%%%i red
menory capacity for storing the application programto be registered to
t he portabl e comrunication function uniglg 16 Novenber 2005 91 120 (Step
ST364). Next,.the portabl e conmunication function unit 120 searches the IC
virtual storage area 60a of the virtual |C storage area server apparatus
113 to check if there i,er§35l_t he required avail abl e space or not (Step
ST365). Then, wWRGAPtRare i's no availabl e space, the I C service providing
apparatus 112 is notified fromthe portable co ni cation function unit
120 that there | $Pnaesparssite dha FRdisgRterhaetad” FPTHESTHer hand,
when there is avail abl e space, an application register request is

out putt ed bfomtiepe STRHY abihe dsimien chte dPEPARIrD PRPRF2 199 162t A'dvi rt ual
1C storage area server apparatus 113 (Step ST368), and a register

dest i nat i orh@eSiigNAIEIOTV Niifigatatde sértvemnl agbatdres othdecanducterver
“apparatus 113 is transmtted to the IC service providing apparatus 112
fromgt he poitlhe 2 GHIINE SALi D ERPChdRNEREi dedwdrk SI8p ST367). As

expl ai ned above, in the comunication system 101, even though there is a
dimt in the sto%q:%e %%%%g_ty of 20 the nmenory 146 of the I C 121 shown in
FIG 18 and FIG ”'18, y storing in the virtual .| C storage area server

apparatus 113 th applicatiaon pr,osgrlaergr el ati ngito

%hen one another itimacy -is authenticated by
the-mutual authentication of step $T334, the control unit
153 of the virtual IC storage area sérver apparatus 113

10 shown in FIG. 20 reads the applicatiqn program determined
by the application sélect-instruction received at step
ST333 from the memory 152 to start executing the same.

. Step ST336:
The IC service providing apparatus 112 and tﬁe

15 virtual IC storage area server apparatus 113 communicate

| with each other in response to the execution of the
application program and perform a process relating to a
éefvice in collaboration with each otﬁer.
Step ST337:

20 When the procéssing of step ST336 ends, the IC
service providing apparatus 112 notifies the porﬁable
communication function unit 120 the end of'the
application process.

Step ST338:

25 : When the processing of step ST336 ends, the virtual.




service perforned using the data carrier function and/or the individual
aut hentication function built into a chip -25 of the ﬁgg t i rtual
| C storage area server 16 Novenber 2005 92 appar at us £§g$%%%CUIIéF?%e
sanme, a variety of services can be prd@%ded using the I1C 121 provided with

a conparatively small size nmenory. Further, in this case, an application
program need not.be downl oaded fromthe 5 virtual |1C storage area server

apparatus 1ig éeowgel Cred2leRoeaUsspaoaivai Gatll on pAwe@ anyiske application
programis perfornmed between the |1 C service providing apparatus 112 and

the virtual LG storade area server, »2RRYALYS thl3 sohQs da i gl wor ds, a
plurality of ©S8F¥i cé&§ perfornea using a plurality of applications can be

provi ded using _the 1C 121 alone. Further, accordi.ng.t.o t%& cqgnunication
system 101,915p18Y vadt| 8419f 4he Pﬁé%ﬁom%w%rt&é’é‘ RS dSer 15
apparatus 113 have perforned nmutual authentication, and the |IC service
provi di ng appbtal?@®.112 and the virtual I1C storage area server apparatus
113 have perfornmed nmutual authentication, in order for the virtual I1C
storage area sSerppiiafpepardsida3Egxamapliting an application program and 20
the IC service providing apparatus 112 to execute th process relating to a

service in col | abgf ali&Bp Tk Fhe826Ranpibebs ithhi eblmassestican shetamevent ed.
An effect of the above-nentioned conmuni cation system 101 is realized by
the configqigiigg Q”QaQQeE%tE aistering (secure) the IC virtual
' storage ﬁrea 60a used by the IC 121 of the portable
telephone apparatus 114 in a storage area of the memory
10 152 of the virtual IC storage area server apparatus 113
shown in FIG. 20 is specificall& the same as the case
shown in FIG. 15 except for the point that communication
'is cenducted between the IC 121, the portéble
.communication.fqnction unit 120, and the virtual IC
15 storage area server apparétus 113.
[Fourth Operation Example]
' Beléw} an explanation will be given of an example
of the éperation illustrating a case of registering ;he
Aépplication program 65a in the IC virtual storage area
20 - 60a allocated té the portablertelephone appafatus 114 in
the above third exemplified operation when the po;table
communicétion function unit 120 does not conduct
confiimatioh for an available space in the IC virtual
storage arxea 60a.

25 - FIG. 24 is a flow chart for explaining the above



25 of the I1C 121 built into the aforenmenti oned portable 16 Novenber 2005 93
t el ephone apparatus 114. Further, according to the '91}%&ﬂp%ﬁltrijq¢$1:he
portabl e tel ephone apparatus 114, as shown in FIG 271, pré%i&?ng e |/F
unit 145 for communicating with the 5 @8tabl e conmunication function unit
120 enabl ed the 10 portable comunication function unit 120 and the IC 121
to nmutual ly control each other. Therefore, for exanple, the portable

-comuni cati gn i Lia420nis capable of disabling the IC 21 and the
IC 121 is Gg%a efg*ggiggﬁ%?ng the portabl e conmmuni cation function unit 120

under a constant condi%iﬁgh_mhereby various controls can be realized from
t he vi ewpoi nt of FWritE and security of a service. The present
invention is not limted to the above _expl ai ned enbodi ts, Al though
cases in which tHEhe casen BrePeratesi Fhe PHFEaFﬁ8“pBPt’*5g$ FBPEEndRe
apparatuses 14 and 114 were: exenplified in the above expl ained

enbodi nent sFIGhes8 poEsehé poveablencramappicatibine fupckipny snitteighdfe
connected to fixed line, a portable information termnal (Personal Digital

Assi gf ant s)ghé hgbrisbia €eNBpREbne hpparaRinsonldquiapdedn, respovle &P
conputer, etc., and even to a case in which the I1Cs 21 or 121 is built

i nto equi prpl Baukndibhe ¢ABABbLIERS1OLNRE B8 Fhofml arbeih @nnected to a
network by erther the wred or wreless
generates an application program register request and
transmits the same to the IC service providing apparatus
112,
10 _ Step ST342:

When the IC service providing apparatus 112
receives the applicatign register request at step ST341,
it displays a registration format of the application
program on the aisplay unit 34 shown in FIG. 8 of the

15 portable communication function unit 120.

Step ST343:

The user A operates the operafion unit 35 shown in
FIG. 8 of the portable communication function unit 120 of-
the portable telephone apparatus-114.to input inférmation

20 ~ required for registration of the application program, and
the inputted information is transmittéd_to the IC service
préviding apparatus 112.

Step S5T344:

The IC service providiﬁg apparatus 112 inquires the

- 25 | portable communication function unit 120 a designation




16 Novenber 2005 94 system Further, the ICs 21 and 121 nmay be detachably

built into the comruni cati on apparatus or non-detachap%yﬁg%gégert éﬂ n. IC

“cards having the ICs 21 and 121 built therein 5 or a nenory card or other
external storage nmediuns may be detach&Jy configured in a portable

t el ephone apparatus., a portable information termnal, a conmputer or the
| i ke. | NDUSTRI AL APPLI CABI LI TY 10 As expl ai ned above, according to the

present i MENtAOMN; s @ COFLUALE 3L BREDSH BREgakystem of the sane, a
comuni cati on apparatus, a processing apparatus and a nethod of the sanme

capabl e of provi %QT% %laga{g,ety of services by using a single integrated
circuit wthout I mtations placed on the storage capacity of the nenory

built into the integrated circuit, can be. provi ded. 16 venbe 5 95
CLAIMB 1. A servilde gt et BT Y e TR nﬂg(r)l?gﬁ?i éﬁgggpar at us

and a processing apparatus comuni cate with each other in respgnse to a
“servi ce usé&he grtsble sermmnbarshed EvARbRPRaERDE ABBatEROSMEES SPovi de a
“service to a user of said conmunication apparatus, conprising the steps
of : %0 per fidren Iy sconmoe gatovidibegweppasatesviti2 appegasterstoring a
program defining a process relating to said service and said conmuni cation
apparatuUs 'dastination designation indicating the virtual IC storage

area server apparatus 113 (if necessary, IC virtual

storage area 60a) for registering an application program.

Step ST346:

10 The portable communication function 120 of the
portable telephone apparatus 114 generates an épplication
régister request requesting registration of the
application program to the virtual IC storage area server
apparatus 113 and transmits the same to the IC storage

15 area server apparatus 113.

Step ST347:

When the wvirtual IC storage area server apparatus
i13 shown-in FIG. 20 receives the application register
requeét at step ST346, based on a control of the control

20 unit 153, the SAM 151 generates an authentication request
andltransﬁits the same to the portable communication
function unit 120.

Step ST348:

When the portable communication function unit 120

25 receives the authentication request at step ST347, the



judge if use of said programis permitted or not in respohse to said

servi ce use request, said programbeing 15 stored in %%o‘;e%eerarz%‘r)of t he

server apparatus allocated in advanced to said comruni cat|on appar at us;
executing said program by said server gpparatus when use of said programis
permtted; and perform ng comunication between said server 20 apparatus
and sai d processing apparatus through said comrunication apparatus in

response to the&%_ecuttitggbsgqj '%;Z‘%regré)xg;aatmlpé’néfé PELVELARRAr BhHS tO

provi de sai®" oicy sal d sérvice being provided by using a

function of data carrier and/or authentication_ 2 i{ggsa&g (I‘er’n*runi cation
appar at us &reremidwidiheuatigrentifrion THRIRSFY g?o Ssihig &pparatus. 2. A
service providing nmethod as clained in claim1, wherein said conmuni cation
appar at us thaRsigH Schesai@ BAF wirciet ude. request i ndicating use of said
storage 30 area to said server apparatus. 3. A server apparatus

communi cati ng W trihed TCC LN Ik Gin afIEY & Lisremetivepr thessi ng appar at us
that transfers data with said comruni cati on apparatus and 16 Novenber 2005

96 "ysed in A136104 E6 1O 2 dGEE s £58h IR NPUALEBLEOBOmARPALAL IS
conprising: neans for storing a programdefining a process 5 relating to

said service, said pro i ng, sto Q5 storage area of the server
appar at us &t atEY ‘ffhg’éa{rweby LREOEPH LRiB 48,

Step ST349:

The control unit 148 of the IC 121 conducts mutuai

‘authentication with the virtual IC storage area server

10 apparatus 113 through the portable communication function
unit 120 in response to the authentication reqguest
received at step ST348.

Step ST350:

Wheﬁ one'anotheﬁ's legitimacy is authenticated by

15 the mutual authentication of.step 8T349, the control unit.
15370f the virtual IC storage area server apparatus 113
notifies the portable communication function ugit 120

- that preparation for registering the épplicaﬁion is
COﬁpleted.

20 Step ST351:‘

The portable communiqétion function unit 12@
generates a registration start request requegting the
start ofrregistering the application progrém oﬂ the basis.
of the notification of steprSI350 and transmits %he same

25 " to the IC service providing apparatus 112.



A

advance to sai d conmuni cati on apparatus; neans for receiving a service use

request from said conmunication apparatus; freans foﬁj@%&ﬂ%ﬁt'caE¥ﬁ¥ﬁ
said service use request is legitimte or not; and reans for controlling a

processing for providing a service to&mid user in collaboration with the
processing apparatus in response to the execution of 15 a program defining
a process relating to said service by reading the programfromsaid
storing neans andyy 49 the read programwhen it is judged that said
service use request egitinmate, said service being provided by using a

function of data r and/or 20 au hent| n i ogyuni cati on
apparatus and a év%ﬁﬁY%ﬁefRﬁl |on naégéﬁgg?%ceggl%aaapparatus 4.

The service providing nmethod claimed in claim 1, Mhi ﬁl %P
conmuni cat i Epphr BE UStPEage pRFRALFRTVEE EBRATALLS: 147 S8FF St Us and
includes an integrated circuit and a wirel ess comrunication circuit
per f or m ng mworalirmecthenhiczthgna wirel ess communi cati on network, and said
server apparatus is connected to a 30 network, and said integrated circuit
commgni cates Wit s dsrs®3ver apparatus through said wirel ess
comuni cation circuit, said wreless communication network, and said
network. 16 “bVGWH§L1%99§ another’s legitimacy is authenticated by
thé mutual authenticétion of step ST352, the IC sexvice
providing apparatus 112 and the virtual IC storage area
server apparatus 113 communicate with each other and
10 perform a registration process of the application program
65a.
Specifically, the application program 65a is
transmitted from the IC service providing apparatus 112
to the virtual IC storaée area server apparatus 113,
15 whereby the application program 65a is written in the
memory 152 of the virtual IC storage area server
aﬁparatus 113.
Step ST354:
When the processing of step ST353 ends, the IC
20 service providing apparatus 112 notifies the portable
. communication function unit 120 through the IC 121 that
the application registration process has ended.
Step ST355:

When the processing of step ST353 ends, the virtual

25 'IC storage area server apparatus 113 notifies the .




97 5. The service providing nethod clainmed in claim4, wherein said

integrated circuit conprises a first interface for tlrba%fveermrs nrgz%tSa wth
said 5 processing apparatus and a second interface for ransferring data

-Wi th said communication circuit. 6. A gonmuni cation method wherein a
communi cation apparatus conprising an integrated circuit and a
communi cation circuit communicates with a processing 10 apparatus that

transfers data with said i.ntegrated. circui ] j S ige relating
to the int 8" e a%rﬁcagt%. I}ilgsjlluhcébf%% s?fé@pgl%??g#e%%ﬁ/iﬁ%ga use -
request of a programfromsaid integrated circuit throu saigded

comuni cat @3 dhatuithe PPRIERAHPAFSPHHFITRETON BFYGTaM rafating to said
use request froma storing neans; executing the read progran  and
conmruni‘cat i ng Wi Diwes diod thricce ddien papirhr ke (ROmMRURHAfHL i tROHHRI cat i on
circuit and said integrated 20 circuit in response to the execution of the
progr am angnaay fIoTdifs tHaoCAgslieh i ongrégistratsen vprecens.-col | aborati on
with the processing apparatus; wherein said programbeing stored in a

storgge area of t/hg SOl JERIS Mtdgepdpd in advanced to said 25
communi cati on apparatus; "and 30 said service being provided by using a

function of data cgrri er and/ or authenticpfion éﬁé@igf  £RNERLEREI ON
apparatus and a FEaq& fA B FURCTTION |1
of an operation illustrating a case of registering the
application program 65a in the IC virtual storage area
"60a allocated to the portable telephone apparatus 114 in
16 the above third exemplified operation when the portable
communication function unit 120 conducts confirmation of
available space in the IC virtualiétorage area 60a.

FIG. 25 is a flow chart for explaining the above
aexemplified operation.

15 | " The processing of steps $T361 to ST363 shown in FIG.
25 are the same as fhose of steps ST341 to ST343 shown in;
FIG. 24.

Further, the processing of steps ST368 to ST377

shown in FIG. 25 are the éame as those of steps ST346 to
20 ST355 shown in-FIG. 24.

In the process shown inuFIG. 25, the IC service
p?oviding apparatus 112 transmits the registration
designation inquiry togethef witb a required memory
capacity for storing the apﬁlication program to be

25l registered to the portable communication function unit




sai d processing apparatus. 7. A processing apparatus that transfers data
with a first conmunication apparatus and used in a I ce pravi g to a
user of said first comruni cati on apparatus, wherein?ﬁié{ Eﬂﬁﬁ%ez ? 05 98
after a second comruni cati on apparatus st oring a program defining a process
relating to said service and executing the sane, and said first

communi cation 5 apparatus have authenticated one another's legitimcy by a

nmut ual authﬁﬂ5i§g&%§naﬁgﬁgygted through said comunication circuit, said
processi ng -appar at Ir'e” conmunicating with said second conmuni cati on

apparatus through said first co ni cati on_appar at.us rfor 0
pfgcessurelatin; '%KggiﬁhéePQFE A %8??%36?5??8% w#?ﬁtgggignggbéﬁ

comuni cati on apparatus; said program being stored in a storage area of

the second seawekeeathenIGpparitad strsagecarerd £8¢anfedhe FiHWRY i rst

conmmuni'cati on apparatus; and 15 said service being provided by using a
functi on ofiCiatieoragei ereandtoveaubnpparacasi dd3i rosgheck jifs tthayemir cati on
apparatus and a reader/witer function for said processing apparatus. 8. A
processi ng eparadhlrad avaiBblien sphaenof, no20 (shegeisTias)r.esponse to a
use request of sald program fromsaid first conmunication apparatus to

sai d second comynicatyRo,2pRALAt ¥S: n§2hYaRiabeaSkpdcARPALAL U transnits
to said second conmuni cati on apparatus through

' service providing apparatus 112 is notified from the
Vportéble communication fﬁnction unit 120 that ﬁhere is no
avaiiable s?ace (Step ST366} .

10 On the other hand, when there is available space,
én application register request is outputted from thé
portable communication function unit 120 to the wvirtual
iC storage area server apparatus 113 (Step ST368), and a
register destination designation indicating the virtual

15 IC storage area server apparatus 113 is transmitted to
the IC service providing apparatus 112 from ﬁhe portable
communication funcﬁion anit 120 (Step ST367).

As explained above, in the communication sysfem 101,
even though there is a limit in Fhe storage capacify o£

20 the memory 146 of the IC 121 shown in FIG. 18 and FIG. 19,
by stﬁring in the virtual IC storage area server
apparatus 113 the application program relating to a
service performed using the data caprier fqnction and/or
the individual authentication function built into a chip

25 of the IC 121 and the virtual IC storége area server




said first conmunication apparatus an instruction 25 selecting a program
relating to said service to be executed by said S?CQHQB&%m%ﬂEéﬂﬁddg‘.
appar atus when use permssion is received fromsaid second commini cat i on
apparatus through said first comuni cat9n apparatus. 9. An integrated

. circuit access apparatus 30 transferring data between an integrated-
circuit built into a first conmunication apparatus and a processing

apparatus uggd,] D@q SP{¥1 CRaBLeYhHCURLOsTplsCh Qhridky ol Lel-vaeiaIni cation

appar at us, erern er tér a second communi cation

apparatus storing a progragm defini p ess relatin 0_said service
and executi?ﬁ?t%é eaﬁ%%gaﬁdugéFa %ngiccé%%uﬁfgg |§# w%ﬁ%a?atus have
authenticated one another's legitinmacy by a_nutual authentication

conduct ed t¢rmRRarRtEVElYcamrbhi SAEPORCEPEY Y Furihetss dPs tdtSa F6iSeen said
integrated circuit and said processing apparatus to relay comunication
bet ween sai#h ssphilcabimmunpeagran téedppertabes dewe logidegdp fases Sthy
apparatus performed through said integrated circuit; said program being

storefd in a stehaATCIAN SRofhgel HeeSC 80RO apAIraAkisON 13ppar athes It | ocat ed
in advanced to said first conmunication apparatus; and 15 said service

being provi BY Y8509 B8mmbHEELEQBRObadd ao%aEﬂdﬂ%pyﬁ¥Eatﬁ&HhenFiCaFion
in said firSt conmunication apparatus and a reader/witer function in a

said pr Ocespszltggrggpf;ait)g%fomed between the IC service providing

apparatus 112 and the virtual IC storage area server

.apparatus 113.
i0 : In othér words, a plurality of services performed
using a plurality of applications can be provided using
the IC 121 alcne.
Further, according to the communication system 101,
after the IC 121 and the virtual IC storage area server
i5 apparatus 113 have performed mutual authentication, and
the IC service providing apparatus 112 and the wvirtual IC
sforage area server apparatué 113 have performed mutual
‘authentication, in order for the virtual IC storége area
server apparatus 113 executing an application program and
20 , the IC service providing apparatus 112 to execute the
| process relating to a servicé in collaboration with eéch
other, illicit access can be prevented.
An effect of the above~méntioned communication
system 101 is realized by the configuration and operation

25 of the IC 121 built into the aforementioned portable



10. A processing nmethod transferring data with a 20 first conmuni cation
apparatus conprising an integrated circuit and a cowr&ioqfae%%r} (iioro(%uit and
used in. a service relating to said integrated circuit, conprising the
steps of: conducting nmutual authenticat93on of a second 25 conmunication
apparatus storing a programdefining a 30 process relating to said service

and executing the sane, and said integrated circuit through said

comuni cat i | [ and.aft one another's legitimacy is

aut hent i cat'%}eﬁ’?{‘{'%é grﬁlpt‘ ual %tﬁ%ﬁlt ication; relaying said integrated
circuit; and whil muni_cating w th sai th&‘h.d LUy €3t § appar at us
executing said prﬁ%d:ﬁ:g‘n%r'peaﬁcoorrrf%n% fb? o%%egsﬁ?e at ikr?g to sai&g {s:ggvi ce in

col |l aboration with said _second conmuni cﬁi on apgﬁlr at us. Mare'bri 16
Noverber 206Ftedde klrpheng ARRRTAGUS: 018d #7 ZPRYBrife area“of the
second conmuni cation apparatus allocated in advanced, to said first

conmuni cat ke vdpbarattie B Bt H48efor ceomBrRyCRELRTJEA By thei ng a
function of data carrier and/or authentication in said first conmunication
appapat Us it tablRadeiMnieitidnintahonibdborusakdleft egabiled &hecuit. 11. A

- communi cati on nethod performng 10 comruni cation using a first

communi cat i) +3RPAS aldhnutEPEL Sh NBuRBLi Bheghated20i aadl thandcal2l
communi cat i on
to mutually control each other. Therefore, for example,
ﬁhe portable communication fun#tion unit 120 is capable
of disabling the IC 21 and the IC 121 is capable of
‘10 disabling the portable communication function unit 120
under a constant condition, whereby various contrels ¢an
be realizéd from the viewpoint of a content and security
of a service.
The present invention is not limited to the above
15 explained embodiments .
| Although cases in which the ICs 21 and 121 built
into the portable telephone apparatuses 14 and 114 were’
‘exemplified in the above explained embodiments, the
présent invention is.applicable to a fixed telephone
- 20 connected to fixed line, a portable information terminal
(Personal Digital Assistants), that is, a compact
 infofmation equipment, a clock, a computer, etc., and
even to a case in which the ICs 21 or 121 is built into
equipment haviﬁg the capability of being able to be

25 | connected to a network'by either the wired or wireless




circuit, a second conmunication circuit used in a service relating to said
integrated circuit, and a third comrunication appar at st ori ng rogram
defining a 15 process relating to said integrated ci gtédﬁovfﬁl?efonggcuti ng
the sanme, conprising the steps of: tr&dsmtting a use request of said
programfromsaid integrated circuit to said third conmuni cati on apparatus
t hrough said comruni cation circuit; conducting nutual authentication

bet ween sai%sge@;_egrat ed circuit and said third communi cati on apparatus

t hrough sai d comruni cation circuit; and conducting nmutual authentication
bet ween sai d second COMMU| £a1d 0N, APRAE A5 Yl 581 dotdihb®y puilt
communi cati on apparatus when the legitinmacy o ald 1ntegrated circuit and
said third comunicati on apparatus has been aut heg{ai gat ggbg Eﬂg [ut ual

aut hent i catifdi? tHe SAMMURHERFRERR sAPR2EREBRCE oRRANF B AR FOR a%par Ats and

30 -said third conmuni cati on apparatus have aut henticated _ogne another's

| egi ti macy thendia mEQ atards Heaviedt tha, ICax3turpdglBy Buidtt khpgein
comuni cati on apparatus said programrelating to said use request, whereby
sai ds secord: GOmMEMUAtdad appasthes antesaall shordgéomidiomsenagOods 101
communi cati on apparatus comruni cate to performa process relating to said
Ser\éi ce i N LAldAkad) | Wnidir8acin 9t pSELip1£€88085R0hE bpparuenst,i on of
sai d program -

a portable information terminal, a computer or the like.

INDUSTRIAL APPLICABILITY
10 As explained above, according to the present
invention, a communication method and a system of  the
same, a communication apparatus, a piocessing apparatus
and a method of the same capable of prov;ding a va?iety
of services by using a single integrated circuiﬁ without
15 - 1imitétions placed on the storage capacity of the memory

built into the integrated circuit can be provided.




5 wherein said program being stored in a storage area of the third

communi cati on apparatus allocated in advanced to salqsf [l E§:at|on
apparatus; and said service being provided by using a %Mmtlon of data
carrier and/or authentication in said first communication apparatus and a
reader/witer function in said second comunication circuit. 12. A

comuni cation nethod as claimed in claim11l, further conprising the steps
of: 15 transnitting fromsaid second co®sunication apparatus to said first
comuni cati on apparatus a progran1se| e lMg nstruction for instructing a
programto be selected and used; trans P#lng by said first conmunication
2.0 apparatus on the basis of said program sel ect |nstruct|on a program

select instruction to said third conmmunication instructio and executin
by said third conﬁunlc&tloﬁerﬁbﬁarat9§°§16#8§ranﬁ§ﬁéﬁi % edI5F S d ﬁ?ogra%1

sel ect. 25 inst gg&cgg%%gcelgggfaggglsqgﬁhflgstfﬁgﬁnyﬂgQgglogpp@@@@ugtus

13. A %onnunlcm?lon.ne od a ained in claim further conprising the
steps of: tragsmbhicAgef worhsaadhsetbrd domuasrcatseor-0 3D %%%%}%@ugs?o said

2 progr am t oFeCSE! GCPBHCAna EBY: STbgl PG DY SAT B ht coPBT A e T aurt i1 3
provide a service to a user of said communlcation
apparatus, comprising the steps of:

10 performing communication between a server
apparatus storing a program defining a process relating
to said service and said communication apparatus to
judge if use of said program is permitted or not in
response to said service use request, said program being

15 stored in a storage area of the server apparatus
allocated in advanced to said communication apparatus:

executing said program by said server
apparatus when use of said program is permitted; and
performing communication between said server

20 apparatus and said processing apparatus through said
communication apparatus in response to the execution of
said program by said server apparatus to provide said
service to said user, said service being provided by
using a function of data carrier and/or authentication

25 in said .communication apparatus and a reader/writer
function in said processing apparatus. |

2. A service providing method as claimed in
claim 1, wherein said communication apparatus transmits
said service use request indicating use of said storage

30 area to said server apparatus.

| 3. A server apparatus communicating with a
communication apparatus and a processing apparatus that

transfers data with said communication apparatus and




programto be used in a service perforned using said 16 Novenber 2005 102
second commruni cation apparatus is stored or not in r%fgynse to q%
program sel ect instruction; when said integrated CIrCUIt es sal 5
programis stored, executing by said integrated circuit the program and
performng a process relating to said service by said integrated circuit
and said second communication apparatus in collaboration with each other
in response to the execution of the prog@tam and 10 when said integrated

t jud t st t t
Communi cat | OASaRpat it 06 &g amicel Eot RSt BEt Bh o Col T fat o

communi cat i ofl

comuni cat i ogppRpatatjscoepecsingg by said third comunication apparatus a
progran1spe0|?|ed by a 15 program sel ect instruction received fromsaid

first communication aBpaRatiSr &RGTASLT 6r MURFTETPrEeds nY ef abTRGCED said
service by SﬂéﬂaﬁEﬁg”goCQHHH”%%%%h%% RN P by iy tdidfed in a

conmuni cati on apparatus In [[aboration with each other in response to
the 20 execatooagef sakd prdgr dine 14&evespnmppaetiwh methodatedcl ditned in
claim11, reln aid first ﬁﬁgnunlcatlgn apparatus is a portable

type connunlé YPBhe EBaFa%ﬁsC°§%P8188 ohi eBPFOR EPfcuit is a wirel ess

means for receiving a service use request from
said communication apparatus;
i0 means for authenticating 1f said service use
request is legitimate or not; and
means for controlling a processing for
providing a service to said user in collaboration with
the processing apparatus in response to the execution of
15 a program defining a process relating to said service by
reading the program from said storing means and
~executing the read program when it is judged that said
service use request is legitimate, said service being
provided by using a function of data carrier and/or
20 authentication in said communication apparatus and a
reader/writer function in said processing apparatus.
4, The service providing method claimed in claim
1, wherein:
said communication apparatus 1is a portable
25 communication apparatus and includes an integrated
circuit and a wireless communication circuit performing
communication using a wireless communication network,
and
said server apparatus 1is connected to a
30 network, and
said integrated circuit communicates with said
server apparatus through said wireless communication
circuit, said wireless communication network, and said

network.




comuni cation circuit perform ng comunication using a wreless

communi cati on network; said second conmuni cati on app s_and t

comuni cati on apparatus are connected to a network; gé?&ylﬁ?%ﬁﬁateégkerU|t
comuni cates with said second comunication apparatus and said third
communi cati on apparatus through said communication circuit, said wireless
communi cati on network, and said networl§7 and 16 Novenber 2005 103 said
second comuni cation apparatus and said“third comuni cati on appar at us

comuni cate through saiide nefemrice 5 provAdeagMIMCEHdDON SYSL@@ICONPE i Si ng:
10 a first connunlcatlon apparatus conprising an- integrated circuit and a
conmmuni cat i oft @R clii t ;Wherp et Comisidraticsh sppsratuscoBryispsa @

service rel aﬂ@gttol%é}fa{wgr bed cirguiferAngdya thdd coauuni catiQn

apparatus storing a programdefining a process relatlng to said service

and eXxecutimpgotéessage, apErsitus a asd requesﬁxuﬁutaldnpemga&ﬁllsfor

transmtted fro sai d |nﬁﬁgrate€FC|rc it to said third,co ni cati on 15
o)

appar at us thFB%% Saf e Ai €atitoR*t rﬁﬂ??““hﬁ?ﬁé?naﬁ%ﬁgﬁ% tation is
conduct ed betweeng, saigd c8hRghataedieh! Githoanadihsaicd ri M r dor@amUeh €8dh on

appar atus through said conmunication circuit; ) .
apparatus comprising an 1ntegrated circuit and a
communication circuit communicates with a processing
10 apparatus that transfers data with said integrated
circuit and-used in a service relating to the integrated
circuit, comprising the steps of:
receiving a use request of a program from said
integrated circuit through said communication circuit:;
15 reading an application program relating to
said use request from a storing means;
executing the read program; and
communicating with said processing apparatus
through said communication circuit and said integrated
20 circuit in response to the execution of the program and
performing a process relating to said service 1in
collaboration with the processing apparatus; wherein
said program being stored in a storage area of
the storing means allocated 1n advanced to said
25 communication apparatus; and
said service being provided by using a
function of data carrier and/or authentication in said
communication apparatus and a reader/writer function in
said processing apparatus.
30 7. A processing apparatus that transfers data
‘with a first communication apparatus and used in a
service provided to a user of-said first communication

apparatus, wherein,




when said integrated circuit and said third 20 conmuni cation apparatus
have aut henticated one another's legitimcy by the nut l.ﬁic!v atgzeher}td'@ti on,
ion

. . . H . eIl r
said second comrunication apparatus and said third comrunicatio

apparatus conducts nutual authentication; and when said second

conmmuni cation apparatus and 25 said third comruni cati on apparatus have

aut henticated one another's legitinmacy by the nutual authentication, said
third conmuni cati on apparatus executes 94 d program relating to said use

request, and said secopgefORMIBIEAN QRARRAIRIUSANMDSR A Ui $bring
conmmuni cation 30 apparatus communi cate In response to the execution of the
programto perpoogramprdetising| at i prreessairglagding ceoi Faddl | 3DOTHES on

with each other; 16 venber ,2005_104 sai d _pr.ogr ac ing. i

Storage ar a6 (HETH T coMeunielts ot abparates ParPocaraittifiatlofey 1o
said f§rst coppanicati pavapparaknsicanddd osa hireahdrres Medqig- ipraowy deg by
using a function of data carrier and/or authentication in said first

communi cati of apPiFdRhs aRYtRENEAGECARR t OIS DN i HHH secth

communi cat i 0B, ARRA @4 HBon 1&1 ABATTUBE 8L | 0F QDDA A USppAFEMALCahNge W Lh a
10 first comunication apparatus conprising an integrated circuit and a
communi cat i oporuiurilcatingd wigecondd comand caroRndspiianusaRPaY S a

PLOST A el 000 . BSER Lok RSB 5, B0E P kb Vioo
10 process relating to said service in collaboration with
'said second communication apparatus:
said program being stored in a storage area of
the second communication apparatus allocated in advanced
to said first communication apparatus; and
i5 said service Dbeing provided by using a
function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function for said processing apparatus.
8. A processing apparatus as claimed in claim 7,
20 wherein in response to a use request of said program
from said first communication apparatus to said second
communication apparatus, said processing apparatus
transmits to said second communication apparatus through
said first communication apparatus an instruction
25 .Selecting a program relating to said service to be
executed by said second communication apparatus when use
permission is received from said second communication
apparatus through said first communication apparatus.
9. An integrated circuit access apparatus
30 transferring data between an integrated circuit built
into a first communication apparatus and a processing
apparatus used in a service provided to a user of said

first communication apparatus, wherein




after said integrated circuit and said second connuqqu$ion appayaus have

aut henti cated one another's legitinmacy by a nmutual au héﬁ??%ﬁ i on; "and

nmeans for communicating with said second conmmunication apparatus executing
said programto performa process relating to said service in

col l aboration with each other after one another's legitimcy wth said
second comuni cation apparatus has 25 b&n authenticated by a nutual

aut henti cation throughafégédaagggﬁﬂhi%thgﬁﬂ_ Sn WSSl g F ogE am

being stored in a storagée  area of the second communication apparatus,
al l ocated ina adeaneed dof vainy f iar sbrocawsniredtitdmgappar stdst a@dv3ee sai d

service being provided by using a function of, data carrier a .
authenticati%ﬁdir?%ﬁﬁQ$lfﬁir§hecoﬁﬁﬂﬁ?ca§?§nEﬁﬁﬁgrgfﬁg an%o%m?ggégﬁia?iter

functign in sai.d-ceAEURLGAt haRhaRRAkaks cHe Naueirar 2008y 10bmady. bA
communi cati on net hod perfornmed between a first conmmunicati on apparatus

conprising aa i nmegnated awithenitdcatdoR corffeHtacn ciheirqh anﬂa%dsecond
S COMUULCTL S PRIELS, SR PIOpATEL Thaty, masesg,ekating (o
same, conprishtggrhbedstepscoit and said processing apparatus to
relay communication between said second communication
10 apparatus and said processing apparatus performed
through said integrated circuit; _
said program being stored in a storage area of
the second communication apparatus allocated in advanced
to said first communication apparatus; and
15 said service Dbeing provided by using a
function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function in said processing apparatus.
10. A processing method transferring data with a
20 first communication apparatus comprising an integrated
circuit and a communication circuit and wused 1in a
service relating to said integrated circuit, comprising
the steps of:
conducting mutual authentication of a second
25 communication apparatus storing a program defining a
process relating to said service and executing the same,
and said integrated circuit through said communication
circuit, and after one another’s legitimacy is
authenticated by the mutual authentication;
30 relaying said integrated circuit; and
while communicating with said second
communication apparatus executing said program, performs
a process relating to said service in collaboration with

said second communication apparatus; wherein




conducting nmutual authentication with said 10 second communi cation

apparatus after said integrated circuit and said seco Co ni i-on
apparatus have authenticated one another's legiti magyé1 vf%etru;%%tog’

aut henti cati on; and comunicating with said second communi cation 15
apparatus executing said programto performa process relating to said
service in collaboration with each other after one another's | egitinmacy

wi th second communication apparatus hasObeen authenticated by said mnutual

authenti cation with salg $e600d, SAMUDLGALEBReq20aRPAALURe WIRLPIJE Sai d
program being stored ina storage area-the second commini cation appar at us,
al | ocat ed i nthadvanced tommahdchiish ecopauraitast a0l cappadatios;advahcszd d

service bein pro,v('igfd b%/ using a 25 function of data carrier and/or
aut hent i catioh $#-Sak tFS¥ i TSN YAt TR EpPAT 4t d8%and a reader/writer

function for said firsisL@MuRiGalHdeon BPPAG At BFoviBedA QPPMURIsGRAl OM |
apparatus comunicating with a first communication apparatus conprjsing an
integrated Bmetieni plambid copnuhPEatdnsh & rewthenbhgahicecdnd said

communi cat i op; appar at g, ysed Jin, A SS{»@%EEEt{lE' ating tg sal éﬂﬁﬁi@éff‘d
circuit, conprising: a Stori ng means for storing a programdefining a
process rel atumg-ian séhtl sefdi tetegratst ochgeusatrea of 16 Novenber 2005 106
the storing neanslfﬂl %gated iégﬁ%ﬁﬁyggifé%lsaid Rg%ﬁgd performing

i0 communication using a first communication apparatus
comprising an integrated circuit ahd a communication
circuit, 'a second communication circuit used in a
service relating to said integrated circuit, and a third
communication apparatus storing a program defining a

15 process relating to said integrated <circuit and
executing the same, comprising the steps of:

transmitting a use request of said program
from said integrated circuit to said third communication
apparatus through said communication circuit;

20 conducting mutual authentication between said
integrated circuit and said third communication
apparatus through said communication circuit; and

conducting mutual authentication between said
second communication apparatus and said third

25 communication apparatus when the legitimacy of said
integrated circuit and said third communication
apparatus has been authenticated by the mutual
authentication thereof, and

when said second communication apparatus and

30 said third communication apparatus have authenticated
one another’s legitimacy by the mutual authentication,
executing by said third commﬁnication apparatus said

program relating to said use request, whereby said

second communication apparatus and said third




communi cati on apparatus; a receiving nmeans for receiving a use request 5

of said programfromsaid integrated circuit through Ld cqommuni i on
circuit; an authentication neans for conducting nut ua}ga%%\’%%ﬁ crﬂa(ﬁ%on with

said integrated circuit through said conmmunication circuit in response to
sai d use request 10 and after one another's legitimcy has been

aut henti cated by the nutual authenticatiqQn, conducting nutual

aut hentication with said second conmmuni &ﬁili on apparatus; and when one

another's | egbinTA¢¥atibh SRPA ra@e@NEomkRrBUERNI €Al pOPr SPRAE abuschas been
aut henticated by said nutual authentication, a controlling nmeans for

reading sai 8epA&gram kel atahg tTLBEICE usd r epldsbomedhosai #1tht orRRY neans
and executing{he Sﬁ@iroeaé}goﬁmfy cg Engex%ﬁv%ﬁigl?l d,secong c %?rﬁnﬁgt' on

apparatus in response e executron o e programto p
process relahergiho said service in collaboration with each other;

wherei n said service bei ng E))rovi ded by using a  function of data carrier
ai

and/ or authentication PAI8aPFCOIEM PELNG MhHiShti b aphaFafasaafd 8%

reader/ writ egnef WGHIPNCoMnSA &3 €PHMUALBAREE R saRPAIAIA®Ed 19 Advanced.
conmmuni cation nmethod wherein a first comunication apparatus conprising an

i ntegrated ckpcapid Zadsa commihicatiion ebpegatusandnd second conmuni cation
b Lok S EHESTEST A

10 function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function in said second communication circuit.

12. A communication method as claimed in claim 11,
further comprising the steps of:

15 transmitting from said second communication
apparatus to said first communication apparatus a
program select instruction for instructing a program to
be selected and used;

transmitting by said first communication

20 apparatus on the basis of said program select
instruction a program select instruction to said third
communication instruction; and

executing by said third communication
apparatus a program specified by said program select

25 instruction received from said first communication
apparatus.

13. A communication method as claimed in claim 11,
further comprising the steps of:
transmitting from said second communication

30 apparatus to said first communication apparatus a
program select instruction for instructing a program to
be selected and used;

judging by said integrated circuit if a

program to be used in a service performed using said



receiving a use request of a programdefining a process relating to said
service fromsaid integrated circuit through said cofug i jgcui t;
16 Novenber 2005 107 conducting nut ual authentication\Mti?%%ﬁ%;%?gigrated
circuit through said conmunication circuit in response to said use
request, and after one another's 5 |legitinmacy has been authenticated by
the mutual authentication, conducting myhyal authentication with said
second communi cation apparatus; reading a programrelating to said use
request froseaostlor cogmueanstand erppatremgst héssamsowken ome nd® apot her's

l egitimacy with said ﬁeconddconnunicat%§§ %ppar%tusthas_been aut henti cat ed
by said nut udPFSPRUCRenti Eat ol A c SimTTicali®ng Wit "€ai d second

communi cation appar at ygenn r£spRONSentegtheeaxeditican tof {heges ogeaidto 15
performa process relating to said service in collaboration with each
ot her ; Swher ePECSERR priog? B 2&i n§*SEBEERT| hYa S afjetearebedf CEREYdtori ng

means al |l oca [ %gy ced, o said first,c lpi.cation BpRArat usy iand 20
sai d servicekﬁgiﬁg? ovﬂde%n%ypusinémg g?J%CP?§E o% at a cggfier aﬁé/or
aut henti cati erriviiceai by f isrstl camregire&eidon cappardt usnand saideadectwnd t er

function forcsaid first communication ap ay tus. 20. An.jntegrated. circuit
t ransf er ri ng“GAFEwCEH ™ f@gﬁﬁﬁiﬂﬁ(ﬁﬂlébli%?%%ﬁ?l%ﬁ gl# rggcgo fMircation
appar at us in response to the execution of the program; and

10 when said integrated «circuit Jjudges said
program 1is not stored, transmitting by said first
communication apparatus a program select instruction to
said third communication apparatus, executing by said
third communication apparatus a program specified by a

15 program select instruction received from said first
communication apparatus, and performing a process
relating to said service by said second communication
apparatus and said third communication apparatus in
collaboration with each other in response to the

20 execution of said program.

14. A communication method as claimed in claim 11,
wherein:
sald first communication apparatus is a
portable type communication apparatus;

25 said communication circuit is a wireless
communication circuit performing communication using a
wireless communication network;

said second communication apparatus and third
communication apparatus are connected to a network;

30 said integrated circuit communicates with said
second- communication apparatus and said third
communication  apparatus through said communication
circuit, said wireless communication network, and said

network; and



30 and a processing "apparatus performng a process relating to a
predeterm ned service, conprising: a first interface i@rN$6éﬁﬁgfréé@9 dat a
with said processing apparatus; a second interface for transferring data
with said conmunication circuit; and a controlling neans for accessing a
second conmuni cation apparatus through said second interface and said
comuni cation circuit, and while connun%ggting 16 Novenber 2005 108 wth
sai d processing apparatus through said first interface, perforns a process
relating to said servisaidusieupra pcogmamicoptdetna spprettis saidd setdnd 5
conmuni cati o aggar at us; .V\/necr.ei n said [[:E)lro ramor daéa?beitgl% SLer egaig a
storage area bfYt K& NBGE CSHRAPRAF PSR T app PRt isC At oAEQE % *&tiVanced

to said firskhe€@spKNi cati on apparatus; and said service being provided by
using a 10 function of data carrier and/or authentication in said first
commun? cati on app&?at ud GRENAN} SABEPRWPYEER™ FOREEI-8ANPA said processing

apparatus. 21. An intQQr%ﬁ%@ﬂﬂééﬁﬂﬁnféhﬁi@ﬁgéggiQa%h%i@éﬁgriéﬁﬁ§eéﬂ when

sai d second conmuni cati on apparatus stores program I ning a process
rel ating to setegsatedcelinndiexandt ascohmusametisai dictonitel | ing neans

conducts nutual authentication with said gfggnd co nicatg% appar at us
t hr ough said second i nferfec& andEYYr+cat-1on  apparatus u

service relating to said integrated circuit; and
10 a third communication apparatus storing a
program defining a process relating to said service and
executing the same, wherein:
a use request of said program is transmitted
from said integrated circuit to said third communication
15 apparatus through said communication circuit;
mutual authentication is conducted between
said integrated circuit and said third communication
apparatus through said communication circuit;
when said integrated circuit and said third
20 communication apparatus have authenticated one another’s
legitimacy by the mutual authentication, said second
communication apparatus and said third communication
apparatus conducts mutual authentication; and
when said second communication apparatus and
25 said third communication apparatus have authenticated
one another’s legitimacy by the mutual authentication,
said third communication apparatus executes said program
relating to said use request, and said second
communication apparatus and said third communication
30 - apparatus communicate in response to the execution of
the program to perform a process relating to @ said

service in collaboration with each other;



communi cation circuit, and then controls communi cati on 20 of said second

conmmuni cati on apparatus executing said program and %_'qu;£@§§§i
apparatus perfornmed through said conmunication circuit so that éggg'first

interface and said second interface relays the sane. 22. An integrated
circuit as clainmed in claim20, 25 wherein said controlling nmeans

communi cates wth said second communi cayyon apparatus through said second
interface and said conmunication circuit to conduct said nutual

aut henti cati on based oseah pubdemti baingnstegedstin recdionsd s raomsadd

second communi catj on through . said 30 communication cirguiit. 23 An
i ntegrat ed C{b%u%blﬁg &QQﬁa&19%¥H9Qﬂ?ﬁeﬁfat?ﬁr?thcékﬁéﬂ%ﬁr1é%9?ﬁ%9age
circuit stortdgsaid®rO0F coith@tigeion daasgivheesprovdded using said
integrated circuit, wherein 16 Novenber 2005 109 said controlling nmeans

judgesif said progranf@bireSEsNdichy thehnd eqiesvitsde Y f MEHGai P
processi ng S hrﬂﬂgp Ldsfir i r Beoh i {164 ;R sai 5

st orage ciréﬁ?ﬁggg&ﬁo?% an mhé%kgﬁ Segﬁ%'g%?séﬁg %r%b?%ﬁ1?s éioredg?n sai d
storage circliitst exeoutesisaitd onpr ogrpareead fram sakd stoxdge/eritert and

while comupic tj%@ wth said processing a Qratus t hrough said first
interface i ?’é%pjo et Pt He XLt i oimBrn Eg 199 PPRYra S performs a

process relating 19, sahdcs@ndhe8at24n ApphRbedkalRen@iniGHitins wi@i ngd in
claim 23, wherein when said controlling neans judges that said

10 first communication apparatus comprising an integrated
circuit and a communication c¢ircuit, and a second
communication apparatus storing a program defining a
process relating to a service and used 1in a service
relating to said integrated circuit, comprising:

15 means for authenticating with said second
communication apparatus after said integrated circuit
and said second communication apparatus have
authenticated one another’s legitimacy by a mutual
authentication; and

20 means for communicating with said second
communication apparatus executing said program to
pexrform a  process relating to said service in
collaboration with each other after one another’s
legitimacy with said second communication apparatus has

25 been authenticated by a mutual authentication through
said authentication means;

wherein said program being stored in a storage
area of the second communication apparatus, allocated in
advanced to said first communication apparatus; and

30 | sald service being provided by using a
function of data carrier and/or authentication in said
first communication appaﬁratus and a reader/writer

function in said communication apparatus.




programis not stored in said storage circuit, transmts a use request of
said programto said second 15 communi cation apparat usg t{ Safh=second
interface and said conmunication circuit. 25. An integrated circult as
claimed in claim?20, wherein: said first comunication apparatus is a 20
portabl e type conmunication apparatus; said communication circuit is a
wirel ess comunication circuit performfg conmunication using a wreless
comuni cati on network; said second comuni cation apparatus is 25 connected
to a network; andl3ai dA combninohihiawt Tom c uné tlcodmupe caxtgsedd tiheteaen second
conmuni cat i o§i€§$ar at us t.hroug}h said second interface, said cormunicgat I on
|

circuit, sai e [CeTTUNd Gt AR a2 PBAT AEY RordO™Hd ¥ d2Ret WOTRITRHES6. An

integrated ciffdiit asagdal FedcbRmEhadBn \WHRSLRIIR,SAighd NtLIradeshgi reuit
is a tanper-resistant circuit. 16 Novermber 2005 5 10 110 27. An
el ectroni ¢ ceomminieriviony amomaliiTatStorifgang apgcanamnt égfané&adcid cuit

mount ed on agfé‘c?ééé%@i t?‘ﬁ'&rﬁion SadtLerat gd irrer':{idtequ_[%jirﬂt%?§éic§ first
interface transferring Qata’with “a processing apparatus performng a
process rel ainteggtotead circuit and executing the same, comprising
the steps of:
conducting mutual authentication with said
10 second communication apparatus after said integrated
circuit and said second communication apparatus have
authenticated one another’s legitimacy by a mutual
authentication; and
communicating with said second communication
15 apparatus executing said program to perform a process
relating to said service in collaboration with each
other after one another’s legitimacy with second
communication apparatus has been authenticated by said
mutual authentication with said second communication
20 apparatus;
wherein said program being stored in a storage
area the second communication apparatus, allocated in
advanced to said first communication apparatus; and
said service being provided by using a
25 function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function for said first communication apparatus.
18. A communication apparatus communicating with a
first communication apparatus comprising an integrated
30 circuit and a communication c¢ircuit, and a second
communication apparatus used in a service relating to
said integrated circuit, compriéing:
a storing means for storing a program defining

a process relating to said service in a storage area of




predeterm ned service; a second interface transferring data with said

communi cation neans; and a controlling neans for acc i a_.sec
comuni cati on apparatus through said second interfac:fgéﬂ%v%%ﬁ%F(au%S
conmmuni cation circuit, and while comunicating wth said processing
apparatus through said first interface, perforns a process using a program
or data 15 stored in said second conmuni cati on apparatus, said program or
data is being stored in a storage area 8f%the second communication

apparatus al | ocated i.n advanced el;gCt LQBLE6I €l tlsaiwhererstsai d
pr edet er mi net§er¥fiTe i fige"20 %?%%?%%%dbiﬁhsing a function of data

carrier and/ ggnmadt hepibsakpparknusaid el ectronic circuit and a
reader/witer function in said processing

apparatus.. 28. el LC
circuit as clained in @l &e@EE7INIWEHH ﬁﬂgnr§gﬁ V58 oﬁhﬁggﬁnggﬁgggFon
apparatus Stg%essagé LR emedefd NERgda Piesessta@l atiimgitto shirdugbr vi ce
and exécutes the sane, said controlling neans conducts nutual
aut hent i cat i eaidacdmsendndtéomuniireatliton apparatus through said second

interface and sai d conmmuni cat,i on 30_.circuj NG dhep, ot oh§ mutual
comuni cation of said ?Qc&ﬂgj“%gﬁ%%#%%%fi%%aggparatus executing said

program and $@iclenRh @6eSShNG AR Aldisipeefoated chrough shrgugh said

communi cation circuit so that said first interface and. said.s £
interface relcapsunicasane. GBrNdVEndr 365CONSE % sgldAaﬁge %%Qﬁ@s

10 and after one another’s legitimacy has been
authenticated by the mutual authentication, conducting
mutual authentication with said second communication
apparatus; and

when one another’s legitimacy with said second

15 communication apparatus has been authenticated by said
mutual authentication, a controlling means for reading
said program relating to said use request from said
storing means and executing the same, and communicating
with said second communication apparatus in response to

20 the execution of the program to perform a process
relating to sald service in collaboration with each
other;

wherein said service being provided by using a
function of data carrier and/or authentication in said

25 first communiéation. apparatus and a reader/writer

| function in said communication apparatus.

19. A communication method wherein a first
communication apparatus comprising an integrated circuit
and a communication circuit, and a second communication

30 apparatus used in a service relating to said intggrated
circuit communicates, comprising the steps of:

receiving a use request of a program defining
a process relating to said service from said integrated

circuit through said communication circuit;



2néo 111 t29. ? gonnunipatiaﬂ apparatus conprising a conmunication circuit
nd an integrated circuit, erein said integrated ¢ | JenGQpr

first interface for transferring data with a gprocess%%gﬂg%%aratégﬁﬁ§ :
performng a process relating to a predeternined service; a second
interface for transferring data with said comunication circuit; and a
controlling neans for accessing another onmuni cati on apparat us through
said second interface and said communi t8{ion circuit, and while

conmuni cating w th saig,greeesg NewaRRar At Hdiugit isai d witist said
interface, pgrforn; a process uSing a programor data 15 stored in said
anot her conmminteatiabadapparatgs thewivgh madgh FABMIEA T pel hgUstofBd in a

storage area wWith _anqther cgmuni catl pp u o] d.i agced to
sai d comuni E&EPBR°&Eppat aP B3] ﬁﬁ%?e?%hggfg'pgt etgfg%%egﬁggrnggﬁggiﬁg 20
provi ded by ushhgimabynctif£® ofvedat a aatheetiaatedr lawit héd cambsHailn sai d

communi cati on apparatus_and a reader/witer functi in.said 2SS
appar at us. 36UtACBEARARIEHYi 0RCRPPSFAPds BECHR in@hggﬁhgﬂégﬁ%ogg?%%%giggn:

25 sal d commugigakbaBng! EGHhtnd@ARLLECSpRasheuage circuit for storing a
programor data; and said controlling neans accesses said storage
reading a program relating to said use request
from a storing means and executing the same when one
10 another’s legitimacy with said second communication
apparatus has been authenticated by said mutual
authentication; and
communicating with said second communication
apparatus in response to the execution of the program to
15 perform a  process relating to said service in
| collaboration with each other;
wherein said program being stored in a storage
" area of the storing means allocated in advanced to said
first communication apparatus; and
20 said service being provided by using a
| function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function for said first communication apparatus.
20. An integrated circuit transferring data with a
25 communication circuit of a first communication apparatus
and a processing apparatus performing a process relating
to a predetermined service, comprising:
a first interface for transferring data with
sald processing apparatus;
30 a second interface for tfansferring data with
said communication circuit; and
a controlling means for accessing a second
communication apparatus through said second interface

and said communication circuit, and while communicating



circuit through said second interface, and perforns a process while
comuni cating with said processing 30 apparatus thro géﬂ aid.fi r§t0
interface using a program or data stored in said st:)ﬁradqzovcﬁ“}bcelﬁt. 0:?1. A
comuni cation apparatus as clainmed in claim 29, wherein when said another
comuni cation apparatus 16 Novenber 2005 112 stores a programdefining a
process relating to said service and executes the sane, said controlling
means conducts nutual 5 authenticationl@hid another conmunication

apparatus through said second i.nterface and sai ni cat:ion Ldicui t
and then conftbls EBhflunPE&E=GT 1o sa"T‘QP%rn%i er g%%%ﬁl c%t%iléﬁ afp%aérgt us
and sai d progessifl-appaeatrdsmspel f praedsshneugit isej decomsaini caerorcei reui t

so that 10 said first interface and said second interface rel ays the sane
32. A communusatg onaappa¥edTah as O&] ai R i n SEPARR 287 W n?ls%%?rb‘? -

communj cation_circult, compri Aus 19ycORLEQI 11 ng nmeans for controlling a
process of tﬁ%m%%ﬁm%}gatégigg?rc%f t, and said controlling neans of sgi d

SIS SRRl gt ppuibingiic sl SNl
gg!{ ;a\l:l)mp: ﬁt: agga peff i ?ﬁ%‘b s§9m’§§mﬁﬁgilﬂ{1§%|%§taté:%t€%r p%llt?&?ér)%en%fie?ri ng
2890RuUBhCaLi 9Ri gl EEst ebmauhiEstieamappheatiien and
said service being provided by using a
10 function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function in said processing apparatus.
21. An integrated circuit as claimed in claim 20,
wherein when said second communication apparatus stores
15 a program defining a process relating to said service
and executes the same, sald controlling means conducts
mutual authentication with said second communication
apparatus through said second interface and said
- communication circuit, and then controls communication
20 of said second communication apparatus executing said
program and said processing apparatus performed through
said communication circuit so that said first interface
and said second interface relays the same.
22. An integrated circuit as claimed in claim 20,
25 wherein said controlling means communicates with said
second communication apparatus through said second
interface and said communication circuit to conduct said
mutual authentication based on an authentication request
received from said second communication through said
30 communication circuit.
23. BAn integrated circuit as claimed in claim 20,
further comprising a storage circuit storing a program
relating to ar service provided using said integrated

circuit, wherein




apparatus, conprising: an interface for communicating with said 25
comuni cation circuit; and a controlling means for copgdygtl é%bé?“é&HS

aut hentication with a second comuni cati on appar at us storlng a program
defining a process relating to a service through said interface and said
comuni cation 30 circuit if an authentication request fromsaid

comuni cation circuit is received througfgsaid interface, wherein 16
Novenber 2005 113 said programbeing stored in a storage area of the
second communi cati on aﬁ@éﬂap@@tabm&imguméan%dvadged itfo smidl pregram

conmuni cati o a ald S rV|ce .hej rovi de usi ng a
functi on of ? rr#%?g le e1.?'(uhent| ca ‘%lafr?ﬁf’gau dsaﬁgr%go%%ﬁ?n%ﬂ?cati on

appar at us apﬁaaateadéhﬁ:mghesalﬁuIf(itrisﬂzn ifrfergaick 11 egfteted Threaid. 34.
An intggrated circuit as clainmed in claim33, 10 wherein a result of said
mut ual >aut heREPERSF onCHECYERd OF or NAkt er 7RI nyh ARt hBRTEE| dtBaEontR1d

comuni cat i OPro@RRAr #kUs takdaa ihhidd £ UPBI Latd O @Ppar &k ssuf &5 said

perform ng a process relating to a service using sald integrated circuit
shoul d connuﬁr@qrémtorﬁédfoﬁmqm ]ﬁﬁ{ﬁOC@SQIﬂEEaUQMJQH;ERN&h@erwhtbeor

not. 35. Aip g{g C|rcu%£t claimed in It t her, co sing a
Storage cf r P TteBt E8E Shing b P o Safdm PEraeF g B0 2PREFOFEE pFBLTHER us ng
sai d said flrst 1nterface in response to the execution of the

10 program, performs a process relating to said service.

24. An integrated circuit as claimed in claim 23,
wherein when said controlling means Jjudges that said
program is not stored in said storage circuit, transmits
a use request of said program to said second

i5 communication apparatus through said second interface
and said communication circuit.

25. An integrated circuit as claimed in claim 20,
wherein:

" said first communication apparatus is a
20 portable type communication apparatus;
said communication circuit is a wireless
communication circuit performing communication using a
wireless communication network;
said second communication apparatus is
25 connected to a network; and
said controlling circuit communicates with
said second communication apparatus through said second
interface, said communication circuit, said wireless
communication network, and said network.
30 26. An integrated circuit as claimed in claim 20,
wherein sald integrated circuit is a tamper-resistant

circuit.

i

1



“integrated circuit, wherein 20 said controlling nmeans judges if said

program corresponding to a request received fromsaid 0 ni_cat.i.qn
circuit through said interface is stored in said sto]r%dgovrcgl%&ﬁ ?to&% not ,

and when judged that said programis stored in said storage circuit, 25
executes said programread fromsaid storage circuit and while

comuni cating with said third comrunication apparatus through said
interface and said comunication circidt0in response to the execution of

the program perfofis g PIOCESS chILAlLNGA L SHdind0 SOrdbiifanf0ar

integrated circuit as clainmed in claim wher el en said controlling
means judgesmé¢dmas sadd anpriogreagpdtechotistwrtednonnsadd ost ar agebsirzue
transmts a use reque:s(ft1 of said ‘gro ramto said second 16 Novenber 2005
114 comuni EaEToH apphf at HECFFR BT HCSEF L F nt @M RtE%3hd said  comuni cati on

circuig. 37. An integraterCid€Uiilnds Al Megank ferdiifg34dabawheiehn: asaid
first communication apparatus is a portable type comunication appar atus;
sai d comuni BE®¢®®S ERg c abPairs taswinegifegaingomuRr eaeF8n TELAEIRE g€t fdr mi ng

com‘runi cati gﬁrggé,&gr inéLcQ g\&@l%&s c_om‘runi cati on net wor k: said second
comruni cat i apparatus and sal third conmuni cati on apparatus are

connected to a a second interface transferring data with said
communication means; and
10 a controlling means for accessing a second
communication apparatus through said second interface
and said communication circuit, and while communicating
with said processing apparatus through said first
interface, performs a process using a program or data
15 stored in said second communication apparatus, said
program or data is being stored in a storage area of the
second communication apparatus allocated in advanced to
said electronic circuit;
wherein said  predetermined service being
20 provided by using a function of data carrier and/or
authentication in said electronic circuit and a
reader/writer function in said processing -apparatus.
28. An electronic circuit as claimed in claim 27,
wherein when said second communication apparatus stores
25 a program defining a process relating to said service
and executes the same,
said controlling means conducts mutual
~authentication séid second communication  apparatus
through said second interface and said communication
30 circuit, and then controls communication of said second
communication apparatus executing said program and said
processing apparatus performed through said
communication circuit so that said first interface and

said second interface relays the same.




network; and said controlling nmeans comruni cates with said 15 second

comuni cation apparatus through said interface, said;g éEﬁ%?i%EPS
circuit, said wireless conmuni cation network, and said network. . An

integrated circuit as clainmed in claim33, wherein said integrated circuit
is a tanper-resistant 20 circuit. 39. A communi cation apparatus conpri sing
a conmmunication circuit and an integraggg circuit, wherein said
integrated circuit conprises: an interf for transferring data said 25
communi cation cirggit; aa CRh@nliicagimeans fgaconddict i dgnpisithg a

aut hentication with another comyunication apparatus_ storing a program
defini ng a pFEBEBY¥EifFataPRNGirsUat S@Cyiade %Wﬁ%ﬁ@ﬁﬁ%%jﬁlFﬁFégfaU CaRdNsai d
conmuni cati o of [ 0 : hept j cat i .request fromsaid
connunicatio%aggrghﬁggkét%gcg?5ggagh?%ﬁ%%aéggd interface; wherein 16
Novenbér 2005 115 sai daprifdgsamibgiend astorfed: i transforagey adaba ofithhe

anot her conmmuni cation apparatus allocated in _advanced to said
conmmuni cat i oh "2pparat'ts APATd 4% BEri 2 i ﬁgpﬁro&(ﬁsﬁecragfaculﬂgngt% 2
function of datgcearmiaedaBdi@hicaythentication in said comunication
apparatus and a reader/witer function for said another comunication
appar at us. a second interface for transferring data with
said communication circuit; and
10 a controlling means for accessing another
communication apparatus through said second interface
and said communication circuit, and while communicating
with said ©processing apparatus through said first
interface, performs a process using a program or data
15 stored in said another communication apparatus, said
program or data is being stored in a storage area with
another communication apparatus allocated in advanced to
sald communication apparatus;
wherein said predetermined service being
20 provided by wusing a function of data carrier and/or
authentication in said communication apparatus and a
reader/writer function in said processing apparatus.
30. A communicaticon apparatus as claimed in claim
29, wﬁerein:
25 said chmunication circuit comprises a storage
circuit for storing a piogram or data; and _
said controlling means accesses sald storage
circuit through said second interface, and performs a
process while communicating with said processing
30 apparatus through said first interface using a program
or data stored in said storage circuit.
31. A communication apparatus as claimed in claim

29, wherein when said another communication apparatus



40. A conmuni cation apparatus as claimed in claim 39, wherein a result of
said nutual authentication is wused for determning t fir

comuni cati on apparatus serving as said anot her con$G§I£§?? er‘ég%gﬁaius

and a second comuni cation apparatus for performng a process relating to
a service using said integrated circuit should communicate to performa

process relating to said service or not. 41. A communication apparatus as
claimed in claim 40, wherein: said conhliication circuit conprises a

storage «circuit for_storin ramor. d d teroll means
accesses sai i 8t%7adge PEPP %Pt‘%%&%ﬂd%gsaldskg?e aé%gjglgﬁgeﬁgorigg%
process whi ker¢oaauahgatkaguvkshtsai dasecond communi cation apparat us

t hrough said interface and said conmunication circuit 'Q? a program or
data stored in said stépdfe €EPpégpPLling means  conduc

5 authentication said another communication apparatus
through said second interface and said communication
circuit, and then controls communication of said another
communication apparatus and said processing apparatus
performed through said communication circuit so that

10 said first interface and said second interface relays
the same.

32. A communication apparatus as claimed in claim
29, wherein:

said communication circuit comprises a
15 controlling means for controlling a process of the
communication circuit, and
said controlling means of said communication
circuit and said controlling means of said integrated
circuit communicate through said second interface to
20 thereby collaborate and perform a process.

33. BAn integrated circuit transferring data with a
communication circuit of a first communication
apparatus, comprising:

an interface for communicating with said

25 communiéation circuit; and
a controlling means for conducting mutual
authentication with a second communication apparatus
storing a program defining a process relating to a
service through said interface and said communication
30 circuit if an authentication request from said
communication circuit is received through said

interface; wherein
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said program being stored in a storage area of
the second communication apparatus allcocated in advanced
to said first communication apparatus; and
said service being provided by using a
function of data carrier and/or authentication in said
first communication = apparatus and a reader/writer
function for said integrated circuit. -

34. An integrated circuit as claimed in claim 33,
wherein a result of said mutual authentication is used
for determining whether said second communication
apparatus and a third communication apparatus for
performing a process relating to a service using said
integrated «circuit should communicate to perform a
process relating to said service or not.

35. A integrated circuilt as claimed in claim 34,
further comprising a storage circuit for storing a
program relating to a service provided using said
integrated circuit, wherein

said controlling means Jjudges 1if said program
corresponding to a request received from said
communication circuit through said interface is stored
in said storage circuit or not, and when Jjudged that
said program is stored in said storage circuit,

executes said program read from said storage
circuit and while communicating with said  third
communication apparatus through said interface and said
communication circuit in response to the execution of
the program, performs a process relating to said
service.

36. An integrated circuit as claimed in claim 35,
wherein when said controlling means judgeé that said
program is not stored in said storage circuit, transmits

a use request of said program to said second
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communication apparatus through said interface and said
communication circuit.
37. An integrate circuit as claimed in claim 34,
wherein:
said first communication apparatus is a
portable type communication apparatus;
said communication circuit 1is a wireless
communication circuit performing communication using a
wireless communication network;
said second communication apparatus and said
third communication apparatus are connected to a
network; and

said controlling means communicates with said

" second communication apparatus through said interface,

said communication circuit, said wireless communication
network, and said network.

38. An integrated circuit as claimed in claim 33,

‘wherein said integrated circuit is a tamper-resistant

circuit,

39. A communication apparatus comprising a
communication circuit and an integrated circuit, wherein
said integrated circuilt comprises:

an interface for transferring data said
communication circuit;

a controlling means for conducting mutual
authentication with another communication apparatus
storing a program defining a process relating to a
service through said interface and said communication
circuit if an authentication request from said
communication circuit is received through said

interface; wherein
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said program being stored in a storage area of
the another communication  apparatus allocated in
advanced to said communication apparatus; and

said service Dbeing provided by using a
function of data carrier and/or authentication in said
communication apparatus and a reader/writer function for
said another communication apparatus.

40. A communication apparatus as claimed in claim
39, wherein a result of said mutual authentication is
used for determining whether a first communication
apparatus serving as said another communication
apparatus and a second communication apparatus for
performing a process relating to a service using said
integrated «circuit should communicate to perform a
process relating to said service or not.
41. A communication apparatus as claimed in claim

40, wherein:

said communication circuit comprises a storage
circuit for storing a program or data, and

said controlling means accesses said stdrage
circuit through said interface, and performs a process
while communicating with said second communication
apparatus through said interface and said communication
circuit using a program or data stored in said storage

circuit.






