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Initiator Device receives data
representative of a Bilocation Key from a
first Key Node and/or Receiver Device

~201

3

Receiver Device receives data
representative of the Bilocation Key from a
second Key Node at a different
geographical location to the first Key Node
and/or Initiator Device

202

A

Final Key based on Bilocation Key

Initiator Device and Receiver Device establish ——203

FIG. 2a
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Initiator request ID_R and KID_R and a first nonce {~-211 210
from Receiver e

!

Receiver send first nonce, ID_R and KID_R

|

Initiator generates a second nonce and requests {~_2713
Int_Bilocation_Key from first key node and passes
ID_R, KID_R and a third nonce based on first and

second nonce to first key node

I

-~ 212

Initiator receive Int_Bilocation_Key and a fourth ~—214
nonce generated by first key node
Initiator send fourth nonce, |_ID, KID_| to 215

Receiver

.

Receiver request Bilocation Key from second key 2716
node and passes third and fourth nonces, KID_|
and I_ID to second key node

I

217
Receiver receive Bilocation Key an a fifth nonce
generated by the second key node
~~.-218
Receiver send fifth nonce to Initiator
i~ 219

Initiator combine fifth nonce and
Int_Bilocation_Key to form shared Bilocation Key

!

Initiator and receiver combine Bilocation Key with
agreed nonce to form Final Key/ or use challenge
response to form Final Key

FIG. 2b
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Request ID_R, KID_R of second key node used }-~_237 [230
by Receiver and a first nonce from Receiver

:

— 232
Receive first nonce, ID_R and KID_R
Generate second nonce and request 033
Int_Bilocation_Key from first key node along with
passing ID_R, KID_R, and a third nonce based on
first and second nonces
234

Receive Int_Bilocation_Key and fourth nonce
generated by first key node

I

Send fourth nonce, I_ID and KID_| of first key 235
node used by Initiator to Receiver

.

Receive fifth nonce generated by second key node
from Receiver

:

Combine fifth nonce and Int_Bilocation_Key to
form shared Bilocation Key

:

Combine Bilocation Key with agreed nonce to 238
form Final Key/ or use challenge response to form
Final Key

-~ 236

i~ 237

FIG. 2¢c
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240

Receive from Initiator a request for ID_R, KID_R of 241
second key node used by Receiver and a first nonce

A

Generating first nonce and sending first nonce, ID_R {~—242
and KID_R to Initiator

¥

Receive from Initiator a third and fourth nonce, |_ID, {™~243
KID_I of first key node used by Initiator

k4
Request Bilocation Key from second key node along {244
with passing third and fourth nonces, |_ID and

KID_ID
245
Receive Bilocation Key and a fifth nonce generated
by the second key node
246

Send fifth nonce to Initiator

5

Initiator and Receiver combine Bilocation Key with 247
agreed nonce to form Final Key/ or use challenge
response to form Final Key

FIG. 2d
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250

Receive from Initiator a request for - 251
Int_Bilocation_Key based on ID_R, KID_R of a
second key node and a nonce

3

Select a key from the set of keys using a key 292

selection algorithm/function based at least on
ID R, KID_R, ID_I, KID_I of the first key node, and
the received nonce

.

—~-253

Generating a random first anti-replay nonce

Generate Int_Bilocation_Key based on the 254

selected key, the first anti-replay nonce, and at
least on ID_R, KID_R, ID_I, KID_I, and the
received nonce
A

- 255

Send Int_Bilocation_Key and the anti-replay nonce
to the Initiator

FIG. 2e
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260

Receive from Receiver a request for Bilocation Key {-._ 261
based on ID_I, KID_I, a nonce and a first anti-
replay nonce

262
Select a key from the set of keys using a key
selection algorithm/function based at least on
ID_R, KID_R, ID_I, KID_I and the received nonce
~-263

Generating a random second anti-replay nonce

4

Generate Int_Bilocation_Key based on selected |~264
key, first anti-replay nonce, and at least ID_R,
KID_R, ID_I, KID_I, and the nonce

¥

Generate Bilocation Key based on 265
Int_Bilocation_Key and the second anti-replay
nonce
266

Send Bilocation Key and the second anti-replay
nonce to the Receiver

FIG. 2f
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!/270
System Initialisation 271
. -~ 272
First Handshake
~-273
Intermediate Bilocation Key Request
274
Intermediate Bilocation Key Establishment
~-275
Second Handshake
276
Bilocation Key Request
-~ 277
Bilocation Key Establishment
-~ 278
Third Handshake
Y
-~ 279
Final Key Establishment

FIG. 2g
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