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SYSTEM FIELD OF THE INVENTION 5 The present invention relates generally to
the verifjication of docunents, and in particular to a system and nethod for
provi di ng"OS A 3security with respect to the i ssuarfte/AHMOHLU 16

I dentification docunents such as passports or docunents that are intended
to be used for other purposes but have an identification function such as
cards that are used to access accounts. 10 BACKGROUND OF THE | NVENTI ON The
ability to correctly identif |nd|V|duaIs especi al ly when entering or

| eaving a country across Hg 1ENT] PN e liMd | ncreased ‘i nportance
in recent years due to the |ncreaS|ng threat of terrorism However, the
primary 15 means for identifying and tracking the novenent of i ndi vi dual s
across borjerp OF THEMNWVENRTIONPaper docunents, such as passports. Al though
the increased _conputerisation of custons ocedures has i nproved the
ability to tradketpresenbirvastionr’ relatemgemraﬁsart@,the teri§gatiarmo n?st@tqunt%nl y as
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owneri@nd/or a new identity. This may enable a person known to the

authorities in a particular country to |leave or enter that country
undet ect eBA Gﬂﬁ@ﬁé'éNDlQEr:ﬁHE INVE Mocunent s or docunents that have an

i dentification u o} | er's
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provi ding the thief W|th Eunlt to sell the stolen docunents,

and for tFRGENt y65¢s ﬁy&,p é{pﬁjp%l Jdbppat of terrorism. However, the primary

15 means for identifying and tracking the movement of individuals across borders is

the use of paper -documents, such as passports. Although the increased

computerisation of customs procedures has improved the ability to track the

movements of individuals, the system is still only as reliable as the documents
presented by travellers at customs desks.

20 Theft and fraudulent use are major problems associated with important

identification documents, such as péssports. For éxample,.a stolen passport can

‘be modified by a skifled forger to include a photograph of a person other than the

passport’s original owner and/or a new passport number. The person shown in

the photograph is then, for all practical purposes, able to travel using the passport

25  under the assumed identity of the original owner and/or a new identity. This may

enable a person known to the authorities in-a particular country to leave or enter

~ that country undetected. ' |

Theft of identification documents or documents that have an identification

function may occur as a result of a burglary of an owner’s place of residence. In

30 some instances, the owner may not be immediately aware that their passport or

other important documentation has been stolen, providing the thief with ample

opportunity to-sell the stolen documents, and for them to be modified and/or used

fraudulently.
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exacerbating these problens is the fact that, in nmany cases, new

i dentification documents and docunents with an identification function are
sent * outWPFHHRIB3owners in the mail. These documents REl/AURMHOPHFE be
intercepted and used fraudulently bef@e the rightful owner is even aware
that they have been 5 stolen. Additionally, many inportant identity

docunent s haveFughét exgderbatiiiptheBerprobienty isviki fdtt thatf Br mexgraeisest rRewyear s
or more. One reason for this is that the overheads associ ated with

r ei ssui ngidentifieation decumgnta anshepewmants witle A ideptification fynatipnnargnsentor bot h

ot 1 ci enet g b hdfe Dah 2hel seeblishis MR B2 E R pisbarSe o
repl aceneghd d@ed fRdalently Hefire ehe hgﬁﬁuudw:%rw@bsen Bhardithadnaphags beeh such
long periods of validity is that they present an extended w hdow of
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documents rather than simply allowing them to expire.

The same problem exists with respect to other documents such as cards
that are used to access accounts and in particular, credit cards. Fradulent use of
credit cards is a significant problem. Some issuing authorities have taken steps

20 in an attempt to reduce the incidence of interception and fraudulent use of a
newly issued credit card. For example, some issuers require an activation
process to be executed before the card will be effective. However, this process is
usually limited to requiring the recipient of the card to call an operator and provide
some detail of the user such as their birth date. Unfortunately, the detail required

25 is usually information that is relatively easy to obtain thus allowing theft of a newly
issued card from a mailbox and activation of the card by a fraudulent user.

Accordingly, there is a need for a more secure means and method of
verifying the correct delivery and possession of important documents, and in
particular for limiting the circumstances in which identification documents and

30 documents with an identification function may be fraudulehtly used.

It is also desirable to provide a means and method by which the legitimate

holder of a document may conveniently and securely effect certain actions with

respect to the document, such as renewal, cancellation and revalidation, thereby



particular for limting the circunstances in which identif2ZHEBRUARBEAAENT S
and 30 docunents with an identification function may be fraudul ently used.
It is also desirable to provide a nmeans and net hod by which the legitimte
hol der of a docunent nmay conveniently and securely effect certain actions
with respect to the docunment, such as3renewal , cancel |l ation and

reval i dation, thereby 27 FEBRUARY 2007 3 providing the docunent holder with
gr eat.er ip1d1'nd|rm|ethecaducumertbvholdelneanagr&aiaanmimdualhecmelnmer the
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common general knowl edge in the relevant art on or before the priority date
of the doatwbohibedilegitisiatéoRvied: THE | NVENTI ON  The Method of the Invention
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t he net wapk cigkeigreidur i ng t he step of establishing the |ink, the t el ephone
‘nunber fromwhich the user is calling is identified by a cal I ing line

i denti fi CHYMMARBYQF JHE INVENIIQN: i fication server verifying. that the
tel ephone nu”bﬁ{e Wetlod!drthe 1fention

16 In one aspect, the present invention provides a method for enabling a user
to effect an action with respect records pertaihi_ng to an identification document, .
or document that has an identification function, said action including'at least
validation of the identification document to allow the valid use of same, the
method including the steps of: |

20 ~ associating a telephone number with the document;

the user establishing a communications link over a network with a

veriﬁcatio'nv server connected to the - network wherein during the Stép of

- establishing the link, the telephone number from which.,the user is calling is
identified by a calling line identification service; '

25 the verification server verifying that the telephone number with which the
communications .Iihk has been established corresponds with the telephone
number associated with the document; and |

enabling the user to effect an action with respect to the records pertaining
to the document only if the verification is successful. | _

30 Accordingly, the user is only able to effect an action with respect to the
records of a document by calling from the telephone number associated with the
document, thus providing a relatively high level of confidence that the user is the

person that was the intended recipient/user of the document.



communi cations |ink has been established corresponds wth ﬂ%§QQ§Qﬁ§¥ﬁP 7
. nunber associated with the docunent; and enabling the user to effect an
action with respect to the records pertaining to the docunent only if the
verification is successful. 30 AccordiBgly, the user is only able to effect
an action with respect to the records of a docunent by calling fromthe

t el ephone nunber associated with the docunment, thus providing a_relatively
hi gh | evel of Wonf@deRadiqualy t nerefeised jembodimenb, %rpecrmalw&%"ﬂﬂ%atm ended
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with the identifyergfthend in addition to the step of identifying the 27 _
FEBRUARY 2007 4 tel ephone nunber, a PINis obtain fromthe user over the
comuni cations link. In this particular enbodinent, in addition to
verifying that the tel ephone nunber corresponds wth that nunber previously
associ ated with the docunent, the PIN obtained fromthe user is also
verified as corresponding with the PIN previously 5 associated with the
docunent. The PIN provides an additional |evel of security such that a user
is only able to effect an action with respect to the records of a docunent
by calling fromthe tel ephone nunber associated wth the docunent -~ and
providing the PIN previously associated with the docunent. In one ‘

enbodi ment, the docunment is a passport and the communi-cations 10 link is
established by use of the tel ephony network. Alternatively, the docunent,
may be any ot her type of docunent that is intended to identify the user,
such as a driver's license, a pilot's license or any identification
docunent for security ' purposes or, a docunment that has other purposes but .
is only intended to be used by a legitimte owner such as credit cards or
cards for accessing cash. In 15 another enbodi nent, the nunber of the
docunent assigned by the issuing authority is also required fromthe user
before they are able to effect any action wth respect to records
pertaining to the docunent.



Advant ageousl y, the records pertaining to the docunent nmay 27FEBraesee20by
an aut horised person or organisation in order to determne the status of the
20 document as part of a procedure used to assess whether the docunent is
bei ng used fraudulently. For exanple, custons officials would be able to
verify that an issued passport has beep correctly validated by an

aut hori sed user in accordance wth the nmethod of the invention. Identifying
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Al ternatively, an issuing authority may associate a hone nunber with
t he docunkwta tegitanate @wnsrhsuchl Bspeiedisneardd eeraicardsofort aece.smg pashi dbu at

the t1§re grtnot?iap lém@oél%nt thé hrﬁlrﬂlc))&ru%?%e document assigned by the issuing

authority is also required from the user before they are able to effect any action

“with respect to records pertaining to the document. |
Advantageously, the records pertaining to the document may be accessed
by an authorised person or organisation in order to determine the status of the
20 document as part of a procedure used to assess whether ’the document isvbeing
used fraudulently. For example, cuvs'toms officials would be able to verify that an
issued passport has been correctly validated by an authorised user in accordance

with the method of the invention.

Identifying the Calling Number
25 The step of identifying the telephone number-include obtaining the

telephone number using a calling line identification service or means. The calling
nurnber may be obtained from a signal transmitted acﬁross' the communications

link, the signal providing the number from which the line has been established.
As an alternative, the user may provide the telephone number to the
30 verification server via the communications link, and the verification server may
confirm that the user is actually calling from the number provided by

disconnecting and calling the user back, referred to as-a “calt back” service. In



for exanple the issuing authority may obtain a tel ephone nQTEEBRIBRRM)Ton
the wuser's nane and address. The user may subsequently be allowed to change
the tel ephone nunber associated with the docunent. It is preferred that the
t el ephone nunber associated with the docunent is a 20 nunber correspondi ng
to a fixed terrestrial tel ephone |ine. BAdvantageously, this enables the
owner of the line to be easily identified, inproving the security of the

mﬁt hod béthi@blt@@\a'tit/e,dbﬁb'r ctuldisé@rneultiagx Inlm$i aser useys bteg pronided withf al sify
their ‘identities. It is particylar preferred, in order, tp ensur
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rel ative, or any other telephone nunber  nom nated by the user and
accepbabltelephoph aunbsarinigvidad e the yerifinatiop BeRT ng a” Personal 1dentification
Nunmber (PIN) T, : jaf.l; | r abl y

i ncl udes the @ear?] Eﬁ%ﬂsﬁmiﬁgvﬁﬁs@%ﬁﬁ oﬂéﬁ‘ﬁ’fg%ﬁ’???%a irgfna%g%' er as
part of tHigh pevesl esfss@oUrfEBRIGKIRYG R0&drerbelgf difffepltyfongant anabtherised heseddounent .
This provides the advantage that_ it is then extrenely difficult for an _
unaut hor ifaledy & &alling pYMbER 'Fﬁﬁt'fﬁ@&'gﬁn'al orded &l FirewRYSntheu sgerrtynofoAder t o

ci rcurrvesrgé/s{é}ﬁ 0?%5{38%8%@ tm@gﬂgﬁﬁ?}ﬁéﬁ’?ﬁt%i vely, the issuing authority

may choo a persona enti 11 cati or exanple at random and
transmt it to the user independently of the docunent. The user nmay
subsduerNomimatirag boleddphoneNumgber he personal identification nunber
associated with the docunent. In a particularly preferred enbodi ment, the

PIN i ncl udes fRyeferablyi the stepoofeassociatingva teleplonmppumbeamdth the dorseentki | | ed
per sonal Melufies thEayed BRYDEY e siennahe HuMnel et BEhR: pieest Pumber
shoul d nefppheng itdriahedsiing Githérity t6 byain Une doeumizat.aglitersativelg rdnf issaihgon
Server /| I'VR Gateway I n preferred enbodi nents, the nethod al'so includes the
step of RUNGEY Maawassociate a telephone number with the document based upon other
- 15 personal details of the user provided at the time of application for the document,
for example the issuing authority may obtain a telephone number\based upon the
user's name and address. The user may subsequently be allowed to change the
teléphbne‘number associated with the document. | ,
- It is preferred that the telephone number associated with the document is a
20 num,bef corresponding to a fixed terrestrial telephon‘e line. Advahtageously, this
| enables the owner of the line to beﬁeasily identified, improving the security of the
method by making it difficult for unauthorised users to conceal or falsify their
| identities. _ o
| It is particularly preférred, in order to ensure a relatively high level of
25 security, that the telephone number associated with the document is the user's
own home telephone number. However, the telephone number may alternatively
‘be the user's mobile telephohe number, business telephone number, the
telephone number of a trusted friend or relative, or any other telephone number

nominated by the user_and acceptable to the issuing authority.

30 Nominating a Personal Identification Number (PIN)

The step of associating a PIN with the document preferably includes the

user providing their chosen personal identification number as part of the process



verification server connected to a tel ephony network. The é%kEFQRUARYZOO7
establishing a 15 comrunications link may include the user dialling a

t el ephone nunber that connects the user's tel ephone to the verification
server. Preferably, the verification sefver includes an interactive voice
response gateway. The verification server may include a database. In a
particularly preferred enbodi nent, the database contaias records. i.ncl udi ng
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process. For exanple, whepn a PINis incorrect, the user y be 25 infornmed
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may be passgd to a.rel ev,ﬁgheld‘?pw enforcenment agency. 30 In any event, once a
veri fi cat MomPeaAsIRAAtEd WIHsthegpQUMeRL. i n a database, referred to as a '

"sieze" databage, v n r ; W t Ji in the
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user . includes the verifjication server pronmpting the user,to enter the
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may be enployed in the verification server to enable the user to speak the
di gi t s of Veriticpties &etver ¥R iGatewayon nunber. Choi ce of Action The action

that the user is able to effect may include one or nore of the 10
fol | owi ng: val indRreferied ambggimaets: thecmpthad alsg inglederthesiap of Rrevidiegmst at i ng
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15 communications link may include the user dialling a telephone number that
connects the user's telephone to the vefification server. |
Preferably, the verification server includes an interactive voice response
gateway. The Veriﬁcation server may include a database. In a particularly
preferred erhbodirhent, the database contains recbrds including data such as the
20 telephone numbers associated with documents and is a détabas_e maintainedl by
the issuing authority. L | |
_ In the evenf that verification of any details is not successful, the method
may include a range of options depending upon the type of error during the
_ verification process. For 'exémple, when a PIN is incorfect, the user may be
25 informed and advised to re-enter the PIN. However, in the instance that a more
serious verification failure occurs, further details of the document may be
requested such as the document number as issued by the issuing authority and
the details of the attempt to effect actions with respect to the document may be
bassed to a relevant law enforcement agehcy.
30 in any evént, once a verification failure occurs, an entry in a database,
referred to as a “sieze” database, occurs and further actions with respect to

ehtries in the “sieze” database may be decided by a relevant authority.



the docunent may be initially invalid for use, however uporRR7/EEBRUARYZ007he

i nt ended recipient the docunent may be validated through the use of the

met hod provided by the invention. This prevents unauthorised. use by any
party 15 intercepting the docunent prior to its receipt-by the rightfu
owner. Preferably, the verification serper provides the user with a nmenu of
nunbered options to access the avail abl e actions. The nenu may be a voice
menu. The user may effect the desired action by entering the correspondi ng
nunber vipwtgﬁ,?guch tone keys of the telephone. Alternatively; voice
recogni tion 20 y be enployed in the verification server to enable the user

to. select thep éﬂéfefr@d émbbaméntss Risadtay dfhebtemmgsammw rf@nmuneemeﬂ n sone
enbodi nments, the user be required to provide a further identif
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i ncl udes sending a. request to effect the action to the issuing aut hority.
The i ssuiCloiceudhActibs may respond with an indication of whether the attenpt
to effect the action has been successful or unsuccessful. 5 In particularly
preferred. enbbug metios thatotheuuserasi abte W teffechmaysiaoiude ormeiohonoreyofl the

Cormif L4812 el i abeS St e AR S AR T . 7
not necesfgdumémt! Ahsartié@ar aavémegercstvtheqméﬁuotnhm i@@%fenbdvetmfsng%épn

‘'service to have access to antv1 the detailed, and potentially confidenti al
and sensithevdocwneat may the dnitiglly tievalidsfarngsewuhawever upenorersiptt by péef orm a

verifi Catlhfe'ﬁd%ergmptrem t72¥ e Mhdnt tntfaey bEY&R44:29 through the use of the method

provided by the invention. This prevents unauthorised use by any party

15 interceptihg the document prior to its receipt by the rightful owner. '
Pteferably,.the verification server provides the user with a menu of
numbered options to access the available actions. The menu may be a voice
menu._ The user may effect the desired action by entering the corresponding
number via the touch-tone keys of the telephone. Alternatively; voice recognition
20 may be emp'loyed in the verification server to enable the user to select the
desired action by speaking the corresponding number. ' o
In some embodiments the user may be required to provide a further
ldentlfylng number associated wnth the document prlor to the action being

effected

25 Interface with Issuing Authority

In preferred forms, the step of verifying. that the user’s telephone numbef

- and the PIN obtained correspond with the telephone number a.nd PIN associated
with the document includes sendfng the telephone number and the obtained PIN

to the issuing authority of the document for verification. The issuing authority may

30 respond with an indication of whether the telephone number and PIN are valid or

invalid.



I n anot her aspect, the present invention provides a system PDPFEsReARY202
user to effect an action with respect to records pertaining to an
identification docunent, or docunent that has an identification function,
said action including at 15 | east validation of the identification docunent
to allow the valid use of sane, the sygtem.including: a network, within
which the user is able to establish a communications link; a calling line

identification sefapR, ftRe dtepnéf bhaiirigothedfusehetot effephaite detioh eincludeth
whi ch a comunications link is established; 20 a verification_server,
connect ed sending: aneequast tooeffeetr they iaption Hat theaissuinge leehsite nlheeissuing

corresponds . th a tel ephone nunber - associ i th,th : X means
for enabl i%%ﬁ‘% 'U§¥rrets§° ‘i?fvé'@? aé‘n'rﬁliﬁq%'(?ﬁ &f ?‘ﬁ’em%’p@& SFS%SLc{gF%iéCtatHg

pertai ni nGdtigntHae KK sRitessl ¥r URQIbcegsfugssful verification that the '
t el ephone 25 nunber associated with the docunment corresponds with the

t el ephbne numbdn padicularlyegreferredcembadisients.t sommenicatien ytnihe ciaswivgs | i nk

Conput | ng ALy i Atk lePebld g EE b bEADRALVBER S5 Bl R | ons
l'ink that peemnsiaficatiths héetweph oAdvHARGeolsMMEiaefangeemdnt Mhslires that it is- . N

established. 30 I n another aspect, the.cg esent invention _Pro_\/i des a system
for enabl i neceasaly fopthepsercer tie ploviden ofithe doeumest vedlieationr sryviserteai ni ng

to an idengifi i d : ' LEd.cat]
Functi on. neeest & AP0 EH B Hsteba2sr BB BN booford e 2ehatigdffn o
the i dgnt iHgl€ BY itie isdaig@uthofity idldresr fohserforin &l veefication stépe, the system

i ncluding: a network, within which the user.is able to establish a

communi cationg link; a calling line identification means for determnning
the tel epﬂ.diﬁasiﬁﬁmpftbejm’?f‘%'i‘ch t he communi cations |ink has been

hat the el o oRotherbtetys Bk s SR BRENEh it PSR & hadBlih "

est abl i she@er a8 éfsd0oa sactibh hwith trebFERORE (et ettt Aocdn Wb Atifidition
docunent; wherein t he call I'nﬂ line identifi cation means receives 1 he cal ling
nunber document, or document that has an identification function, said action including at

15 least validation of the identification document to allow the valid use of same, the -
system including: | _

a network, within which the user is able to establish a communications link;

a calling line identification service for identification of the telephone number
with which a communications link is esta__biishéd; - '

20  a verification server connected to the network for Verifying that said
telephone number corresponds i/vith a telephone numb_er‘ associated with the
document; and | _

means for enabling the user to effect an action with respect to records -
pertaining to the document only upon sucéessfui verification ._thé.t the telephone

25 number associated with the document corresponds with the telephone number .
identified as the number with which the communications link was established.

The calling line identification service may include a computing means that
receives a signal transmitted across u8a mmunications link that provides the
telephon number from which the link h... ...n established.

30 . In another aspect, the present invention provides a system for enabling a
user to effect an action with respect tb records pertairiin_g to an identification

document, or document that has an identification function, said action including at



10 fromthe user and provides the user with a tenporary co@d FrERtARM 2007g
line identification neans then, disconnecting the initial call placed by
the user and placing a call to the tel ephone nunber provided by the user
and requesting the tenporary code fromthe user; and the systens also

i ncl-udi ng neans. for enabling the user go effect an.action 15 wth respect
to records pertaining to the docunent only upon successful verification

that a tqbs@%idaﬁaherofaqgéciicférﬂﬁcmidrf1_dohamérh@umauoﬁprthespanui5use/vi éfh the

t el ephone nunber identified by the calling line identification nmeans as the

nunber wisamedthetsystem dngiudingcati ons 1ink was established by receipt of the
correct tenporary, code fromit.h ser 0] [ t _inventi.qn,. .d).s0
provi de a net I'R)ng’}‘&rgumth@ Wlﬂlgﬁéﬁ%f‘jﬁ?ro%aﬂbwgqgﬂgﬁﬁgh ﬂ@BBﬁPﬁ‘-‘{’@Qﬁ'@F@%’F@{Lng a
request to ef feGhllmg M identificalidR mesis fdrr détefthining the $@lePhoREURMibero t he

i ssuing authority and receiving a response fromthe issuing authority
i ndi c&t i ngithwwbichethecgomimunicatigas lipk has beenestahlisbedct i on has been. 25

successful or otherw se. n enbodi ere IN. s aks sockat ed

W th the docurbrteTERion 5&al FERAEE G HRSTePak do) Jernifo STBPRhR: om ¢ ne
user via tbRphom@MALUMbeRIWiIEH whithkthangomRiticdtiohs VK hasnBeémadstabihBtN
obtained fromthe user corresponds with the PIN previously associated with

t he docurgitespiondshyith atelephens rumber apsociated with el documented to effect an

action in rel ation.: cerd . UARY. 2007 . r§ a0l t he
docunent if vg&b%i%(':igl?%%%H{n%b@h?qeﬁﬂi'flfgﬁ%gbﬁgér?@%n%r%y?eg @%dag"ﬁé qﬁhnhtﬁe rsis
succagsf rom! thepueée andd prividel i tuser twith S $érapoifaly tdirle, ithel sgliisg dine
‘verification_ _server connected to a conmunications netvwrk in the formof a
t el ephonydegiifigation mgans theprdiscomectipanihai bl 3 plaegd oyt the USRE@NEY t he
user con St I £ | v .

ot abi | srP o Sl o 3 phfne MRt bl B 1eer ard fedieRiinghe

cor r esporteimperary ¢due fremitheaser,aandserver. Preferably, the verification
server includes an interactjve yoice resgonse "nggatthewa . The_verification

‘server may furtDReTYSIS{BS InCushiRg, maans,for enab e user to effect an action

15  with respéct to records pertaining to the document only upon successful
- verification that a telephone number associated with the document corresponds
with the telephone number identified by the calling line identification means as the
number with which the corhmunications link was established by receipt of the
correct temporary code from the user.
20 .

The present invention may alsopfovide a method including the additional
step of the entity receiving a request to effect an action'_from a user, transmitting
said request to the issuing authority and receiving a response from the issuing
authority indicating whether or not ti 8a " npt to effect the éction has be’en.l

25 successful or otherwise. _ '
In an émbodiment where a PIN is also associated with the document, the
- _systém includes a means for obtaining a PIN from the user via the
communications link and means for verifying that the PIN obtained from the user
correspo_hds with the PIN previously associated with the document. 'In this

30 embodiment, the user is only allowed to effect an action in relation to the records



10 progranmmable to carry out one or nore of the functions 037@H@R¥¢§Féﬁw7The
verification server may include a database. In a particularly preferred
enbodi ment, the database contains records including tel ephone nunbers

associ ated with docunents for the purpose of verifying the originating

t el ephone nunbers of incom ng connectPans and i s maintained by the issuing

authority. 15 The neans for obtaining a PIN may. include el ectronic hardware
and/ or conpettsining tegiher eaueerd dburification ptbethvihedetapionet mimaberisgana BIN f r om

a tel ephone a the ny network so that the user is able to enter a
PIN via thengé{p%g%ﬁ&&%%%@ﬂ{?el ephone. In a particularly preferred

enbodi nent, the ppprfi¢resd sydogiments the syateny éurtiferdatludes severification ediver t o -
create an el ectroni¢c connection to an _io%,er%gce to_ a gat abase mai nt ai ned by
the i ssui ngCaMeRied {3 agommunigationmnetworhip thedagn oba t onyinegwekasuahi d

t el ephong n Etﬁe%Hvﬁé@@@f?&wé"‘iirﬁﬁ‘eﬁabﬁirféah@?;&dé‘glg%eﬁonﬁéﬁé’%é‘g@@%}ﬁ‘%ﬁhé‘t& he

docunent” and the means for verifying that correspon a PIN
associ at ed the hetifieatiboc semer. nidihei vsdruchey cestphitsdr e qumomuaitations lidksbyned
to open a cqnnectipn to the issuing authority database and to request
verificatio '_amﬁ‘gta F%%Dr{oé\eerquﬁ r %EQP“ g t?’p'f,@ E%?afFCéiJBBr?&fY%- number s
associ ated W th preiebigthe VéHficatom bRler Mddd S8 afoMeeraBlvd Vblddefespbse
designed to receive response fromthe issuing authority database

a . .
i ndi cati ng S@le¥a¥er The YelGaisReseyRbePaunribeN iBPldgar EoGPULeN AYsiem 30
Preferaly v, pidifammitie fthc];a?rgﬁebt QBeté}en%%:(r?fttﬁﬁ%ﬁ%nsan Aas | KRt C! ples
conput er- program code confidured. to provide the user with a nu " of
nunber ed opeliftaadiono setuess snahelnahide| @bldatatigseons . In The pasticulady preferredi ce

menu. The r ef fect es| ctli by ' or di ng
nunber vi a SRR R RS Bl B0 RiePGnE D RUTRRRTT
conput er prﬁgscmiatecdjd/dthgdycmmentgeforhm popote gfivecfying um]p][igirmﬁngeerbbmhéo t he
I SSuUl ng aut hor it t abase an .0 'send.a r ue O € ect action

sot oct od by ompel enBSRET citrclins S0 istne ko BRSS hujie Seuiiid aholfh our e
to receigre a resphgsfedn® i bbtdirfing iaPINUHARIAdYdS ARStRINIG BiardWiareabhdyer

whet her the attenpt to effect the action, has be%n successful or
unsuccessf ufomputer program code capable of receiv -tone signals. from a telephone

ing touc
via the telephony network so that the user is able to enter a PIN via the keypad of
the telebhone. | _

In a particularly preferred embodiment, the computer system in thé
20 verification server is able to create an electronic corinection to an interface to a
database maintained by the issuing authority of the document. The means for
verif)}ing that: said telephone number corresponds with a telephone number‘
associated with the document and the means for verifying that said PIN
corresponds with a PIN associated with the document may include computer
25 program code designed to open a connection to the issuing authority. database,
and to request verification that the telephone number and PIN correspond to
numbers associated with a.document. The computer program code may further
' be designed to receive a response from the issuin‘g' authority database indicating

whether the telephone number and PIN are valid or invalid.
30 Preferably, the means for enabling the user to effect an action includes
computer program code configured.to provide the user with a menu of numbered
options to access the available actions. The menu may be a voice menu. The

user may effect the desired action by entering the corrésponding number via the



The Method of the Invention fromthe User's Perspective In 27 FERRYARY %g(yect,
t he present invention provides a nethod for enabling a user to effect an
action with respect to records pertaining to an identification docunent, 10
or docunment that has an identificati on,@unction, said action including at
| east validation of the identification docunent to allow the valid use of

sane, the t hod, .. i ncl i ng,the ste of : _establishin co nj,cat,i ons
Tk wi t htoueueone: keBreh hecRiRaonEn nL e damision Bisr oy Rode FA MHE RS i ng
an instrugbhfijurbd t6fdpehta abnmédtionntovthehssBap atthdrity Hafda8e, aRgtd aeRUNRD tO
the docunment over the comunications |ink; wherein the establishnent of the

communi catequest [to reffeict @nt astions selested: by dipe arser.n utise compoiterwpraghiamheode nk i s
est abl i shed bé a Cr?l'l}gléi n(gml i ne,identification seré_i e, the tel egh@‘%e nunber
bei ng prollded®t BITIRS GMfidedOarSINAIA LEIRURE J6M ithe SSMRECEUTOMY ¢ he
veri figat ambagk ViRdicafiiy wHaiet tRediRnytab dffecPMe/ aBidriThhs ¥entsucebsstal an
action with respect to records pertaining to the docunent if the telephone

nunber co@rgspugaessiilt h a t el ephone nunber previously associated with the

doc t. Th t had., of | i on, f the 1,sSyli thority’
bor spect i ve 24 gtad b GBI LT USet S PARBAVEN: | of br ovi des a
net hod f ol a ¢ivthdr dupert URE préserftlin\RtHtioRbrodteea mbtHodr BF BAEBiIHPa LeePfHs

pertaining to an identification docunment; or docunent that has an
i denti f i caffeetnan @etion avith eesipect tfeconds pertaining tavan idestificaiionddaausrenss t he

ot ol ngdt BRPREY R 158 M dPtiElR M e SERE o ABerh (ne
t el ephonevaligdtion bf ane idbhtifitatibn dssumémstelien iedlid G oindaé, ens | i nk
by a callln% line identification service, said conmmunications |ink being

est abl i she¥ hed Hneludipgrtheisteps e ser ver over a network, and 27 FEBRUARY 2007
ohy st or OGBS 4 SofbAFRLABRCORI O Y L BREE Sortd peti B
est abl i shadhetwork; @aadonds with a tel ephone nunber previously associated with
| t_he d10§ ument. transmitting an-inSfruction to effect an action with respect to records
pertaining to the document over the communications link;
| -_wherei.n the establishment of the communibations link - identifies the
telephone number from which the link is established by a calling line identification
service, the telephone number being provided to the end of said communications’
20  link connected to the verification server, and wherein the useh is only permitted to
effect an action with respect to records pertaining .to ‘the document if the
'telephone number corresponds with a telepho'ne number previbusly associated
with the document. |
The Method of the Invention from the Issuing Authority’s Pérspecti_ve '
. 25 In still a further aspect, the present invention ‘provides  a method for
enabling a user to effect an action with respect to records pertaining to an
identification document, or document that has an idéntiﬁcation function, said
action including at least validation of the identification document to allow the valid
use of same, the method including the steps of:
30 receiving credentials of the user including the telephone number from
which the user has established a communications link by a calling lfne
identification servicé, said communications link being established with a

verification server over a network, and



Preferably, a PIN is obtained fromthe user via the comuni 82FEBRYARY 70075
and authority for the user to effect an action is only provided if the PIN
obtained fromthe user corresponds with a PIN previously associated with

t he docunent and the tel ephone nunbers al so correspond. Further benefits
and advantages of the method and systeni4ccording to the present invention
W Il becone apparent in the follow ng description of a 10 preferred

enmbodi ment of t&aghorisisgithe wsept effechbCrition with GrspriaEtotha doasnentendy &r r ed

descr | pt i s HBAPROMS MyaBEE e MR GE RE i ioatalf BRI cetbishedon 15
or any of ddifedondsHithla tdlapRomNhEmbER Bravicisty hesbarareadiitfeiie dscudResit! | bed

with reference to the acconpanying draw n"%; in which: Figure 1 is a flow
chart il ustratPreferabhiteh iNaiscehtdined fromt the pserswatthei eamntunisatioaadinki gur e

o o B ALRATIANE BRURANRERT R olik e B MR TR b ¢ 1
conveni encfgomt fhe Gsdr! EMe PoRYaIWILIE 20PINE pREBORSIY edsebiBest Rt thef dédifment

invention relates to the specific exanple of a passport application, however
it will 28dthelsmdongtruinbsrstHIBEORSPASH in the art that the invention is

not limted to | Leul ar 1 th I pventi an .
appl i cant appl 5)% Wﬁrﬁ&i&f‘%ﬁé&?&&ﬁ@éﬁﬁﬁ@% ﬂﬁqﬁcgd \gﬁél ?i%%rino%&éﬂﬁ'b%%at ed

t el ephone thenprisentaaveritiorf dilfbecome fag réret| ipptendollbwing desipptiannefrianat ed
PI'N being, for exanple, a four digit nunber devised at the applicant's
choi cd0 ByprefriTediemyodiiaert afdhainventiant he application, the nunbers becone
associated with the identity docunent, which is a passport in this exanple,
in accordance with the steps 102, 104 of the flow chart 100 shown in Figure
1. 27 FEBBREEf DESCRIPTIONOR THEDPRAWINGSN has. been processed by the

I ssuing authority, the passg rt is sent to the applicant, for, exam;%_l e by
postal mail . UpQ,rprfe gqq)ter@l? cflmgnt of the invention will now be described. The -

following description should not be considered to limit the scdpe of the invention

15  orany of the preceding statements. The preferred embodiment is described with
reference to the accompanying drawings in which: _ -
‘Figure 1 is a flow chart illustrating a method according to the present
~ invention; and | _ . |
Figure 2. is a block diagram of a secure document verification system
20  according to the present invention. |

'DESC_RI‘PTION OF PREFERRED EMBODIMENT
For convenience, the following example of a preferred embodiment of the
invention relates to the specific example of a 'passport application, however it will
25 be éppreciated by those skilled in the art that the invention is not limited to this -
particular use. o
In accordance with the invention, an applicant applying for a passport
includes in the application a nomihated- te_lephone number, most preferably a
home telephone number, and a nominated PIN being, for example, a four digif
30 number devised at the applicant’s choice.
- By including these details in the application, the numbers become
associated with the identity document, which is a pasépbrt in this example, in
accordance with the steps 102, 104 of the flow chart 100 shown in Figure 1.



new docunent, the applicant uses the nom nated tel ephone toesiEaRUARR 907
communi cations l'ink, in accordance with the step 106. At the receiving end
of the 5 1ink; the calling nunber is identified 108, for exanple using a
calling line identification (CLI), calling nunber display (CND) service or
a call back service (CBS) as provided {®¥ the intervening tel ephony network.
CLI and CND are acronyns for services provided by Australian tel ephony

services and otjRen thEUAPIicaSoNiHds baue roeedseid bplthBhesvingesutheasy, tthat are
known by different nanes 10 and/or acronynms. |In any event, tel ephony

servi ces ipasaparlippent lodhetanplisant feexarple byopostal meiludépay aceipt ofithe

that provad REUFLy (A coRBRI" dseS MR B AR RebRRoie BosBRBAL cha.
The appl i gafrtmugichlieis QNP hecorlaAcs Withrtheistsp 206! Mt the récdiving eed ftthge of
15 verification. This provides at this point an identification nunber

consi s9i ndjnks the ealling mimbens ddantified 108, diogi examplei Hgingo adicgiling Ret he

denti 11 o BERioRAELYG B e T o ACAEMGa T0h Sehvict hia BEF BEER seyce
Accor di ng'é@BS')naé govidsd (9 eve Idferidiing Selephdnprmstvead VWCLhaad! CBID afre

options 0 for actions that they are able to effect with respect to the
records p&EfRIYMH JOf cSarMises neigv byr Australian telepheay servicgge andopthekanpl e,

val i dat e - o A LSkl . ' n
Lol e BRI, B eponf e AOURRSE R b A B e
sent 00t tapdidre acamyhscanin winyhewenthaelephohyeservieks dint edvelbbedr eowrtries
pertaining to the passport 25 will accordi ng{I y indicate that the passport
i's not valrepREtheward raiuce systemsnind serviaes that generate are trapsmisidnAst | t he
records w euch y! : I cer
who Ry ¢ BGI ot SLoERRatERe i YrLE By URp Rt Rufhif Sr it

val i dat ed tly lihkbasppenastablishedcannot be used by any authorised or

et °Fe PSR B BeRT Rl 1 S Bl oA et s
el ot S B R e R o
gener al | y totat ofdorcexampleBRAARYIt2d@ng 10 digits of the telephone number (including
area code) and a four digit personal identification number, offering a relatively
~ high level of security. | | | |
Accordingly, in the next step 116 the user is provided with a list of options
20 for actions that they are able to effect with respect to the records pertaining to the
. new passporf. This list may include, for example, validate a new passport; cancel
an existing passpdrt; and reinstate an existing péssport _
For security purposes, the new passport will have been sent out to the
applicant without having been validated. The records pertaining to the passpoﬁ
25  will accordingly indicate that the passport is not validated and upon any attempt
by any person to use the passport, the records will be checked by an authorised
person such as a customs officer who may then seize the passport. Thus, until
the passport has been validated by the applicant, it cannot be used by any
authorised or unauthofised person thus preventing fraudulent use of the newly
30 issued passport. '
| In the case of a new paSsport, the applicant will be required to initially
validate same and will select this option at the step of entering a selection 118.
Unauthorised perSons who may intercept the passport will generally not have



13 access to the nominated telephone and will also not kno@7tFEBRIBEC2M7ed
PIN and therefore will be unable to validate the passport. In the next step
120 the conbi nation of the tel ephone nunber and PIN are submitted to the

I ssui ng aut hority database for VEI’IfIC?éI on to ensure that they are 5
associated wth an i ssued passport tep 122, the user request I's sent to
~the issuing authority to effect the selected actlon At step 124,

confi r nat@¢sessto élﬁ%apmlrs%eéftelgabeee and IW'U’ alsor rettkney mﬁ?ea%@é!at%d Pﬂ@@u"é’st ed
~action Fp&) \mﬂl %gn%)%ettge,talﬁéd@ltﬂg ity. If the action is

successfu ect ed t'o step 126 wherein an |IVR

message 10 i s |prtheirdst step 12@th&seombmt|onmflugetéiaphmﬁeanambeoanwa%m are
successful . The met hod t hen proc ack to step 116 vvh in the user
is once aiﬁi%’ﬁ' S%@éh?&?“"!&f/? thori %tagﬁs% ri gticafin E‘Pn@"ﬁ%’@rt éie)HLeYrﬁfF
requin t ef e the
ST AU E R Sibore ACGEBY22 1R BB YR o RN

aut hor i t vispuingiatisority to eﬂectathecseléd’oed attien. 15 requested acti on was not A
successful, the nmethod proceeds to step 128 wherein, the te_I*epfgone number
and PI N previ obks¥Pslgh|g "B?“‘P'P\é)rd% TWISe Qﬁﬁlé?‘%ftﬁsftﬂ%eftf%mg giyser's

dat abase., §#§§%ﬂ”§8ﬁér¥ méheo(fffﬁaﬁrom r&p%?éj‘ﬁsglﬂngéﬁﬂh% | dent ”ac‘tnﬁﬁ s ©

passport n I'S reques e user (6)
parti cul asuccpasfuﬂpeffeutedbme frmthmmpmceedsielstefmy%@vtmremm IV message

“frau ently use., Once 20 the passpart punber has been ohtai-ned fr mthe
Lo 18, b 35 RroREEa JPoBediRer nER g i hAGREPR Wat SHacesiih RhsuB pg al so
listed i r}nhygheﬁedrééeedj%faéh%esteﬂhﬂ6 gﬁbPéiﬁ' th@%é?r@‘if‘rﬁ,‘ésa AnSp

wherei n an nessage nmay be provide e user arti charI y
pr ef er r edwidimzotiemenof optienss ilhthenusendoehaot ‘u@qunrmsasagartpeoacti@mb to betep 134

use nas. oaipleR BV CE il ke L o BY reBind SE R T oERBr i e
"seize" dat abagewlér, ifaut!stEmt DG ahé Ysdifhd Q@tﬁbhfy ﬁt‘évtdésaarwﬁi‘i%n tﬁétfﬂhel al ‘

~when the user atterrpts to use the passport. This particular ia}t&groach has
t he Bénefrequastedom@mvagestﬂ@étsuap@WUbhhemnethoérmoeeeds tustapehed wherein a

PrssPor ! uBIPeBRge rLERi AP Rrai upRlaEb AL b e e RBEE 48T, °he
unawar e t‘gsaizet dstabase. oSUbseéqhentlyy th@mdhb@m@@@éﬁs 0] étepewo wHdreipethe
" monitoring the use of the passport fo
passport number is requested from the user in order to Identlfy the particular
_passport number for which a user may be attempting to fraudulently use. Once
20 {_he'passport number has been obtained from the user, the method pkoceeds to
step 132 wherein the passport number is also listed in the “seize” database. The
method then proceeds to step 134 wherein an IVR message may be provided to
the user. In a particularly preferred embodiment of the invention, the IVR
message provided at step 134 does not provide any indicatioh to the user that the
- 25 attempted fraudulent use has been detected although the entry of the passport
number in the “seize” database will automaticaily be idehtified to a customs
official when the user attempts to use the passport. This particular approach has
the beneficial édvantage that although an attempted fraudulent use of a passport
has been identified the user is not alerted to the detection of their attempted
30 fraudulent validation of the passport and hence will be unaware that customs
officials or law enforcement officers will be monitoring the use of the passport for

the purposes of detaining the fraudulent user.
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for automating the nmethod of the invention is illustrated in Figure 2. The

~system includes the applicant users tel ephone 202 connected to a

conmmuni cations network in the formof a tel ephony network 204. By dialling

an appropriate tel ephone nunber, whichgmay be provided, for exanple, along

-~ with 5. the new passport when delivered by nmail, the user is able to
establish a tal cld ' ' id | r Vi ng -

Focati on 206, & LA 2CATRRGLENE ATGATT AN FenROR is USRI on

server 208. i fbleudystgmaincliudese the tapplicanti veersdelepbenga?@vapnnestiedntd @cl udes

itch 210 for ti ' ' 1) s, bl JTPUL | B¢ 212
For "t er m PRI eHEGHR Heworlo TL e ©rire & 4¢PoRAey SRR Ak PN SIGHEs &1 ons.
and 1 ocal a8giopriate tA8Shard nube? Wakh! M@y@eﬁ?@li’dé&ﬁ fOPBREGpld, UBAG With
verification server to a database 218 operated by the passport iSsuing

aut hor§ t ytheAinemo pgisspodvwhas  delivesedeby i roail,dthst iuser isr.ablet e estbblishory
t kK i Fi 2, t ti 21 -al be .vi the.t h
netvor k| PIERHE edngqton g, samgiyiatoph ik oo raeeiihd IBeiars 2 BBAY cat e

comuni cafelRsceiViagnBtatict there Reprdvide @l DenifidEbOsdrve OB ReIUdIfy | er net .
The conputing.neans i s progranmed to carry out the processing steps -

required interantivervsite trhspornsengateeay;rwhish inchudesusl swiith 1210farr eowting o
Figure 1. 20.A software programtherefore provides ans. for i.dentifying
the 't of epRERRIN ISy PETorBRER R cCatBRERh Sy 288 3o tEMiionRe dAFTTING |  ne
i dentq(@ i cadlistanh®Earrgifg|dut @rovesRRIg Sherations, @nddosalldatdatdragenice, as
required at step 108. The software al so provides nmeans for verifying that

the tel ephone Aufbenectissy ZdSporrs ba tapened fremepheneerifination sev/eEitet & with

nonbor - acdrtbash S Gaeted BV b BesiRi s ind BRuRREC AMoblF SERLE 1T e
| ocal st ocageeclibf. distiectsfedrviheetelaptongr nagtivork leFigure s ther comieetion 6
personal identification nunber fromthe user via the comunications |ink,

for exanpMaYbise &sevigi g telepiony: refeosk frigayirgdndiiiareativaly the caseectfitessi ng
buttofs ofp N5 ¥RYa BRBicRted BSmmunications channel, or may be via another network
~ such as the Internet. |

The computing means is programmed to carry out the processing steps
required to implement the method described previously with reference to. Figure
1. .
20 A software program thefefore provides means for identifying the telephone
- number of the telephone 202,_ for example using calling line “identification or
calling number display or a call back service, as réquired at step 108.
The software also provides means for verifying that the telephone number
‘corresponds with the telephone number associated with thé.passport_. At vsfe‘p
25 120, this may include checking the identified number against a database of all
norﬁinated telephone numbers held in the local storage 214_. ‘
| The software further provides means qu obtaining a peréonal identification
“number from the user via the communications link, for example by receiving
touch-tone signals generated by the user pressing buttohs of the key pad of the
30 telephone 202. Alternatively, the PIN may be obtained by a live operétor.
Also included in the software are means for verifying that the personal -
identification number provided by the user corresponds with the personal
identification number associated with the passport. This may be impIementéd via



30 tel ephone 202. Alternatively, the PIN may be obtai ned by2aFkBReArRpR0AT or .
Al'so included in the software are neans for verifying that the personal
identification nunber provided by the user corresponds with the personal

i denti.fication nunber associated with the passport. This may be inpl enented
via 27 FEBRUARY 2007 15 the connectiorl®16 to the database 218 of the

I ssuing authority. A request may be sent to the database to verify the
cr edent i atke conséetiamg1®to thedp fa218 phthet issuibgrauwshonity b reaurstirhay

tel ephone d n f
whet her o n?'%t ﬁ% tﬁg‘ﬁﬁ%ﬁgg %eto gé'@& % C?‘%%@%%F%Egﬁglgoﬁien H%%@Prreans
for enabl iiquntifiBatios Auniber ehbiaht teephehé AAMBAr! @ WeiBRaRE datatidy® rfeeponds
pertaining to the passport via the nmenu of choi ces presented in accordance

with st ep withean inicationtafavhethesopneithe somkinatioariswatith  a nenu of nunbered

Pl eong e’ oo R At Uk iudts iARe GRS TR o BB R B "
cor r esponefifhdredpeteto \the réb&d%%@i{hlhmpetokm\ésp@ésp’dﬁﬁvkeﬂh%pm ofThigoics®f t war e
then sends a request - to effect the selected action via the connection to

t he i ssui @ge%&nt%m agcerdeapa ydth step 1 eifhe sofwaks mmserqvmﬂ the wﬁg' \Mbﬂbt her

w i1 be appsbl ot hafbelelf oBibe o dels i WERATR derichs. WIRUESFAL Y 2, | ons
15 of t hevoleenidnunoage tiwislephene ilimkaddihei osert selobit tHes ddsiped IMnI by t he

f oregoi ng referred enbodi prent. For exar’r&1 t he met hod and system of the
i nveni® on entsringtheseiraspondinguimbera dhe tauchrtenadeys 1o the telepfioneat Ene he

docurent. obitwafe BEPGLIRIG roblEst €0 AL SRR hOR Ukl B RiBeRsR ! o0

| ong as tﬁe user 1s validated accor ephon
per sonal itltkeidsuing authority dabebyaseamhdt feewetl@suareaspirse mutdaanglwhetabr the Thi s

enables th us r t%pgr ven_ﬁ, ag%/ naut hor i s%d use of the docunent after it
is |ost of i péias; hean3ucegssibat unsucegssibhuent |y  recover ed,
the system a”dIt“@’%ﬂlh&é}I agf)réd’ﬁed ok sKiIRY |Hethé%‘?'p Hal n'i%)’ filrriat rlbgonﬁzo

Further, or alternativ secu ty measures nmay a so be intro
exarrpi@ véthé iinvarntion afe pde$lb|ef maaddﬁmmkywhatlmdiescehed rlnrtgetfueegmmg to

enter their . date of c§)| rth, and/or to enter their first nane using the
keypad. preferred embodiment. :

25

For example, the method and system of the invention may be used to
cancel a document, rather than to validate the document. In an' embodiment, the
cancellation action will be successful so long as the user is validated according to

20 the telephone number and personal identification number, and the document is
currently valid. This enables the user to prevent any unauthorised use of the
document after it is lost or stolen.” Furthermore, if the document is subsequently
recovered, the system and method of the invention may be used to revalidate it.

Further, or alternatively, security measures may also be introduced. For

25 example, verification of identification rhay include requiring the user to enter their
date of birth, and/or to enter their first name using the keypad. |

If a usér is having difficulties with the automated system, or is receiving
repeated unsuccessful responses from the issuing authority database, the system
could recognise the problem and offer to switch the user to a live operator at the

30 issuing authority office.

For users without fixed home telephone lines, the option of providing a

mobile number may be pfovided. Users may alternatively or additionally be
- permitted to provide the telephone numbers of trusted friends or relatives if.they



If a user is having difficulties with the automated system 20FEBBUAB¥@007 ng
repeat ed unsuccessful responses fromthe issuing authority database, the
system could recogni se the problemand offer to switch the user to a live:
operator at the 30 issuing authority office. For users w thout fixed hone
tel ephone lines, the option of providi nt? a nobile nunber may be provided.

Users may alternatively or additionally be permtted to provide th
t el ephone deuRdlehave pther agcasst o érﬁ!%tagi‘g F%?%ﬁqr\?enl!"?-f A_%@P?'?'? tRRIAIRe 2007

16 do not ; h ?Fa&q.%s i | i to enter
the nom r?gfrﬁﬁa@gl%g one nﬁu ere ?vvi?% éa@éﬁ%%ﬁéoﬁgp%pgd&ﬁé}rr gﬁer%ﬁgﬁg i

obt ai ni ng fiom chllinglinal ideniifidation, grbe pravidedin emastyle like senice talbe wsedabl e
the service to be used, for exanple, fromoverseas in an energency. 5 In

the parti ¢@ @¥3MpIg; HATLOWISGAY KRN BRISRGEMer seas and | osing al | of their

i dentigication A3 ' [ | f | Lgme 0 users
of thée systemlﬁggélg%%@é%{[ E’%técﬁ\}lg?gg%s %?)tr?gmg;?g%gggga rre%r?gfgg?“ ?’ggﬁ%llpfyi ng
i ndi vi dualigentifioatidn ﬁr?tt):emd:s,,thbtuwiqué ddexstifichtion Inembmryactiorded @b tusers béqui r e
individuals to renenber a tong identificatiopn, nunber conprisjn .or nore
i b iR AYBIOm (T v USedeBy iNBeeas SANSURISE (B8 PnEeaDe: o KErUHIhe

nunber, bigdiRqdake 1A isafesE)EHf, [_;;Oljvsma L%L{gjuytb@evé}'yfdﬁfﬁgmt icyrécgji.mﬁe[\f‘luoﬁjan@ such
a nunber is restricted to the PIN as the other”nunbers aré usually easy for
nost people rernembealal lon@yderdificgtioi nembenicomprisingtsd onowoe digitst dHawensast by

e Y3 ehe oo RS Wihane SR TR0 REA AT gl 2 =
i ndi vi dualf%LYMQE'FﬂNV,TWe Hﬁfg«?lﬂéﬁinl r?téFnd’i‘isfnngE%HTE HutnBeras regfgi‘é{éb fb]?fh\éGPW

identify them “As a furt nhancemnent "o ecurity procedures for inportant
docunent s as thheotbgs nembemsl aretusuallyfeasydop mesé peoplevtentéaall. nldy usingutiasl t o

For oxanpBugS bl 363 eRaR anbsSt bl BB 1 B8 bl ) s

reval i dat gvbhelas depuiRESS wiuld r£8e! [dvd Bhelialoved Cledel @R uEMfdBncOtIGH Wi se
the docunent is automatically invalidated. This would ensure that in cases

wher el déranashio Hia dentityef aibindividiea! whaeleimedtaibavaost alkdecumestsnigabr
stolen, of Wieldve BS it dm hol der | |
' As a further enhancement of security procedures for important documents,
- the system and method of the present invention may be used to implement an
.efﬁcient and cost effective periodic revalidation program. For example, document
20 holders may be required to use the system to revalidate their documents at -
regular intervals, e.g. annually, otherwise the document is autdmatically
invalidated. This would ensure that in cases where a document holder was not
aware that the document was missing or stolen, or where the document holder
has died, the period of validity during which the document may be ué_ed
25 fraudulently is limited. It would also ensure that document holders are compelled
to maintain -regulér contact with the issuing authority. I'n a particularly preferred
embodiment, a system according to the present invention places calls to owners
of documents to initiate re-validation of the document and warn the user that |
cancellation of the document is pending unless re-validation is effected.
30 Furthermore, the requirement for periodic revalidation may be
_accompani'ed by a fee, and in this case the system and method of the present

invention may be further enhanced to provide for automatic charging of the fee to



has died, the period of validity during which the docunment yayebRUARSEIOED
fraudulently is Iimted. It would al so ensure that docunent hol ders are
compelled to maintain regular contact with the issuing authority. In a
particularly preferred enbodinent, a systemaccording to the present

i nvention places calls to owners of ddZunents to initiate re-validation of
t he docunent and warn the user that cancellation of the docunent is pending

unl ess r egVighnidaictount ér eiréﬁctogfad adobit bhe:hmmanctahe sreths fesragtiuld de
periodic revalidation acconpanied by a fee, and in this case the

syst em anaumﬂim”bﬁh@ﬁﬂ@dpipébéﬁlpp"ﬁiﬁlﬂiérfﬁle@hOﬁﬁ@Cg@Umurther enhanced to

eoount or cr el drahereioifinging REtiaFehd seferrbriEHresdi myphugh o™
aut omat i cased te lrap@ed the sekaripassoviated withethepbsuencecofododuméentsahat ary

enmbodi nrent, the nethod and Siégtem of the present inventionis used to
i nprovie t Heed derpthey %@6@6’% 8 havenan H@enté"ga@méuraﬁtl%fma@@ ﬁat”e&’re 5

used 1or BB BN IE Sl et YRR 'hFRighoThd WIRHCByoBR SHETRL e,

I’IEW credi car S are ge era sent to users

“if i nt eint@pbptéd, tthe cad dmeagybddrdudalshilyenddd, UBgl. |sT¢aracmlar|pathél cagear | y
the case where the card has a portion for a users signature which is bl ank

at the powherethe cawibaga. pastion doi adisery sigpatire dpiel s Rlankaaldiedrrintigkr can -

sinmply si r n mg ng the
card to a%’glééﬁ&? ?B{SUIJ&% ﬂ’olngée@g ? %%%%Héﬁa%%%uéé? Wg%‘? S "have been
made 1® rpodioa With mmsjsbrslmarmef ahd acginimente usihgrtheptarh. tanabcese tife

docunents sych as credit grds by requiring users to activate the card by
cal ling alf98[mRats: W"%ﬁ&r‘ffﬁ AU sone personal detail. 15 However, the call

to the, oper at onERprbenalacelof T Aol FLERRO ORI defafrlf;uamamred

about the legitimate user is usu y relatively ea to obtain from
publicly mmeatrrbm andcusel of (darunnénts sutht a3 .credit wards by negaoing seersf toom t he
foregoing [ ihvention’

i,ption, nmet hod , and t of the se
o used | OREGEncHY BRI ol pPgR o creRRViITG i, BESSrdurelar ds or
cash 1 cegpwedbfsthet £4I € e dperatdr frhay be bﬁEé@Vf%fﬁnény‘ﬁtéIBRHSﬁé)%fd itfp the
| evel of confidence on the part of the issui nﬁ authority that the card
detail required about the legitimate user is usually relatively easy to obtain from
‘publicly available records (eg. birth date).
As will be recognised fro_m the foregoing description, when the method and
system of the present invention is used in relation to the issuance of documents
20 such as credit cards or cash access cards, there is a significant improvement with
respect to the level of confidence on the part of the issuing authority that the card

has been activated by the intended recipient. -



has been activated by the intended recipient. 27 FEBRUARY 20®F&BriARVHD07
CLAI M5 DEFI NI NG THE | NVENTI ON ARE AS FOLLOAS: 1. A nethod for enabling a
user to effect an action with respect to records pertaining to an

i dentification docunent,.or docunent that has an identification 5 function,
said action including at |east validathgn of the identification docunent to
allow the valid use of sane, the nmethod including the steps of: associating

a. t el ephofRENYTRRLS WEANING PAEINFENTIJIPARESASHORIDIVE ng a communi cat i ons

l'ink over ane veritication server connected to the network
wherein during the step of 10 establishing the Iink, the tel ephone nunber
fromwhich the, user is,calling is identified by.a calling |ine

“identifi _c{;t i or(\_s'BP{hoé’efmteH@WgQiﬁ HEgE ffb_ﬁhgetr 98 C@'BPiW'I}UT ﬁ%gﬁ%it ORECHS ephone
nurber V"';Séhéﬂﬁwghtot 4R ig%ﬁt‘?ﬂﬂé’ﬁbﬁaddd&ﬂ%dt,' BK dogsmRALhAaShad ahskedtifitiops ponds
Wwth the tel ephGne nunber associated wth the docunent; and 15 enabling the
user tho diuhetion,asaidcction indlutdingeatjeast validatien péthe identiicatminmmdocument tohe
docunent ly . if the verificatjon i ucgessfuyl. 2. A method according to
a1 ialad e ataman e oededircadBadhe sféns o per sona |
i dentificati O”amfn\g’g idlepRthRGHBBANitR e d8GRREHENt to verifying 20 that
t he tel ephone nunber Wi th which the communications I'i nk has been established

corresponds withie tiser tedtablishirg naintemmasiations elihkviavier t aenetroarknaith, a

i ving a.per.sonal identificati mber from the. user. | bl |
he” user NTERHER! Saeho prneciRt i (o et MTeich, GG e slemy @o t he-
docurnt’ dtabliNgth! K I1Ae icteptiéheeRaitr s \WRICASMEON3Lr ilealing! At on

number 25 received fromthe user corresponds wth the persona _
i dent i fi ddentfiechbypeallingslinscidgntiicationtservieedocurment . 3. A net hod accordi ng

tocurent | nunpeiew iEEh Sefyer et tub et B umbbE R AR L  he °
t el ephonecaimpications Wk ciiad NseeroEstiblishéd obGrrédpundsasithe e eladonghed

corresponds with the tel ephone nunber associated with the docunent,
recei vi ngténbecassaaiatad v therdppumanti@rd and only enabling the

- 15 “enabling the user to effect an action with respect to the records pertaining
to the document only if the verification is successful. -

2. A métho_d according to claim 1 including the additional step of associating

a personal identification number with the document and subsequent to verifying

20 that the telephone number with which the communications link has been
| established corresponds with the telephone number associated “with the

| document, receiving a personal identification number from the user and ohly
enabling‘the user to effect an action'With respect to the records pertaining to the
document if the verification is s_dcce_ssful and the pe_rsonall identification number

25 received from the user corrésponds with the personal identification number

associated with the document.

3. A method according.to either claim 1 or claim 2 including the additional
step of associating a document number with the document and subsequent to
30 verifying that the telephone number with which the communications fink has been
_esta'blished corresponds with the telephone number aSsoci_ated with the
document, receiving a document number from the user and only enabling the

user to effect an action with respect to the records pertaining to the document if



user to effect
docunent if 27

docunent -number

an action with respect to the records pertai Al REBREARKZ007
FEBRUARY 2007 19 the verification is successful and the
recei ved fromthe user corresponds to the docunent number:

associated with the docunent. A rretdﬂod according to any one of clains 1

to 3, whereint

he calling |i ne [ dent [ f1i cation service includes

di tial | b d th
Chor o’ s Tarication fsoSuectesi Hek B 3SHmEn: nimBEr Beeifed fiooy e 3Er oo
user duri @Grrbgﬁor‘ldB 1d Ak dRUMM ruifberdissbtiafid With 8RS ¥8Euméht. 5. A met hod

according to c

aim4 wherein during the step of establishing-the link, the

t el ephone nunber from which the user is calling is provided to the server

15 by the user,
tenporary code
code, ghe veri

the verification server subsequently providing to the user a
during the initial call and having provided the tenporary
fication server disconnecting the initial. call and placing a

call tot
t enporary
consi deri
accordlng
identific

communi cations. link that provides the tel ephone nunber with which the

he tel ephone nunber provided by the user and requesting the
4code Aametived yacaprsling teaalymneodt claims dr toedt \Amengnrtaewaﬂmgehne

RSRS8O BB RRS o I REGBYBl ™

aldMNotABMISE? WHESTEHIPR dACK) tV\tarlﬁse?l i$based upsh AFdrmAgon obtained

comuni cafrognthe usRr dagngtheninitied calbbta Bieecerifiggtion servest hod according to any
e preceding clains including the step of the issuing authority of
t obtaining the tel ephone nunber of a user ~at the tine the user

or a docunment thus enabling the issuing authority to associate the
ephone nunber with the docunent. 30 8. A nethod according to any

one oL th
a doc n
applies f
users tel
one of cl
docunent

applies t

15

20

aims 1 to 7 including the step of the issuing authority of a

80t 2l W ARURSS 800Gk APkPLfy O WhORIN ARG ind Uied bFEciobIE

0 the'issuing au ocunen
link, the telephone number from which the user is callmg is provided to the server

by the user, the verification server subsequently providing to the user a temporary
code during the initial call and having 'provided the temporary code, the
verification server discohnecting the initial call and placing a call to the telephone
number provided by the user and requesting the temporary code and only upon
receipt of the correct temporary code considering successful line identif.icétion to

have occurred.

6. A method acéording to any one of claims 1 to 3, wherein the calling line

identification service includes receiving a signal across the communications. link

 that provides the telephone number with which the communications link has been

established.

25

30

7. A method according to any one of the preceding claims including the step
of the issuing authority of a document obtaining the telephone number of a user
at the time the user applies for a document thus enabling the issuing authority to

associate the user's t_el_ephohe number with the document.

8. A method according to any one of claims 1 to 7 including the step of the
issuing authority of a document obtaining personal details of the user at the time

_ the user applies to the issuing authority for the document and from those personal

F Ot ose P rsonal

hod



27 FEBRUARY 2007- 20 details the issuing authority establi ViFepruArRY 2{Hone
nunber for the user thus enabling the issuing authority to associate a.

t el ephone nunber with the docunent. 5 9. A method according to any one of

- the preceding clains wherein the telephone nunber associated with the
docunent corresponds to a user's home 20el ephone nunber. 10. A net hod
according to any one of clains 1 to 9 wherein the tel ephone 10 nunber

associ at efetaild the isbuingranthority @stettishingoditelephehe plumisemforbibie. uddr. thasnet hod
according to any one of clainms 1 to 9 wherein the tel ephone. nunper

associ at @Naklipg” heydsawipat aiug"oof'%s@r'3§SBG§F%£-stef‘%ﬂh§’&%rné"WﬁﬁfbéY'. t8e12. A
nmet hod actgﬁtﬂrilcﬂ'ﬂ to any one of clains 1 to 9 wherein the tel ephone nunber
associated wth the docurment is a tel ephone nunmber corresponding to a
trusted friend or relative of a user. 13. A nmethod according to any one of

the preceding clains jncludjng the step 20 of the jssujng authority of a
docun®nt ®bt ai'?ﬁi’ﬁ&trh’dp@%%démggiteeﬁw fqr\,eaP?dhe nRASSEAINGr FRIMSE W @Fe‘%tt}'/‘?he time

the user g hgﬁg Aifinb8Cabsuiaied-with' i UbbumbAf cgﬁrgg,ganﬂg@gﬁoeasqsgegsﬁh phod

~according 10 one of preceding clarns 1 n of" the

i ssui ng asldphoneynuniiber. document sel ecting a personal identification nunber
25 for a user and communi cating sane to the user indepéendently of the

transm ssion -of the docunment. 15. A nethod according to either claim2 or 3

i ncludin he gt r N, r i tihki i nunber
associ atg1 Wi t'f\ rﬁﬁt&%&j %(gtgourﬁe tt.0 %gﬁ%ﬂe %f Er:r@?ﬂggl gﬁgc@g{p’gi‘eﬂ%ﬁttgéaﬁ?dgﬁgeof t he
pr ecd@i nghurhbémassgci@ted mwithne decwpent is aessaals! mebileteleplamamuwinbat.i ons | i nk

i ncludes the user dialling a tel ephone nunber that connects the users

tel ephone to the verification server. 27 FEBRUARY 2007 21 17. A nethod

accordingi{ 0 aQYmeMddChcddi8ing" &‘Féﬁj{ heCoREBRINS NCtd! D Whetdlf thbefelepMone
recording details relating t0 an attenpt to effect an action wth respect to
number associated with a document is a user’s business telephone number.

| 156 12. A mefhod.according to any one of claims 1 to 9 wherein the telephone
number associated with the document is a teI'eph‘bné number corresponding to a
trusted friend or relative of a user.

13. A method according to any one of the pfet:eding claims induding the step
20 of the issuing authority of a document obtaining a personal identification number
“from a user at the time the user applies to the issuing-authority for a document.

14. A method according to any one of the .preceding claims including the step
- of the issuing authority of a document selecting a personal identification number
25 for a user and communicating same to the user independently of the transmission

of the docume_nt.

15. A method according to either claim 2 or 3 including the step of the user
changing the personal identification number associéted with their document.
30
16. A method according to any ohe'of the preceding claims wherein the step of
~ establishing a communications link includes the user dialling a telephone number

that connects the user's telephone to the vériﬁcation server.



records pertaining to an identification docunment or docurrer%t”{%U%zan 5
identification function in the event that verification is unsuccessful. 18.
A met hod according to claim17 including the step of the issuing authority
receiving a report of a failed verification attenpt thus enabling the
issuing authority to take appropriat e2dction with respect to the rel evant
docunent for 10 which an action was attenpted to be effected. 19. A nethod
according to any one of the preceding clains wherein the action that is

ef fect ed yy ! h AesRREl LOdARETEBRAHLAIHkAead S (g hegpyrent or

docunent { as -an |1 Catl UI’]C ron 1n S one or re (0]

f ol I ow ngof ré&:rdH@Cdéidllsgreldtmgdmlalmeattempt to edffest adri mgtivhewitlh cespeadt. to20. A
nmet hod according to any one of the preceding clains incl udla(r;tg the step of
d

transmit tfa¢9res Rt 1 ah lﬂﬂrﬂ@’m@ar\re@?tﬁn@n& ali dacumentidhahias an’
I niti ? | yldeflaﬁéé}}f{l?\gnfu%tfl&{ inthe: e[v%flt tl'ét ﬁﬂ%qlgﬂqgﬂﬁgb?%ests%lany one of the
ng c¢lalns

pr ecedi €ln an €én e en I'Ssuing authority of

a docunent receives calls fron1users seeklng to effect an action with

respect to the records pertalnln docunent 25 the nethod including the
rcgq"imﬁ'h'

addi t i onal8st ef Bethadeacsarding to “‘ﬂ@d'ﬂﬁéh@@t%ﬁéﬁ'&e IssyiRgeRUBRENOr  any
other inf FHC{éﬁﬁﬁ@erl Bﬂeofsasqéf%b%ﬁ'meéﬁ&ﬁ’ ﬂtegglsX'eﬁ%Pﬁ@% t'h@dhcsg H%n as

t o whet her catl on ha een success accor
claim 21 authouti tg take @qbdmpnaieaéctmhemtbfrespectetu they reldantedecumeagt dor equest

to effect an actlonfrom n ing said request to the issuing
aut hotd ¢ yW Sﬁiﬁ' 3n.aekion wgsa 5333%911%[) P%?F{Q‘i'e i ssuing authority indicating
whet her or not the attenpt to effect the action has been successful or

ot herwi se. 27 FEBRUARY 2007 22 23. A systemfor enabling a user to effect
an action19it hArraetlrmdtaaamrdiagdo@my qrer ofdheiprgceding claincsnwhérneiratieoactiboc unent |

d t.th d t t f t t | udi t
east var Tk aredEa Al (<ERel K Eloraheabeiia o n Heatiegom dobinplt ke of
sanme, thedgifrhem thath4s aRgderftifRafiéh vm{dﬁonwhms ¥hé oF nidie of38E fdiowiny:e to

establish a communications link; a calling [ine identification service for
i dent®i& i cat i oncancelling thel dasuomentreinber

reinstating the document.

20. A method according to any one of the preceding claims including t_he step
of transmitting a document to an intended recipient with the document initially
20 invalid for use.

21. A method according to any one of the preceding claims wherein an entity
independent of the issiJing authority of a document receives calls from users
seeking to effect an action with respect to the records pertaining to a document

25 the method including the additional step of the entity transmitting the telephohe
number and/or any other information to the issuing authority and receiving an
indication as to whether the verification has been successful.

22 A method according to claim 21 including the additional step of the entity
30 receiving a request to effect an action from a user, transmitting said request to the
issuing authority and receiving a response from the issuing authority indicating

whether or not the attempt to effect the action has been successful or otherwise.



with which a comunications link is established; a verifica27SEBBEARER2007
connected to the network for verifying that said tel ephone nunber
corresponds with a telephone nunber associated with the 10 docunent; and
means for -enabling the user to effect 22 action wth respect to records
pertaining to the docunment only upon s@€cessful verification that the

t el eph iated. . wth the,d t 1d i,th the ..
t o1 ephoneZunbar SYSEB (A" FrEbIY ‘2 HEOH I BERCLAR (AN R RES R 1o %N

link was ?éhaiﬁmgs kedn idanffcatidbnsySdupreitobr dabhiend tRatuRgs droidintiféatic
action with respect to records pertaining to an identification docunent, or

docurent furetiohasaidradtiosrin¢lidingt atdeasts validatiom of $he Wendificalion decumenytant

| east validati,on of,the fdenti i cation.d c&lment to allowthe valid use of
e, cﬁu ]

sane, the2dQ¥{Revalidupe gl RgneoBeSYSERINAUING: hi n whi ch the user is able to

establg sh a CORTHEMEA Within Whith: thediseRls Al t b8RbIiSE Blddmw@hicatiofis A, T or
determ ning the tel ephone nunber wth which the communications |ink has
been est abl i shadalingline ideatifidasionservies farddendtfication of thestelrphaneknyrober

verifying that, .the teleph punber with, whj ch the communi cations |ink has
been estaWI'_tBMHah%ﬁ?@wﬁggﬁﬁ'ﬁ%Enws_t??\i\%gl_fsg\fgaphpne nunber associated with the
docunent; wher gi Qefiftaationl seR@r | dimeclRNto f theahbMbrREfStS vERfRig/ aRatt Raidcal | i ng

nunber fromthe user and provides the user with a tenporary code, the
cal | i ng | felephange munthes agareespesgsswith n telepbone dutmber eissociated sithcte

pl aceg by r.and placing a call to the tel ephone nunber provided by
t he d@%r gégﬁpgéﬁég@ing the 30 tenporary code fromthe user; and the

systems al so i rdandi fog eTRdlingfthe eserbiol effedthsn wehion twitrerégedctan webrdy Wi th
respect to records pertaining to the docunent only on successf ul

ver | ficat PeHanMg 1o the:HoEHmERt Al PO SYBResHWvaRicAtion dhathen taiephone
E \ T 2 1 i i fi b h
cor r espondy p, FEBRUARY a7ing?dodirhbnd Himd HARRAN R RHANEeck SRt AdrhBE: BY ¢ he

calling line rdentl 'on nmeans as _
comuni caldentified askheaamier alith whietl thy comorinitatiohstlink waestablistiehmpor ary
code 1f§ om t-he user. ' _
24, A systém for enabling a user to effect an. action with respect to records
_pertaining to an identification document, or document that has an identiﬁc'ation,
function, said action including at least_ validation of the identification document to
allow the valid use of same, the system including:
20 a network, withih which the user is able to establish a communications fink;
a calling line identification means for determining the telephohé number
with which the communications link has been established-; |
~ a verification server connected to the network for \)erifying that the
telephone number with which the communications link has been established
25  corresponds with a telephone nurhber associated with the dodument; |
wherein the calling line identification means receives the calling number
from the user ahd provides' the user with a temporary code, the calling line
identification means then disconnectihg the initial call placed by the user and
placing a call to the telephone number provided by the user and requesting the
30 temporary code from the user; and
the systems also including means for enabling the user to effect an action
with respect to records pertaining to the document only upon' successful
verification that a telephone number associated with the document corresponds



5 25. A systemaccording to claim23 wherein the calling |ineprgaiiddy 2Ri7 on
service is provided by a conputing neans that receives a signal transmtted
across the comunications |link that provides the tel ephone nunber from which
t he conmuni cations |ink has been establi,shed. 10 26. A system according to

any one of clainms 23 to claim25 including a neans for obtaining a personal

i dentificatio fr n..th i cat | e a ans
for vert f o pnerios e AeBb REny ke cthe SHMRHOMBEN SBRaridl P eRe
user corr gspendsber with svhieh stnabmnslenitatiorsainkowas webatslisheden et of the
associated with the docunent. 15 27. A system according to any one of clains
23 to 25 WREEEt Hernperary §aAaATAathi®HEel. i nk est abl i shed by the user connects
the users tel ephone to the verification server. 20 28. A system according
to claim27 wherein the verification server includes an interactive voice

responSe @i ewady dystsmeaaddrdig ttbeclairst ZInwioenirorthe osking iy idemtifieation
information and receive that information in response to the pronpts. 29. A

syst em acESIFRJStRIONKIPdoRY B CRTRHTIRG 7BeaRS HBANRGAIVSS EnEIona tFansalilted 25
server | ”?oﬁtﬁoggm%g@ﬁ ﬁhl@'tﬂé’t ;Sr%QRfegsth'e”@géj?r\ncgﬂat h@k\%%?cmﬁn WHIBRT S

associ ate e purpose of verl € originating
t el ephone thagobengnicatiomlimi hgs beemestatdisheds | i nk connections. 30. A system
according to any one of clainms 23 to 29 wherein the verification 30 server

is operable to create an el ectronic connection with a database mai ntained

by an4pssyighg f)%ggt%igﬁ xc@érdﬂngﬂﬂfgﬁﬁghe o%uaﬁa%?gﬁﬁfc%%bs u?tﬂm%é S¥ahem

according to clai wherei n t he ans for ying that said tel ephone
nunber corforspbtaisingi teh pleesardl e ptentdicatiohe mumsiserci kioed @i tusert hevedodbeent

and the neans for verifyin hat sai d . personal i.dengification.nunher,. .

cor r espongomipnicatiEs dBafnd demee 40 eI Ui ieo PR R dpe T ERtion
docu_rrent . %Unﬁﬁé#&ﬁéirfé@lmﬁ&h@themwr@ﬁ*ﬂe@%ﬁd@mh?@béré@&R%htﬁicé%‘rﬁ‘ﬂgﬁrib‘é'ﬁ to
the issuing authority database to request verification that the tel ephone

nunber i défevipely asspeiptethwithatheidagumend. | dentificati on means or service and
t he p%sonal identification

27. A system according to any one of claims 23 to 25 wherein the
communications link established by the user connects the users telephone to the

verification server.

20 28. A system according to claim 27 wherein the verification server includes an
interactive voice response gateway thus enabling the system to prompt users for

relevant information and receive that information in response to the prompts.

29. A system according to any one of claims 23 to 28 wherein the verification
25 server includes a database containing records including telephone numbers
associated with documents for the purpose of verifying the originating telephone

numbers of incoming communications link connections.

30. A system according to any one of claims 23 to 29 wherein the verification
30 server is operable to create an electronic connection with a database maintained

by an issuing authority of a document.



number obt ai ned over the communications |ink corresponds wi 2hFEBRUABNZEPT
associated with the docunent according to the issuing authority's database.
10 32. A systemaccording to claim31 wherein the conmputer program code is
further operable to receive a response 2dom an issuing authority's database
i ndi cati ng whet her the tel ephone nunber and personal identification nunbers

obt ai ned f31om aA wysteraracooadiing torclaimva@0 dwhbbeid3theAnrsaestseforaideantiimytha any
one of clains 23 to 32 wherein the means for enabling the user to effect an

action i ncjaidide'epbRpRIMUMBROEREATRASIAS wﬁertaﬁﬁe'emonﬁr@wa@rasageat% Whha
menu of ”%ﬁ'@‘%fq%ﬁﬂ?é?g?%’asthh%éﬁﬁﬁ?& \?eY@ hg fa‘i p%?éoné'fﬁ’d%;flcéuéé{%%er
O Cclalm esen

accordi ng wherel n the nen to a user Is presented by

a synt hesicerbsponde,withe p@gpnabldeptmxgﬁmm cwdbef astbeinteapeitaithe dcﬂ:unwrabl e
t he user to effect the desired act;jon ent eri n% a nunber carresponding to

the desi r dBCHEEP SPMBRUIEEINERETATR cefﬂetw BBl 150 OPETIca RROREIBR OB BRUIRG
Lel ephone aIRBChataBasd o, ot SAAESAGTIRG U toiBbAbAY MIRDE} Mdritfied

conput er progr decrs Orur operable to esta a connéection wth an
i ssui ng aLfrcbmrtheycaﬂm@dtrwomisetlfleatd)m metanammetvuae laequbetpetreoezﬁlfldentlfmtiant| on

| ted t. d dat ab t
Soerobra et ChiAined davrsolis PoamHEdS, ?HE” Srediatdls WP gepudtbe

| ndi cat | e MRl WiRANBIdReritBcBbidiid 1d fife REbid §r| Bata%'é%eSSfU' or
ot herw se. 27 FEBRUARY 2007 25 36. A t ho a user to effect

an actlOon with respect to records perta| ni ng to an |dent| fication docurrent,

or docune th ha an |de Ilf {a nc r\? sai d ugcti on i ncl ug g

| east val i i rﬂea(f(i?e 'tngf 08 B Y dgﬂﬁf@ % COMRYGF PRAOGRT 9968 of
sane, the fnﬁhepd:perglslbueb ngcéiNe éh%l%%oﬁ&e Resialhi e@ungg AT @éfdb%@é link
with a verification server connected a network; and transmtting a

i nstruct i dRdicatieg fweethgn thet iedephanen nﬂ@@nﬁécancﬂ dpereenaldigentification numbers
obtained from a user are valid or invalid.

15
33. A system according to any one of claims 23 to 32 wherein the means for
enabling the user to effect an action includes computer program code operable to

provide a user with a menu of numbered options to access available actions.

20 34. A system according to claim 33 wherein the menu presented to a user is
presented by a synthesised voice, the computer program code further operable to
enable the user to effect the desired action by entering a number corresponding
to the desired action by selection of the appropriate touch-tone key of a telephone
handset.

25 ’

35. A system according to claim 34 wherein the computer program code is
further operable to establish a connection with an issuing authority’'s database
and to transmit a request to effect an action selected by a user to said database,
said computer program code also operable to receive a response from the issuing
30 authority database indicating whether the attempt to effect the action has been

successful or otherwise.



pertaining to the docunent over the conmunications |ink; wherRgiFEBRUARY 2007
est abl i shnent of the communications link identifies the telephone nunber
fromwhich the link is established by a calling line identification
service, the tel ephone nunber being provided to the end of said
comuni cations |ink connected to the %@rification server, and wherein the
user is on%g permtted to effect an action with respect to records

' 0

pertai ni ng& o thaneiordifasrrnabiingife useef® gesiamanting Witbriesppeini@sarPids a
tel ephone ﬁaﬁéﬂﬁﬁg RS 2 @%ﬁé;fvca%ﬁ%&ﬁn%t, o gechhg?tdm%y M88tan }entificaRihod

according 'to cla erein a personal entification nunber is also
associ at edumgtidm, saidoaatiosrinclutiimgraitibast validétic ofgthe Hdentidigation dabumesptoof

over "t ne DoRRREH v e Hrhr BRam B MRl SR Tt ons to efTect
an action to astablishihg teheornramigatione dink avithoa akrificitionhi Jereat cameatster

corresponds to the personal identification nunber previously associated
with the doBebMORE ands A nethod for enabling a user to effect an action with

respect 1o recqhannd AhiiRdtrudivndtb BBt ahi S&IdnOWItHO FelPRIM 1to OfecBRBUMENT

that has an identification function, said action including at |east
val i dat i orpestaining ta dherfioctment pyer hecammunications|liol: t he val id use of sane,

the method i nclydlg yhe shaBRrflentest ahb! ShhfBnR-EQMUMICALARRS! gk with a
verification server connectéd to a networKk; e user providing credentials
i ncl udi ng telephbteré epmbeefroomnivbichfthedinkiis establishedusyea chlisg diat dddritdibatibnt he

communi cations Ijin the user ,credenti al. i rovided to a cal.ling |ine
Coent it ocasfiRe ohP felebhShd 3SinuRf BRI piudeal i SASP SR uRunRatons i ng
the user jpkidonAettetRO R Vekfdtion Gepis, sid HheRIMHY G88rii9RBly peHeitted toFEBRUARY
2007 26 the callln% | i ne identification service disconnecting

h
previ ous| yef@&t i} iSHeR W@bnﬁ%ﬁ?%*aﬁ‘? o"ﬁ§°'ldiSnRe‘3ﬂB'”§sit%Hf‘PsHpgﬁﬁnﬁﬂéﬂfﬁg}e
conmmuni Cattb%‘ﬁﬁohé THGniBer ra!o%lspanas GAHH at8) gﬁgﬁ% F%Ebﬁieé’?%éviBHE'igﬁédss%@Kédd.ed. by

the user and requesting the tenporary co user; aut hori si ng
t he user twithethieedacumenacti on with respect to the docunent only upon
successful verification that a tel ephone nunber associated with the docunent

37. A method according to claim 36 wherein a personal identification number
is also associated with a document the method including the additional step of
obtaining a personal identification number from a user and transmitting same over
the communications link and only aliowing the instructions to effect an action to
occur if the transmitted personal identificaton number corresponds to the
personal identification number previously associated with the document.

38. A method for enabling a user to effect an action with respect to records pertaining
to an identification document, or document that has an identification function, said
action including at least validation of the identification document to allow the valid use
of same, the method including the steps of:

establishing a communications link with a verification server connected to a
network;

the user providing credentials including the telephone number from which the
user has established the communications link, the user credentials being provided to a
calling line identification service, the calling line identification service providing the

user with a temporary code across said communications link;



corresponds with the tel ephone nunber identified by the cal 27 KEBRUABY 2007
identification neans as the nunber with which the communications |ink was
established said identification occurring by receipt of the correct
tenmporary code fromthe user. 39.. A n@6hod according to claim 38 including
the additional step of associating a personal I dentification nunber with a

docurent and qBt SiHpdidd AL HEA ryiOY SlepbiReAAMBNGRRI GRS clliinay

personal identificatFon nunber an FectI ng anfactio reques
user whercommumpeatioos tihk iade establidhirg mmthun rhmmumitatione tink by qxhacnﬂ[gea aaleto

correspon h the erson I,dentification nunber reV|ou associ at ed
Wt ¢ he o EFRARE RDSTSIONER GB THoHSS A FGUE e EraTE el S 4% 1 on
Wi th respget .h® records pertaining to an identifi cat i on docunent, or

docunent that has an identification function, said action incl ud| ng at
| east val i dat iawthosisingttbe usctemtefch‘cam actmrdwuhl mespectt to thaldoowmenteoninbpeh use of

d t t bl hi . cati i nk
oith o vePPRRaL  RTeD S o S EBR R mo D PR atln i Theh SePeRhe st op
of est abl dosiggds it itk ¢el@pl§0’i‘1le| huigods] RentifiddeBy | hé CAllIRNIAPABMIRERIY S ( he

calling nunber fromthe user and provides the “user with a tenporary code;
di sconneon¢ang. ast lilee cwmbeniwisgh i witish : the ndonamunicatinme glieln twase estgblished stabnt - of

cal 1 ng TG ER e R LB S PoEa cOb ORIt Bor revel ved
frlolm_the user and requesting the pre;n ously provided tenporary code; the
cuccessrtt eshdbpradEfie SRR R b e s R UiobRel HsRMARBARG ¢om

a config mRdssnabientificitien eXgbert Wath & bduenest any @&é?ﬁn?rfﬁb’md@fé aser
subsequently recei ved match; 27 FEBRUARY 2007 27 the verification server

then veroveyithg eammunicatiasiselimoaeargabal identfisatinre pumbies ancbpnbysefiestinghed:

*assoct anhaGfOR THOHEEEERY < Lier ERERIRRP Ao bt e itRat Fh FRPAIE AR

respect ﬂr@Ptlth’e rmr@brr@gpsdﬁdmm the pdreodaic idamificatiby miimbee prexiolispat i on .
is successfu
* associated with the document.

40. A .method for enabling a user to effect an action with respect to. records
pertaining to -an identification document, or document that has -an identification
function, said action including at least validation of the. identification document to
-allow the valid use o’f same, the method including the steps of:
- ‘establishing.a communications link with a verification server connected to
a' network, wherein “during the step of establishing the link,: a calling line
identification-means receives the calling number from the user and provides the
user with a temporary code;
disconnecting the communications link and subsequent re-establishment
of the communications link between the verification server.and user by the calling
line identification means placing a call to the number received from the user and
requesting the previously provided temporary code;
the calling line identification means confirming to the verification server
. successful establishment of a communications link with the user calling from a
confirmed number in the event that the temporary codes provided and

sUbsequently received match;



41. A systemor nethod according to any one of the precedi ng7 FEBRHBRXZEPEi n
t he docunent has its own identification nmeans and i ncl udes any one or nore
of the follow ng: Passport; Credit Card; Cash Access Card; EFTPCS Card,;
Transaction Card; Pilots License; Dgner's License; Health Care Card;
Boat License; or Area access Card. 42; A nethod according to any one of

clains 1, 36, 438,98 40: ' ' |
claire L 30 yibvaindlion sl SbiisindltiEnaBet abe et Bef i
cl ai m 23her udeai es?aﬁbhsbbdt dme i mlitigl asmnmemieatidresd olirgk desreespradiswi with r #ieer ence
to the aci: rﬂ)réyln% ures
elephione nu ber ssomated with a document; and
enabling the user to effect an action with respect to the records pertaining
to the document only if the verification is successful.

41. - A system-or method according to any one of the preceding claims wherein
‘the document has. its own identification means and includes any one or more of
the following:

Passport;

Credit Card;

Cash Access Card;

EFTPOS Card;

Transaction Card;

Pilots License;

Driver's License;

Health Care Card;

Boat License; or

Area access Card.

' 42, . .A method according to -any one of claims 1, 36, 38 or 40 substantially as
hereinbefore described with reference to the accompanying figures.

43. A system according to either claim .23 or claim 24 substantially as
hereinbefore described with reference to the-accompanying figures..



