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DESCRIPTION
Title of Invention
INFORMATION PROCESSING DEVICE, FACE AUTHENTICATION SYSTEM,

AND INFORMATION PROCESSING METHOD

Technical Field
[0001] The present disclosure relates to an inébion processing apparatus, a face

authentication system, and an information processiathod.

Background Art

[0002] Atechnigue of managing, by face authetitice entry and exit of a person passing
through a gate installed in a station, an airportthe like is known. Patent Literature
(hereinafter, referred to as “PTL”) 1 disclosegehhique for realizing smooth passage of a
person through a gate. In the technique of PTd_féature value of a subject in a captured
image of a region of the gate prior to passagexieeted, and collation judgement is
performed based on collation information (sucm&srmation about the feature value of the
person) registered in advance and the estimat&hdes between the person approaching the

gate and the gate.

Citation List
Patent Literature
[0003]

PTL1

Japanese Patent Application Laid-Open No. 2019-6833
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[0004] Since the time period for a person to passugh the gate is about several seconds,
processing in a short time is expected when a pgrassing through the gate is collated (or
authenticated) using a face image.

[0005] Non-limiting examples of the present distige contribute to providing an
information processing apparatus, a face authdimicasystem, and an information
processing method capable of improving the prongssgieed of collation using a face image
of a person passing through a particular regiorh sag a gate (hereinafter, sometimes
abbreviated as “face image collation” or “face imagithentication”).

[0006] An information processing apparatus acegdp an embodiment of the present
disclosure includes: an obtainer that obtains aagamof a person who is able to board a
vehicle that is to move from a first point to a@ed point, the image being captured at the
first point; and a processor that determines a candidate for a person who is capable of
reaching the second point by the vehicle and wisalgected to face collation at the second
point, the determining being based on informatioradace image included in the image.
[0007] Aface authentication system accordingn@mbodiment of the present disclosure
includes: a camera that, at a first point, captaresnage of a person who is able to board a
vehicle that is to move from the first point toexendpoint; and an information processing
apparatus that obtains the image captured by timerea and determines a candidate for a
person who is capable of reaching the second pyilhe vehicle and who is subjected to
face collation at the second point, the determirbegng based on information on a face
image included in the image.

[0008] An information processing method accordingan embodiment of the present
disclosure obtains an image of a person who istabb®ard a vehicle that is to move from
a first point to a secongbint, the image being captured at the first point; and determines a
candidate for a person who is capable of reacliagécond point by the vehicle and who

Is subjected to face collation at the second ptietdetermining being based on information
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on a face image included in the image.

[0009] It should be noted that general or spe@afitbodiments may be implemented as a
system, an apparatus, a method, an integratedtca@omputer program, a storage medium,
or any selective combination thereof.

[0010] According to an embodiment of the presestidsure, it is possible to improve the
processing speed of the face image collation ofragn who passes through a particular
region.

[0011] Additional benefits and advantages of tiszldsed exemplary embodiments will
become apparent from the specification and drawind$e benefits and/or advantages may
be individually obtained by the various embodimeantd features of the specification and
drawings, which need not all be provided in oraepbtain one or more of such benefits

and/or advantages.

Brief Description of Drawings
[0012]

FIG. 1 is a diagram illustrating an outline of é&ions of a face authentication system
according tahe present disclosure;

FIG. 2 is a diagram illustrating a configuratiorample of a face authentication
system according to Embodiment 1

FIG. 3 is a diagram illustrating an exemplary keate configuration of a face
authentication server and an enfiaye authentication apparatus;

FIG. 4 is a diagram illustrating an exemplary fumgal configuration of the face
authentication server and a gate according to Emimtd 1

FIG. 5 is a flowchart for explaining an exemplaperation of the face authentication
system according to Embodiment 1

FIG. 6 is a diagram illustrating an exemplary fmgal configuration of the face
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authentication server and a gate according to Emieod 2 and
FIG. 7 is a flowchart for explaining an exemplaperation of the face authentication

system according to Embodiment 2.

Description of Embodiments
[0013] Hereinafter, preferred embodiments of thespnt disclosure will be described in
detail with reference to the appended drawings. telNwat, in the present specification and
drawings, components having substantially the sfametions are provided with the same
reference symbols, and redundant description wilbimitted.
[0014] (Embodiment 1)

FIG. 1 is a diagram illustrating an outline of ¢tions of face authentication system
100 according to the present disclosure. Faceeatitfation system 100 includes face
authentication (face search) function 100a, entifyfmanagement function 100c, and the
like.
[0015] Face authentication function 100a perfofate authentication by collating a face
image registered in face registration database (DB with a face image of a person
passing through a gate (entry gate, exit gateheiike) installed in a facility such as an
airport, a station, or an event venue.
[0016] Face registration DB 100b stores, for exiangace images captured by
smartphones, ticket vending machines, and the like.
[0017] The collation is to judge, by collating tfeece images registered in advance with
the face image of the person passing through ttee whether or not any of the face images
registered in advance matches the face image opehgon passing through the gate, or
whether or not any of the face images registerediirance and the face image of the person
passing through the gate are face images of the panson.

[0018] Meanwhile, the authentication is to prowethie outside (e.g., to the gate) that a
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person of a face image matching one of the facg@saegistered in advance is the person
herself/himself (in other words, the person is espe who is allowed to pass through the
gate).

[0019] However, in the present disclosure, “cadiat and “authentication” may be used
as mutually interchangeable terms.

[0020] Entry/exit management function 100c obtafrem entry/exit history information
DB 100d, information relating to entry/exit (idefidation information for identifying the
gate through which entry/exit is performed, thedtiaf entry/exit through the gate, and the
like), and controls an opening/closing operatioranfopening/closing door mechanism in
accordance with the collation result.

[0021] Further, entry/exit management function dG@ansmits information on the
entry/exit record to, for example, smartphone menseevice S. The information on the
entry/exit record is, for example, the time of gntito the gate, the time of exit through the
gate, and the like.

[0022] Smartphone member service S is, for exapapdervice for providing an entry/exit
management system by face authentication. The afsdre smartphone receiving this
service registers face images for face authenticaitn face registration DB 100b by
capturing an image of the user’s face with camertéached to the smartphone. For
example, this service may include a service suato#fying the user of information about
the entry/exit records of entry/exit through théega

[0023] Next, a configuration example of the facthantication system will be described
with reference to FIG. 2. In the following, by way example, one example will be
described in which the face authentication systeapplied for entry/exit management using
face authentication at a gate installed at an eo¢raf each station of a railway network.
[0024] FIG. 2 is a diagram illustrating a configtion example of the face authentication

system according to the present embodiment. Ratbemtication system 100 according to
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the present embodiment is, for example, a systerofatrolling a gate (such as a ticket gate)
installed at an entrance of a station. In facéentication system 100 according to the
present embodiment, for example, management of antt exit on a user who uses a facility
is executed by face authentication. For examplenthe user enters the facility (e.qg.,
station premises) through a gate, it is judgeddwne fauthentication whether the user is a
person permitted to enter the facility. In additisvhen the user exits the facility through
the gate, it is judged by face authentication wietr not the user is a person permitted to
exit the facility. Note that “face authenticatiomiay be regarded as a concept included in
“collation using a face image.”

[0025] Face authentication system 100 includes gatrol apparatus 20 that controls gate
400 and face authentication server 200. Face mtithéon system 100 also includes
camera 1 for face image capturing, QR code (ragdtérademark) reader 2, passage
management photoelectric sensor 3, opening/clodiogr mechanism 4, entry guide
indicator 5, passage guide LED (Light Emitting Dedd®, and guide-displaying display 7.
Face authentication system 100 includes speakieteé8face board 9, interface driver 10,
network hub 30, and the like.

[0026] Gate control apparatus 20 is connectecetavork hub 30, and can communicate
with server 200 via network hub 30 and network 308erver 200 performs processing
related to face authentication. Therefore, ser2@0 may be referred to as face
authentication server 200. Gate control apparafuss, for example, an apparatus for
controlling the gate to be installed in the statiorGate control apparatus 20 controls
opening/closing door mechanism 4 of gate 400. dxample, gate 400 is opened for a
person authorized by face authentication. On therdvand, the gate is closed for a person
who fails in face authentication.

[0027] Gate control apparatus 20 includes entrg futhentication apparatus 21a and exit

face authentication apparatus 21b. Gate contrphrapus 20 performs gate control
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including a gate opening/closing operation based tlog outputs from entry face
authentication apparatus 21a and exit face auttaittn apparatus 21b.

[0028] For face authentication of entry face antlwation apparatus 21a and exit face
authentication apparatus 21b, information on sévenadreds of thousands to several tens
of millions of face images, for example, is used@his information is recorded at least in
face authentication server 200. Hereinafter, tii@mation used for face authentication is
sometimes referred to as “authentication infornrétior “collation information.” For
example, the authentication information may besteged in advance in face authentication
server 200 through a usage procedure by a usemihase the entry/exit management
service based on face authentication.

[0029] Entry face authentication apparatus 2laexitdface authentication apparatus 21b
may be disposed to be able to communicate withdatieentication server 200. Entry face
authentication apparatus 21a and exit face auttamn apparatus 21b may be incorporated
in gate control apparatus 20, or at least one tifydace authentication apparatus 21a and
exit face authentication apparatus 21b may be despoutside gate control apparatus 20.
Although FIG. 2 illustrates an example in whichegd@0 is for both entry and exit, gate 400
may be exclusively for entry or exclusively forexi When gate 400 is exclusively for entry,
gate control apparatus 20 does not have to inadudeface authentication apparatus 21b.
When gate 400 is exclusively for exit, gate contrpparatus 20 does not have to include
entry face authentication apparatus 21a.

[0030] Cameral is a camera for capturing an inohdjee face of a person passing through
gate 400.

[0031] QR code reader 2 reads a QR code containfiegmation identifying a person
passing through the gate. For example, a persan peinfforms entry/exit management
without using face authentication among those wilagspthrough the gate performs

authentication by causing QR code reader 2 tottea@®R code.
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[0032] Passage management photoelectric senste8td whether or not a person comes
into the gate and whether or not the person wheeimitted to pass through the gate has
passed through the gate. For example, passageyemaaat photoelectric sensor 3 may be
disposed at a plurality of positions including aga for detecting whether or not a person
comes into the gate and a place for detecting veinethnot the person has passed through
the gate. Passage management photoelectric seisstonnected to gate control apparatus
20, for example, via interface board 9. The metloodletecting a person coming into and

having passed through the gate is not limited tmeethod using a photoelectric sensor, but
can be realized by other methods such as monittmmgnovement of a person in an image
captured by a camera installed on a ceiling ofikee That is, the photoelectric sensor is

one example as a sensor for passage managementhandensors may be used.

[0033] Opening/closing door mechanism 4 is corewtd gate control apparatus 20 via,

for example, interface board 9.

[0034] Entry guide indicator 5 broadcasts whethemnot passage through gate 400 is
permitted. Entry guide indicator 5 is connected gate control apparatus 20, for example,
via interface driver 10.

[0035] Passage guide LED 6 emits light in a colmresponding to the state of gate 400,
for example, to inform whether or not gate 40(isiistate of allowing passage.

[0036] Guide-displaying display 7 displays, fomexple, information on whether passage
is permitted or not.

[0037] Speaker 8 generates, for example, a sauhdating whether passage is permitted
or not.

[0038] Next, a hardware configuration of face auatiication server 200 and entry face

authentication apparatus 21a will be described waference to FIG. 3. Since exit face

authentication apparatus 21b has the same hardwanéiguration as entry face

authentication apparatus 21a, a description ofhhelware configuration of exit face
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authentication apparatus 21b will be omitted. R @ a diagram illustrating an exemplary
hardware configuration of the face authenticatierver and the entry face authentication
apparatus.

[0039] Face authentication server 200 includescgssor 601, memory 602, and
input/output interface 603 used for transmittingiaas kinds of information. Processor
601 is an arithmetic apparatus such as a CentmdeBsing Unit (CPU) or a Graphics
Processing Unit (GPU). Memory 602 is a storageaegips implemented by using a
Random Access Memory (RAM), a Read Only Memory (RQdvithe like. Processor 601,
memory 602, and input/output interface 603 are eoted to bus 604 and pass various kinds
of information to one another through bus 604. d@mple, processor 601 reads programs,
data, and the like stored in the ROM onto the RAM axecutes the processing to implement
the functions of face authentication server 200.

[0040] Entry face authentication apparatus 21&udes processor 701, memory 702, and
input/output interface 703 used for transmittingiaas kinds of information. Processor
701 is an arithmetic apparatus such as a CPU &la G Memory 702 is a storage apparatus
implemented using a RAM, a ROM, or the like. Pssm 701, memory 702, and
input/output interface 703 are connected to busaf@pass various kinds of information to
one another through bus 704. For example, proc&€sbreads programs, data, and the
like stored in the ROM onto the RAM and executes fiocessing to implement the
functions of entry face authentication apparatus 21

[0041] FIG. 4 is a diagram illustrating an exemmplaunctional configuration of the face
authentication server and the gate according tegmteEmbodiment 1. Entry gate 400a,
exit gate 400b, and face authentication servere28Gonnected to each other via network
300.

[0042] Entry gate 400a includes entry face auibatibn apparatus 21a and camera la.

[0043] Camera la captures an image of, for exanapterson moving toward entry gate
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400a.

[0044] Entry face authentication apparatus 2ladudes communicator 10la for
communicating with face authentication server 2@0network 300, and processor 102a.
[0045] Exit gate 400b includes exit face autheattan apparatus 21b and camera 1b.
[0046] Camera 1b, for example, captures an imdgeperson moving toward exit gate
400b.

[0047] Exit face authentication apparatus 21b udes communicator 101b for
communicating with face authentication server 2@0network 300, processor 102b, and
buffer 103b for recording various information.

[0048] Face authentication server 200 includesmamnicator 201 that communicates with
entry face authentication apparatus 21a and egé futhentication apparatus 21b via
network 300, face registration DB 203 that managébkentication information, processor
202, and entrant DB 204. The authentication infdiram managed by face registration DB
203 includes, for example, information on the famages of several hundreds of thousands
to several tens of millions of users, and parhefdauthentication information corresponds to
authentication information managed by entrant DB.20In addition, the authentication
information may include information on the histoo§ movement of each registrant
(entry/exit history information). The informatiaelating to the movement history may
include: for example, information relating to a fpastry point (e.g., a station where a
registrant entered) and entry time of entry of the registrant; an exit point (e.g., a station where
the registrant exited) and exit time of exit of the registrant; and information on a commuter
pass of the registrant.

[0049] Although FIG. 4 illustrates an example inigh one face authentication server 200,
one entry gate 400a, and one exit gate 400b areected to network 300, the present
disclosure is not limited thereto. For examplpluaality of entry gates 400a and exit gates

400b may be connected to network 300. For exampléhe case of a railway network,

10
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entry gate 400a and exit gate 400b of each statiay be connected to network 300. In
addition, one gate 400 may have the functional igandétions of both entry face
authentication apparatus 21a and exit face auttegith apparatus 21b illustrated in FIG. 4.
[0050] Next, an exemplary operation of face autication server 200, entry face
authentication apparatus 21a, and exit face autaioin apparatus 21b according to present
Embodiment 1 will be described.

[0051] FIG. 5 is a flowchart for explaining an exglary operation of the face
authentication system according to present Embadithe

[0052] Hereinafter, an example of the operatiolhlva described in connection with entry
and exit of certain user Y. In the following daption, entry gate 400a refers to a gate
through which user Y enters, and exit gate 400&rsetb a gate through which user Y exits.
Note that, present Embodiment 1 will be describgdidking a railway network as an
example. Entry gate 400a and exit gate 400b a@oded at each station included in the
railway network. Here, the movement by train franstation where entry gate 400a is
disposed to a station where exit gate 400b is desgponay correspond to the movement from
entry gate 400a to exit gate 400b.

[0053] To begin with, a case where user Y entex@ugh entry gate 400a will be described.
[0054] UserY coming into entry gate 400a (S100oming into entry gate 400a by user
Y may be detected by, for example, passage manarjgrhetoelectric sensor 3.

[0055] Camera 1la of entry gate 400a captures agenof an area including the face of
user Y, and processor 102a of entry face autheitticapparatus 21a detects a face region
(captured face image) from the image captured beca 1a (S101).

[0056] Processor 102a transmits a face searcleseétuface authentication server 200 via
communicator 101a (S102). The face search requeeginclude the captured face image.
[0057] Processor 202 of face authentication se2@8rreceives the face search request via

communicator 201 (S103).
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[0058] Processor 202 of face authentication se2@@rexecutes face search (S104). For
example, processor 202 executes the face seared basa score indicating the likelihood
that two face images are of the same person. Xawngle, processor 202 calculates a score
between a face image (candidate face image) ireatilation information on each registrant
included in face registration DB 203 and the cagduace image of user Y, and judges that
user Y corresponds to the person of the candidate fimage having the highest score.
Then, processor 202 judges whether or not useaYerson permitted to pass through entry
gate 400 based on the information on judged user Y.

[0059] Communicator 201 transmits a search resuluding the judgement result
obtained in S104 to entry face authentication agipar2la (S105).

[0060] Processor 102a of entry face authenticajgaratus 21a receives the search result
via communicator 101a (S106). Processor 102a gidgsed on the received search result
whether or not the passage of user Y is permi$ad7).

[0061] When the passage is permitted (Yes in S1€&myy gate 400a opens a door and
notifies information indicating the permission fpassage (S108a). For example, the
permission for passage may be notified to user Wibglay by an indicator and/or by voice
notification.

[0062] When the passage is not permitted (No i@73lentry gate 400a keeps the door
closed and notifies information indicating that gessage is not permitted (S108b). Then,
the process of S101 is executed.

[0063] Processor 102a detects the passage oYumed transmits, via communicator 101a,
a request for registering the passage of user Jugir entry gate 400a (S109). The
registration request for registering the passagthefuser through entry gate 400a may
include the identification information (Identificah (ID)) of the user who passed through
entry gate 400a, the time of passage of the usdritee information on the station or gate

where the passage through entry gate 400a took.plac
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[0064] Processor 202 of face authentication se2@@rreceives, via communicator 201, a
passage completion registration request for registr of completion of passage by user Y
(S110).

[0065] Processor 202 of face authentication seB@#) executes an entry completion
process regarding user Y (S111). For example,gssmr 202 extracts the authentication
information on user Y from face registration DB 20#hd stores the authentication
information in entrant DB 204. The authenticatioiormation stored in entrant DB 204 is
authentication information on the person who haspieted entry (hereinafter, sometimes
referred to as “entrant”) among the registrantshe &ntrant is one example of a candidate
exiting person who is to exit through exit gate 400 The candidate exiting person is one
example of a candidate for a person who can redatlyae 400b and who is to be subjected
to face collation at exit gate 400b. For examipléhe case of a railway network, an entrant
is one example of a person who may get on (or Baatdain (one example of a vehicle)
moving from entry gate 400a (first point) of a egmtstation to exit gate 400b (second point)
of another certain station. Note that, the statdrere the entrant enters and the station
where the entrant exits may be the same.

[0066] In the following description, storing thathentication information on the entrant
in entrant DB 204 may be described as generatiegtjag) entrant DB 204.  Similarly, for
other DBs to be described later, storing informaiiothe DB may be described as creating
a DB. In addition, using information stored in fbB may be abbreviated as using the DB.
Also, transmitting (or receiving) information stdren the DB may be abbreviated as
transmitting (or receiving) the DB. In other word®B” may be interpreted as a physical
or virtual constituent component that stores infation (or data) or as stored information
(or data).

[0067] Entrant DB 204 stores authentication infation on entrants through entry gates

400a of respective stations of the railway network.
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[0068] Then, at each of entry gates 400a, thegases after S101 are executed for a user
coming into entry gate 400a after user Y.

[0069] Next, a case where user Y exits through gate 400b will be described.

[0070] UserY comes into exit gate 400b (S160)omihg into exit gate 400b by user Y
may be detected by, for example, passage manag@metoielectric sensor 3.

[0071] Camera 1b of exit gate 400b captures agéwd an area including the face of user
Y, and processor 102b of exit face authenticatppagaatus 21b detects a captured face image
from the image captured by camera 1b (S161).

[0072] Processor 102b transmits a face searclesttiuface authentication server 200 via
communicator 101b (S162). The face search regquagtinclude the captured face image.
[0073] In S163, processor 202 of face authentcasierver 200 receives the face search
request through communicator 201.

[0074] In S164, processor 202 of face authenboagerver 200 executes face search. For
example, processor 202 calculates a score betweandidate face image in authentication
information on each entrant included in entrantZi# and the captured face image of user
Y, and judges that user Y corresponds to the pestime candidate face image having the
highest score. Then, processor 202 judges whetheot user Y is a person permitted to
pass through exit gate 400b based on the informaingudged user Y.

[0075] Processor 202 transmits a search resulidimgy the judgement result obtained in
S164 to exit face authentication apparatus 21b5516

[0076] Processor 102b of exit face authenticasipparatus 21b receives the search result
via communicator 101b (S166). Processor 102b midgsed on the received search result
whether or not the passage of user Y is permi®d@ 7).

[0077] When the passage is permitted (Yes in S1&x) gate 400b opens the door, and
notifies information indicating the permission fmssage (S168a).

[0078] When the passage is not permitted (No &7jlexit gate 400b keeps the door

14
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closed, and notifies information indicating tha¢ flassage is not permitted (S168b). Then,
the process of S161 is executed.

[0079] Processor 102b detects the passage oYumed transmits, via communicator 101b,
a request for registering the passage of user ¥ugir exit gate 400b (S169). The
registration request for registering the passagieeofiser through exit gate 400b may include
the identification information (Identification (IDpf the user who has passed through exit
gate 400b, the time at which the user has paseddha information on the stations or gate
where the passage through exit gate 400b took place

[0080] Processor 202 of face authentication se2@@rreceives, via communicator 201, a
passage completion registration request for registr of completion of passage of user Y
(S170).

[0081] Processor 202 executes an exit completimtgss for user Y (S171). For
example, processor 202 executes a deletion prooesdeleting the authentication
information on user Y from entrant DB 204.

[0082] Then, at exit gate 400b, processes subsetu@rocess S161 are executed for the
user coming into exit gate 400b after user Y.

[0083] With such processes, the face search éousler passing through exit gate 400b can
be performed on the information on a person haemgred through entry gate 400a in the
authentication information. Thus, the face autiwatibn process can be performed at high
speed. That is, the range of the face searcthéoface of a user who passes through exit
gate 400b can be narrowed down to the authenticatformation managed by entrant DB
204. Thus, it is possible to increase the speethefface authentication process as
compared with the case where the range for theseaech is the authentication information
managed by face registration DB 203.

[0084] In the example of FIG. 5, the example inckithe authentication information on

the entrant (for example, user Y described abava}ared in entrant DB 204 in the entry
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completion process (S111 in FIG. 5) has been destribut the present disclosure is not
limited to this example. For example, in the emoynpletion process, processor 202 may
set a flag indicative of the entry in the autheatimn information on user Y in face
registration DB 203. In this case, in the faced®4S163 in FIG. 5) in accordance with
the face search request from processor 102b, m@c282 may calculate the score between
the candidate face image of each registrant fochvkhe flag indicating the entry of the
registrant is set and the captured face image @f Yisn the authentication information in
face registration DB 203. That is, in the autheatton information in face registration DB
203, the set of pieces of authentication informrafmr which the flag is set may be treated
as virtual entrant DB 204. In addition, proces3o®? may judge that user Y corresponds to
the person of the candidate face image having itjteekt score. In this case, in the exit
completion process (S171 in FIG. 5), processorr@g cancel (delete) the entry flag set in
the authentication information on user Y in facgis&ration DB 203.

[0085] As described above, in present Embodimentdmmunicator 201 of face
authentication server 200 (one example of the mé&tion processing apparatus) obtains a
captured image of a person at entry gate 400a wahogat on a train (one example of the
vehicle) that is to move from entry gate 400a (erample of the first point) to exit gate
400b (one example of the second point). Proce&¥ddetermines a candidate for a person
who can reach exit gate 400b by the train (for eplapan entrant) based on information on
a face image included in the image captured ayagate 400a. With this configuration,
the face search at exit gate 400b can be perfoonethe person having entered through
entry gate 400a. Thus, the processing speed efifiaage collation for a person passing
through a particular region such as the gate campeoved.

[0086] Further, in present Embodiment 1, the antibation at entry gate 400a and the
authentication at exit gate 400b are performedgutiie face image. It is thus easier to

prevent unauthenticated entry/exit (e.g., impersonpand it is thus possible to improve
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security in entry/exit management as compared thighcase of using a medium such as an
IC card by which it is difficult to identify a posssor.

[0087] Embodiment 1 described above has beenideddn connection with the example
in which face authentication server 200 includesagn DB 204, but the present disclosure
is not limited to this. For example, the entraf@ Bhay be provided in exit gate 400b of
each station. In this case, face authenticatiaonese200 may generate the entrant
information obtained by extracting the authentmatinformation on an entrant from face
registration DB 203, and may distribute the entnafairmation to each station. In this case,
exit face authentication apparatus 21b of exit g&@b may store the distributed entrant
information in the entrant DB. In addition, in shcase, processor 102b of exit face
authentication apparatus 21b may calculate theedoeiwveen the candidate face image of
each of the entrants included in the entrant DBthectaptured face image, and judge that
the person of the captured face image correspanitie tperson of the candidate face image
having the highest score. Accordingly, the catlatbetween the face of an exiting person
can be completed at exit gate 400b. Thus, fugpeed-up can be achieved. In this case,
exit gates 400b may share information on the exipierson with face authentication server
200 to reflect the deletion process to entrant DB.2

[0088] In above-described Embodiment 1, an apparébr relaying communication
between face authentication server 200 and entey4fa or exit gate 400b may exist. For
example, a relay server for coordinating commuiocatat entry gate 400a and
communication at exit gate 400b may be installeglaah station, and communication with
network 300 may be performed via the relay servér.this case, the information in entrant
DB 204 described above may be distributed from &adlentication server 200 to the relay
server and held by the relay server. In other wotide relay server may include entrant
DB 204 described above. The relay server perfdiane authentication by using this

entrant DB 204, thereby making it easy to synclm®nhe results of processes such as the
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deletion of exiting persons between exit gates 4t¥lbnging to the relay server. Further,
in this case, exit gate 400b does not need to regeimote face authentication server 200 to
perform face collation of each exiting person. Jhan increase in speed of the face
authentication process can be expected. Furthénjd case, in order that the result of the
deletion process at a certain relay server beateflien the entrant DB of another relay server,
the process of periodically synchronizing the emtiaB between face authentication server
200 and the relay servers may be performed.

[0089] In present Embodiment 1 described abowe ailithentication information on the
entrant included in entrant DB 204 is used for facthentication at exit gate 400b, but the
present disclosure is not limited to this. Forragée, the authentication information on the
entrant may be used to detect suspicious persostschildren, sick persons, and the like.
For example, when the authentication informatiorentrant Z remains in entrant DB 204
for a certain period of time (for example, one daypcessor 202 of face authentication
server 200 judges that entrant Z has not exitethi®certain period of time. In this case,
processor 202 may judge that entrant Z is a suspgderson, a lost child, or a sick person,
and may give a warning to an attendant at eaclostat The warning method for giving the
warning is not particularly limited. For exampieformation indicating the warning may
be notified to an information terminal held by #teendant of each station, or the information
indicating the warning may be notified to an elecic bulletin board in each station. In
addition, information such as age may be usedaauthentication information on entrant
Z, or age estimation or the like may be performedmf the face information to
distinguishingly judge a suspicious person, adbdt, or a sick person according to the age
of entrant Z. For example, it is conceivable toneate that entrant Z is likely to be a lost
child in case that the entrant is a child, to eaterthat entrant Z is likely to be a sick person
in case that the entrant is an elderly person tarestimate that entrant Z is likely to be a

suspicious person in the case of another age. hisncase, the warning method may be
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changed according to the judgement result. Fomel& it is conceivable that the
information on entrant Z who is likely to be a lokild is widely broadcast using an electric
bulletin board, the information on entrant Z whdikgly to be a sick person is notified to a
rescue room, and the information on entrant Z wehbkely to be a suspicious person is
notified to a security guard.

[0090] (Embodiment 2)

Present Embodiment 2 will be described in conoactvith an example in which
entrants are further narrowed down based on theememt ranges of movement of the
entrants who have entered from a certain pointbeltiescribed. Embodiment 2 described
below will be described in connection with one epsmnn which the movement range of
movement of an entrant who enters a certain staiased.

[0091] FIG. 6 is a diagram illustrating an exennpléunctional configuration of a face
authentication server and a gate according to ptésmbodiment 2. Note that, identical
elements between FIG. 4 and FIG. 6 are provided thié same reference numerals and
descriptions of such elements may be omitted.

[0092] Face authentication server 800 in FIG. 6ludes communicator 201 that
communicates with entry face authentication appar&la and exit face authentication
apparatus 21b via network 300, face registration ZIB that manages authentication
information, processor 202, movement range estanagtrocessor 801, movement time
period DB 802, and candidate exiting person DB 80Blote that, processor 202 and
movement range estimation processor 801 may coidbgte referred to as “processor.”
[0093] Movement range estimation processor 80fopes processing for estimating the
movement range of movement of an entrant basetleoatthentication information on the
entrant included in entrant DB 204 and informationthe movement time period stored in
movement time period DB 802. Based on the estonaigsult, movement range estimation

processor 801 generates information on a candedtieg person (candidate exiting person
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information) who may exit through exit gate 400bd a&tores the information in candidate
exiting person DB 803. The candidate exiting persdormation may be generated for
each exit gate 400b, (e.g., for each station). thear the candidate exiting person
information associated with the stations may beestin candidate exiting person DB 803.
Hereinafter, the candidate exiting person infororatassociated with station A may be
abbreviated as candidate exiting person informduorstation A. The candidate exiting
person information for station A is information aib@ candidate who may exit through exit
gate 400b installed in station A. In other wortli& candidate exiting person of station A
corresponds to those of the entrants excludingsopevho cannot exit station A (a person
who cannot reach exit gate 400b of station A).

[0094] For example, movement range estimationgssar 801 estimates the movement
range of an entrant based on a station (entryosfjaivhere the entrant entered, the time of
entry of the entrant, the theoretical movement fieod between stations, and the time (for
example, the current time) at which the candidatBng person information is generated.
The time of entry of the entrant may be, for exanghie time at which camera 1a of entry
gate 400a captures an image of the entrant. Hti@rst(entry station) where the entrant
entered and the time of entry of the entrant maystmeed in association with the
authentication information on the entrant in erntti2aB 204. In addition, movement range
estimation processor 801 may estimate the moveraege of movement of the entrant at
predetermined intervals, and may generate (uptf&ejandidate exiting person information.
[0095] The theoretical movement time period tatf@mmovement between stations may
be, for example, the minimum movement time perietiieen stations, or may be a time
period obtained by adding a margin based on operatiformation or the like to the
minimum movement time period. For example, theimim movement time period
between station A and station B is the minimum tipegiod between the time of entry

through entry gate 400a of station A and the tiflexa through the exit gate of station B.
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For example, the minimum movement time period nmeyuide the time period taken for
movement within the station premises.

[0096] The theoretical movement time period maydbtermined, for example, based on
the distance between stations and/or a timetakiteeahilway network including the stations.
For example, the timetable indicates the operaahedule of the train including the time at
which the train traveling on the railway networkiags at the station and the time at which
the train departs from the station.

[0097] In addition, the theoretical movement tiperiod may be dynamically changed
(corrected) based on, for example, information woperating status such as a train delay
and holidays. This correction may be correctiorthef minimum movement time period
itself or correction of the margin.

[0098] Inthe following, an example of the estimatof the movement range by movement
range estimation processor 801 and an exampleeafahdidate exiting person information
will be described.

[0099] By way of example, one example of a railwaywork is taken that includes three
stations of station A, station B, and station GJ anwhich the minimum movement time
period between station A and station B is 10 misiutiee minimum movement time period
between station A and station C is 20 minutes, tardminimum movement time period
between station B and station C is 15 minutes.

[0100] In this example, when entrant X entersiatef at 9:00 a.m., the earliest time at
which entrant X exits station B is 9:10 a.m., ane éarliest time at which entrant X exits
station Cis 9:20 a.m. Inthis case, it is esteddhat the movement range of entrant X (e.g.,
a station where the entrant can exit) changes @fiéra.m. and after 9:20 a.m.

[0101] For example, at time before 9:10 a.m.,aitX cannot exit station B and station
C. Thus, the candidate exiting person informafienstation B and station C does not

include the authentication information on entramtuXing the time after 9:00 a.m. and before

21



10

15

20

25

9:10 a.m.

[0102] When the time is 9:10 a.m. or later, ertrincan exit station B. Thus, the
candidate exiting person information for stationnBludes the authentication information
on entrant X. Even when the time is 9:10 a.m.aber] entrant X cannot exit station C
before 9:20 a.m. Thus, the candidate exiting perafobrmation for station C does not
include the authentication information on entrant X

[0103] Entrant X can exit station B and statiowkzn the time is 9:20 a.m. or later. Thus,
the candidate exiting person information for statiB and station C includes the
authentication information on entrant X. Howewehnen entrant X exits station B before
9:20 a.m., the deletion process is performed omathieentication information on entrant X.
Thus, even after 9:20 a.m., the candidate exiterggn information for station B and station
C does not have to include the authentication mé&iion on entrant X.

[0104] As described above, whether or not theenttbation information on entrant X is
included in the candidate exiting person informafior each station (for example, station B
or station C) is determined based on, for exantpketime at which entrant X enters station
A, the movement time period taken for movement fistation A to each station, and the
time at which the candidate exiting person infoioratis determined (for example, the
current time).

[0105] When entrant X enters at 9 a.m., the catdidxiting person information for station
A for the time at or after 9 a.m. may include théhantication information on entrant X.
[0106] Next, for example, the relationship betwetre candidate exiting person
information for station A and the time, and theateinship between the candidate exiting
person information distributed to station B and timee in the example of the railway
network described above will be described.

[0107] For example, when the current time is A18., people who can exit station A are

entrant bl who entered station B before 9:00 ahat.is the current time minus 10 minutes,
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and entrant c1 who entered station C before 8:80 #hat is the current time minus 20
minutes. The candidate exiting person informatowrstation A generated at 9:10 a.m. may
include authentication information on entrant bld aentrant cl. In this case, the
authentication information on entrant b2 who erdestation B after 9:00 a.m. and entrant
c2 who entered station C after 8:50 a.m. are nduded in the candidate exiting person
information for station A of 9:10 a.m.

[0108] Further, for example, when the current tisi®:10 a.m., the people who can exit
station B are entrant a3 who entered station A é@etore 9:00 a.m. that is the current time
minus 10 minutes, and entrant c3 who entered st&tibefore 8:55 a.m. that is the current
time minus 15 minutes. The candidate exiting pemformation for station B of 9:10 a.m.
includes authentication information on entrant afl @ntrant c¢3. In this case, the
authentication information on entrant a4 who emtestation A after 9:00 a.m. and entrant c4
who entered station C after 8:55 a.m. is not inetldn the candidate exiting person
information for station B for 9:10 a.m.

[0109] As is understood, for example, movementgearestimation processor 801
determines the candidate exiting person informdomach station based on the entry time
at which the entrant enters, the theoretical moventiene period (e.g., the minimum
movement time period) taken for movement betweatiosts, and the time (e.g., the current
time) at which the candidate exiting person infatiorais generated (updated).

[0110] For example, when first time obtained bgtsacting the theoretical movement time
period from the current time is at or after sectinte at which a certain entrant enters,
movement range estimation processor 801 deterntieegauthentication information (e.g.,
face image) on the certain entrant having enteréueasecond time as the candidate exiting
person information.

[0111] Note that, movement range estimation preme801 may use, instead of the current

time, the scheduled time for performing face autication at exit gate 400b. For example,
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at the time point of the current time, movemengeaastimation processor 801 may generate
candidate exiting person information for each statby performing estimation of the
movement range at the scheduled time for perforrfang authentication after the current
time. For example, in an environment where a taaiives at the known scheduled arrival
time and it is expectable that many people gethddftrain, it is preferable that movement
range estimation processor 801 sets, in advaneesdheduled time for performing face
authentication based on the known scheduled atriwal and estimates the movement range
using the set scheduled time. Specifically, whiéa known that the train does not arrive
for 10 minutes from the current time, movement eaegtimation processor 801 may use, as
the scheduled time for performing face authenticgatihe time 10 minutes after the current
time. For example, it is possible to start, in aube, the processing which will not be
performed until 10 minutes pass, if the currenttiisiused. Accordingly, the processing
of estimating the movement range can be startdig@eand therefore the processing can be
speeded up. Further, for example, information lb@ $cheduled time for exit face
authentication apparatus 21b to perform face atita&ion may be obtained from exit face
authentication apparatus 21b.

[0112] Note that candidate exiting person DB 868gdnot include the information on the
person who has not entered by certain time Tnefample, the current time), but is to enter
after time Tn. Thus, the later the time used a&sdtheduled time for performing face
authentication is than time Tn, the more likely thtest entrant become excluded from
candidate exiting person DB 803. For example,asecthat movement range estimation
processor 801 sets, as the scheduled time forrparfg face authentication, the time one
hour after time Tn, and creates candidate exiterggn DB 803 by using the set scheduled
time, the information on the person who has noeygéred by time Tn but is to enter within
one hour from time Tn is not included in entrant R&. Therefore, candidate exiting

person DB 803 created based on the informationdsx in entrant DB 204 does not include
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the information on the person entering within onerfrom time Tn.

[0113] Thus, in the case of the embodiment udnegstcheduled time for performing face
authentication (hereinafter, time Tx), movemengeaastimation processor 801 may further
perform a complementary process on candidate gxgerson DB 803 created at time Tn
earlier than time Tx. For example, when the curteme transitions from time Tn to time
TX, movement range estimation processor 801 maetahe entrant who has entered
between time Tn and time Tx to estimate the movémasge, so as to determine candidate
exiting person information for complement. Thergvement range estimation processor
801 may add (complement) the candidate exitinggmeirsformation determined at time Tx
to candidate exiting person DB 803 created at fime In this case, while the procedure of
generating candidate exiting person DB 803 a ptyraf times occurs, it is possible to
narrow the scope of the entrants to be confirmethi® creation of candidate exiting person
DB 803 for complement at the current time (abovermaed time Tx). It is thus possible
to greatly shorten the process time to be perforatede current time.

[0114] In the example described above, the comgigary process may be performed for
the exiting person who has exited through exit g¢atb between time Tn and time Tx. For
example, when the current time transitions frometifim to time Tx, a complementary
process may be performed in which the exiting pevgloo has exited through exit gate 400b
between time Tn and time Tx is deleted from candiditing person DB 803 created at
time Tn. Note that the complementary processétetihg the exiting person does not need
to be executed.

[0115] The above-described example has been 8escrin connection with the
complementary process performed in the case whevement range estimation processor
801 uses the scheduled time for performing fackeautication at exit gate 400b instead of
the current time, but the present disclosure idinoted to this. For example, at the time

point of the current time, when performing estiroatof the movement range at the current
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time and generating candidate exiting person DB B@8/ement range estimation processor
801 may perform the complementary process for ceteiexiting person DB 803 created
at a previous time point instead of re-creatingdidette exiting person DB 803.

[0116] Next, operation of face authentication ser800, entry face authentication
apparatus 21a, and exit face authentication appmagdtb according to present Embodiment
2 will be described.

[0117] FIG. 7 is a flowchart for explaining an exglary operation of the face
authentication system according to present Embattidie Like FIG. 5, FIG. 7 explains an
exemplary operation in connection with entry and ekcertain user Y. Note that, similar
processes in FIGS. 5 and 7 are provided with thees@ference numerals and descriptions
of such components are omitted.

[0118] In the flowchart of FIG. 7, a movement rarggtimation process is added.

[0119] Movement range estimation processor 80ifack authentication server 800
performs the movement range estimation process1(S2QViovement range estimation
processor 801 stores the candidate exiting perdomation for each station in candidate
exiting person DB 803. Candidate exiting person&B is used when processor 202 of
face authentication server 800 receives a facelseaquest from exit gate 400b.

[0120] Processor 102b transmits a face searclestdtipiface authentication server 800 via
communicator 101b (S162). The face search regquagtinclude a captured face image.
[0121] Processor 202 of face authentication se®@€ receives the face search request
from exit gate 400b via communicator 201 (S163).

[0122] Processor 202 of face authentication seB@8rexecutes face search (S202). For
example, processor 202 calculates a score betwediade image of each of the candidate
exiting persons included in candidate exiting perB® 803 for the station including exit
gate 400b and the captured face image of userdyjualyes that user Y corresponds to the

candidate exiting person of the face image haueghighest score. Then, processor 202
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judges whether or not user Y is a person permitiquass through exit gate 400b based on
the information on judged userY.

[0123] Processor 202 transmits a search resulidimgy the judgement result obtained in
S202 to exit face authentication apparatus 21b5516

[0124] Processor 202 of face authentication se8@@rreceives, via communicator 201, a
passage completion registration request for registr of completion of passage by user Y
(S170).

[0125] Processor 202 executes an exit completimtgss for user Y (S171). For
example, processor 202 executes a deletion prooesdeleting the authentication
information on user Y from entrant DB 204.

[0126] As described above, the movement rangenatitn process is executed based on
the authentication information included in entr®® 204. Therefore, in the movement
range estimation process performed after the atitla¢ion information on user Y is deleted
from entrant DB 204, the authentication information user Y is not included in the
candidate exiting person information for each etati By deleting a person who has
completed exit through exit gate 400b of a certtation (which may be described as
“exiting person”) from entrant DB 204, face autheation server 800 can exclude the
exiting person from the candidate exiting persdorimation for the station where the exiting
person has actually exited and the station wherexiting person has not exited.

[0127] As described above, in present Embodimetite2face search at exit gate 400b can
be targeted at a person who can reach exit gate (@Jferson who can exit through exit gate
400b) among persons who have entered through gatey400a. Thus, the processing
speed of the face image collation of a person vdssgs through a particular region such as
a gate can be increased. In other words, accotdipgesent Embodiment 2, a person who
Is incapable of reaching exit gate 400b can beuebed from the search target in the face

search at exit gate 400Db.
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[0128] Embodiment 2 described above has beenibdeddn connection with the example
in which face authentication server 800 has caneielgiting person DB 803 for each station,
but the present disclosure is not limited to tiismeple. For example, the candidate exiting
person DB may be provided in exit gate 400b of eatdtion. In this case, face
authentication server 800 may generate the cardmating person information for each
station and distribute the candidate exiting persaformation to each station. In this case,
exit face authentication apparatus 21b at exit §&@b may store the distributed candidate
exiting person information in the candidate exitpgyson DB. In addition, in this case,
process 102b of exit face authentication apparatbbssmay calculate the score between the
candidate face image of each of the candidatengxftersons included in the candidate
exiting person DB and the captured face image,jatge that the person of the captured
face image corresponds to the candidate exitingppeof the face image having the highest
score. Accordingly, the collation between the fatan exiting person can be completed
at exit gate 400b. Thus, further speed-up cancheeaed. In this case, exit gates 400b
may share information on the exiting person wittefauthentication server 800 to reflect
the deletion process to entrant DB 204. It shdagldhoted that the process of sharing the
exiting person information among exit gates 400t i@flecting the deletion process to the
candidate exiting person DB may be performed osdaud# have to be performed. This is
because, the candidate exiting person DB is reenldzased on entrant DB 204 as occasion
arises, and as long as the candidate exiting pdd&is updated frequently enough, the
deletion process is reflected in the candidatarexiperson DB accordingly if the deletion
process is reflected in entrant DB 204.

[0129] In Embodiment 2, an apparatus for relaygcmmmunication between face
authentication server 800 and entry gate 400aibgate 400b may exist. For example, a
relay server for coordinating communication at eigtate 400a and communication at exit

gate 400b may be installed at each station, andmoncation with network 300 may be
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performed via the relay server. In this case,infi@mation in entrant DB 204 described
above may be distributed to the relay server. s thus possible to easily synchronize the
exit process among exit gates 400b belonging toelag server.  Further, in this case, exit
gate 400b does not need to require remote facemtithtion server 800 to perform face
collation of each exiting person. Thus, an inceess speed of the face authentication
process can be expected. Further, in this casehsynization of the entrant DB between
face authentication server 800 and the relay senagr be periodically performed in order
to reflect the deletion process performed at eatie @00b belonging to a certain relay server.
For the same reason as described above, the pafoegkecting the deletion process to the
candidate exiting person DB held by each relayesemvay be performed or does not have
to be performed.

[0130] When the candidate exiting person DB isvjgled at exit gate 400b, face
authentication server 800 may set the margin basdtie feedback information from exit
face authentication apparatus 21b of exit gate 40Bace authentication server 800 may
generate the candidate exiting person informataset on the theoretical movement time
period including the set margin. For example, tbedback information may include
information about the capacity of the candidateiregiperson DB of exit gate 400b and/or
information about an error of collation at exit@a&00b. Face authentication server 800
may dynamically set a margin for each station basedthe feedback information.
Generally, the larger the margin is, the largergtze of the candidate exiting person DB
becomes. Meanwhile, the information on the fadeetoollated increases. Thus, the face
collation is less likely to fail. Therefore, foxample, when the capacity of buffer 103b is
small, the size of the candidate exiting personrdd/ be reduced by reducing the margin.
Further, as the number of failures in face autlgatibn increases, the margin may be
increased to improve the accuracy of face collation

[0131] Present Embodiment 2 described above has tbescribed in connection with the
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example in which the authentication informatiortlo& candidate exiting person included in
candidate exiting person DB 803 is used for faddentication at exit gate 400b, but the
present disclosure is not limited to this. Forragée, the authentication information on the
candidate exiting person may be used to detectsasp persons, lost children, sick persons,
and the like. For example, when the authenticatiormation on candidate exiting person
Z remains in candidate exiting person DB 803 foedain period of time (for example, one
day), processor 202 of face authentication ser@8rj@ges that candidate exiting person Z
has not exited for the certain period of time. tHis case, processor 202 may judge that
candidate exiting person Z is a suspicious pet&twst child, or a sick person, and may give
a warning to an attendant at each station. Thaingumethod for giving the warning is
not particularly limited. For example, informatiordicating the warning may be notified
to an information terminal held by the attendargath station, or the information indicating
the warning may be notified to an electronic budldioard in each station. In addition,
information such as age may be used as the authgati information on entrant Z, or age
estimation or the like may be performed from theefanformation to distinguishingly judge

a suspicious person, a lost child, or a sick peemording to the age of entrant Z. For
example, it is conceivable to estimate that entZaistlikely to be a lost child in case that the
entrant is a child, entrant Z is likely to be &sperson in case that the entrant is an elderly
person, and entrant Z is likely to be a suspicerson in the case of another age. In this
case, the warning method may be changed accomlihg judgement result. For example,
it is conceivable that the information on entramivio is a lost child is widely broadcast
using an electric bulletin board, the informationemtrant Z who is a sick person is notified
to a rescue room, and the information on entrawha is a suspicious person is notified to
a security guard.

[0132] In Embodiment 2 described above, the seardér of the candidate exiting person

in the candidate exiting person information maydb@anged. For example, when the

30



10

15

20

25

minimum movement time period between station A stadion B is 10 minutes, it may be
assumed that entrant X who entered station A ist ilaedy to exit station B at time T1
obtained by adding 10 minutes and a margin tottiy éme. In this case, the search order
of entrant X may be lowered in the candidate egitperson information for station B
because the possibility that entrant X exits steBalecreases with the elapse of time period
from time T1. When the time period elapsed frometiT1 is extremely long, entrant X
may be deleted from entrant DB 204 or candidatérgxperson DB 803. Exit after the
elapse of 5, 6, or more hours since entry may,ef@mple, be rejected in the currently
performed management on entry/exit using a tramafon IC card. The same process can
be realized by deleting entrant X from entrant OBl ®r candidate exiting person DB 803
also in present Embodiment 2.

[0133] Further, in Embodiment 2 described aborfgrmation different from that in the
above-described example may be used for the estimat the movement range of the
entrant. For example, the frequency of station afsthe entrant and/or commuter pass
information on the entrant may be used to estirttegeanovement range of movement of the
entrant. The frequency of station use of the ebtaad/or the commuter pass information
on the entrant correspond to, for example, theueaqy of movement from a certain entry
station to a certain exit station. For exampleth@ case where the frequency at which
entrant X exits station B is higher than the fregryeat which entrant X exits other stations
than station B, the authentication information otrant X may be set relatively higher in
priority for the face search in the candidate egifperson information for station B.  In this
case, in the candidate exiting person information dther stations than station B, the
authentication information on entrant X may bersédtively lower in priority for the face
search. By setting the order according to theueegy of use or the like in the candidate
exiting person information, an entrant who freqlenses the station is set as a search target

earlier in the face search process. Thus, thedeaech process can be speeded up.
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[0134] Further, above-described Embodiment 2 le@s ldescribed in connection with the
example in which the theoretical movement timequefor movement between stations is
used in the estimation of the movement range oétfiteant, but a margin for each user may
be added to the theoretical movement time periodrfovement between stations. For
example, the time of stay of a user in the stapi@mises may be added as the margin. In
addition, at least one of the theoretical moventené period and the margin may be set
based on actual measurement values of actual lweb@dithe entrant and the exiting person.
A difference between the time listed in a timetatfi@ train or the like and the actual time
of entry and exit can be measured from a differdrateveen the time of passage through the
entry gate and the time of passage through thegatet

[0135] In addition, a different value for each ¢éirmone may be used for at least one of the
theoretical movement time period and the marginor éxample, in the time zone in which
a commuting rush occurs, congestion in the stgtif@mises as compared with other time
zones is expected. Thus, at least one of the étieakr movement time period and the
margin that is set longer than in other time zorse$ikely to match an actual usage
environment.

[0136] In each of the above-described embodimemsinformation used for face search
and face authentication, and information transmhitied received between apparatuses may
be a face image itself or a feature value extraftexh the face image. Here, as one
example of the feature value, a color, a shapeigatbess distribution of the face, and the
like are considered. The feature value may be aufe value generated by more
complicated processing used in the field of mackeaening. By using the feature value,
it is possible to reduce the size of informatiorclenged between the face authentication
server and the exit face authentication apparatus. addition, since the influence of
parameters that are easily changed in the reat@maent is suppressed depending on the

feature value used, robust face authenticationrhesgossible.
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[0137] Although each of the above embodimentshie®s described by taking a railway
network as an example, the present disclosure tidimdged thereto. For example, the
present disclosure may be applied to transportatystems such as route buses, ships, and
air routes.

[0138] Also, the present disclosure may be appleentry/exit management on facilities
such as buildings and shopping malls having a [wyraf entrances. The plurality of
entrances may include, for example, a gate (e.gaia gate) for managing entry/exit into
and from a facility and a gate for managing entiy/@to and from a particular room within
the facility.

[0139] In this case, for example, authenticatigioimation on a user who enters through
a certain entry gate in the facility is storedha entrant DB. In this case, the authentication
information in the entrant DB is used for the faodation in the case where the user exits
through a certain exit gate in the facility. Tlaed search for the user who passes through
the exit gate can be performed on the informatiompeople who have entered through the
entry gate in the authentication information. Thhe face authentication process can be
performed at high speed.

[0140] For example, according to the present d&ale, face authentication processing
can be performed at high speed in management of antl exit performed until a user of a
building having exited a particular room of thelling exits the building.

[0141] Further, each of the above-mentioned embedis aims to perform face
authentication of an exiting person, but the predestlosure is not limited to this. In the
case where an entrant who has entered a certdioupar region further intends to enter a
partial region in the particular region availabbe & part of entrants, the same idea can be
applied to face authentication at the entry inte prartial region. Specifically, the face
authentication processing can be performed at $pgled in management to be performed

until a user who has passed through a main gadaflding (one example of the particular
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region) and entered the building reaches a paatigibry or a particular room (for example,

an office or conference room used by the user) éxaenple of the partial region).

[0142] When the present disclosure is applied taality such as a building and a

shopping mall having a plurality of entrances, ¢éidrants may be further narrowed down
based on the movement ranges of the entrants witlerfacility as in above-described

Embodiment 2. In this case, information equivalenthe candidate exiting person DB

(e.g., information on a candidate entrant in theiglaregion) may be used not only for

narrowing down the exiting persons in the facibiyt also for narrowing down the entrants
who intend to enter the partial region in the iagil

[0143] Further, in each of the above-described adithents, the deletion process is
performed when the passage of a user is deteatethd present invention is not limited to

this. In the case where passage management pcitoelsensor 3 or another passage
detection device is not mounted, the deletion peceay be performed at the time point
when the face collation of the user succeeds.

[0144] In each of the above-described embodimethis, entrant DB is created by

extracting the authentication information on théramt from the face registration DB, but

the present invention is not limited thereto. thar purpose of surely managing whether or
not the entrant has exited, the information on fdwe image extracted from the image
captured at the time of entry may be directly regesd in the entrant DB.  Further, in this

case, when it is not necessary to authenticateetiiant at the time of entry, the face

registration DB itself may be omitted.

[0145] Further, in each of the above-describedaithents, when face authentication of
the exiting person is not successful even wheeiii@nt DB or the candidate exiting person
DB is used, the passage is kept restrained. Hawiaeepresent invention is not limited to

this. For example, additional face collation ma&ygerformed using the face registration

DB. Accordingly, even when the creation of therant DB or the candidate exiting person
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DB fails, the additional face collation can be pemried. Although the face collation using
the face registration DB takes time, the face tegfisn DB is rarely used in the present
variation. Thus, the face collation is speedednpaverage as compared with the case
where the face collation is performed using the fagistration DB every time.

[0146] Further, in each of the above-described adithents, the types of information
stored in the entrant DB or the candidate exitiaggpn DB may be different from the types
of information used in obtaining the collation riésu For example, it is conceivable that the
feature value of a face contour is used to creaté ef the DBs, and the feature values of
face parts are used to obtain the collation resulthe accuracy can be expected to be
improved by performing processing of narrowing doamd processing of obtaining a
collation result using different information.

[0147] Unlike the above, the same type of infolioratmay be used as information for
creating each of the DBs and information for obtagrthe collation result. Accordingly,
the evaluation is performed from the same viewpainthe narrowing-down and face
authentication processing. It is thus possiblsuppress the occurrence of a deviation in
the determination result. As a result, the freqyesf the request to the face authentication
server taking place due to the failure of face entication can be reduced. Thus, the face
authentication processing can be speeded up.

[0148] Further, in the above embodiment, the fae included in the entrant DB or the
candidate exiting person DB does not have to bienage itself but may be a feature value
thereof. The “face image information” is a conciegtuding the face image itself and the
feature value of the face image. In particulag tonfiguration in which the entrant DB or
the candidate exiting person DB is transmitted fthenface authentication server to the exit
face authentication apparatus, database includieg féature value can suppress the
communication amount. However, the face imagdf ilsay be used as the entrant DB or

the candidate exiting person DB in a situation whttre size of the entrant DB or the
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candidate exiting person DB hardly affects the camication amount, for example, in a
case where face collation of an exiting persorerfgpmed in the face authentication server.
[0149] In each of the above-described embodimegate 400 includes opening/closing
door mechanism 4, but a means (restrainer) foraiegtg the movement of a person when
the face collation fails is not limited to this. orFexample, psychological restraining
mechanisms such as sirens and/or alarms may bewsdpl In addition, a mechanism for
indirectly restraining movement by sending a ncdifion to a guardsman and/or a robot or
the like disposed nearby without sending the reaifon to a person who intends to pass
through the gate may be employed. It should bechtitat the time taken after the failure
of the face collation until the restraint differepnding on which restrainer is adopted.
Whichever means is used, speeding up the facetioolles similarly useful to obtain the
result of the face collation before the personheacdhe restrainer.

[0150] In other words, the means (restrainer)réstraining the movement of a person
when face collation fails is not limited to the axale of physically restraining (blocking)
the movement of the person, such as by openingigatoor mechanism 4 of gate 400
disposed in the middle of a person’s movement pakar example, a particular point (or
range) is set for gate 400, and gate 400 may nestramovement of a person from upstream
of a particular point to downstream of the parteypoint in the direction of movement of
the person. In this case, the restrainer may &ieea, an alarm, or the like, as described
above, or may be a notification to a guardsmanbpaty or the like.

[0151] The present disclosure can be realized ditware, hardware, or software in
cooperation with hardware.

[0152] Each functional block used in the descoiptbf each embodiment described above
can be partly or entirely realized by an LSI sushaa integrated circuit, and each process
described in the each embodiment may be contrpbetly or entirely by the same LSI or a

combination of LSIs. The LSI may be individuallyrined as chips, or one chip may be
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formed so as to include a part or all of the fumaail blocks. The LSI may include a data
input and output coupled thereto. The LSI hereaty lve referred to as an IC, a system LSI,
a super LSI, or an ultra LSI depending on a difieeein the degree of integration.

[0153] However, the technique of implementing miegrated circuit is not limited to the
LSl and may be realized by using a dedicated direuigeneral-purpose processor, or a
special-purpose processor. In addition, a FPGAldAProgrammable Gate Array) that can
be programmed after the manufacture of the LSImcanfigurable processor in which the
connections and the settings of circuit cells diggbinside the LSI can be reconfigured may
be used. The presentdisclosure can be realiz#idited processing or analogue processing.
[0154] If future integrated circuit technology fapes LSIs as a result of the advancement
of semiconductor technology or other derivativéntedogy, the functional blocks could be
integrated using the future integrated circuit testbgy. Biotechnology can also be applied.
[0155] The present disclosure can be realizednyykend of apparatus, device or system
having a function of communication, which is reéefrto as a communication apparatus.
The communication apparatus may comprise a trarescand processing/control circuitry.
The transceiver may comprise and/or function aseeiver and a transmitter. The
transceiver, as the transmitter and receiver, melyde an RF (radio frequency) module and
one or more antennas. The RF module may includanaplifier, an RF modulator
/demodulator, or the like. Some non-limiting exaespof such a communication apparatus
include a phone (e.g., cellular (cell) phone, smphadne), a tablet, a personal computer (PC)
(e.q., laptop, desktop, netbook), a camera (eigitadstill/video camera), a digital player
(digital audio/video player), a wearable devicg (envearable camera, smart watch, tracking
device), a game console, a digital book readeziednealth/telemedicine (remote health and
medicine) device, and a vehicle providing commuiwcafunctionality (e.g., automotive,
airplane, ship), and various combinations thereof.

[0156] The communication apparatus is not limitede portable or movable, and may
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also include any kind of apparatus, device or sydteing non-portable or stationary, such
as a smart home device (e.g., an appliance, lightmart meter, control panel), a vending
machine, and any other “things” in a network of‘Bmernet of Things (loT).”

[0157] In addition, in recent years, in Internéfhings (IoT) technology, Cyber Physical
Systems (CPS), which is a new concept of creatieqy added value by information
collaboration between physical space and cyberspasebeen attracting attention. Also
in the above embodiments, this CPS concept candopted. That is, as a basic
configuration of the CPS, for example, an edgeesetlisposed in the physical space and a
cloud server disposed in the cyberspace can beectethvia a network, and processing can
be distributedly performed by processors mountedooth of the servers. Here, it is
preferable that processed data generated in theesatger or the cloud server be generated
on a standardized platform, and by using such radatdized platform, it is possible to
improve efficiency in building a system includingrious sensor groups and/or IoT
application software.

[0158] The communication may include exchangin@diarough, for example, a cellular
system, a wireless LAN system, a satellite systdm, and various combinations thereof.
[0159] The communication apparatus may compriske\ace such as a controller or a
sensor which is coupled to a communication dever&pming a function of communication
described in the present disclosure. For exantpke,communication apparatus may
comprise a controller or a sensor that generatesalsignals or data signals which are used
by a communication device performing a communicafinction of the communication
apparatus.

[0160] The communication apparatus also may ireladl infrastructure facility, such as,
e.g., a base station, an access point, and any aeffgaratus, device or system that
communicates with or controls apparatuses sudmogg in the above non-limiting examples.

[0161] Various embodiments have been describedh wafference to the drawings
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hereinabove.  Obviously, the present disclosurena$ limited to these examples.
Obviously, a person skilled in the art would arrveriations and modification examples
within a scope described in claims, and it is usthed that these variations and
modifications are within the technical scope of firesent disclosure. Moreover, any
combination of features of the above-mentioned etmbents may be made without
departing from the spirit of the disclosure.

[0162] While concrete examples of the presentntiea have been described in detail
above, those examples are mere examples and timitdhe scope of the appended claims.
The techniques disclosed in the scope of the agukaddims include various modifications
and variations of the concrete examples exempldizalve.

[0163] The disclosure of Japanese Patent Apptiodtio. 2020-030493, filed on February
26, 2020, including the specification, drawings aatubtract is incorporated herein by

reference in its entirety.

Industrial Applicability
[0164] One exemplary embodiment of the presentlaksire is suitable for face

authentication systems.

Reference Signs List

[0165]

1, 1a, 1b Camera

2 QR code reader

3 Passage management photoelectric sensor
4 Opening/closing door mechanism

5 Entry guide indicator

6 Passage guide LED
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7 Guide-displaying display
8 Speaker

9 Interface board

10 Interface driver

20 Gate control apparatus

21a Entry face authentication apparatus

21b Exit face authentication apparatus

30 Network hub

100 Face authentication system
101, 201 Communicator

102, 202 Processor

103b Buffer

200, 800 Face authentication server
203 Face registration DB

204 Entrant DB

300 Network

400 Gate

400a Entry gate

400b Exit gate

601, 701 Processor

602, 702 Memory

603, 703 Input/output interface

604, 704 Bus

801 Movement range estimation processor

802 Movement time period DB

803 Candidate exiting person DB
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CLAIMS
Claim 1 An information processing apparatus, Cosipg:
an obtainer that obtains an image of a personig/hble to board a vehicle that is to
move from a first point to a secopdint, the image being captured at the first point; and
a processor that determines a candidate for apevko is capable of reaching the
second point by the vehicle and who is subjectefdde collation at the second point, the

determining being based on information on a facagenncluded in the image.

Claim 2 The information processing apparatus acogrt claim 1, wherein

based on time information about time at which taee image is captured and
information on movement time period for movementthy vehicle from the first point to
the second point, the processor excludes, frontdneidate, a person who is incapable of

reaching the second point by the vehicle by predeted time.

Claim 3 The information processing apparatus agogrb claim 2, wherein
based on information on a frequency of use oéastl one of the first point and the
second point by the person, the processor prefaligntietermines, as the candidate, a

person for whom the frequency of use is high.

Claim 4 The information processing apparatus agogrb claim 2, wherein
the processor estimates the movement time perdseédoon information about an

operation schedule of the vehicle.

Claim 5 The information processing apparatus agogrb claim 4, wherein:
the obtainer obtains information indicating anragpien status of the vehicle, and

based on the information indicating the operastatus, the processor corrects the
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movement time period estimated.

Claim 6 The information processing apparatus agogrb claim 2, wherein
the processor estimates the movement time pedasedoon information on a distance

between the first point and the second point.

Claim 7 The information processing apparatus agogrb claim 2, wherein:

the predetermined time is current time, and

when first time obtained by subtracting the moventene period from the current
time is at or after second time at which the facage is captured, the processor determines,

as the candidate, a person of the face image eapairthe second time.

Claim 8 The information processing apparatus acogrt claim 7, wherein

the processor updates the candidate per regolargeriod.

Claim 9 The information processing apparatus agogrb claim 2, wherein:

the predetermined time is scheduled time for periiog the face collation,

the obtainer obtains, from the second point, mftion indicating the scheduled time
for performing the face collation, and

when first time obtained by subtracting the moventiene period from the scheduled
time is at or after second time at which the facage is captured, the processor determines,

as the candidate, a person of the face image eapairthe second time.

Claim 10  The information processing apparatus atogrto claim 9, wherein:
the obtainer further obtains an image capturgteafirst point between current time

and the scheduled time, and
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based on information on a face image includetiéeninage captured at the first point
between the current time and the scheduled tingeptbcessor further determines a person

capable of reaching the second point by the vehérid adds the person to the candidate.

Claim 11  The information processing apparatus attogrto claim 1, wherein
based on the information on the face image indudéhe image captured at the first
point, the processor narrows down information ¢eca image of a person using the vehicle,

to determine the candidate capable of reachinge¢hend point by the vehicle.

Claim 12  The information processing apparatus afogrto claim 1, wherein:
there are a plurality of the first points from wihithe second point is reachable by the
vehicle, and

the obtainer obtains an image captured at eattiregslurality of first points.

Claim 13 A face authentication system, comprising:

a camera that, at a first point, captures an inodge person who is able to board a
vehicle that is to move from the first point toexsndpoint; and

an information processing apparatus that obtdiasrhage captured by the camera,
and determines a candidate for a person who isotapéreaching the second point by the
vehicle and who is subjected to face collationhat $econd point, the determining being

based on information on a face image includedenrage.

Claim 14  Aninformation processing method, compgsi
obtaining an image of a person who is able todaavehicle that is to move from a
first point to a seconplint, the image being captured at the first point; and

determining a candidate for a person who is ca&pabteaching the second point by

43



the vehicle and who is subjected to face collatibthe second point, the determining being

based on information on a face image includedenrage.
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