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NETWORK PROCEB&@W/16MaMORY ORGANI ZATI ON AND METHODS Techni cal Fiel S
invention relates to comunication network apparatus such as i QIEE$P02794
link together information handling systens ar conput ers of various types
and 5 capabilities and to conponents of suchH apparatus. In particular, this

i nvention rel at ) 1 arat us and conponents useful in
assenbl i ng sucheggméﬁéwpﬂ%gn%%Y SRGANZATIONAND METHODS
-multi-functional "interface device and the conbination of that device wth
other elenents to provide a nedia speed network switch. The invention also
rel ates to ndeebmicakFiepdr ati ng such 10 , apparatus which i nprove the data

fl ow handling capability of network swi tches. Background Art The
description which foll ows presupposes know edge of network data

communi cati ons anqHigMrivensi used in such communi cations

net wor ks. f n p?r itqiécuﬁ?:fr , t%ﬁ%&ﬂ%??@ﬁ%@%%@?* 2RPRTRLYS Sychnas fis ubed
| SO nodel 15taiinkdogether dntorimationurandiinigedy stéms 48 o ifld QRN O
| ayersg A ty?%l;ﬁétéili %%%td?fture base? téggﬁgyt he 1 SO rimq@tsi?fe)gﬁﬁsr%efa%q
1 (al so sone R ECTPONENy oheSUsH apRarptussi dralpaptaubarayhisrinu@stich
t hrough whi clelated®y ScaEBld Layers 2, .3, 4 and so
forth to Laygém;,aﬁt he _'I_-'%st_ %gvﬁtﬁ ﬁoﬁ%@?négﬂ foi‘g'%p89%¥*$dfse§wnia§§@m@g such
progr anmi ng iaigs.onl kis donpotien relataseto bnnikastovdy taRdt B0 1 i S
docunent, rregéiigga fd th% L2 {:itlnﬂ?. so forth is ihﬁ?ended t_o’hgg’?@b\eﬁ%ﬁlﬁb{béﬁe
correspondi ng) 8y &1 o CLHBPIIRHRN Af that device avithrelbenelements te prdvide a media
pr esupposes spded thetmotkakwitdAdeTisd ' i rings known as packets
and :‘,d'cgrres in such network communi mnggho%lﬁgtrgagetf@ ﬁ%m)%gk%fdo Afpg such
bandwl'dt h i PRPIALYS waIch Eapigvedhe data Sawihandibg napabilily of mehlibmk sviitdhgan by
the Internet and other emerging applications, is straining the capacity of
network infrastructures. To keep pace, organizations are |ooking for WO
01116779 2 Backgoun®dot ,. PCT/1JS00I 20T94 . better technol ogi es and

met hodol ogi es to support and manage traffic growmh and the' convergence of
voice with data. Today's dramatic increase in network traffic can be

attributed to theTRe i Oy i e a_gragwi ng need for renote

saccess to informati .o%ﬁ@%ﬁe?&f%@'%pﬁ%%%%ﬁ% %ﬁ?&%m&ew{iﬁ@ata

with its exfomRmubicptionshand ewtdoneerare, roaerdlaceded iROSHIH %?nmupications
S

| mpor tant - cACSWBRs. PR PERERIEF (RHER2APRon pies imesss femirenty oot theilSE el
k1l oy TheLeoMI QGO B PSR EE' LR piehg
net works. 1 ’?"r_\'&e‘gmﬁ/ R§EACPYT theiee medetigxtends! froml layen 11 aiige soMetinds
Gr"opg, | PR a0 i RNy R b DSl e
comuni cat i B?$S@AIuPwardethraugh layersv2t Be4 pathsoforth to Layer 7, the last mentioned
being the layer of applications programming running on a computer system linked
20 to the network. In this document, mention of L1, L2 and so forth is intended to refer
- to the corresponding layer of a network architecture. The disclosure also
presgppqses a fundamental understanding of bit s.trings_knoWn as packets and
frames in such network communication.

In today's networked world, bandwidth is a critical resource. Increasing
25 network traffic, driven by the Internet and other emerging applications, is straining
the capacity of network infrastructures. To keep pace, organizations are looking for
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!I owest cost, voice will inevitably converge with data. Technoécg ‘as
Voi ce over IP (Vol P), Voice over ATM (VoATM, and Voice over r@%ﬁéa
{VoFR) ace 1&, 0(81216 @ffectl ve alternatives in this changi ng market. However )
to make m gr 3 BAE these technol ogi es possible, the industryPhEUSPY20794
ensure quality of service (QS) for voice and deternm ne how to charge for ©
voi ce transfer over data lines. The Tel ecodnuni cations Der egul ation Act of
1996 further, conplicates this environnent. This Legislation will reinforce
a symbioti c Peltekteshrolpgiesanmerathodelogisste suppodend nnanage triafficgrowa Bhdahe”

the data pro tegrating | egacy systens is also a
cruci al conc%mrggﬁcégﬁ“??étvf'@hgéés new products and capabilities become

avai l abl e. To preserve their investnments in existing equipnent and
sof tware, organizations demand sol utions that allow themto nmgrate to new
t echnol ogi es wit hagﬂaﬂsgramatlﬁ foreaserin Detwaktragfieean beatiribatedibitne papulamty

Router s are Of 16 et St pREe dot, Bfndler Bieess thed@matdrs, S emeraing

conges§i on Ialpm&mlbﬁ!s | Sheflhiinst aldhagnihecits as @s%ﬂéf@vﬁhh.npéwnﬁwe?é@ hés
. WO 01J16779 3 2 6 FEB 20f1 4 PCT/USQ00/ Z0794 addr esSed by seeking

hi gher - bandvPl@cad f3ametimes ingippprahialond ennetwerkbackhanegni Itisnsdso hhe single

difficult r r

bandui dt b 7 <05y IABCANY SRR, drinctBRUE ol B SO THRR SR ELE vhibe PR Tor
servi ces, attheifimt §peed, THegtowing deomarusl of remutd aomesglatp@h@am ﬂﬁélﬂﬂiﬂg e-
application 5 slervers These sercghces i cI ude Ioad bal anci n%M _ .
gatovye, 1 PeluaESResniote SLAG Tl roiSdnarihvosas

agltohentl cati onpr ank as top priorities. The demand for |%t egration of QS
and Cb®, i ntegr at #Hecohvergeansd of vojce andlda’tawllptqyn largecrateih defnimng tc;morrows

solutions will, 10, al so sha ut ur not e access network -
oo tehee. bt BniRoRueRE COGeRfy HH taRimisSian i drimaver Bemet pesioral P

nuber of  phygtingstks T teeMBecauss vatcel &&MNmuhlcatiohs WfF-rmatliFHIg %homr%Bpath of

cabl e, and xDSL nmodens. |ndustry consultants have defined a net

- processor ( H@V\@Sﬁ CQS"sdoﬂﬁ.@n‘Wﬂbﬁémlt&y sanveyge)with datas riaphasingies such as Voice
t
Che ol | owt roven b @RISH ige bt ATRRIBATRAbnd VoK SRR A BRI (RIED) e
- bage]gmn knmst@fﬁacaueeaiﬂem:ﬁms is thaid caangndgrnlaameor Epfhgmﬁ%'ﬁa%m'ﬁrat'on to
nodi ficatio t he t Wi t or ot
protocol s (f Pségg&'?cﬁ &?‘?rg H@)L{s?w&pa%mqr\ggrq puplityioh sendce éQe8) feor
IP) 20 Queue/digdi &y r@éta&ﬁm%mhw o | g 11BP VIASS QraribbéalRY ddth RAGKEThe

queui ng, de-gueuing, and scheduling of packets for specific applications
Packet forwa @lieﬁgmmumlrcahmﬁ Beregyiation Act ob1 16 ortheacemplicates this emvirohment.

A thougn ¢ hi adedaRoR v Stdite BIRRAGHEteiatrishfy BERH L Foide PheiRRpLar
of ed0y 25 dtitsige ! ATM @nd thetdaitd pedtocslmdiechbice] H2. and benefits of NPs are

~yet to be realized. Network processors can increase bandw dth and sol ve
| at ency problens in a broad range of applications by all ow ng networking

tasks previously fgsfatiflg'idyayfdyefirfs is%lso a crucial concern for organizations as new
' | products and capabilitiés become availlable. To preserve their investments in
existing equipment and software, organizations demand solutions that allow them to

migrate to new technologies without disrupting their current operations. |

25 Eliminating network bottlenecks continues to be a top priority for service
provnders Routers are often the source of these bottlenecks. However, network

' congestion in general is often misdiagnosed as a bandwidth problem and is
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|* WD 01116779 4 2 6 F Es 2~~;~ ,, pcT/vsoono79a , be executed in hardware.

s/ n addirtion, rovi de speed inprovenents through r arclr?'g
such as paral :‘gﬁ‘@?@%’?i but ed processing and pi peli ne processi ESEEB@U’f

These capabilities can enable efficient search engines, incr easdCT/US00/20794
t hr oughput, and provide rapid execution of npl ex tasks. 5 Network
processors ar g,ﬁdexp%;t ed to becone the fundanental network buil ding bl ock
for networks fessedaby seekingonighBab re for PCs. Typical
capabilities pé] Oﬁéﬁﬁ b -y P-arg reaﬁﬁfﬁwfryéﬁpsfo&t%- ng, T rmanufait@iers g
forward) switcCh 5‘-‘8‘ '$riifficpity a ditey drertdiiing ta%t\lvsg( g} fag caﬁfbi lities.
NPs target | SRdrage béW%Q five and are designed roc spePhieghnologies to
net wor k- speci fi ¢, t asks. e pr 682 SRYe-effigientixmndntooproyic e %béh@% d
general pur po3¥Viescabwive spead, thaesieald ﬁ]gmwpﬁ .Su({)LEI iers are turni Cg gtp
t hi s design tQarQ% vide scal abl e, flexible sdl GHy %&S%Wemmgﬁé@ﬁon
change in a tine &'a SEgviges MHdmload@himngmag?%ﬁgwémdel N{s) al | ows
di stributed panteebdidighfig | ovwer |evels of integratiorm, proyT |rﬁ¢'vq{ gheeurity,
t hroughput, flexibility agnd control. Programmability can enabl e easy 15

m gration to new protocols and technol ogi es, w thout requiring new ASI C
designs. Wth proc,foghs?%-rr?del NPs, NEVs benefit fromreduced non-refundable -
engi neering costs and T Morovatcassmanpicationset peﬁbﬁﬁbﬁé@]rgaﬁhn}i@%_l nventi on
One pur pose (sﬁcutiﬁy$ahdlu@fﬁérﬁﬂafk§rﬁa%k§ Vi dre' aiscar! able’'swtc _c?ﬁ'fj@m%
for 20 use i n.a(Sa a_ conmuni cation n P RIQHlIe h@d%mmtdbrﬁ'ftegfa?ddﬂz%fQos
- support capaBFi%® s'nteegratechv@eeahnumﬁg:radoa.hqoﬁgaaﬁ% i%%i l.e inproving the
speed 10f handlsio%aibfetﬂgt%sicﬁjggc%ﬂt ansferred. PoPHiglivaed secu ti solatioby will
provi di ng conponents,  an M €§e@ptezamnﬂse1€t$/orw\é\ki€éhdéser@%§m romthe
wor kl oad of Eﬁmilmvgﬁbtagcbmw%d@gaﬂ.,gérﬁgti%r anpunt of - .at'a _ I [‘?{Bote
than has beep i%ﬁ cqﬁeéﬁgret of ore. A P QLEHS'@)QQ! qf@Wsncptmeddﬁng,nsuch
interface de¥? B‘r_ et Q@ﬁrtbw@n@mmwm,%cﬁ,@bggéﬁfd

i nt er changeabl y) which includes a plurality of sub-assenbiTBS: 26 FEB
2004 -s integrat ﬁggon"; single substrate and coacting to provide nedia rate
swi tching of fran@Sustidconsuttantehddfinéd al@Wehrcairakdyer 4 and layer 5. The
interface dey %F:' W,,)be. used as a stan'(?anne séﬁklw??ﬁgéﬁf@ﬁfalﬂajsmnfdmehed
.level of capability fo?se?\%ﬁ’g(’amfﬂa@les%mn‘mnimioh@t m[@ﬁféﬁckgg I?ol ut H)qn :
provithng a Herisiming ekelor@horeahb by, group sw TCh “or “SEf ERERI ér
upward in capability by cooperation R CNghi ng fabric device.
According to a first aspect of the invention, there is provided an

appar at us conpri fu i-conduct.qr substrate; a plurality of interface
processors formed oneg11 ﬁ%ggﬁgg?%réae@mmamkemmasae oprwg,:,g&gégg St ‘
| east five; intel&"hlé!1 asraxddress boproteegry formed on the substrate and's 5P ng
instructions acc%sa%kg{é tﬁ. the interface processors; internal data nenory
formed on the subStratToSfisation i mgdifiving tmpacig tébbﬁ@g}\uftﬁ%dﬁﬂvﬁe
accessibly to thprdtot@lef(ﬁﬁ%xahﬁﬂéwi' ttBe internal data mengry h&QicHra
pl urgpity of merrg)r._é’ el enents, CThe MUtAYLP ¢ timMestariveofisld én emensadeigigp
correlat efj to t heUsyptRa "CMmaﬂ@eimlErEﬁréﬂﬁct@il’%{@éﬁ@é}irsfqg&gfggggékége[uﬁg er
operatively integgs : en,each of the inter ,
menory el efrent s angﬁggﬁ'ﬁgﬂ“ﬁiﬁae%@‘gPU)@QMEtSEImpebBicf li8a&,d romt he
interface proceSEECKEtdoWVﬁdn‘@rmrtﬁénghﬁég . .a _nenpry ar itﬁt?&'operati vely

i nt er posed bet Wei’? ach %f' t he nmenory e%%@ﬂfgc%{ggogfl’%aimﬁhaswimh@é@ﬁ@ors
and controlling q:ggg'af NG 9 rorting theqiazkento A égﬁoﬁﬁﬁ(grfﬁe grocessors;
~each of the interface processors having access to a plu & ?s f the nenory
el enent s and_ea%qmof the nmenory el enents being responsive to requests from
a plurality of tNMédughdhisaieinitionses596 lural jty of input/output

por t25 f or mm:@nth%hgwsubft rate; at | eas@r(a;fr%geglcﬁ?ﬁ@ ?gﬁé‘é‘lbﬁﬁlmfgammpmoﬁ@rly
connecting the int et nBPeakiah capabiliiesrand botlefits aF r@lﬂé%r%r% Sgdl@%% E}%(?ast
two ot her ®Netwbek proRetsordtAHt: rts.exchangi ng data passi h F 4
apparatus with an’b ext erﬂglogﬁe'?%?ﬁe Bﬁﬂ@W'dﬁméngBoh/etlamncybbréthﬁ;ﬁs%%rgrggg
‘processor s."a')Q,Q:@erDMigationab)sgmqg%gminﬁf' %he i nvention, there is

provi ded- an -appar at us conprising a senico Jasspreviousyhangledin dofteadrefth ve
interface processors fornmed on the substrate; internal instruction nenory
formed on the substrate and storing instructions accessibly to each of the
interface processors; internal data nenory forned on the substrate and
storing data passing through the apparatus accessibly to each of the
interface processors; the internal data nenory having at |east five nenory
el ements; a request controller operatively interposed between each of the
interface processors and the nenory el enents and controlling the flow of
requests for data fromthe corresponding 2 6 F EB 200g



- Sa one of the interface processors to the nenory el enents; a nenory *
!arbiter operatively interposed between each of the nenory elrz ggﬁ 4} he )
interface processors and controlling access to the correspondi it he
“menory el emaghgrbhe i nterface processors; each of the int erﬂg&som‘m‘ ‘
processors having access to a plurality of the nenory el enents and each of
the nmenory el enents being responsive to requests froma plurality of the
interface processors; the request controllers and the nenory arbiters )
cooper ati ng f or i @.ﬁm ioR.Q9PS 8ah prAAdapeIdiimpiovenents thrughe
menory el enﬁ'ﬁéxéf{ﬁe%i i_n'jtdg%rgbg?%?%‘f:e_s'sgrs V\:thCh grant hjghest priori t_\é
access to a gcREeEuras Ussth faomparatisindistributed  pracessing otk pipalinea PEICREHIEI
‘menory el ement and a_plurality gof. input/output . d fhe :
substrate; alesignst Jprﬁ‘@s@f Qaﬁ’@bﬁﬁ'ﬁﬁt EBUt SU?B%oret?@'%@nﬁgé@ngﬂghi%' nearna
data memory wi thexterngl AldnAdf dordsiex tadksot her of the
i nput / out puttwb%"fqrﬁﬁhxéﬁgHégﬁggdgpa@%%%si ng through the apparatus with an
external network under the direction of the interface processors. According
to a third aspect of the invention, there | [ Qi CYelek:Tg K
conpriBing a pl ur NEWgrkoPragessare sare; ﬁépﬁ?t&?aﬁ ;Bécgﬁgrreﬁ%orl es eﬁt%é "opw orl
di fferent typesyi ' .%%{\ﬁk@ﬁ}@t@é\yﬁie fasplion tat OPWE areforBCar bTypics
Qﬁﬁdéh@y "?tﬂ{ef% ural i

wher ei n each

ty of menory arbiters being operativel
coupl ed o opapatilifémofibrataby an NP arefeAr UBCRIACHIIAG. SR HIOLE and ToniErdnc

bei ngoper abpultbe faRTreRRtdP askel nobRld Fudles N ERbaBffs, NpSlatgeipeiagas
plurality of NEWRLLERfive ShdkRé dexighbditbasptinize inetwiruspeciiadaskme
operatively coupl'ing a request controller to selected ones or all of the
plurality of menory arbiters and a plurality of processors, each one being
operatjively coupled to one of th ' elféral p@ploge processors
,_Accor&iong toafo @55@8& ﬁgﬁgﬂﬁé"ﬁ%‘?@%s {rﬁﬂe)(‘rszélés pro!?/i ged z)n N
appar at Us CoBpHisHeRmlizeaRsEtySappilersaratiriigio tiRAssign thprevidgsgalaigqfiexible
modul es; the DRAM nodul es bei ng responsive t. : ' i ' iddata
pl aces the DmaMtigvgthatcan %W%T@?g%o%‘%geo'ﬁeqaﬂﬁg%éﬁé%ie?r%crﬁ}{l’ﬁf?é 5\'%:
consecutive Yh! W HistFiB e procesingdatoioweabwelsvof lintegeation,
DRAMS in a sﬁg&e%é\fégéglcﬁgfgﬂ%r in a secorﬁ)d node_of operatjon in vﬂi gh
Read and Wi tpro@inm@hi'gbestmauglmauteﬂ@dbﬂibbﬁ%m@g@c?@gr 1abilify ¢3f Gnakig €asy
_DRAMS wi thin an access cycle;, a plurgli Rl O e HedWABIC tdesigns.
‘gener at®, andnigrationeio f‘ﬁ%’r@f?}??ﬂg ag‘gﬁ‘ﬁkgﬁ?lgb}e%h%ﬁgﬁ%,auﬂe%m request g‘
signal s and REfthYrBE&ddHimodd! BPE, IFER s 2eDefit fBomiradusednah-tefurdale Rngineering
operatively coupli ng.t he plurality of é)r ocessors to the nmenory system so

t hat each pr ccosisan nmnptrméeq)rum%tq-mﬁfb t'processors has access to the SRAM
nodul es and DRAM nodul es in the nmenory system According to a fifth aspect
of the invention, there is provided an apparatus conprising a sem conductor
substrate; a pilgolesute obthe tneention processors fornmed on the substrate; a
menory that stores instructions accessible to the interface processors
formed on the sem conductor substrate; a plurality of on-substrate SRAMs
fabricated on the sgnd sondie! STthRURSERtRIrEis to mbvidala toplable siitcrs atshiteatuge for
SRAMs fabricated o t'he 'sem conductor substrate; a pluralit OfchRANa%Tt' s
fabricgped of hseé ireadata conmuumioati@mngmr#éqmaha%ﬁ%b?%ﬂ?%'"q é‘dﬂ% capabiliitie
controllers wherein onge of ea¢ f WiXa e d02ed e haf@id of dta Bei
operatively cHRPrages BFBQ@"‘@?FH?\@‘%PSrgvarﬁl{e?{/r@(g?\;l?{%l%r fp?g’e pr ocess%r s, a n@
plurality of {fgﬁgféfrﬁ_birhgrgu@geahrpuwﬁd,byner@ﬁdiagfdonmonget& apd @sepmblagasy

led to th -substrate SRAMs, -h f d N
The'of f subst rhiconmRREntanwhidi fPrORES o 1 werEY PLPSEErubd VB nted 5
to the DRAVS and a pl i tey. . sk
. to the D an R%ﬁé"ﬁéa‘@hlééﬁdeaq% fhta[nﬁgﬁg}tﬁﬁa fds PeeAtheBasOhertsibraus

. operatively c@ﬁ?)? urality of request controllers to

. the pluality of arbiters so that each processor has access to the SRAMs
and DRAMS. According to a sixth aspect of the. invention, there.j i

a nmethod conpri si ngAnOibeEPéH%OQﬁ"%Pcﬂf?lﬂ'ﬁﬁd”h‘ﬂt?rfﬂcgr#éé'&c% %[e'{kﬁ‘é@%@’\‘?ﬁﬁgydéq%
plurality of different t 1 lich Rl raffyaoff §uhvassdrabines
t hrough an |n3‘6&"‘%&ﬁenﬁ%ﬁ}ét%ﬁe@%@?{‘%ggmw&%ﬁ con?lfé\?nigcpgi‘i f{%’ the data fl ow
through a plurality of interface processors enbedded in the interface
device; parsing the data flowinto a plurality of portions; storing the
parsed portions of the data flowin the plurality of different type nmenory
el enments; controlling access between the different type nenory el enents and
the interface processors to allow each of the interface processors access
to each of the different type nenory el enemts and assenbling and directing
data fl ow out bound through an output port of the interface device in

. o o Y




Figure 14 shows a flowchart for the Fixed Match(FM search algorithm
Figure 15 shows flows illustrating Data Structure w thout using a Direct
Table and with using a Direct Table. Figure 16 shows a block diagram of a
swi tching systems such as Prizma. 5 Figure 17 shows a bl ock dllzagrﬁ-ggfszmlt
CP. Figure 18 shows a bl ock diagram of thessingle chip Networ r

hi ghlighting function in the EDS-UP, EDS DOM and the EPC. Mbdes(s) for
Carrying Qut the Invention Wiile the present inventions will be described
nmore fully hereinafter with 10 reference to the acconpanying draw ngs, in
whi ch pr ef er integrated oui areingle substrate and esaeting itm peovideomsdiarratesshatohingi df fifindso

h i pti Lch fol) ows that persons
of ski 1 1n PACohBE L8 2Pl @ JFer PRELIPY TohY g dedich o eroliet vbaa
while still smfdatoner@hition pravidighhefilsesive! sf @bpdbiigty| f&Y%%HP%rm@C%\%%}SQg' Y

the description which follows is to be understood as being a“broa
t eachi ng d PSIBF%‘E‘E‘P@“@? slptiryprogiding akigherdevel lof papabHity werlagroup switeh er suated,

d t as |t : ] JONS..: t.us di scl osed here
o scal abi e e3P R el i i AR B 5 o ~vor kor oup
swi t ches, aggregate such switches into a network backbogS,Land p;odee
backb i tchin .ces.. Fhe a r S can support . ayer 2, Layer.
S?Cangnﬁai\é\ﬂr Z+ fg/’r“ac/g’?&é*ﬂ%g"i%ﬁﬁsgr%ﬁgﬁ?e‘? rlln?;{?lﬁmpprﬂﬁée df pF‘Pl"_ég PArRPYSNSr e
desi gned f orcodgsisirgpa @afmiwmd(gml;pbﬁw_trér;] @hpla@ﬁiﬁfeﬁ%ﬂt&facaqﬁ%a%a%drrﬁ tf(ﬁ‘gﬁgr(ﬁl faee
t ted re backbone swi.tches. e architecture used f )
agég?ate usf‘sis@BW%gﬁ% AYEARS &% TRABRPSEREY DEWE A Ipast Wipikingrad dBgbictipiambweorys

' N p s_nore
subsyst em andrred 6h N E bstrbfe HdYstb 4R iReuOibR &9_55%{1@& & TP dlace %%éceﬁsg% e

fully described el sewhere in this docunent. The ace ( g
processor suB$y dafnimenzoryiifgmedenrf the welmtretef andrstoringr dater plissigg einguglethdesiigaed

f sin ] ti : .and L4+ protocol . headers.. This f
T P2 0 0P IESBY I YRR ERY erfisston Medalsihn Bat S PGS sohwios obe
swi tched at nemeeyelcnspie dse mehbyy of dicmemery dbents beihp 268eHRMIt6 thelfunibil Wer K
processor 5%)65}/% 8 provi des a fa?sjs&- att&t] t hrough t he box \/\Ql |l e the software
library and coﬁ’t%oﬁceﬁ’(g?cﬁfsoﬁ’c?cggg Cg‘i‘ egi @perg &?jéﬁ%tﬁfpoaqﬂj.‘?twe?lbe@hsflfdh@ry
- functions némtdrfacd proc@usorsaind thé endnasil -cdithdhts THE cERIVIRRY (HRAFIEY o?rr%lfé?égfbr 5

and the sof twar IiErar runni ng thereon together define the Contfol Point
(CP) of the d@@s&%t erHer, eipgo%ﬁ@,rég fh?elnﬁ@f)%ﬂel@ﬁmésgﬁl mymony arbatet ppegatively
protocol s subrpased befera! &tk G tHidohRRoAP LRk 3he thy! %tel-f%cecgpoczeiés%% D&
referred to as the slow path of the syst'em . .

controlling access to the memory element by the interface processors; each of the

interface processors having access to a plurality of the memory elements and each of the
memory elements being responsive to requests from a plurality of the interface processors
and a plurality of input/output ports formed on the substrate; at least one of the
input/output ports connecting the internal data memory with external data memory and at
least two other of the input/output ports exchanging data passing through the apparatus

with an external network under the direction of the interface processors.

According to a second aspect of the invention, there is provided an apparatus
comprising a semiconductor substrate; at least five interface processors formed on the
substrate; internal instruction memory formed on the substrate and storing instructions
accessibly to each of the interface processors; internal data memory formed on the
substrate and storing data passing through the apparatus accessibly to each of the interface
processors; the internal data memory having at least five memory elements; a request
controller operatively interposed between each of the interface processors and the

memory elements and controlling the flow of requests for data from the corresponding



> \Wile the apparatus here disclosed supports nmulti-layer forwarding in 10
hardware it can also operate as a L2 only switch and that is its default
node of operation in the sinplest formdisclosed. Each port wsl ’g t
into a single domain allowi ng any device to conmuni cate wit hW2n$ EI@%O[M
device. The apparatus is configurable at .I53-all ow ng system adm ni strators
the ability to configure features such as; grouping ports into separate
dormai ns or trunks) configuring Virtual LAN 15 (ULAN) segnents, or filters

to control broadcast and nmulticast traffic. This scal abl e apparatus has
many benef it ene &f thetintarfacalpransssorhtd thesmempndalemiestsy atrﬁémbﬂj'ea.rabéﬂ dpeyatively

configure L3, i and r.ou I P and IPX sing the sane
Har dwar e bei lrrllfgt;e osggdtfe o4t eagh © gttﬂeﬁgelg%ﬁéfe “@ég%&tegﬁcer%?ﬁé%fstiﬁ@
need for usi gty futkss QUIRT CorfeBpdndilgy 688 neqse GRS dMihdild B Sthmn%ﬁ'ac%o
i ncreasing performance at the sanme tine. Third, it sinplifies r conbi nes

t he managenmePfPCEEOIEeach of dhg intartacs pracessers dhaﬁ@gl Aqeess atO su pigta(l;t}pof the roémory

control. Fi [ v, th L4 ctians

T ow syt ens adeatsiahd BEHOLRS ntdthits R SR HRSwalle i riiests i pialty™
cl assificat |antbetlmeﬁa|q:epmotem1$sﬂmrrequest cardtollappiridctht imdiBondbitat Wesperating
di spatcher f rIno%d bﬁ anci ngf anongrpgcervers% 25 The agﬁ)ar atus i s designed
to be a nodu ar1 Pentig AGeLA $99P% LS SOy BMNEAE PSS ! FIETTY clkegssts, bathe
Control Poi nhtetﬁE’é proestornwRigh igedid lhighektt fitbiritg alRBY {oCa &g lecr% @t fibd 1 single

fundanment al bui | di n(I:; bl ocks. The interface device preferab provi

L2/ L3I L4+ fdE er S BTICSSSRA 10l an Singler FeREEy wiemeat @pd acplupalttyl emputhltput ports
MANagenent aaehE@u the subBAd/al 64 4%M J Suddebh BN AR

di scovery functions needed tq. mai nt ai rfﬂtl%%pgt/gutgutimﬁtg% egg{ﬁéjﬁl %arna?ﬁata
swi t chi ng f dBemerydwithcextersaludaial meraerynande at beast twm athareaﬁmeanﬁwajuqsixt ports

subsyst ens e pLi onal vm tchin i.c device

as discl ose?xlglrll&%.ﬁ% td%gt lt') a{lglﬁlgo%g% Eh %pt?gﬁl Use WD, I?ef alf‘bfftwpikan‘gSe@E
Modul ar Swi tcﬁtebti@(é\maliraeﬂa:efmoce@fdmwt and 5 Packet Switched Traffic. The

apparatus is anticipated to be assenbl ed using printed circuit board

el enents al so here nentioned as "blades". The printed circuit board

el ements have cir Adcbrashen@nt ﬂmﬂowpéadoft hﬁrﬁﬁ?&ltﬁﬁd 8€ i€ B &‘dlé{&idaﬁl "Ypparatus

connect ors provided |n appar atus housings. Simlar devices are a BPRACW as
"option car FSMPriRg 2 pl E oA remerins: epplurabisy oA atentsiried dsingaof @éfemntltweged

anong varyi Rfclédias SRAM tmq@g[g) nect and

backpl ane el ectri %al COE]I’%E%'[I ons ar l‘gg‘%@f‘ﬁrﬁgﬂﬁﬁfﬁgﬁ}?é"hﬁ&“ ?nef(g{fﬁ%l

all bl ades iPuralitypfimespory athitess aing Sresativiehgcoupted to bee oﬂﬂlelparralﬁybfyffehﬁmes

uhi ch cona: are TP PR ke, BEOON B g A", petplBERn < ofinaliy D eni)

use of a CPcontryllds,zdeh bse being @apprbliuto igentratcereq @it BigaMIS Yo bécetd'& 104t BRE )sz
e, which consists of a

., . concer ec e i di a, Bl a
carrier subrsﬁgles?lg%h%éo%ﬁe?ﬁ§§§7&pi't’ﬁghté'rﬂfj\%nf‘al%w upes eachh ey prargivelsheouplingrar v
use of a CPaMeduat kbagélldr toasepicdUsics vdresle oPQl'iéf z{lﬁytdf rgémQ%EE‘B e a

a

i nport ant th n red dancy. The third type is a dla BI consi sts
of a carri EIp t RIRFEOTSN Bach. ons: heing @pgrasivplyyesupled. toTons o theap Ibtatitiesf can
be used in w@gr&ﬁﬁbﬁergnd the type of nedia subsystemused is
configurable. Blade nmanagenent will involve fault detection, power

managenent, new devi ce detection, initialization) and confi gurati on. This

managenment will b | isters O si.gnal s, and a gui ded
cell interface thg‘t g&aﬁ@gg’dgtq% %gaéc)poﬁgmﬁ%% ﬁg%@%etlggrqﬁtde dadit 2R Htpse r
subsyst ens. célopasieg 2 mamhdrkeystém indiadisg SRIANE m)ddug € PRAMRhSEN &R AM
devi ces and progranmabi |l ity depends on

the type-of "NIRE PeikdHRARRVERS 2 9B EmaHDS RESEIsh s decs BRIDRANIohGESR 2anc
carrier subSiysitresde 6ff GpepAtioar iaMNEbh ‘?nult-l-ﬂil@ d&ﬁgécﬁuwpéé/@ Bﬁ‘wﬁnt@r geﬁhﬁr?s can be
programmabl e but only indirectly through the carrier subsyst
executed on banks within thé¢ DRAMs in a s1ng1e access cycle or in a second mode of
operation in which Read and Write operations can be executed on selected banks within
the DRAMSs within an access cycle; a plurality of processors programmed to generate,

among other things, the configuration signal, memory request signals and perform other



~ s FEg zoos WD 01/16779 PCT/ US00~20794 I n hi gher capability products
there also exists a Switch Bl ade which contains the switching fabric device
subsystem The managenent of this blade will involve fault det Ei @ power
management, new devi ce detection) and initialization. This man% ng Bva004
be done using various registers and 1/0 sisgnals that will be mapped 5 into
the CP subsystem In its sinplest form a swtch apparatus contenpl ated by
this invention has a control point processor; and an interface device
operatively connected to the control point processor. Preferably and as
here di scl ostesks aik ai mitenflaoperaiwilg eo(pliimo thenpliralag of HrobRsHs BF BEAREAGY | S
a unitary Ver Larﬁglaa?calﬁa | nt egr at eﬂq %I'}Sl,) Ctj rcult device 10 or chip
whi ch has a SRHHES BP0 PEYRETOL 1B - the phjrality) of progessorst hast agsess godbe SR
formed on t hRosulbsinEDRAM HodulRs in HBHhemisyisgfleieOry fornmed on said
substrate and storing instructions accessibly to the interface processors;
internal data nenory formed on the substrate and storing data passing

t hrough the device ihl i f rocgessars; and,a plurality
of i nput/out put pp’?‘?@?‘ﬁﬁrﬁégi”)’nf‘tg&% Eor, & %i%@&étgoms g 15, HrgVidggn | apparatus
herei n i dentdohipstingsa péricpndicts subsirate; pplacaiss of ftetfideSproddiSord ToinfedPiroiteded
i ncl ude at Is%gag_atg_nemgorts c‘pgnecti% the int e{b?al data nenory with
external datS hEHerdMEnarathal Hees msEgetimiaccessibletocthe fitpdrsrpraeassorp farsiedg

t hrough the omtler §eatieortiRiviot @ubdtidfe; o pRFAIRY N oMSUBARAIE SRARKS b ﬁc%latﬁ St the"
of the int erfacenarocess The control point cooperates wth the

rs.
interface deVIR@IRYClon %“gg&}t?ﬁg % dgalitie afneffraybstraien SBAMY fabiscatedctdfbntet o
T P e N N T

bet ween the data exchanige I nput/outp ports and
the data merfdbsiraterielweliporfeqrestastotleteviereh sab oﬁeathidftﬂepni?ﬂitjlfzﬂﬁﬁqhés‘(e

apart fromt i.{ G ies into which. it is incorporated. Further,
t he network °§§%§1¥§£§? (ﬁ’glfaglq% (g?ué’lq%ogoe&mf: ? dh’@n@@‘ra}l’&’ VIRGRaCcH RTogesgors; a
el enent s hemdurdityorfirbedornyt dritera mdhefeirt E4RrorevfeNtidsOEs i@@%erlﬁ'ﬁ}& EsMdId4 to. the
di scussed. If)in%ltll[)et Jf S?g‘\ﬂli a (%Lgck di agq(amf,or the interface device cthi p
that includés sub¥'y 9 c4Pne 9f1aeamd; spt isrcouplsd A therasf-pubstratetSRykMs end on
the substrateech e ofub-third $et\I® SplerakféikP cd&hidP t5 fhe BD&%?[S aﬁﬁemlhﬁﬁt ar(‘)ﬁ

d nf1 guration. As °Used

arranged into an. Ugsi de configuratjon and a Downside co
herein, " UpdiPREmIssign duses eneyat sa¢h buk opaiptévehyl covrlingacavht awer &f the plbeality of

appar at us heggiest &nt8864 . 1o W a lfHe... refers to data out bound fromthe
appar at us tocglenetwork se(r)\\llt?%:kglr%@? mﬂrglg%grsgttﬁét. eafﬁé’ra%cf%“f a5v9°f’?§FltB\Rgéthe

5 respect i voReoYs plPRAMSS. As a consequence) there is an Upside data flow
and a Downsi de data flow. The sub-assenblies in the Upside include
Enqueue- DequeueSchedul ing UP (EDS-UP) |ogic 16, nultipl exed MAC s-UP

ot & Ao Sar AL bl A DASL AL, o e g o cueel el o opiGoRRd LWFE)
ta I gn : n A .an a Alilgn Serial Link,

24. A data gﬁ‘%ﬁé‘%é'r“}eaﬁteﬂsi‘ﬁ@f%&fé ﬂ%?dmsffﬂﬁﬁ 15§Y1%Fe2%ﬂlrao@alqrﬁltw§drfﬂarﬁg types.
Pat ent Appl ineatarprlciesnts; Necei 3908w fihb : i

"Hi gh Speed ,Par ;:.l lel/ Sesri al l‘(Ii)l'ggnk fE)ar Datla %ﬁ%ﬁﬁggﬁféﬁ% W?Igﬁ{eﬁééeﬁgce
preferred fOFHFGS c?rﬂ@uﬁlﬁﬁ%‘%%atth% dota (fiavs thrapght poplurdite off suterfsed pusessoss

DASL |ink, emBeddc8Si@Nthe!iR | : h ot her f.or of. Iinks may
be enpl oyed th achi eveerletlégf_?i&évglg‘geﬂ?%ﬁggg? gg?‘f‘ I(%lwf;lzrwz‘i’t ee ap‘?il}lfaﬁg'uf’grpf’?l%ﬁer e
the data flSREna sheparsedpertions of the dtei iy i tthe plirkiery \A£Siffetent! 6fser Bemd;

sub=assenbl | pn.t S| ipgl ude. DASL- A 26, DASL-B 28) SIF 30, SDM DN

32, Eos DN S onlt HRRPRRE s BUHRD BF SBitpisEl e s demeyis gmd. th

internal S-Rivfasy poeesfars td/btlloBe barhubethed Miterdinnd RvbedeiatadReRCes sl SRl ex
different type memory elements and assembling and directing data flow outbound through

an output port of the interface device in accordance with the execution of stored
instructions by the interface processors.



(EPC) 12. An interface device 38 is coupled by respective DMJ Busses to PW
14 2d and 36. The intertace 38 could be any suitable L1 circuitry, such as
et hernet Physical (ENET PHY), ATM Franmer) etc. The type of interface is
dictated in part by the network nedia to which the chipis c

plurality of external D-RAMs and S-RAM arg_avail able for usgr@ngZmep
Wil e here particularly disclosed for networks in which the general data
flow 25 outside the relevant switching and routing devices is passed

t hrough el ectrical conductors Such as wires and cables installed in

bui | di ngs, the present invention contenplates that the network sw tches and
conponents thereaf here di.sclosed, may be used in a wireless environnent as
wel | . By V\/ayﬁ'gleﬁgf’rscirmt\%tquﬁ?ﬁéa\&?&ﬁpl e, the media access control (MAC)

el enents here described may be replaced by suitable V WD 01/16779 11 2 6
F E B 200g PCTI US0Q/ Z079d radi o frequency el ements, possibly using known
Silicon Germani umSamgphteaposahpthewdntion deving bieen statedpathictsi will dppedri a3k

t he el enent ' di t. i [.el es etwork, \Were such .
technol ogy i L SsarBEO RHaRds WL ukn iR ool S R S aand i en s, ooy
person of apphiolri ate skill in the applicable arts., be 5 integrated into
the VLSl structures here disclosed. Alternatively, radio frequency or

ot herwi se wirel ess response devices such as infrared responsive devices can

be mounted dfigirchl shés wibldrkalif@sm TheRRtcsrabe &y icl i%%@&ﬂ%hée%ﬁmiis%@ on
th wreless network systens. e arrows SHOW't he

swi tch apparat us g{sglf ul m \

general f1 oW '&reday shofisahlock dagramifar thsdMAfevi ce. Frames 10 received from
an Ethernet Hif\zefDA (RIAGRID ho I : f S, . he EDS UP.
These franmes are identified as%%@ﬁ&@%%ﬁl%%c@#g%@ “SB’Y%@‘S’E EHROGARE ol
Gui ded Fr andB difraens sugiemeanfiguratiensEPC (Figure 1 ). The EPC contains N

prot ocol pragg r rkin nup to frapes in parallel (N-1
). In an eanggﬁgrgﬁtﬁ 0‘8?%@?%%4%@%7881&282&glgqapfq-_l%glIgg1df;§)a,metWO of the ten
protocol 15 Fgwedsbowstharflovs aripratdsziag of e ttéranl AR friife. QUi ded Frames (the
Generic OentPr&éI{ IP-iaEdI er or Md one_for building Lookup Data in Control
Menory (the &P ISEOYS ERCrgiz } forspiGuidedCalhown in Figure 12A, the EPC
al so cont ai iigure dishepas B oY FSHFrame CRARMRYorhlfBES W th idle processors, a
conpl etion kynit 2&1 ch paintains frane sequence, a Common I nstruction nmenory
shared by aff8%® S‘@Q%%@ggmtfcg@@cmglg@ﬂ er Hardware Assist which

det er m nes Fiqunes shassChi } whi ch hel ps determ ne the
starting instgralucti on agdﬂrngggag‘an?ﬁgn ra%?ﬁfﬁlglﬁaet'ss and Egress Data Store

i nterfaces WHUERS gnws dldressing lafermation Eoopr at i ons of frame buffers, a
Control Me ' ' the t rocessors to share Control
Menory, a vngf)éﬁﬁﬁ(?%%’?gs %ﬁf&g hg%\ggfrﬁgg?ef‘g@ggﬁsﬁﬁ al | ows debug access to

i nternal 25Figurel ¥ shoavschhait der Alddrassitg ItdndBrfeodiag. Wwel | as ot her hardware
constructs. I.d Eranes, are .sent by the dispatcher to the GCH processor
as , it becg%gge %%Flfo%ﬁ ae?loﬁi)gﬁaﬁ{%ﬁéh%ﬁmg@q ProgessorcoraplgxFr ane are
execut ed, shigraB dgivateschwhhiiest the Bibe8ded 886805t her net MAC

confi guratiﬁn ch gqsp and so on. Lookup table alterations, such as addi ng
MAC or IP e tg.ureeﬂébg S AV For @k Brocessgr. FES200~~ WO 01/ 16779 12

PCT/ US00/ 20Ffdre 13-10¥4P YR6AAL BErmEsTIRY mbQbr 1@, Memory operations, such
as nmenory reads and wites. Sone commands, "'such as M B counter reads,
require a response frane to be built and forwarded to the appropriate port
on the appropriate Interface device. In sone cases, the Guided Frane is
encoded for the Egress side of Interface device.



1

5 These frames are forwarded to the Egress side of the Interface device *°
bei ng queried, which then executes the encoded operations and 2@?@@2@04
appropriate response franme. Data frames are dispatched to the "
avai |l abl e pr ow@/lﬁwg,ocessor for performng franme | ookups. FrameTdisoo26r9
passed to the protocol processor along 10 with results fromthe Cassifier
Har dwar e Assi st (CHA) Engine. The CHA parseg |IP or IPX. The results _

deternmne the Tree Search al gorithm and starting Common Instruction Address

(520 hatt ernsk g s A TvaHBRTor 6 FRSAMEIFNY Bl Bl ot (L1 55
Longest prefi F@[ﬁ&% HEES ﬂbwgmi@waﬁnl?marsmmrerwmmmsﬁng ag@iveut Table and
| ength 15 matches, such as subnet |IP forty rding) and Software Managed

Trees (two pawiterusinglafDirgcigable.ner a range or a bit nask set, such as used

for filter rules). Llogkup i ? ALt ' - iear ch
Engi ne (TSE) Sc@sélﬂv,% ﬁ'@%%'gbgﬁﬁ% Sg‘f“tcgg]ﬁ %F%gtgg?hgsgg%z?g%r. The
TSE COpBOCGSSFigLREVWHEWé:QQﬂMddiﬁgrmmofacrldé.sses, freeing tlhle prglt ocol -
processor to continue 20 execution. Control nenor tore tables,,. .o
counters, andFigureri8ishawsadirak diggam %F%ﬂws.ch&ﬁ'@%fir@%ﬁs%&%‘ﬁ%W@

are managed by the Contr I reky 1 bitrates nenory access
~anong the tenﬁﬂ%@@s‘ggﬁewgpél%wgg%ﬂghggg‘%ccessed t hrough the Data

Store Coprocessor. The Data Store Coprocessor contains a prinmary data
buffer (holding up to eight 16 byte 25 segﬁrents of frame data), a scratch
pad data buf f Slodes(sdfonCarmingPutdheilpiendepyt e segnents of frame data)
and sonme control registers for Data Store operations. Once a match is
found, Ingress frame alterations may include a VLAN header insertion_or .
overlay. This alt enghil@nhé presentpavéntionsawhlybe sescribed mere twllyinaseipalies yat

| ex, WO 01116779 13 2 6 F E B 20 PCT/ |
1(‘: Fggse)éipe der irotedensr tot acpwpeewnéﬂqgwwggn#{%ﬁ%%ﬁ%’ Nar o ggﬁ‘ Sﬁf}rssméa
al terations. QBegnfihdRidHs #BUWH it & BeuAcsrstidd afth dufsatia the desoration

and the Data Store processor by nodifying the frane contenta, hﬁ]l d igﬂfhe_
I ngress Data' vtichdolidivs that persenscskilldp éhejappropdateaie naydnedifn e 1gveniions,
Headers and Franme Headers pri.pr t. I ra t | g3 e fivehtions.
devi ce. Contr J}ergalﬁgswﬁ&%d@hl&m#'ﬁhgﬁﬂggﬁ gra{hleoWsrég‘? ggs?#etogest i nat | on

bl ade of the fA@é@dirrTgw.wﬁé-lde%@ripmﬁmwmh follofveris ttb deEgnaarstoast as theing advioad,
hel ping it expedite

| ookup_of destination. , 1 |
“bper al fns, * aeashinastisripsnie ATactpap arcsonrce R TR AR bl e i ngEss

Copr ocessor buyjlds t Saak ihGémns. for enqueuing the frane to the
switch fabri c%!{hg'ﬁged}g’gn@%?né% ,tlh'e Conmpl etion Unit. The Conpletion Unit

. guarantees frane order fromthe ten protocol processors to the switch

o e R Babdhd R e sppmsert e

byte cells with Fra ader bytes inserted as theK
are 15 transm j _ohﬁeétfb%std[%?mvdik@\dufp@witcﬁearag@regme'suemswltdm'h@ BOLINN
a

fabric are placed in Egress

(34) and enquebackhane, ndeprovide @%&%&)gﬁ(gﬂ{cﬁlsnsg '.sDeSrzlicl(g.g.f f‘l%resagﬁ/ar%ﬂlsE@ér%apEm
20 Layer 2, Layer 3, and Layer 4+ forwarding in hardware. Certain forms of the
apbaratus are designed for desktop or workgroup switch aggregation and while

others are targeted as core backbone switches.

The architecture used for the apparatus, is based on an interface device or

~ network processor hardware subsystem and a software library running on a control

25 point, all as more fully described elsewhere in this document. The interface device
or network processor subsystem is a high perforr_nanCe frame forwarding engihe
designed for parsing and translation of L2, L3, and L4+ protocol headers. This



' , I
the frame is sent by the dispatcher to an idle protocol processor for

performng fra | ookups. Frane data are dispatched to the prot I .
Jprocessor al on?%'f‘ﬁ”&at a from20 the Cassifier Hardware Assi Q%SEEB 2004
Cl assifier Hardware Assist uses frame control data created by tHe& VH§90R0294

“Intérface device to help deternine the begi mning Code Instruction Address

(CA). Egressr?‘e[ree Sear ches support the sane algorithns as supported for

| S lows| RTokaqsls to persiwitared ati . freeing th
ngress Searc kagols to per aﬁgrbafé?%lp;@g%%})ﬁ{goﬁﬁ%@O.E;ggldgig :

protocol 25 pr, S onti nue executli on.
are managed by tﬁe‘E @;ﬁé@(??k REHSSFORF Uhsystom pnovitles bl fastah g5, tﬁ@%tﬁecggf While
anong t he ten the GO/NLPE |iH I&qiﬁg?gtr%l\r/é%igél 16779 14 2 6 F E

CPJOCTN800120794 ﬁ#& . mg?y; FL%Z&L [ are gate art PERGES80t Rr@)ide maga?bmgnﬂameroute'
processor. LOop B ini@ : | s uf fer
e tp gﬁ Eﬁ%ﬁpaﬁeﬁp@m paacessor

(holding up t [ -byte segments of frane

buf f er (gal S0 %8?ﬁ%oﬂl\&a{%'bé'?@’l{gnﬂ'@gm@oﬁ!égmthesdeﬂnéthér@orﬂ%@oiﬁ{@@() h
control regi sspstem‘.OrT@t@%%ﬁe:‘épﬁfeataé%?' The 5 result of a succ fQjthe
| ookup cont ai E?ad{%ra\ggt%n i nf o(rig%tégnr e b %@néa%é}ngf peotecals elshi &
1 nformation. ragingan aralfif. etion, Tinme to -
Li ve i ncrenmengs fhlbRX decrenent (1P), IP &%?%&%@ﬁﬁ?é&%mm\mmh
Et hernet frane overlay or insertion and MAC DAI SA overlay or insertion.
| P Header checksuns are prepared by the Checksum Coprocessor. Alterations
are not 10 perfor by the Intertace device Processor Conplex, but rather

hardware flags ar Milgathal aprarst Begree s dlosetMaUBp RS  ALIE

. ) |&ge 0 i
al terat0 ons. A{aw e, Enquepe Coprocessor is stéyer J ﬁ‘é‘?fﬂ'%@u'ﬂd
the necessary forﬁr?gtgrsm#%? bggﬁqﬁé%iafﬁga f?eﬂsr%SNﬁChmdﬁh‘ét_@itgscfefguﬁ'-}ﬁédé%?
sendi ng t hemQReratien otinel simiptsst Ethi disd] Rl L guarant ees framne
or der from”bneﬁ en protcgcql processorSBE%&?%CEE%\%M%&%&NMl&mI@MmQ
the egress Etheris JXeeviee errormupiocate wittr anpsothee deifea! | )fh%eghﬂgyatﬁy\'/ls
Egress har dwasofigarabie aEl i nd out the Ethernet ports.
i nt ernal bus,s Htr?: e?erred t.O_b?SIBte\ﬁrﬁ@g%,e%agqhBMStgﬁ;e%@et@bllliyttercm‘ifiglﬁgifééﬁfrés
counters and hﬂ‘sy y Sratngviorts| isto sepdrette 8o interface to control
20 i ngBruct i_g}b&“zgegﬁl‘% isgt errupt. control for "?e(%ﬁggﬁiﬁ% %ﬁ'QHF'QQn\SW%MN
Tree Search Enginé copro. %JU*GB%W%@I hegastopst and enultidweskiange, 1 1 | egal
menory access notification and perforns tree search instructions (such as
menory read, wri ti. or read-add-write) operating in parallel with protocol .
processor executi OR'S ESAABIe PRBAMAteR hes Manyriyermsisi FtifstOf Qm&%éx&}% _ RAM
and two set Sa@fhln'lstrator the ability to configure L3 forwarding and routing of IP and IPX traffic
using the same hardware being used for L2 and at the Same speed. Second, it
removes the need' for using external routers to interconnect campus buildings while

20 increasing performance at the same time. Third, it simplifies or combines the
management of L2/L3 service for a building into a single poiht of control.

provides value added features with L4+ functions that allow system admi
the ability to assign different traffic classifications to support missio

applications and network dispatcher for load-balancing among servers

Finally, it
nistrators
n critical

25 is designe:

The apparatus is designed to be a modular unit using an interface de'vice or
'network processor, a Control Point (CP), and an optional switching fabric device as
its fundamental building blocks. The interface device

referabl i
fast- P y provides L2/L3/L4+

path forwarding services while the CP provides the Management and route



25 Dua) 512x128 RAM Each set of Dual RAMs provides two copies of the same-
pi cocode, allow ng processors independent access to i nstructioﬁs VFEfB rﬂome
sanme address _range. Each 128-bit word includes four 32-bit ins%éﬂﬁgdogg%
provi ding a WOQUM67%: WD 011 16779 15 range of 8192 instructT ons. 8
E B 2004 PCT/ USUA Z0794 The Dispatcher controls the passing of frames to -
the ten protocol processors and nanages in@errupts and tiners. The

Conpl etion Unit guarantees frame order fromthe processor conplex to 5 the
swi t ch fabr idiscovery funptionp meedgdda sraintain thefastpathc The epdenal switaingsfabric -

condi tional gxecution cking ( i L

br anchi ng, edﬁ%'sm%ﬁs?ﬁﬁé%eo"bébéw Bgﬁ%ﬁ%%&nﬁg%%upég%é a?é?i(%g t%%%ther.
mare. The CpgsichtiehalBWwatKRng fA6A¢ devieaohay meseaiiselesdd fr Gng. Pat.2/008,378nd
| ayer 3 protocol header and provides this information with frames _as the

. ! f they
are di spat ctissued 16 Apritd 9 otasdtigh SiraessMedylarpwitehiRg Anpanatvs for &irsuit @énd
controls prqogessQla. a oth internal and external nenory. External
ControflP nengf%%?gtﬁ%%%?jﬁ%ﬁtam% 5 to 7 DDR DRAM subsystens each supporting a
pair of 2Mx 16 bit x 4 bank or a pair of 4Mx 16 bit x 4 bank DDR 15 '

"DRAMs. The DDR DRAM interface runs. at a 133 MHZ clock rate and a .266 M{Z
data strobe suppofhé r@mﬁiﬂﬁgﬁrﬂﬁlwmtpaﬁ%@éﬁe&%%#’ﬁm REnted gircuit oard

optional 133 ' ' a4l i 1. Li I oY
2x512Kx18 cﬁ%@%?gﬁéﬁé%@@%?%gléﬁ%f beemgtp(grﬁ%%élgln el t%%rr6 one 'Jlgx%t.ﬁe)é{vr?al
Dat a Buffer diguit eléhtdnter mddntet tikereennahd Carearékeived $n (d0BOeatals MBayidedainh
Buf fer can be corrgjri sed of a pair, of 2M x 1 -4 bank

6 bit ° " DRAM (.St cl.rhieng
up to 256K GPRAFANIS NaNEEsor AMYAT deyicemaLe 1B159; KNV A% ARIPHAHEAM
(oL o3P Afbaitl EhnBHital P hadeloareys hchings oy vtyrgashs der
4.57 Mops | aysusifigs povidge that apprapriate gonpeietorapndikackptianeelentricalcopgections
LI oves per o eed. " the' badio Banistnent$bERT%r! bt Blad@PRCh 'Dhrrid! Sudsibeh?
o Starting with the carrier subsystem, three types of blades can be produced. The first
type is a CP only Blade, which consists of a carrier subsystem and a CP subsystem.
15 The primary use of a CP only blade is for a product where redundancy is the primary
concern. The second type is a CP+Media Blade, which consists of a carrier
'subsystem, a CP subsystem, and 1-to-3 media subsystems. The primary use of a
CP+Media blade is a product where port density is deemed more important than
redundancy. The third type is a Media Blade, which consists of a carrier subsystem
20 and 1-to-4 media subsystems. The media blades can be used in any chassis and
the type of media subsystem used is configurable.

Blade management will involve fault detection, power management, new
device detection, initialization, and configuration. This management will be done
using .v_arious registers, 1/O signals, and a guided cell interface that is used to

25 communicate between the CP.and carrier subsystems. Howeve_r, unlike the chassis
~ there does exist programmable devices and m'emofy on all blades. The amount of
programmability dépends on the type of blade. When the CP subsystem exists on
a blade both the CP and carrier subsystems are programmable. The media
subsystems are also programmable but only indiréctly through the carrier subsystem. .



16 26 F E B 2004 . Buffer interface runs at a 133 MHZ clock rate with a

266 MHZ data strobe and supports configurable CAS | atency and qrg ‘
strength. |ntdYQ8111€3htrol nenory includes two 512 x 128 bit F&@T‘GE&)ZQBM
X 36 bit RAMs and one 1024 x 64 bit RAM 5 Internal Data storag@Qruseo/erss

buffering for up to 2048 64-byte franmes in t%e I ngress direction (UP).
Fi xed Frane alterations include VLAN tag insertions in the Ingress

direction and VLANRKkighéetshd Ny 1o Live increment/decrement (IP,
| PX)) Et her n%QCRC oy'grl ay?‘isénlge's tpréﬁggﬁ&geﬁ?%ﬂ% B@Vltohﬂadeiwmémg%mains
ne

Egress ( DOAN)IN@isvetahingfabric devite subspsi receive port and 0
t?ansm"g por teabif 2§ étgjol ed to a syste%ﬂgggi gﬁgﬁﬁ%"%ﬁ%‘?%ﬁ itBis blade will involvie
usi ng prot ocof Drocealcl}, Rower mapagement oneat dewcydé’léétid??‘éinﬁgnﬁ@it S are .
confi gur ed tmanlaigéméﬁﬁmm%&dﬂéﬁg é%&r ol data. A separate da £2Han. This
al | ows gdi rect frﬁrre enqueui ng 10 T H IgHasegisigrs and I/ sigriadethat Wilkbe mapped
i nterface de\'/?teet P@%@Uésy&stefmur Et hernet macros. Each macro can be 15

i ndi vidually configured to operate in either 1 Ggabit or 101100 Fast
Et her net nodes. Each Et hernet macro supports up to ten 101100 Mops MACs or

one 1000 Mops MACYn ftosimal Figure 1A shows a bl ock di agram
of the MAC (F:)ore. Each ma%l:'égtﬁﬁ'%@ﬁ@ﬁ%géa@%\%F%?"@ﬁtédbyﬁlhigrilsVertﬁ@n\Mgs,é
the mul ti por FPIGPIRSINAIGSeRsar; and an(iFmtide dedfed 5erdR0 s e S
(CGenet) and ﬁ@ﬁt%éggg ,E};%glaﬁ)ll C@di ng Subl ayer CSore’( CClRA fq thepentrol
Et her net 101100 eaf'ur Sfajry an aﬁmﬁmgl&@sﬁethah%@%%@éqg%q&%%
| ntertaces tasahetwbrkgirosdsd I3 uni ~~9 17.2. 6 ]
PCTNS@ ZO 794 Capv%).l ; of ha%ﬁantémgaewlggﬁgrqﬁéﬁe Itearatad (VLS IS itdedica
speeds, any .sp%@ﬂ 1N AaY Agemivnaduetori sutstiale: beRluRMh! Sf le%rF’ a Tine
Di vi si on Milformk&on @{eegdb%q,%téqé%%;‘t B Ful | /[ Hal f dupl ex “oper A PrACesERRSa
speed on al | ports 5 Supports ' 80\DSYUEtion merpxpydorned ah sBRE&@dtraldQfq
Mops Et her nét rmlfwﬂ&tiféeatarfmsib‘@dI?@Qhéﬁn@r%giﬁrg%%di um | ndependent

N

interface (@i e. physi cal PCS | ayer or Predntainaldatei memory
| ayer édb?\ thg sd%s&ate and storing data passing through the device accessibly to

the interface Processors; and a plurality of input/output ports.

15 prc'acessors are also sometimes herein identified as picoprocessors or processing
units. The_ ports provided include at least one ports connecting the

) memery with external data memory and at least two other ports exc
passing through the interface device with an external network under t

the interface processors. The control point cooperates with the inte

The interface

internal data
hanging data
he direction of
rface device by

| st y the interface
processors in directing the exchange of data between the data exchange

input/output ports and the flow of data through the data memory

20 loading into the instruction memory instructions to be executed b

| The network processor here disclosed is deemed inventive apart from the
| §wntch assemblies into which lt is incorporated. Further, the network processor here
- 25 disclosed is deemed to have within its elements here descyi

, , bed other an
Inventions not here fully discussed. d further

.Flgure 1 shows a block diagram for the i'nterfa.c'e device chip that includes
sub;trate 10 and a plurality of sub-assemblies integrated on the Substrate. The sub- -



Wth the PCS Core, supports a conplete TBI (8b/10b) solution 10 Supports -
Ful I dupl ex Point-to-Point connections at nedia speed Support

Core valid byte signalling 1000 Mops Ethernet Physical Codi ng %]g
Feat ures: PerdeyditasB/ 10b encodi ng and decodi ng Supports the PMKTY! 0'3919)4
Service Interface as defined in | EEE 802.3i, this 15 interface attaches to
any PVA that is conpliant with | EEE 802. 3z 18ynchroni zes data received from
the PMA (two phase clock) with the MAC (single phase) clock Supports

Aut o- Negot i at tan#side confi rﬁtd?%t?@%wmldbln&drﬁ‘gmation.'
PCTNSO00/ 20793%"@%&???9” mdgﬂév\g phase cl c??k system defined in

standar ds to As isegl berﬂflaséUpBuek r?faliﬁltée@até ﬂQ\ﬁ%dﬂb?‘éﬁq oy WWPE‘&S‘P ge

th | ock | t hat
0 b1 £t ordrmavmnie Rer e afad Wole ot \R1baTHd, BB b eckf?"?h”t%'i |
8bl 10b 2 Fate ﬂ'h fo: 1T t iolows f
the Int (ralrjpgl: d‘gé\ll gj}r g%pﬁbwgﬁigﬁﬁefcfgr%’?'gﬂ???e f§§|n| | te tegggowDAiSthn
connect§ on t qespethe‘. bonfigtizations. As @eonsequansentsasis ?Hdﬁ RRIES ‘é’@ flow an

h | h | -
Shows & wr ap BoMreBis RSP of el aaPafp i iR UPSicEIAANGE Friqu D e
configuratio s&?ﬁmﬁ@ﬂp (EDSOPIIBRIc 16: muttiesst MAC P @mwbmmmh Data

owns

T nact op. Memen I (BENISNAS, SRS pesiRo S ES A0 Bate NIEE SBHBEL e A

oporat i vel y cRSLANES: Bhidna AfarEPanartin BICRR BY, 9 ol ahigh RefiaPiink s
a0 o e f?‘ﬁfﬂ‘?ﬁ'c“?"dﬁ&.“?iﬂ*’mgé’ B e N L Lol se8ed
The doubl e he&gddnarh%%ﬁdrﬂ? titlgdeH w%g%ﬁdgéaraﬁéﬁ l?gl-ﬁ‘%&‘? r@%@%@"ﬁﬁgﬁ g
connected o {4 Fi BlerBRek ol A ing dbefatadicl #ils AiE o g ot o 558 2
WO 01116779 DASL link, the present invention contemplates that other forms of links may be

' employed to ‘achieve relatively high data flow rates, particularly where the data flows

15 are restricted to being within the VLS structure.

o | The sub-'assemblies in the downside include DASL-A 26, DASL-B 28, SIF 30,
SDM-DN 32, EDS-DN 34, and PPM-DN 36. The chip also includes a plurality of
internal S-RAM's, Traffic Mgt Scheduler 40,'and Embedded Processor Complex
(EPC) 12. Aninterface device 38 is coupled by respective DMU Busses to PMM 14

- 20 and 36. The interface 38 could be any suitable L1 circuitry, such as ethernet -
Physwal (ENET PHY) ATM Framer, etc. The type of interface is dictated in part by
the network media to which the chip is connected. A plurality of external D- RAM's
and S-RAM are available for use by the chip.

~ While here particularly disclosed for networks in which the general data flow

25 outside the relevant switching and routing devices is passed through electrical
conductors such as wires and cables installed in buildings, the present invention
conterhplates that the network switches and components thereof here disclosed may

 be used 'in a wireless environment as well. By way of an illustrative'example, the

media access control (MAC) elements here described may be replaced by suitable
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.Control Point L.ncl udes a System Processor that is connect [ Ra f
Hefio A EETe
h

t he configurati e system processor at the -CP, anong ot her 0
provides initialization and configuration services to the chip. e ?r%‘y
be located in any 5 of three locations: inlhe interface device chip; on
the bl ade on Lch the chip is nmounted or external to the bl ade. |

f
radiq. fr. 0 - : :
gt e Jesr s b, S8l iy 585
attached. The el ements o)’é\egl Cgp@bgq% linkthe; ejements7 heredd e st ibededi
PECHR/ 0 a
el enents (caomiegless ashwerd YRR suéh 5)6{9&‘% t %!5}’8'&#63’ PCl 10 bus, "and
: r

connectors fqr_a bag@%&g&ggd fgr L1 netwo empdoyerhvibet tadio
single chip qQh&ENe a@ngay pleesdnuofcay i8I0k -UP. the
trafi’isc Na”@lﬁl@@?é}%dﬁﬂ\{ﬂh %&E%&e{ an thepggg”Mk'?%@#@ﬂﬁﬁaﬁﬁ be
i cons represte)lrl]‘;)e queues and 1 Gtes hesiesdisclose. Altemativelpsradiefisqabnter
~contents in misRIeirelsss fRPbASE ar icons, 15 A '
~descripti Orl\l/lv?']; the el enents, tphgﬁfmregggg)éﬁ&@gsgﬁﬂgh olFSPRRBIVRevicrs can be
fol | ows. PMVTOMIEd; Q0 3Dl witht other elemant Herecsis@osay thakcRals % Sutdle

MACs (FEnet, g atGE0e aches to the external PHY devices:
Thi's | ogic ta‘E§§lr byt eségurl%ﬂi't\ﬁfe&%lggg,e%ﬁsy%ms it into FISH (16 bytes)

20 to pass on to the UP-EDS. There are 4 DMJs within the PMM each capable .
of working with 1 ﬁ;Enet' or 10 FEnet devices. UP-EDS: This |ogic takes the
fish from UP- P\ 08 B0 qw R 9enesakfiow afidatewihisitthe iéiate HBceRMMmdyt
~is cap@bl e ofeceivdd freman F@ .and after the appropriate
nunber of bytes are recei veg,Hef}{mﬁ\nC%?e@ﬁé%%@éﬁtﬁﬁea'%@tqré buffergebgtheeBED@en
the EPC is YR sheesarirameshareridentified s etforaipmail Dats THHEES 41 i

e frame i
WO 011 16779 @&Q; 0g_PCT/ USQDI Z0794 t he appr opr ISteo TSR eytol
Queue and stgrg,!td%ggiﬁp{r%gslg?'ﬁ@eaﬂ'éﬂée 19 the ERGH(Figwe TTh@heEREDSohtaine MISIdto &b €

for all 'buf fRnoceasbrsr eapatiianad WdRing2 rps - buffers/frames back to
free pool s the trapsfer to UP-'gDIQ/IHIiLg?ggrr,gIfe%'g.%sli'ﬁcpa"ﬁi(eé (Nafi)c In an

when t|
. contai ns theerBBQQ'ﬂ?%egfséﬁfé RIGtOGRd yprocessar n(Figure mzEid egyed oPoRr géﬁ tPcTIthSFO'

| ogi 18 .| \ he f er and_deci di ng wh
wi th the ???‘nébj?ﬁfag?%%b%%eﬁ%sé, ¥nq 1 Pendlies GuidoF s borBensis Comal

' |1 aboreG C Hyrech dherie! figt ki ' ' : -t
keep Up W"?E,‘:Z’g el %Lf L ? g Lioku Baty [ lel Mo, dBs Saeneric
UP-SDM This 031 d?%{k% '\I% $ ahewn rrhﬁeuweb‘ra‘ﬁamseEmral'safcenf’a?h?r%igﬁ‘étbﬁe?Or
10 t ransni ssittich atetss Auiviifdnéaithiale PRicksb8R! § dofhdhas, Capale o

i nserting t?e VLAN a completion unit which maintains

rame sequence, a Common Instruction memory shared by all ten processors, a

20 Classifier Hardware Assist which determines frame classification and coprocessor
which helps determine the starting ihstfuction address of the frame, Ingress and

Egress Data Store interfaces which control read and write operations of frame

buffers, a Control Memory'Arbiterlwhich allows the ten processors to shere Con.trol

_25 Memory, a Web Control, Arbiter and interface that allows debug access to internal

Interface device data structures, as well as other hardware conStructs

Guided Frames are sent by the dispatcher to the GCH processor as it

es available. Operations encoded in the Guided Frame are executed such

as register writes, counter reads, Ethernet MAC configuration changes, and so on

Lookup table aiterations, such as adding MAC or IP entries, are passed on to the

becom



-header into the franme. UP-SIF. This logic contains the UP-DA d
attaches to the external switch I1Gs. DN-SIF. This logic coniﬁﬂgggzm

DN- DASL macros and receives PRI ZMA cells from 15 the external |1G0s. DN SDM
This | ogi c rwoe0nie6r79t he PRI ZMA cell's and preprocesses them f or PGRUH0/29794
frame reassenbly. DN-EDS: This |ogic takes each cel ( and assenbl es them
back into frames. The cell is stored into1ternal Data Store, and buffers
are linked together to nake frames. 20 When the entire frane is received,

the frame vildokep Bataysoedssar fohCofrel Méioey opBfationsf suclshe chemory rebds and
frame, it is enqueued to the Schedul er |f present) or the Target

Queues. DN M%h&memmmaeds,r%sa&'ﬂ B ﬁ@uﬁﬁﬁw %i?@“'b%?tre‘él?o%sénﬁ?ﬁ@ ohe

Ere i 2" 34 B S BRI B2 adEnTERERGR BHIRG A SRR Alkrldbel dice.
DN-PMM  Takgp sofife tadey R Goidd FranieNs eRtoded ferheEQSeSMdé ofimterfadendevice.
- Ethernet, POCS, etc. and sends the frame to the external PHY. SPM This

| ogi ¢ §s usethess framesarsforwardes o the basessside of thetle deyicaheipggperied,

L5152 (R e S RO R DR R

prefornms thefraypeessary functions to nmanage these external devices. UP-SIDE
Flow 1) Franme arrives at PHY 2) Bytes are received by UP-PW 3) UP-PW
sends FI SH over fo UP-EDS (Fish neans a portion of a frane) 4) UP-EDS

stores FISH | nto phebhames e disrteied etﬂern@;&eévé.rabi%“’gr&bca%&re@@sﬁws

header and sends enqueue 1 nfornatt o to UP-EDS 7 EDS continues to
receive the p@fnmndgrframhe fomumpsf tmemUMa?a/MrepassedEmStlwemomtpmomspoalqr@

Fr amciat o MW Fes o e eSsiter b 84515y Cepo Bt ithe SPIA PREFES 1P

UpP-SIF or IPX. The results determine the Tree Search algorithm and starting Common
Instruction Address (CIA). Tree Search algorithms supported included Fixed Match
Trees (fixed size patte_rné requiring exéct match, such as Layer 2 Ethernet MAC
tables), Lbngest prefix'Match Trees (variable length patterns requiring variable length

15 matches, such as subnét [P forwarding) and So_ftware Managed Trees (two patterns
defining either a range or a bit mask set, such as used for fiter rules).

Lookup is performed with th'e aid of the Tree Search Engine (TSE)

Coprocessor, which is a part of_each'protocol_ processor. The TSE Coprocéssor
performs Control memory accesses, freeing the protocol processor to continue

20 execution. Control memory stdres all tables, counters, and other data needed by the
picocode. Control memory operations are managed by the Control memory Arbiter,

which arbitrates memory access among the ten processor complexes.

Frame data afe accessed through the Data Store Coprocessor. The Data

Store Coprocessbr contains a primary data buffer (holding up to eight 16 byte

25 segments of frame data); a scratch pad data buffer (also holding up to eight 16-byte
segments of frame data) and some control registers for Data Store operations. Once

a match is found, Ingress frame alterations may include a VLAN header insertion or

overlay. This alteration is not performed by the interface device processor complex,
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reads the aprg 8’?9'@?@ Refes¥ar sends that data to DN- PMVILO) DN- PMM f or mat s

the data (with alteration if requested) and sends the franeto the external
PHY11 ) PMM i nf orns DN- EDS when buffers are no | onger needed and

8O ! e Com eyt k) 5 o s

dt
from UP- DS Oh?gy DS Zé FPC | poks up header 1n
receives fra TG0 RIIRT I $endiag fremes torthe smmfamm@@ﬂe@.u‘%:drﬁioqg}g%ggayde
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Cel | Headers_and Fr gfr’ggtll-léerfi g’? 'S‘bg'}%égéﬂﬁaﬁpa lpda efithe frane asavelhaginfermition N

reassenbl y affdthe Egeessinterfatientpvice, Fe : rol Point formats a
it to the Net ﬁ'ﬂ%‘?ﬁ%@éﬁf?@@é% tiRgtirn ports,

Gui ded Frane it _

Processor enﬁ@@%@?@ﬂgn@?%@ﬁerﬂ@% angl EgressCHamiecaksregipsor 3) The GCH
processes the Guided Frane and reads or wites the requested areas of

Rai niGﬁ—l 4) The GCH passes any Tabl e update requests over to the GIH 25 5)

The updat es t HEORSpMRletion, thet Ern U G@pﬂd&é@éé@ﬁ*@? \;éé ﬁénﬁaﬁjﬁi?gg Frane 6)

An acknow e e Fr is sent back to imats for
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F E B 200g F‘;‘%{%@o 120794 2) The Guided Frane 18 VRRN RISteG progassors t the
| ocation for aode Ayeues. Frames from the switch fabric queues are segmented into 64
byte cells with Frame Header bytes and Switch Header b '

| . ytes inserted &s the
15 transmitted to the Prizma-E Switch. ree

Frames received from the switch fabric are placed in Egress Data Store

(Egress DS) buffers by an Egress EDS (34) and enqueued to the EPC. A portion of -
the frame is sent by the dispatcherto anidie protocol processor for performing frame
| lookups. Frame data are dispatched to the protocol processor along with .déta ffom

20 the Classifier Hardware Assist. The Classifier Hardware Assist uses frame control
data created by the Ingress Interface device to help detérmine the beginnin Cod
~ Instruction Address (CIA). | i )
. Egress Tree Searches Support the same algorithms as supported for Ingress
earches. Lookup is performed wit ‘ Oproc ‘
N h the TSE Coprocesso_r, freeing the protocol

Processorto continue execution. All Control memory operations are managed by the

Control memory Arbiter, which allocates memory access amon

the ten pr '
complexes. g processor



‘A singlelnterface device provides nedia speed switching for up to 40 Fast’ :

Ethernet Ports (Figure 2A). 80 Fast Ethernet Ports are suppor} (.?F\E%{
78"

Interface 5 devices are interconnected using IBMs Data Aligne

Li nk (DASL) tWQRHM7dYyy (Figure 2B). Each DASL differential pal |es
Mops of data. Two sets of eight pairs provide a 3.5 CGops dupl ex connecti on
(8 times 440 Mops in each direction). As sHdwn in Figures 2C and 2D, | ar ger
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conmni cat o CRRPBRNATUMHES S PRRNELR Ao o AteEeRE “PRRp Ueplpfin. e
Enbedded Pro @gﬂtb@és%\ds wukhitehelpsbuikithe hacessary IvEniits ﬂcﬁ?emuaaumhe
E B 200g PCT/ U Z07 device. A prior disclosure of

wi l | he| uci d]atfltam?? thes EQS Egrese Averes podreending fhem Fﬁatthgéofm'eﬁﬂg "?@Eugﬁ‘%
Ma 1998
Fot CGui ded Fgﬂ{g §b?‘ﬂi‘t4—%{ g Hgér%g?%{a%es atf}?}h%éc%)%ep E%%@rggﬁgst?&??%t%g%

Qui dedygrane g c??eg@haebééff@édlngrthet@résmﬁthemebw%Cs'l'aé CP's Device Driver

sends the Guided Frane to one of the nedia interfaces of the Network
Processor. Media Access Control (MAC) hardware recovers the CGui ded Frane

wand stores it in ifs i Bbg;‘ fgd fahfes e Findly ant W PNM HhesSuharedvare aoethes
a

routed to the appropri processed, "and routed back to the CP as
required. GJlEttbdrrl‘eta:‘bGs@swEtougthﬁoEtj'@tmetelhO'aﬁ external CP and the interface
device are encapsulated to adapt to the protocol of the external network.
As a consequence, if the external network includes ethernet, the CGuided
Frames are encapsuAgirtérres tﬂ.tsheefwtedtroamemeamﬂetscallbwstanceﬁ teintetnal registers,

encapsul ati on provi des a neans o r port for Gui ded Tr af f.i e

CP and the | rﬁ%’r"ﬁ%[éea'él@\m%@"orﬁ“he H&Eﬁ cispripclugRz ARSI 'Pﬁeé-P 't QOEHSI
Interfage dev t I Babl Gehd r{debicsor Sour ce
Addresgﬁ(SA) ﬁ%&%ﬁ%@\gl%@]ﬁ%ﬁg e%ttl@qgnal ys?gs]nlé‘s pg??gornedsby t he EPC

pi cocode. Cuided Traffl c presurres that the Interface device has not been

conf red and th A_cannot
Therletggre t hese f eQF Fﬁ‘ﬂg}eeﬁﬂ?&cgg%yﬁoutl ngﬁ%ﬁ%@é@%&%@ﬁng ilegal
however, anal Méﬁwdrbacééthﬁhaeﬁcatmeaﬁd) &ifelrdls treedieatdmigsirsdtios (Sadh As atémory

from Data Traffic.” The value of this Ethernet w
read, write or read-add-write) operating in paraiiel with protocol processorexecutlon

Common Instruction Memory consists of one 1024x128 RAM and two sets of

25 Dual 512x128 RAM. Each set of Dual RAMs provides two copies of the same
picocode, allowing processors independent access to instructions within the same

address range. Each 128-bit word includes four 32-bit instructions, providing a total



val ue of the Guided Franme nust match the val ue | oaded into the E Type C
+Register. Thigq .i%éer is |l oaded from Fl ash Menory by the Inzeﬁ'fF&E 2 ll'
device's boot picocode. The CP constructs the Guided Franme in dp&pyldbidg9ss
in‘its local nmenory. The 25 contents of a 32 bit register in.the CP
processor are stored in big endian format i16 the | ocal nmenory as shown in
Figure 3. Having constructed the Guided Frane, the CP'S Device Driver sends
an Et her net f@’]ﬂ%oggmaimﬁtn@pti@nm for specific Quided Cell Handler (GCH),
an” SA corresponding to the gl obal MAC address for the CP or WO 01/ 16779
25 2 6 F E B 200g PCT/ U500/ 20794 the MAC address for specific interface, a
speci al Et hernet Thpdispaich hladi ; ided Frame, and the Guided
Frame Data. All Et her_ne_? frgi&gghg?@ﬁ\b??g%gw%t%}%sctoéﬁﬁ tere pERtoERl paockssors
anal yzed by #h¢Mmanagesrisieruptsmndidimeran Et hernet Type val ue matching t he
contents of the E Type -C Register, the Enet MAC strips off the 5 DA, SA and
Et hernet Type fields and stores the Guided Frame data into the U DS nenory.
Byt es are col | ect Ede iQomprtibR iMGa [ into a block of 16 bytes
. . Eyt esq'?ﬂle st%'r?‘g%égl ﬁaglkg({@ﬁﬁﬁaﬂ‘ t%@rnrapesﬁqr lsotrpdex to

callgd. a Fi sh.,cg}gse,
first byte eyt bEg anciapgatiporbquenes.ha e insLeMoA ggﬁ%uag%?,?égiﬁati on

of the Fish AR) J j N tes are stored in successive onal
| ocati ons Wét)ﬁbkﬁ?ﬁ’ep = sh§@ebggiﬁgi'bﬁﬁﬁ)ec%d't!qr!a,lbEVtOGirIUS}sign'éHQmG ubSigPeides .
are then st Apatafionsy ddwihts of igadiff zbtddSaheaidgi N9 at the Fish 0 location.
Succeedi ng Fishes are stored in successive F Sh |locations within the Buffer
(Fish 1, Fish 2, Fish 3, etc.). Additional Buffers are obtained froma free

pool as requiredt ] inder .of the Guided Frarne. The flow of
guided traffic wi t'%’i %“ﬁsg'%r ﬁ%@ﬁé@%ﬁ‘%&ﬁ‘ EB9G Rasamearh frane’ylayer 2and fayBie

Enet NMAC f usdifiotaccbheader anderbvides tiekiisr ' ! header ..
i nf opat | Ont‘?ﬂ%ngﬁ‘#g m nes that the frane r:ﬁ)‘ssﬁgh %ﬁé@gﬁé gﬁg_ﬁevrﬂge @mtcm
renoves the tra gﬁ'e?roFﬁﬁﬁ?fﬁhe Qui ded Frame and buffers the renai nder of
its contents in Interface device's internal UDS nenory. The Enet MAC
i ndi cat es.t hat tts}?" frame is to be enqueued to the General Control (GQ)
Queue for proces3nNBgeaptrobmemorgAtbitehecantrbis ;ﬁadessforfa*&@e@;."t&ﬁgth':lﬁ?eﬁrﬁ nas
been reachedxtethd k8 e, Dequeue, and Schedul e (EDS) | ogic enqueu 2 qqﬂe
, frame into the GC Queue:” The GCH pi cocode on the blade locally attached to
the CP exam nes the Frame Control Information (see Figure 6) to determ ne
whet her the Qui dggt Fr aﬁ is intended for other blades in the system and
whet her the Gui detl FraneCiokpemerpeptionsintiudeditoEDRORAR €lbsgbtehliach
I nterface } ingfa bl S 18 it € for bl.ades other thanh or In
addi Lé on tgw'?\m} ogal E&/'ﬂaﬁ a‘cheagbélgge‘{,]ggﬁﬁ O8I E’g&%lé 1B bites bank DBR
val il nRRANSeT it D SIDRAYE inteRas) rung bt 183 iHzadier F4RBrd s KB
Frame's Fr a@aa%tb@gupip%frﬁﬁgg&iﬁ?grbrggg_éﬂgtructs the EDS to enque & .

. latency and drive strength. An optional 133
MHZ ZBT SRAM can be added in either a 128Kx36, 2x256Kx18 or 2x512Kx18
configuration. |

Egress frames may be stored in either one External Data Buffer (e.g. DS0) or

20 two External Data Buffers (DS0 and DS1). Each Buffer can be comprised of a pair
of 2M ._x 16 bit x 4 bank DDR DRAM (storing up to 256K 64-byte frames) or a pair of
4M x 16 bit x 4 bank DDR DRAM (storing up to 512K 64-byte frames). Choose the
single.External Data Buffer (e.g. DS0) for 2.28'Mbps or add the second Buffer (e.g

N DS1.)‘to Support 4.57 Mbps layer 2 and layer 3 switching. Adding the second Buffer‘

lmprons performance, but it does not increase frame capacity. The External Data



!frarre in-the nulticast Target Bl ade Start of Frane (TB SOF) Queue. For

01/ 16779 26 26 FEB 200g PCTNS00l Z0794 perfor mance reasons, bl CPEE%
Traffic is enqueued to the multicast TB SOF queue |ndependen f

of destinati owdéde® i ndicated. |If the frane is intended for AQHUIAL0794 -

| ocal |y attached bl ade, the GCH pi cocode exam nes the up/down field of thé
Frame Control information to determ ne whetfger 5 the Guided Frame is to be
executed on the up or down side of the Interface device (see Figure 6). If
t he Guided Fr i EcldOratal ot {aa%ao

devi ce, the ngﬁgl} ?gég E@rﬁﬁit%gtsae? gwrghvglgue |t§r§i \?ﬁ% %Bé ?% B?/ealat?g
fromt he. GU|simpmanmfmtﬁabjeeCASdaﬂeobylamﬁcﬂTW&tstmgﬁhd |nstructs the EDS to
enqueue the frame in the nulticast Target Blade Start of Frame (TB_SOF)
Queue. 10 If the Franme Control information indicates that the Quided Frane
is to be executed ﬂ{tﬁmﬁc&.t@l ARemdindHibR oS P21 FRBIYRAMS, iR0G0Z0¢ 36 bit
Frame and performs the operations |ndicated by the Guided Commands 1t

cont ai ns. PriRAM®apdonestd2x 64 bLBRAMI Commands) the picocode checks the
- val ue of the ackl noac& field of the Frame Control information. If this
value.is '0'b, then the .15 Guided Frane is discarded foll ow ng processing.
Qui ded g£ead comman RGO

ack/ noa%k field i Sﬁﬁeﬁﬁﬁgﬁ%@f(oﬁﬁ@ﬁ/gfoaﬁed%s?b% ear Y??thzghﬁe\é dyjté fﬁiméé"ﬁw the
then prior tolngresediseelipratlyPbf the Qui ded Conmands in the Gui ded Fr arre

t he picocode constructs an Early Ack Guided Frane with the value of the TB
field of 20 the Frame Control equal to the contents of the Early Ack CGuided
Frame with the val gexedf Fiaee dReratiohs irfluddWLANay ifsetions |rethealnglr@s§dineectlon
‘contents of the g/}/ TB Regi ster The |cocode routes the Early Ack Guided
Frame back toand f@lg@@naa imad otave incirment/derremeat £Ps IlgpEtiarnet GRC

Addr) Regi ot 259%%%\//#4%?{1?&4 MR PRUsRIRerBYE e ErRls fOCNARD drElof™

mul ti cast TB SOF Queue. The picocode then processes the Gui ded Commands of

the Guided F d di ds_the Guided ds_sh
ot betdr thi o cat £58H oAy 999 gSseive PETiand o HaR SRR AARRoPagrRIY 19

on the other Q%"ﬂieﬁ@eﬂﬁé@d ebséRatiah ‘ﬂoﬁ‘ﬂ@ﬁﬂ&tfu%gjptoﬁocdl d?o@é@hdrhésd@#dé@

of

Mirrored Interface device ports are configured to add frame and switch control data.
A separate data path allows direct frame enquéuing to the Ingress Switch interface.

The interface device integrates four Ethernet macros. Each macro can be
15 individually configured to operate in either 1 Gigabit or 10/100 Fast Ethernet modes.
Each Ethernet macro supports up to ten 10/100 Mbps MACs or one 1000 Mbps

MACs for each of four macros.

Figure 1A shows a block diagram of the MAC core. Each macro includes

three Ethernet Core designs; to wit, the multiport 10/100 Mbps MAC C_ore (Fenet),

20 the 1000 M_bps MAC core (Genet) and the 100 Mbps Physical Coding Sublayer Core
(PCS). '

Multi-Port Ethernet 10/100 MAC Features:

25 . Supports ten Serial Medium Independent Interfaces to the physical layer



; - _
the early/late field is '0'b, the picocode changes the resp aéﬁl{b__% f ba
vFrane Control _information to ' 1'b to indicate a Gui ded Frane &2 2
repl aces the WI5F® with the contents of the My_TB Regi ster, S00/20794
processes each Guided 5 Command within the CGuided Frane. During the course
of processing a @uided Conmand) the picocodg updates the Conpletion Code
field of the next CCGui ded Command with the conpletion status code val ue for
the current Qi dedCapaieraf.harulingites I nse back to the
source by updating the TB val ue ?n tEgﬁ?gégwﬂspk%?ﬂgﬁjgg%”&%&?@%ﬁ@h agy
to the Sour césP@ﬁg X(LAN CP Addr Register 10 value for CP) and instructing
the EDS to enqueue the franme in the nulticast TB SOF Queue. Frames residing
in the TB SOF Qjex I?:'ggaschedul ed for forwarding by the EDS.. The Switch
Data Mover (SDM) HAIB MAC servicdy al ' LI Header .and, 1 nt er f ace

devi ce Frane Header fromthe infor rra?tiegﬂ%ﬁ\?lgﬁ?eﬂhﬁ%?\ﬁ&#ég&@&mﬁ*ﬁéé@eﬁce

cells pass through the switching fabric device and arrive at the target

bl ade where the c&UpshoMsEFy, d.intp a frane in the D-DS nenory. The
SDM of the down si dep'br ecog%'??ég%tﬁﬁge? %‘Féa&?%ﬁ@t Media spaageen BH poetsand
signals the EDS to enqueue it in the GC Queue. Pressure fromthe GC Queue
or thegGl Queue sitd nul at icacode to 20 access and anal yse the Qi ded
Fr arres.5 Al Qi degtPP&ﬁégﬁﬁé]ngﬁgBlaaWtE@mWabsmme initially enqueued
in the GC Queue. The gthlgcTi value of the Frane Control Information for
these frames is_exam ned by GCH picocode. If the gth~ value is “0'b) the
Qui ded Fr ane 1940 Mrpsebthernat MAC GoraBeateire€) her wi se, the GCH pi cocode

exanm nes the resp~ field of the Frame Control information to determne if
the 25 Guided Frane has already been executed. If the resp~ has a val ue of
“1'b, then the GuSdppofts BigabieMediLiA o ed is,routed to the
CP. Tar get plort val ues cg?espondi ng.toedgﬁggﬁﬁ‘g%%@gﬂ&m%ﬁ%)mﬁﬂ BGS
EPC pi cocode'aYgh Qhaiestiyote theaxwsital lgger Port queues are transmitted from the
Interface device back to the CP. ,. 2 6 F EB 2004 WO 01/16779

PCTNSQO z0794 2\;3vlf the resp/req field has a value of '0'b, then the

bl ade may - be | ocaWithrthedP@SeCave| bup & cohfIdiB b.$ .5 . resol ved by
conparing the value of the TB field of" theHIPAN gﬁiﬁ%’ﬁ%ﬁ&l‘)@{“&" with the
contents of the My Target Blade (My_TB) Register. If they match; then the

" bl adel@s | ocal tSupwortPFuptl [ A-he is rempte form5 the CP. In
ei ther case, the pi-%p(;ocode exaﬁiene@&h{I %ﬁ%’?ggﬁﬁ?ﬁz‘mé%m% a spegfle Cont r ol
Information. If up/down is equal to '1' b, then the frame is enqueued in the
Wap TP queue forgf i n U DS, and processing by the GCH on the

up gi de. qu her wi sseeﬁécﬂ?g{lec@&g’g{&wﬁ?ﬁ' H?psf!ﬂ!”fa‘"&grrsgt h)é oper ati ons
i ndi cted by the Gui ded Conmands contained in the Guided Frane. Prior to

processi ng af 10 i ded mmands, the picocode checks the value of the
ackl noacTc ﬁiogfogﬁBPstEﬁEe'ﬁe&r?g?@&ﬁl eedingr§ulrayariore Adatoteiss val ue is ' 0' b,

then the Guided Frane is discarded foll om ng processing. Cuided read .
commands shall not be of this category. If the value of the ack/noack field
is “1'b and the \Rerfarmst 8bM6Ebemncbyingaing dé®idinds 1'b) then prior to

. processing any of the Guided Commands in the i ded Frane, the 15 picocode
constructs an Early Ack Guided Frane with the value of the TB field of the

Supports the PMA (10 bit) Service Interface as defined in IEEE 802.32 this

15 interface attaches to any PMA that is co‘mpliant with IEEE 802.3z

Synchronizes data received from the PMA (two phase clock) with the MAC
(single phase) clock

Supports Auto-Negotiation including two next pages



Frame Control information equal to the contents of the Ny_TBé?ggﬁiﬁr | e
c [

:the bade is renote fromthe CP, the picocode routes the Earl

Frame to the a t. Gherwise, the blade is local to the

frame is rout °F’bgﬁ1e Port Queue corresponding to the CP. Thgﬁ)%?@g?:% 294
"processes the Guided Commands 20 while eitherthe Wap Port noves the
Ear |l yAck Quided Frame fromthe DDS to theWJ_DS and enqueues the frane in
the GC Queue on the up side or the frame is transmtted fromthe Port Queue
back to the CP. F&onvedsfrormaidypdaihasesiotiosysiemdelied inshesiangiasdstodrsiage n
sees this frage, but,the resp a field will have a value of ' 1'b. The GCH
pi cocode roulpgés?ﬁg)cf(r ame back to the CP by updating the 25 TB field in the
FCB with the value contained in the TB field of the LAN CP Addr Register
and instructing the EDS to enqueue the frame in the nulticast TB SOF Queue.
Franes residi ng i fPrevides s sigmal tp e MAC isdinating dipseelogiveveiesithal apptainaew
EDS. The SDI\/Idb ilds the Prizma Cell Header and Interface device Frame
header from °ff®rmation contained in the FCB. Cells fromthis frane pass

t hrough Prizma 30 and are reassenbled into a frane on the CP's | ocal bl ade.
The SDM of the down WO 01/16779 29 2 6 F E B 2004 PCT| US00/ 20794 si de
recognbzes that t Kdecksihe reseivedapde araurmid Obis) tar&GMMA's angestablishes etk
it in the Gcsﬁ}fﬁue. This time when the GCH pi cocode anal yzes the frane, the
resp/req fiel as a value of ' 1'b. This inplies that this blade is

|l ocally attached to the CP and the Guided Frane is routed to the Port Queue
corresponding to the CP. 5 Franes from.this queue are transmtted from
Interface device Saigulatgs@a @QCiﬁft&egp/ilhlér@?WBB cﬁ%‘?ﬂ!{tythe val ue of the
ack/noack field is ' 1'b and the value of the early! al~"~e field is '0'Db,
t he picocode changes the resp/req field to ' 1'b to indicate a Guided Frane
response, repl acefigures ZB £ 2BIsthowi differért conficamations far e IntenfBc&elgivicect hip.

R L

Conpl qigi on CexdQickl eEdcRDABE iReHeSUWwWte @haaRERAthathélp, hheassmiplchianasl ahdtais

code value for the current CGuided Command. If the blade is renpte fromthe
CP, then thergseisroah@nnglit es the Guided Frame to the Wap Port. Ctherw se,
the blade is local to the CP and the frame is routed to the Port Queue
corresponding to the CP. Either 15 the Wap Port noves the CGuided Frame
ssf romthe D DS to Fligure 22Sshows enyragesnfigeratioarfor iarsingle IG@rfacewdevice.t ethip
side or the fra is transmtted formthe Port eye back to the CP. For
Franes. ur appGaniauito, RIAnSE! coRanelis wiERests tBRRElecahEL T ane.
but the resplreq field will have a value of ' 1'b. The GCH pi cocode routes
the frame back to the CP by updating the TB field in the FCB with 20 the
val ue cont ai ned i frigure 2ﬁ33¥DWBdh©fCOﬂ1ﬁ§Hmm indwhiohetwostnderiagaideyise ((Rips e

it hdore soRotTeRtet et eyt AR BRI R o eR i Ry SoRIRELERH) Hif2

the Prizma Celohfigeration, thecthannels an enddDASE dfr ane chipeaterofderatively tonnettedro

cont ai ned in the FCB. l1's fromthis frame pass,thr h,Pri and are . .
Ceaseenbl ed the Shanssls of ABatsATE, it i, Ehe Sties SIS B ratheip
SDM of the d%rﬁﬁgﬁr ecogni zes that the frame is a Guided Franme and

signal s the to enqueue it in the GC Queue. This tine when the GCH

pi cocode anal yzes the frane fromthe. D DS, the resp a field has a val ue of

" 1'b. Thi i [ i h hi b ade i | L1, tach he CP
Gulded Frame |5 1 SI0UE 4G showsptit ConfiarBB3h, i bR el riSace BelitEs dlE
from oy s queAnaERd! bAHSWItER $8bAd. OTheNdAille tReatid SfoleaiditstelttthsmidsidnfinE

B 2004 ' ,
both directions.

Figure 2D shows the configuration in which a Main switch and a Backup

switch are connected to Multiple Interface devices. If the main switch goes down,



WD 011 16?279 PCTNSOQ' Z0794 30 CP. If, for any reason) the GCH pi cocode
encounters a Guhgesssrsame with the TB field of the Frame Cont r@lgcq-F/ggB g%ggg
information equal to '0000'h, then the GCH picocode interprets t 09 S
i nttended for only this blade and act accordingly. This action 5 is required
during initialization when the value of the1y_TB Register is '0000" h for
all blades. The CP.wWll initialize the My_TB Register of the locally

at tached bl ad W%ﬁd?r?daﬂﬂbwoﬁwisded Conmand in a -Quided Frame whose
Frame Control Information has a TB val ue of '0000'h. Any of the

pi coprocessors wthin the EPC can .generate a Guided Franme. This 10 frane

can be the Unsol i cAtGaht@liRtdagt or.m of j ded Frane.
@Wmcmfdeﬁfysgéﬂgﬁlgf ‘{?ét“‘%thigﬁ'sacqmecmhto ehnhs

Internally ge ted.frames of this type ar
not all ow ackﬂgﬁﬁgaﬂ%ﬁ‘f@t'?ﬂ: d hegystam pracesor At CPTQ%ﬁgfortﬁéﬁﬁir@@éw %% ides
sent to one dhitig } rs (GCH or, GTH w thin“the sa
to the or ICgT E&JP@%%%?{E ﬁ@gf‘%gﬁgosegmfgsmgaq; cBip e’EI'IeEI?PdadyFBrealus_eate@&M any
o Do sont s dniCelocations ethoineica 0y iyl Cbn'hE A R ENTah S ahies
in the GC or @“W%S&Pé PERMA e thasblagle. T exterhabtotheasiadd hAE @I A6 ? nge.
di scarded i n thétds Usdlded @8BRherd D5 9!h Gl Led. Gui ded Fr anes desti neé(}ﬁﬁg e'ﬁﬂ '
|l ocal |y attached CP are cons ruc?ggcﬁmrﬂﬁnl‘f 59 BY the netwark thewhzhDBe iR rface
These f (rj alr;es d&f/@eoandsﬁﬂjereétt'anhed.v\ﬁ&héb blﬁm%ﬁ@,i & %?;a %aéh%ﬁﬁﬁﬁ%?gn ¢
execut e y & i.e. resp.a =" 1 and TB = My_ . '
enqueued in Eﬁufggﬁéf@l@u@eﬁmﬁéﬁﬁﬂﬁ»rﬂi‘shoamd]SDBAMEraaﬁm’ncfry%nrtrmlﬁr,CHJPE?
o b ponst Pt e SRRt 7 A L By LT3 ot e D
Unsol i cited Guided Frames destined for the CP are constructed in a way that
indicates that th veq been executed by the EPC (i.e. resp~ _ ' 1'b, and
TB = My_TB). Fr angédggn&r "’:"%%)iﬁéi #99lsuichir Netwer trecessdr GafdEBh@0F)
fcihs

011 16779 PC'ptisins e EDQUPS - ort. These frames
are noved toaﬁvg g‘;%% and ' enq'u@&gaﬁngﬁﬁ@g@égﬁ\é&ﬁgpﬁﬁd%@ anddhe EDS-
Unsol i cit ed Bt a?'—rB§ Ursbaped iaoss/reprpsenit yaeoés andHa %ﬁt?oltﬁﬁoé%ﬁqhg P
the CP usi ngkddps/ipadi€ot fhet&ﬁngé{! igP Addr Register. Ot herw se, the
_picocode routes these franes Gorng PRAUAYSSATGdeBressniaskby restangidat icohs.

“Information of the Guided Frame. At the receiving blade) the frame is

enqueygd to the of t down side. The GCH of this bl ade executes
and discard the %a‘%s%?' tien ?Qﬁlﬁ 'eg]rﬂeatﬁd t§eifl wsPectivel fYnctions et fiteEadiaR
frame to thdolBwsueue (resp/req.= '0'b and gthl g~ "0"), or enqueues the

frame to the Port Queue corresponding to the CP (resplreq ="' 1'b). Franes
constructed 10 using data buffers in the UDS are enqueued directly into

the GC QueusPMi:t Tg; i i int forward, these franmes follow
the sanme route andﬁlgﬁg tﬁ%ﬁ’%ﬁe@ﬁ? @H@%’g%%sm@ thaleantaionshe MAG (BEh8g D
DS data Buf P8, GEngt) and httashéd to trenexerhAIgHY Yelflesf Or gui ded frames. The

“format shown i's a |logical representation with the nost significant byte on
15 the left and the | east significant byte on the right. Four byte words

begi n wi th WR-®MM: This logic takes bytes from the PHYs, and formats it into FISH (16 bytes)
20 to pass on to the UP-EDS. There are 4 DMUs within the PMM, each capable of
working with 1 GEh_et or 10 FEnet devices. |

UP-EDS: This logic takes the fish from UP-P.MM'.an‘d stores them

| Store (internal RAM). It is capablé of working on 40 frames at on
appropriate number of bytes are received,

25 When the EPC is finished with the frame. th

into the UPQData
¢e, and after the
it will enqueue the frame to the EPC.
e UP-EDS will enqueue the frame into



tf; O at the top and increase towards the bottom of the page. Since Gui de’d
*Frames nmust be routed and processed before the interface dewz

configured by the CP t hese frames nmust be self-routing. The ;.;F

normal |y obt é‘f(ﬁ@d 63y | ook-up and classification are contained | n

20 Control information field of the CGuided, Frame allow ng the chip to
update the FCB with this information with perform ng a | ook-up
operation. The target blade information contained in the Gui ded Franme is

used by -t he theiappropriate:Taeged Port Qt@tpﬁ@@@ﬁf@r&swdmgamememmwmwe s

Th CcpP t

e e o norUPSEPisL 5 Ye6 s BleRs of bR A e Smifipdiiet BRATYRGRS d °
SDM t o pr epapgfferefrafids Havk tor fesepbeia deien thshmﬁsfemwurafsmmsﬁromme@nt rol
information field of the Guided Frame is shown in Figure 6. An expl anatl on

for the abbreviation at each bit position in Figure 6 foll ows: WO
01/ 16779 32 FEB, 20 ReSES
i ndi cat or vaﬁﬁg ﬁ'% Podge#)gqn@ ﬂggg@%cé;ﬁe %ée"?dgﬁu a tc%gfeiargmr]ée%ues ded

(unpr ogessedpoNiiPCESPRIB$6iSis cgshblie ehtesking atﬁmlffameﬁme‘adeeapdrmmng what to
oack Acknow edgnent or No Acknow ed nt ntrol This field is use
to control wHetWHR tbécfkqur(fWr‘é'n’('ﬁ‘ggE)’ ﬁ'iﬁ! g@ﬁpd@ hasAewRSSaigeSeYFi@!

Gui ded F
NpSaRe - 2 T glrﬁgsré)rﬁﬂhr%‘éﬁ%?ﬁg%ﬁo@ﬁ?éghﬁﬁg&cﬁgggﬁ tBlKee Uit the
Acknowl edgrfehtgtﬂ-bén&wﬁ%&dgm%wtsmméa\ﬂawﬁd( Pyocesdot.at e Acknowl edgnent

control value: This field is used to control whether the acknow edgnent

requested- (ack/noac - ' 1'b) ;,: 15 occurs before (early) or after (late)
the Guided Fygirg (pm BRI @@ﬁé%eme fiaines! bR doirhalsARBRE tht/FERIZAA| dedigclor =
'0'b. 0 Acknow edge

after |de Fr ame roce55| 1 Acknow edge bef ore
Gui dedOFr anetqammsanngto the mgqunabnmeap s \pgicns W@mﬁem iyerig

Al'l control Thi 20 is ignored when the ack/noack fi eI d has a
val ue of' 0 bﬂ?ﬁ%&géntg tgﬁiftajagcommnd does not conplete successf~rlly. O

Acknow edge all Cuided Franes if acklnoack =" 'b. Early or Late

Acknow edgnent determ ned by val ue of ear /Iate Ackno e .onl :
cui ded Fr ame&RRIF: ddhifologid gpniains the Qucb gps ?ﬂ‘g W}@ &Péﬁ@réﬂ?mal
wi |l occur |g§ﬁfgﬁ1@6gt of the values of ack/noack and early/ ante and wl|l

of course be acknow edgnent . ., 526 FEB 2~0~ W 01116779
-«PCTNS00/ 20794

DN-SIF: This logic contains the DN-DASL macros and receives PRIZMA cells from
15 the external 1/Os. '

DN-SDM: This logic receives the PRIZMA cells and preprocesses them for help in

frame reassembly.

DN-EDS: This logic takes each cell and assembles them back into frames. The cell
is sfored into external Data Store, and buffers are linked together to make frames.
20 "~ When the entire frame is received, the frame will be enqueued to the EPC. After
EPC is finished with the frame, it is enqueued to the Scheduler (if present) or the
Target Port Queues. DN-EDS then sends the frames to the appropriate port by
sending the frame, any alteration information, and some control information to the

DN-PMM.



, :
33 ‘up/ down Up or Down control value. This value is used to control whet her
.the frame is processed on the up side or the down side. This pﬁggogﬁ

i gnored when r¥O@A6Y% s ' 1'b. Al nulticast Guided Franes s

upl*down value of '0'b. In addition) Guided Commands that requi r M‘@Q?@‘é’%f
GIH hardware assist instructions shall havegan up/down value of "0'b. 0
Down side processing 1 Up side processing 10 15 20 gth/ gch General Tree
Handl er or QGuilNdEPNM: ITaHﬁsdheinfgﬁﬁ I sed to direct
Cui ded Franes Fiﬁ%St he pr oper pi copr%ﬂ@sfgﬁﬁn’g@égg@mag mf Ig-Ethernet,
pi copr ocessor Taicyandmends thalframe tththe extarpal PHY S this field
contains routing information used by Prizma. Each bit p03|t| on corresponds
to a Target Blade. If this value is '0000'"h, then the Guided Franme is

dtob SIRM tThis | inaly., A | f " 1b
in one or more bit pos bhials e SaRNPH RANGR S AL alie o L b D)
routed to the €8'|°P§§BH|Y(§|. hgmanASHBEm)b(lsc)nlyWiﬁmeé@ﬂm@ Tﬁe Nf%wgrktﬁ%%essor-

field cgntain t he respondin

Qui ded Frane Egﬁggal‘ %yé}éﬁ"%ﬁgté coanRn! @*Pg@rg aﬂmmen/aﬁw peefospisgfipd
by the CP sof necessary famatioplsabenshbgtetheSb aFRrRSSRASRS With their requests.
The Correlator includes a plurality of bits wth assigned functions. Every
GQui ded Conmmand begins with a Command Control Information field. 25 This
Command Contrgp. SR%E@’&SW information that aids the GCH picocode in '
~processing a Guided Frame. The format for this information is shown in

Fi gure 8. WD) 01/ Eee aBrves ot PHE B 2004 | PCTNSOQ Z0794 Length val ue:

Thi s val ue ingl catgs, the total %nber of 32 bit words contained in the
Control I nforfati oftY{EERICVEFEIVES by te-PAdMr ess | nformation (Ond Word 1), and

0 (Cr VW . Conpl Cod
VAl e Thi s Tred | L o BT Dl P B AR BN Rens acpasyon of merame)

pi cocode V\her14)procU§’sE9§ SBQI‘@eEISGbm&ahsz,DSThe GCH pi cocode uses this field
for conpleti st S r.t recedin ed Command in the command |i st.
Since all Cuided aCLcj)ﬁrr%ﬂ;\)g st%”g@ﬁe[agﬁﬁf’ﬁ%?@%gh the End Delim ter Gui ded

Command, t he @onpl EPCosrosesddsshedderiimd sty i §2ba End
Delimter's CBan ebbongode field. tS;r. SWP?&@@% FI’IE
. ontinues to receive the remalnder of frame from UP-PMM
15 8) UP-EDS sends information to UP-SDM when appropriate data is ready to

send to switch

9) UP-SDM reads frame data and formats it into PRIZMA cells
10)  UP-SDM sends cells to UP-SIF

11)  UP-SIF transfers the cells over the DASL serial links to PRIZMA
20 12) UP-EDS frees up buffers/frames when all the data has been taken |

DN-SIDE Flow
1) DN-SIF receives PRIZMA cells

2) DN-SDM stores cells and preprocesses them for reassembly information

3) DN-EDS receives the cell data and reassembly mformatuon and links the cell
25 into a new frame on down side

4) DN-EDS stores the cell into DN-DS

5) DN-EDS enqueues the frame to EPC when all of the data have been received |

6). EPC processes the header and sends enqueue information back to DN-EDS



‘10 15 20 25 Cuided Comand type val ue (Symnbolic Nane) 26 FEB £g4 -
v TypeSynbol i ¢ NaneVal ueType DescriptionEnd Delimter0000mark ErEBcﬁUﬂilf
Gui ded FranmesequenceBuild TSE Free List000lbuild a free fist. nglr 50?er

Act i on0010ex&QPEIEH t ware acti onUnsol i cit ed0011franes initiated % Ptpc
pi cocodeBl ock Wite0900wite a block of data to : : ’
consecuti veaddressesDupl i'‘cate Wite0l0lw i4%e duplicate data to registers

or menory. Read0110r equest and respond for readingregi steror nmenor _ B
dat a0111r esefyedl PHEDS erquenesit gérlam%lnt@@fsqh@%s;lezrm%@a@fomesenf\; or a Target
tree. Updat e. Leaf lggélttﬁg&éﬁe a leaf of the search treeRead_Leaf 1010r equest '
and respond for r i Leaf Page dat alOllreservedDel ete Leaf 1100del ete a
| eaf of the gpar cHN-EOSldéHicks 1he queursantlsenaddrarasiinrimadtionnaio e PCB

contained in the Guided Frane identifies an elenment within the Networkin

Processor's 9ddr eDN-EPSusestbe POR tqamsayel” tiwrfﬁamerandf@aﬂédheﬁgpmr@mﬁa?ajn
field s shown in_[F - . 9 36 2 6 FEB 2004 PCT/ USCA 10794
The InYerface devﬁgggghgfg@aédf@%%ﬁy ressing schene. This addressing
schene assi gng) anDaIPMM Somedts ¢hé datav@vith altaration iflrequésted) and sehds tiee frame

I nterface device. These structures are either internal to the Processor or
connect ed to intetd heaxtam@dPHYhe control of the Processor. Sonme of these

structures agg ac Eﬁ? '

i nternal int i?)f ac@ggﬁm?w’gg@) n g&%ﬁc@ﬁﬁé?éﬁm n erﬁ%%eﬁo@:cﬁéend’bﬂl EDS
structures are acfregseess esoaroesy controller interfaces. In all cases the
general formof the address is shown in Figure 10. The Network Controller
is subdivided into major chip islands. Each island is given a unique Island

| D vakge. Thg P%ﬁfM idodtidiFslyi D value fornms the 5 nost significant 10 bits
of th(l‘ayaddr egs ol{r? structures controlled by that chip island. The

correspondentk betsader nseddd BRO from UB-DR @/eDNHASt he chip island nanme is

ext most sy ghi 11 E5% 16985 GpoheBRbL ifiuRaudn T J6R<AE eBiR BRI reffe

structure address gpgubli@ihféffatish el enent address portion. The nunber of
bits used for each segnent may vary fraomisland to 15 island. Sone i sl ands

may contai n 8hly &RGwendsdbesenquaus sdormatian bark te the, ELmtand, thin fipmends |
structures. For t i fixed size , for these address
segrre?#s. The str%@%‘H%ggag@ﬁ%@sﬁgbﬁ?%gﬁuédgused to add ress an array
W thin the ighandCdli Headédrs atidefrante Hdddessarosentalong withethet framediada 4o aid

el enent within the array. '%;le rgmai nglrgl pgrti on of the address is to
acconmpdat e t he WYhTERSSEMRLY pad SFama o difg: o bus Iinitation. This 4 bit
“word address is used for selecting 32 bit segnents of the addressed
element. This is necessary for noving structure elenments wder than 32 bits
across the N&RvGootrebhtavei | er's Web Data Bus. Wrd address value ' 0'h

refers tot c\gl) g_zag?acrﬁﬁra 'P%mtffbﬁ’?'é}ts a%ﬁiaeBLFr%ﬁ% arid $&ridd i?}cﬁﬂh%rf@é‘ttwdm Précessor

sequenti al SS val ues correspon 0 successively:l'ess significant
segnemgs 25 @) t hdiad rNetiworle Precessbr dhqueussd thddiGuidegoFrame db tiee GCH
address is not required for structures not accessed via the Web I nterface.
For this reason) tRERIBCERFOA Store, . Control Menories, and Down Data Store

make use of tye entd GoH g?&%%%e§ teeidhigaa FriieSand réadl o writes 456 e6guested

structure el ements. Another exception to this format is the address for the
SPM I nterface. |narhas ofRatniel | 27 bits of address are used and no 30

el ement is gr‘ﬁat erTﬁehé'&HQ’%agsietssaﬁfT%@turbdate requests over to the GTH
25 5) ~ The GTH updates the appropriate table with information from Guided Frame
6)  An acknowledgement Guided Frame is sent back to CP |

Network Processor Control Flow
1) A Picoprocessor can build a Guided Frame to send information to another
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;. WD 01/ 16779 37 The Embedded Processing Conplex (EPC) pro |ge‘§£m
control’s the RyQelf bility of the Interface device Chip. It fncllu

foll owi ng conponents (see also Figure 12A): 5 N processing uni t BCTR8bd/2094
GxH, The GxHs concurrently execute picocode that is stored in a 'common

I nstruction Menory. Each GxH consist of a F#dcessing Unit core, called CLP,
whi ch contains a 3xstage 'pg&i ne, 16 GPRs and an ALU. Each GxH al so

contai ns several cBﬂ%%e%rgtbP -ontrod £gipk exanpl e the Tree Search Engine. 10

| nstruction N r ; Y jpitializati.on and contains the

pi co- code fo?/2 );nc))r ﬁ?%?3%9%?g?%@ga{%ggﬂg&a@]e@ogrggng lpeationfanipspeessing :
Dequeues frane-addresses fromthe up and down di spatcher queues. After
dequeue, the dispatcher pre-fetches part of the frane-header fromthe up or
down DataStore (DS) and stores this in an internal menory. As soon as a GxH
>:: 15 becones idle) the D spatcher. passes the franme header wth.
appropriate control information, |like the Code. Instruction Address (ClA)

to the &xH. The diApgingitinteehse degied! ide¥ahad | Tie

Search Menory, gﬁ%g& bi Eer: her e ar’g@z\; nurrber%g?bés argg |ﬁ§écr)'ﬁlé’? 5%28 Fast
ext er nal rrerm@ Er5{Eies AhlﬁQeF?%ﬁ%B@Fﬂ%ﬂ&rtsaresappd)ﬂtedwh_&rnltwOime;face
shared 20 an duiyesesre L0l S.to.the ry. The TSM can
be accessed di rvect I yrébétﬁgqgiégggg?i%ﬁ&vl\ﬁ%%ﬁ:@ﬂ 'g'&ﬂneéxge)ﬁ@goaeuaw {BASL)
store aging (aeinalogi(ftigere2i). BactoDASIedWsMMal bak eaRRBRPALBL dr it Fouo

during tree - The Comp] et | Uni t : The Conpl et1on"Unit
per f o?m; t V\o%%gérrl@?ﬁq@wspa'ﬁ Qrgynﬁelq 5%@9% Qég&mmcﬁmgﬁmmmbps imeddle

UP and Dn EDQireEtisrieuss BRENRUM egdul e,hsland). The EDS perforns
the enqueue action: a frane addr ﬁgé%}‘o?gh‘g&wmph '§®&>’oﬁ¥$}sm§ (S8 il ry

cal |l ed t he FHBREGBNertngiltinie Intedacedeviaes teomswitarssuh AISNEs P@iiﬁia;gég)gch
, ] t FEB 200g_ WO 01/ 167 '

BT UG/ 20704 CRIci e, R ooV g bEfha 35,8088 dublReDASL mamnertioms; one

happen that piiMarpaad Goesesdrdanpadic dh be a8BA té PRlviRe) W?%)Egﬁgﬁﬁ%% éff | ow,

precautions t be.taken that these frames are enqueued | pr I88é'
transm ssi on@ﬁl&@é 5%&%%" MQ tedree devines a@endirentlywondeicted) Figue 2BPBI 5

that i s geneeghgshii _ ARt sclﬁa{ re: { St on_frame di spatch.
Cl assifier Har dvvartllghAt_Eg?sf% Forﬁttfg\?' T ar‘?@ﬁa ‘?@'éﬁ%iéﬁ@w i dwhY Wewsef the
" gr ovi des a pﬁB@‘éﬁ'fth?éﬁgimNﬁwomd?drbcésmanh IgiesHsméﬂéaBléa?ﬁwéthg?éhgp can be used
assiki cat i assed, to. t he uring franme dispatch, i
ter msﬁfgf t he%&gﬁ%aé @Xﬁ%@%?%éﬁ?" Grxing relately layirartdensityor san40) trtigh ehide
C assi fi er Hsysear(@adngi r%latﬁi@tyaiigh%ﬁ éé’ﬁ’sitjy@s 60 _cheg&_tg%i ng on the frame
i

header. For both up and do frame dispatches, the C aSsiiier Hardware Assi st
generates a label that is used by the Conpletion Unit to

One Interface device in the system is connected to the system processor via

up to ten 10/100 Mbps Fast Ethernet ports or a single 1000 Mbps Ethernet port. The

Ethernet configuration to the system 'processor is placed in an EEPROM attached

20 to thg Interface device and loaded during initializatibn. The system processor

communicates with all Interface devices in a system (see Figure 2) by building

special Guided Frames encapsulated as ethernet frames. The encapsulated Guided

Frames are forwarded across the DASL link to other devices allowing all of the
Interface devices in the system to be controlled from a single point. |

25 G_uided Frames are used to communicate control information between the
Control Point (CP) and the Embedded Processor Complex and within the interface



!mai ntain frame sequence. U p and do DataStore Interface and arbiter: Each’ ’
"XH has access to the up and do DataStore: read access is pr

r eadi ng m)reﬁgoi)[? . gnd wite 15 access is provided when wri \ﬂpﬁ
contents of,t Pool to the DataStore. Since there are N P E@§e%f594
Units, and only one of themat .a.tine caneiﬁgcess the up DataStore and one ’
at a tine can access the do DataStore, rbiter for each DataStore is

required. Arblter an Bwatch inte The WEB Arbiter arbitrates
anong 20 the @&'F@ #oPrigE qu.gepﬁ@u\@ Eﬂﬁ?r whichowill glecidatedbe discussion/Eee

whi ch all I
dovi e Thi o'SpERaT 8. RECS 12404 keaaS Mtch 1058 It BBt Tp v b Bastwane,
WEB can be thntexdate &dr a@atheswmrérface devi ce nenory map. The WEBWAt ch

interface) provides access to the eritire WEB from outside the chip using 3
chi p-10 pins. 25 Debug, Interrupts and Single Step Control: The WEB allows

the GCH or VEBWAt t , ' - F
exanpl e, the VEB Fon RA88 fiAne Fefic it Solialig AL fhe'GPL ME TP Thbtruct the
i nst r UGt | onsGuided Bydme in 8ata tFlE&rQﬁﬂtb |m|@hémeﬁy79rmmsanw@a DfivesSerds the
S (P gut o Gbed EERRRCih bR oTaBe imedidnBrizces ot the Nwar Rrocssser. Media
GDH has a fUAbcc%sF‘OUﬁtr*bl (MIRCf hipheae Beesae the (Gluel E\Fned BREIAORE Jintille

next section are mai nl'y used fo rvar
(Qui ded Cel nntemal data stohe (IGABSH aenonc iThe Gmdedﬁmbwmnm¢tmd$Ieeadﬁbbbnate

e o) e nif GEse i ApdtalteAR R I EP 43rsuliiel; Cuidta Fiames passing
procepp dat ahanEm hh exEnE CFRER tﬁehh%?%%etdlﬁlldé)bl‘e éﬁc sGlatd td aaaﬁgp fies

10 additional hardware conpared to t har dwar e as |st to, per
tree insert sPratecelef theexternal retmorks AssepnsequeseaititthgeixtisdabrstivoricinelLetis

o exchange SHRTRE e el FifmGRiRe ErEabsyi el e Bhf BPugs £50B Olther <
is no such task to performthe GCH will execute frame forwarding rel at ed
pi cocode, and in this case behaves 15 exactly |ike a GDH' GIH (General Tree

Handl er). The GTHEH@NEYBNGapsHIatinn RIGMOES & eans: of Fansrarinfer Galided diraffic
del |
tree del etesy, gpg;errpﬁe B 38R Untefae GEAAY | Th@ ERGSRSt %@&éﬁg@%@g&ﬂe

there are no cont al ni ng tree management conmands
* GPH (t®ner al Int@ﬁm@d}eﬂamﬂm not‘ﬁmelyzlewhe Restioatian AddieskdDAyar Soaece:Aduaessd

with the d H _The .GPH i nterf.aces t he Ge eral r rocess
{hr ough a VTR PR ershge e THiS Rrels B Peiieiried BiRRIRE Flsassde
"best - guess"GuRRsd wam@eeembymatwe WltEHa&ﬁ&@\VlBe R8s hewbéewlao%ﬂ.rea%ﬁoemé y
required. The architecture and structure
DA and SA cannot be analysed by the EPC picocode. Therefore these frames are
inherently self-routing. The Enet MAC does, however, analyse the Ethernet Type
20  field to distinguish Guided Traffic from Data Traffic. The value of this Ethernet Type
value of the Guided Frame must match the value loaded into the E_Type_C
Register. This reglster is loaded from Flash Memory by the Interface device's boot

picocode.

The CP constructs the Guided Frame in data buffers in its local memory. The
25 contents of a 32 bit register in.the CP processor are stored'in big endian format in
the Iocel memory as shown in Figure 3. Having consfructed the Guided Frame, the
CP'S Device Driver sends an Ethernet frame containing a DA for specific Guided
Cell Handler (GCH), an SA corresponding to the'gllobal MAC address for the CP or
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include a larger arbiter and instruction nmenory). Each GxH is sl’(r_‘gUStlmsl?ret?.isas
shown in Figure 12C. In addition to the CLP2WIth Gener al Purﬁosfe IIeg ;
(GPR) and Arithnetic Logic Unit (ALU), each?®H 5 contains t eh OD| OWIatgher
five coprocesgorsy é‘ug? Co ocessor Interface. Interfaces to the sp

and to the sulld YAG@ddress Yrseeride intedacerai specialEthemmst Type floREtHaR ifdléa R

hPool 10 The Tree.
Saaroh En n?%’3‘5?8?@?@?@?@@t%@%’éﬁwﬁ%ﬁﬁ&&eﬁwﬁf&rne$ REiingen the
aﬁd al so |gnt epor@are memuim?a?ﬂ?zfd%?gcelmtaétmrjméglﬂr grﬁpﬁ%ﬁééﬁgi §r$§f§!ybe
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Copr otaceor | CIAINEMefhing e dnterts ot the E. e dalielsosine Enet A 5954 o e
15 paranster o ot BEle 738 fds d I8 e HEd £5ae data nindoais 6
STt e, Sty b abnsve o 5 185 108 R
terface r
;(r)\ fgte eroggglee‘%dc! h%ll%l\/%h fEﬁ?? Yteear?de&mrsdsn bigheindian fc;r:hatmuthuthg ﬂm/wteraftth@
’ e
rames ot ofif??eﬁfr%'?ghﬁgﬁ*?ﬁ AR SR an BRI GEat3n colhs o EE: (B terdh s
are shared bereaedingbytes preostesezd ngsmm@ssge?ﬁﬁe ﬁ]&?gﬁmrﬁg‘cﬂeﬁ&f%g Byt 1,
Eéfgése”ﬁp'?gii?;w P BRI Ihese 1BTBMER are: By Aofedcnas Bufies IBhE B DS
50/ 50 (i.e. |bvagxmsmgemdh@gm$el&ﬁtlohh%&%gedt?@rﬂgtaé}tﬁk d‘{?ﬁfeggngglpéggﬁlve Figh

[ 01/ 16779 41 gets tw ce as
;:E%r 2884 PCTI{%‘&'DZI?YQ& @)é’?%ﬁ“ﬁﬁf dFishht lFJst-'é.sEIsth atehs A@dlﬁcy@éltggﬁér\éegre

as wel | p of a
imer or an ooanegifom o8B0t Fenidd BaTbts wRFeaimier ot e Guidechhrame.
i dentical fashion, though there is a priority (first interrupt) then

val events When an event is handed to
;' mer - events and f'f'h aho% Jfrga tl’alJ“ﬁCWIthln the m%erface device 10 is shown in Figure 4.

15 The Enet MAC function of the Interface device examines the frame header
information and determines that the frame is a Guided Frame. The Enet MAC
removes the frame header from the Guided Frame and buffers the remainder of its
contents in Interface device's internal U_DS memory. The Enet MAC indicates that.
the frame is to be enqueued to the General Control (GC) Queue for processing by

20 the GCH. When the end of the Guided Frame has been reached, the Enqueue,
Dequeue and Schedule (EDS) logic enqueues the frame into the GC Queue.

The GCH picocode on the blade Iocally attached to the CP examines the

Frame Control Information (see Figure 6) to determine whether the Guided Frame

is intended for other blades in the system and whether the Guided Frame is to be

25 e'xecuted on the down sidé of the Interface device. If the frame is intended for
blades other than or in addition to the Iocally attached blade, the GCH picocode

updates the TB value in the Frame Control Block (FCB) with the TB value from the

Guided Frame's Frame Control information and instructs the EDS to enqueue the

frame in the multicast Target Blade Start of Frame (TB_SOF) Queue. For



trocessing Unit, appropriate information is given to the Procegsd énh
or franme arrlval events, this includes part of the frame headésérgﬁ b Ull'
i nformation ¢ omthe hardware classifier; For tiner and g (fo%tiﬁ
this includes co@e entry point 10 and other information that@l%%at es

t he event. Vhen a frame arrives on the |ngg§ss side, and the nunber of
recei ved bytes of this frame has exceeded progrannable threshol d, the

e s o R B G Sl e B SO e
witten in aifEpditing dtiife haMbet BPAEstHatER Madédthdicite§ach type, Figure

12B, there is an I ngress version and a egress version): GGEQ contains
frames that nust be processed by the GCH 20 GIQ contains frames that nust.

b db GILH. . .GPO) ' f db
the G oDQ  Lontinedramaietandal Toanngne el eiféngh Bladectie B aldgeple
GTH when t heya,anfingd &l 8E/doWrPfield 88 thelPiathé BTRDI inféimatith @Q@atérﬁﬁ’i@wﬁéﬁ-ﬁr

multiple priorities) whereby frames enqueued in a higher priority GDQ
be prodessed the Glgded &Eramenie so bagxeauied on thel umer dpwnside of t\\ﬁel:ﬁerfwrdewce

P Unit nt

01/ 16770 5 6 (208 Figre,8).REMEGhERA, Eiatod 1SS M SRl R, AbluRsigeyor ke
al so Figure Jua@rface%;é&etner@dmtaﬂ&@cdwdﬂ)@tés tHé a BAAiGe 3h ShaT OB Wwitlsthé TBr
forwardi ng franes, (GU| ded Cell Handler). The GCH has exactly the_sane

har dware as vatumromtheGuided FjamesdF et obial bfernationand nstagisthe FRS to

Co i 5o pr oo BBTEIRR Jradlle T fhe RiitieeCIaraR; BRUCTSER of frallf (SR IRLE
(CGenerf) Tr edf taFiladie CoRfvel Mfdinfetonaddicatesthht thar Guied Frampeistb be ekéeuted

~CDH GCH: hardware assist to performitree inserts del etes and_rope 10
managenent . THEETIPAIe, tbe GBELpigncars Analtshine GHAH EramAcand SRgormS the

(contai ni ng taﬁw\gﬁ ﬁg&dg e e Sded @o},nﬁa,q‘g’gt {é"(,feneral Power PC

Handl er). The t1onal hardware corrpare to t GDHI GTH. The GPH
interfaces to the enbedded Power PC by neans of a mail-box interface. 15 In

an actual inplene atlon the.rol ng. L_opl d
‘on a si ngl e Proce S g}olﬂﬁpfgsﬁ’—lﬁﬁ OFQQIQ&%%WE% M@Sﬁ?@%%&&gﬁ t'ﬁ‘gsglhg oef
Processi ng Uthé dokindddR fsld ofktie Flarfié Gdrarol adommatiomolfdrishwiughis ‘63 Qheb e
arid GPQ The_pur pose of the Datastore Coprocessor_is:

it Guided Frame is discarded following processing. Guided read commands shall not

be of this category.

If the value of the ack/noack field is “1'b, and the value of the early/late field
is ‘“1'b, then prior to processing any of the Guided Commands in the Guided Frame,
the picocode constructs an Early Ack Guided Frame with the value of the TB field of

20 the Frame Control e_qual to the contents of the Early_Ack Guided Frame with the
value of the TB field of the Frame Control equal to the contents of the My_TB
Reglster The picocode routes the Early Ack Guided Frame back to the CP by
updating the TB value in the frame’s FCB with the value contained in the TB fleld of
the LAN Control Point Address (LAN_CP_Addr) Regqster and instructing the EDS to

25 enquéue the frame in the multicast TB_SOF Queue. The picocode then processes

| the Guided Commands of the Guided Frame and discards the Guided Frame.
Guided read commands shall not be of this category.



z . \I
20 To interface to the Up DataStore, which contains framnes th@tﬁhﬁlv‘e been

recei ved fronwo/needi a, and the Down DataStore, ~ which conta EB 2004-
reassenbl ed franmes received fromthe Prizma Atlantic. The Dat afiC3yus00/20794

Copr ocessor al so receives configuration iné?r mation during the 2 6 FEB
2004 WD 01 /16779 PCT/ US00/ 20794 . 43 dispétch of a tinmer event or

i nterrupt. The Da rocessor is able to calculate checksurns on
franes. . Thgu Dat g@ta h?@geﬁﬁqm}e ¥@lHeLTiae ackinoapk dield isH#b aranthBa)atud of
fish), a scr theleanghateyfidltd hatropa [ one trol registers
to read/wite 5 Fiﬂgg.‘lgPoolI _cori tghtfhs&ﬂ%r#td% ﬁ?é‘gggql}ﬁ r&éﬂ'&%arﬁei@@f)ﬁ 2 Frame
Fi shPool  canCoBtgbERomRation o Witto indicade ka Guied Pramé e S50 R Q58iac) %gefjg
of readi ng/vvﬁé{?i hd'ﬂ{ Cct0|¥rﬁ & %et t , .a | arger anount d? §r8§r€ t
i s reag fronmcls eu%at aseteor-gq %)o t ﬁﬁghat@oﬁeenstq. |andyerocessest eath 0GLRAS
witteR fro mmang lwithan th i t . nit of transfer is a
Fi sh, which é ual s 1gﬂByt'es?qhdaér§ﬁf‘ﬁpg) m@ﬁﬁ%@%ﬁ%ﬁﬁ%ﬁﬁ%ﬁﬁuiﬁd
rgand.; thet picaceravipdatest tHe2 B obipletstt CodenfidiRCofGHR REAGRR
ar chi tect ur egohhfiahi ﬁ}ﬂRQR% S regi s% er array of 128 bytes. Each ™Dy Igeq
t he Fi shpool Ras 4 d&-bl t §9@piﬁlﬂrb§t§ Yscrode vilus fanthie sticrent GusdeanC 8mbSa i t

or 32-bit ba¥he picbdedeabltgsatii | ol has. a circular
addr essi ng p ot i aggrbgggli%né 8gél\(/\/})c;r g’%(%%."g.ggg)gﬁp%ngstﬁes'FtBiV@liUﬁginat

sgh That is,
15 | ocati on @2%@ the ¥alge sprrespandingthy thesSditte Blade (LANNEP LAddr Register
sn

Furt heo rmre,vefm@far@@a% ; r point of view, fish-Tocati
t he Fi shpool have a 3- @hﬁgﬁ%hgﬁg%ﬂg%qertgﬁér%m%ibdhemnwlﬁeaétm&_tsw'
fish of a fr@Heuare automatically copied in the Fishpool by the Dispatcher.

The value of Nis programmable in the 20 Port ConfigMenory. Typically, N
equals four for up frame dispatch, 2 for down unicast frame dispatch) 4 for

d [ ti t f i o f i t ti . Th i d
canroad more. byt caes eeRlg e 151 8br QLS 8P ReRiliind for oraasing by she
aut omat i cal I§PPeakde SwitchRate Maver (SDM) blagd$ tiFBRRENiRG fB?ﬁ? '@ﬁé—%% % ?2”5%

i snpouothas

address, , Wjapf lca to.0 when the boundary o he
been reac hec& Ala'sag,o%[%%h%}agi%y&édgéﬂo% ipforpatioa aantainpd dotire BEBaSTIRsSs at

can contain

an abdl ut e cells\pads tHirb&ghH Ihg 4waeHingFabric device and arrive at the target blade where
the cells are reassembled into a frame in the D-DS memory. The SDM of the down

side recognizes that the frame is a Guided Frame and signals the EDS to enqueue
itin the GC Queue.

Pressure from the GC Queue or the GT Queue stimulates the picocode to

20 access and analyse the Guided Frames. All Guided Frames arriving on the down
| side are initially enqueued in the GC Queue. The gth/gch value of the Frame Control
lnformatiqn for these frames is examined by GCH picocode. If the gth/g_ch' value is

‘O'b, the Guided Frame is enqueyed inthe GT Queue. Otherwise, the GCH picocode
examines the resp/feq field of the Frame Control information to determine if the

25 Guided Frame has already been executed. If the resp/Fé_q has a value o.f “1'b, then
the Guided Frame has already been executed énd is routed to the CP. Target port

- values corresponding to CP connections are maintained'by EPC picocode. Frames

from these Target Port queues are transmitted from the Interface device back to the
cP. B



!2 6 FEB 2004 . PCTI US0Q/ z0794 , The WEB Coprocessor interfaces to the EPC -

VB Arbiter. The EPC WEB Arbiter Arbitrates anong the ten GxH ‘QEBI(_
Watch. to be%ﬁ?ﬁl/ﬁs %aster on the Interface device WEB interfac ,‘T_,F 0794 :

all ows all 0 read and wite on the 5 WEB. The interface deV| ce nenor
conpl ex provides storage facilities for thg%Enbedded Processi ng Conpl ex
(EPC) Figure 12A. The rrem)ry conpl ex inclutes the Tree-Search Menory (TSM

Ar bi t d a plural ity hi Th
Slore tree strbot (108 FuRER UAId Nk WAIYB o i dham erlaGe esvioe frcaborsameote

requires menpfyr %o fI'Ri CPFWﬁlé‘%rrggﬁlgggmgﬁoﬂﬁ{Hﬁbg?ﬁe %ﬁ ‘5’?% 18 ficlPsfthe

data structures tHat are used by the
queue- cont r oLAN| Gﬂs%dmtkeglstejwmnbexcohm ofthe My 'EdalrgeisBlmie( jmiﬂﬁbﬁtm‘

har dver e |5 Eeiomateh ef tha Blads O'rar'ér 3 uStaE, blerwier e dafed rasis fagnng
tabl ess 15 "4l @p! elnléntﬁEPléésél ﬁg@a@%bﬁgmme%%@;@@ﬁ@%@mm@ﬁ%e

. conpl ex. The tree-search nmenory Iter prov
l'i nk bet weerComisolElmlﬁmmmbrPr Bagpddows i egtdl tantibs thenrtbedrames is @hgquenstoini the
ff-chi e TSM

A ter ol DR TR AR S8 BroafdinG it the L DRtara Binre s bRBRNECEH G ik
the Embeddedsifs oe@ﬁém.saqh@ﬂf&o@a@ (ECHREH) p"HrI‘HrFr%glrw]té ;&B}e%lo?@‘?néla%d?ﬁﬁhe

menory. A bus structure interconnects the Request nits an
arbi ter uni tQuidedsGommandy aondaineddn tberGuidedurriameandPriartocpnonessieg abithe

o o B oa &R, GBRTRRRAS, tELRishERIS Boetfl e Ve ainBrakiok 214 S43h8,
SRAM ar bi t erFramé Sontibrdohatsn.t Mittig valusis e, thbﬁ theé Guiddd ld@atrﬁe RedigefBetine
Enbedded Processor GxH and the on-chip and off-c IﬁnSRAMS FEB 2004

WO 01/ 16779 fPWUJsd@rpz@vagwg%Gwd\eﬁéeMmman%fshaj elkbe aﬁwfgc@nesery t hi ngs,
manages.the flow of data between the Enbedded Processor (GxH) and the

of f-chi p DRAM devi ces. Each Menory Arbiter contains a "back-door'.' access,
whi ch is typical llfthesealubyofthéeckineatk fiefd is b ahdthewdlueas tihe ghrwiata tieksis

priority. 5 ,Jhe, DRAM Menories can run.in des of 0 atiqn DMVt node.

Verory accesd Dy i RIQaPTasaaly anY REhBGARRd EoRunands Paha cuided Frame. the

read')g “do%lc&fﬁﬁé’\ﬁéﬁﬁrd&tﬁﬁﬂ"@arlm GRYdddFranieoRfh e '¢ale o RS ﬁ%Ri (ﬁq}geof
the four banks is read-only and i'n a wite wi ndow) access to any

» four banks iFyameg C@ntml infomratian emalto the eenteots ofithe MyLd Bmmeralﬂtbwbade

o b1 oo C i RfBle bR TE AT PRRe R RR G B E AR T3 10 Eep,,
t he four barnmmthérmwﬂm tcladebe lecal aotthe al P athdother feasheais toutdd © thehPeh

nmust foll ow sone specifie rul e r exanpl e) one can do a read in bank
ond o (@ogue ERHRSEOTRINGI e e CcdBe Riporels prossses ine Suided Eommands

20 while either the Wrap Port moves the Early Ack Guided Frame from the D_DS to the
"U_DS and enque'ueé the frame in the GC Queue on the up side or the frame is
tran'smitted from the Port Queue back to the CP. For frames wrapped back to the

U DS, the GCH picocode again sees this frame, but the resp/req field will have a

_ value of 1'b. The GCH picocode routes the frame back to the CP by updatmg the
25 TB field in the FCB with the value contained in the TB field of the LAN _CP_Addr
Register and instructing the EDS to enqueue the frame in the multicast TB_SOF

Queue. Frames residing in the TB_SOF Queue are scheduled for forwérding by the

EDS. The SDM builds the Prizma Cell Header and Interface device Frame header

from information contained in the FCB. Cells from this frame pass through Prizma

30 and are reassembled into a frame on the CP's local blade. The SDM of the down



The TSM Arbiter allows N Requesters sinultaneous access to M r‘r\I'-erErF.:EsB ?ﬂtﬁn
‘mul tiple Requesi@nig7want to access the same nenory, a round-ro

arbitration is performed. 20 The M menories can have different FS&THp002PHY.
In“our current inplementation, there are t e nmenory types: ~ internal
SRAM external SRAM and external DDRAM  Th rrermrl es and N Requesters are

honogeneous: %ﬁ WD 01/16779 2 6 FEB

2009 . rc~ri usz%B(I)lr’l féé htagrﬂt't{bcﬁgﬁ'g g@a@ﬁ'deﬂ%@ﬁﬁwd §l§ﬁﬂ'§§beﬁﬂﬁmﬁehm§§@d

to access thdt K then@C EuieusucThishihet et i.on of an_object in
iferthe adsgdf@(tgg Y36s thedsamea the

“the nenory is_ tr The concept of trees

nt
Engi ne to st5?§°/a.ns P&@tehasea/\éals@@é ‘nbn'ﬂ‘ns enplw&thbbmlgiﬁlbbé lﬁb&élgﬁﬂgc’ﬂteﬂ tothe

mul tiple sub
| ogi cgl |y accdefgg t@lér%l" da%gie%%?/?g ngf’ tGﬁéJ Qétﬂblﬁl epsrespondimgatof the CP.
cont rold menoFramesdrdmithisrgudue At aRrhitted RS IAtsa %Eﬁé%@;‘égfaz;g t‘é’%é\%‘ave a

high priority access conpared to the picoprocessors
debuggi ng of the chip, since the picoprocessors can read the contents of

the control nenor r ead S, wite access and

r ead- add- WI’I% h%e 1n(:)$ Hégégjtﬁ%ﬁ%iﬁt tfﬁéjp’ﬁ@ ngrth?éca'&\?ééﬁf @'dtiﬁé‘l'b@ndéheyahfe dhe .

menory in an & Icbis."0Betha picat

inserts and deletes are done 1t?a(isedpon %dé cﬁan%éﬁﬂe B{art&gﬁéldg ﬂlnqhggte

for exanple, 855’%@:"&% rESRANSSs reldﬁceﬁ&%a'ﬁcﬁeldrwm thenceritents éﬁh%OMF/C?B

address and RB st i B%E is stored in a contro

bl ock _cal | ed Leaf mthr@@ont ai %gés etg%%@ﬁggh(go%@f’tda‘é”tmﬂlthet@Ulﬁeanﬂmear)

t he sﬂéred thJ”ﬁgtth@rQourseandtp:at:das'smgl@ Gardwrd Cémthand\ t'h@?lcé? Lré‘?‘?t&ﬁ nhain
r S )

20 addition f i nformation) or us

whi ch can fg(lr;o'lé-{xbléri&{@éBgeF SH@?B‘?E *Flépﬁﬁqmmalndwmthegmpwt@ﬂ%t@mg code

target port valodfsrthebh and_associ at ed

tree type searches, ﬁanﬁf?tgﬁaéé& %%ﬁﬁ& f@ﬁ%ggﬁrﬁ%ﬁ%}fé@eﬁﬂ thengbet

prefix mat cHRICOFPAHEqURAIthe Sttided Gramedoithe Wrap Pot. QMIS'%gtﬁé‘Flah‘é% local
20c¢

during a trqg tﬁ@@F‘:Qna ?hé ﬂs ?%ﬁl&tlv%ﬁo thezép[to&%?%c%omlr@m@hgtg% Either

used to increase search
Pcr nl ¥»ono~3he ¥Wrap Port moves the Guided Frame from the D_DStothe U _DS and enqueues

the frame in the GC Queue on the up side or the frame Is transmitted form the Port

Queue back to the CP. For frames wrapped back to the U_DS, the GCH picocode

again sees this frame, but the resp/'r'e‘q field will have a value of '1' b The GCH
picocode routes the frame back to the CP by updating the TB field in the FCB with

20 the value contained in the TB field of the LAN_CP_Adadr Register and instructing the
EDS to enqueue the frame in the multicast TB_SOF Queue. Frames residing in the
TB_SOF Queue are scheduled for forwarding by the EDS. The SDM. builds the

Prizma Cell Header and Interface device Frame header from information contained

in the FCB. Cells from this frame pass through Prizma and are reassembied into a

25 frame on the down side of the CP's local blade. The SDM of the down side
recognizes that the frame is a Guided Frame and signals the EDS to enqueue it in

the GC Queue. This time when the GCH picocode analyzes the frame from the.

D _DS, the resp/ﬁ field has g value of "1'b. This implies that this blade j is locally
attached to the CP and the Guided Frame is routed to the Port Queue corresponding

| 3t) tothe CP. Frames from thlS queue are transmitted from lnterface device back to the



‘_The search algorithmfor FMtrees is shown in Figure 14. The EfE
al gorithm operates on input paraneters, which include the Key) & Bn%oailr
hash on the Kgp.o01a6r@sses a Direct Table (DT)) wal ks the tree patRIIIR0794
Pattern Search Control Blocks (PSCBs) and ends up at a Leaf (Figure 14). .
There are three types 5 of trees, each withlhgits own search al gorithm which
causes the tree-wal k to occur according to different rules. For exanple,
for Fixed Matgh (FM trees, the datastructure is a Patricia Tree. Wen a
Leaf has been found, this Leaf is the only possible candidate that can
mat ch the i nput Key. For Software Managed Tr ees, there can be nultiple

Leafs that are chq ?edlnallnke%é nthlsc (I&qL]Eafsin 10 the
chain are checked t\n?rhart%Eeqsﬁ?BuW b R!ﬁ?‘?qdea'?q?ﬁ’ﬂ-'e '?13@ fqmﬁ(&*"@rthﬁﬂfal
‘the chain hageheer tﬁé*ﬁﬁﬁii;@/:ovr\wnﬁpﬁﬂffﬁﬁhéﬁ& eqOaPRY % *i!‘?%r?ﬂfeeg@ﬁ \}2

whi ch conpares the i nput e pattern stor |es
if the Leaf llﬁerpmtsrﬁtecﬁamaamlmmd ﬂéepnlyﬁhs bladelbnd at:t acoordipgiyc Thig actidre

K hereB ene Lﬁgefth@ Ao it alzaBE @ﬁ\eﬁ%ﬁae bR dh 7B BRGisker ib o PO fgr
paramet ers: Kiiddes id b wilifinkile MUl P ReoHHAGIRRRS baLRLEBERALY

i nstructions pI’IOI’ to the searc ere|s only one
regi ster. Howsemding Nritke Ghidledr Eonymand hinhas Glided ddamehwhisesg Feanet Eontah

be used by the picacode to ild the .. for the next search, concurrently
20 with the %@?’B@ﬁ?ﬂﬂ?ﬂ%ﬁﬁ@@%é’?c Y“Mi s is because the TSE bashes the
Key and stores the result in an |nternal HashedKey register (thus, in

reality) there are 2 ?‘/. regi sters). KLen gth (7 bits). This regFéster
contains the | engtAnyef thaisanocessors wit lnttheEP&b@ajmﬂne@auewGu@@dt amsy This

ndex Pt ot AR SahHe e st Guied Filhand Syl inet fobin of Gufudd Fiime,
whi ch the Se&it@h\ﬂ%rﬁeramﬁhﬁd@@fﬁﬁhb eypesare conbirQeted iVd WadGhaedssd hethliow
detail later 2004 PCT/ 0794 TSRNr él bit). The search results

can be st or edcknewadgment(te. agdneacke Qbk Thesafr mﬁsm)bwentmnem the two
fied b
speci fie yp%%eeé@%re?gﬁli T H) yiftfiA i ede éﬁ@opfma@gwwe?%grﬁ@e

other TSR to an a previous search tor I ndex

bits). For totwrhadeh have the Vector Mask enabled (which is specified in
. the LUDef Tabl e)) the Vectorl ndex denotes a bit in the VectorMask. At the
"end of the search, the value of this bit is returned and can be used by

pi cocesle. 10 . Th@nsrmutte&eeuweblwamémamdalsatbe gehbRIEP. Ggidetames
Figure 14 There are six fixed hash al gorithns avail able (one "algorithnt

pertorns no ﬁﬁ§ﬂn¢<ﬂlf@rtthérﬁam¢IEP%aEﬁ)@‘én?rtflEde(i' HS'PE@&LQJ@éﬁqféUPéh _@»S. These
I th

Lot bi 1ty AR sEAflen St UEATIHY GO QBtD (EYbrEBec, ThEseliarfidt are
whi ch has ththen pEogqessedr apd tdhmardetbrrethsuwaineanmrorlénsrﬂnclteé;mededdérames
bet th t put , of h |1
be. expi ai neddsfiagt rarthe facaliarBihen (i AR SRsbmnEidtanitere finedy U8

startgpafter Thbee rarRes aTebbﬁstruétesm aiaanet uﬁamk&c&héﬂhéyhbeetbreee exdtitéd
is the case in the examle gure l’t&LTB e 16-bit_color register iIs

inserted in bydh @_ﬁ%.(teh@ﬂw r'rct1|Qm'=1 gt MyThB).Jlheseifraraes pesm epguewed in

entries ?Léﬁ*% SR, GUBHE ool P Bngingoithb Gl PrathbE fopy % Sury e Rangmittes
shown i n thebackte ¢he O out put of the hash function, together with the

inserted col or value (when enabledj, is stored in the HashedKey register.
The hash function is defined such that nobst entropy in its output resides

in the Guided Frames destined for another blade can be constructed using data
25 buffers in the D._DS or the U_DS. Unsolicited Guided Frames destined for the CP

ar_e constructed in a way that indicates that they have been executed by the EPC
(i.e. resp/féq ="1'b, and TB = My_TB). Frames constructed using buffers from the



25 hi ghest bits. The N hi ghest bi ts of the HashedKey regi ster %

~cal cul ate an WOW/DIIP46779 49 ( index into the Direct Table (D

1}

200 PCT/ U500/ 2079A The search starts with an access into the Di Fgﬁg 98-

a OTEntry is read fromthe direct table. Thgjaddress used to read the
DTEntry is calculated fromthe N highest bits of the HashedKey, as well as

on tree- propeDt DSarserqhéned!td the Weap Wh@@@'ﬂ%nﬁsh' rset'iF@%gé(?‘lhgj'qr;ﬁgdgandr

detail below The DT ntr%/ can be seen as the root

tree datastr RIGHRUGN LR the @@e@uaep@mﬁmuptéi@e,tmm”@u@@.G,ﬁ?eaI];EW g@thié
suffices to s‘%g'yrggtvaqugg}r%i a]é'llj'ree dat astructure is used tor ees,
and ext ensi ons 0 Batriera T alkbe foute &Pé’ﬂﬁj@mmg&syamimamw_op ARy
use of an 8 dRegistddT OtherioantheGEH | een 10 that the |
search gime | e_nunber of PS%g&t:%o%trd#Legtctﬁgsegﬁg s‘éﬁiﬁ’gi'%ﬁﬁ'ﬁeva'ue of -

[.e., th
reduced by u 1ﬁ§:rénﬁﬂ'.c°m[$§)'nfwn’laﬁ@nﬁsthagﬁmibed Brasiez &t the ré8&iomef blagan ths
made bet ween AR ¥ éacpfo? gr(#g erforpance. As can_be seen“from’”’
Figure 15, a ngéa; ncon aitﬁ t cflﬂ)?"l'%\?j ﬂbe ﬁﬂ‘f"ﬁr?ﬂ@@-i'ﬁhﬁ GGHEofpthys bldds e
Leaf s execu d dischid tHeTirayh ' sqnl ' .
Sir ﬁglng ngfs }tacheg t _é ig DTEntrS_ye:bggﬁjrﬂTg?%%&%m@ %erggg\l‘éug%ﬂ'@
t han one Lea??'ﬁ?tt% 'Pu%g; Ueies(resprad 5 . O orendgtRigThy: e bﬁ@ﬁqg@@egﬁ{g?gﬁ.,ea
t . The S ~ - d.tr id al It 20
gener at i ng et et CUEHE ¢St dba g ReP kbt n). Seames cuostructed
09/ 3140148 Maing data buffersen il U'_Uﬁ)élféeerﬁideue@cﬂk‘éﬁlimg fﬁ@d@%ﬁ%‘ﬁtﬁ%p

metric to bui|d & binary search tree based upon b
termed "rul egla%r %rgng@pglgpm, fprwpsd stbese framassfollow thesamexant and afehsAyEaed

in ternms of Mty & . fixe or mat header of
any type coul d be usggﬁigﬁgtgcetgg# géngﬁ% @iP@M%‘@BB&% Digoa shows the

' PCT/ USOOl zo792nefalized feroat Rulguideet fraines. t o certain Keys which might be

built with the

The format shown is a logical representation with the most significant byte on
15 the left and the least significant byte on the right. Four byte words begin with word
0 at the top and increase towards the bottom of the page. |

| Since Guided Frames must be routed and processed before the interface
device _.has been configured by the CP, these frames must be self-routing. The
results normally obtained by look-up and classification are contained in this Framé
20 Cpntrol information field of the Guided Frame allowing the chip to update the FCB
with this information without performing a look-up opération. The target blade
information contained in the Guided Frame is used by the Guided Frame Handler to
prepare the Leaf Pagel field of the FCB. The CP provides the Target Blade
~information while the GCH picocode fills in the other fields in the FCB. This FCB
25 iqformation is used by the SDM to prepare the Cell and Frame headers. The format
- of the Frame Control information field of the Guided Frame is shown in Figure 6.

An explanation for the abbreviation at each bit position in Figure 6 follows:



foll ow ng subsections: Source Address (SA), Destination Addres (é)ﬁ c
Source Port (SP), Destination Port (DP), and Protocol (P). Theé 5862@04
respectivel y 001277916, 16, and 8 bits long and so a Key to bectrasvetor94
consists of 104 bits. The Choice t 5 Bit Algorithmfinds certain of the 104
bits which are especially useful. Testing 8he few bits in effect elimnates
all but one or all but a few rules from possible application. For sone
rul es, testi mgsp/regiual iRdspoNbE aRMNotoReqlESH mmﬁwsldé@efmai@lé ié‘r&‘sné& g&-
appropriate. The bit tests and conpares are logically organized In a binhary
tree. The tree i s mappéifferaptiate beinesar easesh(eaproceased)r and rasporss Suldéd
10 at hi gh speeds. Suc?-r%ﬁggi ng results in just one rule or a small nunber
of rules (called a |lea h) which the Key might fit. In the former case,
the Key is then tested0 n fulequbst the rule. In the latter case, the Key is
t hen tgsted inalattice of tests using conpares and full rule tests. 15
Each r8le in the rule det | JegBaA% ated with an action which is taken if
the rule is the highest priority rule which fits the key. Rules can
i ntersect (one keg fits two or t< nore rules). In that case, rules can be
no

gi ven priority kr s Atknéwledgment,orsNo AtkhoWddment BésFSIORIILEITRIE RS |
have different priorities (an gdn‘i ni strator nust %ecl are m?ﬁ!bé]ﬂﬁ'g fietd is

dominates if a key fit&s@ewe 6pniiel whetheréack) aprrott (hoackhdheuGEH epindende o

be 20 tested after the_gpj I t he . are tested i
order of priority. Al 8%&”’%}?? ??p‘g@ W&%@@ FS%@FQ?%’PQ@ ??Q?Pg thpfﬂrenﬁlgfﬂgrbe
priority. If no fit isatknowledgedishallsmreontdindiy furay of Guldé®ICdMEmand that

speci ibed. The search al orithmfgr the | ongest Prefix Matching nmethod 1's
set forth in US Patent P8I9EHS 84680 The nethod requires entering at a node of

sai d database (root 25gnodepq Qﬂm,ﬂ‘é hignf search path from one node to
anot her through said tree-li1ke data agg bg successi vely processing segnents

of said search argunent whi Abknowhedgserdnl y t hose parts of the entries
whi ch are necessary to identify the next (child) node, and said second link
information until said segnments are consuned or a (leaf) node | acking said

second |ink éafywiat@ét i OBaflp ahgaicdtediclkiowiaagmentidontrdfivalue. This fidldbisfuded®
204 WO 01/16779 PCT/ USQQ zZ0794 ' - 51 sear%h argunment an enthrlsyﬂé'tdolﬁelﬁoﬁto

the node at which sai dCER MheheR thp Rcknowiragrmenbrequested (agkindask =nit'bh
.. between the search arg ] n ' ] ' [rent nqde

~ backt racki ng said searg p%ittﬂé*gg/es ?%ﬁ Séf )r?é{ei‘a@%g?ﬂpé?e?ﬁ]e% Fﬁ?%‘?nﬁﬁ ?ﬂ?é&
sai d current node; andproepesed.nihis fieldisdgnaones when sickfadkt= 10's.ai d at 5
~least partial match is,found or said root nhode.is reached. Figure 16 shows
an enbodi ment of the nRin s&?‘ff&ﬁ'ﬁagﬂaéﬁw?{ﬂ&%‘?ésé?ﬂprrgpse%ng) each

i nterface device chip yias AhckmARBasUREieABLRIHIF M plGleskfigser i al ports
whi ch receive parallel data and convert the data to a high spéed seri al

data stream which is forwarded over a serial link to the switching fabric

Sori o 11k heTRloce Aladt A aRbG PRl Ad Tk AGE AL BnithAlbiEB o e i
the 4ializer/ Deseri abigroret whenthBaick/nIachfiekhash vbiu%f(‘@biiﬁle$§aguided -

descri bed herein. At |east orae-DASL i nt erf?ces the _switching fabric device

to the serial |inks. ¢commanddoes notcomple

e successfully.
0 Acknowledge all Guided Frames if ack/noack = *1'b. Early or
Late Acknowledgment determihed by value of early/late.
1 Acknowledge only Guided Frames that do not complete
| 25 ) successfully. This acknowledgment will occur independent of
the values of ack/noack and early/late and will of course.be a

late acknowledgment.



Dat‘a\fr‘omthe serial link is converted into parallel data whi I'Eiis .
delivered to ;59479 15 fabric device. Likew se, parallel dat FE%OUQ.
switching fabric device is converted to serial data which i s ddIGT{US06/20729¢

the.serial links. The serial |inks can be aggregated to increase

t hroughput. Still referring to Figure 16) e switching systemincl udes
swtch fabri nput switch adapters 13 (13-1 .':'.13-k) which are
connect ed t oq‘mﬁo%w t cHUP Q54Qwn gotrobyalger '&blsn&Sal(l&&s used to ¢bntfol. wRéWer the

out put switch adapters ;Z- -R)gwhich.are connected to the switch
fabric at output ports(fi%m%%-érpc.ess.egpﬁ}t.hei HB&@%@&EG %ﬂ@éldﬁg This field is
transm ssion |inks 21 (@lered whertfesplregnig £6. AR ililticast- Gadd. connect ed
to the switch systemby |i na._§;u nflf)spad‘gpt ers 25%2%%918.'( éﬁqé%ggdﬁe%ﬁ%aqgﬁa%
(27-1. . . 27-r), resp&t¥R/APYN valie of Sk incaddition, iGikided Sommahd < tiat require

switchéd or packet 25 smMéfgB fiEd o for L9 attached units such_as
work stations, tel ephone set ?o?T?hié@%éggSS%géﬁsg%ﬁ'ﬁﬂélsga" b;\B)’,e anr pidamt
to local area networks valuentfs'Otesi gnated LAN), fromor to Integrated
Services Digital Network facilities (links designated WO 011 16779 52 2 6
FEB 2004 . PCTNSOO' 10794 1SDN), or fromand to any other conmuni cation
systenms. Furthernore) procegrpsibrBfeddihached directly to switch
adapters 13 and 17. The line adapt e)r/psra§i%'ﬁ§nd switch adapters (SA) have a
comon interface. At tHfe inblmtSIdwiplmd:essdtag)t ers, various services from '
. packet switched and circuit 5 switched interfaces are collected and
converted into uniform m ni packets (having one of several possible fixed
| engt hs), wi gth/gchheadeGenerdlairse Pkt o Cidsd Rl L INALL G Lhe
r equi @d out put port (and outgoing link) of t eem;{"%’%éﬁkg%i‘f%?ﬁ@mw%e
mi ni packet format and ErHSAdioplitact Guiderd Frames to the beopenpidopsvtdselr.adapt er s
and on depacketi zationgin t itch adapters will be given in the
next 10 sections. The sw tc%ﬁ%égq%ﬁ?%#ég t he m ni packets via a fast
sel f-routing interconnécti oBTiEpicopkodessst any i nput port to any out put
port. The structure of the self-routing network is such that m nipackets
can be routed sinultaneously internally without any conflicts. 15 The heart
of the sw tchBng syst emaiget BlgiesSWAILED [ different jnplenentations
. are considered and wi || bg§ d_escr%e% ggggéégse?/wpnb&ngh'?ﬁﬁﬁe&“@'&?ir%tﬂng he
switch fabric conpri s.éngin'ﬁth-uSedthwﬁrimhaaEachbﬁ@o&@ibn%@ﬁ@sb&ﬁﬁ&toﬁﬁf%get

C bric

conn i ng the respectg i 1 Ny . output ports; the swt i

corrp?i:sses k such treesml%ﬁebgﬁ%'lgsngém%ﬁs ??‘fddé“vitﬁﬁﬁtth%@t@ec%@rmmmed ton .

the ot her 20 i mpl enentizs fohis bdnesard Isusicéited bédbraoRi P ILBAN 115 PEQYbSIod
o]

as a slice for each out 8ut .E)ort., connect i n% al | 1 nput "ports
respective output por tTMOMHRIEBRSitiens phihe TB dgldindisatesthatittie cllliis esuted to the

conbination (if p out BdrddPohding ?apdé%vbi%%‘@(s). When resp/feq is "1'b, the field
: contains the My_TB value of the responding blade.

20 Word 1 of the Guided Frame contains a correlator value (Figure 7). This
value is assigned by the CP software to correlate Guided Frame responses with their -
requests. The Correlator includes a plurality of bits with assigned functions.

Every Guided Command begins with a Command Control Information field.
This Command Control contains information that aids the GCH picocode in
25 processing a Guided Frame. The format for this information is shown in Figure 8.



DASL is described in Application Serial Nunber 09/330,968, fi 5dFi§ #ﬂﬂ?F
1999. The DASL Interface receives data froma parallel interféace B a
CMX 25 ASI Owoalisstrbons the bits fromthe parallel interface ipatraisgor0794
smal | er nunber of parallel bit streans. The smaller nunber of parallel bit’
streanms are then converted into a high speed serial stream which is
transported via a transm ssion nediumto the WO 01/ 16779 53 2 6 FEB 2004

PCT/ USO0I 2. 0794 ri&?b“‘?{/a@ 'tT}?'ﬁ's %lpggﬁmélgg%e ﬁ%?" @é&eeﬁbglbetdwgér\égg o\rll\iatu?e d-

control inpedance ves e serla ream

transni ssi onintiil SonfPABInformatare (Cmd Word®) Iite AlddrsysSinfstmiatidAl@nsd WG 1),
presented as N bits in &g\rﬁal lel into a plurality. of cgorti ons each having'n

bits, wherei AN Qperand &and Woeds Rit) portioss af dhe Guidedhame. bit portion of

- the data stream transferring each serialized portion over a correspondi ng

one of a plurality of parallel channels; and deserializing each transferred

portion of the datCompletiomCaoda galuer €rHid €ieldids miﬂéliz%alrb)lmeMDéﬂﬂﬁ@Ho@lﬁie@bW
parallel. In the drawi ngs and specjfications there have been set

bits i
Forth Sr of er INRIGGH BIFGROSENRRN PrRcassihEhisles hemmandse | TheldChhpipoepdeusem

specific ter ; riati ol i : i
Generi ¢ and T3 AerLier E8mpicoSRRES Rir 8 pletedit Sl d IHihe Beinart,
6 F E B 2004lis¢4 Sthet als Guidede@onmsmand Astaterminateowithi thenBhd aDskritero Giigsdr
substrate; a.plurality of interface proc so[s formed on sai d substrate
the nunber of§AM@Ng; %W%’eﬂgprﬂagﬁ Pgﬁket ast \ROMMADE ris Aontaiaed de the rEnd
nmenory formeghahmittsC oM ?étfcﬁ'fe 8BGiefd Ori ng instructions. accessibly to said
interface processors; Interna 8ata menory formed.. on said substrate and
storing data passing through said device accessibly to said interface
processors; said internal data nenory having a plurality of nenory

el ements, the nunber of said nmenory elenents being correlated to the nunber
of said interface processors; a request controller operatively interposed
bet ween each of said interface processors arid said nenory el enents and
controlling the flow of requests for data fromsaid inferface processor to
said nenory elenments; a nenory arbiter operatively interposed between each

. of said nenory elenents and said interface processors and controlling

access to said nenory elenent by said interface processors; reach of said

~interface processors having access to a plurality of said nenmory el enments
and each of said nenory el enents being responsive to requests froma
~plurality of said interface processors; and a plurality of input/output

ports fornmed on said substrate; at Least one of said input/output ports
connecting said internal data: nenory with external data nenory 'and ' . at
| east two ot her of said input/output ports exchangi ng data' passing through
the apparatus with an external network under the direction of



" |l east one o

said interface processors. 2 6 FEB 2004 55 2. Apparatus acc i Q
~d ai m 1- wher W@ 0846190f said nenory arbiters grants highest pz,%pm y
access to a read request froma single interface processor. 3. para
according to Claim2 wherein each of said mgnory arbiters grants second

hi ghest priority menory access to a plurality of sinultaneous read requests
for common data froma plurality of interface processors. 4. Apparatus
aceording to_Cl aim3 wherein each of said nmenory arbiters grants third

hi ghest pri ofAUidedEaminansclype vatuea(SymivaliciNgmej si mul t aneous write
requests froma plurality of interface processors. 5. Apparatus according
to daim4 wherein each of said nenory arbiters grants fourth highest
priority nmenory access to a plurali ty-fy el nul taneous read/ nodify/wite
requests froma plurality of interface ‘grocessors. 6. Apparatus conprising:
a sem conducBymbelis Name; at |east fiValuent er f ypeDesasshion  or ned on
said substrate; internal instruction nmenory forned on said substrate and
storing instructions accessibly to each of said interface processors;

i nternal dat Bngepelisifeer ted on sai d SipRlor ate a i at sSsLhg
t hrough .said apparatus accessibly to each of sgﬁadﬁittﬁégﬁgafg@ épgfegéf@?&e
~said iiternal data nenory having at |east five meqoence! enents;. a, request

,controller Bgﬁﬁ af%gei;yeé T'gﬁr posed be'mﬁgn each of said interface
sal . _

processors an menory enents a ontrol IbiUH%athﬁ? fistow of requests
for data froBoftwarekctiapondi ng one ofpp3gi d i nt .S to said
menory el emeg.ts,. menory arbiter operat ievel y i%’?‘é@%gssgg%g%géﬁneach of
said menory enefigied and said i nt er f a®@1fr ocess famesmitiatedby thd EPG prseesds
to the corr dy one of said nenor | ement s idinterface
processor s;eélggﬁ‘%\pqgai d interface pr g)é«ggsors h%’?‘%@g é%fgai%t%.comﬁqwavety
of sal® nmemory 2 FEB 2004 -56 el enents and eagfqmkssgi d menory el enents
bei ng responsj ve requests froma pluyrality of said interface processors;
‘said reques[ﬁeé%lﬁ%q&%ky\&ﬂg and said nen8i0Tar bi t ewsitedeplioate data toregisters or

i npl ementing a set of access rul es governing acﬁ'f:e?ﬁb. 0 said nmenory el enents
by said interface processors which grant highest priority access to a

singl e requd®®@drom a single int erfacﬁ1ﬂ)@ocessoreques'aaﬁhngés@oﬁanmrweading
. el ement; anc}egisggdural ity of input/output ports fornmed on said substrate;” at

f 8aid i nput/output ports connecting sai d®i'REBIRuHatAt a nmenory

with18ternal data menory; and at | eagf14wo ot hlseRfegsai d i nput/ out put
- ports excha ﬁén Iijatta passi ng through the apparatus with an external

net wor k undg ?'ﬂe @ ection of said i MP@9face phsedssiaal.int thwsaarttutree.

conpri sing: Wpddter ekaty of menories, sghfl pl ural f ies bei of
di fferent t)ﬁ)es inclfudi ng SRAMs and DR%E; a pﬁtﬁ%%?%%eg?%m@? B’g?ers
wher ei n eaci@afk Lgraft he pl urality of m@hry arbiegeest diri RgpoRETat el of
coupl ed to qngysof the plurality pf nMenori es angl?gé owtqélsng access to said
one of the plurality of merories; a plurality %ﬁﬁ t controllers, each
1(:)Re 12|@| ngI ppera?l eto _generatel reqijgats'q()‘;;!c g?al S ,tege,%eesz at Ieas';] one of

e plurali of menpries; a plurali 0 ransm ssi on buses each one
operati vel yt[%% ﬁﬁ—il-r‘%?a request contrthﬂQ to sedeleteclleafofther searchdfest he
plurality of menory arbiters; and a pkigali of _processors, each one being
operatively coupled to one of the pl ui“ét?fb?/li?;f '_Fé_%'d&gt controllers. 8. The
apparatus of Claim7 wherein the DRAVS are partitioned into four banks with
each bank bei ng addressabl e i ndependently of the other banks. 9. The
apparatus of Claim8 wherein |ocation in the DRAMS is being determ ned

based upon nenor WHa aBarés My iformialid EBhtalifd the Guided Frame: identifies an

element within the Networking Processor's addressing scheme. The general form for
25 the Address Information field is shown in Figure 9.



2 6 FEB 2004 10. Apparatus conprising: a nenory system i ncl L%ICS] RAM
nodul es and DRAM nodul es; said DRAM nodul es bei ng responsi ve % B 2004

configurati ofygo@sdde t hat pl aces said DRAM nodul es in a first pgygeso0R0794
operation in which multiple consecutive Read or Wite operations can be
executed on banks within said DRAMS in a ggngle access cycle or in a second
node of operation in which Read and Wite operations can be executed on

B ocessors. progr alNBIER A8 e e ShEn 2% REEBRTLRI Spnding Xh addipBting

si gnal , mentgchemewesigre analddresivalae ftoraveny hecessiblesstractdrea ob ehevdnterface
operatively coupli n% the plurality of processors to the nenory system so
£

that each prégdegodlNese tHEuGiurgsadlier oithar interpak 4o thenBeocessat S eonnactemAm

nodul es and ; ' i ' ' ' '
T s e AR UAAES thd ool of iEPrdocusak 8Bme bt infRE SHERIES e AodssBu™
Claim ?Ot \r/]\hetli)f?ﬂm Elth?edﬂfémgqémf Cdemplex (EFUII)ama alatyirné.rrﬂa{i bl(tjél@& C?Nﬂd%thbéﬂeb
ones O e p ur al i1 (0] ar ,|terS re operative cou ,tO sel ecte -anes
ot he shawi IRisiTacs: The tamabcshof e SBRCHFRS Bi srrterd vissMarrenccanes

oper atively il ed 4R Sed£esqfe gaﬁéra@?orhh@f ﬂﬁ'eé%cfﬁrb&é’ ié’éhWPj}q’br@H‘d ality

request controllers wherein sé&lective ones the plurality request

controllers are each operatively coupled to selective ones of the plurality
of processors; angd a pluraljty. of buses .wherein.-each bus. of th lurality. -
of buses operati\?ﬂh?%ﬂﬁ%éoége%rd%ﬁgm'mﬁg '%PJPQWF_@%‘F%‘@&U ‘_’h isfand ¥

control I er Saéig?ﬂulﬁriicpiyeelos?érm ICPVAlue. This HBRISIBHETD VA fofrh8 %he 8 niEST sigHIfeKTtOr

substrate; a plurali | nterface processors formed on said substrate; a
menor 0t hat hitsofdbe iaddressfor structateseantislled by that chip ifland. dde ¢oreespansience

formed on said sem conduct S : ' ' - .at,
fobr cated IEwEED SRt BlattE il Braind chib sl iy s ShaphifisTeus 1P
SRAMs f abr i CHigge6did pORIoPEITIEOWEIrdddress borgists &f tite pextrabstsigeificBr28bits.
fabricated off the sem conductor substrate; 26 F Ea zoo4 58 a

plurality of hiscRrddress dieid i segraeniedriatona stuchire addiess periorband an elpnegnt
" " __ . . _ . e

nter face. praStreSs pottort BHeurerorbRiRIced 1b e ctmbntmay Yoy rbh Slang to,

first18et i siskapel Bomeliglandesphay coatdimenbnasiebstarge estGRiles white athersomay

ond t i led to t ff ' RA| ) A '
w :2;: oins zgerﬁqnﬁgﬁ)m%\ypg@@' Sggquse%brg?ﬁqinrgas% t?\rége e;sa %% |>?eed Osfnzea.fctarh{hre%e

address segments. The structure address portion is used to address an array within
the island while the element address portion is used to address an element within
the array. The remaining portion of the address. is to accommodate the Web
20 Interface's 32 bit data bus limitation. This 4 bit word address is used for selecting 32
bit segments of the addressed element. This is necessary for movihg structure
elements wider than 32 bits across the Network Controller's Web Data Bus. Word
address value "0'h refers to the 32 most significant bits of the structure element while
sequential word address values cor-re.spond to successively less significant segments
25 of the structure element. The word address portion of the address is not required for
structures not accessed via the Web Interface. For this reason, the Up Data Store, .
Control Memories, and wan Data Store make use of the 'entir_e 27 least significant
bits of address to access structure elements. Another exception to this format is the
address for the SPM Interface. In that case all 27 bits of address are used and no
.30 element is greater than 32 bits in width. |



]

a plurality of transm ssion buses one of each bus operatively goupling each
rone of the plwoalirnsy9of request controllers to the plurality o faihe @ﬁo
t hat each processor has access to the SRAMs and DRAMS. 14. The f
Claim13 further including a plurality of iRpput / out put ports forned on said
substrate, wherein at |east one of said input/output ports interconnecting

th -substrate SRAMEM o d DRAMS arid oth f
Cnr T nont s outpat T EMbédyed PrcesSiHEEbMTar EH Reguides aid consroia ibe

appar at us of Popghammabilityafitbe IntecfacdidayicanCRigh St i WX t S
dat a passi ng(%% ggﬁ%gﬁ%ﬁar at us. 16.l _Thelpgppart?g{aue? tﬁ%ef%&%\&m 1%@%}@

a nenory ar bi ‘rom a processor configures a DRAMinto a first
node of operation in which nmultiple consecutive Read or Wite operations
can be executed on banks within said DRAMS in a single access cycle or in a

secondSnode of op® prdcessing wits; lcaledGxiHd THE GRHS i xecut ed
on sel ected p@]ﬁﬁm{t hin said DRAVG within an acceg'?rnggt:rlgg.ﬁy%gcai%egfég&%e

appar at us of 84 {ha COMHMaN dRstBisfionMemery.i Fack Sxhsensist af aiPrgteéssing
command fr omUnitpésreesasd CeRISyIiEh kX inanaM Lo which
said arbiter is connected, add a v%lg,ﬂ{eﬁt%%at%%Ec%&nﬁw%@e_o?%t(ﬁgégdﬂ@%% Akl
write the rekaphSxadsa pentadu _eevseralleopmppasmuﬁk@moéﬂhr‘ﬁﬁlet theCraddstireh

- Wherein eachgg int%a' d menory arbiters grants highest priority nenory access
to a read request froma single interface processor. 2 6 FEB 2004 -59 19.
Apparatus according to C aim 18 wherein each of said nenory arbiters grants
-secong hi ghest prjority nmenory access to a plurality of sinultaneous read
reque Ps for co trygtion Mesnory: bs loadeddyriog initibleation@naraaesingtise pe8-code
Appar at Us acfepEhng : L in.each of said nenory arbiters grants
third hi ghes‘;b?pri orf’{”@ %%?f@c’ﬁ%&gm tﬁeﬁyﬁﬁeé?'l'-i ty of simultaneous wite

" requests froma plurality of interface processors. 21. Apparatus according
to Claim20 vvherg'é@éeach of said nenpry arbiters grants fourth highest
priority menory spateher, '%WH%{-Fqstfija'Bﬁ'%ﬁd’fﬁﬁ%ﬁfmﬁheel@obirrcbdowwd\mjaltmer

requests frogaeudy. ' fle -IY A et hqd conpri sin

thgusteps oﬁn préglvrfjf?quég%@Liler]'!ttg%? %@g@g\?Pg%%’?gf\%%%aé%&h&rfﬁm?' egdeq rPIFtatlhégt

t%/pe menory 4R eriowR DafaStere (D) andi_altoaeﬁtﬂmﬁgiarhnﬁiﬂaltrh%m&%hAQsblaﬁ'é.%lat@iltl .

.of thesinter e;..CRmuni,cating t ta flow through a pluralify o
i nterface pr%%@&%@%’n@&@%t?mrh%a e'?‘?a&@"‘@ewwf Wﬁh=9§pmogﬂdedmm¥ol

flow into a ipfommatiohylikyd theorCode sst&iclibh r&i@nsyof Jthe, data
flowin the %ru_ﬁm ity of different type %n%rrass z?mﬁttgg éé%ﬁt fToth Pl‘f’ﬁagg‘teéss
bet ween t he W9 NAPdISE tiMere ardhpisiTeptenent s and the interface processors to

al l ow each of the interface processors access to each of the different type
menory el enments; and assenbling and directing data fl ow outbound through an

output port of tHeTrer Seamhdemery(TSM) Aiterdanee AMeldnirBoPPRrbA higina
stored instr eI i,'p |lné rface roc%ssors. 23. A net hod accor |ngato
Claim 22 further %orgghe |§%’ 2 %Hnﬁf"?@?@@t 8#35B@xHhnSinee thisenemaspis shared
bar sed data hom o o aut olone) o668 [ the o o i G0 Biasdenee

par sed dataJ,I 0 o .a switching fabric ha _
di rection. dIr8CHY bydhe picocode, which can for example be used to store aging tables in the

TSM. Also, the TSM will be accessed by the TSE during tree searches.

The Completion Unit (CU): The Corhpletion Unit performs two functions.

First, it int_erfacés the N Prbcessing Units to the UP and Dn EDS (Enqueue, Dequeue

25 and Schedule Island). The EDS performs the enqueue action: a frame address,
together with appropriate parameters called the FCBPage, is queued in either a

- transmission queue, a discard queue, or a dispatcher queue. Second, the



{
-60 24. A nethod according to Caim23 further conprising reco E:%tzlmlf

stored and other selected portions of the data flow prior to d| rec

the data fl owyewyhewped t hrough an out put port. .A9. AF3R A Al. $C®US@H§6794

. A AFF. A9. Al e. A, u3. A. . A 9. AF. ANYL. Al , %AAsAyALA9FY A A J

e. Ar. AY3y. Ar. A Y . A3Y. Al . AFa3. A A& . A AaF adA>. A

JALACAL?. A9 Al h, L ACA A9, A3. A9. A3. AL Al . A A'A3. AYn. ASa$. Ayn . AE. A .. A A

A, L AA 1dt OD L

P 3t becmpyelion iy chBnieps Jame SEoMPRSs . S 74 Paapen ity oupl:

ca] ca] ca] ca] @dmhﬂaﬂm%ﬂém thaebélong to same flow, precautions must be taken

Sl : akKUx| wgkf a\ W ca] ca] c: a] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] c*a] ca] ca]

c*a] ca] ca] ca}hﬁi tbgpedranesareanaated i) g wuor dn Aransmission queues in the right
¥

gi 1:' ;U] c*al Cgrcf%rg* I cé?%qétﬁ c"gbgg% %ﬁqe@gaﬁ@ﬁ%@ﬁﬁ?bﬁ%ﬁﬁﬁ%ﬂﬁéﬁ c

al 77" 78777 _<R88i gEdigpatchF) GG#HHH71 JJ{vql gb] X] | ca] ca] ca] ca] ca] ca] ca
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as additional hardware assist to
perform tree inserts, tree deletes and fopeé management. The GTH will process

dataframes when there are no frames (containing tree management commands) in
the GPQ |

20 GPH (General PowerPC Handler). The GPH has additional hardware as

compared with the GDH and GTH. The GPH interfaces to the General Purpose
Processor through a Mailbox interface (7).

The number of GxHs (ten) is a “best-guess”. Performance evaluation Wl||

determine how much GxH are really required. The archltecture and structure is
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islands that provide read and write access to the up and dn DataStores. The DS
Interface contains the so called FishPool.

10 The Tree Search Engine Coprocessor (TSE). The TSE performs searches
in the trees, and also interfaces to the Tree Search Memory (TSM).

Enqueue Coprocessor. Interfaces the Completion Unit Interface and contains
the FCBPage. This Coprocessor contains a 256-bit register with additional hardware
assist that the picocode must use to build the FCBPage,-which contain the enqueue

15 parameters. Once the FCBPage s built, the picoproceésor can execute an enqueue
instruction, which céuses this coproces_sor- to forward the FCBPage to the

Completion Unit.

WEB lnterfaceCop.rocessor} This coprocessor provides an interface to the
WEB Arbiter and allows reading and writing toffrom the Interface device WEB.

20 Checksum Coprocessor. Generates checksums on frames stored in the

Fishpool (described hereinafter).

The Processing Units are shared between ingress processing and egress
processing. It is programmable how much bandwidth is reserved for ingress
processing versus egress processing. Inthe current implementation, there are two

25 maodes: 50/50 (i.e. ingress and egress get the same bandwidth) or 66/34 (i.e. ingress
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gets twice as much bandwidth as egress).

Operation of the Procéssing Units is event-driven. That is, frame arrival is
treated as an event, as well as popping of a timer or an interrupt. The dispatcher
5 treats different events in an identical fashion, though there is a priority (first interrupt,
'then timer-events and finally frame arnval events). When an event is handed to a
Processing Unlt approprlate lnformatlon is given to the Processing Unit. For frame
arrival events, this includes part of the frame header, and information coming from
the hardware classifier. For timer and interrupts, this includes the code entry point
10 and other information that relates to the event.

‘When a frame arrives on the ingress side, and the number of received bytes
of this frame has exceeded a programmabie threshold, the address of the frame-
control-block is wntten ina GQ. '

15 When a complete frame has been re-assembled on the egress side, the
frame address is written in a GQ There are four types of GQ’s (and for each type,
Figure 12B, there is an ingress versmn and a egress version):

GCQ: contains frémes that r.nust be processed by the GCH.
.20 GTQ: contains frames that must be processe'd by the GTH.
GPQ: contains frames that must be processed by the GPH.
GbQ: contains frames that can be processed by any GDH (or GCH / GTH -
when they are enabled to process dataframes). For the GDQ, there are muitiple

priorities, whereby frames enqueued in a higher priority GDQ will be pkocess_ed
25 before frames enqueued in a lower priority»queue.

Some Processing Units may be specialized. In the current implementation,
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- GCH (Guided Cell Handler). The GCH has exactly the same hardware as

5 GDH. However, a guided frame can 6nly be processed by the GCH. It is

programmable on the WEB (C'LP._Ena register) if the GCH is enabled to also
process dataframes (in which case it takes the role of a GDH).

GTH (General Tree Handler). The GTH has additional hardware compared _
to the GDH/GCH: hardware assist to perform tree inserts, tree deletes and rope
10 management. The GTH will process dataframes When.there are no frames
(containing tree management commands) in the GPQ.

GPH (General PowerPC Handler). The GPH has additional hardware
compared to the GDH/GTH. The GPH interfaces to the embedded PowerPC by

means of a mail-box interface.

15 In an actual implementation, the role of GCH, GTH and GPH can be
" implemented on a single Processing Unit. For example one implementation could
have one Processing Unit for GCH and GPH. A similar comment holds for the GCQ,

GTQ and GPQ.

The purpose of the Datastore Coprocessor is:
20 To interface to the Up DataStore, which contains frames that have been
| received from the media, and the Down DataStore, which contains reassembled -

frames received from the Prizma Atlantlc

The Datastore Coprocessor also receives configuration information during the
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- Ubbb} A?H™ 10
109& I'X,3Z2(10%, & ()- !, 3Z(10%wW& () 10b 10be” abaa
?Obl 18/«& O)-" gf&lO%& ()-F! g&lO%& ()-F"10%& ()-"10%& ()-!Fz&10%& ()- bccEddee
-dBH 10 The Datastore Coprocessor contains a FishPool (that can hold 8 fish), a
scratch memory (that can hold 8 fish) and some control registers to read/wnte
5 FishPool contents from/to the up or down datastore. The FishPool can be seen as

some kind of work area for the Datastore: instead of reading/writing directly to a
Datastore, a larger amount of frame data is read from the Datastore into the Fishpool
or a larger amount of data is written from the Fishpool into the Datastore. The unit
of transfer is a Fish, which equals 16 Bytes.

10 The Fishpool canbe seenas a memory that can contain 8 fish, that is 8 words
of 128 bit each. In the CLP processor architecture, the Fishpool is a register array
of 128 bytes. Each byte in the Fishpool has a 7-bit byte address (0 .. 127) and
access is on a 16-bit or 32-bit basis. Like all register arrays, the Fishpool has a
circular addressing scheme. That is, addressing a word (i.e. four bytes) starting at

15 location 126 in the Flshpool returns bytes 126, 127, 0 and 1. Furthermore, from a |

Datastore Coprocessor point of view, fish-locations in the Fishpool have a 3-bit fish-
address.

Upon frame dispatch the first N fish of a frame are automatically copied in the
Fishpool by the Dispatcher. The value of N is programmable in the
20 PortConfigMemory. Typically, N equals four for up frame dispatch, 2 for down
unicast frame dispatch, 4 for down multicast frame dispatch and 0 for interrupts and
timers.

~ The picocode can read more bytes from a framé, in which case the Datastore
Coprdcessor automatically reads the frame data into the fishpool at the next fish

25 address, wrapping automatically to 0 when the boundary of the Fishpool has been
reached. Also, the plcocode can read or wnte the up/down datastore atan absolute
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"10%& () -1 St)‘frbn?e{ﬁ),(réﬁré?ésc‘bamong the ten GxH and the WEB Watch.to become a master on
the Interface device WEB interface. This allows all GxH to read and write on the
5  -WEB. |

The interface device memory complex provides storage facilities for the |
Embedded Processing Complex (EPC) Figure 12A. The memory complex includes
the Tree-Search Memory (TSM) Arbiter and a plurality of oh-chip' and off-chip
-«ﬁemoriés. The memories store tree structures, counters and anything else that the
10 pico code requires memory access for. Furthermore, the memories are used to store
‘data structures that are used by the hardware, like free lists, queue-control-blobks,
etc. Any memory location which is not allocated for trees or which is not allocated
for trees or which is not used by the hardware is by defauit available for pico code -
use, like counters and aging tables.

15 Figure 13 shows a more detailed block diagrarh of the memory complex. The
tree-search memory (TSM) arbiter proyides the communication link between the
Embedded Processors (GxH) and the memories. The memories include 5 on-chip
SRAMs, 1 off-chip SRAM, and 7 off-chip DRAMS. The TSM Arbiter includes ten
Request Control Units (each one connected to one of the Embedded Processor

20 GxH)' and 13 memory arbiter units, one for each memory. A bus structure

| interconnects the Request Control Units and the arbiter units in such a way that each
control unit and its connected GxH have access to all memories.

The control unit includes necessary hardware to steer data between the.
Embedded Processor (GxH) and the arbiters.

25 | The SRAM arbiter units, among other things, manage the flow of data
between the Embedded Processor GxH and the on-chip and off-chip SRAMs.
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g- 36210%(@& ()he( bﬁ‘\wb%rbl&r( Wnits,28m08ig other things, manages the flow of data
between the Embedded Processor (GxH) and the off-chip DRAM devices.

Each Memory Arbiter contains a “back-door” access, which is typically used
by other parts of the chip and has highest access priority.

5 - The DRAM Memories can run in two modes of operation:

TDM-mode. Memory access to the four banks in the DDRAM is done
alternating read-‘windows” and write-windows, whereby in a read
window, access to any of the four banks is read-only and in a write
window, access to any of the four banks is write only. Using TDM-

10 mode for multiple DDRAMs allows to share some control signals
between the DDRAMs and hence this saves some chip 10s (WhICh is
a very scarce resource).

Non-TDM mode. Memory access to the four banks in the DDRAM can
be a combination of read and write, which must follow some specified

16 rules. For example, one can do a read in bank A and a write in bank
C within an access window.

The TSM Arbiter allows N Requesters simultaneous access to M
memories. When multiple Requesters want to access the same
memory, a round-robin arbitration is performed.

20 | The M memories can have different properties. In our current
implementation, there are three memory types: - internal SRAM,
external SRAM and external DDRAM.

The M memories and N Requesters are homogeneous any Requester
‘can access any memory
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Part of the M memories are used for _co'n'trol memories containing
5 ~ internally used data structures, which have a high pridrity access
compared to the picoprodessors. This also allows debugging of the
chip, since the picoproceésors can read the contents of the control

memories.

| The arbiter supports read access, write access and read-addfwrite,
10 whereby an N-bit integer is added to the contents of the memory in an
atomic operation.

A general address scheme is used to access the M memories, such
that the physical location of an object in the memory is transparent.

The concept of trees as used by the Tree Search Engine to store and retrieve
15 . .information. Retrieval, i.e., tree-searches and also inserts and d_elétes_ are done
based on a Key, which is a bit-pattern like, for example, a MAC source address, or
the concatenation of an IP source address and IP destination address. Information
is stored in a control block called Leéf, which contains. at 'Ieast the Key (as will be
seen later, the stored bit pattern is actually the hashed Key). A leaf can also contain
20 édditional information, like aging information, or user information, which can for
example be forwarding information like target blade and target port numbers.

There are tree types (FM, LPM and SMT) and associated tree type searches,
'r.la‘mely: fixed match, software managed tree and largest prefix match. An optional.
additional criterium for checking the leaf during a tree search is the VectorMask.

25 Roping, aging and a latch are used to increase search performance.
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"0aBuV7  110%rithmiopkda®es dninput parameters, which include the Key, performs a hash on
the Key, accesses a Direct Table (DT), walks the tree through Pattern Search
Control Blocks (PSCBs) and ends up at a Leaf (Figure 14). There are three types
5 of trees, each with its own search algorithm, which causes the tree-walk to occur
” according to different rules. For -example, for Fixed Match (FM) trees, the
datastructure is a Patricia Tree. When a Leaf has been found, this Leaf is the only
possible candidate that can match the input Key. For Software Managed Trees,
there can be multiple Leafs that are chained in a linked list. In this case, all Leafs in
10 the chain are checked with the input Key, until a match has been found or until the
chain has been exhausted. _A'_so-called “compare at the end” operation, which
compares the input Key with the pattern stored in the Leaf, vériﬁes if the Leaf really
matches the input Key. The result of the search will be OK when the Leaf has been
found and a match has occurred, or KO in all other cases.

16 The input to a search operation consists of the following parameters:

Key (128 bits). The Key must be built using specnal pICOCOde mstructlons

prior to the search (or insert/delete). There is only one Key reglster

However, after the tree search has started, the Key register can be

used by the piéocode to build the key for the next search, concurrently

20 with the TSE performing the search This is because the TSE bashes
the Key and stores the result in an internal HashedKey register (thus,

in reality, there are 2 Key registers).

KeyLength (7 bits). This register contains the length of the Key in bits. It is
automatically updated by hardware during building of the Key.

25 LUDeflndex (8 bits). This is an index into the LUDefTable, which contains a full
definition of the tree in which the search occurs. The LUDefTable is
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Area 0 (TSRO) or TSR1. This is specified by TSRNr. While the TSE
is searchlng. the picocode can access the other TSR to analyze the
5 results of a previous search. |

Vectorindex (6 bits).' For trees which have the VectorMask enabled (which is
| specified in the LUDefTable), the Vectorindex denotes a bit in the
VectorMask. At the end of the search, the value of this bit is returned -
and '.can be used by picocode.

10 . The input Key will be hashed into a HashedKey, as shown in Figure 14.
There are six fixed hash algorithms available (one “algorithm” performs no hash
- function). 1t is specified in the LUDefTable which algorithm will be used. A
programmable hash function may be used to add flexibility.

The output of the hash function is always a 128-bit number, which has the
15 property that there is a.on_e-to-oné correspondence between the original input Key
and the output of the hash function. -As will be explained below, this property

| minimizes the depth of the tree that starts after the Direct Table.

If colors are enabled for the tree, which is the case i'h.the example of Figure

14, the 16-bit color register is inserted in the 128-bit hash function output. The

20 insertion occurs directly after the Direct Table. |.e., if the Direct Table contains 2"

entries, then the 16-bit color value is inserte‘d at bit position N, as shown in the figure.

The output of the hash functioh. together with the inserted color value (when
enabled), is stored in the HashedKey register.

_ The hash function is defined such that most entropy in its output resides in thé
25 highest bits. The N highest bits of the HashedKey register are used to calculate an
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The search starts with an access into the Direct Table: a DTEntry is read from

the dlrect table. The address used to read the DTEntry is calculated from the N
highest bits of the HashedKey, as well as on tree-properties as defined in the

5 LUDefTable. This is explained in detail below. The DTEntry can be seen as the root
of a tree. The partidular tree datastructure that is used depends on the trée-type.
Atthis point it suffices to say that a Patricia Tree datastructure is used for FM trees,
and extensions to Patricia Trees for LPM and SMT trees.

An example of the use of an 8 entry DT is shown in Figure 15. It can be seen

10 that the search time (i.e., the number of PSCBs that must be accéssed) can be

reduced by using a DT. Thus, by increasing the DT size, a trade-off can be made
between memory usage and search performance.

As can be seen from Figure 15, a DTEntry can contain the following
information:

15 Empty. There are no Leafs >attached to this DTEntry.
A pointer to a Leaf. There is a single Leaf attached td this DTEntry.
A pointer to a PSCB. There are more than one Leafs attached to this
DTEntry. The DTEntry defines the root of a tree.

The Search Algorithm for a software managed tree and algorithm for
20 generating the tree is set forth in US Patent Application Serial No. 09/312,148. .

An algorithm termed “Choice Bit Algorithm” uses a certain metric to build a
binary search"tree based upon bits selected from items termed “rules” in a set or
\universe of rules. All our examples are couched in terms of Internet Protocol (IP)
headers, but a fixed format header of any type could be used instead.

25 '
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AR (% >7@%lt AIQonthm f nds certain of the 104 bits which are especially useful. Testing the
few bits in effect eliminates all but one or all but a few rules from possible
application. For some rules, testing inequalities by means of simple compare
operations are also appropriate. The bit tests and compares are logically organized
ina binary_'tree. The tree is mapped'into a hardwa_re enabled structure that tests bits
10 at high speeds. Such testing results in just one rule or a small number of rules
(called a leaf chain) which the Key might fit. In the former case, the Key is then
tested in full by the rule. In the latter case, the Key is then tested in a lattice of tests

using compares and full rule tests.

15 Each rule in the rule set is associated with an action which is taken if the rule

" is the highest priority rule which fits the key. Rules can intersect (one key fits two or

" more rules). In that case, rules can be given priority numbers 1,2,3, ..., sothat any
two intersecting rules have different priorities (an administrato_r must declare which

rule dominates if a key fits two or more). Thus if more than one rule remains to be

20 tested after the bit tests and compares, the rules are tested in order of priority. A

lower priority number designates a rule with higher priority.
If no fit is found at all, some default provision may be specified.

The search algorithm for the longest Prefix Matching method'is set forth in US

Patent 5,787,430. The method requires entering at a node of said database (root

25 node) determining a search path from one node to another through said tree-like
database by successively' processing segments of said search argument which
comprise only those parts of the entries which are necessary to identify the next

(child) node, and said second link information until said segments are consumed or

a (leaf) node lacking said second link information is reached; comparing with said
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said current node, backtracking said search path by processing said first link
information of said current node; and repeating the previous two steps until said at
least partial match is found or said root node is reached.

Figure 16 shows an embodiment of the main switching fabric device.
Preferably, each interface device chip has at least two integrated parallel-to-serial
ports which receive. paralle! data and convert the data to a high speed serial data
stream which is forwarded over a serial link to the switching fabric device. Data
received from switching fabric device on a high speed serial link is converted to
parallel data by another DASL. An embodiment of the Serializer/Deserializer termed

Data Align Serial Link (DASL) is described herein.

At least one DASL interfaces the switching fabric device to the serial links.
Data from the serial link is converted into parallel data which is delivered to switching
fabric device. Likewise, parallel data from switching fabric device is converted to
serial data which is delivered to the serial links. The serial links can be aggregated
to increase throughput.

Still referring to Figure 186, the switching system includes switch fabric 11,
input switch adapters 13 (13-1.7.13-k) which are connected to the switch fabric input
ports 15 (15-l. . .15-k), and output switch adapters 17 (17-l. . .17-p) which are

‘connected to the switch fabric at output ports 19 (19-1. . .19-p).

Incoming and outgoing transmission links 21 (21-1. . .21-q) and 23 (23-I. . .23-
r) are connected to the switch system by line (link) adapté_rs 25 (25-l...25-q) and 27
(27-1. . . 27-r), respectively. The transmission links carry circuit switched or packet
switched traffic from and to attached units such as work stations, telephone sets or
the like (links designated WS), from and to local area networks (links designated
LAN), from or to Integrated Services Digital Network facilities (links designated
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The switch fabric routes the minipackets via a fast self-routing interconnection

- network from any input port to any output port. The structure of the self-routing
network is such that minipackets can be routed simultaneously internally without any
conﬂlcts

15 The heart of the switching system is the switch fabric. Two different
implementations are considered and will be described separately. In one
implemehtati.on. the switch fabric comprises a self-routing binary tree for each input
port, connecting the respective input port to all output ports; the switch fabric
comprises k such. trees in combination (if k input ports are provided). In the other

20 implementation, a bus structure with an output RAM is provided as a slice for each -
output port, connecting all input ports to the respective output port; the switch fabric
comprises p such slices in combination (if p output ports are provided).

DASL is described in Application Serial Number 09/330,968, filed 11 June

1999. The DASL Interface receives data from a parallel interface such as a CMOS

25 ASIC, partitions the bits from the parallel interface into a smaller number of parallel
bit streams. The smaller number of paralle! bit streams are then converted into a

high speed serial stream, which is transported via a transmission medium to the
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a semiconductor substrate;
at least five interface Processors formed on sald substrate
internal mstructron memory formed on sald substrate and stonng rnstructrons_
accessibly to each of said interface processors; _ _
~internal data memory form,ed on said substrate ,and'storing data psssing
i _ through said 'ap'paratus' accessibly to each of said interface processors;.said
_internal data memor'y having at least five-memory elements' |
- ~ a request.controller operatlvely interposed between each of said mterface
processors and sald memory elements and controlllng the flow of requests for '
" data from the correspondrng one of said mten‘ace processors to said memory'
_ 'elements .
a memory atbiter operatlvely interposed between each of said memory
elements and. said . interface processors and controllrng access to the
' correspondlng one of said memory elements by said interface processors
~ each of said interface processors having access to a plurality of said memory
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7. Apparatus comprising;

) -
) -
)
(

a plurality of memories, said plurality of memories being of different types
including SRAMs and DRAMS;

a plurality of memory arbiters wherein each one of the plurality of memory
arbiters being operatively coupled to one of the plurality of memories and providing
access to said one of the plurality of memories;

a plurality of request controllers, each one being operable to generate request
signals to access at least one of the plurality of memories;

a plurality of transmission buses each one operatively coupling a request
controller to selected ones or all of the plurality of memory arbiters; and

a plurality of processors, each one being operatively coupled to one of the

plurality of request controllers.

8. The apparatus of Claim 7 wherein the DRAMs are partitioned into four banks
with each bank being addressable independently of the other banks,

9. The apparatus of Claim 8 wherein location in the DRAMs is being determined
based upon memory ID+ Bank Number + Offset value.
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11. The apparatus of Claim 10 wherein the network is of the arbitration type.

12. The apparatus of Claim 10 wherein the network includes a plurality of arbiters,
selected ones of the plurality of arbiters are operatively coupled to selected ones of the
SRAM modules and selected ones of the plurality of arbiters are operatively coupled to
selected ones of the plurality of DRAMs;

a plurality of request controllers wherein selective ones of the plurality of request
controllers are each operatively coupled to selective ones of the plurality of processors;
and

a plurality of buses wherein each bus of the plurality of buses operatively

coupled each one of the plurality of request controllers to multiple arbiters.

13. Apparatus comprising;

a semiconductor substrate;

a plurality of interface processors formed on said substrate;

a memory that stores instructions accessible to said interface processors formed
on said semiconductor substrate;

a plurality of on-substrate SRAM:s fabricated on said semiconductor substrate;

a plurality of off-substrate SRAMs fabricated off the semiconductor substrate;

a plurality of DRAMs fabricated off the semiconductor substrate;
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14, The apparatus of Claim 13 further including a plurality of input/output ports
formed on said substrate, wherein at least one of said input/output ports interconnecting

the on-substrate SRAMSs with the off-substrate SRAM and DRAMs and others of said

input/output ports exchanging data with an external network.

15, The apparatus of Claim 13 further including on-substrate storage that stores data

passing through said apparatus.

16. The apparatus of Claim 13 wherein a memory arbiter on command from a
processor configures a DRAM into a first mode of operation in which multiple
consecutive Read or Write operations can be executed on banks within said DRAMs in a
single access cycle or in a second mode of operation in which Read and Write operations

can be executed on selected banks within said DRAMs within an access cycle.

17. The apparatus of Claim 13 wherein a memory arbiter in response to a single
command from a processor reads an address from the SRAM or DRAM to which said
arbiter is connected, add a value to the contents of the address and write the results into
the address.

18. Apparatus according to Claim 13 wherein each of said memory arbiters grants

highest priority memory access to a read request from a single interface processor.
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embedded in the interface device;

parsing the data flow into a plurality of portions;

storing the parsed portions of the data flow in the plurality of different type
memory elements;

controlling access between the different type memory elements and the interface
processors to allow each of the interface processors access to each of the different type
memory elements; and

assembling and directing data flow outbound through an output port of the

interface device in accordance with the execution of stored instructions by the interface
processors.

23. A method according to Claim 22 further comprising storing selected portions of
the parsed data flow in the memory elements, and directing other selected portions of the

parsed data flow to a switching fabric for determination of an outbound direction.
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24, A method according to Claim 23 further comprising recombining the stored and

other selected portions of the data flow prior to direction of the data flow outbound
through an output port.
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