ZIGBEE network , and that relays this information to the centralized location via an internet-

accessible wide area network (WAN) such as a cellular network,

SUMMARY OF THE INVENTION

[009] A wireless relay is described that can monitor a characteristic of a power soutce
of the module, and transmit an alarm upon detecting a change in the characteristic. In addition,
the wireless relay can monitor a characteristic of an associated medical device, and transmit an

alarm upon detecting a change in this characteristic.

[009a] According to a first aspect of the present invention. there is provided a wireless

relav module comprising:

an electrical connector configured to receive primary power from a power source;

a battery confipured to provide secondary power upon a changed characteristic of

PrIMArY DOWEr:

a first receiver capable of wirelessly receiving medical device data over a wireless relay

network from at least one medical device, wherein the wireless relay network is a local area

network:

a first transmitter capable of wirelessly transmitting medical device data over the

wireless relay network:

a second transmitter capable of wirelessly transmitting medical device data over an

Internet-accessible wireless communications network:

and a controller coupled to the first and second transmitters, said controller capable of

controlling said wireless relav module to select one of said first or second transmitter for

transmitting medical device data received by said first receiver;

and said controller further capable of producing a power alarm signal upon the chansed

characteristic of the primary power and sending the power alarm sienal to at least a second

wireless relav module communicating on the same wireless relav network for proliferation of the

alarm over the network.

[009b] According to a second aspect of the present invention, there is provided a wircless

relav module comprising: an electrical comnector confisured fo receive nower from a power

source.



a first receiver capable of wirelessly receivine medical device data over a wireless relay

network from at least one medical device, wherein the wireless relay network is a local area

network;

a first transmitter capable of wirelessly transmittine medical device data over the

wireless relay network:

a second transmitter capable of wirelessly transmitting data over an internet-accessible

wireless communications network:

and a controller coupled to the first and second transmitters, said controller capable of

controlling said wireless relav module to select one of said first and second transmitter for

transmitting the medical device data received by said first receiver;

and said controller further capable of producing a power alarm sienal upon a changed

characteristic of the received power and sending the alarm signal to at least a second wireless

relay module communicating on the same wireless relay network for proliferation of the alarm

over the network.

[009¢] According 1o a third aspect of the present invention, there is provided a process

for operating a relay module in a medical device wireless network. the relay module comprising

a first transmitter in communication with a wireless relay network, comprising:

receiving medical device data from at least one medical devices over the wireless relay

network:

ransmitting the medical device data to a second relay module through the medical

device network or to a web server through and internet-accessible wireless network, based upon

an accessibility condition of the wireless relay module to the internet-accessible wireless

network; and

upon disruption of primary power to the relav module, connecting the relay module to a

secondary power source and sending a power alarm signal to at least the second wireless relay

module one the same wireless relay network for proliferation of the alarm over the network,

wherein the wireless relay network is a local area network.

[009d] According to a fourth aspect of the present invention. there 1s provided a process

for operating a wireless relay module comprising:
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a first receiver capable of wirelessly receiving medical device data over a wireless relay

network from at least one medical device;

a first transmitter capable of wirelessly transmitting the medical device data to at least a

second wireless relay module over the wireless relay network;

a second fransmitter capable of wirelessly transmitting the medical device data over an

internet-accessible wireless communications network;

an alarm indicator and a controlier coupled to the first and second transmitters and the

alarm indicator, said controlier capable of selecting one of said first and second transmitter for

fransmitting medical device data received by said first receiver;

and said controller further capable of activating the alarm indicator if a characteristic of a

signal received over the wireless relay network from a medical device falls below a particular

threshold, and sendine the alarm signal to at least a second wireless relay module communicating

on the same wireless relay network to proliferate the alarm over the network,

[009el According to a fifth aspect of the present invention, there is provided a process for

opnerating a process Tor operating a relay module in a medical device wireless network. the relay

module comprising a first transmitter in communication with a wireless relay network,

comprising:

receiving medical data from at least one medical device over the wireless relay network:

determining the status of an internet-accessible wireless communications network in

communication with a said wireless relay module;

transmitting said medical device data from said at least one medical device over said

internet-accessible wireless communications network if said determined status satisfies a

particular criteria;

fransmitting said medical device data from said at least one medical device to a second

relay module over the wireless relay network if said determined status fails to satisfy the

particular criteria;

rmoniforing a characteristic of a received signal over the wireless relay network from said

at least one medical device:

generating an alarm if said monitored characteristic is outside of predetermined limits;

and
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and sending the alarm to at least a second wireless relav module communicating on the

same wireless relay network to proliferate the alarm over the network,

[0010] Fhe-Embodiments of the present invention is-are directed to wireless relay

modules for enabling alarm recognition and display alerts in networked communications
between medical devices and remote monitoring devices via wireless relay networks and/or
mternet-accessible wireless communications networks. In some embodiments, the wireless relay
module comprises a display, a receiver capable of wirelessly receiving medical device data over
a wireless relay network from at least one medical device, a first transmitter capable of
wirelessly transmitting medical device data to a second wireless relay module over the wireless
relay network, and a second transmitter capabie of wirelessly transmitting data over an internet-
accessible wireless communication network. It is possible for the transmitters and receivers to
be implemented as transceivers.

(00111 “Medical device data” as generally used herein means data from or about the
medical device including, for example, medical device identification, medical device software,
medical device settings or status information (including alarm information and/or alarm priority),
medical device location information (including for example global positioning system (GPS)
coordinates), patient identification information, patient personal identification number(s)
“PIN(s)”, patient prescriptions, and/or patient medical and/or physiological data as is collected,
produced and/or generated by at least one of the medical device and patient 1dentification device;
as well as wireless relay network information such as location or status mformation.

[0012] A controller is typically coupled to the first and second transmitters, and controls
the wireless relay module to select one of said first or second transmitter for transmitting medical
device data received by the receiver over one of the two respective networks. The controller 1s

further capable of producing an alarm signal upon a changed characteristic of a power source for
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We claim:

1. A wirelgss relay module comprising:
an elégtrical connector configured to receive power from a power source;

reeeiver capable of wirelessty receiving medical device data over a wireless

relay network from at least one medical device; ‘

a first transmi{fer capable of wirclessly transmitting medical device data over the
wireless relay network; '- 7

a second transmit capable of wirelessly transmitting data over an infernst-
accessible wireless communications network; and

a controller coupled to the tirst and second transmitters, said controller capable of
controlling said wireless relay module 10 Nelect one of said first and second transmitter for
transmitting the medical devicé data receive| by said first receiver, and said controiler further

capable of producing an alarm signal upon a clignged characteristic of the received power.

2. The wireless relay module of claim 1, further comprising at least one of a visual

display or speaker coupled to the controlier and confighred to provide a visual and/or audio alert.

3. The wircless relay module of claim 1, whereim thy second transmiitter is configured to
transmit an alert signal to a remote moniloring device over the\ptemet-accessible wireless

corununications network.

4. The wireless relay module of claim 1, wherein the first trandmitter is configured to
transmit ari alert signal fo at least one of at least one other wireless relay iodule and the medical

device,

5. The wireless relay module of claim 1, wherein said power source is a battery and the
controller is capable of transmitting an alarm signal when the charge state of the batiery falls to

or below a particular charge level,
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7. The wirelessyelay module of claim 1, further comprising:

a memory electrically connected to said controller, said memory capable of storing said

received medical device datay
8. The wireless relay modigle of ¢laim 1, wherein at least one of the first and second

transmitlers is configured to transmitthe stored medical device data based upon the characieristic

of received power.

9. The wireless relay module of claim, |, wherein said first transmitier is configured to,
upon generation of the alarm signal, send a nolisg to the medical device or to another wireless

relay module,

10. The wireless relay module of claim 1, wherdin said controller is capable of
transmilling to a remote monitering device at least one of the medical device data and an
acknowledgement signal in response to receipt of a particulalsignal transmitted by the remote
monitoring device. '

11, The wireless relay module of claim 1, wherein the eledrical connector 1s
configured to receive primary power from the power source, the wirelesy refay moduie further
cotnprising a battery configured to provide secondary power upon a changsd characteristic of

primary power.

12. The wireless relay module of claim 1, further comprising a sensor chpable of

detecting disconnection of the connector from the power source.
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13 The wireless relay module of claim 12 wherein the controller i capable of

transmitting an wlam signal when the sensor detects disconnection of the connector from the

power source.

14. A process n erating a relay module in a medical device wireless network, the
relay module comprising a it transmiitter in communication with a wireless relay network,
comprising the steps of: _ . ) _

receiving medical ievice data from at least one medical device over the wireless
relay hetwork; ‘_

transmitting satd medich | device data to a second relay module through the
wireless relay network or 10 a web seweu‘ough an internet-accessible wireless network, based
on an accessibility condition of the relay dule to the internet-accessible wircless network; and

upen dismptioﬁ. of primary \ to the relay module, conpecting the relay

module to a secondaty power source and generating an alarm sigral.

15. The process of claim 14, further cbmprisi the steps of:
determining the accessibility condition internet-accessible wireless network

from the relay module. N

18. The process of claim 14, further comprising the step of: ‘.
transmitiing an alert signal to at least one of another wireless relay module at d the

medical device based upon the alarm signal.
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% The process of claim 14, further comprising the step of;
transyutting a second alarm signal when the charge state of the secondary power source

falls below a particular charge level.,

20, The prosgss of claim 19, wherein the particular charge level indicates one of a low
battery condition or a hear dead battery condition, and the alarm signals for indicating each of
the low battery conditiomyr the near dead battery condition are indicative of its depreciated
charge level. '

21. The process of claim X0, further comprising the steps of:
storing in a memory of the rslay module said received medical device data; and
transmitting the stored medicahdevice data upon restoralion of the primary power.
22. The process of claim 21, furtheemprising the step of sending a notice o (he at least
one medical device or to another wireless relay module indicating that the primary power has

heen restored.

23. A wireless relay module comprising:

a {irst receiver capable of wirelessly recel ing medical device data over a wireless
relay network from at least one medical deviee; _‘

a first transmitter capable of wirelessly transmiting the medical device data to at
least a second wireless relay module over the wireless relay net OrK; ,

a second transmitter capable of wirelessly transmitf) ng the medical device data
over an internet-accessible wireless communications network;

an alarm indicator; and

a controlier coupled to the first and se§0nd transmitters andithe alarm indicator,
said controller capable of selecting one of said fitst and second transmitter foX transmitting
medical device data received hy said firgt receiver, and said controlier further caype
activating the alarm indicator if a characieristic of a signal received over the wireldgs relay

network from a medical device [ulls below a particular threshold.
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e wireless relay module of claim 23, wherein said characteristic is at least one of
signal strength,\data rate, and an indication of distance between said relay module and said
medical dev;cef |

25. The wirelesg retay module of claim 23, wherein the second transmitter is capable of
transmitting an alert to a kemote monitoring device upon intersuption of the receipt of the
medical device data from 1B medical device.

26. A process for operating a relay module in a medical device wireless network, the
relay module comprising a first tradgmitler in communication with a wireless relay network,
comprising the steps oft

receiving medical data figm at least one medical device over the witeless relay
network;
determining the status of an itKernet-accessible wireless communications network
in communication with a said wireless relay mdgule;
transmitting said medical device da from said at least one medical device over
said internet-accessible wireless communicéti_ons nebwork if said determined status satisfies a
particular criteria;
transmitting said medical device data fronhsaid at least one medical device to a
“second relay module over the wireless relay network if said\determined status fails to satisfy the
particular criteria;
monitoring & characteristic of a received signal over the wireless relay network
from said at least one medical device;
genexating an alarm if said monitored characteristic is Yutside of predetermined
limits.
27. The process of claim 26, wherein said characteristic is at least ong of signal strength,
data rate, and an indication of distance beween said relay moduie and said medical device,

28. The process of claim 26, wherein the step of generating the alarm furthekcomprises

transmitting a nofice regarding the alarm to a remote monitoring device,
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We claim:

1. A wireless relay module comprising:

an electrical connector configured to receive primary power from a power source;

a battery configured to provide secondary power upon a changed characteristic of
primary power;

a first receiver capable of wirelessly receiving medical device data over a wireless relay
network from at least one medical device, wherein the wireless relay network is a local area
network;

a first transmitter capable of wirelessly transmitting medical device data over the
wireless relay network;

a second transmititer capable of wirelessly transmitting medical device data over an
Internet-accessible wireless communications network;

and a controller coupled to the first and second transmitters, said controller capable of
controlling said wireless relay module to select one of said first or second transmitter for
transmitting medical device data received by said first receiver;

and said controller further capable of producing a power alarm signal upon the changed
characteristic of the primary power and sending the power alarm signal to at [east a second
wireless relay module communicating on the same wireless relay network for proliferation of the

alarm over the network.

2, The wireless relay module of claim 1, further comprising at least one of a visual

display or speaker coupled to the controller and configured to provide a visual and/or audio alert.

3. The wireless relay module of claim 1, wherein the second transmitter is
configured to transmit an alert signal to a remote monitoring device over the internet-accessible

wireless communications network.

4, The wireless relay module of claim 1, wherein the controller is capable of
transmitting an alarm signal when a charge state of the battery falls below a particular charge

level.
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5. The wireless relay module of claim 4, wherein the controller is configured to
modulate the alarm signal to be indicative of the state of charge of the secondary power source

between a low charge state and a zero charge state.

6. The wireless relay module of claim 1 further comprising a sensor capable of

detecting disconnection of the connector from the power source.

7. The wireless relay module of claim 6, wherein the controller is capable of
transmitting an alarm signal when the sensor detects disconnection of the connector from the

POWCT SOUrCe.

8. The wireless relay module of claim 1 further comprising: a memory electrically

connected to said controller, said memory capable of storing said received medical device data.

9. The wireless relay module of claim 8 wherein at least one of the first or second
transmitters is configured to transmit the stored medical device data upon restoration of the

primary power.

10.  The wireless relay module of claim 1 wherein said first transmitter is configured
{0, upon generation of the alarm signal, send a notice to the medical device or to another wireless

relay module indicating that the primary power has been disrupted.
11. The wireless relay module of claim 10 wherein said first transmitter is further
configured to, upon restoration of the primary power, send a notice to the medical device or to

the other wireless relay module indicating that the primary power has been restored.

12.  The wireless relay module of claim 1 wherein said controller is capable of

transmitting to the remote monitoring device at least one of the medical data or an
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acknowledgement signal in response to receipt of a particular signal transmitted by the remote

monitoring device.

13. A wireless relay module comprising: an electrical connector configured to
receive power from a power source;

a first receiver capable of wirelessly receiving medical device data over a wireless relay
network from at least one medical device, wherein the wireless relay network is a local area
network;

a first transmitter capable of wirelessly transmitting medical device data over the
wireless relay network;

a second transmitter capable of wirelessly transmitting data over an internet-accessible
wireless communications network;

and a controller coupled to the first and second transmitters, said controller capable of
controlling said wireless relay module to select one of said first and second transmitter for
transmitting the medical device data received by said first receiver;

and said controller further capable of producing a power alarm signal upon a changed
characteristic of the received power and sending the alarm signal to at least a second wireless
relay module communicating on the same wireless relay network for proliferation of the alarm

ovet the network.,

14. The wireless relay module of claim 13, further comprising at least one of a visual

display or speaker coupled to the controller and configured to provide a visual and/or audio alert.

15.  The wireless relay module of claim 13, wherein the second transmitter is
configured to transmit an alert signal to a remote montitoring device over the internet-accessible

wireless communications network.
16, The wireless relay module of claim 13, wherein said power source is a battery and

the controller is capable of transmitting an alarm signal when the charge state of the battery falls

to or below a particular charge level.
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17.  The wireless relay module of claim 16, wherein the controller is configured to
modulate the alarm signal to be indicative of the state of charge of the secondary power source

between a low charge state and a zero charge state,

18. The wireless relay module of claim 13 further comprising: a memory electrically

connected to said controller, said memory capable of storing said received medical device data.

19.  The wireless relay module of claim I8 wherein at least one of the first and second
transmitters is configured to transmit the stored medical device data based upon the characteristic

of received power.

20. The wireless relay module of claim 13 wherein said first transmitter is configured
to, upon generation of the alarm signal, send a notice to the medical device or to another wireless

relay module.

21.  The wireless relay module of claim 13 wherein said controller is capable of
transmitting to a remote monitoring device at least one of the medical device data and an
acknowledgement signal in response to receipt of a particular signal transmitted by the remote

monitoring device.

22, A process for operating a relay module in a medical device wireless network, the
relay module comprising a first transmitter in communication with a wireless relay networlk,
comprising:

receiving medical device data from at least one medical devices over the wireless relay
network;

transmitting the medical device data to a second relay module through the medical
device network or to a web server through and internet-accessible wireless network, based upon
an accessibility condition of the wireless relay module to the internet-accessible wireless
network; and

upon disruption of primary power to the relay module, connecting the relay module to a

secondary power source and sending a power alarm signal to at least the second wircless relay
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module one the same wireless relay network for proliferation of the alarm over the network,

wherein the wireless relay network is a local area network.

23.  The process of claim 22 further comprising determining the accessibility
condition of the internet-accessible wireless conununications network from the second

transmitter of said relay module.

24, The process of claim 22 further comprising providing a visual and/or audio alert

based upon the generated alarm signal.

25. The process of claim 24 further comprising transmitting, via the second
transmitter, an alert signal to a remote monitoring device over the internet-accessible wireless
communications network after connecting the wireless relay module to the secondary power

sSource.

26. The process of claim 22 further comprising transmitting, via the first transmitter,
an alert signal to at least one of another wireless relay module and the medical device based upon

the alarm signal.

27. The process of claim 22 further comprising transmitting, via at least one of the
first or second transmitters, & second alarm signal when the charge state of the secondary power

source falls below a particular charge level.

28. The process of claim 27 wherein the particular charge level indicates one of a
low battery condition or a near dead battery condition, and the alarm signals for indicating each
of the low battery condition or the near dead battery condition are indicative of its depreciated

charge level.

29, The process of claim 22, further comprising storing the received medical device

data in a memory of the relay module.
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30.  The process of claim 28, further comprising transmuitting, via at least one of the
first or second transmitters, the stored medical device data upon restoration of the primary

power.

31. - The process of claim 29, further comprising upon restoration of the primary
power, sending, via the first transmitter, a notice to the medical device or to another wireless

relay module indicating that the primary power has been restored.

32. A wireless relay module comprising:

a first receiver capable of wirelessly receiving medical device data over a wireless relay
networlk from at least one medical device;

a first transinitter capable of wirelessly tranémitting the medical device data to at leasta
second wireless relay module over the wireless relay network;

a second transmitter capable of wirelessly transmitting the medical device data over an
internet-accessible wireless communications network;

an alarm indicator and a controller coupled to the first and second transmitters and the
alarm indicator, said controller capable of selecting one of said first and second transmitter for
transmitting medical device data received by said first receiver;

and said controlier further capable of activating the alarm indicator if a characteristic of a
signal received over the wireless relay network from a medical device falls below a particular
threshold, and sending the alarm signal to at least a second wireless relay module communicating

on the same wireless relay network to proliferate the alarm over the network.

33. The wireless relay module of claim 32 wherein said characteristic is signal
strength.

34,  The wireless relay module of claim 32 wherein said characteristic is data rate.

35. The wireless relay module of claim 32 wherein said characteristic is indicative of

distance between said relay module and said medical device.
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36. The wireless relay module of claim 32 wherein the second transmitter is capable
of transmitting an alert to a remote monitoring device upon interruption of the receipt of the

medical device data from the medical device,

37. A process for operating a relay module in a medical device wireless network, the
relay module comprising a first transmitter in communication with a wireless relay network,
comprising:

receiving medical data from at least one medical device over the wireless relay network;

determining the status of an internet-accessible wireless communications network in
communication with a said wireless relay module;

transmitting said medical device data from said at least one medical device over said
internet-accessible wireless communications network if said determined status satisfies a
particular criteria;

transmitting said medical device data from said at least one medical device to a second
relay module over the wireless relay network if said determined status fails to satisfy the
particular criteria;

monitoring a characteristic of a received signal over the wireless relay network from said
at least one medical device;

generating an alarm if said monitored characteristic is outside of predstermined limits;
and

and sending the alarim to at least a second wireless relay module communicating on the

same wireless relay network to proliferate the alarm over the network.

38.  The process of claim 37 wherein said characteristic is signal strength.
39. The process of claim 37 wherein said characteristic 1s data rate.
40. The process of claim 37 wherein said characteristic is indicative of distance

between said relay module and said medical device.
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41.  The process of claim 37 wherein generating the alarm further comprises

transmitting a notice regarding the alarm to a remote monitoring device.

42, The wireless relay module of claim 1 wherein the wireless relay network is a
mesh network and the controlier includes a network interface for communicating over the mesh

network.

43. The wireless relay module of claim I wherein the controller is configured to store
the device data in a memory prior to loss of power when a voltage level is below a near-death

voltage.
44, The wireless relay module of claim 1 wherein the wireless relay produces one

alarm in response to loss of AC power and another alarm in response to a low battery voltage

level.
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