30 March 2006 1 DESCRI PTION I nformati on Processing System Technical Field
.-Fhis invention relates to an informati on processi ng net hod0dvarch2pes at us,
an ; authentication nethod, a sem conductor |C, an infornmation processing
system and a program furni shing medium Mre particularly, it relates to
angi nformation processing nethod and apparatus, an authentication nethod, a
sefi conductor 1 C, an information prociessl ng system and a program

fUrnlshl ng medium for storing pre-set "data for perform ng pre-set

processi ng. Background Art Rece e for digital recording and/ or
reproduction of: rmS| C data sucﬂb%g%ﬁ npact Disc) or a MD (Mni Disc),

s in w’f&g_ﬂead g result, it has becone possible with relative
~ease to pien ?"tceﬁﬁ&’& ¥&{fWon of di gital nusic data, by . enploying the
device for digital recording and/or reproduction of nusic data in _
~conbination with e.g., a personal conputer. Thus, a variety of methods have
been proposed to prevent -such illicit dupli cation of nusic data as a
copyri gheghmcadtiedd wor k. For exanple, it has been proposed t hat reciprocal
aut hentication be made between the copying source and a device of the,
copyl ng dest |"ﬁhxs|mntmndelatsmahnehfobmaﬂsn Wo@bslﬁ@ﬁﬁtﬁod and apparatus, ah -
auﬂ:lentlcauon method, a semiconductor IC, an information processing system, and a
progra’m farnishing mechum. More partlclﬂarly, it relates to an information processing
~ method and apparatus, an authentication method, a semiconductor IC, an information
processing system, and a program furnishing medium for storing pre-set data for

performing pre-éet processing.

 Background Art
: Recently, adevice for d1g1ta1 recordmg and/or rcproductlon of music data, such
. asCD (Compact Disc) or a MD (Mini Disc}, is in widespread use. As a result, it has
.become possible with relative ease to make illicit duplication of digital music data, by
employing the device’ for digital x‘ecdrding and/or reprdduction of music data in
-' combination with e, g., a personal computer. Thus, a variéty of j1:1_13(:1%1ods- have beén
' prbposéd to prevent such illicit dupﬁt;atfon of mustc data as é cépyright protected
work, 7 |
For example, it has been pro-pqsedrthat reciprocal authentication be méde_

- | between the copying source and a device of the copying .destiné.tion, under control by



the software controlling the copying source, and that, if proper results of
aut hentication are acquired, nmusic data is encrypted to t 38 Maeh@806f the
copyi ng destination, which then decodes and uses the encrypted data. It has
al so been proposed that reciprocal authentication be nmade between the

copyi ng source and a device of the copying destination with the aid of the
identification information stored in a pre-set hardware. It. has |ikew se
been proposed to execute the authentiaation, encryption and decoding by
the hardware of the hard-wired | ogic. However, if the authentication,
encrypt i the anfiveec caintpllme the ecopying sohsdey and tthat, hif pofpenaesylts fre i s a
risk that the software be anal yzed and nodified to make illicit :

dupl i cat aotheaficatitai aredaigaired) ®asicidatd Beenprgpiedtito lthe idevist @fdhe eopyiag
hardware so as. to be read by the software on the personal- conputer and

used, thdeination, whitk théifledddss Add Gt $hé i dag.read out, analyzed and
nodi fied in the course of .its transm ssion to the software. Mreover, if

the authenti %Ha@ﬁ!so%ﬁﬁ??&sﬂd%@d M r hf'&htﬁé:ﬂ:m%ﬁ@ﬁ B Sshddbege1edvar e of

the wired logic, it is le to pr vent anal ysis and nodification,

however,. aﬂyﬁ%”&%?éé %ﬂ&'é’ evicdCoY Eﬁé% ﬁ‘é‘&ﬂﬁ'ﬂ% 6 R bR dgeanew, it

i's necess o exchange the exrsting re vmt a new hardware or to-
e e S I 20 3 08
| It has likewise been proposed to execute the authentication, encryption and
decoding by the hardware of the :hard-wired logic. o
: 'H'oﬁevér, if the authentication, encryption and decoding are executed solely
with the software, there is a risk that the software be analyzed and modified to make -
illicit dupliCation_ of n;Lusic data.
~ Also, if the pre-set ID is stored on the hardware so as to 53 read by the software.
onthe ﬁefsonal éomputer and used, there is a risk that the ID thus read out be read out,
: mﬂﬁed z_ind modified in the course of its transmission. to the software.
', ,. | Moreover, 1f the -authénﬁcation; encryption and decoding are executed by the -
_hardware of the wired logic, it is pos_sibie to prevent ‘analj_Isi_s and modification,
_ ﬁoweve_r, if authentication, encryption. and decoding are to be @dé anew, it is
;nécess'a'ry to e:.cchang'e the existing hardware with a new hardware or to add a new

hardware.

'Di'sblosure of the Invention



processi ng net hod and apparatus, an authentication nethod, a sem conductor
I C, an information processing system and a program furni SiiMach006im i n
which it is possible to prevent stored data frombeing illicitly read out:
or analyzed. 1n one aspect, ,the present invention provides an information
furni shing medi um connected over a network to a pre-set information '
processi ng apparatus, including Communication neans for receiving a
pre-set program fromthe infornati ogr%rocessi ng -apparatus and for

transmtting_the programip, an encrypted formto the ipforpation. -
processi ng aﬁﬁolartamﬁreaﬁa oﬁw 95@?1%%%%1%6?0%%?‘;9&41%@1 %ﬂﬁ?‘aﬁﬁ am
received by the conmunication nmeans. |n.another aspect, the present -

i nvent i Ro¢nssingaeethad and appatatusy arf anthenfidagignmpathod, afserieandypatasJCann -
-information furnishihg medi um connected over a network to sa pre set

i nf or matafonmption geetesyingppatan,usnd ianpogim dusnistingromdiuni iorwhichpit d$
‘receiving a pre-set. programfromthe information processing apparatus. and
for tranessibldtogprevent stored datmn fromdieirgyitlicigy echd ot or bmalydral. i nf or mation
processi ng apparatus, and an encrypting step of encrypting the.” program
-received by then tiediréent Siveftion Providds an aifeith@iondfandciing idedigs esent

I nvention provides a furnishing nmediumfor furnishing a conputer-readabl e

pr ogr am:bfnedté® evés & actikRb ALHESidl SufoRhtleh PPoRssi® appitbaa! iftludihgp Of
receiving a pre-set programfromthe information processing apparatus and

for tr a@&%ﬁﬁ@&éﬂ&ﬂ{ﬁg{ﬁ&%ﬁp@%@p@gﬁn Frhdthd RufbiiSationipPsBRLih AN

processi ng-apparatus, and an en ptin of encrypting the program

recei vedphyafll MY £ Z0RidiNe ggg{%@%ia&%&ﬁm Fotnstd thk idfiRkAREn aspect ,

the pre I'nvention proviad mat1on processing _ _
- processing apparatus, and encrypting means for encrypting the program received by

 the communication meains. _

_ In another aspect, the present invention provides a .mpthod for ﬁlrnisliing the
information by an information furnishing medium connected over a network to sa pre-
set infonénaﬁol'l processing apparatus, including a. communication _s_tep of receiving a

g pre-set program from the information processing apparatus and for transmitting the
prog,fa_m in an encfyptcd form-to the information processing apparatus, and an
- encrypting step of encrypting the. program received by the communication step.
| In still another ‘aspei;.::t,' the pfe‘sent invention provides a furmishing medium foi
ﬁnmshmga computerereadable _program for executing the processing including a |
| communication step of Vreceiving a pre-set program from the -infdrmati_on p_roce_ssih_g |
 dpparatus énd for transmitting the program m an encrypte& form to the information

~ processing apparatus, and" an encrypting step of enctypting the program received by



apparatus for reciprocal authentication with another information processing
apparatus to execute pre-set processing, including sel ect30darapaes f or

sel ecting the processing for reciprocal authentication being executed from
one or nore reciprocal authentication procedures in-keeping with the
pre-set processing, and reciprocal .authentication neans for executing the
sel ected reciprocal authentication procedures by the selecti.on neans. In
sti'll another aspect, the present i-nvantion provides a nethod for

processing the information by an-information processing apparatus for

reci procghe somhiriidatiohisep. W th anot her -i nfor.nati on processjng apparatus to
-execute pre-set processing,. in which the nmethod includes a selection step

of sel ecting. If ffll MREESp é&tﬁegrersex&uﬂwﬁﬁh préHide TnksiAldien pesieSdngx ecut ed

fromone or nore reciprocal authentication procedures in kéepi ng W th the

oo APBEARN Bleobllal REARLAGH ki BERE o B3 6 e o |ng the

sel ect ed cipro another aspect, resen entlo rovi des a

?‘ﬁéﬁ?éé@ﬁ?‘?ﬁl&%ﬁ K 5&9%&%@@%#%%&%‘%%%3&3 i LS P

conput er + adabl e oqr am.f or ecutl n rocessing inclu
sol bot | ofPE HEsBEred o P%@{ﬂil %Pﬂ E5ic 38T 1 BPSY @R PR ARERRat  on
bei ng ex-ec#ﬂ%ﬁ%trom on r‘B egr ec téo t<'élleprauthent i cation ,proceductes in

keepi ng H0g} Brag P8ES W&E%Me’fﬁ’ﬂ’é%‘i ‘on step
of executi t.he, sel ect ed reC| ocal 0 Ivar ch 20 aut. hentlcgtlon
pr ocedur 84¥thspticationsapansfppexqrubn ﬁ?%cff? ook Sadjeat PUPEfEHEs ent

i nventio ovides a met hod for
‘ gy%e selection means. :

* Instill a_nothef aspect, the present invention provides a method for pro.ceséing‘
the information by an information processing apparatus for reoii;rocaI autheptication -
with aﬁbther infdrmaﬁon proéessﬁlg' appérams to execute pre-set processing,; in which

' the méﬂiod : 'iucludes a. sglection step of selecting the ‘processing fdr reciprocal

authenfication beiﬁg executed from one or miore rccipfocal authentication procedures

m keeping with the pre-set processing, and a recipfocal’ authentication step of

'..e.ﬁcecuﬁng. the ‘s_élebted reciprocal In aﬁothef aspect, the present invention provides a
authentication ﬁrbcédures by the -se‘lecti'onr means. =

' In still another .aspect; the preseﬁt invention provideé a furnishing medium for

. furnishing a computer-readable program for executing the processing i‘ncludiﬁg’ a

selectién step-of selcéﬁng the processing for réciprocal authcnﬁcaﬁon being executed

from one or more reciprocal authenticatioﬁ prbcedurcs in keeping with the pre-set

o :processi_ng, and a reciprocal authentication step of executing the selected reciprocal-



aut henti cation including generating a first random nunber in a first
apparatus, transmitting an ID, the key attribute infornmat3bMashRGObe first
random nunber of the first apparatus fromthe first apparatus to a second
apparatus, generating a second random nunber in the second apparatus,
receiving the 1D, "key attribute information <and the first random nunber of
the first apparatus, transmtted fromthe first apparatus, -by the second
appar atus, conputing the key in t he- skcond apparatus fromthe key
attribute information, generating a third random nunber fromthe key, and

" the firsuthangicaten pepcedwnes by itheerlectionmeans. second apparatus, transnitting
the information on the second and third random . nunbers and the key.” from

the second apgpastallusnother taspedtj rthe prepgudr invention eprovidengat methadk dermt i on on
the second and third random nunbers and the key transmtted fromthe
second  amthricaton rintlnding gateratipanafitss ragdom rambey ivhe fiusy apparamst he

I nformation on the key in the first apparatus, generating a fourth random

nunber faamdiftihgkRlIRRBe kB afthibwt idldemate aad tenBietrandonamsberofithe first
apparatus, transmtting the fourth random nunber fromthe first apparatus

to the sEGPAPPABRARSHIhe F6t dPpartithdtca kbetd fipardtay, dehoratihpa debondl and
fourth random nunber and the kKey-in each of the first and second -

appar at Wbdr i %ggﬁiams%%e i%f‘%S D, R¥ REdiBke Rifovinddsn a et hod
for au?ﬁgﬁé’@gﬁ%ﬁliﬁ% u F)ﬂg nerating a fﬁrest ’ra)ﬁdom nSrrbe‘r in [5:1 first
appar at Ak | donDGhfh [ HYSm %rh%? i bute

i nfor na;@(%ﬁ %?&t?ﬁ%i#l ISt gg%&%ﬁ@%’é@%ﬁﬁ%@t he {lyeéy at Piﬁltt?méé

o A i | h
ot annaetseBpd SPRANOERRRRBNRL T P S o ol BRI IR W KT anber
0 the Seeang. AROALAIMS el Eldd Bk hSadPoblbblohidSkeARRARE S ank ey

‘attribut'e

second random numbers in the second apparatus, transmitting the information on the
second and third random numbers and thekey . from the second apparatus to the first
apparétus,- receiving the information oﬁ.the second and third random numbers and the
key transmitted from the second apparatus in the first apparatus, generating t—h,e_ key
..from the iﬁfbrmatioﬁ on the key in the ﬁrst apparatus, h
'geﬂérating a fourth .random number from the key and the first and second random
numbers in the ﬁrst apparatus, kéﬁs::nitting the fourth random number from the first
-apparatus to the second appatat_us, and ﬁndlng a transientkey from the third and fourth
o rén'dom number and the key in eacﬁ of the first and second apparatus.

In still another aspect, the present invention proﬁées a method for

authenﬁéaﬁoh including gepemﬁng- alr ﬁl;st‘; random mumber in a first apparatus,

ttaﬁsmiﬂ:ing an ID of the- first apparatus, the key attribute information of the first



i nformation of the first apparatus, key attribute information of the second
apparatus and the first random nunber, transmtted from SAdidrch 8006
apparatus, in the second " apparatus, conputing a first key in the second

. apparatus fromthe key attribute informati on of the second apparat us,

conputing. a second key in the second apparatus fromthe key attribute
information of the first apparatus, . generating a third random nunber from
the key and the first and second randém nunbers. in the second apparatus,
transmtting the informati on on the second and third random nunbers and

the key apparatuietiedeqdaibRainfimation ¢fesdobié bpjRpatas ahd the fift eindong t he

-information on the' second and third random nunbers. and the. key

- transm t pathber 80k (he FHRGPPAaRRNG HR é&oh@aﬁﬁa@aﬁlg pShARRRY Abdtdnd gARMAL I Ng a

second key fromthe |nformat|on on the Key in the first apparatus,

gener at BMGP%@W apf)a PleciviRiHe 1D e Aind f)?ﬁ t\{s é}%tﬁ%téecond

random nunbers In t ratus; transmtting random

?Egﬁgreﬁl%gﬁ?é%% %%&%ﬁb%@h%&%bﬁ?ran omﬁﬁﬁ er a%%!s%cond key
in each %ﬁettﬁ? %%tr%tpg@?lg% co?%Pgo @Fﬁ@f}l |1 _anot he asq%%ﬁa t he
present | H,
| heluat nateBimconbRony ol a%?maf@%ea%es* amra%&émxﬂ thr: e or * ne

data 30 ch 2006, down ded. bythe information roce n ppar at us and
data rquf/?%é‘aa‘f‘?}% Ogtg‘f’ﬁ?%'i‘aﬁ??m ofTpRHng *h?‘“t‘iP% '-E 6‘?5393 ar at us,

and- sett| enment ans .for nmaking - settl ement based on the datg co cernl ng
the use ofom e ng attiilyitp infopation of e first apparatus, generating athird ran |

number from the key and the first and second random numbers. in the second
apparatus, tran$mitting the information on thie second arid third random numbers and
thckey roni the second ‘apparaﬁls to the first apparatus, receiving the information on
thé" éecfaﬁd :én‘d. third random nuinbers and the key transmitted from the second
appératus in the first apparatus, generating a second key from the information on the

7' keyin 'the. first apparatus, gen_ératiug a fourth random _nﬁmber from the key and the |

first .a_nd second random numbers in the first apparatus, transmitting the fourth random -
" number from the first apparatus to the second apparatus and finding é transient key
| jﬁbm the third and fourth random nmumber and the second key in each of the first-and

sébond,épﬁar.aﬁm. ' |

71‘1_1 still another aspect, the present invc;ntion provides axi’_ini"ormaﬁon ﬁxrmshmg
apparatus for furhishing pre-set encrypted data and a key encrypting Athc pre-set data,

- including communication means for receiving data concerning the use of the data



I nformati on processing apparatus and on the data required for settlenent.
In still -another aspect, the present invention provides ar3diamhdson

met hod for furnishing to an information furnishing apparatus pre-set
encrypted data and a key encrypting the pre-set data, including a

conmmuni cation step of receiving data concerning the use of the data

downl oaded by the information processing apparatus and data required for
settlement, fromthe information processing apparatus, and a settlenent
step of pmking sett]enent based on the data congerning t use of the data
downl oadwlﬂyad%‘é?ﬁfm'@fm&b@ﬁpﬁ@@é@ﬁgﬂm‘b‘ﬁﬁﬁ‘&gﬁérm omgﬁagl[egt,r equi red
for settlenent. Instill another aspect, the present i nventtj on pr.ovides a

f ur ni shifrgmmshl .dmfofmation proceskingg apparatipu abd -settementemsans Aa9m HakBged to
cause an information furnishing apparatus for furnishing pre-set.encrypted
dat a andsettldmyntchased pini thy d4te @neesiig twt vse o thex datat downloadedibigthenc! udi ng
a comuni cation step of receiving data concerning ‘the use of the data

_ dovvnl'oa%@o@hﬁoﬁ@r&éﬂsﬁng&pbmmsmﬁb@smbm@qakmﬂ:rmtbbmmtta requi red for
settlenment, fromthe informtion processing apparatus, and a settl enent
step of naki g sGRhhdBEERpeSio@RPraenlitteriivhpréfiernininfignidienusahod fire dat a

downl oaded by the information processing apparatus and on the data

Tequi r edpihthRglih R TRRIndal ﬁtﬂ&dislﬁﬂ%hb%ga&% glset Ehlypredsdand ahdwdtyi on
provi des ansi ngor-rrat I on prooce'ssi ng 30 rchRgOOG apparatus including first
execut i J of26QJhRg. BHECHdoREn A G ¥RIL G rebéiQfipad@ataand
second e%c%ﬁ%{ggﬁeggﬁop%ﬁcﬁg I g the proaram toptehe first g:xecut I on

means, - dgsadhii IS HPLAT A AHLARIARMNG GhroBRAEYA bithehiifg Rppaat based

on the TFesu execution o e execut i on freans.
and data required for settlement, from the information processing apparatus, and a

settlement step of making settlement based on the data concerning the use of the data
downloaded by the informatign' 'proée_ssing apparatus and on the data required for
settlement. | | | | -
.Instill another aspect,_‘ the present invention provides a furmishing med_iu_m for

| ﬁ:umshmga compu_tcr-readéble ;ﬁrogram adapted to cause an information furnishing

- appélfatns for furnishing pre-set encrypted data and a key encrypting the pre-set data

to execnte processing including :a 'cOmmﬁﬁicaﬁon step of receiving data concerning
| t’h-é use of the data downloaded by the information, processing apparatus and data
réquired'for settlement, from the .i_n-fdrmation' processing apparatus, and a settlement |
step of making settlemerit_ based 611 thé ciata concerning the use of the data domﬁoadéd -
I'JY the information 'proccssing. épparat‘m and on the data required for setﬁement | | |

- Instill another aspect, the pr_ésént invention provides an information processing



In still another aspect, the present invention provides a nmethod for
processing the information of an information processi ng &ffdargh 2606
including a first execution step of decoding and executing an encrypted
program and-a second execution step, of furnishing the programto the
first execution step, decoding the encrypted program and for executing the
program based on the results of execution of the first execution step. In
still another aspect, the present inv&ntion provides a furnishing nmedi um
for furnishing a conputer-readabl e program executing the processing

I ncl udi ngpparhtus Ihcludingdfirst execaition nedancldaiodiceding whdessecutinggn ancrepiedy pt ed

‘program .and .a second execution step of furnishing the programto the

first exepeogramaflRpondlecRutiofnidafis for iafihitpithepioptianh ethe figsteREcuiyacut i ng
t he program based on the results of execution of the first execution step.

I nstil | neant iReodRPIES ch9pRAGHEHan MU CQBMng he Brogdiinibalce SFPiHON

processi ng apparatus having a seniconductor |C | oaded thereon and adapted

for furn}m@gf&?%@grmém%xgmtﬁgaﬂy the sem conductor IC, in which

t he apparatus 1nc s conmuni cation neans for transmtting the program for

cxectl on by LGP SMAGMHELCh kS AR ER GO A BA B 0000 0
oL ol B0 O 505 A0 i ORGSR, O

d. t he di to th duct .C. till
Bnother. SERSEAECq Rl Pl kg Attt BRERE 3K 14 RoPHGETEHUER SBssi ng

of furnishing the program to the. first execution step, decoding the encrypted program
“and for executing the program based on the results of execution of the first execution
step.
#In still another aspect, the prcscnf invention provides a furnishing medivmn for
7 ﬁ.u‘mshmg a computer-readable program executing thé processinginéiuding a first
execution ;;tcp of decoding and .éxec_uting‘ an encrypted program, and a second
| eXecution -step of furn.is]:iﬁg the program to the first execution step, decoding the .
enclsfptcd- program and for executing the program based on the results of execution of
the first execution step. | | |
" Instill another aspect, the present invention provides an information procesﬁing
aﬁpafatlis havmg a semiconductor iIC loaded. thereon and adapted for ﬁJmis'hing a
program to be executed by the sémicoﬁductor IC, in which the apparatus includes
communication means for transmitting the - program for execution by the

semiconductor IC to an authentication station and for receiving the encrypted program



met hod for an information processing apparatus having a sem conductor |1C

| oaded t hereon and adapted for furnishing a programto be-3&dawhe@06y t he
sem conductor 1C, in which the apparatus includes a comunication step of
transmitting the programfor execution by the sem conductor ICto an
authentication station and for receiving the -encrypted programfromthe
aut hentication station, a recording step of recording the encrypted
program recei ved fromthe authenticatfon station, and a transmtting step
of transmitting the programrecorded on the recordlng means. to:the..

sem condfehPthelatthehticatidd dta!ﬁﬂx?ifdéﬁfd]ﬁ@ﬁﬁﬁﬁs fdrhecopdm g@lﬁ\i ericiyeted pagrgnovi des a

furni shing nmedium for furnishing a conputer-readabl e program adapted for

causi ng Fé&%%ﬁ'ﬁgﬂ%c&tﬂéﬂféggggﬁm .mmﬂm%tme&s%p&mﬂm aratus .

having a seni co ctor t her eon and apted f-or furnishing a

program po, he6XeqHt Qn%c%&%nﬁﬁéﬂx&%iﬂsdtbc 8rseﬁ1§:%dﬂcé€m@h the processing

I ncl udes onmuni ca I'on step o ransm-tting the programfor executlon by

t he sem,clond 0 _an t henticati t he
eher ypt £ prgg’rg‘r‘r‘n‘\”f’%’%"ggﬁ‘%ﬁf e foSpaM R aR Aol
recordin he ?ncry ram receive fromthe aut h ntlczgl 0y atlon
and a ' ? “Sfl r?‘f‘céﬁé‘ﬁ\aﬁ’ ga?%op 8 he
recordi n " mean o, t he conduct or n still t her. as ect €
br esent  ThApEATL A gp bR romETIR b Foeeed R Degemigtans 5%‘5’10
system I pcl mﬁgﬁan [ nformat | on processi ng appagatus havinhg a sem conduct-or

| oadByW: APRATAMUS dnghuded aCEMMUHEIL Siep o tHRSBHERE ROPIOEM &t ed by
the sem. conductor |C, and an aut hentication station, in. vvh| ch t he

i nf or mat e¥AeuHos hydhe semicasduetar I to ar putbenticaiomtation sudforteactving the

transm tting the programfor execution
encrypted program ﬁom the authentication station, a recording step of recording the

-encrypted program received from the authentication station, and a transmlttmg step of
“transmitting the program recorded on the recording means to:the semiconductor IC.
Iﬁ still another aspect, ihe present invention pr'evides a furnishing medi_mn for
ﬁarmsbmg a computer—readable program adapted for causmg execution of a processing
. by an information processing apparatus havinga semlconductor IC loaded thereonand
a_dapi;ed for furnishing a program to be executed by the semiconductor IC, in vwhich the -
processing inclﬁde,s a .communicetfon step of transmitting ﬂie‘.’p:pgran:l_ for executien |
- by the s,e'miconduct(ir IC to'an authentication station and for receiving the encrypted
program from the authentication station, a recording step of recording the encrypted '-
program. rccclved from the authcnucauon station, and a u'ansmmmg step of
transmitting the program recorded on the recording means to the semiconductor IC. -

In still another aspect, the preseﬁt invention provides an information processing



by the sem conductor I1C to the authentication station and for receiving the
encrypted programfromthe authentication station, record0Marce2®Q for
recording the encrypted programreceived fromthe authentication station
and transmtting neans for transmtting the programrecorded on the
recording neans to the sem conductor IC, and in which the authentication
station. includes comunication neans for receiving the program executed
by the semi conductor 1C and-for transpatting the encrypted programto the
i nformation processing apparatus, and encryption means for encrypting the
program sigefl MREhdiYp bl SnfoPANGH PASdeSiingBpPatu hading £s&icoiadtenIC -
;..:...Instill another aspect, the present 1nvention provides. an ,
| nf or At HOHCR' PSS NAIARRHH Yor 1B o5 PROFAAOLL bE' elcbutedaBediht her eon
and'adapted-fogﬁ?urn?%hiH%ﬁg- pr%gran1to beﬁexecuted by the'seE?conductor
IC, in whLch arat ' 2] EAy I oddsk@yl NY
o SefiitondBePRC, BHiR b MRl fp i AN P S Rlonk RS

conmands _ ueue cont al ned- he
sem condugtor .| C cording nmeans_for recordi ' ,.ch the
comrand quRaaokiohgnt S FERRE ek it R plbhdl Al adbaith e {15
the programrecordedq on {he recordi ng means.to t sem conduct or IC. In
L1 P oot SGBieninctbr e B B SR Rbui Srio pt Gt IR hdipted
processi ng 30 rch, 2006 11 .nmethod for-an information processin ppar at us
having a’ SR ARAG Ahesticgsian SAUORP RG] Caifsat’ffig% 15iE BRFRre g a
programto be executed by the sem conductor I1C .in which the nethod

i ncl udes PEograny reegyved fiqma pther aythentication nsfatiomagiq rapsmitting Mean Rleue

contained in the program executed by the senm conductor 1C, a _
. - transmitting the program recorded on the recording means to the semiconductor IC;

and in which the authentication station includes communication means for receiving
the program executed by the SGmiéonductef IC and for transmitting -the egcr’ypted
| program to tﬁe iﬁformation processing aiiparatus, and encryption means for encrypting
t]:ié'pmgjram, r’c(v:,eivéd.'by the communication means, in a pre-éet'system‘ . |
& o Jnstill another é,spAect, the ﬁre'sent invention provides an information précess'ing
apparatus having a semiconductor IC loaded thereon and adapted for ﬁnmshmg a
proé:am to be executed by the se:_miconductor IC, in which the apparatus includes re-
arfaying means ‘for re-arraying ‘cémnian(:is of a command queue contained in the
| program executed by tlie semiconductor IC, recording means for recording the
'ﬁrogM-in whlch the command qﬁéﬁe has been re-arrayed, and transmission means
for fransmitting -t'he.program rec_‘,()rded-bﬁ t_he feoérding means tb the semiconduqtor
1C.

" Instill another aspect, the present invention provides an information processing



recordi ng step of recording the programin which the conmand queue has been

re- arrayed, and a transnission step of transmitting the p3®ikeain2086or ded

on the recording neans to the sem conductor IC. In still another aspect,

the present invention provides a furnishing nmediumfor furnishing a

conput er - r eadabl e program adapted for causing execution of a processing by

an i nformation -processing apparatus having a sem conductor |C | oaded

t hereon and adapted for furnishing albrogramto be executed by the

sem conductor I'C, in which the processing includes a re-=arraying, step of

Cre- arrayimghodmmmfmwmwat%hﬂwglédgmwmﬁéf&é% o

executed by the sem conductor IC, a recording step of recording the

pr ogr am i theitbh ahd adptedfordingishingeaysropeam toderexeated byuthedemigesdactor IC, -

transm ssion step of transmitting the programrecorded on the recording

means to jhghichefieCRBtd BElUdes al Ro-atdying sppt dlrreaspgity cotnmapde sfnat

I nvention provides an information processing apparatus having a

sem condyginfihal £ qbogd 88nfaRiceRMIR SroBElAR eREcritad blyUhBi sehiiichdactr Gt am to be

executed by the gem conductor 1C, in which the apparatus i-ncludes re- -

arrayi ng apans - yi i hped in the
ying :’JE@:’&@%&%@ Bf @Eéﬁﬁgg%ﬁgaggg WhicR 8OO0 RMENd 4a4 R ERTeR

program execu he sem for I'C, encrypting neans for encrypting

the - 30 _ geu 0 R0 bRleQ o iR bo@iny 0gr am
whi ch has&@é&ﬁ’%ﬁ%%%ﬁz’%ﬁgsg‘%{oﬁ%%f%é] t e onﬁraa%g{eaueue has been
re-arrayed; aqﬁégransm sai qn g?ans for transmtting the programrecorded. on
t he recor"ﬂ?‘fﬂf SO N conduct or 1C. " In still anot her aspect, the

Present inventy ony B iles S5pell the rdb IR e heiBh BESAS Weurnishing medium for

furnishing a computer-readable program adapted for causing executionofa processing

by an information prdcessing apparatus having a semicbndugtor IC l_oadéd t_hereon_and
adapted for furnishing a pfo gram to be executed by the semiconductor IC, in which thé
prdccssiﬁg.includeé a re-_a:rajriﬁg stei; of re-arraying commands ofa commapd queue
'conta,inéd 4n ‘the progﬁm exécqted by the semiconductor IC, a recording step of
recording the _prog_ram__in ﬁvhich the command. queue has been re-arrayed, _and a
-ﬁanémissidn step of transmitting the program recorded on the rcpording means to the.
semiconductor IC. | |

. Instill another‘aspejct,_- the present invention provides an information processing
apparatus havmg a semiconductor IC ioaded theredn_ and adapted for furnishing a
program to be executed by the semiconductor IC, in which the apparattls includes re-
‘arraying means for re;-arrayiﬁg commands of a command queue contained in the

~ program executed by the semiconductor IC, encrypting means for encrypting the



i ncl udes Pl

met hod for an information processi ng apparatus having a sem conductor |1C

| oaded thereon and adapted for furnishing a programto be3&Msarait 280y t he
sem conductor IC, in which the nmethod includes a re-arraying step of
re-arrayi ng commands of a comand queue contained in the program execut ed
by the sem conductor- I1C, an encrypting step of encrypting the program a
recordi ng step of recording the program which has been encrypted and in
whi ch the command queue has been re-gprayed and. a transm ssion step of -
transmtting the programrecorded on the recording neans to the

sem condgﬁ%ﬁn& féco* h* cahs PRIELREIBIRE ProgrifSyIER BRfbednBRBFed andoVvi des a -

f ur ni shi urni shing a corrputer-readabl e program adapted for

t
ﬁiﬁfhggaﬁﬁi‘%‘ﬁ%‘én 1o iR AR B, e e S e 2
el udos AP EiE B et i rA TP Sk e bl o MRy el talRuBlAaCES, 00

onmran a commana queue

~-cont ai ne_d, in am exequt ed b t he.sem ¢ duc pting

" step of - encriﬂﬁqlﬁdl ﬁ?ﬁﬂm n’é‘cYS’t“i’f?’}HOg{ P??%agro&%g &tg%%pr ogram
whi ch- has bge ency ypt ed and i.n which the corrmand as. he
re- array&?ﬂa?fﬂ mpﬁoc%ﬁ%% agparafus aying 3 ﬁﬂ&%@g‘b‘? *‘:gﬁ‘?a;h@éorded on
the recording nmeans to the 30 March 2006 éS semc otor il
anot her Hgseen and adapddeetirnishing A Pregiampe ?aé%cuae EB‘?‘B‘?SP@‘F"W soaded
an an information processi ng apparatus and adapted for executing yariabl e
pr ocessi Hy whiel dae oretherinoladest 8 seampging tep ©dt FeATBYBELoMmmAnds ph2at us, |

whi ch t he
command queue contained in thé program executed by the semmonductor IC, an

' »egcljrpﬁng step of encrypting the'program, a _recording step of recording the program.
which has been cncqrptéd and in which the command queue has b'ecn-re-arrayéd and. -
a &a%ismissidn step of transmitting the prbgran;.rccorded_ on the recording means to the
' semxconductor IC. |
" In still another aspect, the present invention prowdes a fuxmshmg medium for-
' ﬁlrmshmg a computer-readable program adapted for causing execution of aprocessing
by an information processing apparatus hiaving a semiconductor IC loaded thereonand .
‘adap'tcd for ﬁmehmg apro graxn to'be execﬁted by the semiconductor IC, in which the_
| .processmg includes a re-arraymg step of re-arra;ang commands of a command queue
'contamed in the program executed by the sclmconductor IC, an encryptmg step of l‘
| en'ctypting the program, arecording step of recording the program which has been
' éilcrypted and in which the command queue has been re-arrayed and a transmission

step of transmitting fl_le program recorded on the recording .means to - the



sem conductor | C includes reception neans for receiving an encrypted first

program transnmtted fromthe informati on processing appar3Msarch@@66di ng

means for decoding the first programreceived by the reception neans,

hol di ng nmeans for holding a second program adapted for processing the

first program decoded by the decodi ng neans, executing nmeans for executing

the first program processed based on the second programheld by the

hol di ng neans, transmtting nmeans fod3transmtting the results of

executian by the execution neans -to the information,. processing apparatus,

and ti meemficeidub@r¥€ans for performng the tinme-keeping- operation and for

correcting . the current tine based on the tinme information-fromthe

i nformation py@ARSRIRG &Béﬁ&smh%m&hﬁbhpﬁﬁﬁ&ﬁ%&m@&ﬂ@@hﬂn&ﬁékmﬂa$ent

i nvention provides a nethod for processing the information of a

sem conduchGhtdriatigh BR5eSin@ Aol ek HRE haubPd RE SR&tARAMBIS pHTesing adapt ed

for executing variable proc 1 ng operations based on commands fromthe

i nfor maty (o] ' rat.u ' ' e el ception
HaBL SR R Bl Sycolptth bAoA e VAR (16

step of - ncryp am tted fromthe
~i.nformation processjnNg .apparatus a _decodin f ' L rst
program SFE’&%‘?%?E‘&‘%?@%%‘“&%C g“ﬁ-‘f’Pﬁ-ﬂ‘? D ?Orégﬁ%ﬁgﬁé eg?r&%?eg ﬁ}%aglgﬁ ng a second
program adapted, for processi the fi.rst rogram [ decodi ng
st ep, aﬁr"é‘f-?éﬁ?q &S“%‘E‘S Tmﬁﬁ‘g%ﬂchﬁﬁs”?g@pm%@g’ %60 cﬁ?ﬁé %%%%g% #E&hggog ram
processe ased on the second progr.am hel d, by.the hol di te a
transni tth¢ t?f%a’é‘fre?‘?lﬁ?fg ate HEW%I@%%%E%@%&%%XQCUHon
step to the information proc¢essing apparatus and time-k i ng step of
per f or mifkgerapt adanted Tarpiscassigptheatirsh prograny *iﬁwg?ﬂ g%&‘f‘?nﬁ‘@cﬁ‘gg E%PP% nt time
based on the tine information '

: executing means for executing the first program processed based on the second

program held by the holding means, transmitting means for transmitting fhe results of
execution by the execution means to the iﬁformaﬁonpro_cessing apparatﬁs, and _ﬁme-
keeping means for performing the time-.keepiﬁg operation and for correcting the

" currenttime based on the time information from the information processing apparatus.
| -In still anbyher'aspédg the present invention provides a m;athod for processing
the iﬁfo'rmaﬁqn of a semiconductor IC loaded on an information processing apparatus
and édapted for échﬁﬁng vari_ablé Iiroccssihg_-opcraﬁons based on commands from the
informaﬁﬁn processing apparatus, in which the method includes a reception step of

- rebeiving- an éncr}'rptéd: first 'p‘rograni ufansm-itted.ﬁrom_ the information processing
apparatus, a decodihg, step of decod_ing the first program received by the r-ecéption
‘st-ep,.a holc_ling step of holding a se_cond program adapted for prdoessing the first

- prograni- decoded by _thé_ 'decoding- step, an executing step of executing the first



fromthe informati on processing apparatus. In still another aspect, the
present invention provides a furnishing nmediumfor. furni38iMargh 2006
conput er -r eadabl e program for causi ng execution of a processing by a

- sem conductor- |1 C | oaded on an information processing apparatus and adapt ed

for executing variable processing based on commands from the information

processing apparatus, in which the processing i ncl udes a reception step of
receiving an encrypted firstprogramtignsnitted fromthe information
processi ng apparatus, a decoding step of decoding the first program

recei ved ppypiahf pfResRid Biksedl 67 tha d¥ebAd Ho hefd . pg! dﬂenﬂoldn%eh&ﬁd aprogram
-adapted for proceSSI ng the first program decoded by the decoding step, an

execut | ng‘ﬁ%&'@“’ﬁ%ﬁ%hm i @@gﬂéf&ﬂ@&@a{eema{wﬁ&%&m&epmﬂﬁe second

program he transmtting step of transmtting the

resul ts gfe CUL4 )cessi ng
ppar o U SREAGH bl %‘aﬁﬁngﬁ%t%%l Efai ol St‘aﬂ%ﬁﬁﬁ B8 e ~
operatlon for th rrent tine ba n e
over 4| O3 Bt AU SRR g e ot pekd IR o .,

. aspect, fﬁ]‘{q’%"e’w}’i Ir}’?ﬂ%{ﬁ?&ﬁ%&%?ﬁ% an informati | on processing apparatus
for outp ALy oaded ‘seni conductor |C for ' _
execution-there i n. whi ch t ppar at us_.i ncl udgs t m ss ans- for
transnitting b et isgoatsthe e%%wﬁ%%rlmo 5 SRS el Tc: o
IC, first, reception nmeans for, receivin output data which is the result of
processi ﬁgnmhl%écsm@gteaﬁ%@a ﬁ@r%ﬁqncfgﬁgmexqc@mng B PROPGSELE |aon means

- for receiving data and the time jinfornation from another ' appara

~ storage ﬁﬁml@ndwtosﬁGrlpn@ecbamanenwmﬁémgm%é% pelaife %s _énd

exeouting variable processing based on commands from the information processing
apparatus, in which the processingincludes areception step ‘(‘)f recciviné an cncrypteﬂ
ﬁrstprogram transmitted from the infofmation processing épparatus, a dccoding step
of 'deco_ding the first program received by the reception étep, a holding step of hql&ing
a'sevond program -adapted for processing the first program decoded by the decoding
_Sfep,'an eﬁecuﬁng step of executing the first program pfocessed based on the second
' .p_ro;-g_ram' held by the holding step, a transmitting step of transmitting the results of
execution by tﬁe execution step io ‘the information processing apparatus and - a
3 _‘tune—kcepmg step of performing the tlmc-keepmg operatlon and for correcung the
current time based on the time information fromn the mformauon proccssmg apparatus.
Instill another aspect, the present invention provides an information processing
apparatus for outputting variable _comxﬁands to a loaded semiconductor IC for

execution thereby, in which the apparatus includes transmission means for transmitting:



correction nmeans for correcting the tinme informati on of the sem conductor
| C based on the tine information received by the second regeMarcn20@ans. | n
still another aspect, the present invention provides an information
processing nethod for an information processi ng apparatus adapted for
outputting variable conmands to a | oaded sem conductor | C for execution
thereby, in which the nmethod includes a transm ssion step of transmtting
an encrypted programto the sem condgictor IC, a first reception step of
receiving output data whiech is the result: of processing of the program by
the semagonrpeited prégrad toSthe RBRidoRAaRLT 00, HistPecebtioe atiaus By Weeimingnd t he
time information .-from another apparatus,. a storage step of storing data
receive t 168 ' - : HReemicmdottoeIT) ecti ng
recel ) ng)%?t&?aﬁﬁmqg SRt b%&oéés@iﬂgt%gﬁmlapé%gx;ah??se . /

ormation of the sem conductor on the tine information-
peC:trei@%ﬂ&%ﬁﬁgﬁwfﬁﬁ“gﬁn@%%@%fﬁﬁ”ﬁ*’z?mﬁ?‘%t;i %&SZF?
oL g0, ISR 200 I TSR BaRiao, e Somconctr
processing of the program by the seni conductor, |C, .a. second reception step

of recei vi ng Instillanether aspeet, the DreseBRRENLIOR FFPHdesANIREEmAtAN BROGEFRINE o

storage step of storing data received by the ecg({](% recegt-i on step. and a
- method for an information processing apparatus adapted for oufputting variable ,

commandf.s to a loaded semiconductor IC for éxecution, thereby, in which the method
includes a transmission step of transmitting an encrypted program to the
semiconductor IC, a first reception step ofxeceiving-.putput data which s the ;esult;.df
processing of the prograﬁ by the semiconductor IC,_ra. second reception_ step of |
receiving ‘data and-the time information-from-another apparatus,.a storage step of
. storing dat:;t réceivéd by the second reécption_step anda correction step of correcting
_ tﬁe.ﬁ—l;le information of the semiconductor IC based on the time information received
by the second'réceptfén step. | 7 |
L In still another aspect, the present invention provides a furnishing medium for
o ﬁlrmghmg a .'computer—readablc pfogram for causing an infénﬁation processing |
apparatus to execute a processing, the infonnation processing appératqs beingadapted
to output variable commands to a 'sem_icoiiductor IC loaded thereon for éXecution

" thereby, in which the processing includes a transmission step of transmitting an



correction step of correcting the tinme information of the sem conductor IC
based on the tine information received by the second rece&otManchs206f. | n
still another aspect, the present invention provides an information
processing apparatus for outputting variable commands to a | oaded

sem conductor I C for . execution thereby, in which the apparatus includes
storage-neans for storing the programand data required for executing the
program control neans for controlring6 storage or readout of the program
and the data for the storage neans, first encryption npans for encrypting

t he progrgﬁ:@ L rstakey. suppl i kr _ ' 1CE OL -.and second

encryption %@Pﬁg{@%ﬁ’c@g §¥%caﬁﬁﬁ%t8g£¢’§0%# %%gﬁg@csg%%%&gﬁl ,§in“| from

t he sem conduct.gr .1 C. I nstill anot.her pect, the present inventij-on -

b ovi dos SHE T et ot pudeRting ndRbarossdy B rerntandiel oo assi ng

appar at us_adapted for out %Etti ng. vari abl commands to.a sem conductor |C

~ loaded t HSCEBM TPHPHORER (08 Fopsteingndataandyiiecime HRlrRHER oy %‘H-‘gg fTa
storage step of storing the programand data required for executing the
program 3PRAEHYS. §|sterespsiep of stering| datmrpesived by sheosecpad mpgption stepand dogr am

and the data for the storage step, a first encryption step o{) encrypting

.t he pr ogrepsrsstipn stepfaficotrectiag thoupme infdrmhation eftthe semicondi amd a

second encryption step of encrypting -30-Mrch-2006 17 the data with a
second kefe sumpinfehationmeedieedniieaedent weeption step.sti | | anot her aspect, the
present invention provides a furnishing nediumfor furnishing a
conput er - r eaddhkll puatheranped ahe presémrinemtion prpvidesan informatiorsprocessagsi ng by
an information processing apparatus for outputting variable comrands to a
| oaded  apparatus for outputting variable commands to a loaded semiconductor IC for
execution thereby, in which the apparatus includes storage means for storing the
‘program and data required for executing the program, control means for controlling
storage-or readout of the program and the data for t;_he storage means, first encryption -
means-for eﬁéxypting the program with a first key supplied from the semiconductor IC
and'sécond encryption means for encrypting the data with a second key supplied from
i:he semiconductor IC..
- Instillanother aspect, the present invention prbvides an information processing .
method for an information processing apparatus adapted for outputting variable
: commands to a semiconductor IC loaded thereon for execution thereby, in -which the
‘method includes a std:age step of stofi‘ng the program and data required for executing
- the program, a control step‘ of controlling storage or readout of the program and the
data for the storage step, a first encryption step of encrypting the program with a first

key supplied from the sémiconductof IC and a second encryption step of encrypting |



sem conductor | C for execution thereby, in which the processing includes a
storage step of storing the program and data required for-380ddanchi2096t he
program a control step of controlling storage or readout of the program
and the data for the storage step, a first encryption step of encrypting
the programwith a first key supplied fromthe sem conductor I1Cand a -
second encryption step of encrypting the data wwth a second key supplied
fromthe sem conductor IC. In still gnother aspect, the present ‘i nvention
provi des a-sem conductor | C adapted for being | oaded on a pre-set

| oF Tt AP RR5 356D ARRAE DS o HeSERlidHRotof 1@ 00r.am suppl | ed. f r om

t he information processin aratus an ata necessary for executing the

program and jf QrueXsadl %%%&g?@? ﬁ%g%%eﬂhﬁn\ﬁm\ﬁ&estmmﬂ %ggﬁgg%}é% | C

I ncl udes storage mnmeans rst Key proper to nduct or

O et B R Y
For doc OB Hum NG RS APReBAIS o RO AR Ao B AEERIRe b PR 1 or

decoding the data with the second key., In still another aspect, the present
i nvent i offTNeeRguster Infar erecution therehy daadich the precersEBFludehcessi ng t he
i nformat.i on of a sem conductor |C adapted for being 30 March 2006 -18
| oaded . ohsteragestenef staring thn prosram oad datargquipphion executing the pEagraing a
program supplied fromthe information processing apparatus and data
. necessargortl stseobicongolling sterage onmpadont of the psogramiang theelags fyrthen | in
whi.ch the nethod includes a storage step of storing a first key proper to
t he senistorgestepra fisSt encrikptiorystepoficiongpting the pfogram with a first key supplied
from the semiconductor I_C.and a second endryption step of encrypting the data with
-a’seqbnd key supplied from the semiconductor IC.
In still another aspect, the present invention provideé a-semiconductor IC
adapted for being loadedona pre-set information processing apparatus, for réceiVing |
a‘program supplied from the information processing apparatus and data necessary for
~executing the program, and for executing the program, in v}_hich the scmicqnductor Ic
includes storage means for storing a first key proper to the semiconductor IC; key
~ generating means for generating asécond key from the first key stored by the storage
- means and from the attn'bﬁtes of the program supplied from the informaﬁdp
prOcessiilg épparaﬁxs, first decoding means for decoding the program with a third key
and second decoding means for decoding the data with the second key.

In still another aspect, the present _invéuﬁon provides an information processing

- method for processing the information of a “semiconductor IC adapted for being



generating a second key fromthe first key stored by the storage step and
fromthe attributes of the program supplied fromthe inf@8PMarchoA006
processi ng apparatus, a first decoding step of decoding the programwth a
third key, and a second decoding step of decoding the data with the second

" key. In still another aspect, the present invention provides a furnishing

medi um for furnishing a conputer-readabl e program adapted for causing
execution of a processing by a seni co®uctor | C adapted for being | oaded on
a pre-set information processing apparatus, for receiving a program ,
suppl i edidadodon hprd-sétdufonhativh gproogeigiappaanpaforteieidnga prigeameagdiedr y for -
executing the program and for executing the program in which the .
processi fighoh Ak WERREMALSH PERESsiAf WPppRats Hhd WdtaPnddekSdry KBY eREQRRE the .t he
sem conductor 1 C, a key generating step for generating a second key from

the firsprogdan, ﬁﬁ&@x&)ﬁtﬁﬁ%@%@%ﬁﬁ, it WARCIRA hiBBY iftGudidsty dﬂﬁgbf@ I§trc I the

program supplied fromthe ~inf ti‘'on processi ng apparatus,

docod ng e Enil < HEERRINE &8 AR dIC 4 Rt BinfiRing RECRR,

P PURHBARR DoV EID B BRSO VIO g BRPROR BT L

oaded BHEPE oL BRSORE RS R %, RRSERrR Bo BPREEoR R us, Tor
B Y L T
Stori ng PRESHUE R e VIGES FEGEIRER [ or execut i ng the program -
|  Instll énother aspect, the present inverition provides a furmshmg medium for '
furnishing a cbmputep-réadable program adapted for causiﬁg_éxecuﬁon of aproces sing
bya sémicoﬁdqctpr I'C'adapted- for bcing loaded on a prc~sét information processing
apparaus, for reéciﬁng aprogram supplied from the ihformaﬁ;nproccssing. a'pparatus -.
-‘aﬁdldat&necessary for executing the pfogtam,_ and for executing the program, in‘which |
| the prbceésing_ mcludes é storage step of storing é .ﬁrst key propér to the
sqmio_onducto‘r iC, a key generating step for generating a second key from the first
key stored by thé storage step and from the éttn'butes éf the program supplied fromthe
information prOceSsiﬂé appafa_tus, a first décodjng step of decoding thc.program with
a third key anda second decoding step of decoding the data with the second key.
Inyet another aspect, the present invsniion provides an information processing
system .iﬁcluding an infonnf;.tion propessing apparatus for supplying a progfam

executed by the semiconductor IC and a semiconductor IC adapted for being loaded



‘encr ypt etbrdge méansy s ederyption mheansHoR encrypting ke program (widh a

control neans for controlling storage or readout of the program and the
data for the storage neans, first encryption neans for eng®War¢mg00dhe
programwith a first key supplied fromthe sem conductor IC, second
encryption nmeans .for encrypting the data wth a second key supplied from
the sem.conductor | C and first communication neans for transmtting the
encrypted program and data necessary for execution of the . programto the
sem conduct or IC and for receiving t first and second keys fromthe

- semi conduct or i n which the seni conductor |C includes second.

f 3%—2@@%&4&3 %"E@?swﬂ%mnén%&%ﬁ#%%ﬁé Rttt Sﬂé@ﬁ’ﬁ%@‘g‘sﬁﬁf‘%‘f‘uiciﬁiaw

for. sm ting the first and secon S to cessi ng
hppar at (06 MpppAn Riosssing ataryhs Aad dadere sn i ehRuBhEihg fbdbS

sem conductor | C, .key generatjn s. for enerat| ng a se fromthe
third k@?@?’&ﬁ’@&“ﬁ‘% é)f%gfé?la’é’é"’glhgga%" %’?&?RPSEP&@S 'Bf’ﬁﬁﬁ% program
supplied .fromthe information processing appara k‘l first decodi ng neans o
for decsthrage meass foroteung thequpgam ﬂh@f%@éﬂiﬂ% ¢ BF s with a
first key and second _decodi ng neans for decodi ng the data rece| d by the
second controhinsans tor contmolling storagh or seadowt of die proganpand riiﬁ?on gi ves

rise to the following neritorious effects: .30 March 2006 20 é 1) The

keg al so
encrypted and recorded on the HDD 21, so that, if the contents recorded on

- t he HDDsupjlied froacthe eenidohdsetorkT) metoﬁberﬁegﬂﬂmine@ﬂ dorremarypting thedaipes

possible to prevent duplications frombeing distributed in |arge
quant i t ivgigh a second key supplied from the semiconductor IC and first communication means

for transmitting the encrypted program: and data necessary for ;ciecution of thgl
~program to the semiconductor IC and for receiving the first and second keys from the
.selmconductor IC, in'which the semiconductor IC includes-second communication
means for receiving the- encrypted program. and. data necessary for. cxecutmg the
' ,prdgmmform the information proces's‘ingﬁapparatus, and .fpr.. transmitting the first and
éeco_nd keys to the information processing apparétus, storage means pre-storing a third
. key proper to the seﬁiconductor IC, key geﬁeréﬁng n.lear_.ls' for géneratipg a second key | '
from the third key stcred mn the sto;'age means -and from the attribute of the prograin
supphcd from the mformatlon processmg apparatus, first decodmg means for decoding
the prograi recewed by the second communication means with a ﬁrst key and second
decoding means for decoding the data cheivcd by the second commumcanon means
with the second key.

- The present invention gives rise to the following meritorious effects:



(2) If a pre-set air is copied once, the air and the recordi ng date and
tinme are registered on the air database, in order to prevéfiMarte289& from
bei ng copied for a pre-set tine, such as 48 hours in the above instance, so
that it becomes possible to limt the nunmber .of tinmes of copying and
hence to prevent duplications frombeing distributed in large quantities:
Mor eover, since the hash values of the data are conputed and saved each

time the database is updat ed, i sa@asi er to-prevent database

nodi fication. (3) If the contents are delivered to an external equi pnent,
t he".cont@)tihedh hﬂﬁed"@a%redo?de@éﬁﬂf@fmﬁlﬁ , ard heCRTY on kédSis@ldogi nal

di gi tal data I'S in the HDD 21, so that the duplications thereof

‘can be pt b&@ﬂd%c%?&&ted @nﬁbrzlbgmﬁ%ff %gﬂéﬁgl’xg%ﬂdta%ﬁthe}({ﬂb Si nce -

the air datdbase 1s prow ntire hash val ues are

- checked ) ' t he

cont ent sfgﬁﬁt %@@%&es}l a%#ggﬁ%ggéogl ﬁ'pmt#)rﬁglé ft%gl;(?%?sgf)?%gﬂ?rg(}l/gfwe t and the
backed-u the 21 di ectly after the novenent. (5)
si nce ré@ﬂﬂF@@ Pﬁp Eﬂ perforned when dellverlng
assi bl 49 #%&a%a”%@é‘@%’ é‘F]ﬁb‘”tf’tcﬂ)‘é‘tt @mﬁ”t et il Aoegstered
possi bl ui pnent .
St R T G- AN s SR A WA S
per sonal conputer 1 whether or not the software of_ the, personal conput er
1 is autsmehes 48 hoprsiia thaphoye pistancs, %@@%PGW@@WW@WHHP% i3

deI ivered.to the unaut hori zed sof tware.
- of times of copying and hence to prevent duplications from being distributed in large

quantitiés; '
Moreover since the hash values of the data are computed and saved each time
the dambase is updated, it is easier to prevcnt database modlﬁcatlon
3) -Iﬁtlte contents are delivered to an external equipment, the contents on the HDD 21
 isverased. Thus, the contents, as original digital data, isnot left in the HDD 21, so that
rth.e duplictitions thereof can be prolﬁbited from being djétibuted in large quantities.
4) Smce the air database is provided in the HDD 21, and the entire hash vatlues are
~ checked each titne,, the source data can -bt_e re]iably.eraseti even if the contents of the
i HDD 21 are backed up directly before the movement and the backed-up data is listed |
pti the HDD 21 directly after the movement.
(5) -sint:e reciprocal authentication procé's’ sing is performed when‘tje]ivexing'daté from
o  the personal computer 1 to the external e‘qﬁipment, it is possible to ptevent data from

o bemg delivered to an unauthorized equipment.-



~result, it becomes difficult to m)dl

(7) Since the ISRCis used for verifying the identity of the nusic airs
and, if the ISRC is not acquired, the TOC is used, the nug?dMaxih2Een be
verified as to identity even if the I SRC cannot be acquired. (8) Since a
pre-set portion of the software function in the personal conputer 1 is
executed byt headapt er , provided e xt ernal |l yoft he
personal conputer 1, it cannot be known which processing is being
executed, if only the software of thg?personal conputer is analyzed. As a
y the software to achieve the.

I nt ended(ee‘)Lg}ﬁ, e iPfk cﬂ%@k&?ﬁ? 5"601 ogal t%%cﬁﬁ&%%fe@sélé%ﬁﬂﬁf Ma%@déﬁveﬂhu‘c fled

by a safe“authentication ser 1to 4-3, is

di f d
wth a k%é' bk skl %qv%ﬂﬁgﬁﬁé iR ool @5@%‘4#2%@5%?5@?@8%3‘223%3
th ted by the t Kk t 26,
execut | o Bie RSO SRERER mdw?l AT R T T

rendered, di s but&l\bl by a nedi uch as CD-ROM may be prohibited from
occurrin msilef; g%?EWP |§ at the tine of downl oadi ng t he key
used for_encryptin t he contents such as r_ru5|c dat a, e conte of
vol uni nolA M@“ﬂ‘%ﬁ% foragrifingtheidentifyof ﬂgﬂmﬁﬂgﬁgs &éféf%%ggﬁg

downl oaded pronptly. In the context of the.present speviflcatlon t he
syst em risaetaeaviteds the T QE prused the musiainparshe ya egtity evea itthgedi um

for furm shing the conputer program perform ng the above-

ISRC cannot be acquired.

(8)-Si1'1'ce a pre-set porl_:ion of the éoﬁme 'fun&ion inthé personal computer 1is

" . executed by the adapter, provided extema.llf of the personat computer 1, it cannot bcv .
known which processing is being executed, if only the software of the personal
| ‘computer is-. analyzed. As a result, it bécomes--difﬁcult-to. modify the software to

achieve the. int_endéd function. | |
- ‘Moreover, since the software is encrypted or shuffled by a safe authentication
station r by the EMD écrvers 4-1 to 4-3, it is more difficult to modify the software. |
(9) Since the ?fogram is encrypted with a key associated with the program, and data
. necessary for e)ﬁecuﬁng the progrﬁﬁl is encrypted by the inherentkey generated by the-
| aﬂapter 26, execution of thc_:- program by another édc;apter‘ 26 as only the program is
rendered disu"ibutablé by a medium such as CD-ROM may be prohibited from
oceurring. . 7 _

(10) Since settlement is made at the time df downloading the key uséd for eﬁcrypﬁng

the contents such as music data, the contents of voluminous data volume, such as



|

descri bed processing, comunication nedi uns, such as network or satellite,
may be used in addition to recording nediuns, such as a n&fmarcie 2606c, a
CD-ROM or a solid- state nenory. In the information furnishing method and
apparatus and a program furni shing nediumof the present invention,

descri bed above, since a pre-set program.is received formthe infornmation
processi ng apparatus, whilst the encrypted. programis transmtted to the

i nformati on processi ng apparatus, an he received programis encrypted,
it is possible to prevent the stored data frombeing illicitly read out for

anal ysi s Al sq. 1.0 he | | ur ni shing nmet hod and apparatus and a
Pl e R Ao pted b b

program furni shi . ent invention, the reciprocal )
t henticati | to b ted i | ect .
eci procal aulHOREPRER] Db pPasat R o, (R P S il v B SRl ©

aut henti catj on cessi n, rocedure thus selected is executed, it-is
possi bl enf%ied'ﬂ’e‘géﬂp_miﬁ@“g? red data frombeing illicitly read out for

analysis. In-the infornmation,furnishing nethod and appar.at d a program-
PEITATIRG the, >

furni shi ng medsdhinedivg dop fagishing fecenmpyper EAgEAE, W of data
downl-oaded .by. the 30 March 2006 23 infornation processing apparatus and
dat a r eqdeswibefigroenssmigepammunicatipr gidivgas, fseegfhas @WW&'@RW%&MPOW% Bcessi ng
apparatus, whilst a key is transnmitted to .the .information processjng

appar at ugsedancdditionderedasdingmedinms guclbesmagneticidiscdatCR-ROM er #59lig-t he use
of the data received fromthe information processing apparatus and on the

data state memory. '

Inthe info@ﬁc’.nﬁ;mighing method 'and apparatué and a program furmshmg
mediﬁ'm of the present invention, described above, since a pre-set prograni is received
form the infbrméﬁc_m processing apparatus, whilst the encrypted- program is

transmitted to the information procéséing apparatus, and the received program is
encryptéd, it is- po’é,s-ible to prevent the stofed data from being illicitly read out for

andlysis. | B -
- Aléo, in the information furnishing method and apparatus and a program
: fumlshmg medium of the present 'jnventién-, the reciproéal authentication processing
to be-excc'uted is ,'s'électéd from one 6r more reciprocal autbentication 'processing
- procédures, and the reciprocal authentication processing procedure thus selected is
e}xecutéd, it 1s ﬁdssibié to prevent the stored dﬁté-ﬁom being illicitly read out for

7 analys"is. | _ |

In the infotmation furnishing method and apparatus and a program furnishing

medium of the present_ih_vention, data coﬁccrning the use of data downloaded by the



required for settlenment, it becomes possible to prevent stored data from
being illicitly read out for analysis. In the infornmation30WMarceB00fy net hod
and apparatus and a program furni shing nediumof the present invention,

the encrypted programis decoded and executed, the programis furni shed
the encrypted programis decoded, and the programis executed based on the
results of the execution, it becorres ossible to prevent the stored data
frombeing read out ill icitIy for anafysis. I'n the information furnishing

hod d h of th
vent i ofbtoRRESIR bigpeshe A0oREON By dabraded St crd BSeREIIRR, | oo 1o

‘the authentjgation statiaqn, the encr programi.s fraomthe
aut hent i- Afign PERLesHAR APRE RN W é’gftégk W@%ﬁ/@ﬂ W&’E‘i‘i’l

aut hentication station is recorded and transmtted to the se conduct or
IC, it bBESEIngEDAIaiNG aﬂdttmwmethng%b@sdaaﬂwd%ﬁ?%r%g GUSE; t |y
read out. for analysis. In the information processing systemaccording to

t he presefithd daemeceived fiom dhe hefopmatjeamrosessingcappsyatuh end om thendatet or |1 C
is transmtted to the authentication station, the encrypted programls
recei vedrdquined tftesestlenieswtit batones peksibledo pnamlt gtiwed datec fromdebing Bheitn

encrypted in accordance with.a pre-set system it is possible to 30 I\/arch
2006 24 reudeousdibr Aadysid.ored data frombeing illicitly read out for
analysis. In the information furnishing nethod and apparatus and a program

f ur ni shing. e hiSrmiatien Buestiig ineddtand Appdrhes asdaprogeanefenishitigai ned
“the program executed by the sem conductor ICis re-arrayed, the program
h avin g i hiedifR GFﬁi%(i)resent invention, the encrypted program is decoded and executed, the
program is furmshed, the encrypted program is decoded, and the program is exccutcd
based on the results of the execuuon, it becomes possible to prevent the stered data
from bemg read out illicitly for analysis, L
| In the information furmshmg method and apparatus anda program fuxmshmg :
| medlum of the present invention, the program executed by the selmconductor IC is ‘
 transmitted to the authentication station, the enc;ypte&' program is received from the
authentication stﬁtion, and the encrypted program received from the authentication -
station 1s recorded and transmitted. to the Sequénductqr- 1C, it_'i::ccomes possib_.le to
“prevent the stored data from being illicitly read out for analysis. |
In the information p;?cessing system according to the present inveqtion, since
the pfogram executed by the semiconductor IC is transﬁnitte’d to the authentication
_sil:-ation, the encrypted program is receivcd-from the authenﬁqatiqn' station, and the

- received program is encrypted in accordance with a pre-set system, it is possible to



gueue re-arrayed is recorded and the recorded programis transmtted to the
semn conductor | C, thus prohibiting illicit readout and andPydreh 2906 he
stored data. In the information furnishing. method and apparatus and a
program furni.shing nediumof the present invention, the command queue
contained in the program executed by the.sem conductor ICis re-arrayed,
the- programis encrypted; the command queue is re-arrayed, and the
encrypted programis recorded and th&4recorded programis transnitted to

t he sem conductor +C, thus prohibiting illicit readout and anal ysis of the

~ stored dprevent thestzed dhtarfraan beingfillicitlysiehd outfirhmdlyaisd appar atus and a

program furni shing medi um of the present invention, the program and data
necessary f ormakesbhistiddRimishiag nkthéd Sndhpiesius bhda pragamfumichinge dat a
are controlled as to storage and readout, .the programis encrypted with

the fir Shléﬁﬁfn%fﬁﬂgiﬁgsefnf Genlifn S Y GRAREAY Yueh&coBthdd i 8t gobfanencr ypt ed

with the 'second key supplied formthe sem conductor I C, thus prohibiting

licit - : | e s | B ot ti
;‘ur :’IICIShI %ggér?r@ﬁ%‘lagen aﬁégé%tﬁélcgm&gﬁg? g?rﬁﬁl;‘o rni glﬁﬁr? l&réﬂleﬁ? um of mtahleon

"t or mat (AT P Bfeutd O TRENEY ' W hoRi PO PRoebP R Beplihed BLTC,

i's 30 March. 2006 25 d .I.he. ) ' the d ded
it pragrispReerle RS i REGRdR L ARNSH ofbEREREL M Y COTOT
i or mati on' plvBELYPRpSEarRRGeE erh o dnd onhfs shFAPRABR RERAEE, o, 1o

and the curtent ttLr're i s cqrrected based on,the tine i.nf({)]r]1 tei gr%g;a{]gmthe

medium of the present invention, the command queue containe
executed by the sémicdnductor- IC is re-arrayed, the program is encrypted, the
' c'on;mand queueis fé—afrayed, and the encrypted program is recorded and therecorded
-program is transmitted to the sej:nicondﬁctor IC, thus prohibi_ting ﬂlicéit readout and
analysis of the stored data, - -
* . Inthe information furmshmg method and apparatus and a;program furnishing
medium of the éresent invéntion, the program and data necessary for executing the
: pr'béram are s’t@red; the progfam and the data are controlled as to storage andre_adout; .
the program is‘énc.rypted with"tﬁé first key supplied from the semiconductor IC, and a
© thie data is encrypted with the 'seéond'key supplied fdrm the‘semicoﬁduc{or IC, thus
-brolﬁbiting illicit Arezjl_t_i_;ou't and aﬁalj/sis of the stored data.
Also, in the information ﬁumshmg _methb&- and apparatus and a I_J'Ii)gram
furnishing medium of the present iﬁren’tioh, the encrypted first program, transmltted

-~ from the information processihg apparatus, is received, the received first program is



.information processing apparatus, thus prohibiting illicit readout and
anal ysis of the stored data. Mreover, in the information30MarckB0OG net hod -
and apparatus and a program furnishing nmediumof the present invention,

the encrypted programis transmtted to the sem conductor IC, which then

‘processes the programto generate and output the results of processing,

the output data is received, data and the tinme information are.- received
from anot her apparatus, the received2gata is stored, and-the tine
informati on of the sem conductor 1Cis corrected, thus prohibiting illicit -

readout duedded)dhe/sdcbn@prdghfn for fibeshsigithe déooded s prRurah ik liope thefiret mat i on

f urni shi ng nethod and apparatus and a program furni shing nmedi um of the.

present dauemt %es%ﬁ%gfthé §écohﬁéf(g%r§%%u§ Regt REe@8liedOme Uhdhted tebulis

pre-stored, a Second key Is gen fromthe stored first key and the

LD e SR IR LA AL L LR SpERRRR

R e e T s

. I Shi di f th L. ti th d- dat
hecessarfaBHAIRE MRS eHgsERas. tybarphihine i satam a sSabRla B T °

program and the data are controlled as to storage and readout, the prograrﬁ-
is encryi®®d 44-n the first key supplied fromthe sem conductor I1C, the
data is encré&t ed with the second key supplied formthe m conductor |C,

t he encrypt edipreoyeam H%Wﬂﬁawuﬁ@(f@é%w mﬁ@wé@ppw&t%ﬁgﬁ a program.
- furnishing medium of the present inv.enﬁon, the encrypted program is ﬁ'ansmitted tov. B
 the semiconductor IC, which -tht_en p_rocessés the program to gencraté.and output the 7
results of processing, the output data is received, data and the time infotmation are
received from another apparatus, the re'ééived datais stored, andthe time infbrmation
bf the semiconductor IC is coxrcéted, thus prohibiting illicit readout lan,d analysis' ofthe
| | stored data. | ‘ _ |
Furthermore, in the informaﬁon furnishing method émd apparatus and a program
furmshmg medium of ﬂm present invention, the first key proper to the semiconductor
IC is pre-stored, a sécond key is getierated 'from the stored first key and the atiributes
of the ‘program supplied from the information processing apparatus, the program is
 decoded by the third key, and data is decoded by the second key, thus prohibiting
| 'illicit readout and analysis of the stored data. | . |
- Inaddition, in the infonﬁation furnishing method and apparatﬁs and a program

furnishing medium of thi; present' invention, the program and data necessary for



programare transmtted to the sem conductor IC, the first and second keys
are received fromthe semiconductor IC, the encrypted pr@§rManchi2806 he dat a
necessary for executing the programare received, the first and second

keys are transmtted to the infornmation processing apparatus, a third key
proper to the sem conductor I.Cis pre- stored, the second key is generated

~fromthe stored third key and the attributes of the program supplied from:

the information processi ng apparatus, 26he received programis decoded by
the first key and the received data is decoded by the second key, thus
agai n  prexectiing thg programiare storedpthic pangtammidysd datdre chmtrallediag do statage Br i ef
Description of the Drawings Fig.1l shows an enbodi nent of a contents ‘
manage meninds ysddoot, adro pigegnt i & tode satit then fiedtt k&N sufplibd frbrh | thyst r at es

a structure of a personal conputer Fig.3 illustrates a structure of a
port abl e sdarésRlRtorFic. melcﬁt@@bﬂ&wydaﬂﬁa%é QEcdnld kbirt Elfﬂp'hgﬂ folif ructure
of the functions, of the personal corrputer . Firg.5%| ustrates an

: PZE?? ?gtsgfsm@%dr?uggg?éj ST Ao DO A A ed&gsswg&dlgg% $Ee
?Eel gr(r)ggﬂé ng of copyl r%eﬁgtgngn%&?é%dn@t# f&"%ﬂé‘ 5% %{d f—éﬁlﬁ’@tﬁ%}ﬁl g.8is a
f I owchar rretf:éi*}ed frbithe HrhidGnduifor 18! Me%ﬁlzry%&dap?ggrgm 8% kda%r?ec%?ssaﬂ;'ﬂ)r()f

executing the program are recelved, the first and second kéys are transm1tted to the

info;maﬁou proccs_sing apparatus, a third key proper to the sén;icondﬁctdr IC is pre-

- stored, the second key is generated from the stored third key and the at_lributes of the -
'prdgram supplied from the information processing apparatus, the received program is
déceded bjr the first key and fh’e r'eceivgd data is decoded by the secondkey, thﬁs again

| prohibiﬁng llicit readout and analysis of ihe_store’d data.

- Brief Description of the Drawings -
) -Fig'. 1 shows an embodiment of a contents maﬁagefnent system according to the -
present invention. |
Fig:2 illustrates & structure of a pefsonal computer 1.  |
Fig3 ﬂlustr_ateé a structure of a portable device 6. | |
Fig.4 is a block diagram for illustrating the structure of the functions,'bf th.el
‘personal computer 1. | . . |

- Fig5 illustrates'_an instance of a display operation command window.



28 HDD 21 to t

step 812 of Fig.7. Fig.9 shows an instance of a term nal database.. Fig.
10 illustrates watermarks. Fig.-1 | shows an instance of a¥l blarchdd0@base.
Fig.12 is a flowhart for illustrating the operation of noving contents
fromthe HDD 21 to the portable device 6. Fig.13, continuing to Fig. 12,
Is a flowmchart for illustrating the operation of. nmoving contentsi fromthe
HDD 21 to the portabl €. device 6. Fig. 14, continuing to Fig.13, is a
flowchart for illustrating the operaf27on of noving contents fromthe HDD

'21'to the portable device 6. Fig.15 is a flowhart for illustrating the

check procesJHig§ ilastoitecki egamplol ofia winddivtdenmemstrbtedont thatdisplat bcthed at st ep

"S55 of Fig.12. Fig, 16 illustrates replay conditions nmanaged by the

por t abl eawltiyiresording prarad7l i35- a .f | owchart for illustrating details ofthe
format conversion processing at step S58 of Fig.12. Fig. 18 is a flowchart

for illust ratmﬁg i8 § AoQRAAA fallusttath@Rd 8 cEQMVTcOpfing BbateAts FbnVR{ech 2006
e portabl e device 6. "Fig. 19, contlnw ng to Fig.18, is a

f|OV\CharC]j°ﬁrﬂ1éEiD!§3Iiatl ng the operation of copying contents fromthe HDD
21 to the portable device 6. Fig.20, continuing to Fig.19, is a flowhart

Lg[ , AL: gsggstfgggéé Q?lo%ﬁ%ﬁ%xofﬁug&amfgot% 'té“rﬂuﬁzﬁ’?ia?ﬂiata:?e fdh%@ic phResllig 68 Lo the
step S12 of Fig, 7.
Fig.9 shows an instance of a terminal database..
Fig.10 ﬂiustrates \ﬁatermarks o
~ Fig.11 shows an instance of an air database.
- Fig, 12 1s a flowchart for ﬂlustratmg the operation of mioving contents from thc
- HDD 21 to the portable device 6.
Fig.13, contijiuing to Fig.12, ig-‘a flowchart for il'lustratiﬁg the operation of
moving -ctjntents: from the HDD 21 to-the portable\dev,ice 6.
| Fig.i14, continuing td Fig.13,is a ﬂowchért for il‘lu_st'ratiné the operation of
movmg contents from the HDD 21 to the portable device 6. . .
Fig. 15 is 'a- flowchart for ﬂlu‘straﬁng fhe chcck processing Qf checking repiay _
| condmons of contents selected at step 855, of Fig.12.
‘ Flg 16 ﬂlustrates replay conditions managed by the portable device 6
F1g 17isa ﬂowchart for illustrating dctaﬂs of the format conversion processmg

| - atstep 858 ofFlg 12.

F1g Bisa ﬂowchart for ﬂlustratmg the operauon of copying contents from the



Fig.21 is a flowhart for illustrating the operation of noving contents
fromthe portable device 6 to the HDD 21. Fig.22 is a fl| 8dfenech 2G5
illustrating the operation of copying contents fromthe portable device 6

to the HDD 21. Fig.23 is a flowhart for illustrating the operation of

- copying contents froman EMD server 4 to the HDD 21. Fig.24 is a flowhart
for illustrating details of charging processing of step S204 of Fig-23.
Fig.25 illustrates a charging log. Fid$26 is.a flowhart for illustrating

t he. processi.ng of copying contents to the- HDD 21 form an | EC. 60958

t er m nal . 20 21 tathe pertablealeviceput er 1 of Fi'g. 2. "Fig.27, continuing to
Fig.26, is a flowhart for illustrating the processing of copying contents
to the HDD 21 Figi9 comtinfdagGoIa g, I8¢ rigiarfidweldat for ilhatmting dradperativanpfit er 1 of
Fig.2. Fig.28 is a flowhart for-illustrating the operation of outputting

cont ent s dop@ilg doneentPRorltht PN 2 1 EhOpsthbld divider| 24a. 30 March 2006 29

Fig.29, continuing to Fig.26, is a flowhart for illustrating the operation

of out puttingpgpmg e %ﬁbﬁlﬁﬁgﬁ E%,@Qs%ﬂ&@cﬁé?ﬁﬁdrmg theparii@dn 8fa.

Fig.30 is a flowhart for rating the processing of checking replay

condi t | 0o 0hs 48R28 Bt S 3% 10 Bdptbbieadidd @uehar t for il lustrating

t he op‘er'atfJ outputting contents
Fig.21 is a flowchart for illustrating the operation of moving contents from the

portable device 6 to the HDD 21. -
a Fig22isa _ﬂowchart for iﬂﬁsu‘aﬁng the operation of copying contents from the
portable device 6 to the HDD 21, |
| Fig.23 is a flowchart for illustrating the operation of copying contents from an
EMD server 4 to the HDD 21, | |
«-- Fig.24 1s éﬂowchmtf()r 111ustrat1ng details of charging processiitg of step S204
OF Fig.23. |
Fig.25 illustrates a charging log.
N Fig.26 is a flowchart for iﬂuétrat;ﬁg the processing of copying contents to the - '
IHDD- 21 fbrm_ an ]‘]3(.3‘60958 terminal 24a o‘the p_crsonﬂ computcr 1 of Fig.2: A
Fig:27, continuing to Fig.26, is a flowchart for illustrating the processing of
copymg contents to the HDi)QI fdim an IEC 60958 ténninél- 24a 0 thé personal
computer 1 of Fig.2. | | |
Fig.28 is a flowchart for 1]1ustratmg the operation of outputting contents ﬁ'dm

the HDD 21 to the [EC 60958 terminal 24a.



the HDD 21 through the portable device 6. Fig.32, continuing to Fig.31, is
a flowhart for illustrating. the operation of outputting0ddarceddes from
~the HDD 21 through the portable device 6. Fig.33 illustrates the function
of a non-volatile nenory 34. Fig.34 is a flowhart for illustrating the
operation of an adapter 26. Fig.35 shows ‘an inner structure of the adapter
26. . Fig.36 shows an illustrative inner structure of the non-volatile
menory 34. Fig.37 shows anotherillusggative inner structure of

t he-nonvol atile nmenory 34. Fig.38 is a flowhart for illustrating the
reciprocal . agRoot L&Galdhiil &Y PipSfsidd fliedhaechor tilkgstataptthe operitibnt 6

personal conputer 1. Fig. 39, continuing to Fig.38, is a flowhart for

i Il ust raﬁﬂtﬁ@ttﬁlgﬁ:oﬁféﬁitsoﬁ%adj{? fﬂ%@g@}g%m‘g@gwﬁﬁm&b@t ween t he adapt er 7

and t he person conput er , continuing to Fig.39, is a flowhart

9 VS5 T RGeSy SHIGROGCAL) icBiicnr dRchmiv B e |

bet woon SHERRRALSFD 5L L T HRgShor sonal compt er L. . 30 Ner ch 2006 30
' source  progEsl i o ewchart or Hnigringithr gpoming o pupte FATEHRE, Ny o
11 owsharbeTBOD 31 GsevEh 8 gorRBIGeVEedsi ng of ehorypt1 g an ob] et
- Fig.32, continuing to Fig.31, is a flowchart for illustrating the operation of
 outputting contents from the HDD 21 through the portable device 6. |
Fig.33 illustrates the function of a nqﬁévolaﬁle meinofy 34.
Flg 34 is a flowchart for illustrating the operation of an adapter 26.
‘Fig.35 shows an inner structure of the adapter 26. . - |
- o F1g 3_6 shows an illustrative inner structure of tﬁe non-volatile memory 34,
Fié.37 shows another.ﬂlustr#tive mner stmctui;e of-th&non%v»olat_:ile inemory 34.
Fig38isa ﬂchhaﬁ for iilustrating the reciprocﬂ' anthentication processing
betvﬁ;éen the adapter 7 and the personal computer 1. | |
Fig.39, c;,o'nﬁnuing to Fig.BB, is a ﬂowchaﬂ for illustrating the reciprocal
: __authenﬁcatioﬁ p_roccésing between the adapter 7 and the personal pompuﬁcr 1.
| Fig.40, continuing to Fig‘.39,'. is a flowchart for illustrating the reciproqal
| auﬂléﬁﬁcéﬁon-processing between the adapter 7 and the person’zﬂ compufer 1.
Fig.41, continuing to Fig.40,_ is a flowchart for illustrating the reciprocal

o autheritication 'processing between the adapter 7 and the personal computer 1.



program Fig.45 is a flowhart for illustrating the processing of the
adapter 7 executing the encrypted object program Fig. 4630MMamchFR@N647 is a
flowchart for illustrating another exanple of the processing of encrypting
an object program Fig.42 is a flowhart for illustrating the processing of
having a portion of object program executing processing of the adapter 7
executed by the CPU 12 of the personal conputer 1. Fig 49 is a flowhart
for illustrating the processing of fedlsettl ement when the per sonal
conputer 1 downl ads an en tion key froman EMD server 5. Best node for
Carrying out Fre 2%@@@%&? tng theeprapesuingoel enanedtpiges 6ARTCE nvent i on
wi || be explained in detail- Fig. I shows an enbodi nent of a contents data
managenePfoF@dt.em A personal conputer 1 is cohnected to a network 2
constituted by e.g., a local area network or 30 March 2006 31 Internet.
The personal = Eggddiiser Sdwdentfortidudeitagahe prgesipoofittie ndapter Bdxéoutingan ENVD
(Electrical Misic-Di.stribution) servers 4-1 to 4-3, or read out froma
conpact - thié emcrip¥oll sasrck phggragxpl ai ned, into a pre-set- conpression system:
such as ATRAC3 (registered trade nane). The data of music sound is

referred to bviguM &sa FRwWRRESfor TEstRAIEGRa pr ; OF cheA/pifig dACEHIBIS the
contents in accordance with an appropriate encryption syStem such as DES

(data eng&y@ﬁrpn standafd), to record t-he encrypted

‘Fig.45 is a flowchart for illust.raung the processing of the adapter 7 executing
- the encrypted object progr@ ) o
Figd6isa
.- ' Fig..47 is a flowchart for i]lﬁstr-ating another example of the processing of
encryptmg an object program | |
i g, 48isa ﬂowchart for ﬂlustraﬁ:ng the processing of havmg a poruon of objcct :
'pi't_)g'ram:eXecuhng processing of the adapter 7 executed by the CPU 12 of the personal
' -computer 1. | |
- Fig49isa ﬂowchart for ﬂlustratmg the processing of fee settlement wheu the

per-sonal computc‘r 1 downloads an encryption key from an EMD server 5.

‘Best mods for Carrying out the Invention |
- Referring to the drawings, the present invention will be explained in detail. -
- Fig.1 shows an embodiment of a contents data management system. | Apers onal

‘computer 1 i ,cbnnected-to a network 2 constituted by e.g., a local area network or



data. The personal conputer 1 records use conditions data indicating the
contents wusing condition in association with the contents30¢Bemhd986i n t he
encrypted form The data of the use. conditions indicates the nunber of-
portabl e devices, sometines abbreviated to PDs, that are able to utilize
the contents associated with the data of the use.conditions

si mul taneously, that i.s the nunber- of the PDs, that can be checked out as
| ater explained. Even if the contentgjin-a number.’ i ndi cat ed by the data

of the use conditions have been checked, the persohal conputer 1 is able to

- reprodugeedrh&. T8 gﬁﬂio%al ébﬁlgﬁféi‘c} S&lv¥rts HQ@ Sahasiefsohi8 réedvaPieid aPns

I ndi cate that data can be coOpie It the contents have been copied to the

portabl g Igﬁ)’t Cg&{@alfivﬁ&f;h%fkgﬂgﬁgan@%ﬁQM 1 t&Q@%}?éa4 ot Gl odufpdcEPT 0duce

the recor ccasi'ons wherern Timtations ‘are i nposed -

on the 119 of .t e con 0 devi ces
6-1to &IED?%E 3’51@ ﬁe%ﬁ%%tpﬁ 58 © %g%‘ﬁg% g‘?eh gsoé%@?s . not

i ncrease rch, 2006 .3 |veI the dat e use ¢ itions. .-
| ncr caseg Ao e 2000 50 e ngtlve wdwérreﬁ%ﬁ A R ORI | or
novi ng t;he contents to the_ portable deV| ces .6- to 6- 3 t he contents

recor ded'P'EﬁP‘{rF@mS@?@BHW 1 alsysnerats thecantontsip aﬁ‘é’rd%‘é‘kﬂ weith angpOeoprae) | |yt he
contents are deleted; or the use conditions ar(@%_&;)dlfled t.o render  t he

cont ent §%ﬁd§@9l9é’3te¥hé‘uehtaénﬁsf4%a \KPF?COB@ ended | ater.

in det al | .
data.

. The personal computer 1 records use éondiﬁons data iqdicdﬁng the contents
using condition in association with the contents recorded in the encrypted form.

T—he data of the use. conditions indicates the number of. portable devices,
‘sometimes abbreviated to PDs, that are able to utilize the contents associated with the
‘data of t]ie use conditions .simﬁltane'ousl}ﬁ', that is the number of the PDs, thé_t can l‘}e A
 chiecked ot as later explained. Even if the contents in:a.nm_:nb.crﬂ indicated by the data
" of the use c-t)liditions- have been checked, the personal computer 1 is able to reproduce
| the <.:¢':mtent's. -

' Altemati\}ely, the data of ihé use conditions indica{te that data f:an-be qopiecj. |
| I the contents have been copied-to the portable devices 61 to 6-3, the personal
- computéf-'l is able to feprqducc the ft_acorded contents. There are occasions ﬁhe_rein |

limitations are imposed on the number -of times of copying of fhe contents on -tﬁe
portable devices 6-1 to 6-3. In such case, the number of times of poésible'cépying is

. not increased.



The personal conputer 1 causes the contents recorded in an encrypted form
to be stored in the portable device 6-1, connected in cirduarch@deb a USB
(universal serial bus) cable 7-1, along with data relevant to the
contents, such as title of the air or the reproducing conditions. The
personal. conputer 1 al so updates the data of the use conditions associated
with the stored contents in keeping with the storage of the contents in the
portabl e device 6-1. This operation i32ternmed check-out. Mre specifically,
on checkout, the nunber of tinmes of. possible checkout of the data of the

use conditi OnSAltérﬁWdlﬁdheMb&hEﬁéé@hﬂkudﬁQWth&tth@da&%&@bammdw th the
contents, is decrenented by 1. If the nunber of tines of possible checkout

is O, t heto%'&ﬂ%ﬂtp'éréoﬁam&ﬁidt&n AR viReheRRalRE 8 the fhieatiledsaadl 6-¢onput er
1 causes the contents recorded in an encrypted formto be stored in the

por tabl e t@eﬂlBCeth@ o%nt&ﬁ@@@é‘&r&éh ol ?1'(: vlgé%sénal %\6‘?1{6[3 fUPRchbt by HeSbatie! | 2l

bus) cable 7- along wth data re contents. The personal

stor fof;o%&if?&“k’p&%%éﬁfe%‘&%?ﬁ%ﬁﬁtﬁ? R S T

por t abl e&%‘féﬂ‘i?g@?%g The personal conputer. 1 30 March 2006 33 al so causes

the contents-re ‘in an encrypted formto.be stored in the portablte
PRl {7 £ R T L S e S P e
cont ent's. -k “en%?t 485111:%&%?“ e on e BTG B SPDHeSETELS)
ggg: gg g@stored m%aeolgor}tai)leh evice 6- P%oggécstg gclr%?ur{,pg‘x}egréI}Sé:?ulgfe%sglggnﬁor table

‘bus) cable 7-1, along with data relevant to the contents, such as title of the air or thé

' Ar'epr_odl'lc;iﬁg condition#. Thé personal computer 1 also updates the data of the use
condiﬁ_ons associated with the stored éontent’s in keeping with the storage of the
cbnténts in' the portablc device 6-1. This operation is termed check-out. More

: specmﬁ,cally, on checkout, the number of times of p0531ble checkout of the data of the
use conditions, recorded in the personal computer 1 in association with the contents :
i decrement'cd by 1. If the number of times.of possible checkout is 0, the contents

- 1n question éatinot be checked oﬁt.‘

- The personal computer 1 causes the contents recorded in an encrypted form to
be ét(_'nféd in the portable device 6-2, connected in circuit, over a USB (universal serial
bus) cable 7-2, along with data relevant to the contents. The pe_rsbnal_ i:on:_ip_uter 1 also

“updates the data of the use c.ondiﬁoﬁs _assbciatéd with the stored contents in keeping

" with the storage of the contents in the portable device 6-2. The personal computer 1



connected in circuit, to erase or nake unusabl e the contents checked out by
the personal conputer 1, over the USB cable 7-1, to updatd® Marsh@80% of the
use conditions associated with the erased contents. This operation is
termed check-in. Mire specifically, on check-in, the nunber of tinmes of
 possi bl e checkout of the.data of the wuse conditions, recorded in the
personal computer 1 in association with the contents, is incremented by 1.
The personal conputer 1 causes the péﬁkable devi ce 6-2, connected.in.
circuit, _to erase or nmake unusable the contents checked out by the

person al absgrppusesrthe contents recordeddBan zbtrypedformdobedtored i theiportabdé t he use.
condi tions associated with the erased contents. The personal computer 1

al so. caudevice kie3, ponhedibd indeivduie oer3a USBhumiterdali seriaCbus) cable -8, alengise or
make unusabl e the contents checked out by the personal conputer 1, over

the USB wdfhl datarelevanotohgabatehite TtpRrstnal bempiaer ¢ akdivpdens thsdasiodt ed with

the erased contents. . The personal conputer 1 is unabl e to check-in the
cont ent sghaekeddititns A¥sdelifed With HROBrednthtPimlked R6Fape ol

conput er, not shown. The personal conputer 30 Marc 006 34 1 1s unable to
check- mm&a,mmtpgpﬁ t6§’>’ the portabl e device 6-2 of another
personal conputer e personal .conputer 1 is unable to check-in
the contents oherkKSh? Y, [ cPglponal
conput er, not - ‘iﬁ tkhn& %]%B)%ﬁsg)?%%n ﬁcfg’?\r\pi éslalgt % S acqw ri nlz t he

content ScALAMUMR SFRANE' criclod Bt Jpubdife P A ki ByLve o

t he reque per ona conp
personal computer 1, over the USB cable 7-1, to update the data of the use condlt_lons

associated with the erased contents. This operjaﬁoﬁ is termed check-in. More
speciﬁCally, on checkdﬁ, thé number of times of possible checkout of the- ciate of the
use cotxditions, recorded in the personal computer 1 in association with the contents,
?sﬁmxmﬁmucdbyl.
The personal eomputer 1 causes .t‘he._portable_ device 6-2, comected in circuit,
 to erase or make unusable tﬁe contents checked out by flie personal computer 1, over
the USB cable 7-2, to update the data of the use.conditions associated with the erased
conteets. ‘The personal computer 1-also.causes the portable device 6-3, connected in
:Acircuit, to.erase or make unusable the cenfents checked out by the personal computer
1, over ﬂ:l_e U SB cable 7-3, _tb update the data of the use conditions associated with the
erased contents.
Thc pcrsonal computer 11s unable to oheck—m the contents checked out by the

- ! portablc device 6-1 of 3110ﬂ161‘ personal computer not shown. The personal computer



to transmt to the personal conputer 1 an authentication key necessary for
reci procal authentication with the personal conputer 1 aBdManeh BENB servers
4-1 to 4-3, while transmtting a programfor connection to the EVD servers
4-1 to 4-3 to the personal conputer 1. The EMD server 4-1 is responsive to
the request by the personal conputer 1 to. send contents to the personal
conmputer 1, over the network 2, ‘along with data relevant to.the contents,
such as ‘the title of the air or linmt3tions on reproduction. The EMD

server 4-2 js-also responsive to the request by the personal conputer 1 to
send contldsusabl¢ to ¢heekiie tieavatentoehpekedt ot byakeportitde detivot of anotheong Wi t h
data relevant to the contents, such as the title of the air or limtations
on r.epr ogersonglrconputer, 8ot shovide THMpirs@ial omputdr il Gs (185 s terktia thde

request by the personal conputer 1 to send contents to-the personal .
conput er cantefsadhebke HRIPME portaBlOnSivd 613 Galidic? pR¥BRA ddinpiier, SRRt ent s,
such as the title of theair or limtations on reproduction.” The contents:
suppl i edghs@m the EMD servers 4-1 to 4-3 have been conpressed in '
-accordance with the same or different conpression systens. The contents

supplied 30 %ﬂ%ﬁ&s% cﬁ%ﬁpﬁ%? i s%tstagtﬁui "Ygf.%e({o\ﬂ?é’n?s forh ]%I\I%(]))Aéc;‘ver%] ave been

- encrypted in acco ce Wt -sane of d rent encryption systems. A

&1“ er “sfﬁﬁ‘éf L“S‘oﬁ’})ﬂ'?éfﬁ%?ﬁ:%e%e’éﬁ% %%iépégéiz:s‘% F’Oﬁ@%ﬁﬁgﬂ?ﬁﬁﬁ 8 Pé%?&?ﬁ ton@%%%lgﬁt s of
ic e, bee: : cD CcD
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such as '%Qt‘flcltlﬁéalu%nov%itﬁ e I?érgon%i cé,lglemter 1 and the EMD servers 4-1 to 4-3, while

Pk

' transfnitting a program for connection to the EMD servers 4-1 to 4-3 to the personal
computer 1. ' | |

F g :-‘The EMD server 4-11is responsivé to the request by the personal computer 1 to.
‘send contents to the p_ersoﬁal computer 1, over the network 2, along with data relevant
| ‘t‘d‘athcscbntents, such as the title of the air or limitations on reproduction. | The EMD
Vs‘cr'ver 4-2is also res;ioqsivé to the request by the pers onal computer 1 to send contents
to the personal computer 1, over the network 2, along with data reievapt to the
‘contents, rs_uph as thé title of the air or hm1tat10ns on reprodﬂction. -S'imilarly, the
- EMD server 4-2 is responsive to the reéuest By the personal compufer 1 to.send
' &ntentsto the personal-. computer 1, over the network l_2,_along with data relevant to

the contents, such as the title of the air or limitations on reprodud:ion.

The contents supplied from the EMD servers 4-1 to 4-3 have been compressed

+ in accordance with the same or different compression systems. The contents supplied



nane of the conposer, over the network 2 to the personal conputer 1 . The
WA/ server 5-2 is responsive to the request of the pers8Marcog@ifter 1 to
send data of the CD, the contents of which have been read out, and data
associated with the contents read out fromthe CD over the network 2 to
the personal conputer 1. The portable device 6-1 stores the contents
supplied fromthe personal conputer 1, that is checked-out contents, along
with the data relevant to the contenB&, such as, for exanple, title of the
air or the limtations on reproduction. The portable device 6-1 reproduces
t he st orbxeashrufdhe EMBassdrof-lttoed-3 bavehean endrypeed idaceordancowithihe t he '
reproduced contents. If, for exanple; attenpts are nmade to reproduce the
cont ent ssaneymndi ffetent euctpption sfstéhgres of reproduction as-the linitations on
reproduction, stored as the contents- related data, the portable device 6-1
‘halts the reps aiwow Qo widkeweb) k&SP Idl ROrdpBhEint o the Foquest betthenpts are
made to reproduce the contents beyond the limt term of reproduction as

the | i m Sl BoRBufe 110 SAtid AR asSRLRREPWAE DS Ritéins 6 AR Igaba, the

‘portabl e device 6-1 halts the reproduction of the corresponding contents.

30 Mar Cf\%&ﬂ%aé%uﬂﬁﬁh% eixﬁn?é)bf‘ﬂ{eocﬁi ABRMRLort hE (39 PradlcRr A §8a6- 1,
having the content’s stored therern, fromthe persona conputer 1, and to
carry it I%ngé(gQg%ﬂ}e%Pen%&ﬁd%ﬁ?&%ﬁ%@g p(%ﬁ Adcﬁ%a%@hé fad gﬁhe e@ri the

correspon he con S OVer a ohe. e port
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CD, the contents of which have been read out, and data associated with the contents
read out from the CD aver the network 2 to the.personal computer 1.
-+ The portable device 6-1stores the contents supplied from the personal computer
1, that is chécked-oﬁt_ contents, along with the data re_leva,ni; to the contents, such as,
for- exaxﬁple,,ﬁﬂe of the air or the limitations onréproducﬁon. The portable deﬁce 6-1
- reprodixceé the stored _confenté, based on tﬁc cqﬁtents4relateci data, to output the
re'prbduccd contents, 7
If; for eXémplé, attempts aretnade to reproduce the contents beyond the number
of times of reproduction as the 1111111:3110118 on reproduction; stored as the contenf_s-
rélatcd_ data, the portable device 6-1 halts the reprodliction of the corresponding |
contents, Also, if attempts are made to répr.oduce the contents beyond the lmnt term
of repfodﬁcﬁon as the limitations on reproduction, stored as the contéﬁts-related data,

o _ 'th_e._ portable device 6-1 halts the reproduction of the corresponding contents. - -



The user is able to disnount the portable device 6-2, having the contents
stored therein, fromthe personal conputer 1, and to car 3@ March@00&pr oduce
the stored contents to listen to the nmusic corresponding to the contents
over a headphone. The portable device 6-3. stores the contents supplied
fromthe personal conputer 1 along with the data relevant to the contents,
The portabl e device 6-3 reproduces the stored contents, based on the
contents-rel ated data, to output the 36&produced contents. The user is able
to dismount the portable device 6-3, having the contents stored therein,
fromthe pers@hakisedsablets didmoasitcthe portalbledevice 6el, hewngthecontdnts storeded-
contents to listen to the nusic corresponding to the contents over a

headphongherb, o861 fieipsrsdRalteaRuErtly ah®fo cirst it RapAidudgticheodicbathe devi ces

6-1 to 6-3; these device are coIIectrver termed a portable device 6. Fig.2

shows th‘%oﬁ%{eﬁ%‘tﬂ!i@mﬁﬁlc%&eé{ﬁ{ b the UBkHehfs over AhERdphongNt ral . processing

gﬂlb;)eqllénﬁ(;f:ut Zs Vaéi%jfﬁggé iop ttﬁéggfﬁgiograrm whi ch W IOI){l be expiallgeﬂas
?ﬁZI ((::leglulgi flxggk}h% ar7mn i E tf:)? gr ans %?ﬂutl ng Sar amj&%ﬁ;rsrergng?y)
AREE bk e S e Sl y R
L P A i I

i nt e?con 9 ﬁt‘%#’&c@) dispoun: %9375’99?)‘%\1?18 deyiced gécﬁ‘g gﬁ foﬁt utting

vari abl e comm o the .
~ tﬁerem, PI e persongch‘:Omputer 1, and to carry it to reproduce the stored contents

-to listen to the music, 'correspdndin_g to the_e'contents over.a headphone. -
. The portable dévice_6—3_ stores the contents supplied from the personal computer
1 along with the data relevant to the donients. -'_l".he portable device 6-3 reproduces thé -
stored cOntentS; based on the contents-related data, 't‘o outbut the reproduced contents. |
‘The e;MSEr is able to_ (iisﬁlomit the portable device 6-3, having the cOnfents stored
therein, from the personal éomputgf- 1, and to carry it to r;éproduce the stored contents
to listen to the music corresponding to the contents ‘over a headphone.
It therc is no necessity for dxstingmshmg the portable devwes 6-1 to 6-3; these
.dewce are collectively termed a portable device 6. _
Fig.2 shows the structure of the personal computer 1. A CPU (central
' proéeSSing unit) 11 executes variable application programs, which will be ez_{p_lained
subécquéntly, or an OS (operating .system). A ROM (read-only memory) 12 has
basically ﬁxed data, among the progfams or computing parameters used by the CPU



11. A nouse 19 is actuated by a user commandi ng or selecting a point on the
screen of a display 20. The display is nade up of a |iquidd Margst2a06 di spl ay
device or a CRT (cathode ray tube) to denonstrate variable information as
text or image. AHDD (hard disc drive) 21 drives the hard disc to cause it
to record.and/or reproduce the program executed by the CPU 11 or the
information. A driver 22 reads out data or -prograns stored in a magnetic
disc 41, an optical disc 42; inclusi3e of-a CD, a magneto-optical: disc 43
or a sem conductor nenory. 44, to send the data or the prograns to the RAM
13 connedqgsioted théreili A RAMI(r@flonDd®eb SR moty) 136@0%2%@@3% #bthea bridge
16 and a host bus 14. To a USB port 23-1 is connected the portable device

6-1 over e&é&ﬁUﬁBXmFUﬁ‘l d&ﬁﬁ%&b&%&dﬁeﬂ illBs dhaBpd PiltBe SedcationPPhésed from

t he HDD. 21, CPU 11 or the 13, such as contents or commmands of the
ort abl e,dgvi - ; evi : interface 17,
: gxt er nal u%ﬁ%%&@g@%@e?%@gﬁgB%;ﬁghﬁolgfté’dbn?gtu?%fbﬁ%fg’%gﬁs.:Dort 23-2.1s
ted th ' A - : he | oor t
S o out it o HBE AOR TS 1 et RoF il YRI5 B s AN HATCL 2006
38 13, §§g€_as. ont ents or  conmands  of tgge ﬁ?r't abl e device 6-2, to the
~ portabl e {pegiphic Q(QnB?fé‘?fntWrﬁrqoﬂP%‘?t?‘ﬁ@ §% "Wt er nal bus 16, bridge 16
d the host 4, .a USB t 23-3 is., ted th t abl '
NS over the evBond S agaidhs mascs apitgas Suglp oot S B PEG 1 om
t he HDD , .. CPU 11 the RAM 13, such g t.ent K d f th
bor bl e L Beuts 19 5 astiipied by s eoHERAGRE B SUoGUE o DB PhES K5 17

ext er nal _P.us__16, br_idr%e 16 and the host bus 14. _ . . _
- . ofadisplay 20. The display is made up of a liquid crystal display device or a CRT

| (cathode ray tube) to demonstrate Yari_able information as text or image. A HDD (hard
~ disc drive) 21 drives thé hard dise té cause it to record and/or reproduce the program
: execufed by the CPU 11 or the information. -
- A driver 22 teads .oﬁt data or programs stored in a magnetic disc 41, an opticai:
disc42; inclusive of 2 CD, a magneto-optical-disc 43.0ra semiconductor memory 44,
-to send the data or the programs to the RAM 13 conncctéd in circuit over an interface -
* 17, an external bus 16, a bridge 16 and a host bus 14, -
To a USB port 23-1 is conneéted .thelportablé device 6-1 6ver the USB cable 7-
| 1. The USB port 23-1 outputs data supplied from the HDD.21, CPU 11 or the RAM
-I-i, such as contents or commands of the portable device 6-1, to the portable'device
6-1 over the interface 17, external bus 16, bridge 16 and the host bus 14.
To a USB port 23-2 is connectéd the portable device 6-2 over the USB cable 7-

" 2, The USB port 23-2 outputs data supplied from the HDD 21, CPU 11 or the RAM



operatio

An audi o i nput/output interface 24, having an | EC (I nternational

El ectrotechni cal Comm ssi on) 60958 term nal 24a, executes @Dddareh 28@kech

i nput/out put or anal og speech input/output interfacing operations.. A
speaker 45 outputs pre-set speech, corresponding to the contents, based on
speech signals supplied over the audio input/output interface 24. :The

af orenenti oned conponents; fromthe keyboard 18 to the audio input/output -

interface 24, are connected to the i8erface. 17, which in turnis

connected. to the CPU 11 over the interface 17, external bus 16, bridge 16

and the H3studhis chiitents eocommbadstdfahe ga’rtableaeiri%eﬁozme@ﬁ@plomlé devieet wor k 2,
so that data supplied fromthe CPU 11 or the HDD 21, such as registration

request s 631 ov@the MterfhdePI . Bidcrhd) Hus T6URRILR 16041R the Pb&dnisN4a packet of a
pre-set system and transmtted over the network 2,. so that data stored

in the recei V?ﬁaﬂ%ﬁ&ﬁ%—%ﬂ%@?@?%g%rﬁ@%%%c%rﬁﬁﬁ?t?ﬂ‘k le 781 €

outputted over the network e Cl 13 or to the H 21. A .CPU 7
whi ch i o oRausH pért 23 ot TR b E Rol eBTISDACCIATIN B Mo REM ) o
(120 NS R B BB BB i B0 AR e 00 955,
orocessi 55 opdidie ABRERSIT sRECEA R Mo Bidesi (¥ an B Aot hat 'need to be
there | o stor8l BRbGIR Ao cBERTHG (e SHERRDIEY TooRPEPaer f ed
o e R otochmical Commission}60508 foramal | 245 © exeshies” diostal "speech ™ "9
input/output_ or analog speech input]output mterfacing operations. A speaker 45
outputs pre-set spccc@ corresponding to the '00ntents,' based on speech signals
suppﬁed over the; audio input/output interface 24. | ,
| -The ‘aforementioned components, from the keyboaf 18 to the audié
_ mput!(mtput interface 24, are connected to the interface 17, which in turn is conﬁected'
 tothe CPU 11 over the interface 17, external bus 16, bridge 16 and the bost bus 14.
_ | A mﬁmuﬁcaﬁon unit 25 is connected to the network 2, so that data supplied
- from the CPU 11 or the HDD 2 1, éu‘ch as régirsn'ationrrequests or contents transmitting
' requests, are stored in a packet of a pre-set system, and transmitted over the -netwofk
2, so that data stored in the received packets; such as authentication key or contents,
are outputted over the network 2 to the CPU 11, RAM 13 or to the HDD 21.
'A;CPU‘32 for an adapter 26, formed' monolithically as a semidonductor 1C and

B which_'isloaded on the personal computer 1, cooperates with the CPU 11 of the



to supply the time information. The comuni cation device 25 and the adapter
26 are connected to the-CPU 11 over the external bus 16, 3BNaige20@ and t he
~host bus 14.. If there is no necessity for distinguishing the USB ports
23-1 to 23-3,- these. will be sinply termed a USB port 23. Similarly, if
there is-no necessity for distinguishing the USB cable?-i to 7-3, these.
will be sinmply-termed a USB-cable 7. The structure of the portable device
6. is now explained with reference t®grig.3 A power source circuit 52
converts the power source voltage supplied froma dry cell 51 to an

i nt er nal ppusdl coinpatepl Dvetihe ¢Rich Bul 96 BHIpE) 5108 RAMRE bikOl FroERbbRe t0 a
di splay 67 to drive.the portable device 6 inits entirety. If a USB :

cont rol | Qarifile b&&eﬁgsgggggﬂgrrg% RARAS3VAG ek Qhtalf tph@grﬁl_!ﬂg HBEEsR

conputer 1 via'the ta inclusive of & contents transmitted
53, The. 5% G 01 Sn <Y SFPAHE Frdati® pEdIB b nuftiontn oPVflie Mgl 8F Gaoyre
L rans or “ORCH aBRsy' G} bld5Eh ol e dod S B SR INEF 4 18 o e
Cont ant SHGRORF#6 hte B i pPepr el 5 dffadficing 9 Btoatp inglted 10 ana
1% o b0 D B0t S

tinme, end dat.e ap}d tine, limtation on the nunber of tinmes, and a counter
for the y gte fip e = .

erinfogpation. |
The communi&aﬁon device 25 and the adapter 26 are connected to the CPU 11
ovéf the external bus 16, Brit_ige 16 and the host bus 14. |
If there is no ﬁqcessity for disti’uguiéhing the USB ports 23-1 to 23-3, these will
| -:b'ef silﬁijly termed a USB port 23. Similaﬂy, if there isno ﬁeces;sity for distinguishin;;r
the USB “cable7-1to 7-3, these. will be sinl.ﬁly ~tel;nicd-a.USB- cable 7.
' The structure of the portable device 6.is -now=_éxplained_“dth.refcrénce toFig.3.
A power source circuit 52 converts the power source volfage supplied from a dry cell
=3 | tt-);a_n intcmal power of a pre-set voltage to supply the poW¢r toaCPUS5S3toa
display 67 to diiv&_thc portabie device 6 in its entirety. |
If 2 USB controller 57 is connected over a USB comnector 56 to the personal
: ?ompuwr' 1 ﬁa the USB cable 7, data inclusive of the contents transrmtted from the
personal computer 1 is supplied over an internal bus 58 to the _CPU 53.
The data transferred from the persoﬁal computer 1 is made uﬁ of 64:byte data

-pcr packet, and is transféi_"red ﬁ'bm'th-e personal computer 1 at a transfer rate of 12



reproduction. The contents are encoded and encrypted by the encodi ng
system such as ATRAC3. The header size denotes the dat a30&taytth2@d6 a
header, such as 33 bytes, whilst the file size denotes the data |ength of
the contents, such as .33, 636,138 bytes. The. contents key is used for .
decodi ng the encrypted contents and is transmtted -fromthe personal
conputer 1 to the portable device 6 in the state in which it is -encrypted
based oil a session key (transient key) generated in the reciprocal

aut henti cati on processi ng between the personal conputer 1 and the portable
devi ce 6.- Mbitelsed.he portabl e device 6 |s connected over- the USB cable 7 to
a USB part 23 of the personal conputer 1, the portable device 6 and the:
personal conpuflie data B¥eHred &@%@?@ﬁ%ﬁﬁ' 88 6 ﬁ?ﬁia%ﬂg)abf AYdARAT Al | ON.
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The header size denotes the data length of a header, such as 33 bytes, whilstthe
file size decotes the d‘z_u:a' length of the contents, such as 33,636,138 bytes.
4w The contents léeyi-s used for deceding the encrypted oen.teﬁts and is transmitted
- from. the personal computer 1 to the portable device 6 mn the state in which it is . '
encx:j,r,pted based ofi a session key (transient key) generated in the recxprocal
authendcauon p_roccss_mg-between the personal computer 1 and the portable device 6.
| | When the portable device 6 is connected over the USB cable 7 to a USB port
23 of the persena_l computer _I_,Ith‘e po_rteble_device 6 and the personal computer 1
execute _the' p’recess‘iﬁg of reciprocal aufhcnﬁcation. This reciprocal authentication
| ,_ﬁrocessing is the authentication processing of the chellenge response system. It is |
‘noted that the DSP 59 of the portable device 6 executes decrypﬁng (decoding) when
performing the authenticatioc processing of the challccge respoﬁse_‘system

‘The challenge response system is stch a system in which a response to a certain



aggression, a different value is used for reciprocal authentication in the
next reciprocal authentication processing, so that the pergath2odputer 1.
is able to detect the illicitness. The contents IDis a
contents-associated I D used for specifying the contents. The codec IDis
-~an | D "associated” with the contents encoding system For exanple, the
codec ID of "1" is associated with ATRACS, whil st the codec ID of "0". is
associated with MP3 (MPEG audi o Iayer The filenane is data :
corresponding to the contents file reéorded by the personal conputer 1-in

(Aer oot HehctatddChERe RSBl Colibuity, 8 RGRef I SRS A OWNE The
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code. The re oductlo qumtatlon a IS data i ndi cati ng whet her or not

the all &9&6‘? 086&1?118‘15 a%gr@wrp? aufhentigafion peacessing of tha challeagand t i e

or the end date and time, of the limtation on the nunber of tines of

r epr odudESBApse system; thexglveqrenerated bypthe personavosmputands chomsd fmm oné ni t at i on
data, "1", "2".-and "0" are set if the nunber of tines limtation is set, if
the al | oWklissicatéon pregedsingtotanothepgoithat, if ramttputaratin df thepotiahle didcmunber of |
times limtation nor the allowable reproduction tine perlod is set,
respect & @eneratad usisgrthe rsodet tiegris lveard vett amvhusiat in hsso c%ﬂpdt“ldsgaisad’f dat e
and tinme and the end date and tine denote the extent of the allowable

r epr odudgigosssionpedifferestaaldeds usedfopteeiprocal avthentivhtioh irttht ﬁeﬁﬂdcxprdml 'S
'00040F and the end date and tine is "00070F", the

" authentication processing, so that' the personal computer 1.is able to detect the -
'llllém_lcs_s.
_ The contents D 'is a contents-.associatedVID used for specifying the contents.
: The codec ID is an IDfaSsociate&“Wiﬂ}'th_e contents encoding system. - For - —
example;_ i:hezéodec ID of “,i’-’ is ass'c_)ciatcd-with‘ATRACS, whﬂst\thélcodeo ID of “0”.
18 associated with MP3 (MPEG audio layer-3). -
| The filename is data corresponding to the contents ﬁl_e recor&cd by the personal
o'omp_t_itei* 1 in association with the: contents and which has been converted into the
. AScHn (American National S—fanda-rdACode for Information Intéfchange) c¢ode. The file
mformauon is the tltle of the air correspondmg to-the contents name of an artistor the
| | _name of a composer as converted to the ASCII code. |
- The reproduct[on lnmtat:on datais data indicating whether or not the allowable
| .contents playback time period, that is, start date and time or r the end date and ttme or

" the limitation on the number of tnncs of repro_duct,lon, is set. As for the reproduction



associ ated contents can be reproduced as from April 15 until July 15, 2000.
Li kewi se, if the reproduction limtation data is "1" or " 230 Marh 2008ber of
‘times limtation denotes the pre-set nunmber of times for the contents,
whi | st the nunber of times counter denotes the nunber of times which is

- updated by the CPU 53 on reproducing the contents and whi ch denotes the
nunber of tines the contents.have been, reproduced. For exanple, if the
nunber of times limtation is "02", thg nunber of times the contents are
reproduci ble is two, whereas, if the nunber of tinmes Ilimtation is "0l

~ the nunbdimititidr das, \INE'2C QRE SO SreReRif RO HRMVE! atﬁnbsShﬁttsmofﬁrseétﬂﬂal e if
the réproduction limtation data is "2", the start date and tinme -
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Likewise, if the reproducﬁon limitation data is “1” or “2”, the number of times - -
Iimitation denotes the pre-set number of tlmes for the contents, whilst the number of
times counter denotes the nutljbef -of times which is updated by the CPU 53 on
repra.ctucing the contents and -which dextp‘tes ‘the number of times the contents have:
béét;?;;eproduced. For example, if the number of tin:tes Ijmitaﬁott is "02”, the number
of times -the contents are repro‘ducible is two, whereas, if the nutnber of times-
hmltatlon is “01”; the number of times the contents are reproduclbie 15 one,

| For example if the rcproducﬁon Inmtaizon data i is ‘27, the start date and time -
is “OO(MOF » the end date and time is “00070F ” and the number of tnnes hmltatlon 18
“02” the portable device 6 1 is able to reproduce. the relevant-contents twwe a day as-
from April 15 until July 15,2000, |

Also, if the reproduction limitation data is “1”, the start date and time is
*000000”, the end date and time is '“000000"’, the number of times Hmitatidn is ‘.‘Oa”

~ and the number of times counter is “05”, there-is no limitation on the allowable



and controls .a flash nmenory controller 60 to cause the contents received
fromthe personal conputer 1 to be witten in a flash ned@Marg1200he fl ash
menory 61 has a recording capacity of approximtely 64 Mytes to store the
contents. In the flash nmenory 61 1s pre-stored a code for playback for
expandi ng the contents conpressed in a pre-set-conpression . system
Meanwhi |l e, the flash nenory 61 can be nounted/di snmounted as.a nenory card
~i-n the portable device 6. If a playbagk comand associated with a thrUsting
operation by a. user of a pl ayback/stop button, not shown, is sent via an

act uat i ngpkedaction ttifé lpeFiod Xok Ahé Reletdlld condontd, hpith 3hd HanftRH PP LihEEof | ash

menory controller 60 to readout the playback code and contents from the

fllash medRiwabid refrddudish Seih %1610“ oAl Wit A Sl CON RS o f]‘brhﬁ‘é SP59.

The: DSP 59 det ects errors in the contents 1 n accordance w t

(cyclic repRelitREH m%l*gack) system based on the code for playback,
transferrgd fromthe fl'ash nmenory 61, and reproduces the contents, to

2 gl tal 7 andl ogdﬁ%ﬁa@’ééj o Tt R Bt e A d 99%‘?@?3%‘%630@ 5 L
Tret de, iitotitnlsdeomthe BRounConatad. B CaV: i *insEk exeue e om an
bi I odREbgEpfeag 1 gt die ﬁa%' ' eﬂ}erg@ﬁ@f%i streBypsae WHtRsonEnd | at or
OO R ool s Hath Sactony confroller 80 to causs tho éo%%fmsb fovatved fomths 10 K
- personal comp_utcr 1'to be written in a flash memory 61. ) |
The flash memofy 61 has a recording capacity of approximately 64 Mb'ytesrto :
. store the contents.. In-&le flash mcmofy 61 is pre-stored a code for playback for
expanding the contents compressed in a.pre~set.compreSsiog:systcm.
L Mcanwhlle, the ﬂash Ipemory 6 1-. can be mounted/dismounted as-amemory card
in ﬂﬁe portable device 6.
If a playback command associated with a thrusting operation by a user of a
playbéck/stOP button, not shown, is sent via an actuating key controller 62 to the CPU
53, the latter cauées, the flash menioiy coxiﬁollcr 60 to read out the playback code and
‘contents from the flash memory 61 to transfer the read-out bdde and contents ‘to- the
DSP 59, |
| The DSP 59 detects errors in tﬁe contents in accordance ;With the CRC (cﬁrc_lic
redundancy check) sysicm,'based on the code for playback, transfelr'ed from the flash

‘memory 61, and reproduces the contents, to supply the reproduced data, indicated at



channel clocks LCLK and RCLK, to a digital-to-anal og converting circuit 63.
When reproducing the contents, the DSP 59 sends the above-3Maich2606
operating clocks - to the digital-to-anal og converting circuit 63 in
accordance with the code for reproduction. Wen not. reproducing the
contents, the DSP 59 halts the supply of the operating clocks in '
accordance with the code for reproduction to halt the digital-to-analog
converting circuit 63 to decrease theqgpower consunpti-on ofthe entire
portable device 6. Simlarly, quartz oscillators 53A and 57A are externally

mount ed dRl iBigRo aTBgiedltinalogtdoaveial GrRaltsal | er 57, respectively; -
execute pre-set processing.based on the master cI ocks MCLK suppl i ed from

N et e e Y

portabl e device 6 is not in need of a
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When reproducing thc contents, the DSP 59 sends the abovc_-ment:oﬁed
operating clocks to the digital-to-analog convcrting circuit 63 in accordance with the - -
code for fcprodﬁcﬁcna | When not reproducing the contents, the DSP 59 halts ‘the
supply of the opcratmg clocks in accordance with the code for rcproducﬁon to halt thc '
d1g1tal-to analog converting c:rctut 63to dccrcasc the power consumpuon of the entire

. portable device 6.
Similarly_, qm oscillators S3A and 57A are cxtcmally mounted on the CPU
.53 and on the USB controller 57, respectively, to execute 'prc-'sct processing based on
the master clocks MCLK supplied from the quartz oscillators 53A and 57A,

. respectively. |

7 In this I_Iianncr,- the portable device 6 isnotin nce(i of a clock generating module
for furmishing clocks to circcit‘ blocks cf the CPU 53, DSP 59 of the USB conti‘ol_lcr
57, thus simplifying and miniaturizing the circuit structure. - |

"The digital-to-analcg convcftihg- circuit 63 converts the reproduced contents



of the contents. Wien the playback/stop . button is again thrust after halt
of contents reproduction, , the portable device 6 re-stadfMarele2006
reproduction of the. contents, as from the stop position, under control by
the CPU,53. I-f a few seconds have el apsed wi thout - operation by the user
after-the . playback is-halted by thrusting the playback/stop button, the
portabl e device 6 automatically turns off the power. source.to save the
power consunption; .. . Meanwhile; i f45 after power down, the playback/stop
buttonis thrust, the portablé device 6 reproduces the contents as fromthe

first aiintoehilog BhesctDdifils kd trahfifiit (RO EEcPtod 2peddh ¥hPHfieSt OP
position. The CPU 53 of the portable device 6 contr S an LCD "ontrol | er 68

to _Causecl?cm%@prﬁdardﬁhﬁc&?rchﬁﬁql‘”aﬁ{laﬂg&r epé}a gﬁ éf?éeh@ﬂaé“diﬁﬁhﬂéd the

state of the playback node I nc

i ntro- reﬁﬁe@%ﬁgﬁﬁ’wf%@ﬂ %he ‘b%tﬂi’ﬂf‘arﬁeadgi}ﬁhé'qio@glia |n adjustment

associ ated w requ ange of speec i'gnal’s, "air nunber, play - .
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. When the playback/stop. button is again thrust after halt of contents

repreduction, the portahle device 6 re-starts the reproduction of the contents, as from
thc stop position, under control by the CPU.53. Ifa few seconds have elapsed without
o operatlon by the user after-the. playback is-halted by. :thrustmg the playback/stop
~ button, the portable device 6 automauca]_ly turns off .the power. source to save the
power consumptton_
Meanwhﬂe ,if -after power down, the playback/stop buttonis thrust, the portable
'd'ewce 6 rep:oduces the contents asfrom the first air, without reproducmg the contents -
as from the pfeﬁbus etop positioﬁ,' ' |
The CPU 53 of the portable device 6 controls an LCD eontroller 68 to cause a
L diéplay umt67 -te _demens'trate the infofmaﬁon such as'the state of the leayback mode,
-:iﬂcludiﬁg repeat playbaCk or infro-reproduction, equalizer a;,djushﬁent, including gain
adjustment associated with the frequency renge of speecﬁ- signals, aJr number, play

- time; state of reproduction, such as playback; stop, fast feed or fast rewind, sound



- Meanwhile, in the present enbodi nent, 64 bytes of the contents are handl ed
as a block, and the block position associated with the céfAtMaies2086 a nusic
air is stored in the FAT. If, in storing the FAT in the flash nmenory 61,
the contents of the first air-are. witten in the flash nenory 61 under
control by the CPU 53, the bl ock position associated with the. contents of
the first air are witten as FAT in the flash nenory 61 and, if the '
contents of the seeond air are. witt ) in the flash nenory 61, the block
positions associated with the contents of the second air-are witten as FAT

in the Saﬁaunﬁr(ﬁﬂcﬁﬁuﬁlr&g;ﬁé@ﬁogtﬁ%qg{%dfe as that in-which was written the

first air. I'n this nann itten each time the contents are
witten in-th fql r 1, and, for data. eectjign, the sane data is
wittenin re uﬁggﬁ%&{ﬁ\?ﬁg@g@dgﬁ%éW%ﬁ.a*‘t@%g%ﬁ%{ﬁ%%qﬂﬁ%ﬁa ® the
flash menpry.61l. the sane areg oft f h menpry 61 is re-witten twce
each ti rren%t__ﬁ% s%%ﬁ@éﬂt@@%%t&n%%ﬁi@@ﬁﬁ% tvadablg fpemont storages of
witing pr scribediﬂta;fl sh menmory 61 is reached with the smaller -
nunber 30'“%%{?’%5?0?0‘6@ as ihe ngmber pEeordents switiepdn a fleshanemonosQ, dreositicanr i t i ng
“of the fl nory 61 inpossible. Thus, the portable device 6 causes the
S¥lerenof the

“ FAT to be® tifash mupmoyy @ in whichi thi mespectiveheonterds areeyittof, anehwr i t i ng
of the flash nempry 61 associated with each witing of the contents. By

‘causi ng t¢taeryeriahle memory storagedaformationr of tines of rewiting to be stored
in the EEPROM 68, the portable device 6 is able to increase the nunber of
times of =~ Meanwhile, in the present embodiment, 64 bytes of the contents are handled as

a block, and the block position associated with the contents of amusic air is stored in
the FAT. -

- - If, in storing the FAT in the flash memory 61, the contents of the first air are
writt€fi ‘in the ﬂash mémmy 61 under. control bj the CPU 53, the bIoc-:k pqsiﬁon
Lagsoci‘ated w1ﬂ1 the contents bf the first a.lr are written as FAT in thé flash memory 61
and, if thf.-. contents of the secdnd_ air-are written In the. flash memory 61, Vthe block
'lias;ﬁons associated w1th t].ie confents ofthe sccbnd air are written asFAT in the samie

_ ated of the flash memory 61 as that in which was written the first air.
In this manner, thg FAT is fewi"ittén each time the contents ate written in the
ﬂaéh memory 61 and, for dafa préte_bﬁdn, the same data is wﬁﬁen in reduﬁdancy-twice _ .
s spare data A
| Ifj:he FAT is written in the flash memory 61, the same area of the flash memory
61 is re-vritten twice each time the conteﬁts are written orice, so that the ﬁumbef of

times of writing prescribed in the flash meﬁnory 61 is reached with the sma]lé_:r number



possi bl e contents witing by a factor of tens or nore as conpared to the
. case in which the FAT is stored in the flash nmenory 61. BBMsoste2Q06si nce
the CPU 53 causes the FAT to be witten in the EEPROM 68 in an overwite
fashion, the.frequency of witing in the same area in. the EEPROM 68 can
be reduced to render it possible to prevent the EEPROM 68 from becomni ng
unable to be. overwitten in a short time. When connected over the USB.

cable 7 to the personal conputer 1, by way of the USB connection, the

portabl e device 6 recogni zes that the USB connection has been nmade based

on an i notimepiof Sogends v&&%%i&@nﬂéﬂ%hﬁﬁg@&@ﬂ%ﬁbﬂn@fy 67 ihpodsitde. CPU 53.
e

On recognizing that th connection has now been established, the

portabl e devikg, i poitdbRIddvions LARCPeIONPo 6O BRI SR the MEPROMGQS! er nal

power of a preset - current nagnitude over the USB cable 7.. The portable
devi ce 6dphmi t . G | ] 0 . y of the
pover f r GBI fiinSply BF Wi REUE e Bolif Hidmatk S priRelniod i kb

processi gg:.of I l,ng. the contents of the DSP 59. Thus, the CPU 53
per for m%&%%r‘%fﬁg{g%‘%@‘ent the external 30 March 2006 48 power supplied

fromthe persgnal computer.1.from exceedi ng the.prescribed rrent
oot ude co SR ameiRE FAT ithaf Beiere rbet o iRt bun e e e i ¢ wae
to be receiv tines. Thus, .on USB.connection, the CPU 53 sw tches
trom t hetSEER OB b8 P RoeblB A Eatie Guiictaps e utaer ol BT 1 1 om
t he personal,.conputer 1, so that it is possible to Hse the ext e{“nﬁl power
f r om t hePRRSTE FoeRts ytHng by {ctos of ks 9f more 8 pompared to the case in whic

the FAT is stored in the flash memory 61. Mqréover, since the CPU 53 causes the

FAT to be written in the EEPROM 68 in an overwrite fashion, the frequency of writing
- in the same area in the EEPROM 68 can'be reduced to render it possible to prevent the
EEPROM 68 from becoming unable to Ee. overwritten in.a short tnne
. When connécted over the USB.@able 7.to.the personal _comﬁuter 1, by way of
the USB connectioﬁ, the porfable device 6 recognizes that the USB connection has
been made based on an intérrupt signal supplied ﬁ"@'m.t.he USB controller 57 to the
-CPU 53. | | |
On r-ccog_ﬁiz;'ﬁg that the USB 'connecﬁon has now been established, the portable
device 6 is fed from the personal computer 1 wiﬂa. the external power of a preset
cﬁrrent _magnitude‘ove_r the USB-cabll_e' 7. Tﬁe portable device 6 also controls a power '
source circuit 52 to halt the supply of tﬁe power from the dry ceii 5L o
- On USB connection, the CEU 53 halts the processing .of -reproducing.‘the

. contents of the DSP 59. Thus, the CPU 53 performs control to prevent the.external



reduce the power consunption of the dry cell 51 with high unit power cost
to elongate the life of the dry cell 51. Meanwhile, if th&0dddrer BAO6 power

is supplied over the USB cable 7 fromthe personal conputer 1, the CPU 53

halts the playback processing of the DSP 59 to .dimnish the radiation from
the DSP 59 to reduce the radiation fromthe entire system .including the
personal conputer 1 correspondingly. :Fig.4 shows a block diagramfor
illustrating the configuration of theqg unction of i the personal conput er

1. A contents nmanagenment program 111 i.s made up of an EM) selec tion-

progr am p@wver supptiedrdrn e R Kol EomprRe 3 TRsth eRERAIA T DPescABeEOGTRE | ON

system conversi on program 135, a conpression system conversion program 136,
an encr yiignétade te ¢hable kB exforttd HovRP YrtthO Pr&LANE] SiuPdhtRh a use
condi ti on managenent program 143J an aut hgntlcaﬁT on pr oggéﬁﬁ%}g%e
decodi ngredepi®@ialidfines @ driver for PD 143, and prograns for purchase 144,
145. The contents managenent program 111 is stated vmth shuffled or

1 om outsi de. £ o oR 120 o %@83%”5‘5%%% Pt Sraadfeg "
?8?"”5?2?5%5@%1?“%8%‘ R ehopled GERT i beoThe S&Eiai‘%nl ﬂ&aﬁmm's

pr ogram the nst ct | ons The E lL.ecti on program 131
i s not Céﬂsgsaﬁlﬁgg tpé’ﬁ"teg %‘5 Y!L M gt I?@gtctBntents
ranag e.rre Pédlpcé %l%l?orgvelr%%njwsmllaggﬁ 311 t{Ie gry cell 5q rl].l?llit power cost to elongate

the life of the dry cell 51.

' Meanwhile, if the external power is supplied over the USB cable 7 from the
pcrsonal computer 1, the CPU 53 halts the playback processing of the DSP 59 to-
diminish the radiation from thc DSP 59 to reduce the rad1at10n ﬁ:om the entire system

.mclndmg the personal computcr 1 correspondingly.

- wuize JFig.4 shows a block di-agram for i]lus_t;rating the‘conﬁgu.ration of the function of
the personal computer 1. A eontc'nts management p_rograin 111 ismadeup ofan EMD
.seleeﬁon program 131,2 check-in/check-out management program 132, an encryption
. system conyersien program 135, ebompréssion éystcm- conversion pregram 136, an
Jcﬁcryptiqn program 137, a use oondiﬁon.convcrsion program 139, a use condition
o ménagemcﬁtprogram 140, an authentication program 141, a decoding program 142,

a driver for PD 143, and programs for purchase 144, 145, 7 |
The contents management program 111 is stated with shuffied or enerypted

instructions and is constructed to hide the processing contents from outside to render



conputer 1, but is received froman EMD regi stration server 3 over the
network 2 in the course of the EMD registration processi AgManchkc®00d | | be
expl ai ned subsequently. The EMD sel ection program 131 sel ects connection
to one of the EMD servers 4-1 to 4-3 to cause apurchase application 115 or
t he purchase program 144 or 142 to execute conmunication with one of the
EMD servers 4-1 to 4-3. The check-in/check-out managenent program 132-sets
t he check-in or check- out and, baseggon use condition files 162-1 to -
162-N, recorded on a contents dat abase 114, checks out the contents stored

D LS Rl okl B, PR Sy pon S PGBy S 1
dara SO PRRMEFIT b aRBRE Ao SR el oSl O} ARSoNBRbGRetR e | "

contents dat ab 114 0Gi atl on with the check-in or. check-out
processﬂ’fa Tigﬁ @c"f’&ﬂgb Bfam 133 copies the. contents stored
in the use -- t| n files 162-1.to 162-N i n one of t he portabl e devices-
6.1 10 6.3 orhe olition peparam 13 1iis gt eomtaipest indhe eontewty mansgement t o 6- 3
to the contents database 114, based on 30 March 2006 50 the portable

“devi ces FBogramb bl whew gherenatents mandgementiprogram d i1 isastelladin tha persesakent
managenent. program 134 noves the contents stored in the condition files
162-1 t congmtieq ¥, dubisdeckcived from adilvifhtegisteatmnasevet 34venthometwork: in

portable devices 6-1 to 6-3 or noves the contents fromthe portable devices
© 6-1 to ehacourse ofitheddvileregitrtionparessiig whidswill mxpltmnmambSMBﬂyon files

162-1 to 162-N recorded
+ The EMD selection program 131 selects connectlon to one of the EMD servers 4-1 to
4-3 to cause apurchase application 115 or the purchase program 144 or 142 to execute
'commﬁ;licaﬁon with one of the EMD servers 4-1 to 4-3.
The check-in/check-out managemént program: 132.sets the check-in or chedk-
: 6i1t and, based on use condition files 162-1 to 162-N, recorded on a contents de;.tgba_se_
_ 114, checks out the contents ._stored in the _condition files 162-1to 162-N to @e of‘ the
: portai:le devices 6-1 to 6-3 or checks-in the oox_lténts stored in fhe condition files 162-1
0 162:N. L ' |
The chcck-in/chcck-outvmahégcmen’t program 132 updates use condition data
' storedm the use condition files 162-1 to 162-Nrecorded on the contents database 114
" in association w1th the check-in or. check-out processing.
A pepymg management program 133 copies the contents stored in the use -
condition files 162-1 to 162-N in one of the Vportabl_e devices 6-1 to 6;3 or cbpic;s the

_ contents from the p.ortablé_device'sﬁ- 1to0 6-3 to the contents database 114, based on



on the contents database 114. The encryption system conversion program 135.
converts the encryption system for the contents received3BMarbe200f chase
application 115 fromthe EMD 44, - encryption systemfor the contents

recei ved by the purchase program 144 fromthe EMD 4-2, or the encryption
systemfor the contents received by the purchase program 145-,'fromthe
EMD 4-3, over the network 2, into the same encryption systemas the
contents.stored in the condition filespl162-1 to 162-N recorded on the
contents dat abase Wien checking out the contents to the portabl e devices

6-1 fo 6-the poiabledeio¥Pbi100 63 SSRMSPRMMBE SotBatPAAGEAR1135 converts the
. check-out contents into the encryptlon systemthat can be used by the

portabl e devi gesndiemeh® nfmig g@@%ﬁﬁ%ﬁ%ﬁé@fn@%&%@ giyrecpﬁm@r am 136

converts the conpr essi on systemf the contents recelved

pur chase i 812 1433 16 AN 16cEARA s o SO S33HAR FAShERL il N

contents recel ved y-the purchase program or the

conpr essi ¢ receiv t r chas r am 145 . -
P om & ne FERBH USSR 6N b RS GORERL B LRSS Him b BB HERLASSAROSR! T o1
2006 51 tem.a t of . 1F sto ed e on f es 162-1
to 162-N ?é?:eocrd “cﬁq‘??qaatfﬁgfll%rn?é‘?ff 'f’ﬁ%‘&é‘@ .esl'iék f%ﬁﬁrﬁ?f)rﬂ gram 137
encodes t ncr tents, read out from the CD and supplied from
an audio Igékgg“?fﬁu d%g"’tg'ﬂaﬁ%&g i n accordance with the sanme encodi ng
system as-that., of the,. contents stored in the condition files 162-1.to 162 N
recorded by t e E%m%?%%mﬁ%mmrogr am 135 converts ﬂle encryption system

for the contents received -by the purchase application 115 from the EMD 4-1,-

encryption system for the contents reccived by the purchase program 144 from th'cA
EMD.4-2 or the én‘crypﬁon systcm for the contents recéived by the purchase. prografn
145:fron1 the EMD 4-3, over the nctwork 2, into the same encxypuon system as the
ctii:gt@nt_s,storcdm the condition files 162- 1"to 162-Nrecorded on the contents database‘ ]
Wi |
When: checking out the contents to the pdrta_bk devices 6-1 to 6-3, the
en@ﬁon system conversion ptpgram 135 converts the check-out contents into the
encryption systém that can be used by the portable devices 6-1 to 6-3.
| Thc compression systcm conversion program 136 converts the compressmn
' system for the conitents recelved by the purchase application 115 from the EMD 4-1, |
' compresswn system for the contents received hy-the purchase program 144 from the
_EMD 4—2 ot the compression system for the contcnts received. by the purchase

program 145 from the EMD-4-3, over the network 2, into the same compression



‘dat abase 114. A cﬁmrawﬁmmnﬂmprﬁmmoﬁ?

A conpressi on/ expandi ng program 138 encodes the non-conpressed contents
read out fromthe CD and supplied from an audi o recordi ng3pn\egr@opdsl3 in
accordance with the same encodi ng systemas that of the contents stored in
the condition files 162-1 to 162-N recorded. by the contents database .114.
The conpressionl expandi ng program 138 expands - (decodes) the encoded
contents. The use condition conversion program 139. converts

~data-indicating the use. conditions gf the contents received fromthe END:

server .4-1. by the, purchase application 115, or the so-called usage

| ruler dayg i 4 6OflleN63- 186D Nerkchrdadiont he END
| G0l BE i afibd e colaios

server 4 I cation 115 or data show ng use conditions

of cont eﬁ;ﬁ?g rgq%%éa?tad?%@g@ﬁhe'lzw server 4-3 by the purchase program 145

over the ccordance with the same format as that of the use
condition datg stored.in the diti ] es dfLrdhd R BoELd by
the. content s%‘f%"ﬂﬁgr € ﬁ%@ﬁ%ﬁ]édlogu%&%ﬁg%%g t3 the port abl e
devices 6-1.to 6-3, {he use condjtion,.conversi yerts the
use condfhia 6k ?ﬂ’élt%lPPi* Frodn 2B G TeaRFainE BrogRD T Theeta 5%‘8"2‘“’%@ can be
utilized by the portable devices 6-1 to 6-3. ef or ﬁexﬁfe t1i6?91ttorl%2-
processi same encash tgm anshatied the copfraiastorae e RERRUBHTVST *Che cont ent s,

- the use condition managenent program 140 detects nodification of the use

condi t i ol tteordeddyahie santentrdaiabage dld-associ ated with the use condition data
stored in the condition files 162-1 to 162-N.recorded by the coqt%ts
b o

f BAR-P2 ﬁ%ﬁ&ﬁ‘i.&%‘l hash
val ue associated with ) . ,_ _
read out from the CD and supplied from an audio recording program 113 in -
accordance with the same encodihg system as that of the contents stor_ed m the
: condition files 162-1 -té .162-N" recorded by the contents database 114. "The
' -compfe'ssionfexpanding program 138 ‘expands (decodes) the-encoded contents. o
The use condition ‘c,onvc“rsion program 139 converts data indicating the use
'60ﬂditions‘qf tl;ie contents received from -the. EMD. server 4-1 by the. purchase |
aﬁPIiCaﬁon 115‘, or the sé-ca]l’ed usage rule, data showing the use conditions of
' 'c-on:tgrits received from_ the EMD server 4-2 by the purchase application 1 15 or data
showinguse cdndiﬁons of ponteﬁté rgccivéd from the EMD se;vgr 4-3 by the purchase
| program 1450ver the network 2, in accordanceiwith the same format as that of the use
- B ‘cj':on.dit_id-n‘ data stofed in the condition files-162-1 to 162-N recorded by the;.conteﬁts |
database'114, o -
When checking out contents to the portable devices 6-1to 6-3, the use condition

 convérsion program 139 converts the use condition data into use condition data that



the use condition data in association with the updating stored in the in
the condition files 162-1 to 162-N recorded by the conterfsMamhase 114
in conform.ty to the copying, novenent, check-in or check-out of the
contents. The authentication program. 141 executes the processing of

reci procal authentication between the contents nmanagenent program 111 and
t he purchase application 115 and executes the processing.of reciprocal
aut henti cation between the contentssganagenent program 111 and the
purchase program 144. The authenticatiqon program 141 nenorizes an

aut hent i i %E"-!lfgmtss‘ﬁ I : LEaof reciprocal. authentication
bet ween %ﬁ%ﬁ ser ergfp%ag%?e%gggﬁ?gh%%e application 115, that. between
the EMD serveg 4-2 and..the r 9}@&1 iR chesonthe EMD
server 4-3 aﬁ%et?’ °e°’%?ﬁ?‘%‘§\£§lé’%g‘§°§g§§§?°?2§. ' ’etﬁévﬂet entc?lggﬁngﬁ key- ?Jsed in the
- processing,of reciprocal authent.ication b J Eon: program 141
P hot SO onfinh e e P ecPanr Hmets 180 ARl SR KO G
managenment program 111 is i.nstalled on the personal .co " dis
uppl 1 cdthe R Gt i BRasaRsassabialed b Rt opon b
aut hentication program 30 March 2006 53 -- 14 en th | stration
processi n@w%m&m@mnﬁl@gdﬁ%ﬁw lté?rl*ifm daéy%é?o qﬂ&éﬁ%ﬁﬁ&ﬁ% program
112. When the contents stored in the use P;lg‘)andi ‘i?)gn files 162-1.t0.162-N
r ecor ded Thy use penditien smagermentipaagram A0y F“éﬂf’ e 1‘5“51355?1‘3&%& Bhal
conputer 1, the decodi ng program 142 decodes, the data., . ..

the use condition data in association with the updating st_oreﬁ the in the condition

files 162-1'to 162-N recorded by the contents database 114 in conformity to.'the
- copying, movement, cﬁé‘ck—ip or check;out of the contents. -
| The authenﬁcaﬁon i_)rogram ,14i executes the processing of reqiprocal
' autﬁéﬁﬁcaﬁbn- betwéen the contents -méx_lagement' pr_dgram 111 and the _purohasc
‘5pp}icét-i_oni 11 5. and executes the processing of rec‘iprocai auﬂaenﬁcaﬁon between tﬁe
éc;nténfs management program 111 and the purchase program 144. The authentication
program 141 memotizes an authentication key used in fhe processing of reciprocal
e éﬁtﬁentication bét\fécn the EMD server 4-1 and the purchase _applicau'on 115, that
b’éfwceﬂ the EMD server4-2 and the purchase program 144 and that between the EMD
| server 4-3 and the purchase ',prograni 145;
s Thé’ authentication key used in the processing of reciprocal authentication by
“the aﬁﬂientidation program 141 is not stored in the authenﬁcaﬁoﬁ program 14 1, whg‘n
‘the c(_mténts management program 111 i3 instalied on the personal computer 1, and is

éuppﬁed from the EMD registration server 3 and stored in the authentication program

L]



When the pre-set contents are checked out to the portable device 6-2, or
pre-set contents are checked in fromthe portable device 80Mareth200fri ver
for PD 143 sends a contents or a command for executing the pre-set
processing to the portable device 6-2. Wen the pre-set contents are
checked out to the portable device 6-1, or pre-set contents are checked in
fromthe portable device 6-1, .the drlver for PD 143 sends a contents or a
command for executing the pre- Set pregessing to a devi ce driver 116-1. Wen
t he pre-set- contents are checked out to'the portable device 6-3, or pre-set
cont ent I cked. n fromthe bx@ionf or- PD
143 'senaéil ﬁ’(e BP P E%cﬁﬁ%%gq‘% tegg%ﬁ%{gséf@ﬂﬁ)ﬁ?gapéle g%?bprocesm ng to
t he device. driyver 116- The purchase program 144 is a so-called plug-in
progr amPHRand E’&g&'ﬁ%néwth the contents managenent program 111 and is

S hs: 111 3 WhepohaeemtonssioppoiuBe vesgonpeen SRS EABEN ety oﬁﬁf’p'.'

computer 1, the purchase program 144 smts recei dat th

cont ent %mmtgntmiﬂahaw)él‘gﬂi@l@mfmpd gﬁa‘ﬁ‘?ﬁ"’e‘ﬁ?‘?g GoRpuLeT \FIJT ghe ‘i?c’%fjﬁ%&jn owned
by the contents nmanagenent program 111. The purchase program 144 is stated
W th shyfrbprath p42 dexdgptleddatmst ructi ons and - 30 March 2006 54 is designed
to hide the processing contents fromoutside to ren‘g%é _&dl ng of  the
processi ng cWheinths pri-§cit eomtents aFochaskeadpireto theporfabl % Fns?}m i s
formul ated.. so that a user directly reading out the purchase pro ram 144

‘cannot ldl‘ﬁﬂ%ﬂti xretdl@clkdlsihrﬂ;mhltbmportable device 6-2, the driver for PD 143 send

contents or a command for executmg the pre-set processing to the portablc device 6-2.
~ When the pre-set ponten_ts are checked out to the portable deylce_: 6- 1, or pre-set
contents are checked in from the portable device 6-1, the driver for PD 143 sends a
contents of a 6ommand fof executing the pre-set processing to a device dxive_1~ 1 16-_1 .
" Whenthe pre-set conténfs ére checked nut to the portable device 6-3, or pre-set
~ contents are check'éd in from the éortabie device 6-3, the_., driver for PD 143 sends a’
.co'ntents- ora oommaﬁd;for eXenuﬁng the pre-set processing to the dgvice driver 116-2
o ~ The pur.chasc program 144 is a so-called plug-in program installed along mth _
_ the contents mnnagement prqgréni 111 ahd is supplied from the El\/ﬂ) registraﬁnn
| 'sérver 3 over the network 2 or suppliéd as it is recorded on a pre-set CD. When
'_ . mstaﬂed on the personal computer 1, the purchase program 144 transmits or receives
. data and the contents management program 111 over an mtcrface of a pre-set form
owned by the contents management pr_ogram 111.

" The purchase proé,ram 144 is stated with shuffled or encrypted instructions and



The purchase program 144 requests the ENMD server 4-2 to send pre-set
contents over the network 2, while receiving the content s 30rMancbh2e0GEND
server 4-2. \Wen receiving the contents fromthe EMD server 4-2, the
purchase program 144 charges the fee. The purchase program 145 is a program
installed along with the contents nanagenent prograntlll and requests
transm ssion of pre-set contents to the EMD server'4-3 whilst receiving
the contents fromthe EMD server 4-3s4Wen receiving the .contents fromthe
EMD server 4-3, the purchase progran1145 charges the fee. The' display

operation gomal 4 afks dnder fetodihpdbe ont he
di spl ay [ﬁ@gg g‘h&gﬂﬁ@ % rlsﬁlgtb?ﬁﬁeg@ﬁ?e 1811&62@& spl ay datg fi Iee 182,
plctureflles 183-1.t K t Whitd e
instr uctpwef%%gﬁﬂ?t?'etﬁw[r‘?g a@é%ﬁ@%t%ﬁ&fgﬁﬁ)ﬁg}ggﬁ%ﬁ?hﬂe processi ng
- such as check-in or _check-o basgd on,ac m r the
-nouse 1980 thaty user @IWH{?“ LU the P W%\,ﬁ 21%erPr%)‘tr Fé}glglfgd dhe

wei ghting the contents stored in contents files 161-1 to 161-N recor.ded on
t he cont extrictiansbase 114, is stored in the HDD 21. The display data file

182, which nenorizes data correspondln conten 06 55

stored in the%emwmefpmwﬂléi 1regne %Rg@ %2 %h%e%oﬁ% %’?s

dat abase 114, is stored in the HDD 21. The pi c M 183- K,
" whi ch negonients mmmmaewmmcﬁemﬁhepﬁetee ‘é‘ﬁt © ‘

contents files 161-1 to 161-N recorded on the contents 144 -
‘When receiving the contents from the EMD server 4-2, the purchase program

charges the fee.
The purchase program 145 is a program installed along with the contents
management program 111 and requests transmission of pre-set contents to the EMD
" serverd=3 whilst receiving the contents from the EMD server 4-3. When receiving the h
.contents from the EMD server 4-3, the purchase program 143 charges the fee.
* . The display operation command program 112 causes anlmage of a pre-set wmdow
onthe dlsplay 20, based on a filtering data file 181, a dxsplay data file 182, picture files
183 -1 to 183-K or a hysterems data file 184, ‘while mstructmg the contents
- management prOgrar.n 111 to execute the processing such as check-in or check-out
| _ based on actuation of the keyboard or the mouse 19.
The filtering data file 181, which memonz.es data for weighting the contents
etored'in'contents files 161-11t0 161-Nrecorded on the contents databaee 114,is stored
 inthe HDD 21. | | _
The display data file 182, which memorizes data correeponding to the contents



dat abase 114, or pictures corresponding to a package as | ater expl ained,
are stored in the HDD 21. If there is no necessity of di sSBOMaclkBOGE t he
picture files 183-1 to 183-K from each other, they are sinply terned
picture files 183. The hysteresis data file 184, which nmenorizes hysteresis -
data such as the nunber of tines and the date of check-out and-check-in of
contents stored in the contents files 161-1 to 161-N recorded on the
contents database 114, is stored in 4§she HDD21. The display operation
comand program 112 sends a pre-stored 1D of the contents mngggmnt
program 111 at .the {i e | Stal-aqt {cbntored dstabaseddiyisng t he
aut hent |SE°<§FﬁlBhthl9é‘§’ gfﬁ‘ @%EIEE%Q 62@??%\??9%%8’?3% 131 fromthe EMD

regi strati rv, to send the authentication key and the EMD sel ection
pr ogr ams¥ ﬁ%‘gbpo%lt ‘ent s managenent program 111. The audi o recording

program 113 denonstrates the e_of BRI e %fé Qirrefponidaagioout dat a
such as audi Eheanm St 184l @’fﬁi%g’?g'ﬁ? gwfrﬁgltlr)\l gCD eVI\:ﬁ)I ch 1s an
optical disc 42 |oaded on the dri 2 Qankintd he
keyboar dhéontenthetorastisethegontrmt Q?h‘z%ggc’?%l%ﬂe‘%g‘%& obygggr dflng program
113 requests a www server 5-1 or 5-2 o] ans {a ng to

t he: CD, . ddtshnsad mmmmresmn@smdmwa&i%% nilafﬁr o) e@bél{ ggdggﬂ ing to
the contents recorded on the CD, such as a title of a nusic air, over the

net wor k ¢he HIBPEZE.Oon t he audi o recording tine of -the contents recorded on
t he. CD.

If there is no necessity of distinguishing the picture files 183-1to 183-K from
‘each other, they are simply termed picture files 183. |
The hystercs1s data file 184, which Memorizes hystcresxs data such as the
number of times and the date of check-out and check-in of contents stored 1 in the
conténts files 161-1 to 161-N recorded on the-contents database 114, is etoreq inthe
‘HDD2L. B
'The display eperation command program 112 sends a pre-stored IDof the
contents managcreent program 111 at the time ef fegistration processin_g, w@e
- i:eceiving the aeﬂlcnﬁcation key and the EMD scledtioﬂ program 131 from the EMD
registration server 3, to send the anthentication key and the EMD selectlon program. -
131 to the contents mauagement program 111
Thc audio recording program 113 demonstrates the picture of a pre-set window -
to réad out data such as audio recording tin;e of the contents from the CD, wh_lch is aJ;l
| optical disc 42 loaded on the dn‘ve'z_?., based on the acmaﬁon ofthe keyeoard 18 or _the

ﬁouse 19.



Al so, the audio recording program 113 receives data corresponding to the
contents recorded on the CD fromthe ww server 5-1 or 5-30.Mdich 2806l o.
recordi ng program 113 sends data corresponding to the. received contents
recorded on the CD to the display operation conmmand program 112. |f fed
with a command for audio recording, the audio recordi ng program 113 reads
out contents fromthe CD which is the optical disc 42 | oaded on the drive
22 to output the read-out contents tsg the contents managenent program 111.
The contents database 114 stores the contents supplied fromthe contents

managenent pragram.111 g,o#m FRAESS & hvf Sereacs-¥ pr 64 fortraasdlr dance
WwWth-a pre- siﬁ 95%{“ ﬁe contents files 161-1 to 161-N for

recordl n ot the |- IDD 2 gptaﬁbgglﬁnwaﬁtaﬁﬁgsonshtmondltlon
dat a, s SomeapRgling tonthe c%ﬁt n‘fq{) stored in the contents files 161-1 to

161- N, |n one of the pse conditio 46 3f Nnafsbcodt,alved Wi th
the cont EATESPqNAIg tpd °§°"Et8“t§6T°N?ef§{a ;EZCIJI%Ssut gg%gntents for recording on

the HDD. 21. It is possible for .the c ntents t db@oNlid €EDL he _
cont ent s the hefavorle 2, hase on thpaudigrece gﬁ%@?@ﬁ& é‘%&s 162-1 to 162-N-as
records. For exanple, the use condition dat corre difiéntsOnt ent s
stored i mlsbgethsaudiooscening progeam d1 11"‘39%“’%5( 8011"[?15%@&3%2%%%% tion file
162-1. The use condition data correspagn to the contents stored in the
cont ent s réedrded 60 -the CD fowrthel wiwsgevesdal °’€: Wdition file 162-N. Meanwhil e,

t he data recorded on the use condition files 162-1 to0,.16 correspond to
data recor ded T audierevonding gaegtbais bl opendataty €5 BRRigR & 'F\iﬁ fepred

contents recorded on the CD to the display operation command program 1 12.

If fed with a command for audio recording, the audio recording program 113
reads out contents from the CD which is the optic.al disc 42 loaded on the dn_vo 22 to
output the read—out coatents to the contents management program 111.

'I‘he contents database 114 stores ﬂle contents. supphed from the contents
fiﬁ'}ﬁmgement program 111 in 4 form compressed and encrypted in accordance with a
pre-set system m one of the contents files 161-1 to 161-N for recording on the HDD
| 21. The. oontcnts database 114 stores use COIldlthIl data, correspondmg to the contents
- stored in the contents files 161 1to 161-N in one of thc use oondltmn files 162-1 to
162-N assoc1ated Wlth the contents files 161-1 to 161-N memonmng the contents for

. iﬁrecordmg on the I—IDD 21 |

It is possible for the contents database 114 to write the contents files 161 1 to

| 16 I-Nor the use condition files 162-1 to 162-N-as records. |

| For example the use condmon data correspondmg tothe contents stored in the



dat abase, as later explained. That is, the contents database 114 is
constructed to enconpass the term nal database and the aB®Misttefe, as

| ater explained. If there is no necessity of demarcating the contents files
161-1 to 161 N, these are sinply ternmed contents files 161. Likew se, if
there is no necessity of demarcating the use condition files 162-1 to
162-N, these are sinply terned use condition files 162. The purchase
application 115 is supplied fromthe EMD regi stration server 3 over the
network 2 or supplied as it is recoraed'on a pre-set CD-ROM The purchase

appli catl on 11 sts the. er o~ n I %gﬁdlﬁ@ﬁ&ﬁﬂis over

the net vi¥Hke %an&g ﬂ%ﬁ@F?ffWgEfyf[’) eséc/)&{ltéé%gléf%o%iﬁt ftt‘(]algéﬁl\/% server 4-1 ta send
the received contents to the co S man e pur chase
appl i cat¢sFespandiag e Haesconignts stor Wﬁu é&%ﬁfﬁﬁﬁ%%f gs ?}reg]n]tﬁtﬂﬁ% EMD server

-4-1. The manner of associating the data stored in a display data file 82
Wi th t hecapslitiemfile ¥62-Hs 161-1 to 161-N stored in the contents database is

herei nafter expl ained. The contents stored [ n : ;:{% clont gl% zgfl | es
161-1 to 161-Mehmihile tho datpriscerded pr RigBse Fop ?'é & AP % kage is
one of the original package, a ny-select 30 March_ 2006 5 ackgge or a
filteringomapoadao dte recordedian pactminel databasp rsdafadreotdrd it B8t ent s

‘and is associated with the classification of the contents in t%ﬁgﬁ
ts

servers datibise, dasSlatcuniplaised Batds) thecrontantrdatabaseal DS qopetg
bel ong to an origi nal package while it cannot belong to _ plural original

.pac kagesen&li‘ﬁpa%ﬁ wwakabmmmpma@mes tasen e éméfécnnot be

Tf there is no necessity of demarcaﬁng the contents files 161-1 to 161-N, these
are’ .'st_anly termed contents files 161. Likewise, if there is no necessity of demereaung
the ﬁs_e condition files 162-1 to 162-N, these are simply termed use condition files
162 D |
The purchase appheatlon 1 15 is supplied: from the EMD registration server 3
over the network 2 or supphed as it is recorded on a pre-set CD-ROM. The purchase
appheatton 115 requests the EMD server 4-1 to send pre-set contents over the network
| 2, while reeelwng the contents from the EMD server 4-1 to send the received contents
to the contents management program 111. The purchase application 115 charges the
fee when receiving eonten_ts from the EMD server 4-1. |
| The manner of associating tl:te data stored in a display data file 82 with the '
contents files 161 I to 161—N stored in the contents database is heremafter explained.

The contents stored in one of the contents files 161-1 to 16 1-N belong to apre-

set paekage. In more detail, the packag‘e is one of the original package, a my-select



‘network 2

nodi fied. The user is able to edit part of the information corresponding to
the original package, that is to add the information or t3m Mieh@oos he
added informati on. The ny-sel ect package enconpasses one or nore contents
optionally-selected by a user. Wich of the contents belongs to-the

ny-sel ect package can be optionally edited by the user. The contents can
bel ong to one or nore ny-sel ect packages sinultaneously. It is also
possible for the contents to bel ong tgg none of the ny-sel ect packages. The

- filtering package encorrpasses contents sel ected based onthe filtering data

stored in _the filt i o181. The filtering data_.is- furnished over the
af‘,? Ortah ;Ia s 41 to 4-37or fromthe ww server 5-1 or

can’ edit the dedgmaﬂwkﬁé%?ﬂé%ﬂv@ﬁ B of R AR T The

tering data file 181. The

filteri “3}1 2@%@‘5@@5{@86‘ rEfﬁ SEMD s8SeRC4- EQSM%&EBS a@picalled or-in

conputin e contents. For exanple, if filtering

data for the J- pops_(Japan p p%lg est -t.en t‘b% tbhe
per sonal @ 5 eﬁﬁ‘llf@mtsg’f g‘ﬁ‘@‘{ﬁé)c éi F%%ﬁl% contents of

J-pops. 30 Ivarch 2006 59 The fjlteri data file. 1 tlfe€ring
data for ldetaéongwglm@(ﬂ%@nﬂbﬁwgﬂﬁf ﬁ‘g(%gP SB?OIBP“PH’@% %%lle‘?gl%%ﬁdnunber of
tii mes of check-out during the past qne nth,, filteri eI ecting
the cont empdifisidt Khsneerllag@ ?@?@ﬁﬂ é‘f-e’g? W%ﬂ@ﬁ?@"@%}ﬁ%url ngéIn e past
hal f year or the filtering data selecting the COQltd Htng conhdau ning the
letter ﬂazwkege ithmttifien addt igformakonpy to.change the added mformation.

“The my-select package encompasses 01e or more contcnts optionally selgcted
bya user. Which of the contents belongs to the my-select package can be opﬁona]ly
"edited by the user. The contents can belong to one or niore my-select packages
siinﬁl'taneously. It is also possible for the contents to belong to none of fhe 'my-scle_ct |
| packages 7. |
The filtering package cncompasses contents selected based on the ﬁltcnng data
stored in the filtering file 181. The filtering data is furnished over the network 2 from
i the EMD servers 4-1to4-3 or from the www servgr 5.1 or 5-2, orisrecorded on apre-
sét CD and frnished in. this form. The user can edit the filing data storéd in the
filtering data filo 181. | |
| " The filtering data serves as a reference in selecting pre-set contents or in
computmg the wclght allotted to the contents, For example if filtering data for the J-

pops (J apan pops) best-ten for tlns week is used, the personal computer 1 is able to

‘specify the No:1 or No.10 contents ‘of J ~pops:



In this manner, the contents of the filtering package is selected as the
filtering data is associated with contents display data 3@Maxsts?@06t ed
with the contents, inclusive of the data set by the user in the contents

di splay data 221, or with the hysteresis data file 184. The driver 117
drives the audio input/output interface 24, under control by the - contents
managenent program 111; to input contents as digital: data supplied. from
outside, to furnish- the contents to% : contents: management program
111. Alternatively, the driver 117 % t puts anal og signals associated with

'hgﬁaéggéﬁ?tg Thehiming 'm;’d fhr i &%n%@%@%&%?%@#*@ﬁ% e at i g
Ganonst et ke iaishing TUkR Of 6% b MoK LR PRRGARI AL o rrand

program 112. In the display operating comrand win t her anged a
but ton Hlferiniatata ﬁiraclachggtﬁﬁec(mmt&“g@dbpéﬁfﬁaf g‘?rd?ﬁt'ﬂ%s &a?ﬁelf F} 202,
for starting the EMVMD sel ection program 131, a button 203 for e stratl ng
~ the fi eldguringthepist halfyedror dediltering data seldpbink tha Ronkes 6P

dermonstrating afield for editing the ny-select Package 30March 2006 60 If
t he but t%@%tﬁéuﬁ@bﬁ&iﬁ: data corresponding-to the original package is
di spl ayed on the field 211. If the butt.on 206 is sel ected, data associ ated
with the ny- 15 ehieGhanmes kAGEortent o thafiteringpadingé isctotboperiias the filieB08uL ¢ on
207 is selected, data correspondlng to the filtering package is displayed

on the f4 %{gﬁo&mﬁl@uﬂ%&eﬁawwmxmwmdMMe centpaisiagesive| at ed
np I e

data exe y name
of the data set by the user in the contents displdy data 221, or with the hysteresm data

- file 184, ,

| ﬁe dliver 117 drives the audio input/o‘iltput interface 24, under control by the -
‘cﬁntents managcment program 111; to input- contents as d1g,1ta1 .data supplied from
0utsnde to furnish the contents to the: contents management .program 111.

: Alternatwely, the dnver 117 outputs analog signals- assomated with the contents
éuppliéd from the contents database 114 via the contents management program 111.

- Fig.5 shows an embodlmcnt of a display operatmg command window in which’
the display operation command program 112 is demonstrated on a dlsplay 20 on
startup of the dlsplay operatlon command program 112 |

| In the d1splay operating: command wmdow, there are arranged a button 201, for
: startmg the audio recording program 113, 4 button 202, for starting the EMD selection
Vprogram 131 a button 203 for demonstraﬁng the field for scttmg thc check-in or

check-out and a button 204 for démonstraﬁng a field for editing the my-select package.



of the package or the artist. For exanple, in Fig.5 the package nane
"first" and the artist nane "A-taro" and the package nanB0MsecoR@D6 and t he
artist name "A-taro" are displayed on the field 211. In the field 212,

there are.displayed data associated with the contents. belonging t6 the
package selected in the field 211. Anong data displayed in the field, there
are, for exanple, title of theair, play-tine or nunber of tines of"
possi bl e check-out. For exanple, si ngg the package corresponding to, the
package name of 'second!' is selected in Fig.5 the title of the air "bar

of the sout hlfqﬂg b n PR seRlctdd. WBG: éﬁrresp@&ﬁh lt@ﬂ@mglﬂehpackagw-[iaespondi ng

to the contents belonging to the package nane 'second"” and the title of

Cthe air pisgpg,eg g{e @ﬁi{‘ ythé‘pﬁﬁﬁsni‘fozéﬁg%@ﬁaeaf ddth BB cated With didabg-

check- ou I's noted that, for exanple,

§ﬁ32k33§§1%fﬁﬁ§fgag§903@g 3438 g*}fc‘iéf“z‘i‘ft SHiE b Ihlg?tzdm GHIREd, dALNOL & t WD

nunber o poss e check-out, displayed
on the field 21 s.that .the.a can be checked out
once. A FRYES ,g h&%%ﬂ%“rkag? S[ E“"a‘#"“g%‘(sééﬁ%% e check out di spl ayed
in the filed 30 March 2006.6 ote t hat gnts
cannot be che&ééﬂf&d{sﬂwgﬂﬂé&hﬁ%fﬁt ﬁ’ﬂ%lP eg?!a% Z‘Q‘E‘?ﬁ%‘ @%B%hu is 0.

However, the personal conputer 1 is abI e to reproduce the contents. On the

‘ot her ha@é‘ the package pthe agstt he nunber of times of possi bl e check-out,

di spl ayed on the field 212, i ndi cat es t hat Lhere o.imta
i " For example, in Fig.5, ‘the package name “first” am!l the Wrtist name T‘A(%am

and the package name sccond” and the artist name “A-tarc” dre dlsplayed on the ﬁeld
2L | o
. Inthefield212; ﬂlere are disPIaycd-dﬁta associated with. the contents belonging . |
A i:‘iié package selected in the field 211. | Among data displayed in the field, there are,
| 'foraﬂxample, title of the air, play time or number of times of poss1ble check—out
“uzx For example, since the package corresponding to the package name of “sccon
“is selected in Fig'5, the tltle of the air “bar of the south” d the munber of times of
: .pos;sible check-out, corresponding to the contents b‘elo_ngmg‘ to the _p_ackag_e.- pame of
-‘;sec;)n » and the title of the air “tomb of the north” and the number of times. of
possﬂ:vle check-out are chsplayed in the ﬁeld 212. 1t is noted that, for example, ea,ch
quaver corresponds to one check-out, such that two quavers denote two check-outs.
-Thus, a quaver as the number of possxble check-out, d1sp_1ayed on the ﬁ:_ald 2 12,
" denotes that the associated contents can be checked out once.

A restnote, as the numbcr of times of possﬂ}le check-out dlsplayed in the ﬁled



t he nunber of times of check-out of the corresponding contents, that is

t hat check-out can be perfornmed any desired nunber of ti nasg.mdvempode | e, the
nunber of times of possible check-out may al so be displayed wth e.g.,
nuneral s, instead of wth pre-set figures, such as those of circles, stars
or nonths). in the display operation command wi ndow, there'is arranged a
field 208 for. displaying pictures associated with sel ected packages or
contents, such as. with the pi cture6{ile's 183-1 to 183-K. A button 209 i's;
clicked when reproducing the selected contents, that is when outputting

t he speegh.associ ated,wi th thecontents p : hghabWid on 205
is sel ecﬁgd?iseg?ﬁ?ﬁ - g‘%‘%?ﬁ%%f‘"&‘é@&e a.'gdc%ﬂioﬁb% Gtkked bat, it b i

7 the original package is .
di splayed in the fiegld 211, and.t title of t [ - tents
di spl ayeHupberi¢feposst &ﬁ%i(?m &5 Qe Howeygr, e eﬁ%@ﬁé{@é}%\!}%{ ?tlﬁg&&iqsmpl ay
operati-on comand program 112 causes the t ent s, mana . am 111
to erasé’epf@u%ﬁh%ﬁmtéﬁss%t@ﬁéﬁﬁﬂnh%%ﬁgg'ﬁ B he é@%ﬁ@lﬂiﬁ%gf :

association with the selected title, |f the button of u.th'e wi nd
denonst r pseibldgheckous displayedcn the figldh? By dndicates thap therg 15 %‘S,‘I‘gé&%‘i’%r

expl ai ned) is selected, and the contents read out fromth Cgéq%geugo Mar ch
. 2006 62 thenomberoftimehef cheok-ont efﬂtamag@nﬂ%cwtﬁ%ﬁ%&% t9%n -

command program 112 denonstrates a field 213 displaying the title of the
Cair of tée kopdrforiedmyalesiretinamber glitemepeci fi ed one of the portable ,
devi ces 6f 1to 6- 3 I f the button of the w ndow ?ermnst'r ated by t hﬁ audi o.
~recording prQdeaddHile3 the number of times of possible check-out may also be displaye:
\'irith,e.g., numerals,' instead of wrth pre-set figures, Asuoh as those of circles, stars or
" months).
o In the display operation command window, there is alra;iged a fl.eld- 208 for
/ diéplay'ing i)icmrcs associated with s.cleéted packages or contents, such as w1th the
-;;icture ﬁlcs:183-1 tb 183-K. .A button 209 is;clicked'-whcn.-rc.producing the selected
| 'coﬁtents, that is \&hen oumu@g the épeech asso.ciatcd'-wi_th the contents on a speaker
4s. | |
s If thc.buttOn 205 is selected, such that data associated with the original package
, ".is displayed in tiic field 211, and the title .qf the air of pre-set contents _displayed inthe
| field 212 is selected to effcét erasure, the- 'displaj operation command program 112 |
- c?iuse‘s the contents tﬁanagemcnt pmgmm 111 to erase pre-set contents stored in thc;
contents database 114 in association with the selected title. |
| If ti:te biitton of thc.window d@monsﬁated by the audio rccording program 113 o

. '.‘(butto'ﬁ- 255 as later éxpiained) is selected, and the contents read out-from the CD are



Is selected, that is activated, and the contents read out fromthe CD have
been recorded in the contents database 114, the display &8dviach@d0géomand
program 112 causes the field 213 to be displayed. The field 213
denonstrates-the title of the air of the contents stored in the
pre-specified one of the portable devices 6-1.to 6-3. If the button of the
wi ndow di spl ayed by the audi o recording program 113 is selected, and the
contents read out fromthe CD are reggrded in the contents database 114;

t he .di spl ay operati on command program 112 denonstrates the field 213
di spl ayi

t e, nape: of. t nt ef i o c%ﬁ:‘@@ hdrhgdi pne of the
port abl er&c%@?edb]@satﬂg- -H?B&@gﬁ%a"%? fi’ﬁﬁ%@‘?{’%ﬁ%g?ﬁ?ﬂg W n ow%ge%)nst rated by
the audiq recordin 13 ]S I ed. . t ent: out
From t he demouREAPEE G Sartrane i &by D8 ColRsBARERHRd A0
operation command, program 112 causes e coptents rmanagenent program 111
to c-heckpﬁjﬁpmm‘%rﬁﬁl?oﬂé@ﬁ%&?&e? Httﬁésqgontents dat abase 114 and ‘'r ead
out fromthe CD, in the pre-specified one of the portahle devices,6-1to
6-3. In the fHahebutton ofithavdndayy demansiyateby thedk -ﬁ%@f%w&ﬁfﬂmilﬁot t he.
contents can' be checked-in in the personal conputer t@o its |eftpost
si de. Fois sskented, Shat sattivatedygnd thevontamtssed ontiran the{eDbaye hesdyrecsided o ¢ he
field 213 indicates that the. contents corresponding to the title of the
air of thethemonentsdatabashd 1€/the disglaymperationeoparand pargraBdi@pses Henat i s
that the contents have been checked out fromthe personal conputer 1. On
the ot hefield2lBito bedisplayed The fiald2i8 deefinnmates ic e of thetpix gfithe epntents
i ndicates that the contents _ _ _ ‘

stored in the pre-specified one of the portable devices 6-1 to 6-3.

If the button of the window displayed by the audio recording program 113 is
seléected, and the contents read out from the CD are recorded in the contents da‘t_abase o
1"1-'4,‘"“111& display operation -commiand program 112 demonstrates the field 213

dlsp]aymg the name of the contents memorized in a pre-specified one of the portable

dévibes 6-1t063. - | _
If the button of the window demonstrated by the audio recording prqgram 113
" is selected, and the contents read out from the CD are recorded on the contents
| -datébase 1 14,7 the display opefaﬁ_bn cointnand program 112 causes thie contents
mgemént program 111 to check out the contents, recorded in the contents database |
o 114 and read a;_mt' froﬁ the CD, in the pre-specified one of the portﬁblc devices 6-1 to
63, ‘ R

Inthe field 213 is displayed a symbol indicating whether or not the contents can

be checked-in in the personal 6dmpui:er 1 on its leftmost side. For example, “0* lying



corresponding to the nunber of the air of the contents cannot be checked-in
in the personal conputer 1, that is that the contents havg) Marchi2(86 checked
out fromthe personal conputer 1 and have been checked out from another
personal conmputer 1. Wien the display operation command program 1.12 has

di splayed the field 213 in the display operating command w ndow, the

di spl ay operation command program 112 denonstrates, in the display
operating command wi ndow, a field 2143displaying the title of the portable
package to which bel on& the contents stored in the pre- specified one of

the porta vi ces, 6-1.1 ﬁ]gﬁh doredhbadinped dirg 't he
cont ent s"nstbﬁll"ﬁn?ﬁsbq?e féth g(?%ﬁi}ﬁ%?dtés evi cge%%g%ﬁ?o Gd??b a bgtton 210 for
closmgthef eld ndabtt ks fhat or
check- oditle ﬁfzt CPH‘QnEﬁ @Y O4F %alflllﬂhe?%?&%m pr ‘g?ralfnhﬁz has

~di spl ayed the field 213 in di rat '

di spl ay thpeputentsrhayehegn ¢h c(ﬂﬁﬁ@ﬁrﬁ@&gg%a b‘i???@ %W 218 and 219
to be arrayed i'n the displa operatl n oW. e Jons 216,
217, 21 a2} dyinondapleimes tﬁee%eﬁ;?@je#lsﬁ %aa %?gézlﬁéoc. at od
with the title of the air selected in the field 212 et thet%;ltﬁeck I n
of the amntespondiagsodicmatbed of thelair of thewapfonigangiok be chediedan e 1 el o
213; to set the cheek-in of.all contents associ ated gnéﬁh? t he i%ltl of the
cont ent pegsoddbcempatnd, GHat 1d|thailth9@dntentsthf’é’efﬂ%lbﬁe@f ¢ ‘'t he

setting of the check-in or check-out. If sinply the check-in or caeck out

by the gedrbal e Gmaﬁtetheaﬂalnavemeﬁaﬁed@dmaﬁonsmher ReRONILEQBRAMET Conput er |
Cannot execute the processing of the check-in or check- out.

“When the dlsplay operation command program 112 has displayed the field 213

in the dlsplay operating command Wmdow thc display operation command program
112 demonstrates, in the display 0pcratmg command window, a field 214 dlsplaymg
the title of thc portablc package to which belong: the contcnis stored in the prc—
speclﬁcd one of the portable devices 6-1 to 6-3, that is the package to whmh belong
. the contcnts stored in one of the portable- dcv:ces 6-1 to 6-3, a button 210 for closmg
the field 213; and a button 215 for executing the checknm or chcck—out |
| . Also, when the display opcrat:ton command program 112 lias displayed the ﬁcld-
213 in the display opcraﬁng command window, the: dlsplay operation command
g program 112 canses buttons 216, 217, 218 and 219 to be arraycd in the dlsplay |
operatmg command window. These buttons 216,217,218 and 219 are adapted to set '
the check-in of contents associated with the title of the air sclected in thc ﬁeld 212, to
set the check-in of the contents associatcd with the title of the air selccted in the field

: 213, to set the ‘check—fn of all contents associated- with the title of the contents



If, after setting the check in or check-out by the actuation of the buttons
216 to 219, the button 215 is clicked, the display operaBpdardoasnd
program 112 causes the contents nmanagenent program 111 to execute the
processi ng of check-in or check- out. That is, if the button 215 is
clicked,. the display operation command program 112 operates, based on the
setting of the check-in or check-out, to cause the managenent program 111
to transmt the contents to one of tigg portable devices 6-1 to 6-3 or-to
transmt a pre-set conmand -associated with the:check-in, such. as a conmand

Isor1 tgr aalsgﬂa ﬁﬂﬂ‘g{ fﬁeﬁ%}fg&%&m el s 8&ltihg oPtIR dbbck-frher gheck-abt.e devices

0 up ate use condition data stored in the use

condition fil t.e M%@@ﬁmmtoc?dﬁt ents. |f
- check-in or ¢ é gﬁe&icc&%é’ﬁfé%éw?%%?&ﬁsp ay operation conmand program

112 updates .the hys resis d ta S ored SFiESéhecklad ar dhietle- 184 in
associ at infetathe persenal corpgple E%Wgr@sb &ﬂﬁ%tmmnds The hysteresis

data is made up of. the i_nforrrat|on speci fying the contents as checked-in '
or checkedtout, the date of check-in or check out of the contents, and the

titles of the portabl e devices 6.1 to whi ch. CRt Q%&ave been
checked out. Hi after settingghodhes! ‘rl%@rﬁléﬁ"ks%‘wy qcﬂ@augﬁg?%lﬁl n (g)‘ragcheck out can

be executed in 30 March 2006 65 i shorter, tineg, RroNPt Yy
appri sed 2a0, theduttbm? kS miclickedsthsslisnt wwrat%%")w@@@%‘ 0 ngscheck in or
check-out to decrease the nunber of tines of time oo? utrln %%%EQE&‘RSI ng.
Operatlo@%n&ﬁn@ﬂne@égemempmgmﬂléao exeP N BePEPCSHBE Of nE“Hetessary for the

check-in or check-out, inclusive of the setting and execu |o 112
out. Thatis, if the button 215 is clicked, the display operation command program 112

,operates based on the setting of the check-in or check-out, to cause the management
program 1 11 to transmit the contents {0 one of the portable devices 6-1 to 63 or to
transmlt a prc-—set command assoclated with the check-m, such as a command for
erasing the pre-set contefits stored in one of the portable devices 6-1 to. 6-3 winle
allowing to update uéc'conditioﬁ data stored in. the use condition file 162 associated

wﬂh the transmitted command or contents.

If chcck—m or check—out is executed, the dlsplay opcrat:lon command program
112 updates the hystcresm data stored inthe hysteresis data file 184 in association with
'thc tmnsxmtted contents or commands The hysteresis data is made up- of the
.' . infori:natmn specli’)n'ng the contents as checked-in or checked«out, the date of check—m
| or check-out of the ‘éonte_nts, and thc titles of the Qortable demces 6-1t06-3 on Whlch
] the contents have been checked out. | |

Since the. processmg for settmg the check-in or check-out can be executed in



Fig.6 illustrates an exanple of a wi ndow in which the audio recording
program 113 is to denonstrate on the display 20. For exanp0dareth20Gidi o
recordi ng program 113 displays the CDtitle, such as "asynchroni zed" in
the field 251, based on the CD information received fromthe www server
5-2. The audi o recordi ng program 113 denonstrates the nanme of an arti st,

“such as "Quaff", in the field 252. Based-on the CD. information received
fromthe ww server 5-2, the audi o] : c.o-r_di ng program 113 displ ays the
titles of airs, such as "heat", "pla "black” or "soul in the title

i ndi cation port,ion of the field 25 Slml esahdi ng -

pr ogr amishertar §meathe vses can be PEIMR y gpprised gfs%%ﬁmte %éi&ga&dhl n tﬁe arti st
indi cating portion of the field 253. Af‘aﬁqrec ng é@@g '
i nf or matprovessingeofathdi thchmmuchgc %‘io PEAOE, T AT or rrat ionin a
pre-set directory of the HDD 21. L. I ckin of t ton 254,

t he audlmmmmgdpr@emngrmmmlﬁ Chfwgttlﬂu%'t ge‘ﬁ‘é"‘%c‘&u @‘ C@H}e

i nformation, the audio recording program 113 first re rleves the pre-set

di rect ordec@_g‘sa@ﬁ)rhﬁi)cﬁéck-mfortchecmu, fichusieg Ofthe setting aREEXEHIPRe  directory
of the -audio recording program 113, the audi o recordi ng program 113

" displays.a dipg em@watesmﬁtexaﬁpwnfatmnewmmmMngtr

i nformation stored 30 March 2006 66 in the directory. If the button 256

commandi Js 6 dehRnkirie dotBie dapliydl01gFef exdngpleahe e ig TW@S‘gd’mgrﬁmf he
-w ndow |spl ayed by the audio recording program 113 is clicked, the audio

'- recordi 2&{§M&%9M@r&@§u% %&W’smfth@ﬁelﬂﬁéldﬁassd onghe CP t he

drive 2
information received from the www server 5-2. The audio recordmg program 113

demonstrates the name of an artist, such as ¥ > in the field 252.

Based on the CD information recewed ﬁ'om the www server 5-2, the audlo
rcoordmg program 113 displays thc uﬂes of airs, such as “hcat” “planet”, “black™ or N
“*soul”, in the title indication portlon of the field 253.- Smnlarly, the audio recording

. pfogram 113 displays the name of an artist, such as “ duai”, »_in the artist indicating
portmn of the field 253.
-~ After recelvmg the pre-set CD mformaﬁon, thc audlo recording program 113 :
7 storeés the CD information in a pre—sct d:rectory of the HDD 21..
If, by the chckmg of the button 254 the audio recordmg program 113 is
N -ix.isﬁ‘ucted to aoqmre the CD mformatlon, the audio recordmg program 113 first
retrieves the pre-set directory of the HDD 21, If the CDr mformation is stored in the
| dn'ectory of the aundio recordmg program 113, the audlo recordmg program 113

d1sp1ays a dialog box, not shown, to penmt the user to use the CD information stored |



dat abase®™
o0t am 111 Tithe buttn Srongmn e s SRR Coifds BRARIETEN.

there is c@hicRfd@anagement program 111 compresses the contents supplied from

furnish the read-out contents to be routed to the contents nmanagenent
program 111- along with the CD informati on. The conpressi ofd gMRRZEI0RT
program 138 of the contents nanagenent program 111 conpresses the contents
supplied fromthe audio recording program 113 in a pre-set conpression
system The encryption program 137 encrypts the conpressed contents. The
use condition conversion program 139 generates use condition data -
associated with the conpressed and engrypted contents. The contents

. managenent program 111 sends the. conpressed and encrypted contents al ong
- with the, u&; Eondition data to the contents database 114. The contents

B4t es the contents file 161 and the use condition file

the use condition data. in the use condition file 2. tents
and t he ims&ecwindow displaged by he apdipdgeariing Rrﬂ%hgfﬁ%ﬁéﬁgg’e&ggaggﬁﬁstored

in the contents database 114, the contents agenent .program 1 ends to -
et

the di spkegordingymogram tidmeadsiopt thgcanientsArom | Sietsf rved from
the audio recording program 113 and the use condition data. Basfﬁ}aon t he
CD i nf or fakrisnthendad-bet coskentotdbe fanteditarthe genterts MaBgeHPent RIAEEH MVar ch 2006
67 contents stored in the contents database 4 14, the displ a.og{xce#lation
comand plag with thé CDeindoraiationd Thpl coppfession/exppedisg pregraih Le§ o1 dhe p ay

data file 182. In the wi ndow displayed by the audio recordi n%hparuggcr)am 113,
(<]

' recordmg program 113 in a pre-set compression system. The encryption program 137
- en(‘.zjfpts the compressed contents. The use condition conversion program- 139 "
generates use condition &ata associated with the compressed and gncryp'ted contents. '
s | The contents managemcnt_'progrém 111 sends thc_c-;ompresscd m_ld_encryl)ted
Qénténté along w1th the use ééndiﬁon data to the contents database 114. |
. The conteﬂts-dat&ba_se 114 géﬁeratcs the contents file 161 and the use condition
file 162, :;ssociated wn‘h the contents ‘reccivéd from the coﬁtents management program
N 111, to store the éont_ents m the contc,nté filo 161, while sto:jng the use cc-)ndition data.
in'the use condition file 162. | | | | |
When the contents and the use condition data associated with the contents have
| i:)'eeﬁ étéféd mthe contéﬁts database 114, the contents management pro_gr_ém 11 ;_sendﬁ .
1o thé display operation command program 112 the CD information received from the
.. .audio recording program 113 and the use condition data . |

Based on the CD infonnaﬁoﬂ and the use condiﬁon_data associatcc_l with the



a button 255 for setting whether or not, on recording the contents read out

fromthe CD on the contents database 114, the contents re@iawgh 200&6m t he
CD should be checked out automatically in one of the portable devices 6-1
to 6-3. If, for exanple, the button 255 is clicked, the audio recording
program.113 displays a pull-down nmenu indicating the Iist of the portable.
devices 6-1 to 6-3. If the wuser selects one of the portable devices 6-1 to-

6-3 fromthe pull-down nenu, the p%gdsonal computer 1 automatically checks
out the contents recorded fromthe t he selected one of the portable

devices 6-1 to 6-3., Lf the user has,selec 1@ pkogrhmom the

pul | -dovwnwwﬁeﬁénﬁlﬂ@& oy ‘@Ef’r‘?ﬂfﬁ ffih a‘%‘géa%gﬁ&aﬁ out Wnen recor di ng

the contents fromthe CD. only . of the , '

Wi ndow. oﬂeﬁﬁgﬁlﬁﬁi@se@stﬂW@taE’Gis ﬁlgb%"ﬁ'ﬁﬁayp%%z @3 i s rendered acti ve,
t he personal conputer 1 is able to cause a e- spe

portabl e devilsése windowaligplayedbydheaudis recordia Wgtﬁtﬁégrtglg? ggfr%gom t he CD.

Referring to tthe flowhart of Fig.7, the processi tr rrijng the
cont ent sa baket nwmcmwhuhemnma@emcmd%él%mﬂg%ﬂ Eeﬂdg"‘{stri 21 for

copying by the CPU 11 executing the contents mana errent

di spl ay gpepRith®Boseitsadutabyse ddrarnhd tanteatsaicad roait @égﬂ%aﬁ%% and the
contents database 114 is now 30 March 2006 68 expl ai ned I f the user

act uat esclidiRed BUDARGRaG IR intdne ofthusportble deviegsui-140 6otmand  of-

transferring the contents reproduced fromthe CD, not shown, Ioadig on the

drive 22, togtfse eQEHpiel thé Bulthe 25 iecliced, the dudio degprpg@%
' recordl ng program 113

displays a pull-down menu indicating the list of the- portable devices 6-1to 6-3. If the

user selects one of the portab'le- devices 6-1 to 6-3 from the pull-down menu, the
7‘ personal computer 1 automatically checks out the contents recorded from the CD in
the sclected one of the portahle devices 6-1 to 6-3 If the user has selected “not
.checked out” from the pull-down menu, the personal computer 1 does not check out
when recording the"contents from the CD. - _
Thus, if only the button 255 of the window .dcmonétrated by the audio
recording program 1 13 is rendered activc the personal computer 1is able to cause a
| pre-specified one of the portable devices 6-1t0 6-3 to check out the contents read ovt
ﬁ'om the CD. |
Refemng to the flowchart of Fig.7, the processing of transferrmg the contents
| réproduced from the CD loaded on the drive 22 to the HDD 21 for copying by the '
CPU 11 executing the contents managemeﬁtprogram 111, display operation command

program 112, audio recording program 1 13 and the contents database 114 is now



at step S 11 denonstrates a GUJI (graphical user interface) shown for
exanple in Fig-6 for selecting the contents to be copi ed38Margle200&pl ay 20
via the interface 17. Specifically, the audio recording program 113
reads-in the. TOC (table of contents) of the CD | oaded on the drive 22 to
.acquire the informati on on the contents contained in the CD for’
denonstration on the display 20. Alternatively, the audio recording
program 113 reads out the contents-bﬁied | SRC. (International Standard
Recordi ng Code) contained in the CD acquire the information on-the

contents whi.ch “then is denonstrated t he, di_ " andel vy, when
t he but texplaised. ﬂ%@l%%ﬂ%@ﬁ@%ﬁﬁmﬁgéﬁrﬁﬂlﬁ81%%‘%%%? 2(21111 135 gg‘?gisses t he. waw
server 5-1 or 5-2, through the network 2,.to acquire | rdflel on of

t he c—ontﬁﬁwM&@M@@%ﬂ@@é@@ﬂ@ C]huﬁ‘r‘%é“ g g&ia{#a%or respondi ng
to the contents on the field 253. The user actuaj.es th&ﬂk%ﬁ%&&’d{ﬁg or the
mouse 1922, us iiegCPU 1GuA thes intéracgi Ipiongopyreg. the,aadip EROTHHE PEYRTertS to be
copi ed, such as by clicking a check box correspondi n% to trie.t'%it I6e of the
ai'r di spAtay&aS Onddnhenstratdsch GHB (graphecal vaer intestscs showniigpe B EEST di ng
program 113 .causes the use condition managenent progra 14](:10 check a

t erni nal glabRbasetEi@hasht to bheopiBiDoR the display 38 wisrteateriace ke use condition
files 162-1 to 162-N of the contents database 114 shown_jn Fti?g 4. .This
terninal dat ajRsmGllgCtheradiosetadiigpogoan 113 tadsdin then TG (@BlavRf ch 2006

69 lowchart of" Fig.8 At step 531, the use condition managenent program 140

- cal cul at EdntkAiS) b CTY fldded oh tho ariead foenctiairertimdhfogmativa o8 thacutefiar e at
step S32 the calculated value to the o '

contained in the CD for demonstration on the display 20. Altemnatively, the audio

récording-program 113 reads out the ‘pontcnts-bas_cd ISRC: (I.ﬁternational Standard
Recording Co&e) contained in the CD to acquire the information on the contents which
then is dénionstrated on the display 20. Alternatively, when the button 254 is clicked,
y tlhé"aud.io técording proQM' {13 accesses the www server 5-1.or 5-2, through the
 network 2, to acquite the information of the contents of the CD to demonstrate thf:
' ﬁun_:ber of the air corresponding to the contents ;on the field 253. | '
" The user actuates the keyboard 18 or the mouse 19, using the GUI of the display
20, to select tﬁe-coﬁtents to be ‘i‘;o;.)ied, suﬁ_h as by c]ickiz’ig a dheckbox.correéponding
to the title of 'fhe air displayed on the field 253. - '_ |
. fihen; at sfep 812,5&6 aundio recording program 113 caqsgé the use condition
fnanégcment . progrm 140 to check a t'ermil.lal. database stofgd in the HDD 21,
- 'correspOndiilg to the use condition files 1-62-1 to 162-‘N of the contents database 114

shown in Fig4. This terminal databasé check processing is shown in detail in the



| ash val ue stored previously. Meanwhile, if no data is recorded in the
term nal dat abase, the use condition nmanagenent program 130 Maoes2G06t
conput e hash values. That is, there is provided in the HDD 21 the term na
database in which the |SRC of the contents recorded in the past and the

date and tinme. of copying are stored as the managenent information -
managi ng the contents recorded on the HDD 21, as shown in Fig.9. In‘this

enbodi nent, the respective | SRC and tc)tghe date and tine of the copying are
stored as to three items of fromiteml| to item 3. The hash values of the
entire termnal da base, which are derived fromthe date and tine of
copyi hg lgwehart of Fy of the entire contents stored in this term nal

dat abase are conputed by the GPU 32 of th 02&l St 1efhi n the
non-vol ati | eAhMr§3134heﬂ$e%q ”i}ﬁnl%lp?%%ggpl al ne esubsequent ly.
The hash val ues are obtained on appl ying the u dat a.
The has haliraof theoentire terminaldiatabase 9o §teB ﬁvﬂ? ??T&Mtgggaﬁr%gg&sgge of an
optional-length to a conpressed value of a short fixed length, and is

char.act aastzeslue storedpteviiasky. conver si on of conpressed data by it is render ed

~difficult. The hash function is also characterlz%g in _that col IéSlon of
the hash val Nesnwihiles, Hashdsh ierecosdedon the atesthe ¥8e0nd” o it s

difficult to allocate the sane value to two' dlfferent nmessages. 30 March

2006 70 mana g@ﬁeﬂﬁ SidgbanauD@oek Roommamitohash yalueed as a -check sum for
~verifying that the message has not been nodified in the course of its

transni ssi onTpgf jl fgdte i pRovilded fnathe HIDDEL uthe. terminabdafabaserip YERich ihmy be
exenpl | fied by SHA ( secure hash al gor.ithnm) and MD ,
| ISRC of the contents recorded in the past and the date and time. of copymg are stored
as the management information managmg the contents recorded on the HDD 21, as
shown in Fig.9. In this embodiment; the respective ISRC and the date and time of the
oopylng are stored as to three items of from item 1 to item 3. The hash values ofthe
entire termmal database, which are derived from the date and time of copying and the
. ISRC of the entire contents stored in this terminal database are eomputed by the CPU
32 of the adapter 26 and stored in the non-volatile memory 34, at step $38, as will be
| explained subsequently. The hash values are obtained on applying the hash funetion-
| to the data. . _
| The hash functwn isa umduecﬂonal function whlch maps a message of an |
-olpt'i'onal lengthtoa compressed value of a short fixed length., and is characterized in
that back conversmn of compressed data by it is rendered dlﬂicult The hash function
.1s also characterized in that collision of the hash values with each other is not llkely to

occur, that is that it is d1fﬁcult to a]locate the same value to two different messages.



(message digest) 5. The use condition managenent program 140 at step S31
conput es the hash values, |athe sane way as was execut ed3®Mar¢re2@BU 32. At
step 532, the use conditi-on managenent program 140 requests the CPU 32
to-read out the hash values stored in the non-volatile nenory 34 to
conpare at step S31 the transferred hash value to the hash val ue which the
CPU 32 has conputed. At step 533, the use condition nanagenent program 140
at step S31 checks  whether or not thg hash value it has. conputed
coincides with the previous hash value of the term nal database stored in
t he non-vyol ati, Ok 4. s | SurVE iFying Sigat glesmbetdage

et iRty crptippall) PRgaR dhbgk furb e veriyiog S

managene at the term nal database has been
nodi fi ed, and gener at t step S34 . a- - e&qi'slgg'- 2 {dhBtal Siehataed.

dat abasehﬁég‘)‘glé"@ﬁWﬂﬁﬁ??@o‘iﬁﬁguﬁgﬁgzm@%%%gé’ copl eéqa?ﬁog? t hgﬁtse

condi tion_managepent program 140 t t the gepes RS S5E Mmer t he
i nt er f acd he7hash Kunetion BHY, W@B‘Fgﬁfgﬁmﬁ( c(‘a’ge Hggetﬁ%:%ﬂ It 1'on managenent

program.140 then ternminates the processing.. That is, in this case, the :
processi fmessageshigesthizi ng t he contents recorded on the CD and copying the

reproduced contents on the HOD 21 is inhibited. |f e has onput ed
at step S31 caihncisdegﬂdlm)nmmgsmtW%éﬁsﬁéﬁi?@,éﬂﬁ%n%&gérﬁg%ﬁan%ves to -

step 535: The use condition managenent progr 40 ¢ 30 r 2006 71
he audi o vahes; mithegsamaogapas wasexesued §il rc_ﬁqanUgﬂ %‘ﬁgeﬂ:%g?’ﬁée V@Ff%%gﬁl}nhé

SR e atsohmentprepron e romtastpC 3 e EowEHE 1 1AHEDSHERY bt oot
140 causes the audio - : - ,
" the non-volatile memory 34 to compare at step S31 the transferred hash value to the
Mh value which the CPU 32 has computed.

At step $33, ﬂié use condition management program 140 at step S31 chepks
whether or..not the hésh value it has cox_iiputedrcoincides with the previou’s_ hash value
of thie tcrmmal datébase- stored in the non-volatile memory 34. If the result is NO, the
u’éé"’éb_ndition mhﬁ'agéﬁient program 140 verifies that the ter_x‘ninél database has been
modified and generates at step S34 a message reading: "fhe termiﬁal database has been

* miodified and Hénce canniot be copied” for the use condition management program 140
- to output the gc‘aﬁera-tedmessage‘ over the iﬁterfacé 17t0 thp dispiay 20 for display. Th_e
lixs"é condition managemcnt program 140 then terminates the processi_ng., That is, in
i ‘ thm cése;l-.thle prdccésing of reproducing the conteﬁts recorded on the CD and cqpyiqg '
the reprodiced coﬁtents on the HDD 21 is inhibited. |
| If the-'hash value computed at step' S31 coincides with the p:{eizious hash value,

“the pngram moves 1o 'sitep S35. The use condition management program 140 causes



recording program 113 to read out the TOC data of the CD to apply the hash
function to the data to acquire data of a suitable | engtBBp Marcth2@as 58
bits, to use this data in place of the ISRC. At step 536, the use
condi ti on managenment program 140 checks whether .or not the | SRC acquired
at step S35, that is the selected.contents, have been registered in the
term nal database of Fig.9. If the | SRC has not been registered in the
term nal database, the contents.hav$ not been recorded in the 11DD 21.
Thus, the program noves to step S37 Where the use condition managemnent

program 140 regi sters the |SRC of the content dedda- -date and .
‘time in héendibeecirdig prograbad &3 to REEHTHITPRL @@%I%ﬁfgﬁégaﬁn@ﬁggemnt

program 140 utilizes, as-the current date and. time, val tputted
by the RElcha & cdnbentadaptaryins specifictd st step ﬂ%n&ﬁgg IS %52'.1&2'?6%% ep 538,
t he use condition managenent program 140 reads out data ofthtglFI t er m nal

dat abas gegérded Ont theRCD oihRtusk @ondetivf mandgesient pPZHYR 148cquses WRAMMOY 32 t o

the adapter 26. The CPU 32 conputes the hash val ue glfﬁ'ﬁtbhe' trfggg&(géred dat a
to stor 55' g@,-né&gwﬂima&ahmemmammm@map yithebash fguc
& above, The

expl ai ne hash value, saved in this manner, is utilized at step
S32. as t&%@a&@ag&#&f 24 662 RIIOBEM, suchlas 58 bits, 36 8se tiredata i BlasRii t i on
managenent program sets an unregi stered flag representing that the

sel ect edofc@gtlgﬁps have not been registered in the termnal 30 March 2006 72
dat abase: i fag is used at step S13 of Fig.7; as |later explained, when

.verifying \Ahﬁ{fg‘fe ! %%6; &o#t@ﬁd-ﬁggq%gg%eﬁ@ﬁg?ﬂgﬁaﬂhm&mkmhﬁgbmr@oéd in

this term nal a verified at step S36 that the | SRC
Of_ the Sﬁlle‘igf{&daca‘%“réf&ts%eprﬁ%,‘ thait is the selected contents, have been registered in the

terminal database of Fig.9. If the ISRC has not been registered in the terminal
databasé, the contents have .nbt_been rgcqrded.in the HDD 21. 'I‘Hus, the _program.
moves to step 'S3l7 where the use condition maﬁagemc_mt- program- 140 -rfgiéters the
ISRC of tﬁe contents and ithe cment -date. and . time in the. .terminal database.
MeanWhilc, the use bdﬁditioﬁ management program 140 utilizes, as the current date
| and time, the value outputted by the RTC 35 of the adapter 26 transferred from the
CPU 32. At step S38, the use conditien ménag’éincnt inroé;'am- 140 reads out data of the
terminal database at the time p.oin;c to transfer the read-out data to the CPU 32 to the
a;dapter 26. The CPU 32 cqmpu_f:eé the hash value of the transferred data to store the

: éompuﬁd hash vﬁlué i'n‘tlm non—vdlaﬁlemgmory_ 34; As cxpla;ned above, the hash
value, saved in this manner, is ut:hzcd at step S32 as the hash value stored previously.
At step S39, the -usc- condiﬁon managément program 140 sefs an unregistered

flag rcp’resentiﬁg that the selected contents have not been registered in the terminal



been registered in the term nal database, these selected contents are the
contents previously registered at |east once in the HDD 2130 ffarsh 2008 t hi s
case, the program noves to step S40 where the use condition managenent
program 140 checks, fromthe date and time of the selected contents
registered in the term nal database, whether or not the current date and
tinme, that is the current date and tinme outputted by the RTC 35 of the
adapter 26, is not less, than 48 houkg ol der than the date and tine of
registration of the selected contents registered in the term nal database.
If the current date, and ti IS : Py : banwkdh Yerifiymgt han t he
dat e and Of P gp&ﬁﬁ%ﬁ?ste]ig%gﬁgi 51 dtgg%te%ﬁ Z?Lﬁlig’ al lowed, for the
reason that, although the conten wer e ' : Basenot | ess
han 48 NossTionvet the.ssbetrgPnEBs e OprhEcEiRh S fh Bl (oAl 208 -

1f the contents are
agai n copi ed, copying of the conte I Nl ak L.l o i hial 1y -
i npossi bl e. THOK hag héemYWWtW%@@@ag%ggg@l&vmgﬁsgfe? ﬁg ?nge\ﬁcondi tion
managenment program 140 changes the date and ti of . th efm | t abase
from t he bedntregisteted imthedermivel databaseetiest F%!P?tgﬁ CPBtelnﬁngtceutrﬁlg‘ eérg)t%lted%t@ e and

tine outputted by the RTC 35. The programreyerts Lo step S_(?ﬁrp e the
. use’ condigrevioustamegistrent atjeay oape in the %g 'ﬁf"r@ 55880 HE RSB { he hash

val ue of the entire term nal. database to save the cogﬁu%gﬂ(sgﬁﬁgl%gl ue in
t he non- vabadsith etepisa0 mheteithe e endfic®ananagp@eRgEoF@Bhtii § agement
- program 140 sets an unregistéred flag in the contents 0 March 2006 73 |If
i's has befiie ¥&d e (i schécrql Siffertiergistéred suthe dermirplde THERF P ot
ol der by . not less than 48 hours than the registered date n&\ ':#fﬁ :
- copyi ng Gforidhe bR dafithndoding ahatdis the dumeentidpe 2nd timg ompRitsdy Me i s case,
- the program noves to step S42 ) e of '
- 35 of the adapter 26, is not less than 48 hours older than the date and time o

registration of the selected contents registered in the terminal database. If the current
f'tlate.-énd time ié older by not less,thén 48- hours fhan the date and time of registration,
| <'>"(')pj,zin_slc,1r dﬁ thle_HDD' 21 is allowed, for the reason that, although the contents were
recorded at least onc e, 'not_ less than 48 hours have élai)sed_since that 1:i:mc, so that, if
the contents are again copied, copying of the contents in large quantities is virtually
i‘m-po'ssible. . ‘Tilus, the program moves to step S41 where the use éoqdiﬁo_n
management ﬁrogram 140 changeé the daté and time of the te'r-miqal database from the
B date:and timc ofthe past registration to thé current date and time out{;\utted by the RTC
' :35 . Thq program reverts to step S38 where the use condition management program
: 140 causes the CPU 32 to comput§ the has_h value of the egtiré termjna} database to
‘save tﬁe computed hash value in tl_le_noﬁ-volatile memory 34. At step S39, the use

* condition mamgcment program 140 sets.an unregistered flag in the contents.



where the use condition nmanagenent, program 140 sets a registered flag for
the a selected contents. It. as the result of the proces8DMareh 28@%p 540,
pre-set time has not el apsed, new copies of the contents cannot be
generated. Thus, copying of the contents for ordinary wuse other than the.
illicit use is not unduly prohibited, while copying of the contents .

necessary for illicit marketing or distribution beconmes virtually
i mpossi ble. Although the criterium decision at step S40 is not |ess
than 48 hours, i't may al so be any ti duration between 12 and 168 hours,

wi thout being limted to 48 hours, Thus, by t erm . - heck
processing, dfisdmisbeen wrified at stepiS4g 4%%?8%??&%%@1@%6%@?%?3@ ected
contents-have. been registered in the ADD 21 i.s set... Ret ié&ﬂ:&&i Fig.7,
the copyhstdesptmgetfchoursribay the negistered dateyangd fime, GORYILE {BFHSTOF not t he
sel ected contents have been registered in the term nal dat ?bage. HS t he,
sel ect edosAskts i Sh HVDD De éninhélgiet chethis cae, BredRfeaFTMRRYES 10 S SRS 14
where the copying managenent program 133 causes the _audi(g rec rqj't_lnq

progr am $hared the GRGHiticH Madigdnlit diregrary 140 sgtsne SeBFETS g&gn‘%.r fi's air
has not been copied for nore than 48 hours, so it cannot be copied". This

apprises, lih SEhtefids. t he reason why the contents cannot be copies on the
HDD 21. §%}%¢cﬁ£§%6 74 If it has been found at step S 13 that the

b ooy P e e cap am 113 o el
the driv %(r)pi%so of tﬁggoxﬂgﬁts CRoEBE gerddragi ! TRuLBopyiagefihe contents for .ordinary
B use oﬂmr than the.illicit use is not unduly prohibited, whii_e copying of the contents
‘ne'c'es"saxy for illicit marketing or distribution becomes virtually impossible. Althgugh
ﬂie criterium of decision at step S40 is not less than 48 h01_1.1"s, it may also be any time
‘duration between 12 and 1 68 hoﬁ_ré, without being limited to 48 hours.
: Thus, by the terminal database check.processing, described above, a flag
. ,indicaﬁng whether or ﬁét the selected contents have been rcgistered in the HDD 21 is
set.. |
- Returﬁing to Fig.7, the @pying ma;iagement_pmgram 133 at step S13 checks
| : | ﬁflieﬂicr or not tﬁe selected contcni:s have been registercd in the te_rminal_ database. If
,'t_l‘:lc, selected _éontent-s-havcrbeen registered, the program n_lowies to step S14 where the
'7 copﬁng' manageﬁleﬁt prc)g;ram 133 causes 'the audio -recording program 113 to
demonstrate on the ﬁisplay.ZO a message reading: “this air has not been copied for

more than 48 hours, so it cannot be copied”. This apprises the user of the reason why

‘the contents cannot be dqpies on the HDD 21.



- accordance wt

therein. In these contents, watermark codes are inserted at pre-set
positions, as shown in Fig. 10. The audi o recordi ng progs@matd32@i6 step S
16 extracts the water nmark codes contained in the contents to verify at
step S 17 whether or not the water mark code indicates copy inhibition. If
the water mark code indicates copy inhibition, the program noves to step
S18 where the copyi ng management program 133 causes the audio recording
program 113 to display a nessage r eagl ng. "copying-inhi bi ted" via interface -
17 on the display 20 to termnate th 4copy| ng processi ng | f conversely the

water mark at step S 17 does not indi e co hi b 1 ogram
moves to st epfstbawhese found atisien Sléc % ‘3 id%‘ﬁesg(g[ lt)ﬁh

conpr essi on/ expandi ngprogram 138 to corrpress the con

processi ragisteredan dur tdeminal databass, the, progebmgyes Peieh éﬁi Wi‘??gméc oust | c

codi ng(ATRAC) 3 (registered trade mark). At step 5 Pf ﬁbdle fi(gcordl ng
- progr am %r&gﬁgwalemmmmmgomdwﬁc%t ?FB % 8%%nts, in
data encryption standard (DES) system or. the fast

enci pher geabina 19Mekd dumtértEAkter maikugdeure prsertedat PreAePPpioB s tored in

the menory 13. The encryption key, generated based on the random,k nunbers,

gener at eg, Pﬁézﬁpffhl‘,"ﬁﬁcﬁo reéor@gli6grag LI At BleptSd 6 extecte ﬂg[@@;e@}mflq@deﬁau 32 of
t he adapter “26, nmay be used. By executl ng the encrypti.on proce55| ag not

only by f gﬁuﬂ, 318@[&';; m%%n abstep 319 onliathérhor rcRth@ water etk cadépt er 26
as the hardware ch | oaded as ancillary . device to the

- personal aﬁi@g % Hho%ﬁﬁ@%a&?&&k@éﬁéﬁ&%@ﬂbmm?wm whi ch

is nore ecode. Then, at step 521, the audio recording program
113 tr an%‘lg‘;e% ttoh?epegf?f ¥\the§éit}f@59pymg management program 133 causes the audio

'-recording program 113 to display a message reading;: ¢ 'copymg inhibited” via mterfaee

17 on the display 20 to terminate the copymg processing.

Oaf conversely the water mark at step S17 does not mdlcate copy inhibition, the

‘.program moves to step S19 where the audio recordmg program 113 causes the

: compressmn/expandmg program 138 to compress the: contents by software p,rocessmg

inaccordance withe.g., the adaptive transform acoustic coding (ATRAC) 3 (regtstered

 trade mark) At step S20, the audlo recordmg program 113 causes the encryption
program 137 to encrypt the contents, in accordance with data encryptlon standard

' (DES) system or the fast enclpherment algorithm (FEAL), using the pre—set encrypuonl
) .key stored in the. memory 13. The encryption key, g enerated based on the random

numbers, generated by software, or on the random numbers generated by the CPU 32

| of the adapter 26, may be used. By execunng the encrypnon processmg not only by

the personal computer 1 but also by the CPU 32 of the adapter 26 as the hardware,



to the contents database 114 to save the data as a file (contents file 161)
with a filenane in the HDD 21. Alternatively; the data nayMakh 2¥6ed as
the position _information, such as the nunber of bytes as fromthe | eading
end, is accorded as a portion of the sole file. This saving operation may
be executed sinultaneously in. parallel wth or  separately fromthe '
above-nenti oned conpression encodi ng processing and the encryption
processing. At the next step S22, thg.audi o recording program 113 causes
the encryption program 137 to encryﬁ?‘the pre-set encryption key stored

previously_in the_non-vqlatile nemry 34.i car Y o
above- wéﬁwedms@ng@srs@ﬂem@@yw@ﬁ@&%&weél ﬂg’eg?@%é&ggﬂ%%c‘%%ﬁeon key in
an air database of the HDD 21. corres ongi ng to the use condition files
162- 1 tcthe_egclmpuanwi@clmrmmthfﬁfalﬂtama&&o %4 shown in Fig.4. At step 523,
t.he audio recordi ng program 113 groups the informati,on,concerpi,ng the saved
file, encr_yptMDeattstQMZloﬂld@yﬁo-mherdm-mmW‘B‘l‘iﬂsf%ﬂ{‘?&ﬂm{ég%?nd t he
- elements of the information of the nurmber of airs inputt dg t he user

t hr ough totthe Sdteritodatabase 454 a0 save the dwgiastechile (centents fije § é‘é’ﬂ Yat abase
of the HDD 21, that is to record the set as the use condition files 162-1
t 0 162- NjleAhm8iaPtheSROD t1le altHrmativel; dhelidaty praydheasaved1® theupesitiohe CPU 32
to conpute the hash values of- the entire air 30 March 2006 76 database to

store t RRfSAENehE Sudlpsd théahuiseriof byt asdrom dhaldadingrenhiyagordadias #i s
manner, the air database, shown for exanple in Fig 11, is registered on

t he .HDD ﬁ'&i‘ﬁoﬁ%ﬂﬁ@s&éﬁ@.m enbodi nent, the fil ehame_s of the itenms 1 to 3,
the _ _ _ o | )
o This saving operatibn may be éxecuted simultaneously in par?]lel with or
' lsepai‘.atcly from the above-mentioned bompressibn encoding processing and the -
encryption pro_cessinél 7 _
At the next step S22, the audio recording program 113 causes the encryption.
pro gram 1:37‘3.1- to encrypt the pre-sét anlypiion key stored previously in thenon-volatile
memory 34 in accordénée v_vith the above-mentioned DES or FEAL system to store the
encr_yptéd encryption key in an air database of the HDD 21, corresponding to the use
condition files 162-1 to 162-N of the contens database 114 shown in Fig4.
At step _' S23-, “the audic; fccofding program 113 gfoups the information
' qbﬂcéfning the save& file, cﬁcryptf_:d enc@ﬁon key, ﬂlé-infbrmaﬁon 0# the contents
B and the:c'lc;ments of the information of the number of airs inputtgd by the user-tbrbugh
the GUI together .as':a set to régister the set in the air database of the HDD 21, that 1s
to rcc(')rd.the.sct as the use condition ﬁlés 162-1 to 162-N. At step S24, the andio

recording pro graml 13 causes the CPU 32 to computé the hash values of the entire air



encrypted encryption key, title and length of the nusical air, replay
conditions, such as date and tine of start; date and ti msoagfiapacdoemd
limtations on the nunber of |ines, nunber of ti mes of playback counter,
chargi ng condi tions on pl ayback, t he copying conditions, such as the
nunber of tinmes of- copying, nunber of times of copying counter and copying
condi tions, are recorded. For exanple, in the system prescribed by the

-SDM  (secure digital nmusic initiative t he nunber of times the contents

can be checked out is set to three iV assom ation with the contents copied
froma CD. If pre-set tine has el apsed as fromthe tinme of_.duplication of
t he cont gatababd @BtéMRehEtbputsd hadhDRIRES inithe nmnbbleangya%a ble to

~duplicate the contents, so that a fewtinmes of duplication is possible for

the private ug@ﬂﬁynfa{]ﬁeﬂﬁ@rau dafabaké, ebpiva for exampielin Fig. 1dyisiregisteecd o
contents in |arge quantltles much tinme is required to render the :

dupl I cat iph ryhp y! inVﬂ%ngﬂwtmnﬁao&ﬁleﬁmh@ﬂm ofahpiiterrs 1 to S, the

mal f uncti oni ng such the contents recorded on the IUD 21 are erased,

it is posg 3!341? &angg@idél%geon ; d‘le ﬁh@%ﬁﬁlﬁpﬁi&%phyabhmuohamuehof a

pre-set N I's al so possible to co-own the

cont ents ofy, g,;lgﬁp G mé%?%éﬁﬂd%wﬁélﬁdﬁ%ﬁamb&rmeﬁ g., the

net wor k f‘s explanat 1 on has been nade of the case in whi ch

the date an rch Tl £ dupli.q oci ation
with the® ;ﬁap%laﬁlégoﬁﬂt&e Rar r: LdrRiRidnS dniplayadk Qe icOpgiRgOCi at |

MER e mna1|ngthe contents or the CD;

"-?Lgfreo:c n];é);lglat I @uch asm}mhl?er ftm%eg of cgsylﬁhrnmﬂﬁcr &Y B} OF cofyippnat i on

counter and copying conditions, are recorded.

- For example, in the s_ystcm .prescribed by the SDMI (secure digital music
initiative), the number of times the contents can be 'chécked out is set to th;“ee in -
association with the contents cep1cd from.a CD.

If pre-set time has elapsed as from the time of duplxcatlon of the contents from
ﬁi‘é‘"CD to the HDD 21, it bgcomes again possible to duplicate the conj:ents 0 thata
féﬁv times of dui)l-ioatidn is possible- for the private use by the user. If aitempts are
made to duplicate the contents in large quaniiﬁes- muchltime is required to render the
duphcauon virtually nnpossible Ifthe personal computer 1 is malﬁmcnomng such

| _ that the contents recorded on the HDD 21 are crased, itis possﬁ)le to duphcate again .
| the erased contents after lapse ofa pre-»set time for recordmg on the HDD 21.

1t is also possible to co-own the contents of the terminal database rccorded on

the HDD 21 _tbrough e.g., the netwo;k 2.
| In the foregoing; .explanation has been made of the case in which the date and



Referring to the flowhart of Figs.12 to 14, explanation is nade of the
processing of transferring the contents fromthe HDD 21 t 80 MmscH 2@dh nenory
61 (such as nenory stick, registered trade mark) of the portable device 6
and the processing of check-out, by the CPU I .| executing the display
operation command program112 and the contents: managenent program 111 ‘and
the CPU 52 executing the main program First, the processing of contents
movenent is explained. At 'step 551, 4he novenent nmanagenent program 134
causes the use condition nmanagenment program 140 to conpute the hash val ues

of the gnt i ;& a@@gﬁ%‘g? }%?{e@tms Beiafidn Wil (NP YSRENTE ﬁnmmlmtionprogram

134 co hash values wth the hash value conputed :
previously by.the CPU 32 .and st ' 'Ifgﬁl - viphakidhextesiby aidr | f -t he
two are Wﬁ%%ﬁ?{lgﬁf‘ﬁ%"rr’?ﬁ\’/ﬁﬁﬁﬁeﬁanagemnf program 134 advances to

step .S53 _to cause  the djspl operationsconmand program 112 to display a
message ﬂbmm@ombwmnaﬁ?reag%%é@@w 'ave been nodified" on the display

20 to terminate the processing. This processi NQ4l : asf teat of the-

processi ng ofRefewjng ®athe Hosghart qﬂi’{gﬁﬂé 03 %,'e’g)éﬁaghpglsdn%\ggﬁent fromthe

- HDD 21 to the portable device 6 is not e ted. t , novenent

5 'rrfin'age Wncpsm%ﬁ@%@@ﬂ%ﬁé?ﬁ&ﬂ)&gﬁmﬁgfﬁ%ﬁ%ﬁﬁeﬁg}?ﬁltgr e |7 g t he
air dat abase provided on the -as .a par . _

cont ent sashaieators stick] degistered uademrmfthmr@ﬂ%‘fﬁ%%gﬁ@%yﬁ%&ﬁ% ay

operation command program 112 to denonstrate, the read:out ‘comfgﬁ In on

the di spkhecksutaby the\TPUR etantiog eodispdey ompaaiion COMPHIPTERIA™ 61~ Sel ect i on,

the user selects the contents

the contents management program 1 1.1 and the CPU 52 executing the main program.
First, the processing of contents movement is expla_u.iﬁed. At step 851, the
movement managemen; program 134 causes the use condition management pro gram
140 to compute the hash values of the eﬁtire air database. A_t step S52, the movement-
inlanzzlg_mnen:1_1: program 134 compares the computed hash values with the ha,sh‘value ' |
cdmpixted previously by the CPU32 ahd stored in the non-volatile memory 34. Ifthe
ﬁvo are nén-cfbincident, the movement management progfam 134 advances to step 553 |
to 'c'zause the display operation command program 112 to display a message reading:
“the air datab:ajse may have béch modiﬁcd” on the display 20 to terminate the
processmg This prdcess’ingris the dame as that of the prooes‘singof.ste[.)'s S31 to S34.
‘ In this‘ case, contents movement from ﬂie HDD 21 to the portable device 6 is not |
éxecutéd. | |
At step 854, the movement management program -134 causes the confents

| information, registcred in the air dai:abaée provided on the HDD 21 as a part of the



noved fromthe HDD 21 to the portable device 6 by clicking the air title
di splayed on the field 212 of Fig.5 or the button 216. T30 Markr2806

managenent program 134 at step S55 checks the replay conditions, replay
condi tions and on-pl ayback charging conditions of the contents sel ected
step 554.-This processing will be explained in detail wth reference to

- the flowhart of Fig. 15. Then, at step 556, reciprocal authentication

processing is carried out between ?g aut hent.i cati on program 141 of the
personal conputer 1 and the CPU-53 of®the portabl e device 6, whereby the

at

key for conmunication i s co-owne t J ' al. a naster
ey Ko Gongnss databiose dldr &) bprTopth o0t HATERRES ﬁa‘li‘s“f %1? FRpHy Shets (68 o

the portable device 6,-and that. the personal

pr evi oustymsiand googramt HE Wmsﬁﬂwt%fﬁﬂér%ﬁaﬁe dBL?P G%I@E‘y N a pre- set

file in the HDD 21. The CPU 53 is su}l)plledfromthea c?élcat on program
faﬁS&ﬂ%c _

141. Wi t hilteh@UI BorsetactionsBgsedicor this GHI foreselestionathg wae B
function to the I D and the naster key KMthe authenticatio qgﬁ%am 141
i tsel f opved FongtRGIBDE It thehdportalihé dévicest by elickingthesin <S%1? key of

- the personal conputer | nenorized in the RAM 13. By so doi ng, a conmon

personal (bl D 18 JFf BYEIS dr {He Hueloh Zuﬁememnmenmmaemenlpw Ad4 @brtabl e

device 6. Using this personal key, it i.s possible togenerate a transient

communi ¢ E%skaieo@& Prafy AfiiohS, replayevonditionsland ontayickirhatgiag nast er
key KMP are previously stored in the RAM 13 of the personal conputer 1,

the portable device 6. The respective -
deta:l with reference to the flowchart of Fig.15.

Then, at step 56, reciprocal authentication proccssmg is carried out between
| the authentication program 141 of the personal computer 1 and the CPU 53 of the
poi'tabla' device‘6, whereby the kéy for comuhicaﬁon is co-owned. |
| for axampla, it is .ass'u:mad that a master key KM -is-previously stpr.ed_in the
flash memory 61 or in the EEPROM'GS. of the portable -device- 6and that the personal
h key KP and the ID are previously stored in the RAM 13 of the personal computer 1 or
" in a pre-set ﬁle in the HDD 21 The CPU 53 is supplled from the authentication
program 141 with the ID prewously stored in the RAM 13 and apphes the hash
functlon to the ID and the master key KM the authentication program 141 itself owns
to generate the key whlch is the same as the personal key of the personal computer I
memonzed in the RAM 13. By so doing, a common personal key is co—owned by both
.- the personal computer 1 and the portable devwe 6. Using this personal key, 1t is

posmble to generate a transwnt commumcatxon key.

‘while th onditighs tog%lé)?& e §e1€@t¥,&<a€st§psm This provetsing wilkhe kxplaimed Bt ored in

-the flas menory



| Ds and t he master keys are reciprocally transmtted so that one of the RAM
13 and the flash nenory 61 applies the hash function to 80&lareh 306 t he
master key to the other to generate the personal key of the other to
generate a transient conventional key further fromthe personal key. As
the method for authentication, the |IOS (international organization for

st andardi zati on) 9798-2, for exanple, may be used. If reciprocal -

aut henti cati on has not been carried q?t correctly, the processing is

term nated. However, if the reciprocal "authentication has been carried out

gg[ gggtslayimt@gcrmv:r‘%%{l ﬂ?ﬁ%&ﬁ%ammﬁ?}?g& ect ed tgﬂggtment s from t he J
by the phbeEte neSRL §%‘%Bttgr§ - GRERiPbe cldrBleiect ¢ g tRmasierct V! o
Compr 65 skerK Vg Fighe : 4@%%5%%’%6 3 PoRPETEIRE, ThoSRpiieng the

encryption
systen proce55| ng of step S 19), ryptia gtep S20) -
and t he Moandith: G(ll?ﬂajefkWé&WGWQ?%“%P‘?‘ﬁ‘iX%WBﬁ‘?éP Egl gl Pﬁmdata r ead
out fron:hsgtﬂeph%? mfﬁg tﬂm he po”ﬁeﬁtpp%t'h{%%g{eﬁgh# ﬁ sion
.processi ashexgehery 9 dpp art of Fig.
17." At step 859, the novenent managenent program 134 causes @?tg%kégrfor PD

30 Mar chtogéfer@e the personak keynef the ether togeushtls T BATIFISPIYE™ 8 via
- USB port 23 to the portable device 6. On reception of the.contents
‘t r ansf er fither iffon/8it pasomt key. 56,. t he- CPU 53 of the portabl e device 6
dlrectly causes the contents to be nenorized directly jn the £
. As the method for authentication, the IOS (mtemauonal orgamzauon o
‘'standardization) 9798-2, for example may be used.
A ¢ § re(:lprocal authentication has not been carried out correctly, the processmg
is termmated However, if the remprocal authenncauon has been carried out correctly, -
ﬂlemovement management program 134 causes the contents database 1 14 to read out
theﬂﬁlename of the selected contents from the air database to read out the contents of
the selected filename , encrypted by the processing of step 520 of Fig.7, from the HDD
' 21. Atstep 858 the movement management program 134 executes the processing of
---convertmg the compression eneodmg system (processing at step 819) encryption
' system ( proeessmg of step S19), encryption system (processmg of step S20) and the
: 'format (e.g., header system) for the contents as dlgltal dataread out ﬁ'om step S57 mto :
those of the portable device 6. This conversion processing is explamed subsequently

by referring t o the flowchart of Fig.17.

At step S59, the movement management program 134 causes a driver for PD



“flash menory 61. At step 361, the novenment managenment program 134 causes

the use condition conversion program 139 to convert the r3@areh@008liti ons
of the selected contents registered in the air database, such as the start
date and tine, end date and time or Ilimtations on the nunber of tines,
into the form supervised by the portable device 6. At step 562, the
novenent managenent program 134 causes the use condition conversion program
139 to convert the SCVMS information in the copying conditions registered

~in the air database of the selected 8dntents into the form supervised by

the portable device 6. At step 363, the novenent nmanagenent Progyam 134

causes tjg todt!'rﬁﬂcsfér he comentsAdrivertod an steprS38maa USH portirigi the #e&aBlnver t ed
"at step S6l and the SCMsS information converted at step S62 to the

por t abl g a@e O reckpofBEBSoffortdeanspardiaiid USBeonuwter HatheasCPHe3

transferr rep ay conditions and SCMS information in the flash menory 61.

At step. &% f@% dH&%@%EE&%%@McﬁQt&&éﬁM@@ﬂym@| ver for
PD 143 t Bgtr?gsb e (r?rl ver “for PD 143 to transfer the replay conditions,

on- pl ayb cha g conditions or copying conditions, registered in the -
ai r dat aﬁ?glem r3ﬁ€{]sel ected contents, to the portable device 6, in the

formin which,the 11 handl es 1 S@se Eqdisdor age in
the flash marf%ﬁye gpﬁbe‘ﬁﬁ?’%‘ﬁ %%ﬁ@fhi& t%IIO 5%3%4 %mve?mnt managemnent
program 134 causes the ents d b qﬁqh leeftd engentpt ed
ncrypt | SATEESoB Mo, LA SaTEah i (A e

step 566, the novenent
t 134 t decodi 1
rranagerrel[]egls%r% LA a3t LRNNES Salf a3 TR0 SRR A4 fle] é4d Ufke and time or

llmltauons on the number of times, into the form superv:sed by the portable device 6.

At step 562, the movement management program 134 causes the use condition
conversion program 139 to convert the SCMS information in the copying conditions.
reglstered in the air database of the selected contents into the form' supemsed by the
‘portable device 6. At step $63, the movement management program 134 causes the
"_dnvcr for PD 143 to transfer the replay conditions converted at step’ 861 and: the
'V SCMS information convertéd at step 562 to the port__gble de\rlce 6. The CPU 53 of the
| ?drfablc device 6 saves the trapsferred replay conditions and SCMS information i the
| flash memory 61. |
At step 564, the movemcntmanagement program 134 also causes the driver for
PD 143 to ﬁansfer the driver for PD 143 to transfer the replay condltlons, on-playback -
charging conditions or copying condltlons rcglstercd inthe air databasc of the selected
_ conteﬁts-, to the portable device 6'; m the_ form in which the CPU 11 handles th‘em i

the air database, for storage in the flash memory 61.



decode the encryption key with-a key for storage saved in the RAM 13 to
cause the encryption program 137 to encrypt the encrypti @G0 Naygh 20061 t he
key for communi cation. The novenent managenent program 134 causes the
driver for PD 143 to transfer the encryption key encrypted by the key for
communi cation to the encryption program 137. At step 565, the novenent
managenent program 134 causes the contents database 114 to read out the
encrypted encryption key of the selegjed contents from the-air database.
At step S66, the novenent managenent program 134 decodes the encryption key

with the key toétﬁﬁ?%?gﬁéﬂ’g%eggﬁ%%&%%o 184 eatfee thacopfenison

program 137 t ] eco with the key-for conmunication. The
nmovement na nt ogr.am : P! sel edddnlchds. tAk stopansfer
t he encr%ﬁg%ﬁ&rgﬁé?%ﬁ%ﬁ}%tgﬁgﬁﬁ@ﬁ%&gommsr?i cation.to the portable
device 6,, The CPU 53 of the. partable | g@Ae 1¥Ptd on key
t r ansfers@f th B%ﬂ?’?ﬁgnbg?@ﬂﬁ%g@&’fﬂ%‘?@ ii?‘i/\?mﬁ?sﬁ?ﬁge:&%ggﬁlfg[oé@commni cation
co-owned with the reciprocal authentication pvocess gy GeXRd S the -
decoded fegpdgshegnaryptionkey Bith & Y@fﬁ‘i"é@% Staggéﬁlo&% t'he g%%r’eﬁﬂé |
encryption key in the flash menory 61 in association w.th Lously
saved daemeryphoropysigsamor] 33t te hencwRti fop cﬁﬂCDng’_OEnMpW%‘n t&%;e/ké}'lt’ ﬁ%ﬂ- CPU 53
‘at step S68 30 March 2006 82 advi.ses the perso co ter. dhe fact
t hat "t hecemmupiaition. @pma@em@@mw@aw@ﬁog@%gﬁ ‘c‘ﬁ*‘sg? H{étﬂ’r‘s&ﬁg riﬁfﬁljI cation
fromthe portable device 6, the novenent nanagenept _E{“g‘%gaag; 13t4 tﬁ‘é t he
~ personal 143)|1t@ﬂﬂaﬁ3fejttlﬁes¢lgpt1@69§3€&mtﬂtiﬁéf @@%ﬁ‘é’ @ Sinwkil

encryption program 137. | o
At step S65,- the movement management program 134 causes the contents
database 114 to read _oﬁt the encrypted enc_typﬁbn key of the selected contents from |
thie-air c-lata.ba-se.. At step. 566, the movement management program 134 decodes the
' éﬂgrypﬁon_kcy with thc.key fdr storage saved in the RAM 13 to cause the ¢ncryption '
‘program 137 to encrypt the decoded key with the key for communiéation. Tht-?
_' movemeﬁt management program 134 causes the driver for PD 143 to transfer the
: -enc;lyi)ﬁon kejr encrypted by the key for communication to the portable _dévice 6. -
- The CPU 5 3 of the portéble dévice 6 decodes the encryption key transferred
'ﬁ‘bni- thc_pcréonal computer 1 with the key for communication .co-oWne?d_with the
| _rééiprocai authentication proces‘siﬁg and encrypts the dcéode_,d key usipg its own key
for sfc)rage to store the :encrypted encryption key. inthe flash memory 61 m association
* with the previously saved data. - | |
~ On completion d_f the saving of the encryption key, the CPU 53 at step S68



to delete the contents files 161 associated with the contents and to delete
the set of elenents of the contents, that is the use cond(MarechfZ0Des 162,
fromthe air database. This produces novenent instead of copying. At step
570, the novenent nanagenent program 134 causes the CPU 32 of the adapter
26 to transfer the data of the air database, to conpute the entire hash
val ues and to save the conputed hash.values in the non-volatile nenory 34..
The hash val ues, thus obtained, are used at the above- nentioned step S52
~as the previously saved hash val ues. 8Znhe processing of checki ng out the

contents fromthe personal conputer 1 to the portapl VICE 6 %
expl ai neddvﬁéﬁhapeﬁeﬁﬂlchmpnterdhﬂfﬂiﬂfagtfbatthcnlécmﬁﬁy as P‘c‘ﬂﬁat" rsonal
conputer 1 to the portable, device 6 Is-basically. simlar to the

processi Q&éﬁhoﬁ%‘f'ﬂﬁlﬁ nbtificativnt fesrh thé pomablﬁdc\pefré amcar@nasamﬁnageewnh gs. 12
to 14 to the portable device 6. That is, the check-out processin

execut ed fgggjraﬂpdgq% ﬁ%rsoﬁfﬂ P@(er 1 abstep 869 cinesek dievontrntidatehasad g‘égement
an

-program lar to prOCGSSI ng for novenent except

 execut] ngo! ht@isaﬂdtmklﬁé%@ﬁﬂ@fouf of
Che’ cheo Bg feferP R &fag%tsﬁ@é(smd&&w&eahﬂm

nunber of tines of possible check- out) as

r ecor ded B o8l SRHARES ot Altr3480 coRBRoRTIEY 062, Homithe pirabatate. he

proce55| & contents. Therefore the processing is not

expl ai ne%ﬂ"ﬁ a| | for g%tﬁ%gt%ﬁc}%npgﬂgh (4 t?ﬂﬂﬁl&ﬁovelﬂ'élﬁnﬁmghnmtoces& ng

for chec I-ons hoSe of contents sel ected at
' IISJF o0t am P%fﬁ,grii“g léiﬁa%t‘%’%etg‘e\ﬁ# e tgeriie(r:fic&é’b?’g 208 il tdzgfmg?g”?% At
| database, to compute the entire hash values and to save the computed hash values in
the non-volatlle memory 34. The hash values, thus ‘obtained, are used at the above-
mentloned step 85 2 as the prewously saved- hash values.
The processmg of checking out the contents from the ;personal computer 1 to .
the portable device 6 is now explained. The processing of checking out the. contents
from thc personal computer 1 to the portable device-6 is-basically. similar to the
proccssmg of movmg the contents ﬁ‘om the personal computer 1 of Figs.12 to 14 to
the portable device 6. That is, the check—out proccssmg is executed in the personal
computer I by the check-m/chcck—out manageiment program 132, andis similar to the
' :processmg for movement except executmg tlie processing of updating the number of
: -tunes of check—out of thé checked-out contents, (or number of times of possible check-
out) as recorded on the air database, at step. 569 of Fig.14, in place of the processing
| of deleting | the contents. Therefore-,' the processing is not-explained. in detail for

simplicity.



step 881, the novenent nanagenent program 134 causes the contents database
114 to read out variable conditions fromtho air dat abas&0 Méreh260®&nent
managenment program 134 at step S82 verifies whether or not the nunber of
times of copying has exceeded the limtations on the nunber of tines: of
~copying, -which is onhe of the variable conditions read out at step 881. If
t he. nunber of tinmes.-of copying has exceeded the [imtations on the nunber
of times of copying; copying is no | gpger allowed. Thus, the program noves
to step S83 where the novenent managenent program 134 causes the display
oper ati on compadRegr ARIZ 15Ol Rls e Fo Ry RBAIIRATER af fHoge DEr  of
times of copying has rea surpassed the Timtations on the nunber of
ti mes of Lngy.qQnqt he di ' e - ' it is
ARG Roteddin af et B B Y TGP BEcRBRAAY Bihten

verified _ I mes of copyl ng has exceeded the

limtati t nb f ti £ ' : t
584 wher drtRERReYSROPREL Ui RISER Kb SRR o HORALABRATITRIEE A 2 P

passed the p back end date and tine. he current  dat nd, tiyqe, that
out put t e_cf‘fﬂ{réf b SR e mevanem g omaBpErash 134 efusgthe W@%&%‘%‘%ﬂ%ﬁé e of
the date and tinme corrected,i ntentional,lg by t h,gl_éuser to a past date and
time as Beitped phkvaripblependitions fow the pir R0 GrEMVeRghL, GG am
134, supplied with the .current date and.tine fro ';(g,e, CPU 32, perforns the
deci si on pregram bi# sister 532 versigestwhetherserntithesnymberoffimes A 1 ead
out fromthe air database 30 March 2006 84 at step S81 to. the CE 32 of

" the adaptesice@Bd the dimisations @nChe Babey afitimes ef copyingiewhichol§ one ¢ tg’p‘i 584. If
the current date and tinme is past the playback end tinme, the program noves

" variable conditions read out at step S81. If the number of times of copying has

exceeded the limitations on the number of times _of copying, ccpymg is no 10ngé1_'
‘allowed. Thus, the program moves to step S83 where the movement management
pfégrém 134 causes the display operatioﬁ command program 112 to display amessage
, readmg “the numb-er of times of copying has already surpassed the limitations on the '
niifiber of times of copying” on the display 20 to tenﬁinatc the processing. If it is
 vetified at step S82 that the number of times of mpying has exceeded the ]jmitaﬁons
on the number of times of copying, the program moves to step S84 where it is verified
whether or -notl the current date aﬁfl time Have passed the playback end-c}a_te and time.
a As the cuﬁent date and time, that outputted by the RTC 35 f'the. adapter 26 is used.
This pfcvents use of the date and time corrected intentionally by the uscf to apast date
- and time as being the current date and time. The movement ﬁéﬁagemenfprogram
134, supplied with the current date'aﬁd time from the CPU 32, perfdnns the decision

of step S84 for itself, or supplies the fepléy_conditions read ot from the air database



to step 585, where the novenent nanagenent program 134 causes the selected
contents to be erased fromthe HDD 21, while erasing the i3fMarcht2006 of the
sel ected contents fromthe air database. At step 586, the novenent
managenent program 134 causes the CPU 32 to conpute the hash val ues of the
air database to save the conputed hash values in the non-volatile nenory
34. Then, processing is termnated. Therefore, in this case, the contents
novenent is not executed. If it is f %nd at step S 84 that the current date
and time is not past the playback time, the progran1nnves to step 587,

where the novenent managenent 34 chec t he

on- pl ay Rtcitep S84 tgithe C¥3hd2 raf dﬁ Ptt’f‘h% %Pé‘t‘ﬁ?éﬁ (ﬁ%ﬁ@gn ¢ §H&1ﬂ]a?s fee per
each replay, has been registered.in the air database. If the on pl ayback
char gi nglestsion af ssepsS¥hve been regi stered, the nmovenent manageiment  program
134 at step S88 causes the driver for PD 143 to have communication with the
por t abl e - devil€ éhefeurrent Hatelanditzndisrpast the playbhek past timig) the qEQgr@s WORSS t he
charglng function. If the portable device 6 has no charging function, the-
sel ect eckocstsp 855 whicee the indichmrne thanagéeeir progfasn 184 cavseshthepwlecied e devi ce
6. Thus, the novenent nmanagement program 134 causes the display operation

command qA&H18 6bd drsédfros e FEYD 2 1whilegasingatic irforration afsbe saleatedn of
transfer has no charging function" on the display 20 to termnate the

cont ent SedMASTEBH (he AFEEbAGe. ARS8, 1R086vahent nidnapbmbst pregrai 34 at- st ep
S87 that the on-playback charging conditions have not been registered, or

T it s \(ﬁ i hiedpy 39t P 1&1&:%& 1R WPidsabE Erclpii tatiasbas dabe thehar gi ng

functlon e program noves to step S90 where the novenent nanagenent
' computed hash values in the non-volatile memory 34. Then, processingis terminated.

' Thére'for'e; in this case, the contents movement is not executed. -

Ifit is found at step S84 that the current date and time is ot past the playback

-'eﬁci ﬁfﬁe, the program mov;es to étep S87, where the moi(ement‘mana‘gcmcnt-progfam

134 'checks: whether or not the Qnei)léyback .charging: co_xiditions -of the selected

~ contents, such as fee per eachi replay, has been registered in the a1r database. If the on-
piayback charging conditions have been registered, the movement{ management .

 program 134 at étep S88 causes the driver for PD 143 to have commﬁnication with the

portable device 6 to-check whether or not the portable devlce 6 has the charging
‘functton If the portable dcvlce 6 has no charging function, thc selected contents are

not a]lowed to be transferred to the portable device 6. Thus the movement

management ,prog:_ram 134 causes the display operation command. program: 112 to

'display a meééage reading: “the destination’of transfer has no charging function” on

the display 20 to terminate the contents movement processing.



program 134 verifies whether or not other playback conditions, such as the
limtations on the nunber of tines of playback, have been3Pd&ddreh 204 f or
the selected contents. If the other replay conditions have been
registered, the programnoves to step S91 where the novenent managenent
program 134 checks whether or not the portable device 6 has the functions
of observing the replay conditions. If the portable device 6 has no
function of observing the replay congisti ons, the program noves to step S92
to cause the di spl ay operation command program 112 to denonstrate a nessage

r eadi ng: the[flfiﬁ%ﬁﬁe@fatﬁ‘é?tS'S'?%dtQHe B pléyiSk haihitty Sondiseig!tand nof

observing the replay conditfons on-th pl ay to termnate the

processi g détéreﬁ,s Jr%ﬁdma&en?fe %%b E@@tth%@ﬁler Ye GAREH EipRghdave not

been regr's e ey at step S91 t'hat the portable device 6

for 1he 1513%0“‘*@8‘” e e e e O 3%5222:2% "

Fig.12: Fi

por' ab epﬁ%ﬁ[ﬁgfﬁ e rhetiet oSt Gy @d Qi fég?ﬁ'ﬁ‘ﬂﬁ Bk N
I

oresent PhAICREBberakdDy gm&&%ﬁ@éﬁ@%ﬂw&h i i?%}”ﬁfefga‘& & and

time for each of the itens 1 tp item 3 have been i stere h ver, the.
repl ay cﬁmﬂmr@@aséwdﬂw@wb@ndﬁwt%fﬁ ﬂﬂqugfaémn? D SF‘?dSéb‘ ‘f%ﬁ%h 2006
86 those for the itenms 1 or 3 are not regi stered Thus, if e cant nts of
t he itenthzmpremens maragementpregisrehikch Q"%é WB%HBPP? ed§¥ict e nunber

of tines. of pl ayback can be observed, however, those for f he qynber of
times of ha&aﬁiea{ynmoxf obeerying:the seplay conditions. If the portable device 6 has no

funct:on of observing the replay condxﬂons the program moves to step S92 to cause

the display operation command program 1 12 to demonstrate a message reading: “the ‘
| device of destination of transfer has no Vfunction of observing the replay chdiﬁons’;
. onithe displéy 20 to terminate the processing. ' |
« 4 Ifitis found at step S90 that the replay condiﬁbﬁs have not been registere@, or
1f it is found at step S91 that the portable device 6 has ﬂ:ie function of obsefving thg- :
- .replay oondiﬁons, the check processing for the rcp_léy conditions etc is terminated to
return fo the stép '856 of Fig. 12. 'A
| . Flg 16 shows an example of. replay condmons supcmsed by the portable device: | '
6, that is, those that can be observed The playback information shown in Fig.16 are
memorized in e.g., the EEPROM 68. In the present instance, the rcplay start date and
‘time and rcplay end date and time. for each of the items 1 to item 3 have been

reglstered, howevcr the replay’ condmons are reglstcrcd only for the item 2, whﬂe



Referring to the flowhart of Fig. 17, the format conversion processing at
step S58 of Fig. 12 by the CPU 11 executing the content s3tiMeadezedd
program 111 are explained in detail. At step S 101, the novenent

managenent program 134 checks the format of the selected contents recorded
in the contents database 114, such as formats including the replay ’
condi tions, use conditions or copying conditions. At step S 102, the
nmovenment managenent program 134 checks the conditions that can_be set on
counterpart equi pnment, herein the poBéable device 6. That is, the novenent
managenent program.134 inquires into the conditions that can_be set .on the
CPU 53 ahotdforas kahs & ofld wieasot begdistersdiihng if the coatepisof the iom 3aghthe103, t he
moverent, managerment program 134 determ nes the condition that can be set
ont he cQiedcRsdadriteras the T8ilhy cotbiens foe tlonatberoftimés of playtackmandegi st er ed
in the air database, based on the condition checked at step S102. At step S

104, 1 he,HERHRAERbwERROGRSE fr thE RENB& JRdmyesf fephy catdtiberobservadt . there is
any condition, that can be set. If there is no condition that can be set,

‘the program ﬁ‘-ﬁ;(%t%t%%ﬁ of £ 17 Mhdidrmab gorvefdd@psiooessitlg atwmy t he
e pottabl e de

contents to the" vice 6 That -is, since the portable device 6

< unabl R : , ! tabase, n

por t anl o0t B B B e R P A e A T Oh 2000 57

If-it is foeund,at,st. 1 hat.t | hid t ] et, the
s amoRRBEed il P 01N Bl indif oo GRON bldptiin 134Ehécta the

progr am e novement - managerent program 134 causes

the use ccondl Li on RONEL 51N O S En RARBRUIR, SRR Kol 0 the

condi ti
o ' inéiuding the replay conditions, use conditions or copying conditions. - At step $102,
the mo{reﬁaent management prdgram 134 checks the conditions that can ‘be set on
cc—mn’-cerpart equipmenf,' herein the portable device ‘6. That is, ‘the ‘movement
- management program 134 inq‘uire; into thie conditions that'can be seton the CPU'53
"of the portable device 6 to acquire its-tesponse.” At step S 103; the: movement
: mahagcﬁent prograin 134 determjnes the.condition that can bie'set'on the counterpart
.equipﬁaen't, among the conditibns of the format regisﬁcred in the air database, based on
-: the COndiﬁon checked at step S102. |
At sfep S-lﬁ4, the movement ménagement program 134'veﬁﬁes Whethf;r ornot
there is'réx-xy mn&ﬁoh,ﬁat can be set. If v..therc is no condition that ¢an be set, the
.plrogra'm moves to stép S105 to inhii)it ﬂ1e proéessing of moving the contents to the
I—Jc.)rtable.- device 6. That is, since the portable device 6 is unablgl to 'obgerve the
conditions régisfered in the air database, such portable device 6 is inhibited from

moving the conterits.



counterpart equi pnment, for exanple, the condition stored in a header when
transferring the contents to the portable device 6. At st3pMat@iz2006he
novenent nenagenent program 134 sets the changed conditions on the
counterpart equipment. As-a result, the portable device 6 is able to
reproduce the contents under the so-set conditions. Referring to the
flowchart of Figs.18 to 20, the processing for copying the- contents from
the HDD 21 to the portable device 6 8y the CPU 11 executi ng the contents
managenment program 111 and by the. CPU 53 executing the main program The

processi ng Offf ¥ iPRinddiklep 103 (HA thepb isringondifiot tha? 6an bxsetythegragamhe

copyi ng nmanagenent. program 133, is the processing . simlar to that from

steps’ Sihg %bﬁ%%%ﬂesmmﬁawh& Ao VeRiHne iahiafiB6Rt pheerkidll RAlcafseFilgsusel2 to 14

to the port vice 6. That 1is, in this case, the air database is
checked Wﬁ@.}\n ' S8 P dhddish to aRccsididanotiel vy repl ay
conditi o%?d%‘f‘mc e sgl con 332@355 are checked. After reciprocal

The cont GRPLR %ﬁﬁ%?é?%%% *bt% ﬁﬁbﬁ%@f@#‘ﬂt b ey 1 1o
2t step BEAPHIGHG °§>ﬂt Folie AT S10 4 b Eﬁbﬂttlhe“’
AR S ALY 3@? e &Eﬁ@ﬁﬁat S PP R AR PR A SRS %0
devi 22°&%§§10?%e°4@5%§'16”:%@§»5‘§w§r% pradice 4 1 8 3%@4%?1%%%?%&%%%32%@‘2{ :
pr 83222‘. g %@%&%%%’w?%@é%ﬁ”t 75 i3 2o PrieSepE Tou o the°
contents from the HDD 21 to the portable device 6 by the CPU 11 executmg the
contents management program 11 1 and by the CPU 53 cxecutxng the main gro gram.
-. 'i'hé pfoceséing of steps S111 to $127 of Fi’gs 18 to 20, executed by the copying
management program 133, is the processmg similar to that from steps S51 to S67in
‘mowving the contents from the HDD 21 of Figs.12 to 14 to the portable device 6. That
is, in thxs case, the air database is checked as to whether or not it has been modlﬁed, '
| and subsequently rcplay condmons of the selected contents are checkei After
reciprocal authentication between the portable device 6 and the personal computer ,
- the contents are ¢ transferred from the HDD 21 of the personal. computcr 1to the ﬂash
'memory 61 of the-portable device 6 for storagc therein. Then, at step 8129 the |
- copying management program 133 causes the CPU 3210 compute the entire hash
values of the air database to save the com;}utcd value in the non-volatile memory 34.

Referring to the flowchast ofFig.Z 1, the processing of moving the contents from



novenent managenent program 134 requests the CPU 53 of the portable device
6 to readout the informati on of the contents stored in t3e Mdresbk0®&enory
61. The CPU 53 is responsive to this request to transmt the information on
the contents stored in the flash nenory 61 to the personal conputer 1.
Based on this information, the novenent nmanagenment program 134 causes the
QJ for selecting the contents stored in the flash nenory 61 to be
denonstrated on the display 20. The er actuates the keyboard 18 or the
mouse 19 to designate the contents td“be noved fromthe portable device 6

anagencAEe FRBGPENAE . aiheobTINGRL it s P G oY G cout o

t he reci procal- authentication_prqcessi Bg between_ it agnd the CPU 53 to

effect canaigemgntgrogim kbl andby thedeR I8 SepeHingihe MAR PR ng i's sini | ar

to that perfornmed at step 55.6 of Fig. 12. At the next step 3163, the CPU
53 causes t heFist ﬂm@rbg@asmgrfo;)mgmtgﬁwnﬁe@ts is explaghed. tlﬁe‘-"t@hgiggtfbﬁ :
sel ected contents, stored in the flash nenory 61, to transfer the read-out -
cont ent s mavenieat pansgaadnt progparh d 34 tequEhie thoCBRET ofthe aguabledepicertam 134

at step S164: accords a filename as a file to the contents transferred from
the por tredd eutdby infernGation afithes eoritiets ffoked inrthe flask sty $1d JhatZRIE 5314 (HDD
21). This storage is made by according. the-position information of the

il enane js fdspbnsive folthisteiiat (oirardehitvhe dhforR@fi6n 8A thdydments stoved fretheeadi ng
end, as a portion of a sole file. At step 5165, the CPU 53 reads out its

own en’“ﬂ%@sﬁdﬂ@;ﬁ@fyy Bl i @NHeCYerfbndl Ndmsigéet! eBagahioantss siformetion thee f | ash
nenory 61 to transfer the encrypted key to the ‘ ‘

movement management program 134 causes the GUI for selecting the conténts stored’

in "thé flash memory 61 to be demonstrated .on the 'dis.play 20. The user actuates the

keyboard 18 or the mouse 19 to designate the contents to be moved from: the _portaBle
device 6 to the conténts datab-asé 114 of the HDD 21. | ‘

| At 'Stcp. S.l62,.. ‘the movement “management program 134 causes -the

authentication program 141 to execute the reciprocal "ahtﬁenticaﬁon processing

between it and the CPU 53 fo effect co-owning of the key for communication. This

processing is similar to that perforined af step ‘8§56 i:;f Fig.12. |

At the rext step S163, the CPU 53 causes the guihenﬁcaﬁon prograrﬁ 141 to

_ f;ad' out the enc@ptéd'seiccf@d contents, stored in the flash lﬁéI;ier 61, to tl"ahsfer‘thé

| réad-oﬁt contcn_tsl to the personal compﬁter 1. The movement xﬁanag'ement program

134 at step S164 accords a'ﬁ'lename‘ as a file to the contents transferred from the

: portable device 6 'to store the file in the CQﬁtenté database 114 (HDD 21). This storage

is made by according the position information of the filename, such as the number of



personal conputer 1. This encryption key has been saved in the flash nenory
61 by the processing of step S67 of Fig. 14. On recepti on38Marble28dfcr ypti on
key fromthe picture data 6, the novenent rmanagenent program 134 at step S
166 decodes the encryption key with the key for comunication to cause the
encryption program 137 to encrypt the key with i'ts own key for storage. At
step S 167, -the novenent nmanagenent program 134 the novenent nanagenent
program 134 -causes the contents datahgse 114 to register the filename of
the contents saved at step S 164, the information on.the contents; the

itle of piBerRhl il Bk 601N o fFrBRBE 2 VbR flge G and the encryption key

encrypted at step e alr: database of thée HDD 21. The novenent
managenment pr m ' ] tﬂag?,?@ldg& iopUEWEsHE he hash
val ues of t_hegg%@ﬂsé%% @%ﬁgggﬁgﬁ/oﬁﬁg'@n I tfon man ggneq{lé? pr ogram 140
to save the conmputed hash.val ugs.in th n. 3. .step
S169, th‘%‘gl EEIII_L".‘b?ltIOo{& ke ﬁ%&ﬁﬁﬁ?ﬁ%ﬁfé%ﬁggﬁ%eﬁ%ﬁ%b%?m evice 6
that the. encryption key has been save d request h o0 be
del et ed. PFPORAl SOBPIES miﬁeﬂWE%gwﬂaiﬂf&Péﬁgi‘f B s ECRREPS Y o s,

t he novenent. managenent rogram 134 at step 5170 deletes the contents
stored i fetprecessgpiasr»Y/ eflFigdd-varch 2006 | 90 The processi ng of

~checking-in the contents fromthe, portahle device 6 to the personal -
conput er 1 i sOsxgeentipadef ﬂl@eﬁﬂf?ﬂdﬁ%i% ng?feﬁ‘@ﬁ@ dafa ‘%ﬁg"&%‘?ﬁ%’ﬁ?’% from
t he : :

- inanagement program 134 at step S166 decodes the encryption key with the key for
cbmmunicaﬁon to canse the 'encrypﬁdn program 137 to encrypt the 1_(6}.’ with its own
key for storage. Atstep S167,the movement management program 134 the movement
management program 134 causes the contents database 114 to reg‘ist@r,the ﬁiéname

' .of the; contents saved at step S 164, the iﬁformation on the contg:ntS-, the title of the a1r
iuputted by the user via the GUI and the encryption key encrypted at step S166 in the
air<database of the HDD 21. The ﬁlovement management program 134 at step $168 -

. causes the CPU 32 to compute the hash valugs of the entire air database by the

'condi_tion manage_n:llent program 140 to save the cohjpﬁted_hash-.values in the non-
volatile memorj 34. . | o |

At step $169, the movement niénagement program 1'34 advises the portable

dévice 6that ';hé _encryption key has been save‘d_'anci requests the contents to 'ber

deleted. If rcques'ted" by the personal computer 1 to delete the coﬁtents, the movément

'tnanagenient program 134 at step 5170 delétes the contents stored in the flash memory



portable device 6 to the personal conputer 1 is the processing simlar to
the processing of noving the contents fromthe portabl e d@WMareh 80Q6 t he
personal conputer 1. in- Fig.21. That is, the check in processing is
executed in thhe personal conputer 1 by the check-in/check-out managenent
program 132, as the processing fromstep. S 162 to step S 166 in Fig. 21 is

omtted. Also, the personal conputer | performs a processing,, whichis

the same as the processing for novenent, except that it updates the number

-of tinmes of chécking out the checked-?%"contents, recorded in the air

dat abase, at._step 9167 of Fig.21, to delete the contents file after the
processi ng ofTBPQFQCS&SII!EO'ﬁ'ﬂéﬁcglﬂgrle,theééﬂﬁmse@o@ﬂmE‘Pﬁﬁﬁ%ﬁ“’mc ht Bocessi ng

"is omtted for sinplicity. Meanwhile, if the flash nenory 61 of the

port abl e pessonalcotmuer lis explamntd ATy processingnfebeckingintapentents figm thee

~personal' conputer .1 -executes .the processing of reciprocal authentication

at step Poitablealevici 613 theperdonal eomiter nis frequesssing sirfiler to thetppncessigecked
out -froma pre-set personal conputer are adapted to be checked-in in only
the perseofahoHgihd ebnteftdClioinNthe fditbes teviee tterthe persanpl eompporedsinong of
the check-in processing, in which, if the contents are verified to be not
checked-gag 21 f TRAR ik RBe E’Eeck!:iﬁ?rc% isexboutB@in Be pbaoistommaemhby thehe
contents marked x in the field 213 of Fig.5 are to be checked-in. The
processi REeQinfGR iRkt hﬁﬁagaﬂ&&@cr%g;fa&@m,h& m@rﬁraéasgng;%mt . §16% fee HDD

21 by the CPU 11 executing the video canera 11 and the CPU 53 executing

the 30" My @@gﬁgéqﬁ?;&:ﬂit%@%%%é}?&ma%éﬁﬂuenmmﬁh& AProcesting,

flowchart Of Fi processi g romstep S181°to step S188 shown in .

Fi 9221 30iiis! R sdifle Ve OGS SRk Bk Abvath&RSexcepd@iht it updates the number

- of times of checking out the checked-in contents, recorded in the air database, at step
o Sl67 6f Fig.21,to delete the contents fileafter the processing of step S170. Therefore,
détaﬂéd ekp_lhndtion of the processing is omitted for simplicity. |
o M_éanwhile, if the flash nieniory 61 of the portable device 6 can be mounted or
_disﬁloﬁnfed asa meﬁlofy card, the personal-computer.1- executes the processing of
| téciprocal authentiéaﬁdn at step S162 of Fig.21 m thp check-in processing.
| - The cc;ntents checked out from a pre—sét personal cpmputef are adapted to be
. éﬁe@ked—in n im_lﬁr the personal QOD;pthr, such that there is a step, as a pr_e-processing
éf tﬁe chéck—m prdcessiﬁg, m which, if the contents are verified to be not checked-out
_ jfﬁ'.:)_mzth‘e PC, the cﬁeﬁi{-in is not performed,, as when the contents markcd x in the field
"-21.3 of Fig.5 '-a-re_to be checked-in. | | _
|  The processing of copying tlie contents from the portable device 6 to the HDD
B 21 by the CPU 11 ekwﬁtiné‘ the CCD video camera 11 and the CPU 53 executing the



to S 168 in the processing of noving the contents fromthe portable device
6 to the HDD 21 in Fig.21. That is, the copying processi 89Masctha¥ibcal | y
simlar to the processing for novenent except that the processing of steps
S 169 and S 170 in Fig.21 is omtted and hence is not explained
specifically. Referring to the flowhart of Fig.23, the processing of
copying the contents transferred fromthe EMD server 4 in the HDD 21 by
the EMD server 4 and the CPU 11 _exe?ztl ng the contents rranagenent pr ogram
111.is hereinafter explained. \Wen e button 202 shown in Fig.5 is

f'ﬂiecﬁﬁ‘ﬁ" Plopdfl ke %@ﬁszr%r%%f%?%ﬁwﬁl axfof fieZ) T i56estte 10003l
EVD E 4 '
o this e”‘ﬁ@#ﬁgﬁver PATERGhOTh in P2 i Lo Preeoss R ARSI 4L 1 o of

the air i ke infornatiqn of the contents it qQve e networ k
2 to théo dﬁ °E’€ﬂ96§?cvé30¥a %ﬂ@) m%‘aa% %&% tion of
this information. via the. comruni catlon device 25 causes.the dISp| ay
oper at i JADEb AkuindFiggr SFhat s, the copyang Procesting He has # 19 1he pe
interface. 17 on the display 20. The user at step S202 de5| nat es the
“cont ent prdesssingdormopaneutrxecptithatdhpprsicessing ofstcmaF 16Fumndrit (7 Ba@ Eig-2bn the
di splay 20. This designated information is transferred over the network 202
to t he iEbhitted ard henceds net explainéd spadicallyur chase. pr-ogram 144 execut es
reci procal authenticationprocessing over the network 2 with the EMD server
-4 to co-own Radeiring. to3he MovchaR GFFiP.23] the moceasiig of copying the qostings ocal .
aut henti cation processing performed between the personal .

" transferred from the EMD server 4 in the HDD 21 by the EMD server 4 and the CPU

11 executing the contents management program 111 is hereinafter explained. Wh_eg
the:button 202 shown in Fig.5 is clicked such that accessing to the EMD server 4 is
- commanded by the tiscr, the purchase prb gram 144 controls the communicati_on device
25«1:0 ac#ess to the EMD '-ser‘ver 4 over the network 2. The EMD server 4 is responsive
_to:this accessing to transfer the information on the air number, ﬁﬂe of the air and the
like information of the contents it owns over the network 2 to the personal computer
1 " The piﬁ'chas_c program_ 144 on adquisifion' of this inform&tion via the
cominunicaﬁoﬁ device 25 causés the display opcration' command program 112 to
demonstrate _tlic‘ information via the interface 17 on the disp‘iay‘ZO. The user at step
- 8202 dééigﬁates the contents desired to be copied by exploiting the GUI démonsu'ated
.(_)117 the display iO. This designated informé;tjion is transferred over the network 202 to
the EMD seﬁer 4. At step S203, the. purchase . program 144 .exécutes reciprocal

- authentication proces sing over the network 2 with the EMD server 4 to co-own the key.



conmputer 1 and the ELM server 4 can al so be perforned using an open key and
a secret key provided in e.g., 1SO 9798-3.. In. this cas&) Mdreh gedGonal
conmputer .1 owns the own secret key and the open key of the -EMD server 4.
The EMD server 4 owns its own secret key to performthe reciprocal

aut henti cation processing. The open key of the personal .conputer may be
transferred fromthe EVD server 4 or a certificate previously distributed
to the personal corrputer 1 may be transferred fromthe personal conputer 1
~to the EVD server 4 and confirmed by 1he EMD server 4 to obtain the open
_key. At step 5204, the purchase program 144 executes the processing for

char gi’ ngfmmnmcau@md the EM) server 4.:: Mbreover, -the purchase program
144 at step S204 executes_the processing for chargl ng between it and the '
EMD server 4. Thheecipravaksuthegtitasionc hracgssing werforped brpresnnibg pexsonad 4 | by
referring to -the flowhart of- Fig.24. Next, at step 5205, the EMD server
4 transf eompiiter kacd it BNID gatvend san aﬁt&sbgpaﬁ'mﬁium&plm keyowed at he
network 2.to the personal conputer 1. At this time, the tine information
i's al so tse@eskeyt podided iaRRY. OIS0 9798-3 Tie dis cadeq de g::mgnahmmmeﬁl owmep 5206
saves the transferred contents in the HDD 21 as a sole contents file 161 as

it accor qfe whisbGBANR dnf thd \Gpohike? of e BHEPsdrvér4. The ENEYServer 4 ewnd itsncr ypt s
the encryption. key of the contents usi.ng the key for conmuni cation

g(rjlc(r)\),/\gte Ceiddwgn%f 5‘%? | ogé ey t 0 t he %@%e%%gog %géﬁ%;?ﬁi%%u%?fl The
purchase tﬂé BosBHA I nfiteS haH b%%?&s?&i’b?? frobl thelRRAY s oigei QT AoRriifidatco
'prev:tously distributed to.the personal computer 1 maybetransfened fromthe personal
computel_' 1 to the BMD server 4 and confirmed by the EMD server 4 to obtain the
. ~open key. At step S204, the purchase program 144 -executes the processing for
charging bétween it and the EMD server 4. :Moreover, the purchase program 144 at
step S204 exccutes the processmg for charging between it and the EMD server 4. The
.processmg for chargmg will be explained in’ detail by referring to- the: ﬂowchart of
 Fig24.
o - Next, at step S205, the EMD scrver -4 transfers the cncrypted contents,
| demgnated at step S5202, over the network 2 to the personal computer 1 At this ume,
1he ume mformauon is also transmitted as appropriate. The purchase program 144 at
| . | 'step S206 saves the transferred contents in the HDD2lasa sole contents file 161 as
| it accords a filename to the file. -At step’ S207 the EMD server 4 enciypts the

encryptlon key of the contents usmg the key for communication co-owned with the.

~ personal computer 1 at step $203 to transfer the encrypted encryption’ key to the |



decode the encryption key transferred fromthe EMD server 4 either by
itself or, in cooperation wth the CPU 32 of theé adapter #bmbrhcmase. the
encryption program 137 to encrypt the encryption key obtained on decodi ng
using its own key for storage. At step 5209, the purchase program 144
causes the contents database 114 to store the contents in the air database
of the HDD 21, with the filename of the contents, information on the
contents, the title of the air inputted by the user and the-encrypted
encryption key as a set. The. purcha§ program 144 at step 5210. "causes the
~ CPU 32 to-conpute the hash values of the entire air database to save the
Conputedpﬁﬁﬂ¥3h9 e L.n the non=vol atile nemory- 34. At step 5205, the ENID

server 4 transmts the tine data along with the contents to the,personal
conput er. 1.- Thhe purohgseiprogram 1‘34%5@9&9&%\‘&5’%@%&"6 agf%ﬁ:%%?%r 1to
the. adapter 26. On reception of the tinme data transferred fromthe

per sonal decadepiiieenciyptiohdeytanserrstl frome theiEMI2 server 4eitherpy gsalf ofdar ect s
the tine of the RTC 35. Since the tine information of the RTC 35 of the
adapt er 26opératicmwithahe CFLN32 bf theradapter 26 s ease tha dnstypition progerddy on

.obt ai ned from t he external equipnment recognized to be a correct equi pnent
- as ‘a resu en@ipt @eicntgpbn ey beminedaidevoding usihg its wem keysfer blosageo Atai nt ai n
the correct time information in the adapter 26 at all tines. Referring to
the flowshepr$209, td furéHaselpibgaimO et saRgs thenatdniddatalie dlidrigi sigregthe30 Mar ch
2006 94 step 8204 of Fig.23 by the CPU 11 adapted to execute the contents

| g?gagggg%bngeﬁgpm 8. Ak ldAathst oF (EYDIDEY VB! withithe fHéminialof ahe @optemtned At
' ’ o ii;'férmatiqn on the contents, the title of the air inputted by the user and the encrypted
enclypti_oﬂ key as a set. The purchase program 144 -at step $210 causes the CPU32
tdcompute the hash \%a'lue's of the entire air database to save the computed hash values |
in‘the nen-volatile memory 34. | . _ |
e At étép S205, the EMD server 4 transthits thc timél data along with the contents
 toithe ‘pét%sonal computer 1. This time data is -transféfred from the personal computer
-1 to the. adapter 26. On reception of the time data transferred from the personal |
computer I, fhe‘CPU 32 of the adapter 26 at step Sill cbrrects the time of the RTC
35. Since the ﬁme iﬁformaﬁon éf the RTC 35 -of the ad'a_ptel‘,'26. is corrected in this
mer based 61'1‘ the tnnc information obtained from the éxteméi equipment ..
recogmzed to be a correct equipmént as a result of reciprocal authentication, it
' bécOmcs possible to maintain the correct time information in the adai}tt?r- 26 at all
times. - ” |

Referring to the ﬂbwchart of Fig.24, the processing concerning the charging at



pur chase program 144 reads out the price information of the sel ected
contents designated at step 8202,"fromthe price infornmat3®Matah@®ber r ed
at step S201 fromthe EM server 4, to wite the read-out price
information on a charging log on;the HDD 21. Fig.25 shows an exanple of
this charging log. In the present instance, the user copies the'itenms 1 to
3 fromthe ENVMD server 4. The area for item' 1 and item2 is 50 yen, with
the fee for item 3 being 60 yen. The sh value of the charging log at this
~time point is also conputed by the 32 and registered in the

non-vol atil e 34. At the next S222, pur chase program 144
reads. ouft ePﬁgsﬂ:Hﬁy%g?é byothe QPUtlf]eﬂg &%ﬁx"ﬁl@"l& HP%@%T T
transfer the chargm%_ g@over the network 2 to_the ENMD ser;/g;r2 4, The EIVD

server 4 progmned §°Iﬁfﬁ'e4clﬁdlﬁg¢lﬂ@efc@@bﬂi¥l‘?¢g Flgtbﬁased on
the charging log transferred fromthe personal uter 1. That is, the

EMD ser vepurghasddprogomal 144 teadatont the@rmhan@m@tmr@g) thanseleqted gonteath
the.user. of the personal conputer 1 in the encl osed database. At step

5224, t hedésifhasel atatepB202 framshavpuitdinformationttrankierretiat sfiep $20d drasm el d be
~settled at once. If the logis to be setfled at once; the program noves to

step S225EMIPe&vEd4 to ivite Has iead-obt prieisfenmtioh ennahargifg dvg on thesiDD t he
anount necessary for the settlement to . the settlenment server, not shown..

At step 52P&ighhehset ahexaniplsef theg cﬁaﬁgﬁigtlﬁ Inhthe pedseheimnincpy theasei ng f or
t he user of tﬁe personal conputer It |§ verl?&ed at step 30 March 2006

95 5224 fhats ¢BSicaR!l ST Biom ff EID 606 ATHNRE for ienpl @A i 1isd0 st eps
S225 and 5 26 s ski pped Thus, this processing is subsequently executed
_ perd ) Od' Calds withSHe FedforGieph ¥ being 60 yen. The bash value of the charging log at this
‘time point is also computed by the CPU 32 and regmtered in the non-volatile memory
34 | ‘ |
At the ﬁ_ext- step 8222, the purchas-e program 144 reads.out the charging log
.iirrittei.l at sfep- S221 froin the HDD 21 to transfer the cherging- log over the network
" 2 to the EMD server 4. The EMD server 4 at~ste13 "8223 -executes. the charging
-computmg processing based on the chargmg log transferred from the personal
| computer 1. That is, the EMD server 4 addltlona]ly updates the chargmg log
tansmltted from the user ofthe personal computer 1in the enclosed database Atstep
' 8224 the EMD server 4 decldes whether or not the chargmg log should be scttled at |
once. Ifthe log is to be settled at once, the program moves to step S225 where the '
EMD server 4 transfers the name of artlcles or the amount necessary for the settlement

to the settlement server, not _shown. . At step S226, the se‘ttlement server executes the

settlement processing for the user of the personal computer-1. If it is verified at step



nmonth. Referring to the flowhart of Figs.26 and 27, the processing of
copying of the contents reproduced froma CD player, not siokarch 2006he HDD
21 by the CPU 11 executing the contents managenent program 111, is

expl ai ned. "At step 5241, the user connects the | EC60959 term nal 24a of
the CD player to an | EC 60598 term nal 24a, of the audio input/output
interface 24 of the personal conputer 1. At step 5242, the .user actuates
the keyboard 18 or the npuse 19 to enger the title of the nu5|cal air to
be copied fromthe CD player (or the nurrber correspondl ng to the contents).

Pepr oy ot g pdEheRtliid Rhi oL iBER B Bors BF NS 11 e,

gggsfgleee?eﬁr}aon%e_%nsg ter for senﬂl @‘le[ﬂﬁgfel Vi nglthe ﬁ trmlﬁ‘SIg%%'by it is-

enteri ng a tLétyback start corrmand via the keyboard 18 or the nouse 19 of

t he persd&f onputer 1. |If theCDrepIay is started in the CD player, the
contents outputted fromthe fs%er at step S244 are transferred via the
| EC 60958 t er Mefriring sothedl Qwré:apfee Ahiuthe processipg af eqpyymef thene

copyi ng managenent program 133 reads SCIVB (serial ]fé managenent systemn)
dat a froeontestsieeprodusped fios a£ED leyerEa6Iesa, e the HRD 21y the @R $EVE dat a
contains the copying i'nformation, such as copying inhibition, copying

possi bl e exptutingthecantents p;anagelﬁelﬁ@roﬁamsltldplsﬁxpﬁmedhédﬂéplSMl Mbe igares

whet her or not 30 March 2006 96 the SCMS data indicates copying

‘i nhi bi t i connédts thed EEEUB5 8l sdrminal Pdaaifelse COplaye to zn BEGIG0SE8 tertisal 2dagr am

noves to step 5247 where the copying managenent program
. of the audio nput/output interface 24 of the personal computer 1. Atstep S242, the

user actuates the keyboard 18 or the mouse 19 to enter the title of the musical air to
be copied from the CD player (or the number corresponding to the conteﬁts). At step
5243, theruser actuates a button of the Cb player to start the replay of the CD player.
| '-‘Iféfthere:‘"-is a line interconnecting the CD player and the personal compﬁter for
 setiding/receiving the control sigoals, itis possible for the CD player to commence the
- réproduction of the CD by entering a playback start eommand v1a the keyboard 18 or
‘the mouse 19 of the personal computer 1. |
| Ifthe CD _repla‘y is started in the CD player, the confenfs outputted from the CD
| player at step $244 aro ﬁaneferred via the IEC 60958 terminal 24a to ﬁe personal
o ‘computer 1. At step'5245, the copying management program 133 reads SCMS (serial
copy manageﬁlent system) data from the data inputted at the TEC 60958 terminal 24a. .
| Tlus SCMS data contains the copying mformatmn, such as copying inhibition, copying

possxble only once or oopymg free. At step S246 the CPU 11 -verifies. Whether or not



133 causes the display operation conmand program 112 to denonstrate a
nmessage reading: "copying inhibited" on the display 20 tgotdreh pedes t he
copyi ng processing. Thus, in this case; copying in the HDD 21 is
inhibited. If it is verified at step S246 that the SCMS information read
out at step 5245 does not indicate copying inhibition, the copying ‘
managenent program 133 advances to step 3248 to read out the water mark
code to verify whether or not the water mark code indicates copying -
inhibition. If the water mark code i A8 cat es copying inhibition, the
program noves to_step S247 where _the:-pre-set ssage is:displayed, as in .
the abovecHsMS data dedinatas cepying inlibiiong M%Mﬁgawlmdmatqssc &ied at
step 3249 that the water-mark does- not-:indicate: copying inhibition, the
pr ogr am imbikston,dhes pegr&nsdoves ¢ step 5347 avheraidie CopBS MABAEHBR IPFERSSi ng i s
executed. If as a result of the term nal database check processing, the
sel ect edl3boeses thd displaz opeadionxeamand psigesned 12 & deponsieds angessages to a
‘close with the processing of the steps 5251 and 3252. This processing is

sim | ar . teadinpe "q@pidRsiphitdted? oatthe display 20nth Bisimate thegopyinglpfrotdssingel ect ed
contents are those not as yet registered in the HDD 21, these contents are

r egi st erghud)¥n tHie cadeCBSpyiRSh the 3D 1 Siinlbitéd1e processing of the. steps
5253 to 5258 is simlar to the processing of the steps S 19 to S24 of

Fig. 7, exceptifidatverititg aBMp S22 WhdtBhé STMS Bifbiedionread bhiead dtép SWH8
termnal 24a also is registered in 30 March 2006 97 the air database, the

LA AR o i 55
to step 5248 to read out the water mark code to verify whether or not the water mark
code indicatcs copying inhibition. If the water mark code indicates copying inhibition,
the prbgréu’n’ moves 'to".Astep S247 where the pre-set message is displayed, as in the .
abovc—' case, to terminate the copying processing. '

.' Ifit is verified at step S249 thét-the-;water ‘mark does: nof.indicate: copying

_ -inhii)iﬁon,_ the progfaﬁ' mm.res' tbl step SiSOxwhere g the .-fermj]i‘al‘f:.database :check

processing is executed. If, asa result of the terminal database check processing, the
"_s-ele'cted contents have already been regisfgrcd, the p;'ocessing co-mes to a close with |

the processing of the steps SZfS 1 and'S25 2. This processing is similar to the processing

' of steps S13 and S14 of Fig.7. - |
| If the selccfc’d | éontents are those not as yet registered in the HDD 21, these

contents are registered by the’_sfep_s S253i t@ $258. Since the process’_ing of the steps

'.825.3 to S258 is simiiar to the proce-_ssing of the steps S19 to S24.of Fig.7, except that

- the SCMS information sﬁﬁijﬁcd from the IEC 60958 terminal 24a also is registered in



(reproducing) the contents fromthe HDD 21 to the | EC 60958 term nal 24a by
the CPU 11 executing the contents managenent program 11130 Maectp@léned. At
steps S271 to 5273, the hash values of the entire air database are
conput ed, as at steps S111 to S 113 of Fig. 18, and verified as to whether
or not these hash values. coincide with the previously saved hash val ues
to check as to whether or not the air database has been nodified.  If it is
found that the air database has not lgen nodified, the program noves to
step 5274, where the display operation conmmand program 112 causes the

' ~cont ent s ¢hd &P ARBRR! (HRRBlAMdd i dRitRAIESSmplickye air database of the HDD

21 via the contents’ database 114 to read out the information on the
musical air r B?ltlﬁé | | y 3t ; kg“ﬂ% %W% on the
di spl ay 20. Tﬁgfuse %(\gi eé\;\gﬁt%hga%%gp]ﬂgfi@% %ﬁdggfea%efgfbtc%e %oar 18 or the
mouse 19 E | vt I t , ‘ epe od ' step
Dre ¢ n ORI i Yorhgf M nd AP ATIE Rl Ofies Lrige 9AREy o O
conditio sthe selected contents. The chec rocessing of .th

7 onr oduo kI i brguing R SRt et poogin LD E S Al o1 ence
to the flo r f Fig.30..At the next step 5276, the display. .operation
Commnd B 507 e BasTilacssohth enilteptabase AR aHBRHIobras i PR 11 80 fend out
t he. encr i Qn. k of th ontent{s. selected at step 5274 fromthe air
dat a’b‘aseﬁ')iﬁ%‘(?%g%f%@ﬁflé{ﬁﬂge@aﬁ gbﬁé@thﬁw e %ﬁi’éﬁhﬁé‘“’%‘éﬁ%‘aﬂﬁ&“ 'g@r am 142
to decode the key for storage. At st eg?fSZ??, the di splay ogperati on command
pr ogr am Provieushy saved hesh valentoschegk ag tmwhether ergrat the au dateasschagdeeh 2006 98
read out the SCVB information of the selected contents fromthe air
dat abasemaditied Héit ivfonndthatthe airslstabasahas nopbeparapdifind, the BIOBONMBMGYEST nat i on
outputted fromthe I EC _ ' . , _

to step S274, where the display operation command program 112 causes the contents

management program 1110 access to the air database of the HDD 21 via the contents

database 114 to read out the inform‘aﬁonron the musical air r@gistérqd therein to

‘dis_play the read-out information on the display 20. The user views the display to

-actuate the keyboard 18 or the mouse 19 appropriately to select the contents to be

reproduced. At step S275, the display operation command program 112 checks e. g

playback conditions of the seiecte_d contents; The_ check processing of the reproducing

conditions etc will be explained subsequently with reference to the flowchart of Fig.30.

Atthe next step $276, the display operation command progrém 112 causes the

bbnténtS'Amanageﬁeﬁt program 111 to read 'c;iut the encryption key of the contents

selected at step 5274 from the air database into the contents database 114 to cause the

decoding program 142 to decode the ,kejf for storage. At step 8277, the display

‘- rop_eration command program 112 causes the contents management program 111 to



60958 term nal 24a in accordance with the rule of the SCM5 :system For
exanple, if there is placed a limtation as to the nunbergmfiaich?88e of
replay, the nunber of tines of replay is incremented by one to give the
new SCMS i nformation. At. step $278, the display operation command program
112 causes the contents managenent program 111 to read out the I'SRC of -t he
selected contents fromthe air database into the contents database 114. At
the next step S279, the display-operat,on. conmand program 112 causes the
contents management program 111 to read out the. filenane of the selected

~contents, - fro at abase nt th nt e t d read out
t he cont &?PQOFWW%B“% (i ﬁo%rﬁ%tfgﬁoﬁbﬁ‘% m"rana progt?lam 112
causes - the contents ement p to. rea pti onkey
correspon‘éqm@‘ltﬁéa@bésecbﬁ 3%‘““?@6#‘?%%:‘“%&?%% &ﬁ%?‘?‘n t he
decodi ng am 142 to_decode the  read-out I on ke wi th the key
f or storag@%d toinali 342 tneacoerd %@Mﬁ@ﬁt@%gﬁwwtw&e ©ryption
key. The conpression/expandi ng program . 138 al so decodes (eépa ds) t he
conpr essi ithaoedeplated dlimitation as ® thanumbenof3iaes ofiraplay e ey tERSSon
command program 112 causes the driver 117 to output the contents, as the
decoded of@blaglis Hrranented bg onéitqgive dob metw $EMS iBOreAvies. Abstep AHI8 ,fhea, i n

accordance wth the [|EC60958 rule, along with the I SRC information read

out at ste@pﬁ?@craﬁooo;onmhmdmmmylomumwmmgmmmzmact uat es
a program such as a Real Player 30 March 2006 99 (registered trade mark),

not showniit @ 8@l 66 #f ISRC efnhe Bélsctedottaits flont teagir watabasepwto thve
resul ting anal og data at an anal og out put termi naI of the audio

' nput I out gatterits database 114.

Atthe next step 827 9, the drsplay operation. command program 112 causes the
contents management program k11 to read out the. ﬁlengmc of the selected contents
from .thc air database into the contents rlatabase 114 toread out the contents from the

HDD 2 1 | The djrplay operation command prograrn .112 causes-the contents
© management prograim 111 toread out the encrypnon kcy corresp onding to the- contents
from the air databasc while causing the decading program 142 to decode the read-out '
-encrypuon key w1th the kcy for storage to décode. the cncrypted contents using the
décoded encryptlon key. The compressmn/expandmg program 138 also decodes
'(expands) the compresswn  code of thc contents. At step S2 80 the dlsplay operatron-
o 'command prograrn 1 12 causes the driver 117 to output the contents as the decodeci
. drgrtal data, to be outputted at the IEC 6095 8 terminal 24a, in accordance with the
| IEC60958 rule, along with the ISRC information read out at step S278. Also, the

display operation command prograin 112 actuates a program, such as a. Real Player



interface 24. At step 5281, the display operation command program 112
causes the contents managenent program 111 to increnent BS@&areh de0tof t he
pl ayback nunber. of times counter in the air database by one in the’
contents database 114. At step 5282, the display operation conmmand program
: 112 checks whether or not the on-playback charging conditions have been
added to the selected contents. -If the on-playback charging conditions
have been added, the program noves t@9step S283 where the display operation
command program 112 causes the contents nmanagenment program 111 to wite

the corr gepiiededgadhRndd, nd shewiitd hiflogizé theldoatephpaodipitalldat, tordutptiep 5284

t he di spl ay operation comand program 112 causes the use condition

nmanagenefiie reshl ﬁ{ﬂ Qaﬁaoatcﬁﬂﬁﬂéls tdgpdtachnital e tho budibeinpit/dutpusi r
dat abase by- the U 3 store the conput ed hash values in the .

non- volagﬂkﬁa?‘]pgpry 34. |f it is verified at step S282 that the
- on- playbac ar gi ng condi tions have not been added to the selected

The 1 oushar cABf tgﬁ?ﬁ%gﬂe@%%ﬁ%gﬁce?é‘?%%& Pndpfrpn 117 cRRES Ao 18, 100
sporalloh St B 1500 G o %ﬂifﬂbﬁ?ﬁ%ﬁ? LI,
it B et i i kR

has exce BB Vi PRETANCH: &P (i hragrag: %SS ‘glf%?fﬁ %%HBEE}‘% ﬂ%’pi%ﬂjp(?cﬁlons of

the alrd apase read' out at step:S30 ‘use condition
ﬁar b ging’ cond?tlons have been addgd to the selecte?l contents. rﬁl the on-playback

- charging conditions have been -added, the pro‘gram moves to step $283 where the
display opereﬁ'on command program 112 causes the contents management program
111 to write the eOrreSPOnding cha’rge to be mtten in the charging log. At step 5284,
._ﬂl__@dis;?iay _eperation command program 112 causes the use condition mana-gehleﬁt‘--

- -program-140 to compute the hash values of the entire air de.tabase by the CPU 32 to
store the computed hash values in the non-volatile meﬁlety 34. Ifitis vcriﬁed at step

S282 that the on-playback chargmg conditions have not been added to the selected
_contents, the processing at steps 8283 and $284 is skipped.
' Refen_'iﬁg to the ﬂ.owchait of Fig.30, the proee'ssing for checking the__replay -
. conditions at step 8275 of Fig.28 is .explainéd in detail. At step §301, the display
operation command-program 112 canses tl;le.‘ cont_:_énts manageelent program 111 to
read out the variable conditions of the air database into the contents .datahas_e.l 14. At

" step $302, the use condition management program 140 checks whether or not the



managenment program 140. If the result of check indicates that the nunber of
tunes of pl ayback has exceeded the nunber of tines of |inBbadrgn20aehe
program noves to step 8303 where the use condition nmanagenment program 140
causes the contents nmanagenent program 111 to delete the selected contents
fromthe HDD 21 in the contents database 114. At step 5304,. the display
operation command program 112 causes the use condition nanagenent program

140 to conpute.the new hash val ues gqfgthe air database by the CPU 32 to

save the conputéd hash values in the non-volatile nenory 34. In this case,

" ol avback . o th
gu%eﬁcof ti hggfo eép y aEé | aggﬁ%%%a@dm%tﬁtﬁ egﬁﬁfr%g#h%@i??an@s%%f' ©

managone o SPATAGRY L B Bk RaR 35P M S30L by UBTuECRHNER . o

1ime nasmqpaegRgho oSt P B R o oh ingicated of HSRSRT BrEEHE, 2

del eted fr -at -ste in.the above case, and al so

om t{ he HDD 21, 303, as
from t he% Qs’fas% gxcecpd e g ,um?ﬁeoﬁwm% PLOFAMIRQVES LG SIEP

- dat abaseﬁsr conputed and saved.. In this case, playback utput simlarly

is inhib ¢rei the wse sopditigh weapeomyy program PPy WedCRieRSand ti ne.
has -not passed the current date and tine, the program noves to step S306
wher e  t hinatpgenmontcpregran 1hhée deletethergslectetbogienss dhe PG I 6ndi ti ons
have been added to the selected 30 March 2006 101 contents. If the

“on- pl aybgenteatsatagabage d dhdiAtistapsSHiy thevdisplazidperitionvonpnayt prograsedd?2 (o

step S307 where the di spl ay operation command program. 112 denonstrates the
- causes the use condition management program 140 to compute the new hash values-

of the air database by the CPU732 to save the compﬁted hash values in the non-volatile .
‘memory 34. In this case, playback output is inhibited.

L If the result of check indicates tﬁat the number of ﬁmes of playbac.;,k has ﬁot_
.cxce«eded the ﬁumbér oftimes of lilﬁitaﬁon, the program moves to step $305 where the
use condition management pro grém 140 verifies whether or not the playback end date

| _ .énd=_time has passed the cui‘_rehf date and time. Ifthe plajrback-end date a;:ld time has

~ passed the current date and time, the selected COnteﬂts are delc_ted-.ﬁ'om the HDD 21,

-at step 5303, af;.in-‘thc above casé, ‘and ﬂéo from the air database._.Aj: step S304, the

‘-.hash’Vallies of the new a1r database are computed and_ savcd._ In tl:us caée, playback
output similarly is inhibited. - |

. Ifitis found at step S305 that the replay end date and time has liot passed the

. current,dat_é and time, the program moveé to step 8306 where th__elCPU 32, checks

- ‘whetheror not the dn-pfayback charging éonditiOns have been _added to the selected



nessage that the on playback charging conditions have been added and the
fee on the display. If it is found at step 5306 that the o3 Haeoh200&

chargi ng conditions have not been added, the processing at step S307 is
skipped: Referring to the flowhart of Figs.31. and 32, the processing of
outputti-ng (reproducing) the contents fromthe HDD 21 via the portable
device 6, by the CPU 11. executing the contents nmanagenent. program 111 and

by the CPU 53 executing the nain pragram is explained. At steps 'S321 to
5325, it is checked as to whet her o} the air database has been

nodi fied, as t et h ot . .ect ecified,

andI als 0L 3%%@9&@ Qdf: h lﬁagre %%‘té (Eﬁeg’ )?Foeghgﬁ%s‘l% rgt)ceI t Ihe
rocessing is-simlar to that of the st eps 1t t he

E orres poﬁgtqmsmie‘é’h?fﬁpﬁ[‘l isplay eperatirycepmay ﬁn‘ﬁ g!@%} ?fzi?%?{%%g

reci procal authentication proce55|ng i.S. ex cuted bet oxtabl e
devi ce 6nessdga that the pu-plback eharging gonditions PVQWH@QVE %Si?ﬁ.l(gl{c?tgt ionis
co- owned by the portable device 6 and the per sonal conquter step

5327, t hiisplay Af itys fomdraistepr$ 306 thatrthe ppada 1191;33! OPﬁé‘ “o‘i‘? abl e

device 6 to reproduce the encrypted contents now to be sent. At step 5328,

the di smeanadﬂa[,ahemwmmmteppr@TErﬁlm causes the contents nmanagement

program 111 to read out the filenane of the designated selected.contents
from the air Rifémingse thetfowdtarcofifegs:3d- and 33c Henprocpssig afPHPRURL st ep
5324 to read.out the contents of the filenane fromthe HDD 21. 30 March

£ 2006 10 rephbddifs) thS ontehddroth B Hmmbbmuh@pontaiﬁwdmcﬁ)ﬁdg’r‘hﬁppﬁlzl causes

the contents ~managenment program 111 to execute the processing of
convert i igchfif BRYRMis management program 111 and by the CPU 53 executing the

main program, is explained. At steps 8321 to $325, it is checked as to ‘whether or not
the air database has been modified, as to whether or not the selected contents have
been specrﬁed, and asto ﬂ1e reproduemg conditions of the selected contents. Since the :
b’r"t')eessing is similar to that of the steps $271 to S275 of Fig.28, the cerrespondmg .
. d&cription is omitted for simplicity. o
| At step 8326, reciprocal authentication processing is executed between the '
| portable devme 6 and the personal computer I sothat the key for communication is co-
' j | owned by thé portable devme 6 and the personal computer 1. Atstep 8327, the display
-0perat10n comiand program 112 commands the portable device 6 to reproduce the |
'. o -encrypted contents now to be sent. At step S328, the display operat:lon command
program 112 causes the contents management program 111 to read out the ﬁlename
| of the demgnated selected contents from the atr database into the centents management

| program 111 at step 8324 to read out the contents of the ﬁlename from the HDD 21.



conpressi on encodi ng system encryption system or the format into those
for the portable device 6. At step 5330, the display opes@iMayoh 2806rand
program 112 causes the encryption program 137 to encrypt the contents
‘converted at -step S329, with the Kkey for comunication, to transmt the
encrypted contents to the portable device 6. At st.ep S331, the CPU 53 of
the portable device 6 decodes the transmtted data wth the key for
..communi cation, in association with t command transmtted from the
personal conputer 1, at step 5327, t ut put the decoded data. At step

5332, the display operation command program 112 c es Lk s
nmanageneft sispod? tﬁildESRIBYiQP@F’éWBn .Wg“‘ﬁ@ﬁ?%?moﬁwagpg?eC?g%‘]%g% count of
the air database by 1 in the contents database 114. t_‘shgqo 53%&3 t he

di spl ay mpragenicm rograand 1hriogeeenteithe PIOSEISNEPRLARYCIHE ftt PHE G

pl ayback char'gi ng. condi tions-have been added to-the sel eg_} edé.co tents. |f
t he” on- ptaypression kacoding systaut, ehonyptibmvystpe AT Higdtopmetini 1058 dpb L% g
contents, the fee is witten via the contents managenment program 111 at
step  S3gdrtible Ubeice 6NAesEp S620 ahadisplayaperitioncopmsdprogmaa | U5eH ues of
the entire air database are newy conputed and saved by the CPU-32. If the
on- pl ay bagleneRAfinEopRan 37 ioarrimibe boiteits enneittddt sopiiddswiththed
~contents, the processing of the steps 5334 and S335 is skipped. in the
present ic%yﬁﬂ%ﬁﬂnuﬁcm&d,%&aﬁémk@ﬁééﬂoﬁm&daommwth@m ¢4 6.i ci t
duplication of contents. For exanple, the programfor operating the CPU 11.
Is a so 30 WAP&S@@@I%@@CPW% SXihb pORSHIe devitst datodesthiewemsmitteddditeh t he
sequence .of execution thereof is changed from one executing operation to

anot her .y the key for communication, in association with the command transmitted from

. the persoﬁhl computer 1, at step S327, to output the decoded data. At step S332, the
display '()peraﬁon command program 1‘12'_(331]5681‘]16 contenis management program
111 to increment ﬂi:: number of times of re_,play.count‘of the atr d_ataba_;se by linthe
_mnwh%s"dambase' 114. At step 5333, the display operation command prograz_:i 112
: _Chécké whether or ﬁéf the on-playback charging conditions-have been added to the
- selected contents. If ‘the on-playback charging conditions have been added fo the
| éelected contents, the fee is written via the contents ﬁmnégemeﬁt program 111 at step
$334 in the contonts database 114, At step $335, the hash values of the entire air
B database are n;awly co‘m_;_iuted and saved by the CPU32. If fhe onfplayback charging
- cdndi_tiéﬂé have iiot been ad_.de_d to the selected contents, the pr(_)ceésing of -fhe_ steps
S334 and $335 is skipped. |
’ 'Iri'the. present invention, 2 -val_'iety of techniques are used to prevent illicit

duplication of contents. For example, the prograin for operating the CPU 11 is 4 so- |



Al so, as expl ai ned above, a portion of the function of the CPU 11 is taken
charge of by the adapter 26 as a hardware, so that the two30 hiakdh 2008cute
vari able processing in cooperation with each other,  thereby further

i nproving the safety. For exanple, as described above t he hash val ues of
the air database are not stored in the air database itself, but is stored
in the non-volatile nenory 34 of . the adapter 26. That is, past hash

val ues, used for conparison vvith.the& revious hash values saved at steps
- S32 and -S33 of Fig.8, are stored in the non-volatile nenory 34. |If, for

exanple, t entire .recor ncl ed in the
DD 21 sfAlleR s e BT Ce gD B SRR {fﬁﬂr@%e???%"%%@ﬁed. s,
and the contents contained.in the recording contents backed up in the HDD
21 are rﬁﬂﬁwccu%ﬁﬁ?efWr?@og?‘ermw ng the contents saved in the HDD 21
fromthe HDD 21, it is . possible to prevet t he, 5| [ copyi ng
or. movenent iAlsenabtxpdaingd RbeKe, 3 PRTER 06 f'b“ctul‘?é‘ é?i] c}qom%]%% use
conditions. For exanple, if contents A and B a e saved in t 21, as :
shown i ncliiirge 38, by thscadapten @6 amp hwsdweer é%[ﬂéfﬁ & G e Vil execH oY tn of the
contents A and B are saved in the non-volatile nenory. 34, agxr} this state,

part or pfdoesnﬁnghmdopmndnngthdmchmmmbygﬁmhwwaa&e ¢¥d B, of the.

HDD 21 is backed up in the HDD 21. If subsequently the contents A saved in
the HDD 21 al Roigexairiple, (a3 clesarilicdnitove, tedaslovaldes of theqihdatabase @f 8Phg nedi um
272, the contents recorded at this tinme point in the HDD 21 are only 30

March 2096 rdDih thBRCORIRRE $ts8f, bt ishmsretitia thasbn-velatibsmemoryid4 it ol atil e |
menmory 34 are changed to the hash val ues corr espondl ng to the contents B.
adapter 26. That is, past hash values, used for comparison with the previous hash
-valués saved at steps S$32 and S33 of Fig.8, are stored in the non—vo_laulc memory 34.
It for example, the entire recording contents including the contents stored in the HDD
21 are backed up before copymg or movmg to other recordmg mediums, and the
-contents contained in the recording: contents backed up in the HDD 21 are re—stored
~ after copying or moving the contents ‘saved in the HDD 21 from the HI)D 21, itis
possiblc to prcvcnt the situation in which copying or movement is enabled without
 limitations to the disregard of the use conditions. o
For example, if contents A and B are saved in the HDD 21, as shown in Fig. 33
- the hashed values oorrespondmg to the information of the contents A and B are saved o
i inthe non—volatﬂe memory 34.In t]:ns state partor all of the recordmg data contammg
the contents A and B, of the HDD 21 is backed upin y the HDD 21. If subsequently the
"bontelits A saved iu‘thc HDD 21 along w1th the contents B are moved to another

o rccordfng medium 272, the contents recorded at this time point in the HDD 21 are .only



Thus, if, after part or all of the recording. data containing the contents
A and B of the HDD 21, backed up in the recordi ng medi umsdfdarcitb606
re-stored in the HDD21, to save the contents A and B again in the HDD 21,
t he hashed val ués .conputed from the information on the contents B are
stored in the non-volatile nmenory 34, while the hashed val ues conputed
fromthe information of the contents A and B are not stored. therein..

Thus, at this time point, the hash vib*le_s derived fromthe contents A and B
. stored in the HDD 21 cease to be coi dent with the past hash values
stored in the non-volatile nmepory 34, .thus detectin Lofole | on of

the air dhe emtents Breethat thehashy @SPfﬂ?%ﬁqu?quﬁ?#ng’ékgﬁﬁ%g% on the
use of the contents A .And B saved in the HDD21. As described above,. the .
adapt er - 215e hash-valuels sodspanding te thpsoptentsds  the value of whicch corrects the

time information based on the tinme data transferred fro%ﬁnq%g?r' devi ce; "
such as EMD s@husif, ftef partromall ofithsaesasding data sontinips g ¢RMEY qn(.‘)lrp have
been obtained. As the current date and time, the current g%t ﬁt time
out put t edhfigye HDD R Gaclddl wsinthe decording erdivmt 27 hare Enjiereg i }EQ user.
Thus, it is not possible for a user to correct the current date and tine
of the pgpePRSthe ¢ORPRHISEA and B ddafriinl the HDD Bé, thabashgdivalues semppied frgym

evade-the decision of the replay end date and tine as the repl

condi ti ORfe inFhEnARRRIATe 36nlehtsMaid m&élﬂiﬁndm&éﬂamméﬁi‘é‘ﬁﬁ%@epr ogram

transferred in an encrypted formin accordance w-th a program pre-stored

b2 Ly R At g it oo s i o |
to perforguest toidk, Bl 858 Rl Pbim) tid KhshdaRiee dertied fotve the ceutnuts A and B
| st'o_redrin'the HDD 21 cease to be coincident with the past hash values si;ored in the
ndﬁ-volaﬁle_ memory 34, thus détecting the modification of the air databas§. Thus,
ﬁfbm this t'me 'Qn, limitations ar_é _imposéd on the use of the contents Aaid B .savc_a'd in
the HDD 21. o _
As described above, the adapter 26 has enclosed therein the RTC 35, the value
, ;)'f whiéh corrects the time information based onthe timé da_ta transferred fron another
| device, such asEMD : se'rve? 4, fr_om which éortcct résulfs of authentication have beén
ébfainéd. As the current date and 't,i.me, -thé current date and time Qutpuj:ted by the RTC -
35is used instead 'of that supervised by thie user. Thus, it is not posSiblé_ for a user to |
| correct the cixireﬁt déte'énd time of the ;_jersdnal computer 1 wﬂ]fuily to the pastdate
and timé to evadeth decision 6f the replay end date and time as the replay conditions.
" The adép_te'r'Z_é is configured to decode and execute the program transfeqéd m

an encrypted form in accordance w1th a-program pfe-storcd in the ROM 36 to assure |



conputer 1 at step 5351 encrypts the programto be executed on the adapter
26, using an encryption key pre-stored in the RAM 13, t o 30rMarch@f06 he.
encrypted programto the adapter 26. In the ROM 36 of the adapter 26 is
pre-stored the program for decoding and executing the program adapted for
decodi ng- the encrypted programtransferred fromthe personal conputer |
and for executing the decoded program The CPU 32 at step 5352 decodes the
programtransferred fromthe persogg conputer 1 in accordance with the
program stored in the ROM 36. The 32 at step 8313 devel ops the decoded
programin the RAM 33 to execute r.am a 4causi.ng the
adapt er lﬁghttr(sa&byrp'i!i'h@mm%i & g% %ase o?mgge HDD 21,
the CPU 11 of the -personal conputer | encr he '
dat abase wi t I¥Hahis, ﬁdeswqﬁmmrﬂaéycﬁwpﬁ?@ﬁ gpﬂgl &@P@?&Jh{éga to the CPU
32 of the adapter 26. The CPU 32 applies_the ha‘f Hﬁctlon ~data of
the air .M@ﬁ%ﬁtstdpﬂﬁflmg@t&iﬂmp&@am@béﬁﬁw o the2dpptor, u’es
conput ed hash values are stored in the non-volati le e i
PB{%?’?tglt%? ed past

Al t er nat by ghdtypfidiFkdyasnb-susrbdizsthaRaN d Apterteansfes thaencri
hash values t0 give the results of. conparison V\:hl ch are ansf rred

transiti Wf%%lthé ROMB6GHithd ddaplert26as pes-stored the progre®y 01 “PEEB5 shows

-a nmore d ed inner structure of the adapter 26 confi gured as

‘seni cond 8 pRfERNSap@d ifficdesdding the endyptedanoggt Hans ﬁ’f‘%ﬁiface 31,
CPU 32, %ﬁ/f‘%ééﬁnﬁon eol atile grrtgrmry 34, RTC 35 and the ROM 36, a_RAM

For v B QL Efgaey Bt epmage ot oge 1O, Phad
© when decoding £08 QOEIRIEE FiBRHLE  iindBed i frantthy prusqual omputer 1 1in
| | accordance_ with the program storct_i in the ROM 36. The CPU 32 at step S3 13
develops the decoded-.pro gram in the RAlVI 33 to execute the program at step S3 5%_;
When causing tﬁe adapter 26 to compute the hash value of the air database of
the HDD 21, the CPU 11 of the personal computer 1 encrypts the data of the air
‘:ﬂgﬁbose with the cﬁcryf;tion key to t’ransfcr the encrypted data to the CPU 32 of the |
adapter 26. The CPU 32 applies the hash function to the data of the air database
| u'an'sferred thereto to compute the hash values 'I‘ho computod hash values are stored
in the non-volatile memory 34. Altematlvely, the hash values are compared to the
-prevmusly stored past hash values to give the res:ﬂts of companson which are
| h‘ansferred transmon probabllny the CPU 11 of the personal computer L
Fig35 shows a more detaﬂed inner structure of the adapter 26 configured as a
semlconductor IC. The adapter 26 mcludes in addmon to the mterface 33, CPU 32,

RAM 33, non-volatile memory 34, RTC 35 and the ROM 36, a RAM controllor 301



the decoded data fromthe adapter 26. The conponents fromthe interface 31 |
to the ROM 36, RAM controller 301 and the logic circuit 30RMarer 2006
nonolithically assenbled in a sem conductor ICto frustrate an effort to
di smount it ‘fromoutside. A quartz oscillator 311 is used for generating
reference clocks by the adapter 26 executing variabl e processing '
operations. An oscillator circuit 312 is used for operating the RTC 35. A
battery 313 supplies the power for backup to the oscillator circuit 312,
non-vol atile menory 34 and to the RI®635, Orher. circuits of the adapt er

- 26 .are fed with the power froma power sour Sugply Ci LcUttand? t he
~ per sonal fmubﬂmgjmeﬁr&em@madkmtifpﬁthﬁmg%@nﬁﬂ\é% c&%’n tisé)éfe . a

menmory 34, aSTﬁQ%\{%Pbﬁbxﬂ Sroabthe Ritetfacs®] nytheiROM 36 s RtManpirell

by-
wite-erase ROM - owever, if the non-volatile nmenor 4 is fo L py a RAM -
Packed Uiy o dieatis waddoviim deoatingthonompiedeonimeung disesty oBIIEL Y 2, 2

‘to forma protective alum num |ayer 351 on the non-volatile nenory 34, and

to fOor m ghd@udied ash From did flapted38. f | ush with . the protective al um num
| ayer 351.t0 supply the power fromthe battery 313 to 'the non-voégﬁi | e
et 3U-

el ete
the protective alumnumlayer 351 to nodify the non-volatile nenory 34, the

power s - 1 eF f J dshoNdtithichlde apsenitded iiva simiconduotenleto351: is
al so del gﬁggﬁ?gﬁ%%ﬁgﬁﬁﬁﬁ Aprgwe(r) suppFl;fto the non-volatile nenory 34 to

55 O A g ot L0] T e e e
wirings 40 1 1A c([)- o sillaldr 38 ui¥d fof gehdlatif@ fefeltente clobhsabymdm adapter
- 26 éxecuﬁng variable processing operations. An oscillator circuit 312 is used for
'6§eraﬁng- the RTC 35.. A battery 3 13 supplies the power for baqup to the f)scﬂlator
ci'r.cui.i_: 312, non-volatile memory 34 and to the RTC 35. Ot_h._sr._..circuits of the ‘adapte_r_
26 are fed with the power from a power source supply circuit 321 of the personal
ct;mputer ‘I. o , o
| The non-volati 6 memory 34 may -be configured. by a write-crase ROM.
N iioWevér,'if tiie non—vblaﬁle.memory 34 is formed by a RAM'backed'up By a backup
| ..bbwer: source ﬁcm the battery 313, it is ,ﬁossible‘ to fofm _a,pro'tectivc aluminuni_'laye_'r
3 ‘5-1 onthe ndn-v;jlatile memory 34, and to fonm a power source pattern 352. flush with
the pr_bfective alummum layer 351 to supply the-power from the-battery 313 to the |
. ﬁonnvéléﬁle-ﬁxemoiy 34, as shown in Fig.36. By so doing, ifit is attempted to dgle_te
:ﬂie protective aluminum laYef 351 to _modiﬁ' the non—VoIatile.mcmpry 34, the power
s’oﬁr.cé pattém 352 flush with the protective aluminum layer-351.is also delctéd to

intérrupt power supply to the non-volatile memory '34. to erase the data stored therem. |



volatile menory 34 are forned .so as to. overlie one another in the

up- and-down direction (depth-wi se direction) in the regi s3®karehA968iti ons.
Wth this structure, the upper wirings 401-1 and 402-2 need to be renoved
if desired to readout data fromthe [|ower wiring | ayer 401-3, such that
data cannot be read sinmultaneously fromthe plural wirings 401-1 to 401-3.
The non-volatile nenory 34 -maybe constructed.to render the wirings 401-1 to
401- 3 redundant. For exanple, if th irings 401-1 to-401-3, provided in
~the.inside  of the non-volatile nme 34, are used to interconnect the

el enents nmaking up the non- volalle menor g §g&ran5|stors t he
pat h i s Fus saeetinepdascribediabey or WEERYses %mpﬁtget:}s PRSI Sie, and is
desiigned to be of a pre-set Ienth By so doin red for
the wi riRefsriitolFigd74odrimesmil- @ﬂ@h@eﬁ‘)fﬂﬁw&tﬁ aﬁ%@&%‘ﬁt‘?{/ﬂ? lgéﬂred

| engt h, 'such that the parasitic capacitance is |arger than I n %?)se t he

| engt h ofolitile membiynds 246 Ferdmed sd6Gs-8 overlic AR RAYIREY Bh éﬂgl &% as the
wiring. Wth a dedicated circuit, designed for readi ng out t he dﬁla from

the non-giadcohl(@ep tﬁliﬁ@éﬂn%o@ﬂdmmtemg@witm%dw ©6 as the
“sem conductor IC, data stored in the. non-volatile rrermry 34 can be read '

out as ngrRllidmbyacet hhd802-DGecd fsRneedifidebien tbocadnut datadse

capaci ty:” However, if a probe is connected to the wrings 401- 1 to 401-3

to read Qe @kﬁﬁﬁ%ﬁ {6 &7 -3 bubh thab @ta Cahistbl eeadsimulyarysly rem Gsmbirabd

capacitance of the parasitic capacitance and the probe capacitance operates -
oo g R A R gLt hent | cat  on pr bcess| ng. | n case-the
| _por table devi 'fl?e Sorl- 1%151‘11@?3em01y 34 may be constmcted to renderthe wirings 401-1 to '
401-3 redundant. For example, if the wmngs 401-1 to 401-3, provided in the mmde
of the nion-volatile memory 34, are used to interconnect the elements making up the '
'iien-vol_atﬂe memory 34, such as transistors, the path is not designed to be linear, even
if this is possible, and is designed to be of a pre-set length. By so doing, the length
: reqmred for the wn'mgs 401-1 to 401-3 may be longer than an inherently required
length, such that the parasitic capac1tance 1S larger than in case the length of the
'. 'wmngs 401-1to 401-3 i is a minimum length requ]red as the Wiring.
- Witha dedlcated circuit, desngned for reading out the data from the non-volatlie
| memory 34, and winch is enclosed in the adapter 26 as the semiconductor IC, data
~ stored i in the. non-volatlle memory 34 ‘can be read out as normaliy by settmg the
1mpedance matched to the parasmc capacity. However, ifa probe is connected to the

vmmgs 401-1to 401-3 to read out data stored in the non-volatlle memory 34, the

‘combined capaoxtanoe of the parasitic capacitance and the probe capacitance operates



pre-set data fromthe personal conputer I. is explained by referring to the
flowhart of Figs.38 and 39. At step 5401, the CPU'! of t30dMgreh 2004l
conputer 1 generates a random nunber Na. At step 5402, the CPU 11 of the
personal conputer 1 transmits the ID of the personal conputer 1,a cat egory
nunber G.of the key and the random nunber Na to the portable deV| ce 6. At
step 5421, the CPU 53 of the portable device 6 generates a random nunber
‘No. At step 5422, the portable devi Ci g receives the ID of the personal
conputer 1, category nunber G of t hd0 ey and t he random nunber Na,
ctransmtted fromthe personal conputer r t he mtai ace 17.. At step
$423, . t has@Rlinfenxing fastorde regsepit Pjééo Beaﬁ élatlaﬁé R anber | of the.
mast er key KMa fromthe key category nunber tﬁt st 3424 t he. U 53 of.
t he portable cimeureapﬁocﬁlmnkcnnhmwmommgﬂnﬁw eiif s(f ’g t he
CPU 53 of the portable device 6 applies the hash functl on, ﬁgch a SHA :
derived fﬁr%gaﬁammemom@pumlmmlm Y. e ﬁ%‘F b er 1to
find the key Kab. . At step 5426, the CPU 53 of the portable device 6

appl i-es tJfﬁFlg@s@ 2h@R0! iARRtep $10¢ nihe CPEHAL ofidre pessbubk compuier kesnoralgs 2t o t he
random nunbe , random nunber Nb and to the ID of the personal corrputer

l.tofin (0 At s SAY. EleaTPUIADE the pers@RIU chBipufer L HEANSBYSAb| e
devi ce- angﬁéirﬁg es é<'31’bNr?a';')1n osraépnunber Sb. 30 March 2006 109 At step 5428, the

CPU 53 olmbi 8e k%n%%ﬁlgu&rtlr@&%egow nifiber @mfctlxekuyrbmdﬂlmndm and Sb
and t he Key nu

ersonal conputer 1.
number Na to the portable device 6.

At step S421, the CPU 53 of the portable device 6 generates a random number
Nb. VAt step S422, the portable device 6 receives the ID of the personal computer 1,
category nuﬁlber G of the key and'thge random number Na,. transmitted frqm __thc
_' personal computer 1 over the interface 17.- Atr'ste];i $423, the CPU 53 of the portable
d(.avic':c.ﬁ finds the key number j of the master key KMa from the key category number
| At step $424, the CPU 53 of the portable devicc 6 finds the jth master key
'Kma[]] At step 5425, the CPU 53 of the portable devme 6 applies the hash ﬁmctton, '
such as SHA, derived from the master key KMa[]] to the ID of the personal computer
‘1 to find thekcyKab
. Atstep S426 the CPU 53 of the portable device 6 apphes the hash fimction,
‘such as SHA, denved from the key Kab, to the random number Na, random numberr
' Nb and to the ID of ﬂm personal computer 1 to find a random number R1, At step

S427 the CPU 53 of the portable devme 6 generates a random number Sb.



At step: 5403, the personal conputer 1 receives the random nunbers Na, Nb
and Sb and the key nunber j over the interface 17. At stemB®mMarh 2006 CPU 11
of the personal conputer 1 finds the key Kab contained in the individual
key Kia, based on the key nunber j.At step 5405, the CPU 11 of the
personal - conputer 1 applies the hash function, such as SHA, to the random
nunbers Na, Nb and Sb and the key nunber-j, to find the random nunber R2.

At step 5406, the CPU . 1 of the H§§sonat conmputer 1 checks whet her or
~not the received random nunber equal to the random nunber R2

ted at st 5405. to b
ot equal +o Atesho SRk the GEL ﬁ}toiaﬁc’mﬁfegf Sl sl Wi il (0 be

-1'S not an aut hent i ¢ device
and hence the ortabl e deV| ce 6 |s aut henti c tjerm nat e t he
pr ocessi mgmbérg Nag dcthe ?léﬂ ng' F‘f‘?g gﬁﬁlgpn%nunbers R and R2

are equal to each other the portable device 6,is an auth I ce and
hence the prAigtepEaaR;dbe pusmiépomﬂefv%i@%w?%@ G@BHTT “Eﬁt%ﬁ dlrﬁ‘s{’onal :
conputer -1 generates the random nunber Sa. At ste _ 1 of the -
per sonal s aid thelkesppnites j bher tha dnterfaerc17.0AL step géﬁ%légé ghi'flgpf ed from
the key. Kab, to the random humbers-Na and Nb, to find a gandomnnumber R3

AL step 548&hal b Gf&!ﬂl&dsﬁhémmbsmnainedonﬂm@dl@m 2 Rasedi9R er f ace
17 to transmit the random nunbers Ra and Sb to the- portable dev |&e 6. At

fSt ep S41fe 1&: Shofeitidr § 1 Mstépl Bt 05eRofRU Koofthe personalmomputertlap
uncti ons, ch as 30 March 2006 110 SHA, derived fr om t he key ab to the
random ”h%i&eﬁﬁméan,aafth% StiA, {d ﬂﬂﬁratlaansnmbeméga, 2% and Sb and the k
number j, to find the random number R2. |
At step 8406 the CPU 11-of the personal computer 1 checks whether or not the
- réceived random number R1 is equal to ﬂ1e random number R2 generated at step $405.
Ifthe random numbers R1 and R2 are found to be not equal to each other, the portable
‘dévice is not an anthenti¢ device and hence the portable device 6 is not authentlcated
. to termjnate the processmg If it is found at step S406 that the random numbers R1
| “and R2 are equal to each other, the portable device 61is an authennc device and hence
tlhle' program mores_ to step S407 where the CPU'-ll of the personal eomputer 1
generates the random number Sa. . 7
At step S408,the CPU 11 of the personal computer 1 applles the hash ftmcnon,
such as SHA, denved from the key Kab, to the random numbers Na and Nb, to ﬁnd a
random number R3. At step 5409, the CPU 11 of the personal computer 1 causes the-
interface 1‘7 to transmit the random numbers Ra and Sb to the portable dewce 6. At

step S410, the CPU i1 of the personal computer 1 apphes the hash ﬁmctlons such as



At step 5429, the CPU 53 of the portable device 6 receives the random
nunbers R3 and Sb. At step 5430,: the CPU 53 of the port @Marceiibe 6
“applies the hash functions, such as SHA, derived fromthe key Kab, to the
random nunbers Nb-andNa, to find a random nunber R4. At step 5431; the CPU
53 of the portable device 6 checks whether or not the random nunber R3
received is equal to the random nunber R4 generated at step S430. If it is
found that the randomnunber R3 is not equal to the random nunber R4, the
personal " conputer.is not an authentildOpersonal conput er and hence the
personal conputer is not authenticated-to terminate th ce55| n

IS f0“”§H§‘Ldéﬁ@éﬂ@éxﬁihék@iKiﬁl%mﬂﬂmdnmmmbersﬁaandsbq “b andom
number R4, the personal conputer 1 is an authentic personal conputer and
hence thg. gram noves- to step S432 where the CPU.53 of the portable
device 6 ies the hash function, such as SHA, derived fromthe key Kab,

to the rando”%{‘%{%por ab("fiﬂﬁ'g§9fﬂﬁ Bttﬁﬁefdbﬁoéﬁmixeathd(@dc}mnum‘i’éfspersonal

conputer. 1 an evice 6 authenticate each other. to. obtain a
hash. T unBa B St gt ﬁﬂd%a*@m? 57 bR, paepletstis, ssppioo o badt the
gel? gr ?Pﬁ&"?‘{?"%’é‘z’?}?% éri)‘f\é %gm gi%i) %@%&?@%Hg?alﬁbgﬁ?ﬁ?nt i cation
D ot hetaGndareomosit ifﬁ‘&tfﬁgﬁé%é@??;“?f‘%ﬂém N etep 5L, -

st Epcgfsﬁheﬁietqr}%o?%ié%@ew” OB 1<) FogpaE B «f ieRAATHIMGRer RE. A

' generated at step S430 Ifit is found that the random number R3 is pot equal to the

random mumber R4, the personal computer is not an-authentic personal computer and.
henee the personal computer is not authenttcated to-terminaté the proeessmg Ifitis

' fmmd at step $431 that the random number R3 is equal to the random number R4, the
personal computer lisan authenﬂc personal computer and hence the program moves
to step 5432 where the CPU 53 of the portable device 6 applies the hash functlon, such
as SHA, derived from the key Kab, to the random mumbers Sa and Sb to find the
trans1ent key Ks. ' |

o The personal computer 1 and the poxtable device 6 authentlcate each other to
‘obtam a common trans1e11t key Ks. Meanwhlle, it has been explained above that theﬂ h

S ' hash funcuon suehas SHA‘ls apphed at steps 'S425, 8426, S405, 5408, 54 10, S430 and

at S432 " Alternatively, DES, for example may be applied.
Refemng to the ﬂowchart of Figs.40 and 41, the reciprocal authentleatlon

processing i in case of transmitting pre-set data from the personal computer 1 to the |



| D of the personal conputer 1, category nunber Go of the key of the
personal conputer 1, category nunber Gs of the key of the0ddarchi2006device
6 and the random nunber -Na to the portable device 6. . At step S481, the
CPU 53 of the portable device 6 generates a random nunber . No. At step
5482, the portable device 6 receives the ID of t he personal conputer 1,
transn1tted via the interface 17 fromthe personal conputer 1, category
nunber Gp of the personal conputer {31 category nunber Gs of the key of the
portabl e deV|ce 6 and the random nunber Na fromthe personal conputer 1.

At stepnggl?ép Q % 53 ofﬁ‘hﬁts S&gz\plt%épy} PeofihE pefieniltenipryerriunber |

of the gory of the key of the portable

mster ﬁgﬁrﬂ%&?ﬁﬁdﬁh@ﬁﬁr ﬁpag%tss%%%‘*iﬁﬁn‘?@%‘?‘ﬁ? ROt s g

appllesthe hash function, h as S eri e‘f _ _

KMa[j], 18 efnthe psreg W@Eﬂ@tt%fo ?atﬁmtﬂué'i‘dberl ft;l?nlﬂg&t eﬁgiﬁfé}ab At step
5486, the CPU 53 of the portabl e devjc |nds key f the: '
mast er kegmgiter Ipeategorymupnthe %3 P éﬂb f sona corrput er

1. At step $487; the CPU 53 of t he portabl e device 6 appl I es the hash
fi nct i onpusibehNado Sirportiblé deded bom the master key KMa[j], to the key Kab,
to find the key K ab. At step 5488, the. CPU 53 -of th atabl e ,device 6
applies the hAshtepMBﬂ;theCPBDSbehnggbleﬁggwem wmbee Ot he
key K ab, to find the random nunber RI. At ste 5489 t he CPU 53 1of t he
~port abl eNigVAcgep Sgﬁmahapeﬂablbelem doxreiverpidie of the personal computer
transmltted via the interface 17 from the personal computer 1, category number Gp of
the personal computer 1; category number Gs of the key of the portable device 6 and
-the ran(iom pumber Na from the personal computer 1. At step $483, the CPU 53 ofthe
pdrtable“'device 6 finds the key number j of the master key Kma ﬁ'om Fhe category Gs
“of the key of the portable device 6. |
At step S484; the CPU 53 of the portable dewce 6 ﬁnds the jth master key
KMa[]] At step S485, the CPU 53 of the portable dewce 6 apphes the hash function,
such as SHA, derlved from the master Icey KMa[]], to the ID of the personal computer
. 1 to find the key Kab. Atstep S486 the CPU 53 of the portable device 6 finds thekey - -
number k of the master key Kla, based on the eategory number Gp of the personal
| computer 1. At step $487, the CPU 53 of the portable devme 6 applies the hash
function, such as SHA, derived from the master key KMalj], to the key Kab, to find
the key K’ab, - . _
| At step 5488, the CPU 53 of the portable device 6 apphes the hash function,



- At. step 5490, the CPU 53 of the portable device 6,. causes the USB
controller 57 to transmt the ID of the portabl e device 80 Maactd2006nunbers
Nb, RI and Sb to the personal conputer 1. At step 5453, the personal
conputer | receives the ID of the portable device 6, random nunbers Nb, Rl
and Sb and the key nunber j via the interface 17. At step 5454, the CPU 11
of the personal conputer 1 applies the hash function, such as SHA, derived
fromthe master key KMP, to find the ID of the portable device 6, to find
the master. key Km At step 5455, the 132U 11 of the personal conputer .1
finds the jth 'personal key Kla. At step 5456, the CPU er sonal
conputer shchpp!SHS, Herinppfioasthe ey igsh, taifind tenrandgayp &S%\l Q»Sﬁf@ped from
the key Kla, to the random nunbers Na and Nb, to flnd th Dﬂ@/ K ab. At
step 54575489 ehePRUISHE @ﬁthbksﬁrtaﬁesbmﬁmmsether wRbehed-hash
function, such as SHA, derived fromthe key K ab, to the random nunber s
Na and Nb, to Ad dich S50, tROCPU 5B15DRE Paiablkt devices, saa®s theydSBrgntrollenyr { he
personal . 'corrputer | "verifies whether or not the random nunber R received
'S equal 3 @&gngw%rrwap@e pBAalIE MRl & raidosi mmbets Nb, Ri and Sbrtaitdom
nunber ound not to be“equal to the reference nunerals R2, the"
- por t abl e derV| S %%cit an authentic device, and hence is .not

aut hentlc%? g%fl ucHw { the processing is termnated. If the random

nunber R is f RIS bf @R pottableptevicald, e-
devi ce 6 is arﬁ{;%%g??gh ewl}:aie&[h]g@e egg%%e 30 Ivarch 2006 113 rogram

moves to ﬁﬂStggmeg,gén%bé“’“m%ﬁ B 'ndBY ahd R kb RumBESPRAI6 BitBifhes 17. gesepat es 3

random n

S454, the CPU 11 of the ﬁefsonal computer 1 applies the hash function, such as SHA,
| dérived ﬁom thie master key KMP, to find the ID of the portable device 6, to find the
master 'kéy Km. .At step 8455, the CPU 11 of the personal computer 1 finds the jth
.persbn‘al key Kla. At si:ep-S456 the CPU 11 of the i)ersonal computer 1 applies 1
applles the hash functmn such as SHA, derived from the key Kla, to- thc random
| numbers Na and Nb, to find the kcy K’ah At'step S457, the CPU 11 of the personal
'computer I applies the hash ﬁmctlon,- such as SHA, denvcd from the key K’ab, to the
'random munbers Na and Nb, to ﬁnd the random number R2.
At step 5458, the CPU 11 of the personal computer 1 vcnﬁes whether or not the
B raﬁdom number Rl received is equal to the random number R2 generated at step S457. ;
| If the random numbcr Rlis found not to be equal to the reference humerals R2, the
: portable devme 6 is not an authent;c devxoe and hence is not auﬂlentxcated., such that
the processmg is tennmated If the random number R1 is found to be equal to the

random number R2, the portable- device 6 is an authentic. device, and hence the



and Na, to finder random nunber R4. At step 549 he .CB he
portable devmqet@SM;M&(&UM@E%F%W%‘EO’FWE@F %@Wﬁ?ﬁéﬁﬁﬁ% ob,

At step 5460, the CPU 11 of the personal conputer .1 applies the hash
function, such as SHA, derived fromthe key Kla, to the Bandaeh2oo®ers Nb
and Na, to find a random nunber R3. At step S461, the CPU Il of the
personal conmputer 1 transmts the random nunbers R3 and. Sb through the
interface 17 to the portable device 6. At step 5462, the CPU -11 of the
personal conputer 1 sends the random nunbers R3 and ' Sb to the portable .
device 6 through the interface I T At tep 5462, the.CPU 11 of the personal
conputer 1 applies the hash functloﬂ' such as SHA, derived fromthe key
Kla, to the random nunbers_Sb an f 4 ateg. -Atstep
5491, t heogR. BYVEs toStRp wmm%@}’-ﬁef’%ofiﬁgg%ﬁég%ﬁﬁﬁ%ﬁﬁﬁﬁ%gﬁfﬁu mbers R3
andSb At step 5492, the CPU 53 of the portable device 6 applies the hash
fiinctixmmﬂkmmﬂmndﬁxﬁHA; derived fromthe key Kab, to the random nunbers Nb

received is

equal to the random nunber R4 generated at step 5492. _|f nunber
R3is f%@gaggH&OdcﬁeecEﬁumlthed:eyli@a;@rthg %‘Fmbéfsﬁ‘h@‘ ?’t%qﬁﬁ{ndew ce 6

is not an authentic device, and hence is not aut hentlcat ed such..t hat the

| process' uémt;ﬁﬁﬂ&émaeq:\tské $461 , dar@Pth Hoflze parsaLCGTBRIHET 'tga%m&]ual to

t he random nunber , the portabl e device 6 is an aut hent| %éﬁ and
ﬁ%‘”ﬁ‘c‘) tabl e

hence ”\ﬁe iR ﬁh{ﬁb\emgnasenhwwmtﬁﬁdﬁm@@@mb?
device 6 applies the hash function, such as SHA, derived fromthe key Kab,

o) v b L GENmOM qrmamarangtel s oo T € vt oo
aut hent i gateq . oorable dovice 6 through the interface 17. At step 5462, the CPU 11 of
o perscinal computer 1 applies the hash function, such as SHA, derived from the key
: KIa, to the random numbers Sb and Sa, to find the transient key Ks.
CAt step §491, the CPU 53 of the portable devxcc 6 receives the random numbers
-R3 and Sb. At step 5492, the CPU 53 of the portable device 6 applies the hash
’functron, such as SHA, derrved from the key Kab, to the random oumbers Nb and Na,
to find a random aumber R4, - At step 493, the CPU 53 of the portablc device 6
| verlﬁes whether of notthe random number R3 received s cqual to the random number
_ 'R4 gencrated at step S492. If the random number R3 is found not to be equal to the
random n umber R4, the portable device 6 is not an authentm device, and hence is not
"‘- authentrcatcd, such that the processing is terminated. If the random pumber RB 15
found to be equal to the random number 'R3, the portable device b is s an authentrc

device, and hence the program moves to step S494 where the CPU 53 of the portable

‘device 6 applies the-hash function, such as SHA, derived from the key Kab, to the



each other to acquire a comon transient key Ks. The procedure shown in
the. flowhart of Figs.40 and 41 is stronger than that sBdMar¢n2Qd6e
flowchart of Figs.38 and  39.in its defence against the "disguised" attack
Meanwhi | e, it. has been explained above that the hash function such as
SHAi s appl ied at steps 8485, 8487, .8488, 8454, S456, 8457, 8460, 5462,
S492 and at 8494. Alternatively, DES, for exanple, may be applied. . . As
descri bed above, the personal conmputer 1 and the portable device 6 can cope
with the "disguised" aggression effibidently and potently by selectively
enpl oyi ng the reciprocal authentication processing procedures with
di f f er entaindbmdainsteirs B2 apdBby toi find thedrsinsigntkeye-he processi ng per f or ned
after the reciprocal authentication, The processin of_encrxﬁéin t he
sour ce. pr ogr amthis nxRkaidnegervérah competee fard the portabla daviged authentieatly 42, At
step S501, the personal conputer 1 transnmits a signed source programto an
- authenti g ﬂﬂeﬁi@h&rﬁﬁre A QonSHeNRranyieat kée KaonThe ipraedore showncén thies. At
step S502, the authentication station verifies, based on:the signature,

uhet her aBlchitd of s AOUIFL1 AIAShaER aediedivwmiside fdwohdrt offEigs 38 end ed

source programis found -to have been nodified, the processing cannot be.

cont | nuegl ;30 805 ARsRIRCARIAGA Subar ThRERHLLi hivbemomiptidedour e

program 1S foln to have been nodified, the pragram noves

ot t 03 h . i SHesef4odd 30
o ohe BB AGhE PSR JERE R PLISRILOR REr IS SAET, SH8 e e

- the encryption key of the authentication
Statl on shheSsh SRflesab 4 LRa M S, Rlterib@ldlyDES R Efirhlel ey bacr ypt od
| . applied. o : L | -
As deScn'bed above, the pcfsoﬁal computer‘ 1 and the portable device 6 can cope
with the “disguised;’ agpression efficiently and potently by selectively e-:mployiﬁg’ the
reciprocal authentication processing pfocedures with differential detection .p(_)Wef in
keepfng with the prodessing performed aftcr the rgciprocalauﬂienﬁoat"xon._ .
| .'-I'he proceésiﬁg df encrypting the source program is cxplained-with reference
tothe ﬂchhért of Fig.42. Atstep SSC 1, the personal cgmp_ut_er 1 transmits a signed
- source program to an autheni;icaﬁdn staﬁ_dn, not shown, viathe communication _dev'ic_e'
7'25. At step 5502, -the'authcn‘ticaﬁoin stat‘iqnv verifies, b_aéed on.the signature, whether
‘.or not the source program has been modxﬁed. Ifthe received-source pro gram .is found
th1 have been_modiﬁed, the ﬁroéessing cannot be continued, and henée the processing
" is terminated. j | _' |
© Ifthe feceived source progtam is found at step S502 not to have been modiﬁed, '

the program moves to step S503 where the authentication'station encrypts the received |



conputer 1. At step S505, the personal conputer 1 records the received
source programon the HDD 21 to termi nate the processing.30MMerchi2808 is the
manner of encrypting the source program Meanwhile, the EM servers 4-1to
4-3 or a pre-set cafe server may also be used to encrypt the source program
- to take the place of the authentication station. The processing of the °
adapter 26 executing the encrypted source programis explained with
reference to the - flowhart of Fig.43. At step 5521, the CPU 32 of the
adapter 26 decodes the encrypted sodﬂée pr ogram recelved frontthe per sonal

conputer 1; with an open key of the authenticatjon stat S ored I n
the non vmcamm@ammﬁ;he&ncwoakewﬁbeﬁu F%G@P{HS@?OB‘f pt%]
starts the interpreter to' execute the decoded source program At ste
5523, t hatieRdcAiomistdtion adagnits 6 enenyiptdde SOUFFET PIOSTAR tﬁo&ﬁt persenal | ts
obt ai ned- on executing the source programare to be transmtted to the

per sonalcopsiett & At step $305] thef perschal lcamputer ¥ esordssthsarepeived saweRi tted to
the personal conputer 1; the processing is terminated. If it is found at

step S53zoffant ok i HEAYRI $o RemidatenRProdessingo the personal conputer 1, the
programnoves to step _8524 where the CPU 32 of the adapter 26 encrypts the

results of exgeUyRA i ﬁ ¢ RENAGWIGRCRHEES B ¥Yéurbe progpam: ddtankdyle, thte st ep
5525, the CPU 32 of the adapter 26 transmits-the encrypted. results to the -

per sohal% 14 5%% gtrpggga hfaQeR/cP AR z%ldégae used ddbdehyp? GRGohide As
v

. descri be the adapte xecut es the encrypted source program and,

t[ Reapg %ﬁ%ﬁﬁs&h%ﬁﬁ% st iReuRaHtitoraRhddmed t o trans mt the r esgl ts to
’ '7 The processing of the adapter 26 executing the encrypted source program is
explainetl vtrith reference to the flowchart of Fig.43. At step S521, the CPU32 of the
adapter* 26 decodes the encrypted source program, reccwed from the personai
-compute,r 1, w1th an open key of thc authentication statton pre—stored in the nonﬂ
- vélatile memiory 34. At step $522, the CPU 32 of the adgpter 26 starts the mterprteter :
- {execits the 'décodéd source program. . | |
At step §523, the CPU 32 of the adaptcr 26 venﬁes whether or not the results |
obtamed on executing the source program are to be transrmtted to the personal |
l computcr 1. Ifitis foundthat the results be not transml_tted to thc pe_rsonal computer
,‘ 1, the processmg s termmated If it 1s found at step 8523 that the results be ‘_ '
transmltted to the pcrsonal computer 1, the- program moves to step $524 where the
| CPU 32 of'the adapter 26 encrypts the results of execution of the source program with
_-a pre-set key. At step SSZS the CPU 32 of the adapter 26 transmits the encrypted.

" results to the personal c,omputer 1 to terminate the processing.



conputer 1. It is also possible to encrypt the object programin order for
t he adapter 26 to execute the encrypted object program Fi3g.Meatcishodds t he
flowchart for illustrating the processing of encrypting the object
program At step 5541, the personal conputer 1 conpiles the source program
to generate the pre-set object program The processing fromstep S542 to
step.S546 is simlar to that fromstep 5501 to-step S505. and hence is not
expl ai ned specifically. Fig.45 is a flowhart for illustrating the
processing of executing the encryptehlé object program by the adapter 26. At
step 5561, the CPU 32 of the adapter 26 decodes the encrypted object
program recepygecfibQiatove, thesddpoal26axeputtethetncrypiedgourse DRETAT 388y of t he
authentlcatlon station pre-stored in the non-volatile nenory 34. At step

S562, theyAdant Risults obueldaparinsmitthe ochalts obfheqrergmmalr am

ont he Ef%%%%c%eécuagﬁt he program The processing fromstep S563 to step
SH565 is. gh to that fromstep S523 to.5525 of Fig.-43 and hence is not
expl ai ne ﬁa‘Bem fll cally. The other processing of encrypting the object

programis- ex B @P?%Rfe% Che n%rﬁ?thr tdiuéélg;nﬁé@ifﬁh%&a&ffoﬁlﬁ ABptohl63bep 5581,

the CPU 11 of uests the adapter 26 to issue an
application key Kab and, an indiv ot iMRstravigr thace 17 At
step 558§x°?‘ﬁ%§’§‘ Bﬂ’é?d‘g'@ﬁ?ﬁ’tr%gm&‘ fdel E%Iel&sﬁ’V eﬂapp fcation key Kab and the
30 March 2006. 117 ndi vi dual engr a EotkBitek3 proper
to the adpiessingef engrpun W@ﬁyﬁc piqEsply it gsﬁoaﬁeﬁ’&gbﬂab 4 |

latile nenory 34 of
26
compiles the source program to generate the pre-set obj eci_: program. The processing

the adapter. 26, frpmthe adapter

from step $542 to step.S546 is similar to that from step 5301 to'step $505.and hence
is noi exolained specifically. ‘
- FigASisa ﬂowohart for. illustrating the processing of executing the encrypted
 object program by the adapter 26. At step 556 1, the CPU 32 of the odapter 26 _decodos
| the encrypted ob_}ect program, received from the personal computer 1, usmg an open
key of the authcntlcahon station pre-storcd in the non—volatlle memory 34, At step
| 8562 the CPU 32 of the adapter 26 develops the decodcd object program on the RAM
: 33 to execute the program The processmg from step $563 to step 8565 is snmlar to
that from step S523 to 8525 of Fig:43 and hence is not oxplamed speclﬁcally
| The other proces sing of encryptmg the object pro gram is cxplamed by referring
| Vlto the ﬂowchart of Fig.46. At step S581, the CPU 11 of the pcrsonal computer 1

| requests the adapter 26 to-issue an apphoatlon key Kab and an md1v1dua1 key Kldv

through the interface 17 _
‘ At step SS 83, the personal computer 1 receives the application key Kab and the



step §58phe
key K vgperfis dledh et %%ggaﬂﬂ,muaggmumﬂeymp& ep §58pih

through the interface IT At step 5584,. the CPU 11 of the personal conput er
1 encrypts the object program by the application key Kap.3t\WastheZ008585,

the CPUI 1 of the personal conputer | encrypts the master key KMo
contained in.the context with the individual key Kidv. At step 5586, the
CPU 11 of the personal conputer 1 records the object programencrypted by .
the application key Kap and the naster key KMo contained in the. context
encrypted with the individual key Kégﬁ in the HDD 21 to termnate the
processing. In this manner, the per al conputer 1 is, able to encrypt the

* obj ect program -and the context W t h thi& Ilcatle _fﬁe dyddhe
ekt BroPsE 10 e

i ndi vi dusdivideal KeyxdKidygenersted based angthe- BYOPSE. I’OCGSSI ng of the

adapter 26 executing the object program encrypted ord th the .
pr ocedurghish @ystored ih itlee lﬂcbmmllau}etm@imm@‘r g@@ﬁ‘f %‘? %‘ &Q’E%fée@r ence to.

the flowchart 'of Fig.47. At stép S601, the CPU 11 of t erson corrputer
I transrﬂa;-(ﬁ,glkltﬂﬁg @m-faeet17prAgewm&iﬂﬂrbe€d’%)lthféih§m$f@é‘f PO k‘ ap and
the nmaste contained in the context encrypted by tE‘%q Eg gl dual

ash
function't and the application key Kap pre-stored in t he

non- vol %'E'%EP 1 P cHERBEsAhE maste key Bl icdntainedan the eantexwWilh ep 8603,
t he CPUatg‘lzlp the a ptcer e'Zgﬂskgecodes the received object program by the

-appl i Cat%&&ié‘?&gﬁigyw v.ShERef 8986, theePOPL ‘Sheperstual 30mipmtart 1200095118

adapt er nmaster: key KMo with the individual key Kidv, At step
5603, t e QRYodtrSfrakl Endfpl By (B8 apiBGAIoATK Hearo i che Brstgr key BN

contained in the. context encrypted with the individual key Kldv in the HDD 21 to -
terminate the processing.
| In tlns manner, the personal computer lis. able to encrypt the object program
and the- context with the apphcauon key Kap and the individual key Kidv supphed
--from the adapter 26. |
The processmg of the adapter 26 executing the ob_]ect program encrypted in
accordance with the proeedure shown in the flowchart of Fig.46 is explained with |
reference to the flowchart of F1g 47, At step 8601 the CPU 11 of the personal |
| computer 1 transxmts the Obj ect program encrypted by the apphcauon key Kap and the
“ master key KMb contained in the context encrypted by the individual key Kidv.. |
| At step § 8602 the CPU 32 of the adapter 26 applies the hash functionto the key
- | Ks and the apphcauon key Kap pre-stored in the non-volatile memory 34 to generate
| the mdwldual key K1dv At step 8603 the CPU 32 of the adapter 26 decodes the

received object program by the appheanon key Kap. At step S604 the CPU 32 of thel '



exploiting the context containing the decoded master key KWo. The
processing from step S606 to step S608 is simlar to that0Mayoh80@H 5523
to step 5525 of Fig.43 and hence is not explained specifically. In the
“processing shown in the flowhart of Fig.47, the adapter 26, which has
transmtted the individual key Kidv of the flowhart of Fig-46, is able to
execute the encrypted object program Thus, the adapters other than the
adapter 26 which has transnmitted the individual key Kidv-in the flowhart
of Fig.46 is able to decode the .obj &8 program however, is unable to
decode the context, such that it is unable to  execut ggtghe encrypted obj ect
progr am a@giter 26 decddes tHeanbitenkdyak Miptithithe @“ﬂ‘l‘ﬁﬁ‘ﬁ}' ¥sing of causing.
the CPU 11 of the personal conputer 1 to execute part of. the processing
when the adapugsted@605x aeCPY 3of diyj adupterr Lgexeenics thg phIsChREPE9R ¥t ep
S651, the CPU 32 of the adapter 26 converts a pre-set command queue of the
obj ect PleBfiofiilg dlo BEARIEHEAnNG e dododed amstor kKMo Thxpraspesing Homhe
processing*for tTepeating the basic structure, such as Feistel structure,

as int h%&iﬁ%@@{o o SACHYPLE ROk fdes SRS 28rtogtam$ 52 hokFigdhhvandsi on

execut es operdtions a pre-set nunber of tinmes on a 48-bit enl arged

key and qn_an. appr opf.i Egﬁg nunber -used in the so-called Feistel _

functi on?]ef’fie ’rséﬁ'ggflglflh%hesgeco %l% of the enlarged key difficult. Also, in

the case of ag‘gg}%ggram decoding -2 4 a6ge R0k WETF4 RAR6 addfter 26onhith bos data in
RSt ol A%

t he DES CBC ( arning) node, the processing of the iterative
structure is not, execut ed -sequent i P o]t 1 {PAGCRSD whal
Tterati vdransmitted e i oifhal R RAN 8t 6 lowRitiard (TR UBSREBING SXeomou

" encrypted object prograﬁ. Thus, the adapters other than the adapter 26 which has

fransmitted the individual key Kidv in the flowchart of Fig46 is able to decodo the
o‘bject ?rogrém, Vhowle.ver, is unabie to decodé the context, such that it is unable to.-
eie,éﬁté the encrypted-object program. _
| Referring to the flowchart of Fig.48, the processing of causing the CPU 11 of
the pe-,rso'nal compﬁtef 1 to execute part of the processing when the adapter 26
executes the oi}jec_:t program is explained. At step SG'S 1? the CPU 32 of the adapter 26 |
.c-(-)m.rerts apre-set command queue of the obj ect pr(;g;l'am n acpord,ance with a pre-set
| F of cxaniplé, in _t];'e processing for repeating the basic str_qctﬁre,_ such as Feistel
.. structure, as .in'tfile cése of a DES encrypting.ordecoding program, thls conversion
.execute_s"Exr-Oth)perat'ions a Iﬁre-sct number of times on a 48-bit .cn_lérged key and on
an appropriate random number uéed in thc so-called Feistel function, to render the

(iecoding of'the é‘nlarg_ed- key difficult. Also, in the case of a program decoding a large



~conputer | executes the deshuffled

structures is executed sinultaneously on a large quantity of data to render
t he decoding of the enlarged key difficult: Al so, the code3@daregspaitdi ng to
the instructions of the source programis changed each tinme. This code is
such a code i-n which the code denoting addition is "1", while the code
denoting the nultiplication corresponds to "2". At step S652, thé CPU 32 of
the adapter 26 transmts the converted conmand queue to the personal
conputer 1 via the interface 31. ﬁusi '5653;. the CPU | | of the personal
nmmand queue. At step 5654, the CPU 11

of .the personal conputer 1 transmts resu t fqpéal ned on
execut i r@anQfd@mwﬂl " @t(cﬁ%hébbgﬁgﬁh Eﬂfs’i‘%é’?g%ﬁ%gg) apt er
continues the processing based on the s of the pro cei ved '
f r om t heitenative strattucmispmet execntethgpqueats ﬁ% éﬁpr?%ﬂpggfgﬁﬁ‘%f#! guaﬁd hel d
by the CPU 32 of the adapter 26. At step 5656, CPU .32 of, t dapter
26 ver i f stegctulsidwecated smultdneoydy gmmbrgmwp%@rfg& t%f‘i“ée’é‘kﬁélﬁ?%‘ﬁ{‘g

processing.-1f it is found that the personal computer 1 is not to execute

the procgp@ieshlargbdRepdiffiesiti ng cones to a close. If, at step 5656, the

personal conputer 1 i's to execute the processing, the programreverts .to
step S651 to pppeshe thae RbASGRMIING Bf theainstrnghionshef hersoures PEEHIHEr 1 to

~ execute. the processing. By having part.of the processi ng of the opject

program Fﬁ Sfgtdedch ¥inld) €TRIQ cdBé budhlAtolieln whidlsthe zbde denniingradditionds adapt er

26 is ab t0 execute the processing of the object program speedily and

safely. “1” while the code denoting the multiplication COITGSP(’ndS to 27

At step 'S652, the CPU 32 of the adapter 26 transmits the _converted command
‘queue to the personal computer 1 via the interface 31,

At step 8653 the CPU 11 of the personal computcr 1 executes the deshufﬁcd
-coﬁ:mand queue. At step S654, the CPU 11 of the persenal computer 1 transm1ts the
rcsult_s -'ofprocessmg obtained on executing the command queue.

| At step S655, the CPU 32 of the adapter‘26 continues the processing b_ascd on | ‘

the results of the processing received from the personal computer 1 and the computed |

.- results computed and held by the CPU 32 of the adapter 26. At step §656, the CPU
o 32 of the adapter 26 venﬁes whc&cr or not the personal computer 1 is to execute the

| processmg If1t is found that the personal computer 11 isnot to execute the processmg, |
the processmg comes sto a close. If, at step 8656, the personal computer 1 isto execute
 the processmg, the program roverts to step 8651 to repeat the processmg of causing

_. ‘the pers'onal commputer 1 to execute. the_processmg._

By havmg part-of the.' pi‘o_cess'ing of the object program executed by the



The adapter 26 converts the command queue contained in the object program
to transmt the conmand queue to the personal conputer | 80 Mascid200& he
decoding of the object programdifficult If the adapter 26 encrypts the
comand queue contained in the object programto transnmt the encrypted
command queue, the object programis rendered nore difficult to decode. If
in the processing of encrypting the object program which the ‘per sonal
conputer 1 sends to the adapter 26 as_explained with reference to Fig. 46,
~ the conversion shown at step. S652 isl¥kecuted for the source program t he
- obj ectprogram.is rendered nore difficult to decgde: Final I% ﬁ]eg{)OCESS' ng
of downl pertbrl dohgpuserct, e adeptérc36 isable te sxeop e mracessing; o the wnl oaded
free of charge at the outset by the personal conputer fromthe EMD servers. -
4-1to 4 ﬁ)gﬁhﬁspécd&@l@nﬂg;afdhﬁ settlienent i$ explained by referring to the
‘flowchart of Fig.49. At.step 5671, the personal conputer 1 performs '
~reciprocal a'[lh@ﬁdﬁptﬁéﬁﬂ@ﬁm&ddmﬂﬁdqmsmeﬁmdhﬁobleéwpm net wor k
2. At step, S672, the CPU 11 of the personal computer 1 transmts data

speci fyi gdehienit G @Ynheitfiniduenrs 18 perbhital susipart [ datendentherlecadBEoér ver s
4-1 to 4- rough the. conmmuni catlon device 25, At step S673, the EMD

. servers ?Eﬂﬂ%ﬂ Y ede mlerc,eﬂmmmmueoontahEdpersonai
ﬁ%%%%gctir € recelve da(‘ﬂﬁ)tt@r y %

comput er ata 1 ndi.cat’ ng the repI ay conditions. At

step 5674 f 0 S ﬁé"g@ Nnibe lobf et ptdgeamdat a of
30 March 8’(?60%1%%%%3&&3&{ armunt el ved fromthe EMD servers 4-1
to.4-3, on t"B gl Atde\g{% S675, the EMD servers 4-1 to.4-3
request tHEIFEIEESH E%b’l}t O'transmit e.g., the

If, in the processmg of encrypting the object program- ~which _the personal

computer 1 sends to the adapter 26 as explained with reference to Fig 46, the
conversion shown at stép $652 is executed for the source program, »thé obj c}pf program
is rendered morc" difficult to decode;

Fma]ly, the processmg of downloadmg the cncrypuon key which encrypts the
music data downloaded ﬁee of charge at the outset by the personal computer from the
EMD servers 4-1 to 4-3 and of inaking.thé ‘settlemeq'_t is -explaipcd by refen% to thc
| ﬂdw(:hért of Fig 49. At step 8671 the peréonal com;ﬁﬁte’r 1 perfdnns reciprocal |

‘ authentlcat:on with the EMD servers 4-1 to 4-3 over thc network 2, At step 8672 the
CPU 11 of the personal computer 1 n'ansmlts data specifying the replay cond.ttlons of
‘the musical data to the EMD servers 4—1 to4-3 through the commumcatlon device 25,
At stcp S673, the EMD servers 4—1 to 4-3 transmits the data of the palred amount to -
‘ the 'personal computer based on the -r_eoegved data indicating thcf, replay condmons.

At step S674, the CPU 11 of the persoﬁal computer 1 demonstrates the data of



nunber of the user's credit card. At step_S676, the user actuates the
keyboard 18 or the nobuse 19 to input data such as the credOtMaeh@00inber to
t he personal conputer 1, which then transnits the data such as the credit
card nunber to the EMD servers 4-1 to 4-3. At step 8677, the EMD
servers4-1 to 4-3 execute the settlenent processing based on data received
fromthe personal conputer 1. At step 5678, the EMD servers 4-1 to 4-3
transmit t-he pre-set encryption key P the personal conputer 1 over the
network 2. At step 3679, .the personé conputer 1 receives the pre-set

AL O CANE S R SR L eavgers ﬁ? Sulncdbfad20. B Ser) e
-SEY‘JL?Z“’% 5. ths EMB smiseitd (oA SRt PrGons aa gt s 00 S0
e et Soma e esguk ot Sens e SRR 60 T
to 4-3,  so that nusic data as rel atlvel y. vol um n&us dat can e gdownl oaded

pronpt | ythe Inmutsi 89 toinpybiate suchas thoeredis card gupbes 1 ’Fre ordi ng

.. medium The present invention can, however, be applied. transf 1r|ng or
copyi ng Which then tedraatits the datadiuclyasrheicordit canfl npEbghta the EMBssvers
"~ settlenent is executed based on data such as credit card nunbers, the
sett| emegat4-gpy al so-be nade by the procedure such 30 March 2006 122 as
smash (trade.mark). It is also possible for the personal conputer | and the
"EMD servers 4aglseb $673, the EMD servers 4-1 to 4-3 execute the settlement processing
| based on data received from the personal computer 1. Atstep S678, the EMD servers
| 4-1 to 4-3 transmit the pre-set encryption key to the personal computer 1 over the
network 2. At step 8679, the personal conlputer 1 receives the pre-set ener}’pﬁon key,
transmitted from the EMD se_rvefs4_-1 to 4-3 over tlle network 2, to telminate"phe
processing. _ ‘
'If'the personal computer 1 downloads the eneryption key from the EMD ser\rers :
41 to4-3, and the EMD servers 4-1 to 4-3 execute the processing for settlement, the
| processing of authenueauon, encryptlon or settlement is unnecessary to perform when'
i the personal computer 1 downloads the music data from the EMD servers 4-1to 4-3,
50 that music data as relatwely volummous data can be downloaded promptly |
In the foregomg, the portable devme 61is used asa recordmg medium. The
present invention can, however, be apphed to transferring or copymg data to other
' recordmg mediums. Although the processmg of settlement is executed based on data

such as credit card numbers, the settlement ‘may also be made by the procedure such |



to performreciprocal authentication using the protocol on http (hypertext
transport protocol) as provided by the 1S09798-3 prior t 80 MaschpRlfessi ng
shown inn the flowhart of Fig.49. In the foregoing description, the
portabl e device 6 stores the individual key at the outset. Alternatively;
t he individual key may al so be downl oaded frome.g., the EM servers 4-1
to 4-3 after the user has purchased the portable device 6. The data may

‘al so be picture data or other data, in addition to the nusic data. In the

f or egoi ng description, the portable d@%ice 6 is used as a recording
medi um The present invention can, however, be applied to noving or copying
data to oistsmashdtredetivagk)nedi uns. The: contents may be picture data or other
data, in addition to nmusic data, such as musical air data or audiq data.

'30 March 2006Iﬂﬁ&lﬁﬁshﬁleﬂ:rtﬂ&pmﬁualomﬂpmrﬂ)md@%EN@a?iﬁ@isét‘h@ff@r
. reci procal authentication with another information processing apparatus to

execut e. @@ferferin &E@&%&hﬁ%ﬂﬁ%ﬁlwmym%bmbl amhitp fhypeitoxt rangsit ng t he
processing for reciprocal authentication being executed fromone of nore

T eCi Pr oCabroRitoNAR RISy the ISOIITIEES piibr fedheprigesingdsimainin frefiowchart

processi ng; and reciprocal authentication means for executing the sel ected,
reci procglsg gq@hentlcatlon procedures by said selection neans. 2. A
met hod. f or pFocessing the information by an information processing

apparatus : In the foregoing description, the portable device 6 stores the md1v1dua1 key at
the outset. Altematlvcly, the individual key may also be downloaded from e. g, the
EMD seivers 4-1 to 4-3 after the user has 'purchascd the portable device 6.
The data m‘a.y also be picture data or other data, in addition to the music data.
In the foregoiﬁg description, . the portable device 6 is used as a repordjng
) ‘n’it;diiml, The present invention can, however, be applied— to moving or cqpy_iug data
tOOﬂmmnxbnﬁhgnmdhnn& | | -
| “The contents 'illéy be picture data or other data, in addition to music data, such

- as miusical air data or andio data.



for reciprocal authentication with another informationprocessing apparatus
to execute pre-set processing, said nethod conprising: a38dWlachi2f06 step of
~selecting the processing for reciprocal authentication being executed from
one or nore reciprocal authentication procedures in keeping with said
pre-set processing; and a reciprocal authenticati-on step of executing the
sel ected reci procal authentication grocedures by said sel ection .neans. 3.
A furnishing nmediumfor furnishi ngl% conput er -r eadabl e program for -
executing the processing conprising: a selection step of selecting the
processing for reciprocal authefih#F on bei ng executed from one or nore
reci procal authentication.procedures _in keeping wth, said pre-set :

- processi %&@W@%MO&P%@E appiagn forkecnosalamitbentisalion: with aopthae| ect ed
reci progal authentication procedures by said selection nmeans. 30 March
2006 rMAton/PIREeIsete IRPArys e grpenieipsa-sebpyocessing; cpexmisngng a first
random nunber in a first apparatus;. . trasmitting an ID, a key attribute

i nf or mat.i oeleation medng forselactingshe proveesing §ér saiptiodal aetheapipation beinzr om sai d -

fi.rst apparatus to.a second apparatus; generating a second, random nunber

i n saieesutedftbmpmercatmere reeipeosil pgthditicaBon ipeyceditesith itbepingvaicireaidon and

~the first random nunber of the first apparatus, transmtted fromsaid
first papet ptodsssiby, #a d second apparatus;. ' '

-reci'procal autﬁenticatioﬁ means for executing the s‘;eIccte_c'l_-_ 'reci];;foéal
authentication procedures by sald selection means. 1
2. A mctﬁod.for processing the information by an information processing apparatus
forreciprocal authentication with another informationprocessing apparatus to execute

~ pré-set processing, said method comprising: | | | -

a selection step of 'selectiﬁg the processing fdr reciprbcal authentication being |
executed ﬁ*:omr one of more recipro'c'ai authentication procedures in keeping with said
pfe.—set processing-; and | |

a- ‘rcciproca-l auﬂienﬁcaﬁdn step of exccuting the seIécted reéié'rocal '

" _auﬂienﬁcation proéedures ];)y said séléction means. | |

) 3 y A furnishing medium for furnishing é compﬁter—readable' i)rog;'am _fo-i’rexectig
7 the bfocessiﬁg' oompnsmg a selgctién éte,ﬁ of selecting the processing fot feéiprdcal
‘authentication bcmg executed from @ne or m?o.'r,c' reciprocal éﬁthenticaﬁon prbéedﬁr.e_s'

111 keeping with said pre-set préceséing; ‘and . |
' a reciprocal avthentication step of executing the Selectgd reciprocal

" authentication procedures by said selection means.



conputing the key in said second apparatus fromthe key attribute

I nformati on; generating a third random nunber from sai d ke&p Mardh2b@6 fi r st
and second random nunbers in said second apparatus; transmtting the

i nformati on on the second and third random nunbers and the key from said
second apparatus to said first apparatus; receiving the information on the
second and third random nunbers and #she key transmitted fromsaid second
apparagus, i nqpﬁ (ﬁ fir appar at us; eneratl ng the key fromsaid information
on the k@m Q4 fQF Jythey W’B@neratl ng a fourth random number from
said key and the first and second_random nunbers in said first apparatus;
transmitti n§eBemtng afihrandenonumbenty a firyAPParaius;i r st apparatus to said

- second apparatus. and finding a transient key fromthe third and fourth
random nunbéesmitiing dndlk eykelymitribuicinformatinon audsgid nstrasdesmymlighar at us. A

met hod for authentication~conprising: generating a first random nunber in a

“first abpaiddinsapparansrfrémisaid firstlappafatidie 4 sexndagpparattngs, a key attribute
i nformati on of said 30 March 2006 125 first apparatus, a key attribute =

i nf or mat i ongederatifg a@edond paidvn fudibdr fdiddisbeaid spnaamspunber from said -
first appar atus to said second apparatus;- generating a second random

e 1P B’ B o Bt 5 o 3
first apparatus, transmitted from said first apparatus, by said second apparatus;
computing the key in said second apparatus from the key attribute information;
generating a third randoin number from said k'eyr and the first and sacund-
random numbers i in said second apparatus |
transmitting the mformaﬁon on the second and third random nwmbers and thc
key from said second apparatus to said first apparatus
| recewmg the: mformaﬂon on the second and third random numbcrs and t]:le key
transrmtted from sa1d second apparatus in said first apparatus;
gencratmg the kcy from said information on the key in said first apparatus;
generatmg a fourth random number, from said key a—ud the first and second -
random numbcrs in said first apparatus | |
transmlthng said fouzth random uumber from sa1d ﬁrst apparams to sald sscond
apparatus and |
' ﬁndmg a transient key from the thxrd and fourth random mumber and the key in
.'.iéach of the: ﬁ_rst and second apparatus. -
: 5. A mefhod far authentication comprising:
| .. generating a first random 'numbar ina ﬁ_rs_'_t apparatus;

| transmitting an ID of the first apparatus, a key attribute information.of said



apparatus, key attribute information of said second apparatus and said
first random .nunber, transmtted fromsaid first apparatifsMarch 2085d

- second apparatus; conputing a first key in said second apparatus fromthe
key attribute information of said second apparatus; conputing a second key
in said second apparatus fromthe key attribute information of said first
apparatus; generating a third random nunber fromsaid key and the first and
- second random nurrbers in said secthlSappar atus; transmtting the

i nforngt i n ando t key from said
secondish B ts?ééﬁﬁgﬁe Gt REH BEERGIs RS T or e on on ¢ he
second_a d th domg ers and the gey tr nsmtted fromsaid second

appar Psgar ﬁg i 2RPFEatug 60, EHG SPERPOAIPIEYHE key from sai d
|nformat|on on the key in said first apparatus; generating a fourth
random nuntRSOcrgtiE %awqdevmémnmaberrmwcamogéamamandom nunbers in .

. said first apparatus; . transmtting said fourth random nunber from said
first apparrgceryingthediHof saidrfarstppraratmsskeypaitriliute anfogmation adsaghfirstey from
-the third and fourth random nunber and the second key in each of the first
and s apmdatap,p imgtattmbutcsﬁlfbhnamnz 606aid second apparatus and said first random

.number transmitted from said first apparatus .1n said second apparatus;
computing a first key in said second apparatus from the key attribute
- information of said second apparatus; | |
| - computing a s.acond iey in said second apparatus from the kéy attribute |
information of said first apparatus; |
generatmg a third random number from said key aud the first and second-
random numbers in sald second apparatus
transmlttmg the mformatlon on the second aad thlrd random numbers and the
-fkb'y fiom s;aid secongl apparatus to said first apparatus;
| receiving the information on the second and third randoin numbers and thekey
-transmitted from said Sedond apparafus in said first apparatlm‘ _.
generatmg a second key fromsaid mformat[on onthe key in said first apparatus N
| generating a fourth random number . from sa1d key and the first. and secend
random numbers in said first apparatus; | o
u'ansmmmg Sald fourth random number from said first apparaws to said seoond
.apparatus and | | |
findinga tr'ansiém‘; key from the thlrd and.fourﬂl'random nurber an_d g:he scéond

kéy'ia each of the first and second apparatus.



126 6 - An information processing apparatus having a sem conductor 1C

| oaded thereon and adapted for furnishing a programto bgo #sedigad by said
sem conductor | C, said apparatus conprising: conmunication nmeans for
transmtting said programfor execution by said sem conductor 1ICto an
aut hentication station and for receiving the encrypted program from said
aut hentication station; recording neans for recording the encrypted program
received fromsaid authentication Stzgion;, and transmtting nmeans for
transmtting said programrecorded on said recording neans to said

2l m o whetd e.ﬁgﬁa&lﬂ‘%afgf{#ﬂg”%ﬁé@%” R SRR AR ICIB R e
\I,\Etesrer):,e@%dad%t%} e, i nf g]’ mat | on pr OCeSSI ne%ggé%gél ISS aQCOI’gI ng Egﬁﬁgﬁl m 6

met hod for ~ninforrnati onprocesEl ng appar atus having a sem conduct or

| oaded tﬂi’@ﬂ&iﬁsémpm ed for furnishi ng a program-to be executed by sal d
seni conductor | C, said apparatus conprising: a conmunication step of
transmi t ti ng cemmunication anednsr foe xtemshiiftingdyaidaprdgrame for eretigicar by Gaid an
aut hentication station and for receiving the encrypted program from said

aut hent iseaticOMIHGHTICIB anBuliRGRIcEH 68 sttiBR 1Al fdﬁe&ﬁﬁhg%é SRropetpRé@dnPr ogr am
received fromsaid authentication station; and
- from said authenﬁcauon station;
récordihg means for recording the encryj)ted program received from said
| Vai_lthent'icaﬁon station; apd |
| traﬁsnﬁtting means for transmitting said program recorded on said recording
- means to said senﬁcoﬁductor IC. |
7. The information processing apparatus according to claim ¢ wherein saidproéfani
i§ a source program for @xedutioﬂ by an interpréter.
8. The infonnationbfocess’iné apparatus according to claiﬁa_, 6 wherein said program
is, an 6bject program. | | - |
a. An'infqnnaﬁonprocessiﬂgmcthodforaninformationprdces'singapparatus having -
- a semiconductor IC loadéd thereon and_ adapted for furmshmg a program' to be
3 .cxef;;ute_d by said semiconducfor IC, said apparatus comprising:
a communication ‘sfep of transmitﬁng said progfam .for éxccution by said
- semiconductor IC to an authentlcauon station and for rccelvmg the encrypted program
. -from sald authentication station;
a rccordmg step of recordmg the cncrypted program received from said

authentlcatlon statlon and

a ﬁansmitﬁng step of transmitting said program recorded on said 'recording



a transmtting step of transmtting said programrecorded on said recording
30 March 2006 127 neans to said sem conductor IC. 10. A flmrm@—bhggoaredl um
for furni shing a conputer-readabl e program adapted for .causing execution of
a processing by an information processing apparatus having a sem conduct or
| C 1 oaded .t hereon and adapted for furnishing a programto be executed by
sai d sem conductor |C,; said procesdi2rrg conprising: a communication step of
transmtting said programfor execution by said semconductor ICto an

aut hent ati.on receiving the encrypted program fromsaid
aut hent#‘%%%r?%‘i ng‘é&f’ﬁg{gf ding step of recording the encrypted program
recei veﬂg.fro sa aut tication station; and a_ transmtting step of
transni égﬁ]ms rlag fex Grashinga s;am@uteérrea@ﬁhl@; programsadapted for

seni conductor IC. 1. An i nf ormati on processing system conprising: an
i nf or neGavSIgXHREcRte nf aqnpaesshgsbjmmmﬁprmaﬁenpsmeﬂmgmpphﬁthm heeinigteher eon

and- adapted for furnishing a programto be executed by said sem conductor

| G andsensvondiicier 10 leadédhesdoi dndtidapddor fintishibiaqitopfaae G5 SbcaRRAT at us
i ncl udi ng comuni cation neans for transmtting said programfor execution

by sai t n station and for receivin
y sai dyseiill sandienattok fc Qaﬁg:h‘gc a% il | g

the encrypted programfroms enti‘cation station;
a commumcatlon step of transmitting said program for exeeutlon by said

-semiconductor IC to an: authent:lcatlon station and for reeewmg the encrypted program '
_from said authentlcatlon statlon '

a recordmg step of recording the encrypted program received from said -

authentleauon statlon and
| a transmlttmg step of u'ansmlt(:mg said prog{am recorded on said record.mg
| means 1o sald senuconductor IC.
"A. 11 An mfoxmauon processmg system compnsmg
anmformauon processing apparatus having a semj.conductor IC loaded thereon
. and adapted for fmmshmg a program to be executed by said semiconductor IC; and
an auﬂlenueauon stat:lon .
said mformatlon processmg apparatus including
commumcatlon means for transmitting said program for execution by said
' .rsemeonductor IC to said authenueauon station and for reeemng the enerypted
| program from saxd authentleatmn station; |

recording means for reeordmg the ,encryi)ted program received from said



recordi ng nmeans for recording the . encrypted programreceived fromsaid 30
March 2006 128 authentication station; and transm tting nedhklafanr2006
transmtting said programrecorded on said recording neans to said

sem conductor- 1 C, said authentication station including comunication.
means for receiving said programexecuted by said seniconductor |IC and for
transmtting the encrypted programtg said information processing

appar at us; and encryptlon nmeans forléﬁcrypting said program received by
oosald coumak %ﬂmﬂﬁﬁ%ﬁd in a pre-set system 12. An information

- processi ng apparatu aving a sem conductor |C | oaded thereon and adapted

for furnishing a pr ogr am e e cutedb sai d_se nduct sai d.
nppar at s CHPRLRIEeARs B Gonsii Tk Fad o ant s Pl B £ entiing
command queue ¢ont aj ned in sai d pr.ogram execut ed by sai d sem conduct or IC
r ecor dPREISO%d pemiqosdBe@rd; sai d programin which said command queue has
been re-arrayed; and transm ssion neans for’ transmtting said program
recor ded orsaghautheeticatibmgfatiemnwlodingai d seni conductor 1 C. 13. The

i nformati on pracessi ng apparatus according to claim11 or 12, wherein said

program i s consaunivatibnr x@e@@uttbpnrelwmﬁgl piidr pregram . executed by said

“semiconductor IC and for transmitting the encrypted program to said information
proc_essmg apparatus; and
encryptionmeans for gncwptiﬁg said progralﬁ, received bj said conununic.qtiqn
_ means, in a pre-set systen.
12. Aninformation proces.sing apparatus having a semiconductor IC loaded thereon
. and adapted fo-r furnishing a prograin to bé-execdted by said semiconductor IC, said
 apparatus comprising; |
re-arraying means for re-arraying commands of a command qdéue contained in
~ said program executed by said semiconductor IC;
: recording means for recording said progra'm in which said command queue has -
 been re-arrayed; and : |
. transnnssmn means for u‘ansmltung said program reoorded on sald recordmg :
means to sald semlconductor IC.
13. The information prodeésing“apparams accofding to claim'll ori2, whe_rein said program
is a source for execution by an mterpreter L ‘ . '

14. The information processing apparatus accordmg to claim 11 or 12, wherein said program :



. 14. The information processing apparatus according to claim1l or 12,
wherein said program 30 March 2006 129 is an object prograaMarch2006

i nformation processing method for an information processing apparatus
having a seniconductor |IC | oaded thereon and adapted for furnishing a
programto be executed by said sem conductor IC, said nethod conprising: a
re-arraying step of re-arraying commands of a command queue contained in ;
said program executed by said senid@ductor I1C a recording step of
recordjng said programin which said conmand queue has been re-arrayed;
~and a ¥ tslPYQBT@f@«ep of transmitting said programrecorded on said
recording neans to said sem conductor IC. 16. A furnishing medium for

- f ur ni StR-néninfoomptiorpracessinginethnddfor amindompatian frocessingappatptexkadngon of a
processing by an information processing apparatus having a sem conductor |IC
| oadeds tseatiesduest 0dphés tsredn andsidapsed for damishing abpropgramuteeticby. sai d

sem conductor | C, said processing conprising: a re-arraying step of.

re-ar ré%cﬁ%dzgﬁgﬁa%nﬁg%ﬂmgaﬂtﬁg&wg%ﬁpﬁ%J n said program execut ed

by sai d sem conduct or a recording step of recordi ng said program-in

}[MI:li'i(r:lngta![ ?ngp% gﬁn%g recorgag on Sal@/l’eCOI’C I nNg rreans ’?gingallgt =P O_f

sem cond(lfc

0 gram executed by said semiconductor IC;
a recording step of recording said program in which said command qﬁcuc has
‘been re-arrayed; and | -
a fransmission step of transmitting said program recorded on said rééording '
means to said semiconductor IC. | .
| 16 A ﬁxrmshmg medium for ﬁmushmg a computer—readable program adapted for
: causmg execution of a processing by an information processmg apparatus having a-
semiconductor IC loaded thereon and adapted for ﬁlrmshmg aprogram to be exeoutcd
by said semlconductor IC, said processmg compnsmg
a re-arraymg step « of rc-arraymg commands of a command queue confained. in
- said program executed by said semconductor IC;
a recordmg step of recordmg said program in which said command queue has
‘ beed rc-an‘ayed and
a transmission step of transm1ttmg sa1d program recorded on said recordmg o
N inc:’ans to said semiconductor IC.

| .i?"’. An information processing apparatus having a semiconductor IC loaded thereon



ri. An information processing apparatus having a sem conductor |C | oaded
thereon 30 March 2006 130 and adapted for furnishing a pr&fridanch@obe
executed by said sem conductor IC said apparatus conprising: re-arraying
means for re-arraying commands of a command queue contained in said
program executed by said semi conductor IC encrypting means for encrypting
~said program recording neans for :T,g:p rding .said program whi ch has been
encrypted and in which said coma (gueue has been re- arrayed; -and
transm ssion neans for transmtting sald program.recorded on idrecording
means @8dagdnpteddor famishing a progransto trmexqont ﬂléﬁelp#%é%‘i%é%aﬁ?}ﬂr at us
according to claim16 or 17, wherein said programis a source program for
execut appatsuscompigingr et er. 19. The infornation processing apparat us
according to claim16 or 17, wherein said program is an object program.

20 - An i nf eepiayiig MEARSRE ISR F@Gn{tﬂa{n@%fhﬂéﬁﬁﬂmid qutupcontdsedig
appar atus having a sem conductor I'C | oaded thereon and adapted for

furnish ﬁﬁi}dE f@ d sem conductor IC, said method
conpri s 3 e%?%%{ir?g%aﬁ re- array’ ng comrands of a command queue
cont ained in .d Ps execu&id té% sai d sem conductor |IC, an encrypting
step of enc Wﬁy 1ge ?25 3’5] aglﬁﬁn’step of recording said program

whi ch has bggcrl)rgm 'Mbans s o% rll'gcolrgmg said program which has been encrypted and in

. which said command quene has been re-arrayed; and
u*ansmission‘meahs for transmitting said program iécordcd on said recordiag
. means f:o said semiconduator IC.
18. The information propessing apparatus according to claim'16 or 17, _l-wherein said prograal
isa saurcc pfog_fain for exe_cutioﬂ by an iaterpretcr. |
- 19. The mfonnatlon processmg apparatus according to claim 16 or 17, wherezn said program
: o 1s anobjectprogram. o
| 20 Aumformatlon processing method for anmformatlon processmg apparatus having N
: j a semconductor, IC loaded thcreon and a_dapted for fl.lI'IllSI]Jl_lg a program to be-
executed by sa1d scmlconductor IC, said method comprising:
a re-arraymg step of re-arraying commands of a command queue contained in
: sald program exccuted by said semlconductor IC; |
.an ancry_ptmg step of encrypting said program; '
. a fcaording step of recording said program which has been enolypted and in

- which said command queue has been re-arrayed; and



whi ch said conmmand queue has been re-arrayed; and 30 March 2006 131 a
transni ssion step of transmitting said programrecorded o0i@03ddrch E@adr di ng
means to said sem conductor I C. 21. A furnishing mediumfor furnishing a
comput er - r eadabl e program adapted for causing execution of a processing by
an information processi ng apparatus having a sem conductor |C |oaded

t hereon and adapted for furnishingt® programto be executed by said

sem conduct o | r S

e ar rayi ng. & SamamERidy 8B %?é%%%m" 548 gl ERRASEY Rl ER TR
execut ed % ai d sen.co uct IC; an encrypting step of encrypting said
progranfn |sﬁ'§'1"sq cordi ng said program whi ch has been

- encrypted and in which sai d cormand gueue has been re-arra :
transmi 354 ok femighing madiwarfor dupshing @ qomeRt terrgada Mgﬁqﬁgé‘flﬂeag:%r di ng
means to said sem conductor IC. 22. ‘A sem conductor | C | oaded on_an

i nf or matawsing exeomtonef @prTesting byruh nformuagibn processixE BPRATHYS AV e
_processing based on commands from said information processing apparatus,
conpri sdficondeasPi aded @gebRind adgitvd fg famishing ypreghafi tobe epeagedm
transmtted fromsaid informati-on processing apparatus; decodi ng neans for

decodi ngy §zidbehiibsid RAOICBIE FRIKEInP KomplRidgecept i on means;

a re-arraying step of re-arraying commands of a command queue contained in
- said _progfam eﬁécuted by said semiconductor IC;
| an encrypting é,tcp of enciypt_ing‘ said program; _
‘a recording stap of recording said program which has been encrypted ahd in
which said command queue has been re-arrayed; and
- a transmlssmn step of transmitting said program recorded on said recordmg
, meaﬁs to s_ald-semcqnductor IC.
22. A semicbﬁductc;r IC loaded on an information processing apparatus and adapted .
for éxeouﬁl_lg‘ variable processing based o_ﬁ commém_ds. from said information
Vproces‘sing appai‘atué comprising: .
| rcceptlon means for reccwmg an encrypted first program transmltted from said
o mformatlon processmg apparatus
‘decoding means for decoding said first program received by said reception
means; | -‘ o o

hiolding means for holding a second program adapted for processing the first



hol di ng means for hol ding a second program adapted for processing the first
-30 March 2006 132 program decoded by said decodi ng neans30 daechu?2006g neans
for executing said first program processed based on said second program
hel d by said holding nmeans; transmtting nmeans for transmtting the results
of executian by said execution nmnegns to. said information processing -
appar atus; and time-keepi ng neans- f'or* perform ng the tine-keeping operation
and for correcting the current tine based on the tinme information from

said. iy ARldeRD ed%?%%sdé&gdﬁ@&ﬂé&k“s 23 - The sem conductor- | C accordi ng

to claim21 furt er ctonprising” non- Volatile menory neans for storlng dat a
used. by sai r QG
- processing %ﬁég%ﬁéﬁw % e&gg%%gaﬁg%ﬁéﬁ%ﬁ cgggééirﬁn Ah Ol r’#or mat i on -
proceSS|n appar at nd a ed for executing variable processing
operaﬁ?&ﬂ dﬁgg ﬁdégﬁhﬁﬁgg-#W%HW§§mﬂ i nformati on processing appar at us,
- conprising: a reception step of receiving an encrypted flrst pr %ran1
transmi t.t edranssnitiing means fortransonttipgdbe seiulig of spacutiansby gaidexsartgn st ep of
decoding said first programreceived by said reception step, a holding -
st ep. .mbeamotalsaid isfosmation ppocegsingnappapties ahdr proce55|ng the first program
decoded by said decodi ng step; . -
time-keeping means for performing -the time-keeping operatlon and for
eoﬁecting the current time based on the time information from said information
processing appai‘atu&.
23. The semicondnctor IC according to claim 21 further comprising;
non-volatile memory means for storing data used by said information brOCe;ssing
eppanﬁue
-24. A method for processing the information of a semiconductor' IC loaded on an
information processing apparatus and adapted -f_or_ executing variable processing .
- operations based on comniands from said infonmation ' processing appara'ms,_
.comprising: 7
areception step of receiving an encrypted first program transmitted from said
mformauon processmg apparatus |
- a decodmg step of decoding said ﬂrst program received by sald receptlou step,
a holding step of holding a second program adapted for processing the first
.- program decoded by said decoding step;

an executing step of executing said first program processed based on said



an executing step of executing said first program processed based on said
30 March 2006 133 second program held by said hol ding ste@0March2086n tting
step of transmtting the results of execution by said execution step to
said information processing apparatus; and a tine-keeping step of ‘
performng the tinme-keeping operatigg:?’and for correcting the current tine
based on the tinme information from d information processing apparatus.
25- A furnishing medium for furnishing a conmputer-readable programfor .

causi ng a senm conductor |1C | oaded on an

[ nfOI’ITB.FI on ;F)¢ : ess?%lgab p%)ag‘rﬁz‘t%fdéﬂg %\f’adapt ed for executi ngvariable = -
pI’OCeSSI ng based om"rand from i nf | on ogessi appar at us,
sai d processf W@Fﬂg C{Q‘F r&t Xﬁ%@?‘?ﬁﬁ@a first
programtransmited from sal d [ nf or rrat [ oﬂ@gr ocessi ng apparatus; a decoding-

st ep - of StePdedRKLinEeIMALIGN RIOCRISIRE apParaie] by said reception step; a

hol di ng step of 'hol'ding a.second program-adapted for proceSS| ng the first

pr.ogr am decodtitheskeepinghtepofptirfarnsing the time deepingiopgrationprd formoemetingg sai d

first program processed- based on said second program held by said hol ding

step; atli¢ snadht finddhabepmothd finRshifbimator o eaid ﬁﬁoﬁﬁa@mpmmmgy sai d
execution step to said information processing apparatus; and a

time- kegﬂ,mhfst ep of perform ng t he tine-keepi ng operation and for
correcting

25. AI furmshmg medium for furmshmg a computer—readable program for causing ‘
. execution cf aprocessing by a sem_iccnductor ICloaded onan ipfoi‘mation -pr_ocessi_ng :
'apparatus and adapted for executing variable proccsaing based on commands frcm said
mformauon proccssmg apparatus, said processmg including |
a receptlon step of receiving an encrypted first program tIansmltted ﬁom sald
mformatmn processmg apparatus;
- a decodmg stcp of decoding said first pro g:ram- received by sa1d reception step;
a holdmg step of holding a second program adapted for processing the first
proém decoded by said decodmg step,
an. executmg step of execuung said first program processed based on sald
| 7' second program held by said hcldmg step,
a transm1ttmg step of transnnttmg the .results of execution by said execution
: step to sa1d information proces smg apparatus and
- a t:u:ne-keepmg step of performing the tlme-keepmg op eratlon and for correctmg

'the current time based on the time information from said mfonnatlon processing



}‘
-

the current tinme based on the time information fromsaid information
processing 30 March 2006 134 apparatus. 6. An informti of0Mance2ditng
apparatus for outputting variable commands to a | oaded sem conductor |1C for
execution thereby, said apparatus conprising: transnission nmeans. for
transmtting an encrypted programto said sem conductor IC, first _
reception neans for receiving output3dlata which is the result of processing.
of said program-by said seniconductor IC, second reception neans for

recei vigppag#isn and the tine information from another apparatus; storage
means for storing data received by said second recepti on neans; and

o O A A A ot BracESling ?%%ﬁ?ﬁ%wﬁﬂéﬁcﬁﬂsﬁg& A oans.

mpar Aty LSRR Rl okeHO8 . i TR bR

sem conductor | C . for executign therehy, said nmethod conprisin
transni ssi ofF2BEESSIN { SAGT {oN (EAUSTIEING ViR cBRPYBIFda POt B said

sem conductor 1C a first reception step of receiving output data which is
t he re§9W°Q§1d“p¥Q§d@$S| ng of said program by said seni‘conductor IC a
second reception step of recei vi ng- data and the tine information from

- anot her first reception means for receiving output data which is the result of processing

of said program by said semiconductor IC;
| 'sccond | reception means for receiviﬁg data and the ﬁnw information from .
anoﬂuﬁgppaﬁﬁug
storage means for storing data reéeivcd by said second reception means; and
cdrrecﬁq;l means for correcting the time information of said semiconductor IC
based on the time information received by said second reception means |
27. An inférn}ation-processing method for an information processing apparatus
'_édépted for 6utp‘utt_in§ varigble commandstoa loéded semiconductor’IC for'execuﬁon
thereby, said method comprising:
a transmiséion .ste'p of transxmthng anencrypted pro grani.to said semiconductor
e | ' S
a ﬁfst reception éteﬁ of réceiviﬁg output data which is therres-ult of proce'ssiﬁg
. of said program by said semiconductor IC |
asecond rcception step of recemng data and the time mformauon ﬁom another

apparatus,



apparatus; 30 March 2006 135 a storage step of storing data received by
sai'd second reception step; and a correction step of corr@@ﬂﬁﬂ@h?ﬂﬁﬁtlne

i nformati on of said sem conductor | C based on the time information received
by said second reception step. 28. A furnishing nediumfor furnishing a
conmput er - r eadabl e program f or causigg an information processing apparatus
to execute a processing, said inforfati on processi ng apparatus being
adapted to output variable commands to a sem conductor | C | oaded thereon

for execution, {RpsRiNep SREMrRRR %?éd%ﬂzddﬂﬁ%é&id@&:@dtxeammﬁepmmd ep .
oftransmtting an encrglpt ed p ogramto sai'd sem conductor IC, a first

reception st eé)%%e&f&f%ﬁ%%?cf}%gﬂﬁ&& %aﬁoﬁ%?sﬁﬁfé@ﬁc@ﬁdﬁt@ﬁ?@ﬁ ng -

of said prograni by sal em condu apparatus; a storage step of
storing datg re |ve d secon ece tion ste - correction step
of corre ﬁ ‘ii‘@ ﬂ’éf‘?’@ﬁv L by s seeon @83%&%@3&5?(: based on the
time i nformatlon recel Vegm&[ sai d .second recepti ste 29f An i nformatlon
processi HHng 8 cormuker aPregrain for cguging an

sem conductor 1C f or execution t her eby, said apparatus_conprising: stor age
means f oinfetmatiorppressing appantua talextaute 3 pragessins, o isfosmatiPRTeGRESING
program control neans for controlling storage or readout of said program
and t he ﬁiﬁtiaitatus bemg adapted to output variable commands to a semiconductor IC loaded
thereon for execuuon thereby, said processmg mcludmg
a transmission step of transmlttmg an encrypted pro gram to sald semlconductor
IC; |
a first 'reception.stepl of receiving output data which is the result of processing
of sald program by said semconductor IC; | |
a second reception step of receiving data and the time information from another
| apﬁaratus; .A
a storage step Vof ‘storing data received by said second reception step; and
- a COn'ection step of eorrecting the’finie information of said semiconductor cC
_ based on the time mformatlon recewed by said second reception step. |
29. An mformauon processmg apparatus for outputtmg vanable commands to a.
jloaded semleonductor IC for execution thereby, said apparatus compnsmg
storage means for stormg said program and data requ;lred for executmg the
program; |

control means for cem:rolling storage or readout of said program and the data



30 March 2006 136 for said storage neans; first encryption neans for
encrypting said programwith a first key supplied. from saOdMarshiZ2f6mduct or
| C, and second encryption neans for encrypting said data with a. second key .
supplied fromsaid sem conductor IC. 30 . The information processing

- apparatus according to claim?29 wherein said first key is determ ned by
attributes of said program 31. Thejpgfornmati on processing apparatus
according to claim29 wherein said second key is -determ ned by attributes
- of sai dfqrrsaid storagetmaand)i rd key previously stored by said seniconductor.
IC. 32- An information processing nethod for an information processing

appar at us -adgpiteshehitioRliBats forentyprakl Said Propadswith & firsdsgdsupplied.

sem conductor .| C for execution thereby, said nethod conprising: a storage

step ofﬁ?)tng éiﬁgseﬁ:ﬂi‘,&cﬁ{c I@ﬂaﬁﬁd data required for executing the -program

a contro ep or con O(%rl ng storage or readout of said program and the

R C R e R T
| gg-?gygéﬁ%gbg%ﬁ&egicgg&%@ﬁg said data with a second .key supplied from
- 30, Thé information proceésing appafatus according to claim 29 wherein said fiist kéy
is determined by aﬁbutes of said program.
- 31-The information processing #pparatu;s according to claim- 29 wherein said second -
"key is determined by athibﬁtés of-_sai&-program—and a third key previously stored by
said semiconductor 1C.
 32. -An inférmaﬁon processing method for an infdrina_tion_ processing ﬁpparatus_
adapted fdr oﬁtpﬁtting va:ial;ie vc;ommands to a loaded semiconductor IC for execution
thereby, said method: comprising: _ |
) a storage step of storing said program and data required for executing the
program; | | o
a control étep of control]iﬁg étoragc orreadout of said program and the data for
| | said storage step; _ |
- afirst encxyia_ti&n step of encrypting said prograﬁ with a ﬁrst kéy supplied from
- said semiconductor IC; and | _ _ |
| a secoﬁd encryption step 'ofl encrypting said data with a second key supplied

from said sem.icohd'uctor- _IC.



30 March 2006 137 33. A furnishing nmediumfor furnishing a
conput er -readabl e program adapted for causing execution & Marph 88@&si ng by
an information processing, apparatus for outputting variable commands to a
| oaded semi conductor | C for execution thereby, said processing conprising:

a storage step of storing said programand data required for executing the
program a control step of control lBWg storage or readout of said program
and the data for. said storage step; a first encryption step of encrypting

Second encry byttt reihn 160 (FBiKES e TR SRS RkeY Tl o0

fromsajd sem conductor. 1 C:-34 A sem condyctor, | C adapt.ed for being | oaded
on a p%@ygl@g Fﬁ?%’?’r?é‘t Pgrf" Precsssngn gy 3&});&%&%@ 9“fRﬁ°°P%ﬁ!@$\ﬂHﬁ’@_""éﬂl§J%§ram
“.suppli-ed fromthe informationprocessi ng apparatus_ _and data necessary for
execut [WPEhNg wrkblesemmandsde acloaded seucoaductor §Gfanexeaitibnsbeteynduct or
| C conprising: storage neans. for storing a first key proper to said
- sem (_:orsaui:pmessinglcemmish%:ati ng nmeans for generating a second key from.
said first key stored by said storage neans and fromthe attributes of
- said program siopigd siepfafostosialzthaid ProiiaRt bRl At ERESOf0R RBRICREHS thE 1 T St -

decodi ng neans for decoding said programwith a third key; and

program; - '

a control step-of co'ntrol]ingr storage or readout of said program and the data for
- said storage step; |
afirst encryption step of encrypting said prb gram with a firstkey sup_pliéd from
said semiconductor IC; 'ahd 7
| a Vsecr;ond encryption step of encrjrpt_ing said data Wlth a sec_;ond key supplied
from said semiconductor IC. |
| ~34 A semiconductor IC adapted for being loaded on a pre-set mformation ﬁroces smg
épp aratus, for receiving a program supplied ﬁoﬁ the infofmation processing apparatus
and data necessary foréxeoutiﬁg said pro gram, and for eicccqﬁng sai(i-prog'rani, sa1d
| semiéonductor IC comprising: |
storage means for s;tdﬁnga' first key proper to said semiconductor IC;
| ke'y‘ 'generating-nieans for genefaﬁﬁg a seéond key from said ﬁrst'kéy stored .by
- said storage means and from .the attributes of said program sup’plied' ﬁdm said
~ information processing apparatus;

. first decoding means for decodiﬁg said program with a third key; and



30 March 2006 138 second decodi ng neans for decoding said data with said
second key. 35. An information processing nethod for procaésivarch 20@s6

i nformati on of a sem conductor |1 C adapted .for being | oaded on a pre-set

i nformati on processing apparatus, for receiving a programsupplied from
the information processing apparatus and data necessary for executing said
program and for executing said prdg8m said nmethod conprising: a storage
step of storing a first key proper to said sem conductor IC; .a key

generat i ng $bend @Eodlig kS forlcEsaRRCakeafa il sEtbebbidtekey Stor ed by

said storage step and fromthe attr es of said program supplied from
sai d i3y opppti esst nd.app ; 1 -decadi f decodi ng
said program w t a"tif(& [ ?@%?‘?‘Baﬁ{gﬂ&@ss@go&@%&sﬁgi ﬁ% g&&‘e}gﬁgﬁoﬁeggdﬂfng sai d
data wth .sai ecopd _key. . 36. ,A furni,shing medi um.for fum shing a
tormout SeEahInGtEe 1P adibled 36 v ToRdod RS prrers b ERERBHIGR BIOBRSPRE i ng. by
a sem conductor, | C adapted for being |oaded on a pre-set jnformation.
pr oces APRgralph dptressIvings progeam supnlicd fnm gheinformpasionarosessingapparatus
i nformation processing apparatus and data necessary for executing said
pr ogr arfnddata neeessawcloriengeuttigisad prygaam, sad dopewcetng sgidqooprans, sagd a -
storage step of storing a first key proper to said senm conductor IC, a key
gener-atmethodtcemyfrisingiener at i ng a second key fromsaid first key stored by
~said storage step and fromthe attributes of said programsupplied from
- said i nfor aEtbRge RtrESstbiifg AMRSY Ry Sroper to said semiconductor IC;
akey generating step for generating a second key from said first key stored By
said storage step and from the attributes of said program supplied from said
_information pro-éessing apparatus;
a first decoding step of decoding said program with a third key; and
a second decoding step of decoding said data with said second key.
36 A furmshmg medium for ﬁnnisﬁing'a computer-readable program adapted for
_ Causing execution of a procéés_ing by a semiconductor IC adapted for being loaded on
'a pre-set information processing apparatus, for receivinga progfam supplied from the '
‘iﬁfomiation proCeésing apparatus and data necessary for executing said program, and
for executhig s_aid‘prt;graﬁ, said processing comprising: |
. a stdrage step of storing a first key proper to said semiconductor IC;
akey géneraﬁng step for generaﬁng a second key from said first key stored by
. said storage step and from the attributes of said program supplied from said

information processing apparatus;



30 March 2006 139 a first decoding step of decoding said programwth .a.
third key; and a second decodi'-ng step of decodi ng sai d d3eManch R0G6ai d
second key. 31. An information processing systemconprising: an information
processi ng apparatus for supplying a program executed by said seni conduct or
| C and a sem conductor |C adapted for -being | oaded on a pre-set information
processi ng apparatus, for receiving3a programsupplied fromthe -
i nformati on processing apparatus and data necessary for executing said
program ang | ' H o BEECEOYS e R OCcessi ng

_ 8 el de‘%ﬁﬁi-gtétgigofaéa)diﬁggélﬂ tggéhﬂi ngw&tﬁ_é)ﬂﬁﬂtk@?aﬁ

apparatus including storage neans sai d progifam and data

required fo 1.NG: el : .0l ; trolling storage
or readout éf%(%ﬁéﬁ%{b%ﬁ]eéﬂg%%&agﬁgaf%aﬂgﬁ@?ﬂgc%%Jrcgglcel(i(% ans; first '
encryptikon negns for encrypting said programw th a first ‘key supplied
from sg?d%bm%gﬁﬁm%cfj : %ég%ﬂ&cé\’i&"}%ﬂg'on means for encrypting said -
data with a second key supplied fromsaid sem conductor IC and fi.rst
communi cat i dhinfeaneties pracessingrppaatpsfive sepplyipgadroprasy eugruetoysaild
‘necessary for execution of the programto said sem conductor |IC and for

© r ecei véemgiceaiddcetolri IG aind rdsexmicondudtey Cf adaptehifak. beingiloadeduon v precyetsai d -
sem conduct or | C incl udi ng o - : : - '

. information processing apparatus, for receiving a program supplied from the

information processing apparatus and data necessary for executing said program, and
: -’f‘or-e;cec_;ﬁting said pfogram, | |
said information processing apparatus including
storage means for storing said program and data réquited for executing the
program; | |
cm_ltroi means, for controlling storége‘ or readout of said program and the data
- for said Storgge means; o :
first encryption means for éﬁczjfpting said progrém with a first key supphied
" from said semiconductor IC; n -
second encfypti(m 'means for‘ encrypting said data with a second key supplied
o froi:pi said sglﬁicondugfor IC: and o | | |
o first conimuiﬁ_céiﬁon mean.s jf(r)'r transmitting the encrypted program and data - |
~ necessary for execution of the pr6 gram to said semiconductor IC and for receiving said
'ﬁrst. and second keys from said semiconductor IC; |

said semiconductor IC including



30 March 2006 140 second conmuni cati on neans for receiving the encrypted
program and data necessary for executing the program for 0§@@Ehﬂﬂ9%rnation
processi ng apparatus and for transmtting the first and second keys to
said information processing apparatus; storage neans pre-storing a third
key proper to said sem conductor IC, key generating nmeans for generating a-
second key fromsaid third key stof88 in said storage neans and. fromthe

attribute of the programsupplied fromsaid _informatjon processin

apparat us; - eemd canmenigtionanearisdior deesdving ghe ﬁ@%ﬁl&fl E‘Eﬂﬁ%‘@e@’%ﬁéﬂatﬁy sai d
second communi cation neans with a first key; .and second decodi ng neans for
decodi mgcessaty firtexetitin) therograsefatnsenid isformation pracessiog apparatisAndh t he -
second key.” | NFORMATI ON PROCESSING SYSTEM ABSTRACT A system for

. preventghpgah GARAAE thelfist ahd QBRI 109sith shid fnfornistivh protessing appaatnspd.  An

I nternet connection interface 11 transmts a program executed by an

adapter 7t a0 aUDEOR CANHAR SR prifild Blsal @SeihidoREudBEIOr 0gr am i n an

encrypt ed e au ation. A hard disc 15 records the
- encrypt ed .p i{%ﬁ rggﬂgraﬁng_ means for generating a second key from said third key stored in

said storage means and from the attribute of the program suppliéf,d from said
information processing apparatus; _ o |
first demding_ means for decoding the program _récciired by said second
-commﬁﬁicaﬁon means with a first key; and - | ' ‘
second decoding means for decoding said data received by said second

communication means with the second key.



received fromthe authentication station. An interface 17 transnmts the
program recorded on the horizontal direction 15 on the ad@paseh 2006 Fig. 2
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INFORMATION PROCESSING SYSTEM
- A system for preventing recorded data from being illicitly read.out and

analyzed. An Internet connection interface 11 transmits a progra:pi exeeuted by an
adapter 7 to an authentication station, whilst receiving the program in an encrypted
Vfo'rm from the authc;ltication station. A hard dlSC 15 records the encrypted program,
‘rr'eceived frofn the authéﬁﬁcation station. An iﬁtcrface 17 transmits the program

| recorded on the horizontal direction 15 on the adapter 7.

Fig. 2



