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A SCALING INDEPENDENT TECHNIQUE FOR WATERMARKING IMAGES

FIELD OF THE INVENTION
The invention generally relates to Copy protection and
more particularly to a method to prevent the circumvention
of watermarking copy protection by image scaling.

BACKGROUND OF THE INVENTION

Digital Versatile Discs (DVDs), which are a derivative
of Compact Discs (CDs), are becoming increasingly popular as
a media format for storing digital video and audio data.
For reasons including greatly improved video and audio
quality as well as improved reliability, the DVD format is
gradually replacing the Video Home System (VHS) tape format
as the preferred format for storing home video contents such
as movies, etc. The technical superiority that makes DVDs
attractive to the consumers also poses great concerns to the
copyrighted content owners of the DVDes such as movie
studios. This is because unlike analog copies, which are
noticeably inferior to the original, a digital copy can be
substantially similar in terms of video and audio quality to
the original thereby making the unauthorizegd copying of the
DVD contents too tempting to the average consumers. Such
temptation can easily be realized once DVD-recorders,
DiQital—VHS (DVHS) recorders, Digital Video Cassette
Recorders (DVCRs), and other digital format recorders which
are now available for professional users, are made available
at an affordable price to the average consumers in the not-
too-distanced future.

A proposed solution to the problem of unauthorized
copying (analog or digital) involves embedding hidden
authentication information (e.g., a unigue egerial number, a
transaction identifier, etc.) or hidden copy protection
information (e.g., a copyright notice or others) in the
original video during production. The hidden authentication
and copy protection information, which may commortly be
referred to as watermarks, are imperceptible to the naked
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However, an image scaling (i.e., sizing) feature may be soon made

available as a standard feature in all DVD players to allow the physical scaling of

the DVD video image. When the DVD video image is scaled up or down relative

to a standard scale, a watermark may not be detected by DVD-recorders, DVHS

recorders, DVCRs, and other digital format recorders. The reason is that a

watermark is typically detected using predetermined X-Y coordinates relative to

the horizontal and vertical sync pulses. Since the position and size of the

watermark vary directly relative to image scaling, the predetermined X-Y

coordinates may no longer be accurate in locating the watermark. Referring now

to Figures 1A-1C illustrating as examples the variations in terms of position and

size of an exerhplary watermark due to image scaling. Figure 1A illustrates as an

example the position (X,Y) and size (H,W) of an exemplary watermark 102

relative to video image 101 and monitor screen 100 when video image 101 and

watermark 102 are at a standard scale.
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DVD—recor&@FgrmE%$E5to go undetected If the watermark is not
detected by DVD-recorders, DVHS recorders, and DVCRs, they
will not automatically shut off to prevent illicit copying
thereby rendering the aforementioned method ineffective.
Thus, a need exists for a robust technique to prevent
illicit digital copying of DVDs and other video sources
using image scaling during the copying process without
requiring added complex and costly hardware in the DVD-
recorders, DVHS recorders, and DVCRs.

SUMMARY OF THE INVENTION
Accordingly, the present invention provides a technique
to prevent illicit digital copying of DVDs and other video

sources using image scaling during the copying process
without requiring added complex and costly hardware in the
DVD—recerders, DVHS recorders, and DVCRe.
The present invention meets the above need with a
35 robust method to prevent illicit «copying of video
information such as DVD, digital broadcast wvideo signal,
etc. notwithstanding the wuse of image scaling. In
accordance with the present invention, a range of scales
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‘ having an “inverse” scale can be identified and used to

counter the effects of image scaling and restore the
watermark to its original size and location thereby making

it detectable _by a typical watermark detector. Such
detection triggers a recorder to shut off during an illicit
duplication.

In one embodiment, for every 20 second interval, a
watermark having a standard scale is embedded for 5 seconds
to be followed by 3 watermarks with different scales for the
next 3 5-gecond intervals, In so doing, the watermark
having the standard scale is embedded throughout
approximately ¥ of the duration of the video information and
the watermark having other selected scales is embedded
throughout the remaining duration of the wvideo informaticn.
This ensures that any 1llicit duplication regardless of what
image scale is used will be interrupted by a predetermined
number of times throughout the duration of the video
information. As an alternative embodiment, each selected
scale is used in scaling the embedded watermark for a
predetermined number of times thereby asgsuring that the
digital recorder is shut-off that number of times.

All . the features and advantages of the present
invention will become apparent from the following detailed
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monitor screen 100 when video image 101 and watermark 102
are at an arbitrary enlarged scale guch that video image 101
fills up all of meonitor screen 100.

Figure 1C illustrates as an example the position and
size of watermark 102 relative to video image 101 and
monitor screen 100 when video image 101 and watermark 102
are at a reduced scale.

Figure 2A illustrates as an example the position
(X,Y)and size (H,W) of exemplary watermark 202 relative to
video image 201 and monitor screen 200 when video image 201
and watermark 202 are both at a standard scale.

Figure 2B illustrates as an example the position and
size of watermark 202 relative to wvideo image 201 and
monitor screen 200 when video image 201 is at an arbitrary
enlarged scale such that video image 201 fills up all of
monitor screen 200 and watermark 202 is at a reduced scale
that provides the counter effect of restoring the watermark
to its original pogition and size in accordance with the
present invention.

Figure 2C illustrates as an example the position and
size of watermark 202 relative to video image 201 and



havi ng an "i.nverse" scale can be identified and used to counter the
effects of image scaling and restore the watermark to its original size
and |l ocation thereby naking it detectable by a typical watermark detector.
Such detection triggers a recorder to shut off during afSiJanparyR004
duplication. In one enbodinent, for every 20 second interval, a watermark
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invention, numerous specific details are set forth in order

to provide a .thorough understanding of the present
invention. However, it will be obvious to one sgkilled in
the art that the present invention may be practiced without
these specific details. In other instances well-known
methods, procedures, components, and circuits have not been
described in detail as not to unnecesgarily obscure aspects
of the . present invention. Although the following
description describes the present invention' in the context
of preventing illicit copying of DVDs, it should be clear to
a person of ordinary skill in the art that the present
invention can be used to prevent the illicit copying of any
type of video information (analog or digital) from any video
source (e.g., broadcast or cable-delivered video signal,
video recorder, or others) to ény digital format recorder.

In accordance with the present invention, the watermark
is embedded by a watermark embedder during production into
the DVD’s content at different scales (i.e., sizes). The
watermark is maintained at each scale for a time duration
that is sufficient to allow the detector circuit in a DVD-
recorder, DVHS recorder, DVCR, or any other digital format
recorder to detect, extract, and procesgs information
contained in the watermark. During or at the end of a first
time duration, the watermark is cthanged to a different scale
(preferably on a pseudo-random basis) to ensure that each
one of all the scales in a scaling range is achieved a N



Figure 1B itlustrates as an exanple the position and size of watermark 102
relative to video i mage 101 and nonitor screen 100 when video i mage 101

and watermark 102 are at an arbitrary enlarged scal e sugydnpaty 2bgdeo i mage
101 fills up all of nonitor screen 100. Figure 1Cillustrates as an
exanple the position and size of watermark 102 relative to video i nage 101
and nonitor screen 100 when video i mage 101 and watermark 102 are at a
reduced scale. Figure 2A illustrates as an exanple the position (X Y)and
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DVHS recorder, DVCR, or other digital format recorders.
Such a detection is used by the digital format recorder to
turn itself off thereby preventing illicit copying.

Reference is now made to Figures 2A-2C illustrating as
examples the counter effecté of watermark scaling relative
to image scaling in accordance with the present invention.
Figure 2A illustrates as an example the position (X,¥)and
size (H,W) of exemplary watermark 202 relative to video
image 201 and monitor screen 200 when video image 201 and
watermark 202 are both at a standard scale. A standard
gscale value is a default wvalue that 1is predetermined by
Original Equipment Manufacturers (OEMs) of DVD-recorders,
DVHS recorders, DVCRs, or other digital format recorders.
Figure 2B illustrates as an example the position and size of
watermark 202 relative to video image 201 and monitor screen
200 when video image 201 is at an arbitrary enlarged scale
such that video image 201 fills up all of monitor screen 200
and watermark 202 is at a reduced scale that provides the
counter effect of restoring the watermark to its original
position and =size. As shown in Figure 2B, despite the
enlarged size of video image 201, watermark 202 has been
restored to its original position (X,Y) and size (H,W) shown
in Figure 2A. Figure 2C illustrates as an example the
position and size of watermark 202 relative to video image
201 and monitor screen 200 when video image 201 is at an
arbitrary reduced scale and watermark 202 is at an enlarged
scale that provides the counter effect of restoring the



DETAI LED DESCRI PTION OF THE INVENTION In the follow ng detailed description
of the present invention, nunerous specific details are set forth in order
to provide a -thorough understanding of the present inv {d %Q(yi@ ver, it
will be obvious to one skilled in the art that the presen ention may

be practiced without these specific details. In other instances well-known
met hods, procedures, components, and circuits have not been described in

detail as not to unnecessarily obscure aspects of the . present invention.
Al t hough the followi ng description describes the present invention- in the
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appr oxi nepeegentd niverhtd oBVPoS makay sure that the watermark is scaled
‘a predetermined number of times at substantially -all
possible values in a scaling range so that a particular
“inverse” scaling value can be identified and used by the
watermark to counter the effects of image scaling to bypass
the watermark by a DVD content pirate.
| In‘the.preferred embodiment, a scaling range of #20%
relative to the standard scale is implemented. Empirical
data indicates that an enlargement of greater than +20%
relative to the standard scale is likely to cause
gignificant details to be lost around the edges of an image
and is therefore, not likely to be implemented £for illicit
copying. Similarly, a reduction of greater than -20%
relative to the standard scale is likely to cause an
undesirable big black border around the image as well as to
make an image too small for viewing and is therefore, not
likely to be implemented for illicit copying. However, it
is to be appreciated that other scaling ranges may be used
and still be within the scope of the pregent dinvention.
Because a typical watermark detector has a resolution of
£0.25%, a scaling step of +0.4% is implemented in the
preferred embodiment to provide a margin against
overlapping, It is to be appreciated that other scaling
steps may be employed as well and that a variable scaling
step can also be implemented in the present invention. With



| engt h and .at non-standard scales for the remainder of the DVD s play

| ength. By ensuring that the watermark is scaled to substantially al
values in a predeterm ned range, a particular scale th ﬂfs thg} ounter
effect of restoring the watermark to its original positf rW?Q I've to an
absol ute reference such as horizontal and vertical syncs) and size can be
identified and used to allow the watermark to be detected by the detector
resided in the DVD-recorder, DVHS recorder, DVCR, or other digital formt
recorders. Such a detection is used by the digital format recorder to

turn itsehfe ohf tdHELEbYEPHANENLEEMT:H Ak ¥isNg; , Ref.er gow rmade
to Fi gureg cal Fes t couﬁ%er%{igf %%glr% Fowat er mar k

AaZC |IILi_§tra%1hn exa

scal i ng IR e EgSru Af i t%lblrﬁmlxﬁ tihathengr efefihe

i nventi onnonﬁ'@nd@rz@Aadaﬂast waldsbastha eicmsrq)fs@;"t he pogi tdeanle( Xh¥kand  si ze
(HW of exewpkar yimalgagar bc&@%ng el atpstedIQm}:sl aﬁgﬁﬁ’% ﬁﬂé’ma@ﬂ moni t or

screen 200 mhen deo | age 1 and _watermar St andar d
scale. A JFandird 32al% E\%&Idu Y s SHCHef SuMveresl uegct‘arilfﬁ ﬁécﬁ?ﬁ’édeﬁélam ned by
Ori gi nal Fegatgmmt anﬁnu%\m urodr sSEROEMRt eafiaEND-1ec acdessed DJHSikecor ders.
DVORs, orogidiefaldi ghtdd EREABLy [ GEQ6HRLS. cnbl GEeralk! LusLEALEs s an
exanple t@q}&&eg% gnd Si wat ermark 202 relative to V|deo | mge 201
and roni tOF scr een 206 RAER: V|deo i mage 201 is at an arbitrary enl arged
scal e such t Hgrepvese rnbigpi@dl ¥atdmnanp debtecfonuméduoirescragemu2B0 and

wat er mar ka202 sétdﬁdsatbe@eﬁeét§cé&€tééﬁﬂ d&ﬁoﬁkgééséhEheCEHEB%E?t@EBECt of

restorln%u;daeh rcﬁilré( its gr osition and size hown in
Figure 2 Spl EeArgE 3 S’flc i dBCR nRcRl U StREx &eREPk 202 has
been rest dtigdmus idurasipgi adl Sp@ecpcmctm iXtYe prdfsized (ddbfdisteann in

Fi gure 2At Fiigur €02God | lapphreal 86e@S 1A LEXEHDL € ﬁlbﬁmuﬂosaﬁfé&cﬁ{'d 6§| ze of

wat er mar el t|ve to _vi deo |ma e 01 and itor screen 200 when
vi deo ina &ﬂ&%%ﬁ% % chan watermar detectors are
1ntr0duced In the preferred embodiment, it ig also

desirable for the watermark to have a standard scale for Y
of the DVD total play length. This is designed to provide
the sufficient number of interruptions (i.e., recorder shut-
off) to discourage illicit copying in the event no image
scaling feature is available in the DVD—reeorder, DVHS
recorder, DVCR, or other 'digitel format recorder. The
remaining ¥ of the DVD total play length is dedicated to the
other (100) non-standard scales. It should be clear to a
person of ordinary skill in the art that other ratios can
‘also be used. As an example, for a 2 hour long movie, there
are 360 times (1800seconds/5secondsg=360) that a standard
scaled watermark appears and 1080 times
{5400seconds/Sseconds=1080) that a non-standard scaled
watermark appears through out the movie. Because there are
100 non-standard scales, the watermark appears at each non
standard scale at least 10 times through out the movie.
This means that there are at least 10 interruptions in an
illicit copying attempt each of which requires a pirate to
get up, rewind the discs, adjust the image scaling to a new

scale value, and then push record. Such a major
inconvenience. likely discourages most home illicit copying
attempts.



arbitrary reduced scale and watermark 202 is at an enlarged scale that
provi des the counter effect of restoring the 7 28 January 2004 Fi gure 2C,
despite the reduced size of video i mage 201, watermark 2’@ %gn
restored to its original position. (X Y) and size (HW's own I’ Fi gure
2A. As denonstrated in Figures 2A-2C, to restore the watermark to its
original position and size, the watermark scaling is "inversely" rel ated
to the inage scaling. For exanple if the image is enlarged by +10% the
watermark ne 19 ber duced 10%if its B_oleon and size are to Dbe
restored to théir orighal v LFérg’Odéf“ﬁFFarFV SVPLiKediphhbeute FaRluced by
-10% thesﬁa{“éﬁuffhrﬂcﬁlﬂe@swﬂﬁmmlmng:e@hohy tlﬁ%mcfvmets pesi &very and si ze
are to bezveséosedl i:xdhReir, aogtghaafd@éé&ee% vé%%%%lk@ﬂ tnﬁe&éeé]es' rabl e

under the; e ventiqon to _make sure termark 1s scaled a
pr edet er m Iﬁgél t?\}ﬁnb‘élg Patudﬁ'é’s dafashRFEnt i %\?I §7h%.| PVD pbe%i bl gegardes in a
scal ing ré&pgEoss t it @ parbecohdr ofi mthiese” dralting vakneogan dize

i denti fi edriaigkdisednby- &t esamT &g t QaEQHl?éﬁ{s t hepgf ep%cttt%r‘ﬁh

scal i ng t?hglypggg aEhg vat er rk6$¥ a DVD cont I rat I n e pr ef erred
enbodi nent, - a scal g range Er %t PR tlﬁ‘ SEYahddE stdtR is

i mpl ement B4t Lermitty | @saledat seladiedt efort hathean reml-atgadent obcglemter than

+20% r el mhtasendrket.he st@ﬂ@lar ﬂoﬁcai;@nda&d | kgby dep C@é‘é&m%@' figant
details to IS therefore, not

n s of an
likely to %lp&onlln‘y ethi?%f mo‘éb‘byf:ﬁg%‘a@mlltar‘il’yf Yldde? i on of
great er tfRFEXTER r‘*é'leéﬂel via tvélatth@osru&n@ammghéars whikehyrit oscalise an
undesi r abbecitsg bl akks bpagdesrmr ondakbe bHRERAS MBI &5 {1 Fgggl an i mage
mpl e

too smal ld&ﬂtloﬁe&fq%n%%%de% tsl%.%.rl"l fa.(l)'rde SC&?Ed Lraterl}{ajg}g egrsus Il(grl'?-nt ed for

illicit copyln
standard scaled watermarks. Figure 3 provides an
illustration of this watermark distribution pattern. In

Figure 3, a sequence of video data frames along a time line
(representing DVD content information or other video
gources) are illustrated wherein a watermark is shown
embedded into each data frame. For convenience, each data
frame is assumed to have a duration of 5 seconds. As shown
in Figure 3, the watermark 300 sizes are different between
frames. The first data frame has a watermark at a standard
scale and the subsequent frames have watermarks with
randomly different scales. This pattern is repeated
throughout the duration of the video information {e.g.,
DVD’'s content length or other video sources).

It is to be appreciated that other patterns are also
within the scope of the present invention. Because the
standard scaled and non-gtandard scaled watermarks are
embedded into a DVD or any other video sources during its
production by a professional watermark embedder, no
additional hardware is required in a recorder which greatly
reduces the cost of the xecorder thereby making it more
attractive for recorder OEMs to participate in a proposed
copyright protection scheme. It should be clear to a
person of ordinary skill in the art that the watermark
embedding process is well-known and the watermark embedders
used for this process are well-known and readily available

10



is to be appreciated that other scaling ranges may be used and still be
within the scope of the present invention. Because a typical watermark
detector has a resolution of 0.25% a scaling step of (bgh%b §p§gghenented
in the preferred enbodiment to provide a nmargin agai nst <) I
is to be appreciated that other scaling steps may be enpl oyed as well and
that a variable scaling step can also be inplenented in the present
invention. Wth 8 28 January 2004 are a total of 100 non-standard scales in
the preferred enbodi nent. Fron1these it is highly likely that one of the
non- st and S he ' do_the scal e fhat ed in
&gk E%ﬁﬁlé@tlyl ggké By v\ﬁ{lgg pro ?%?Iﬁ(a# g&:gfrglar%

i mage scalé@g di scuss above, en t hie y such
"inverse" AAeT AEPRS & Heev ItONERBA éﬁﬁl%¥%feQﬁYtqgﬁbmauapnﬁﬁﬂ b¥% restored
to its otthgi pakseatuéntrhetixy @b | eivéay hdvehwiserdmy kiflalpGtraahe. detect
the watermark. Mreover, a typical watermark detector requires as much as
5 seconds to de%ect xtract and process the information in an enbedded
wat er mark. As SOEhPrERERTELaPrRgdite nebdshea nRatentm thvention ofa 5
seconds i etheiguef éor goresehodiiianicit ldopyanho de apREccCihiaredmbbadnt hi s

i i U dutahi a9 DYpeSUb] Behol Oy£AANAR A% JRAYEHLBLERIBL ket el or s are

i ntroduced.. In the pregerre odi nent esir ®the
wat er mar ko HERRE ABr d StafBufordesspripre - ENWh%%ﬁzﬂthﬁlayrﬁﬁﬁ@Rh Thi's
i s desi gnédventprovhae beédre dmédrxhaanznupﬁrﬁicaﬁaknbabbdpmé@ﬂ§ (theé. .

recor der §k}g&en@f{ﬁvér&ldﬁ%%hiisen&'%ém‘} aﬁ\/ﬁ%n&tg&egt no }'bfmge

scal i ng- feg%u&e i s avaé in the recor réecor VCR, or
ot her digF BT Ne - r 8Bbr d&EREFheconNRAICR) ‘%Jiﬁlrignet@)V[bhteothﬂW ay

| ength i scdatineated to the other (100) non-standard scales. It should be
clear to a

11




person of ordinary skill in the art that other ratios can also be used. As
an exanple, for a 2 hour long novie, there are 360 tines

(1800seconds/ 5seconds=360) that a standard scal ed watertmrk a ;S and
1080 tinmes (5400seconds/5seconds=1080) that a non-stan ‘63@85{)@

wat er mar k appears through out the rm\&gm@ecause there are 100
non- st andard scal es, the waternmark appears at each non standard scale at

| east 10 tivwhes isrcdagheduts:the novie. This neans that there are at | east
10 interruptions in an illicit copying attenpt each of which requires a
pirate to get up, rewind the discs, adjust the inage scaling to a new

scal e val ue, and-theft pasird etforrreventinga thej ddlicHe orrranneneé. videel y

di scour ages; JFeshatiQAE thhti 6kt c6QPYhAGecrbl EBPL 8. wRréBual&NUAT Yst2884xd N the
preferred enbodi nent, to evenly distrihute the . standard scal ed t er mar k
t hr oughout TRFE MB¢ &°°PLICTeEPGLsHRI s &dbRd 2 FEBRMEAY S FandaPtr st ed
wat er mar k iimagabeddetle empasetihaoviidegd askildndatchacesy efitr gfurpbheeD\VAE for 5
seconds fol.l owed %}i\ﬂé & S ond ﬁr & her duration periods of arbitrary

t e

ClrCcumyerl =] 1S1ng.:
non- st andard scal e ermarks. pé"f’ferngl S then repeated for the next

20 second interwdl baelsdting aifahge el sceibesogekertrsldnfioto tHe ABRESt andar d

scal ed watgLLABL K?sed@@ NPBmst %%déi&zﬁﬁéﬁ@ckh\é’a&%éﬁ{akﬁ ;are random y
sel ected for each novie to make it difficult to determ ne where in, what

movi e a particuPar warREIERRK &cHPESTHEEUNEVinghi ] piFTlerFPHE R Th the
rati o of theohotak réuFatdOscaieenbedeesd wimpdandoanalied faternmdikstver sus
non- standgzr.d scal.eg_water'nar ks. Figure 3 provides an illustration of this
wat er mar k ditSEr¥BuC on pattern. In Figure 3, a sequence of video data
frames along a ®lne &uneg (eepréseritd ngndVREcorteentitsif otanei derded.ot her

vi deo " embedding the watermark having another scale selected from the
'range of scales in the wvideo information for a sgecond time
perioa;

da) repeating step (¢} using a different scale from the
range of scales until N number of scales are embedded; and
e) detecting the watermark having the scale corresponding

to the image scale used to attempt to circumvent the watermark.

2. The method.of claim 1 further comprising the step of
repeating steps (b)-(e} throughout part or all of the video

information.

- 3. The method of claim 2, wherein the watermark having
the first scale is embedded throughout approximately % of the
duration of the video information and the watermark having other
scales is embedded throughout the remaining duration of the video

information.

4. The method of claim 1 further comprising the step of
repeating step (d) until each scale is used in scaling the

embedded watermark for a predetermined number of times.

5. The method of claim 1, wherein each scale is randomly

selected in step (c}.

-12-



sources) are illustrated wherein a watermark i s shown enbedded into each
data franme. For conveni ence, each data frane is assuned to have a duration
of 5 seconds. As showmn in Figure 3, the watermark 300 ségggL%h? fferent
between frames. The first data frame has a watermark at“a ot d% é’ scal e

and the subsequant f ragbsethaveonaiIRIiNEEKSwitirin tROdemyY 6k féanest sscal es.
This pattern is repeated throughout the duration of the video information

(e.g., DVIFPUEoRERETFEHGERIYTIVE: herth aesndesdreedde- 1t is to be

appreci ated that other patterns are also wthin the scope of the present

i nvention. Becayse th standard scal ed and 'ngn-st andard. scal ed t er mar ks
are enbedded i %t'o aT%?/ﬂ‘?f?‘OgnQ}go‘E gi d‘g}?r obr ER% LHLPruf"ﬁﬁri?g Sc\é\‘?ﬁﬁucti on
by a prof esisi creakrmwiatedr bar khendsegdesf imegeaddalésondlathasyvies aided asdjui r ed
in a recorder (iGN Oeal it LEMCEs. e GOSIe 8f W LSaGer ofder bher eby
maki ng it ré attractive ror recorder to participate 1n a proposed
copyright protection schene. It should be clear to a person of ordinary
skill in the art that the watermark enbeddi ng process is well-known and

t he wat ermark enbedders wused for this process are well-known and readily
avai l abl e 10 28 January 2004 for sinplicity sake. Because a professional
wat ermark enbedder costs a few thousand dollars, any costs inposed by the
present invention to these nachines are insignificant. The preferred
enbodi nent of the present invention, a ‘technique to prevent illicit
copying of video information such as DVDs or other video sources
notw t hstandi ng the use of inmage scaling, is thus described. Wiile the
present invention has been described in particular enbodi nents, the
present invention should not be construed as limted by such enbodi nents,
but rather construed according to the bel ow
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clainms. It 28 January 2004 CLAIMS What is clainmed is: 1. A nethod of
preventing the illicit copying of video information that is copy protected
by a watermark of standard size and |ocation consistent,wth a (% ndard
scale, where the inmage may be exposed to i nage scaling %%%%39’?

pur poses of circunventing the watermark, conprising: a) selecting a range
of scales corresponding to the inmage scales used to attenpt to circunvent

the watermark; k)., emrhgddi fgrdanaber nardinhayi NowiaeddihsSt rigcal @ rgel egted
.fromthe range of scales in ,tg‘e Vi deg}in ormatjon for a first _tine
period; c) AP BT heSTERES 0P ENSFEY st FHE 5eTF ode T fBeddi 1fy t he
wat er mar k haatetrgasin lchectsc abedsadcect extrhromanieproangetiof wacatmeskin t he
video information for a second tinme period; d) repeating step (c)-using a
different scale fromthe range of scales until N nunber of scales are
enbedded; and e)9-det dpplyigat kaewmedradn Elccordiingg tehelaignlle oy sdperding to

the imge sgal@nisath ¥PoRld @AB 410 vekisumeentsd hgyyat ermark. 2. The net hod
of claim1 further conprising the step of repeating steps (b)-(e)

t hroughout part or all of the video information. 3. The nethod of claim 2,
wher ei n t he wat annar kphRyinag thehfefidaStacseditgl toeabeddad dohrmowgbma

approximately. 3A of the. duration of the yideo.i.nformtion an _
wat er nar k h%gﬁﬁa%ﬂ?er Eregal gbsroiagcaésrﬁjedcfgﬁa? hér)eollﬂ;ir out’ the re?r%e%ﬁ%b
dur ati on ofddlligeveédiodded rdayrmasi on. 4. The nethod of claim1 further
conprising the step of repeating step (d) until each scale is used in

scaling the - o )
11. The method of claim 1, wherein the first time period

is substantially the same as the second and subsequent time

" periods.

12. The method of claim 1, wherein the first time pericd

is different from the second and subsequent time periocds.

13. A record carrier storing a content (201) that is copy
protected by a watermark (202,300) of a standard scale, where the
content may be exposed to a range of image scales designed to
circumvent the watermark, the record carrier comprising having
the watermark at different scales embedded into the content
according to a pattern such that the watermark having a first
scale selected from the range of scales is embedded at a
respective position on the record carrier correspending to a
first time period of the content, wherein during or at the end of
the first time period the watermark having another scale selected
from the range of scales is embedded at another position on the
record carrier for a second time period of the content, wherein
the watermark having different scales are similarly embedded in
respective positions on the record carrier until N number of
scales are embedded, and wherein the watermark having the scale
corresponding to the image scale wused to circumvent the

watermark, 1s detectable.

-13-



enbedded watermark for a predeterm ned nunber of tinmes. 5. The nethod of
claim1, wherein each scale is randomy selected in step (c). -12 28
January 2004 6. The nethod of claim2, wherein the rangs ¢, GH s
about 20 percent relative to the standard scale. 7. The rreﬁmggﬁg# claim1l,

wherein the N nugper I i s .determ hed the range_of image ;scal es
that may be usedgg'nd ﬁ%ysrﬁ%gg%?%%n%?kg%e?g%q gﬁ’ré’ﬁ%ﬁfﬁ dheof e eder nar k
det ector. - ¥ararmegk]aatseyn 2004 @pedtrsl nedvodhoft chaitm & wher eifn whee fir st
and subsequepiedt BBrHBIhOES @LrBasRd Qe time required by a watermark
detector to detect, extract, and process tlhe wat ermark. 9. Applying the

nmet hod according to claiml1l to a signal originating froma D gital
Versatile Disc (IWD).tHd. Al ngatheedretdrod @aggpr dipg t gn&lainm kpko a
signal ori ipati ng from br oaggast .c%bl e-delivered, or internet- delivered
vi deo sour cE& SRR ThEEhod SBF cEATTH 1, STHEr eidf tH Pet t FREPYEriod s
subst anti al byt tdrprezimmtadythefs tbondnanct subserpeahdt i@ wapemaeds. 12. The
met hod of claim1, wherein the first tinme period is different fromthe
second and subsequent tinme periods. 13. A record carrier storing a content
(201) that is copy protected by a watermark (202,300) of a standard scal e,
where the .content may be exposed to a range of imge scal es designed to
circunvent the watermark, the record carrier conprising having the
watermark at different scal es enbedded into the content according to a
pattern such that the watermark having a first scale selected fromthe
range of scales is enbedded at a respective position on the record carrier
corresponding to a '

-13/1-



first tinme period of the content, wherein during or at the end of the
first tinme period the watermark having another scale selected fromthe

range of scales is enbedded at another position on the é@ﬁé}ﬁg\,}p%dd er for
a second time peri ql)tgérthe content, wherein the waternmar avi ng
different scal es afe STl arty % FERadawY thrpughous piet fereiqiagi durofonon t he
record carrier®uf®s conksntinber of scal es are enbedded, and wherei n the
wat er mark having the scale corresponding to the inage scale used to

circunvent the wajgermypk, s cﬂectaec,t able. 28 January 2004 14. The record
carrier of claim13," wherein thé emedfedlaifailer ibekeimatherambediciepeat ed

t hr oughout parf &r25F |IPasFerthés reppsteduntilr addhoscank 1sh@sdaesQldagiaprier. 15.
The record cartteembedded] edteridk shes %Eéheﬁ:%dné’é@Lﬁ#bg@rolg having the first
scal e i s enbedded t hrough- out approximately '4 of the content duration and
the watermark 28 J 'Ua]i% 2004 having other- scales is enbedded throughout
the remaining -duration 61 FTREFCHHFEPR oL 16.2iTHS, rdeoeth easts isesle0fiscl ai m 13,
wherei n the efBedHey sehpatedmark pattern is repeated until each scale is
used in scaling the enbedded watermark for a predeterm ned nunber of
times. 17. The rec@rd garcigr .of claim13, wherein each scale is randonly
sel ected. 18. The record carrierofoti’di foi® Lsheperein tthe ramgeodf scal es
is 20 percent SFEEatIsVE2¢ gerdfet sedndare dosorl ecandfa Jheer ecord carrier of
claim 14, wherein the N nunber of scales is determ ned by the range of

scal es that may bggused. apd Ry the waternmark detection resolution . of a
wat ermark detecto ° The recort rc&%r?’é‘rlmolchY’%ﬁfrﬁPléEhEMem@ﬁrthe first

. 20. The
and subsequeh Stcfjri?es FEr aTRRPR Byashs ronoe hé ddabes rReplinedbdyisas wWat er mar k
detector to d¥%chky dher awtermank peoeess t ReoN@ieh MUK o watermark

detector.

20, The record carrier of claim 14, wherein the first and
subsequent time periods are based on the time required by a

watermark detector to detect, extract, and process the watermark.

2l1. The record carrier of claim 13, wherein the digital
record carrier is a Digital Versatile Disc (DVD).

22. The record carrier of claim 13, wherein the first time

reriod is substantially: the same as the second and subsequent
time periods.

23. The record carrier of claim 13, wherein the first time

period is different from the second and subsequent time periods.

24. A signal carrying video information that is copy
protected by a watermark of a standard scale, where the wvideo
information signal may be exposed to a range of image scales
designed to circumvent the watermark, the video information
signal bging embodied in a bropagation medium, the video
information _si@al having a watermark dt  different scales
- embedded inkto the video' information according to a pattern such
that the wat;ermark having a first scale selected from the range
of scales is embedded in the video information for a first time .
period, wherein

-14-



21. The record carrier of claim13, wherein. the digital record carrier is
a Digital Versatile Disc (DVD). 22. The record carrier of claim 13, wherein
the first time period is substantially. the same as the 5‘(5}541
subsequent tinme periods. 23. The record carrier of clai %ﬁ% %erel n the
first tinme 99EIRHJIOF salli ther ent bEorhe heisac opgheand, suhseguent  Line

periods. 24hafisd 98abeica I ¥k video.information that 1s copy epIF"Siréct ed by
i sc%a?lgse, E%ﬁflecwg H:Ié'o’i‘/‘i d&5 FHI96r nef | 6mategnas may be

a watermark o st andar d : wheret

exposed to A of? i FaRjevides etnfcdwstigmedtdro &i g@@ﬁﬁ(—_ﬁngi@epé&gggr mar kK,

the video | mherdimt i 6ife Ska@&SharRei 11816 i in a propagation nmedium the
i " ?2%5? G GFIFERertt s caiBdarinbedded

video inf og%dd% ignal having a wa
into the video 1 ntornaltorf *5REIrdIPngite perpedst dnn thachiddohaheéhervas er mar k

having a fi HBtilsdakemset et edaféonchensags L i 3.eobedded in the
vi deo i nf or aBdign £i00 c;jhé st time period, Merde?\'%é‘%%%‘ fg‘e\]'ﬁ%%e&?@rléom
during or at.the end of the fIfst I HEDeF? odheheinageersnalle wmed o anot her

scal e sel ectEFYFVERt the vakrymack, sicabiessdtabienbedded in the video
information for a second tine period, wherein the watermark having

di fferent scal es,,are Ei m|arly enbedded during respective tinme periods in
the video inforfati of euktfso Nrfeorrddonf sigral est arkmienbeddathreandemherein

t he vvaterna@tlbedﬂad'/iwag:et-heﬂsq:&lteeﬁxorifsei‘rlaﬁéﬁgeﬁg%hp%ﬁl Lmage scal e used to
circunvent ghe r ..0.S detectabl e. 25. The Wi %Ledé,pl ﬁtf 8rrrrﬁﬁ ot si gnal
d tﬂoﬁa{% tHe g%%t :
of claim24, wherein the —enbedded™ metk pattern.is repeated throughout
part or all of the duration of the video information. 26. The video
information sigoal ofnhél@idn.2nrigielD tihe waternark having the first
scal e is enpedded throughout _ stgnal ot claim 25, wherein the
.a ermark having the first scale is embedded throughout
approximately % of the duration of the video information and the
watermark having other scales is embedded throughout the
remaining duration of the video information.

27. The wvideo information signal of claim 26, wherein the
eimbedded watermark pattern is repeated until each. scale is used

in scaling the embedded watermark for a predetermined number of
times. .

28. The video information signal of claim 25, wherein each
scale is randomly selected.

29. The wvideo information signal of claim 25, wherein the

range of scales is +20 percent relative to the standard scale.

30. The video information signal of claim 29, wherein the
N number of scales are determined by the range of scales that may

be used and by the watermark detection resolution of a watermark
detector.

31. The video information signal of claim 25, wherein the
first and subsequent time periods are based on the time required

by a watermark detector to detect, extract, and process the
watermark.
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approximately % of the duration of the video information and the watermark
havi ng ot her scales is enbedded throughout the remaining duration of the
-video information. 27. The video information signal of.,gl4] Bgogrher ei n
the enbedded watermark pattern iis repeated until each. scale I's used in
scaling the enbedfed WaEeVHIFk PP R IPPRIBI® AEdSHFhER : oihergineshe 2g.

The vi deo i nfptgpatirmmereagital efgrallaiin 26, bebad®ist, eatdblesadlieersd,r asdonl y

selected. 29, The video information signal of claim?25, wherein the range
of scales is" rﬂ%?‘cée?eﬁ'tw%% atvlgg'%o tS&gFla"ng' standard scale. 30. The video

i nformation signal of claim29, "wherein the N nunber of scales are
determ ned by thesr anggeof; SLAliaSoLMal HBY: 28 ggegwﬁﬂ 293(,; thE- Rt engmr K

detection resolution of a watermark detector. The video information
signal of cl&igpt25inghereiad tife sWrERRtigddy stibR egiiemt 2% | e prasosts 28fe
based on t hesiyseBuéadwingheribiisa Wat ermark detector to detect, extract,
and process the watermark. -15 28 January 2004 32. The video information
signal of claim24, wherein the video information signal is a broadcast,
cabl e-del i vered, 3ar Theevinkio defonmetédn vsidealsbfnalain324, Thieendidebhe

i nformation gsi gnal_. | m 2 rein the first_ ti i I

subst anti al I?/utgﬁe tég%egggiﬁeése%gﬁgg%%d P:gou sﬂglrc?uesrécloglg ngﬁ%e??%%%uegz. The
vi deo i nf or niiMeonexiagigal of claim 24, wherein the first tinme periodis
different fromthe second and subsequent tine periods.
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