1 MBI LE COVMUNI CATI ON DEVI CE PROTECTI ON SYSTEM AND METHOD Field of the
Invention 5 [0001] The present invention relates to a nobile comrunication
device. Particularly, the present invention relates to a security
protection systemand nethod for a nobile comrunication device. 10
Background [0002] Wth many conmuni catilons take pl ace over a distance
wirelessly via nobile comrunication devices, such as a nobile phone, it is
increasingly inportant that the communi cations over the air are remained

private an
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audi o and video comuni cations. [O00GARTHEOS are vari ous ways that the
eavesdropper intercepts a private comunication. At the sender's or the
receiver's end, as the communication signals 20 are transmtting freely in
the air. Any one with an appropriate receiver can obtain a "copy" of the
communi cati on signals when equi ppédd of the Iapgatiopri at e tool s t hrough the

air. The communication signal can also be tapped over the circuit swtching
station"or through the infrastructure of voice/data circuits of the
comuni cat [W¥Aldevi cedhe ameseapdonyentionorelaies tto prvobide comununieation deviemm
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encrypted voi ce anne nee eve a nore
accept abl efdremabdbilyf comenunicdtion de®id@5] That is to say, in the absence of
envi ronnment al awareness and control, 30 even if the comuni cating devices
bei ng used are capable of perform ng the highest |evel of cryptography,
the en§gre voice/data security pathB’&ckéroﬂR& be present in this

[0002] With many communications take place over a distance wirelessly via
mobile communication devices, such as a mobile phone, it is increasingly important
that the communications over the air are remained private and secure. However, most
15  of the communications exchanged through the air can be eavesdropped. These

communications include data, audio and video communications.

[0003] There are various ways that the eavesdropper intercepts a private
communication. At the sender’s or the receiver’s end, as the communication signals
20  are transmitting freely in the air. Any one with an appropriate receiver can obtain a
“copy” of the communication signals when equipped with appropriate tools through the
air. The communication signal can also be tapped over the circuit switching station or

through the infrastructure of voice/data circuits of the communication devices.

25  [0004] In order to protect the channels from being tapped off air and/or over the
circuit switching station, end-to-end encrypted voice/data channel needs to be

established to achieve a more acceptable level of security.

[0005] That is to say, in the absence of environmental awareness and control,
30 even if the communicating devices being used are capable of performing the highest

level of cryptography, the entire voice/data security path will not be present in this




2 scenario. Hence, the control of usage of content is the primary step or
requi rement towards security and privacy. [0006] In an exanple of nobile
comuni cati on devices such as nobile phones 5 that uses GSM protocol for
communi cation, has designed within its |evel of security feature that
prevent common eavesdroppers with limtéd resources from breaking through
easily SIMcard and its encryption. However, wth the help of sone
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10 [0007] Wwasds secuiity aslqwivacwl that for secured conmmuni cations, even over
a digital network Iike GSMwhich has its built-in |level of security, an
end to end encrypted voice/data path is required to guarantee a secured
path. 15 Syoosy ¥y [ 0008h eXhBpRIFS8SYilel BWERiQRioR RVicHSSuch MR phones |
comuni cati on device havin an application processor, and a co ni cation
nodul e, 5 whihag usesaGE8lhaioesd oo pomimunicaiior rhas idesignasbivitbincienieveli efasecuritydevi ce

i s execute t licatian processor and., cO nicated via the,.
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oper abl e t Brafessionab eapipmest and calsg ot i thetinfastpicsre sends itywillt be diffienlintocat i on
nodul e, an ngltgp [t 0 gm;' on the nobile
conmuni cat ggér{ ev%elﬁ{gﬁgwt%n%)c%\%/g#ﬁtg%&aen&exeé%@g%ebperat I on when
eavesdrnoppi ng or prohibited activity is detected. When a comunication with

i ntended nohile co ni cafion device is established, the securi tg, )
processor 994 so r edBYRd} 1516ssential that for secured communications, even over a digital

network like GSM which has its built-in level of security, an end to end encrypted

voice/data path is required to guarantee a secured path.

15
Summary

[0008] The present invention provides a mobile communication device having
an application processor, and a communication module, wherein a communication with
20  another mobile communication device is executed by the application processor and

communicated via the communication module.

[0009] In accordance with one embodiment, the device comprises a security
processor adapted to connect to the application processor and the communication
25 module, the security processor being operable to take control of the application
processor and the communication module, and to monitor all executable operations on
the mobile communication device and to overrule an executed operation when
eavesdropping or prohibited activity is detected. When a communication with intended
mobile communication device is established, the security processor is also responsible

30 to encrypt and decrypt communication signals of the communication module.

[0010] In accord:ince with another embodiment, there is provided a method of

providing secure communication to the mobile communication devices.



30 to encrypt and decrypt comrunication signals of the comunication

nodul e. [0010] In accorda nce with another enbodi nent, there is provided a
nmet hod of providing secure communi cation to the nobile comunication
devices. 3 Brief Description of the Drawings 5 [0011] This invention wll
be described by way of non-limting enb8di nents of the present invention,
with reference to the acconpanying drawi ngs, in which: [0012] FIG 1
illustrates a bl ock diagram of a nobile conmunication device in accordance
wi th one enbodi nent of the present invention; 10 [0013] FIG 2 illustrates
a bl ock diagram of the securi ty processor in accordance w th anot her
enbodi nent of the present in %)h 001?&@FI G .3 illustrates a schematic
di agram of a nobi |l e communi cBFE escriptiga of the DTAWES or dance with anot her
enbodi ment of the present invention; [0015] FI G 4 shovvs a fl ow di agram of
a crypt in acc Q. tion;
and 20 T00RI TE & 5P npih e 88 Resibeg Bl WR or BhniRuRt BRERLRE. 701
devi ce in theqeeenttincention; Wwith mfemﬁb@w theaéco@ipahjnﬁg ﬂf@ﬁﬁgﬁ, in Wiizht i on. 4
Detail ed Description [0017] In line with the above sunmary, the follow ng
description of a nunber of specific and alternative enbodi nents is

provi ded t dersta t i t tion.
It shall bteb I<'Ellipipar ent F% ggledssééﬁta bg&ikn(ﬁt adrfIaexﬁ %&%%/Jﬁn%g%ﬁ{%?ég@éﬁ@entl on
may be pr aatcosiadcenivithout embodinepeof ﬂaeanezkemtandremwﬁorre of the details nmay
not be,é described at length so as not to obscure the invention. For ease of
referem:e common reference nunerals will be used throughout the figures

when referfofg to thRIG, 2 illustrates a block diagram of the security processor in

accordance with another embodiment of the present invention;

[0014] FIG. 3 illustrates a schematic diagram of a mobile communication

15  device in accordance with another embodiment of the present invention;

[0015] FIG. 4 shows a flow diagram of a crypto mode in accordance with one

embodiment of the present invention; and

20 [0016] FIG. 5 illustrates a block diagram of a mobile communication device in

accordance with one embodiment of the present invention.




same or simlar features conmmon to the figures. 10 [0018] FIG 1
illustrates a bl ock diagram of a nobile conmunication device 100 in
accordance with one enbodi ment of the present invention. The nobile
comuni cati on device 100 conprises an application processor 110, a
communi cation nodule 120, a codec and dudio switch 130, a speaker 132, a
m crophone 134 and a 15 security processor 150. The application processor
110 is a processor that executes ﬁ@gﬂ<fﬂai iggVvi ce operating system and
all other applications available on t% } conmruni cat i on devi ce 100,
and provides overall control of perlpherals of the nDblle conmmuni cati on
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adapted to establish conmmunications with networks and other devices. The
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codec and aaglinot BaiéseribdBat leseth 664 Adtdo Begcui’éth@QINdhﬁbhlm casebifefRidnbe,f or a
voi ce enabl ed device. The speaker 132 and the m crophone 134 are connected

to the codeempwy rafgmmnse aumerals wilh bamsedthronghauigthe figyresewhan ssfarring tq the t he
speaker 132, an e m crophone 134 are encoded and
decoded herel ngrvgll%ﬂ?ﬁ% ger séc??rﬁla&g%dtﬁéﬁghﬁ In normal operation, the
applicasion processor 110, the communi catlon nodul e 120 and t he codec and
audio switch 130 30 &, nct n as ot hcle qu(?bl | e com‘rum cation known in the
art. For el e wh 1, flgstratesa Dlackeingrem of & Spahile; coREHCRION de¥ice00 t o
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module 120, a codec and audio switch 130, a speaker 132, a microphone 134 and a

15  security processor 150. The application processor 110 is a processor that executes and
runs a device operating system and all other applications available on the mobile
communication device 100, and provides overall control of peripherals of the mobile
communication device 100. The peripherals include display screen, input keys, LED
indicators, etc. The application processor 110 is further connected to device memories,

20 such as RAM and ROM. The communication module 120 is adapted to establish
communications with networks and other devices. The communications are based on
the communication protocols such as Global System for Mobile Communications
(GSM), 3G, Code Division Multiple Access (CDMA), General Packet Radio Service
(GPRS), Bluetooth (BT) and etc. The codec and audio switch 130 is provided for

25  controlling audio path for a voice enabled device. The speaker 132 and the microphone
134 are connected to the codec and audio switch 130 where the audio to be outputted to
the speaker 132 and the audio received from the microphone 134 are encoded and
decoded herein via the selected audio path. In normal operation, the application
processor 110, the communication module 120 and the codec and audio switch 130

30 function as other mobile communication known in the art. For example, when a user
uses the mobile communication device 100 to make a phone call, the application

processor 110 executes the communication module 120 to establish a connection.



130. The application processor 110, the conmunication nodule 120 and the
codec and audio switch 130 nmay already provide with standard security
features, such as password/pin code protections, data encryptions and the
like. 5 [0019] Still referring to FIG 1, the security processor 150 is an
addi tional processor or secondary procéssor provided for performng al

ci phering and deciphering of the audio/video/data contents and providi ng

secured co | ' : 10 . 1. i r r ' (3 ed,
a1 oper at Pargk $5 dRBcch) KAl En Rl a deBURT BB podex Bl 36 ERTC,
overrul ed b30.t hhe sgplicatidryprocessashl®; thebddmrhaicaaueduye 20 aesthe codeandi ng on
security sett.ings. by e secyrity processor 150, . nost, of the operations,
i f not al|3uyp gﬂé"?’nﬁ%{;l@a&ﬁiﬁ?ﬂﬁ&ﬂ ngY‘éﬁ YYE{H Handarsh spily rfseturesp shelpasat e
aut hent i cat,) : Rk application processor
15 110, th éﬁ?@ﬁ{ﬁﬁf’%%??%%%ﬁﬁ%%ﬁ‘ﬁﬁhﬁﬂe co%lgge'and audio switch 130.
[ 0020] 9he security processor 150 is adapted to take over the encryption

and decryption operations, and thus the processing |oad of the application

processor 110 is |ightened substantially. 20, [0021] With the security
processor P8#act i vaggh,regr%’&%n% 1611, 3R peeUiEE Progesger i iscan: gdditianal at i on

devi ces 10Q;jcessBf @Incls'eé&fdgﬁﬁ bpé?@ééﬁ&d EPEIQHHH{“ foft ?ﬂ-?omﬁﬁ%nacﬂn aﬁﬂeggrgr Ahll

transm ssions are encrypt ore sendi ng and ey are only ypt abl e
by t he secdedipheringorfethe andibBidel/dats eomtotis | and quoviding csetired cdamundgcatiofs.on 25

t he ot her d. The signals obtain inthe aiy or at the infrastructure
swi tonfhg Shepu e SpAER BrPedbolich eRovcd ShnmerRecasi Oh By LY 100,
Wi thout a psmRBhicABST HENEON90 ardl ifitdkiipted dHBiaRlA B ﬂh@%leé.lrft? desdoi150
parties. The proper decryption requires ciphering” keys betore the data

coul d be déursgpuri. purpeseci Pepsniding deyecusite satihgs kon dhensdoetityepnocessorelMecuri ty
processor 1%1%% 8115 tlfeh(?pe%a ﬂ)rr]l(sa,ci 'no aﬁ?gf lthee mobile gér%%uhﬁgtignegle\%ges ll]ﬂ? ?équired
appropriate authentications before they can be executed by the application processor

15 110, the communication module 120 and the codec and audio switch 130.

[0020] The security processor 150 is adapted to take over the encryption and
decryption operations, and thus the processing load of the application processor 110 is
lightened substantially.

20
[0021] With the security processor 150 activated, a communication between
two mobile communication devices 100 is an end-to-end secured communication
transmission. All transmissions are encrypted before sending and they are only
decryptable by the security processor 150 of the mobile communication device 100 on

25  the other end. The signals obtained in the air or at the infrastructure switching circuit
or anywhere between the two communication devices 100, without a proper decryption,
are fully unusable signals to all third parties. The proper decryption requires ciphering
keys before the data could be decrypted. The ciphering keys are only known between
the security processor 150 of the connecting mobile communication devices 100.

30
[0022] In case of communications between the two mobile communication
devices 100 through a GSM network for example, the secure transmissions may use

GPRS channel or transparent data mode in accordance with one embodiment. A




30 [0022] In case of conmunications between the two nobile comunication
devi ces 100 through a GSM network for exanple, the secure transm ssions my
use GPRS channel or transparent data node in accordance with one

enbodi ment. A 6 comrunication under the GPRS channel is a packets oriented
communi cati ons. GPRS service supports & high data transfer rate for
comuni cations. GPRS channel may be preferred when a conplexity of
encrypti on gt GRARGEARIL ThdGPRS Q%Em&‘? R G ckefdioBbntell @%ﬁhuﬁcaﬁbx&ﬁ €GpRY
mechani sm I n Transparent data node, on the other hand, 1t can be 5 used
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of exanpl eaglikving laf moSe Mknt MidioRItot CorBudichtioh Eldinh€lN t Phédeears GoisibRl t he
present invention. In_ accordance wth another enbodi nent, the codec and
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[ 0024] 161 Gskilled pérsad that ethercommaiicatichoshanel$ ot iedsean be dysifgdocessor 150 in
20 accordance with anot her enbodi nent of the present invention. The
security processor 150 conprises an encryption and decryption nodul e 210,
a_conpressygisnd Ao QRS bAbolRIH: he 0dectbd Rl SAUMH 0 Sl

ul'e an

nodul e 230, a ‘configuration an settings no an intertace
adapt at i onbyvaylof eérfple only. It is not intended to be a limitation to the scope of the present

invention. In accordance with another embodiment, the codec and audio switch 130
15 can be a codec and switch for video as well provided for video conference
communication or the like, of which, video-capturing means (not shown) is required in

addition to the speaker and microphone.

[0024] FIG. 2 illustrates a block diagram of the security processor 150 in
20  accordance with another embodiment of the present invention. The security processor
150 comprises an encryption and decryption module 210, a compression and
decompression module 220, an echo (audio) canceling module 230, a configuration and

settings module 240 and an interface adaptation module 250.

25  [0025] The encryption and decryption module 210 is the core of the security
processor 150 where the entire ciphering/deciphering algorithms and methods to secure
data are implemented. The signals to be transmitted and received are
encrypted/decrypted herein. The complexity of this module is determined by the level
of security required and the algorithms used to ensure that it could not be hacked.

30
[0026] The compression and decompression module 220

compresses/decompresses the data for transmission. It allows data transfer to be more



25 [0025] The encryption and decryption nodule 210 is the core of the
security processor 150 where the entire ciphering/deciphering algorithns
and nmethods to secure data are inplenmented. The signals to be transmtted
and received are encrypted/ decrypted herein. The conplexity of this nodule
Is determ ned by the level of security #equired and the algorithnms used to
ensure that it could not be hacked. 30 [0026] The conpression and
deconpr essi . o) t .
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I nportant as the data size is increased after an encryption process. [0027]
The echo canceling nodul e 230 provides echo canceling algorithmfor 5

cancel i ng t[dﬂmfPhO NaiRecHE REAGIIRE m&auwgsmgw&s AT RAd Qrogoﬂﬁﬂﬁ & 100.
[ 0028] The contiguration and settings nodul e 240 is adapted t0 nmanage
securit§ pzasgebingthe gshownpise dempyated én the anptilewomnomamsion dédoe 108. wor ks i n
conjunction wth a graphical user interface (GUJI) allow ng users to
custom ze the security settings 10 according to needs. [0029] The
interface aebapf ati on Theyesnfigedtion 3RP BRINkS hb®u1OT 240069 adambd a6t Mangpemmand

and data between the the security processor and the application processor.
It al so napRES Paismetsh Prolidedaby theosesutiycprocessyr Bk k Btworksdn icorjundtivinng
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appl i cavi oncgrrdingssncedso that information could be transferred correctly.
In this case, a corresponding interface adaptation |layer nodule or the
like is required on the application processor 110 in order to comrunicate

wor ki ng SRl And 1HBguRARed ppidlon RFerARRAS 240 Aol BETRABLaIf DERIR. oo,

150. command and data between the the security processor and the application processor. It

also manages and controls all communications packets and its timing requirement to
15  ensure communications meet the defined specifications. In addition, its other main role
is responsible for communicating with application processor so that information could
be transferred correctly. In this case, a corresponding interface adaptation layer module
or the like is required on the application processor 110 in order to communicate with
the security processor 150 for the application processor 110 be working smoothly and

20 interfaced effectively with the security processor 150.

[0030] When a call is received, the mobile communication device 100 on the
recipient end determines if the mobile communication device 100 on the calling end is
making a crypto transmission that requires to activate the security processor. If the
25  receiving call is not the crypto transmission, the call can be made in accordance with
the usual GSM communication protocols. If a secured transmission is required, the
security processor 150 of the mobile communication device on the recipient end is
activated automatically to establish the connection in the crypto mode. An
authentication and verification may be required to determine the rightful user of the
30 mobile communication device. Accordingly, the signal transmitting between the two

mobile communication devices 100 are secured.



[ 0030] When a call is received, the nobile comunication device 100 on the
reci pient end determnes if the nobile comunication device 100 on the
calling end is nmking a crypto transmi ssion that requires to activate the
security processor. If the 25 receiving call is not the crypto

transmi ssion, the call can be nmade in adcordance with the usual GSM
comuni cation protocols. |If a secured transmssion is required, the
security PIgRessor LEIGO13 MRl 4 SR HGERP b AP Yidhle lbriifiniCAfhP! et
end is activated automatically to estab connection 1n the crypto
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15 When a prohibited activity is detected, the security processor 350 takes over the control

and denial the prohibited activity accordingly. Similarly, when the security processor
350 detects any unauthorized executions of the wireless modules 320 and the audio
switch 330, the security processor performs execution of an overruled mechanism to
deny all the unauthorized executions and operations. For example, when the mobile
20 communication device 300 is intruded by a privacy-invasive software, the personal
information stored in the mobile communication device 300 may be collected and sent
or broadcasted to a third party without the user’s consent. In this case, when the
security processor 350 is activated, the execution of the privacy-invasive software
would be denied. Even if the privacy-invasive software is able to be executed,
25 unauthorized communications initiated by the privacy-invasive software via the
wireless module 320 is also blocked by the security processor 350, as the security

processor 350 would overrule any unauthorized activities.

[0032] FIG. 4 shows a flow diagram of a crypto mode in accordance with one
30 embodiment of the present invention. The steps comprise activating crypto mode at
step 410; taking controls of the mobile communication device at step 420; overruling

invalid operations at step 430; validating user and data at step 440 and encrypting and




and denial the prohibited activity accordingly. Simlarly, when the
security processor 350 detects any unauthorized executions of the wreless
nodul es 320 and the audio switch 330, the security processor perforns
execution of an overrul ed mechanismto deny all the unauthorized
executions and operations. For exanple, 9when the nobile 20 comuni cati on
device 300 is intruded by a privacy-invasive software, the personal 4
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processor taibinatrHbf fdet aBfhentidfiolREY laﬁ% OBt Hit Qﬂtr)gﬁléé gel‘f‘)‘fin{ %%nSt ep
430, the security processor overrules the operations by othér nodules of
t he nobi | eor thermobileatanumunieatianedeviey Austep #5@ the ssturitypeoedss@rtakesiovet thdi ng

comuni cations,.on the . nobile ¢ n}i}lfat i on, devi ce_are

deni ed/ r ej TLEHBF Andedearyptigns e yrapsmisgions, withathes plgprithms proprided

securi §y PiREMSSODuring the transmissions between two mobile communication devices,

e

encrypted signals from the security processor of one mobile communication device is
only decryptable by the security processor of the coupled mobile communication

device.

20 [0033] FIG. 5 illustrates a block diagram of a mobile communication device
500 in accordance with a further embodiment of the present invention. The mobile
communication device 500 comprises an application processor 510, a WiFi and
Bluetooth module 521 and a GSM module 522, an audio/video switch 530, audio I/O
means 540, a security processor S50 and a crypto overruled control circuitry 552.

25  Similarly, the application processor 510, the WiFi and Bluetooth module 521, GSM
module 522, the audio/video switch 530 and the audio I/O means 540 are provided for
normal operations of the mobile communication device 500 as others known
communication devices. The security processor 550 is further connected to a crypto
overruled control circuitry 552 which is hardwired to the WiFi and Bluetooth module

30 521, the GSM module 522 and the audio/video switch 530 to take over the a full
control of these modules from the application processor 510 when it is activated in the

crypto mode.




10 validates user and data to ensure that the communications are

est abl i shed between the intended end users. This is achieved with the

aut henti cati on and validation conbination of user authentication key and
ot her biometric entry like fingerprint scan on the nobile comunication
device. At step 450, the security procet@or takes over the encryptions and
decryptions of the all transm ssions with the algorithnms provided 15
therein. During the transm ssions between two nobil e comruni cati on devices,
encrypted signals fromthe security processor of one nobile comunication
device is [Q9d#h decr Pptvael andsgcunity isalovays the mainceneasn taopersanel wéerplatign.nobi | e
conmuni cat i ,QF | ce. 20 ] F | 1l ustrates | ock di aqr of a
nobi | e conn%hc% |f3’%% e\%/licc(:)éﬁ 8 1'i E%léeg,o%sdjg Ce .r{l%reg"e qErref ﬁreermfge%{)age(rﬁ Went of
t he presenbné¢ mobilt commuhlivatioh devie, ofefithin tod!hed off ehd seesop@linfirfifibs &% an
application processor 510, a WFEi and _ Bl uetooth nodul e 521 and a GSM

modul e 522 stoggd tgﬁ'&i‘bfoi icawoacssist dihatomthenihgrdiand makgei gasigfor an infmdey tor y

processor : k verrul e . ' LY. ) i larly,
Do appl 1 copairh B Befi ¥8tBndl fdrhafit AP Hilashe Slerky ivhe by BRIk oo}
modul e 522 commmniation devide o Coninarhsthdtard netvidile pastdéads hre@uibe-dm svith4ARrtaine
provi ded f rel ggrmal, operations, of .the nohile conmmunicati on devi ce . 500 as

ot hers kno SrrtrtiesAndgnegmlions howeker, these, sqoupitis fraee providsonly littler ¢ her
‘og cCurt S5O L ad
connect ed {ayétiohYdliP SEMEH itrlers ORch Ak estégafgkﬂéﬁnbﬁﬁg@ggg@up eﬂi@' re

to the WFI and Bl uetooth nodule 30 521, t
audi o/ 90 demobile t imrb@dicationt dédcowadert the Hmiitad | secwritmt setlp. ofAdcheinglppthel es

fromthe agpl.ication processor 510 when it . ctivated in.the crypto
mode. 10 PRSI 3Bty PRRersGe 26 b gpdnace, il 856 o FbBdinsBtn 3 ble
personal i fpheroted | @iz proficEdn | §%ﬁfl§tvﬁﬁﬁu&@§j b Nhésdedtnoa! funfitnbligds A nmore
and nore features are integrated in one nobile conmunication device, often
t han not, gewnecigbilities ¢fe tleomagbilentemmanicetiomrdgvice and providing higher-level

encrypted signals.

=t

15
[0035] In one non-limiting example, when an intruder have sent an invasive
command to activate the GSM module and the microphone of the mobile
communication device remotely without the user’s knowledge. When the GSM
module and the microphone are activated, all conversations by the user are transmitted
20  out through the mobile communication device. With the security processor running,
the overruled mechanism, unauthorized activation of the GSM module and the

microphone will be rejected.

[0036] Yet another non-limiting example, an intruder could implant viruses to
25 the application processor in a form of software drivers, middleware or applications.
When the viruses are executed, they take controls of the wireless modules including
GSM module, WiFi module or the Bluetooth module. These viruses are able to send
out the personal information and data resided on the mobile communication devices
through any of the wireless channels. With the crypto overruled mechanism, all the
30 wireless modules are forced to be turned off or shutdown, and therefore, nothing will

be transmitted out from the mobile communication device.



5 stored therein for easy access. That on the other hand nmakes it easier
for an intruder to obtain the users' personal information and intrude the
users' privacy by hacking one conmunication device. Conmon standard
network protocols are built-in with certain |evel of securities and
encryptions, however, these securities tkature provide only little
protection only. Serious intruders, such as eavesdroppers, are still able
to intrudedosy 10 mlyhige 158 diRnAONIVE el URberibde bl Tk Gt LY
set up. Accordlng t he edi cated security processor In accor ante with

t he above m&pﬂ% rthat mnﬂmhengasmmanivﬁ@tmhe yariatiens and caginasions thereafer s by
restrictin tlo allt es_and wnect Iltles of blle

communi cat ?%lHHd agi Cald hﬁr Boret n‘Bv FHReP? %‘%}eﬂepagmféri? sF“é’ﬁS\l%f thes
[0035] In @aRenti@n-1i mting exanpl e, when an intruder have sent an invasive
cormand to activate the GSM nodul e and t he nlcrophone of the nobile
conmmuni ati on device rempotely without the user's know edge. Wien the GSM
nodul e and the m crophone are activated, all conversations by the user are
transmtted 20 out through the nobile connunication device. Wth the
security processor running, the overruled nechanism unauthorized
activation of the GSM nodul e and the m crophone will be rejected. [0036]
Yet another non-limting exanple, an intruder could inplant viruses to 25
t he application processor in a formof software drivers, m ddl eware or
applications. Wen the viruses are executed, they take controls of the

w rel ess nodules including GSM nodule, WFi nodule or the Bl uetooth
nodul e. These viruses are able to send out the personal information and
data resided on the nobile communicati on devices through any of the

wi rel ess channels. Wth the crypto overruled mechanism all the 30 wireless
nodul es are forced to be turned off or shutdown, and therefore, nothing
will be transmitted out fromthe nobile conmunication device.




11 [0037] While specific enbodi nents have been described and illustrated,
it is understood that many changes, nodifications, variations and

conbi nati ons thereof could be made to the present invention wthout
departing fromthe scope of the invention. 512 dains 1. A nobile
commruni cati on devi ce having an applicatildn processor, and a comrunication
nodul e, wherein a conmunication wth another nobile comunication 5 device
i s executed by the application process@iimgd conmuni cated via the

comuni cati on nodul e, the device conprising: a security processor adapted
to connect to the application processor and the comunication nodule, the

security pryocessQor J t . control of. the _application
processor alhd tﬁg %Q%%og‘gﬁg%@%dg?‘é?g}ﬁgmtgo alpm%mpilgq‘tlogl Pt §§%seﬂt %fea 10
oper at i ons comnidnécatioh imciule) WHerdiE a coMmuahesatic R withGnbBe OMObild tmManR @t ed
operation when prohibited activities is detected, wherein when a

cormuni eat i96KCGi i Seried nby the @pplicatiorapresessgevande qommunieated | wiredhe t he

security pr ﬁﬁﬁﬁ,@ : . ﬁ?bP .comuni cation signals of the
connunicatfgn C 5%ﬁ§ﬁ$&¥@k§ﬂmgﬁgu%§%| e&gghnunication device according to
claim1, furthera songtyi piooessar adiptidtt echrieut toothef appliestiony pitocexgort hed securi ty
processor. 3. The nobile co ni capi on device accordllg%ﬂto claim1, wherein

the securi CYMMIBBUCGHIGR JaePHe, T8ESPEUTHY, Processos heing,pressp takecsopol 6h thiodul e:

application processor and the communication module, and to monitor all executable
10  operations on the mobile communication device and to overrule an executed operation
when prohibited activities is detected,
wherein when a communication with other mobile communication device is
established, the security processor encrypted and decrypted communication signals of
the communication channel.
15
2. The mobile communication device according to claim 1, further comprising a

dedicated button for activating the security processor.

3. The mobile communication device according to claim 1, wherein the security
20  processor comprising:
an encryption and decryption module;
a compression and decompression module;
an echo canceling module;
a configurations and settings module; and

25 a interface adaptation layer module.

4. The mobile communication device according to claim 1, further comprising a
overruled control circuitry adapted to interrupt operations of the communication
module to denial unauthorized transmissions.

30
5. The mobile communication device according to claim 1, wherein the

communication module comprises a Bluetooth transmitter and receiver.




a conpression and deconpression nodule; an echo canceling nodul e; a
configurations and settings nodule; and 25 a interface adaptation |ayer
nodul e. 4. The nobil e conmuni cati on device according to claim11, further
conprising a overruled control circuitry adapted to interrupt operations
of the communication nodule to denial lhauthorized transm ssions. 30 5.
The nobi |l e communi cation device according to claim1, wherein the

comuni cati on nodul e conprises a Bluetooth transmtter and receiver. 13 6.
The nobil e comuni cati on device according to claim1, wherein the

comuni cat Pon ndbeal mobie ormnuaicatidre ddevice7 acddrdingoibe | daioonhuwihestin othedevi ce

accordi ng cl at m. er el {.the o] ni cati on nodul e conpri ses a GSM
nodul e. 8. E(/%" é‘lﬁl%md&%?m Plg\}?gx{'r#]de%@ﬁ&gucomni cation to a nobile

comuni cation device having an application processor, a comunication
modul e and_a codec nodule, 10 wherein a conmunication with another nobile
comuni &at Yon ddbe cmopie cqarampnigatign tdavicep ge¢ardingoto prlaiveskomwhersin the
comuni cat g6\ icat.i the method conpri sing:
activatingga secﬁ%ﬁ@§&%?@ggg§lrﬁ%ﬁ%gsggkﬁgm'bnnected to the application
processor; 15 taking control of the application processor and conmuni cation
modul e; rrgni toring all Execut,abl e operations of the nobile comrunication
device: oferruth Athod ek PEoridiag ojsertst peRMpRicAtion t9 & mebde comminueationr i zed:

encryptingqanek ARHY B biicaOHCERbE, Aot fioR mddife SRITUIEFhIRM., Wi th

10 wherein a communication with another mobile communication device is executed by

=3

the application processor and communicated via the communication module, the
method comprising:

activating a security processor adapted to connected to the application
processor;

15 taking control of the application processor and communication module;
monitoring all executable operations of the mobile communication device;
overruling an executed operation when it is detected unauthorized;
encrypting and decrypting communication signals of the communication with

another mobile communication device.

20

9. The method of claim 8, wherein the security processor is activated by a

dedicated button of the mobile communication device.

10.  The method of claim 8, wherein the executed operation include unauthorized

25  transmission.

11. The method of claim 8, wherein the communication include a communication

via a Bluetooth service.

30 12. The method of claim 8, wherein the communication include a communication

via a Wi-Fi service.




anot her nobil e communi cation device. 20 9. The nethod of claim8, wherein
the security processor is activated by a dedicated button of the nobile
comruni cati on device. 10. The nethod of claim8, wherein the executed
operation include unauthorized 25 transm ssion. 11. The nethod of claim8,
wherei n the communication include a coml#ni cation via a Bluetooth service.
30 12. The nethod of claim8, wherein the communi cation include a

comuni cat i1@n  viha rAetBd bF chih\d, Sfherdift thel BomMRBicABSIRRIAE ClhriuBcatiier i n

t he conmmuni cation include a conmunication via a GSM servi ce.
via a GSM service. :




