DESCRI PTI ON VEHI CLE SPEED SI GNAL FALSI FI CATI ON DETECTI ON APPARATUS,
VEHI CLE SPEED LI M TI NG APPARATUS, VEH CLE SPEED SI GNAL FALSI FI CATI ON
DETECTI ON METHOD, AND VEH CLE SPEED LI M TI NG METHOD TECHNI CAL FI ELD
[ 0001] The present invention relates to a vehicle speed signal
falsification detection apparatus (a vehicle speed signal tanpering
detection apparatus) and to a vehicle speed signal falsification

detection nethod (a vehicle spee ' ering detection nethod)
for detecting that a vehicle speglaégf%gﬂgﬁcﬁgg been illicitly reduced,

and a vehicle speed Iimting apparatus and a vehicle speed limting
method for limting a vehicle speed when a vehicle speed signal has

peen t enperfel MIdpkE SR SRChIAORIDEYECTIONAPPARRTUS, YARIR &

in Japan I's require provi a speed limter

prevent sgpperyEIFINGTAPPARRIUE, VEHIKLERSPREEFISIGNAL PASIFCATION
predeterm ned vehicle speed, as disclosed in Japanese Lai d- Open

Pat ent AppirECA ONMETHG@O0ANDAGE BIEC P& D DaviMRE METHOMen a

vehi cl e speed reaches a target limting speed, the speed limter
restricts the amount of fuel injection into an engi ne, thereby
suppressing accel eration. Cl TATI ON LI ST PATENT DOCUMENT [ 0003]

[ Pat ent ToCUNGALIFIELD

[0001] The present invention relates to a vehicle speed signal falsification
detection apparatus (a vehicle speed signal tampering detection apparatus) and to
a vehicle speed signal falsification detection method (a vehicle speed signal
tampering detection method) for detecting that a vehicle speed signal has been
itlicitly reduced, and a vehicle speed limiting apparatus and a vehicle speed limiting
method for limiting a vehicle speed when a vehicle speed signal has been tempered
with.
BACKGROUND ART
[0002] Currently, a heavy vehicle in Japan is required to be provided with a speed
limiter, which prevents the vehicle from traveling at a speed that exceeds a
predetermined vehicle speed, as disclosed in Japanese l.aid-Open Patent
Application No. 2003-148193 (Patent Document 1). When a vehicle speed
reaches a target limiting speed, the speed limiter restricts the amount of fuel
injection into an engine, thereby suppressing acceleration.
CITATION LIST
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[0003] [Patent Document 1}

Japanese Laid-Open Patent Application No. 2003-148193

SUMMARY OF THE INVENTION



Japanese Lai d- Open Pat ent Application No. 2003-148193 SUMVARY OF THE
| NVENTI ON  TECHNI CAL PROBLEM [ 0004] However, if a vehicle speed
signal is falsified by various nethods, then even when an act ual

vehi cl e speed exceeds a target limting speed, the anount of fuel
injection will not be restricted, allowing a speed limter to be
il1legally deactivated. [0005] Therefore, in view of the above
conventi gpal pr%g_: e t present invention has an object to provide
a vehi cl EE%’MJ@ @%&B'{ sification detection apparatus and a
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has been y the conparison a vehicle speed an

si mul at ehooghi Fherefseeh widw i #5d ave sdriveplesal)probiamsa theepieekat speed
si gnal has been falsified. SOLUTION TO PROBLEM [ 0006] A control unit

I ncor por iavengorahges anwhigct taprovidd @ sehicleedpadddesigmal dalsificativrildeigction a
pul se signal that is proportional to the rotational speed of a drive
wheel , aapparatusudrat 8 vehicts spaart signaldalsidicatiapdeiction ovalhod)faraletegings e
signal that is proportional to the rotational speed of a driven
wheel . Twbather Revahinie speed gignatieasbeeméalsified. dosgarmedse.tingiarent tiee
speed and the sinulated vehicle speed, whether a vehicle speed signal
has beendbayes¢anveatiopaoueblems: theepiasest inyemtionshas angther obiget to provide a
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compar | SRS Ree LB mRBRRA Pl spsf8 i Bk e al shigast 3uehicl speed;
cont rol e oS 6 AT i 1 cat o det ecti on’ si gnal o a second
control SOLUTION TO PROBLEM
[0006] A control unit incorporating a computer calculates a vehicle speed
according to a pulse signal that is proportional to the rotational speed of a drive
wheel, and calculates a simulated vehicle speed according to a pulse signal that is
proportionatl to the rotational speed of a driven wheel. Then, the control unit
determines, by comparing the vehicle speed and the simulated vehicie speed,
whether a vehicle speed signal has been falsified.
[0007] Furthermore, a first control unit incorporating a computer calculates a
vehicle speed according to a pulse signal that is proportional to the rotational speed
of a drive wheel, and calculates a simulated vehicle speed according to a pulse
signal that is proportional to the rotational speed of a driven wheel.  If the first
control unit determines, on the basis of a comparison between the vehicle speed

and the simulated vehicle speed, that a vehicle speed signal has been falsified,

then the first control unit outputs a falsification detection signal to a second control



unit incorporating a conputer. The output of an engine is restrained
when the second control unit receives the falsification detection
signal fromthe first control unit. ADVANTAGEQUS EFFECTS OF THE

| NVENTI ON [ 0008] A vehicle speed according to a pulse signal that is
proportional to the rotational speed of a drive wheel, is calculated,
and a sinul ated vehicle speed according to a pulse signal that is

proportional to the rotational eed ,of driven whee|,. i
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vehicl e Si ed signal has been falsified. [0009] Furthernore, if the
first control unit determ nes, on the basis of the conparison between

the vehi gh¢ EANs Ere st sib fApYRNEN B oNpeed, that a vehicle

speed signal has been talsified, then a falsification detection

si gnal i @008} PAtvehRld B@e@ﬁ@&f@ﬂdiﬁg b aPulsisignaMhatistpiepsieaaidochat 1 ol
unit receives the falsification detection signal, the output of the

engi ne | mtsatksial speed of Adnce whekl as velbulater, apdedsiriuiatal viehicleassedd ed,
then the acceleration will be suppressed by controlling the output of
t he engi asgordingrte mypulss sigaahthayist fropbdibsal todhe iratatiofial speetliof bedrvpeed
signal . BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0010] Fig. 1is a
schenat i wheelaiyr caiedated. vdihed) kasadoon thedcamparisonketvers th vehicls spasd
falsification detection %E)é)aratus and a vehicle speed limting -
appar at u%r;‘q Fh%ﬁ'”@'ﬁ'@‘_j yepickereaadaymeiherra vehicls peed sianabhas baef falpifed
falsifi Ci%tJe?err%ﬁctag.CtJl'ﬁlTs, it is possible to detect that a vehicle speed signal has been
falsified.
f0009] Furthermore, if the first control unit determines, on the basis of the
comparison between the vehicle speed and the simulated vehicle speed, that a
vehicle speed signal has been falsified, then a falsification detection signal is output
to the second control unit. VWhen the second control unit receives the falsification
detection signal, the output of the engine is resirained. Hence, if a vehicle speed
signal is falsified, then the acceleration will be suppressed by controlling the output

of the engine, thereby restraining the falsification of a vehicle speed signat.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010]

Fig. 1 is a schematic diagram of a vehicle provided with a vehicle speed
signal falsification detection apparatus and a vehicle speed limiting apparatus,

Fig. 2 is a block diagram of various functions built in a falsification detection
unit;

Fig. 3 is a flowchart of the processing for calculating a vehicle speed;

Fig. 4 is a flowchart of the processing for calculating a simulated vehicle



unit; Fig. 3 is a flowhart of the processing for calculating a
vehicle speed; Fig. 4 is a flowhart of the processing for
calculating a sinulated vehicle - 3 - speed; Fig. 5is a flowhart
of the processing for detecting falsification; Fig. 6 is a block

di agram of the functions built in an engine control unit; and Fig. 7
Is a flowmchart of the processing for suppressing the output of an

speed,
Fig. 5 is a flowchart of the processing for detecting faisification;
Fig. 6 is a block diagram of the functions built in an engine control unit; and

Fig. 7 is a flowchart of the processing for suppressing the output of an

engine.

DESCRIPTION OF EMBODIMENTS

[0011] Hereinafter is a detailed description of the present invention with reference
to the accompanying drawings.

[0012] Figure 1 schematically illustrates a vehicle provided with a vehicle speed
signal faisification detection device and a vehicle speed limiting apparatus.

[0013] A driving force transmitting system from the output shaft of a transmission
to drive wheels 10 has a vehicle speed sensor 12 which outputs a pulse signal (a
sinusoidal wave or a square wave) proportional to the rotational speed of the drive
wheels 10. A driven wheel 14 has a wheel speed sensor 16, which outputs a
pulse signal proportional to the rotational speed thereof. The wheel speed sensor
16 may use a wheel speed sensor that is a constituent element of an ABS (Antilock
Brake System).

[0014] A pulse signal output from the vehicle speed sensor 12 (hereinafter referred
to as “the vehicle speed pulse signal’) is input to a falsification detection unit 18
incorporating a computer and also input to an engine control unit 20 incorporating a
computer. A pulse signal output from the wheel speed sensor 16 (hereinafter
referred to as “the wheel speed pulse signal®) is input to the falsification detection
unit 18. The falsification detection unit 18 and the engine control unit 20 are
interconnected through an on-vehicle network, such as a CAN (Controller Area
Network). An alarm display device 22 having an alarm lamp and an indicator lamp

is connected to the falsification detection unit 18 and the engine control unit 20.



engi ne. DESCRI PTI ON OF EMBODI MENTS [0011] Hereinafter is a detailed
description of the present invention with reference to the
acconpanyi ng drawi ngs. [0012] Figure 1 schematically illustrates a
vehicl e provided with a vehicle speed signal falsification detection
device and a vehicle speed Iimting apparatus. [0013] A driving force
transmtting systemfromthe output shaft of a transm ssion to drive
wheel s 10 has a vehicl e speed sensor 12 i ch outputs. a I .Si gnal
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The falsification detection unit executes a control programstored
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vehi cl e speed cal cul 18A, a sinmul ated vehicle speed cal cul ator
18B, a friceiveswiideBpded puksignaldfiomathealitdansgesd bansck8iB armhdalaulates

falsification detection signal output section 18E, as illustrated in

Fi g. 2. asimulated vehicle speed Vi, which continues to change. The falsification
determiner 18C determines, by comparing the vehicle speed Vr and the simulated
vehicle speed Vi, whether a vehicle speed signal (the vehicle speed Vr) has been
falsified. The alarm display 18D turns on the alarm lamp of the alarm display
device 22 when the falsification determiner 18C determines that a vehicle speed
signal has been falsified. The falsification detection signal output section 18E
outputs a falsification detection signal to the engine control unit 20 when the
falsification determiner 18C determines that a vehicle speed signal has been
falsified.
[0018] Figure 3 illustrates a vehicle speed calculation processing repeatedly

performed at first predetermined intervals of time by the vehicle speed calculator

18A of the falsification detection unit 18.



[0017] The vehicle speed cal cul ator 18A constantly receives vehicle
speed pul se signals fromthe vehicle speed sensor 12 and cal cul ates a
vehi cl e speed Vr, which continues to change. The sinmul ated vehicle
speed cal cul ator 18B constantly recei ves wheel speed pul se signals
fromthe wheel speed sensor 16 and cal cul ates a sinul ated vehicle
speed Vf, which continues to change. The falsification determ ner 18C
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cal cul ati on processing repeatedly performed at first predeterm ned

i nt er val spedd talomlatyy fiShemeabiesehs pedod catve tanssculidAvelticketspeed pulse
falsification detection unit 18. [0019] In step 1 (abbreviated to
"Si" in sigealscrdngaicyateg the feingscy baredcsemthewenode Hepl thedvehicle

her eunder), the vehicle speed cal cul ator 18A reads a vehicle speed
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sinmul ated vehicle speed). [0021] Figure 4 illustrates sinulated

vehi cl e vl spabd Wariulaior PR GEER fatsificaionidetdtionamitorgred at first
predeterm ned intervals of tine by the sinulated vehicle speed

cal cul atj@022BBnastep Né, thel simiiated vehickiedpeeti catculaiot 18B.reddOa Ahdeah speap
11, the sinmul ated vehicle speed cal culator 18B reads a wheel speed
pul se sipuae signahfromethaivdutel speed seesyolb.16. [0023] In step 12, the
si nmul ated vehicl e speed cal cul ator 18B cal cul ates the sinul at ed
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set to hBoRHE FiglrR: 8dlushatdsithe Falbifiesifdreadicbish pidtessing repeatedly
performed in cooperation with the falsification determiner 18C, the alarm display
18D and the falsification detection signal output section 18E of the falsification
detection unit 18 at second predetermined intervals of time. The second

predetermined time may be set to be the same as the first predetermined time.



[0025] In step 21, the falsification determ ner 18C determ nes

whet her the vehicle speed Vr has been cal cul ated by the vehicle speed
cal cul ator 18A, that is, whether the vehicle speed sensor 12 has been
renoved in order to falsify vehicle speed signals. \Wen the
falsification determi ner 18C determ nes that the vehicle speed Vr has
been cal cul at ed, then the processing proceeds to step 22 (Yes), or
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cal cul ator 18B; that is, whether the wheel speed sensor 14 has been
removed e Wehasd beénabalcmated:hh@rh thespreedssing pedceedvhe stdp22 (Yes), or
falsification determ ner 18C determ nes that the sinulated vehicle
speed Vfwhes theaisifiedtion datepineh$8C deterprioeetisl the yehice spsed ¢rspepol3
(Yes), or when the falsification determner 18C deternines that the
si mul at elde valklitated, ¢her theprocassiog pb@e@drsdu IsmFeZH (Nojken Itthe vehinteespeer
proceeds to step 24 (No). [0027] In ste;]) the falsification
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vehicle speed f is equal to the first predeterm ned value Vsl or

| ess, t hemocessing poneessisig siep 22 (Yes)aoedhénihe foisipnidetatape248Ct he
alarmdisplay 18D turns on the alarmla of the alarm di spl ay device
22. [ 002¢8termines diatibe sirmelatesd \sel*fiqtle@peeg%@taen@ﬁ kncalrgatad, dwrrpitne
section 18E outputs the falsification detection signal to the engine
control RICESSING Pressop tastan 4 Mok o the fal sification detection unit

18, the vehicle spe according to a vehicle speed pulse signal
out put 1108471 1B Sem 2% besaaiatendslerminerd Bcsncarares Whaac e
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speed sigmhplBathelRrdd & dalqdatidnsithe vehich $pawal Vioandigessliniutied
signal is output to the engine control unit 20 so as to restrain the
out put ofeHidle spagd M. bWhehahe dalsifiphtion determiney 180aldtamhines treattthen
anount. [0031] Furthernore, when the vehicle speed Vr and the

si mul at edifferemice lbeteper thawehiclaspeed &/raakddbe sinedlatacheahicla speet ¥/fis
possibility that at | east one of the vehicle speed sensor 12 and the

wheel spweatesdngivthelfshpredstasminechyaled Vi, thes toadpetessingnrioseetetoeof

step 24 (Yes), or when the falsification determiner 18C determines that the



signal. [0032] The principle of the detection of the falsification of

a vehicle speed signal will now be described. [0033] Wen a vehicle

speed signal has not been falsified, then the vehicle speed \r and

the sinul ated vehicle speed Vf indicate substantially the same speed.

However, when the vehicle speed signal has been falsified to

deactivate the speed |limter, then a discrepancy between the vehicle
Thus
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Meanwhi | othe engi ne control unit 20 executes a control program
stored i "ROM or the like thereby to operate each of an engine
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Fig. 6. engl ne out put suppressor 20A restrains the out put
of the eggpng dhee Z2fal sification detection signal is received from
the falsification detection unit 18 or when the conmuni cati on between

t he engi j0920yt Ipudtes @Bptresfatuificafién aletbctibe sigrzs bhiptitectiondtBE otiipuits thai t
18 is not normal. The alarmdisplay 20B turns on the indicator |anp
of the afalwificadionpledgctibedigral 22 thehemgindeootrolpurtit 23. t he engine is being
restrai ned by the engi ne output suppressor 20A. The engi ne out put
suppr es skﬂﬂmeAA@wdlqgetoftbe falsifieatioprdstectiamunit 88, the mehw%gsneeéi ¥beed
according to a vehicle speed pul se _signal ouytput fromthe vehicle
speed seR&Grding to Eo(RIEgle spged puise;sig ppéﬁtggr%wepvegwé%loﬁag pepsor 12
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whether a vehicle speed signal has been falsified is determined. When it is
determined that the vehicle speed signal has been falsified, then the alarm lamp of
the alarm display device 22 will be turned on to warn a vehicle driver or the like of
the falsification. Furthermore, when it is determined that the vehicle speed signal
has been falsified, then a falsification detection signal is output to the engine control
unit 20 so as to restrain the output of the engine by, for example, limiting the fuel
injection amount.
[0031] Furthermore, when the vehicle speed Vr and the simulated vehicle speed
Vf cannot be calculated, then there is a possibility that at least one of the vehicle
speed sensor 12 and the wheel speed sensor 16 has been removed or the output
signals thereof have been shut off in order to, for example, illegally deactivate a
speed limiter. For this reason, when the vehicle speed Vr and the simulated
vehicle speed Vf cannot be calculated, then the alarm lamp of the alarm display
device 22 is turned on and the falsification detection signal is output to the engine

control unit 20, similar to the determination of the falsification of a vehicle speed



suppressor 20A determnes that a falsification detection signal has
been received, then the processing proceeds to step 33 (Yes), or when
it determnes that no falsification detection signal has been
received, then the processing proceeds to step 32 (No). [0038] In
step 32, the engine output suppressor 20A detern nes whet her

comuni cati on between the engi ne output suppressor 20A and the
falsification detection unit 18 is normal. \Wether the conmmunication
bet ween ?Waagngine out put suppressor 20A and the falsification
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out put suppressor f deternines that the communication is nornmal,
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the communication is abnormal, then the processing proceeds to step
33 (No) . VI 8nd%e simaten Bhiclé bpeanyf malicaté pubstantiyliyeths samiz0dbeed.
suppresses the output of the engine by, for exanple, limting the
amount oHofveger, iwhescthedrehidle spéed siggahieas pedvf]sified ot dgncdidatetthe speadm
di splay 20B turns on the indicator lanp of the al arm display device
22. [ 004limite tharda discreparey betgeer theovehioe speed \VZ@ndtthe ssuulatad vghiclae
engi ne i s suppressed when a falsification detection signal is
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engi ne i s being suppresse ue to an "abnormal vehicle speed signal.
[0042] Tjoess) tiee eaginel cuitslit Stpbrevsot RBAlrekteaiae s oliput bf this drigitie Wheeor
she shoul d not falsify vehicle speed signals, because the

accel er a# raisifishtowsdeteviiordsignalds réesisaprossthe dalsbicaipart detectidre upth dBrog
even when he or she falsifies vehicle speed signals to illegally
deact i vawhen e spusuini¢ationdetwaer draienging outputisgppessPhLeA gad the
discourg%e the driver _or the |ike to falsify vehicle speed signals.

[0043] Fgddfigatien deseciiondinihl &is net gosBak pdiealpen dispiay 228 WwRs ondhe

speed Vr, and the sinul ated vehi cl e spe Vf occurs include, in. .

SR L1 onindoicr SRl e SRR e e b Caoute e e UL Aok i&ds fejno
falsified,

a, case in which onlg the dri wheels 10 are rgtated on a
free rolFEFANGIRNNG AT ALRUESIRRICERRY 404 nt CIRHIING PURML SfipRigssor
20A also performs the processing for limiting the speed according to a vehicle
speed pulse signal output from the vehicle speed sensor 12.

[0036] Figure 7 iliustrates the processing for suppressing the output of the engine
repeatedly performed in cooperation by the engine output suppressor 20A and the
alarm display 20B of the engine control unit 20 at third predetermined intervals of
time.

[0037] In step 31, the engine output suppressor 20A determines whether a

falsification detection signal has been received. When the engine output



In order to prevent the detection of the falsification of vehicle
speed signals frombeing carried out when the vehicle is on the
free-roller, in step 23 in Fig. 5, it nmay be determ ned that a
vehi cl e speed signal has been falsified when the val ue obtai ned by
subtracting the vehicle speed Vr fromthe sinulated vehicle speed Vf
Is greater than a second predeterm ned value Vs2 (Mf-Wr > Vs2). The
second predeterm

Vbr o SpeSiHRIEaTI? Pga¥ﬁ%'ﬁr§ﬁte\ﬁ/3%?t:r%é'ﬁﬁ%‘?@e@%&@ﬁesr@wﬁrw%'w%ggﬁébao
veni o o LEBABEHOREIHY dEReHIER St o e hioni MR Fer BhulBEancnto
from t he s iGHioR USRI R helboFHbEATEY Wheh i BERESS RO TRERRN 0,

val ue i ssfagtaepged the second predetermned value Vs2 and it is not
be determ ned that a vehicle speed signal has been falsified.

Meanwhi | @03BRI i stgp 132, theveiyind eupine edpsregsar 200 delanipdsl whethect i vat e
the speed Iimter causes the vehicle speed Vr to be | ess than an
act ual vedmoiumicgtieadetween e endipe sutpuit suppregsets 204 asg dexl fafification
greater and the val ue obtained by subtracting the vehicle speed W
f r om t hedstentivratieid 184a¢ nolreals p&éretver the conpognicatien balween thieengine
mal i ciously falsified vehicle speed signal can be detected by
pr oper | youlett suppresgorgfoand ther catian sletpalignwaitishis noskighegrebe or s
or the like of the vehicle speed Vr and the sinmyl ated vehic|e speed
Vf into %@eauwedkhm&axame@w%mc@h%ﬁra@r PERINGA SINBsIsAFRYSEed
engi ne control unit 20 nay, be canbined into one, ynit t he ot her
and. - hordeaniar fakvals TR e b PR deredlitn B7F 4t hynent Boghie altour
engi ne ¢ r ' I I | r

9 %p58%sd+'ﬂdA ﬁ&eﬁﬁ sﬁ‘gﬁttﬁé c8}$‘ﬁm§rﬁ}§at%ﬁ’8%'?§@ié t%n {r%g?chsés‘?Hé

I nventi o e easily applie 0 an existing ve by a ng a

SRR ATl P GBI G PSS SRSRELSRl 4Bl n
14dri venpahgtessing proceeds to step 33 (No).
[0039] In step 33, the engine output suppressor 20A suppresses the output of the
engine by, for example, limiting the amount of fuel injected into the engine.
[0040] In step 34, the alarm display 20B turns on the indicator lamp of the alarm
display device 22.
[0041] According to the engine control unit 20, the output of the engine is
suppressed when a falsification detection signal is received from the falsification
detection unit 18. At this time, the indicator lamp of the alarm display device 22 is
turned on to indicate that the output of the engine is being suppressed due to an
abnormal vehicle speed signal. Furthermore, when the falsification detection unit
18 is removed so as to prevent a falsification detection signal from being output
from the falsification detection unit 18, then the normal communication with the
falsification detection unit 18 will be prevented, so that the output of the engine will
be suppressed. At this time, the indicator lamp of the alarm display device 22 is

turned on to indicate that the output of the engine is being suppressed due to an
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16wheel speed sensor 18falsification detection unit 18Avehicl e speed
cal cul at or 18Bsi nul at ed vehicle speed cal cul ator 18Cfal sification
determ ner 180al arm di splay 18Efal sification detection signal output
section 20engi ne control unit 20Aengi ne out put suppressor

abnormal vehicle speed signal.

[0042] Then, the vehicle driver or the like comes to think that he or she should not
falsify vehicle speed signals, because the acceleration slows down due to the
suppression output of the engine even when he or she falsifies vehicle speed
signals to illegally deactivate the speed limiter. Accordingly, it is possible to
discourage the driver or the like to falsify vehicle speed signals.

[0043] Possible cases in which a discrepancy between the vehicle speed Vr and
the simulated vehicle speed Vf occurs include, in addition to the case in which
vehicle speed signals are maliciously falsified, a case in which only the drive wheels
10 are rotated on a free roller to carry out inspection and maintenance or the like.

In order to prevent the detection of the falsification of vehicle speed signals from
being carried out when the vehicle is on the free-roller, in step 23 in Fig. 5, it may be
determined that a vehicle speed signal has been falsified when the value obtained
by subtracting the vehicle speed Vr from the simulated vehicle speed Vf is greater
than a second predetermined value Vs2 (Vf-Vr > Vs2). The second predetermined
value Vs2 is to be set to zero or more.

[0044] More specifically, during the free-roller travel, the drive wheels 10 rotate,
whereas the driven wheels 14 do not rotate, so that the vehicle speed Vr is larger
than the simulated vehicle speed Vf. At this time, the value obtained by
subtracting the vehicle speed Vr from the simulated vehicle speed Vf is a negative
value, so that the value is not exceed the second predetermined value Vs2 and it is
not be determined that a vehicle speed signal has been falsified. Meanwhile,
falsifying a vehicle speed signal to illegally deactivate the speed limiter causes the
vehicle speed Vr to be less than an actual vehicle speed, so that the simulated
vehicle speed Vf is greater and the value obtained by subtracting the vehicle speed
Vr from the simulated vehicle speed Vf is a positive value. Thus, a maliciousily

falsified vehicle speed signal can be detected by properly setting the second
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20Bal arm di spl ay 22al arm di splay device: CLAIM5 1. A vehicle speed
signal falsification detection apparatus, conprising: a vehicle speed
sensor which outputs a pul se signal proportional to the rotational

speed of a drive wheel; a wheel speed sensor which outputs a
pul se signal proportional to the rotational speed of a driven wheel;
and a control unit which includes a conputer, wherein the

out put. 1P FaRR gl B R BRI PREP L IR AH8 sPled §r ke

speed , ﬁﬁﬁﬂ%@ﬁ%h‘cﬁb ép@éﬂ @pw&; E&?dun‘?“t put fromthe wheel speed
an e

sensor, etermnes, on t asi s of conparison between the

vehicle ppasf wRe fdISificRioNdabasbrv@iit ¢8 and RIS EnginBROREEI @nive2h hidyebe

speed signal has been falsified. 2. The vehicle speed signal

fal sifi cadrnbimedahiecdricomitpp@n aiaisthae band) mgvévercinakimg the fdisifieatiort he
control unit determnes that a vehicle speed signal has been
fal sifi edetebton anidi Bfazwdehe enbeterererirdl beit 28tsepheats pdeds dmxletibediment of
si mul ated vehicl e speed exceeds a first predeterm ned val ue.

the present invention to be easily applied to an existing vehicle by adding a small

change to the control program of the engine control unit 20.

REFERENCE SIGNS LIST

[0046]
10 drive wheel
12 vehicle speed sensor
14 driven wheel
16 wheel speed sensor
18 falsification detection unit

18A  vehicle speed calculator

18B  simulated vehicle speed calculator

18C  falsification determiner

18D  alarm display

18E  falsification detection signal output section
20 engine control unit

20A  engine output suppressor

20B alarm display

22 alarm display device
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3. The vehicle speed signal falsification detection apparatus
according to claim1l1, wherein the control unit determ nes that a
vehi cl e speed signal has been falsified when a val ue obtai ned by
subtracting the vehicle speed fromthe sinmulated vehicle speed
exceeds a second predeterm ned value. 4. The vehicle speed signal
fal sification detection apparatus according to claim1, further
conprising an alarm | anp whi ch war ngt a vehicle speed signal has
been falsified, wherein the control unit turns the alarm

| anp on when the control unit determines that a vehicle speed signal
has been falsified. 5. The vehicle speed signal falsification

det ecti o apR@hfle Sp8&d SighhNaisifbatibRidétebtio ardtus nsEYiKg! unit
turns the alarmlanp on when cal cul ati on of the vehicle speed and the

si nul at ed vehi g hehighesseddssalispahhish outputsThpulee Bigraé prpeetibral gntie

fal sification detection apparatus according to claim1, wherein the
cont r ol rotatioralspekd obafdaveivfieshit i on det ection signal to an engine
control unit that electronically controls an engine when the control
unit det er ni ned wheel speacbsgngos vdicieduiputprabulsesignat praparienaléeithe 7. A
vehicle speed |imting apparatus conprising: a vehicle speed
sensor witatpnalspeed oha giiver wiegh andpr oporti onal to the rotati onal
speed of a driv eel sgqered sensor which outputs a

| . . wh
pul se signal p?gB\BAG‘S'ieLBWa“IVh‘PB ”?%é&‘qsb"’t‘ SPTGHE" speed of a driven wheel;

wherein the control unit calculates a vehicle speed according to a pulse
signal output from the vehicle speed sensor, calculates a simulated vehicle speed
according to a pulse signal output from the wheel speed sensor, and determines,
on the basis of comparison between the vehicle speed and the simulated vehicle

speed, whether a vehicle speed signal has been falsified.

2. The vehicle speed signal falsification detection apparatus according to claim 1,
wherein the control unit determines that a vehicle speed signal has been falsified
when a difference between the vehicle speed and the simulated vehicle speed

exceeds a first predetermined value.

3. The vehicle speed signal falsification detection apparatus according to claim 1,
wherein the control unit determines that a vehicle speed signal has been falsified
when a value obtained by subtracting the vehicle spead from the simulated vehicle

speed.exceeds a second predetermined value.
4. The vehicle speed signal falsification detection apparatus according to claim 1,

further comprising an alarm lamp which warns that a vehicle speed signal has been

falsified,
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a first control unit which includes a conmputer; and a second control
uni t which includes a conmputer, wherein the first control unit
cal cul ates a vehicle speed according to a pul se signal output from

t he vehicl e speed sensor, cal culates a sinulated vehicle speed
according to a pul se signal output fromthe wheel speed sensor, and
outputs a falsification detection signal to the second control unit

between the vero S Elol R RS AP bR TR b0 Rhe SORRALAC"

vehi cl e speadiicqna a DaficR efdaslg?ﬁ iHadbeen, falsmwﬁ'”er ein the second

control unlt suppresses an out put an eng en the second
control unit receives a faIS|f|cat|on detectlon signal fromthe first
control unit. 8. The vehicle speed limting apparatus according to
cl ai m 7, s5whenhevehickespaddssignalfakiication tedetion appaatihatcordingho ¢letm 4,
speed signal has been falsified when a difference between the vehicle
speed andhefein thecdretad dinitdininsltee sfEardampeardbhiea chiauidtiopraddies gehicleed
value. 9. The vehicle speed |limting apparatus according to claim7,
wher ei n speed andthecgmulaied vehiciedepeadiistigabdétht a vehicl e speed si gnal
has been fal sified when a val ue obtai ned by subtracting the vehicle
speed fromthe sinulated vehicle speed exceeds a second predeterm ned

val ue. 0._The vehicle s | paratus accordin c| ai

7. furth EB%?P@E@O%S' 53 e iption ek AoRdS Foreane e Cbock
signal hv%ﬁer%l ﬂ1e Sorittol unq ‘outputs a falsification detection signal to an engine control
unit that electronically controls an engine when the control unit determines that a

vehicle speed signhal has been falsified.

7. Avehicle speed limiting apparatus comprising:

a vehicle speed sensor which outputs a pulse signal proportional to the
rotational speed of a drive wheel,

a wheel speed sensor which ouiputs a pulse signal proportional to the
rotational speed of a driven wheel;

a first control unit which includes a computer; and

a second control unit which includes a computer,

wherein the first control unit calculates a vehicle speed according to a pulse
signal output from the vehicle speed sensor, calculates a simulated vehicle speed
according to a pulse signal output from the wheel speed sensor, and outputs a
falsification detection signal to the second control unit when the first control unit
determines, on the basis of comparison between the vehicle speed and the
simulated vehicle speed, that a vehicle speed signal has been falsified,

wherein the second control unit suppresses an output of an engine when

the second control unit receives a falsification detection signal from the first control
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wherein the first control unit turns the alarmlanp on when the first
control unit determ nes that a vehicle speed signal has been
falsified. 11. The vehicle speed Iimting apparatus according to
claim10, wherein the first control unit turns the alarmlanp on when
cal cul ation of the vehicle speed and the sinulated vehicle speed is
di sabled. 12. The vehicle speed limting apparatus according to
claim7, M@erein the first control unit outputs a falsification

det ect i ofl 5ignal to the second control unit when cal cul ation of the
vehi cl e speed and the sinulated vehicle speed is disabled. 13. The
vehicle speed limting apparatus according to claim7, wherein the

second cgnt TRE vERicle SHHYY IBREAG aﬁBaFéﬂ@é)Héc&Hln@rtoQ:MW \Mﬂﬁ@m the first
communi cation with the first “control unit iS not normal The

vehi cl e s@aed unittictémtnap it atuehicks epest BignbPhad Béen flsifiets When a
conprising an indicator |anmp which indicates that the output of the .

engi ne i difforsmg siwperdisedehicle speed andhiibeaimulbler sehicdadpeedtexotedmat
turns the indicator |anp on when the output of the engine is

suppr esskingt pretieterminethivalue. speed signal falsification detection

met hod wherein a control unit including a conputer calcul ates a
vehi cl e speed according to a pul se signal proportional to t he

rot ati onal eed o a drjve wheel and cal cu] ates. a | at ed vehicle
speed ac%oraﬁ aeh@easeﬁﬂd’smn@ﬁapaiﬂt%awqrawaﬂomlm o WhsIal; the dirst

d of d de b
ot ween T el By ey P hE S hcr Lo Bl B Bidle VRA enie,
vehicle 3&5%%::[5659&?&&{?:%9 l?ﬁ@@eﬁléllesé feleQ%rom the simulated vehicle speed

exceeds a second predetermined value.

10. The vehicle speed limiting apparatus according to claim 7, further comprising
an alarm lamp which warns that a vehicle speed signal has been falsified,
wherein the first control unit turns the alarm lamp on when the first control

unit determines that a vehicle speed signal has been falsified.

11. The vehicle speed limiting apparatus according to claim 10, wherein the first
control unit turns the alarm lamp on when calculation of the vehicle speed and the

simulated vehicle speed is disabled.
12. The vehicle speed limiting apparatus according fo claim 7, wherein the first
control unit outputs a falsification detection signal to the second control unit when

calculation of the vehicle speed and the simulated vehicle speed is disabled.

13. The vehicle speed limiting apparatus according to claim 7, wherein the second

control unit suppresses an output of an engine when communication with the first
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16. A vehicle speed limting nmethod wherein a first control unit

I ncluding a conputer calculates a vehicle speed according to a pul se
signal proportional to the rotational speed of a drive wheel,

cal cul ates a sinulated vehicle speed according to a pul se signal
proportional to the rotational speed of a driven wheel, and outputs a
falsification detection signal to a second control unit including a

corrputerct}(mﬁﬂ u'rﬁtéé ﬁopﬁérﬁ&m ned, on the basis of conparison between
cle

t he vehi speed” and e sinmul ated vehicle speed, that a vehicle
speed signal has been falsified, while t he second control
unit suppresses the output of an engine when the falsification

det ect i oy si DR&Vehidle seRidMpsitihg apbafud hésdrdimgns cRlimumiflirther comprising
an indicator lamp which indicates that the cutput of the engine is being suppressed,
wherein the second control unit turns the indicator lamp on when the output

of the engine is suppressed.

15. A vehicle speed signal falsification detection method wherein a control unit
including a computer calculates a vehicle speed according to a pulse signal
proportional to the rotational speed of a drive wheel and calculates a simulated
vehicle speed according to a pulse signal proportional to the rotational speed of a
driven wheel, and determines, on the basis of comparison between the vehicle
speed and the simulated vehicle speed, whether a vehicle speed signal has been

falsified.

16. A vehicle speed limiting method wherein a first control unit including a
computer calculates a vehicle speed according to a pulse signal proportional to the
rotational speed of a drive wheel, calculates a simulated vehicle speed according to
a pulse signal proportional to the rotational speed of a driven wheel, and outputs a
falsification detection signal to a second control unit including a computer when it is
determined, on the basis of comparison between the vehicle speed and the
simulated vehicle speed, that a vehicle speed signal has been falsified, while

the second control unit suppresses the output of an engine when the

falsification detection signal is received from the first control unit.
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