DESCRI PTI ON *159159*

s
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is stored in each partition, so asEsOrRabPfogNa user to provide various

services by using a single nenory- |oaded device. 20 Background Art
Hitherto, as devices containing a nenory, tape nedia, floppy disks, hard
optical discs, sem conductor nedia, and so on, are utilized. Anobng
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MANAGEMENT METHOD

Technical Field

The present invention generally relates to a memory
access control system, a device management apparatus, a
partition management apparatus, a memory-loaded device, a
memory access control method, and a program storage medium.
More particularly, the invention relates to a ﬁemory access
control system, a device management apparatus, a partition
management apparatus, a memory-loaded device, a memory
access control method, and a program storage medium, in
which a single memory is divided into a plurality of areas
(partitions), and data managed by a service provider or a
related entity is stored in each partition, so as to allow a
user to provide various services by using a single memory-

loaded device.

Background Art

Hitherto, as devices containing a memory, tape media,
floppy disks, hard disks, optical discs, semiconductor media,
and so on, are utilized. Among these devices, semiconductor

media are recelving attention since built-in memories can be

(GR A RAA

*G00002*

or age
as
ity



25 nmedia are receiving attention since built-in nenories can be *@0002*
securely managed. The reason for this is that, in a sem conductor nenory,
it is easy to inplenent a tanper- resistant structure, and nore
specifically, a structure in which access is not easily made from an
external source. 5 The tanper-resistant structure can be inplenented, for
exanple, as follows. A device is fornmed by a single sem conductor chip,
and a control unit, a menory controller, a non-volatile nmenory, voltage
detection neans, frequency detection freans, etc., are provi ded for the

sem conductor 10 chip. Then, the non-volatile nmenory is sandw ched by dummy
| ayers, such as alumna |ayers, so that it cannot be easily read or
witten beenreflyi nhaagadext ehpakeaguhc&orAthiewd snemmary Struacture of such a
secure device is described belowwth reference to the "known nmenory 15
struct ur eémshonduchoki gemd6y, The denmeapyshowimpl ckiegt 86 tahpera
configuration which can be used as,- for exanple, e- noney. As shown in Fig.
96, the membeyaateatirscltargel gnddinpirdedpectidichildy  areasruictere andat a
area, a nenory nanagenent area, and a systemarea. 20 In the data area,
dat a baswbioh gheesdata spituergidy meder ddomn anhexitexdadf seaglrei.t em of data
is stored. In this exanple, data itens, such as the user nanme, the user
address, theT@eckanpeephonts huhbe? traaeube| FrRgbet hePhewentadd far

example, as follows. A device is formed by a single
semiconductor chip, and a control unit, a memory controller,
a non-volatile memory, voltage detection means, frequency
detection means, etc., are provided for the semiconductor

10 chip. Then, the non-volatile memory is sandwiched by dummy
layers, such as alumina layers, so that it cannot be easily
read or written from or into an external source.

A known memory structure of such a secure device is
described below with reference to the "known memory

15 structure" shown in Fig. 96. The memory shown in Fig. 96
has a configuration which can be used as, for example, e-
money. As shown in Fig. 96, the memory area is largely
divided into three areas, i.e., a data area, a memory
management area, and a system area.

20 In the data area, data based on the "data structure"
stored in the head of each item of data is stored. 1In this
example, data items, such as the user name, the user address,
the user telephone number, the billing, the memo, and the
log, are stored. In the memory management area, the storage

25 address, the access method, the access authentication key,



|l og, are stored. In the nenory managenent area, the storage 25 address, the
access nethod, the access authentication key, and so on, for accessing each
data itemin the data area are stored. For exanple, access can be nmade to
data 1 (user nane) in the data area by read only (Read) with the access
aut hentication key (0123... ...). In the systemarea, a 5 device identifier
(ID, and a nmenory managenent key, which 1is an authentication key for
reserving the nmenory area in the data area, etc., are stored. The data
area of the nenory device shown in Firg3 96 can be divided into a plurality
of areas, and such divided areas 10 can be managed by different service
entities, for exanple, if e-noney services are provided, by different

e-noney a8ar ¥bCenhr e¥irdhBgeaBlint @8 cheatd fitementh RarkghtaDatrda Breeach
divided area is read and witten (ex. updating of balance data) not only

by the igdbviedual reer vkafppeqVhdicegslzagntbet mesie et caltso 1byugeers, for
exanple, by a reader/witer (dedicated reader/witer or a PC), which
serves apamefleYnCeheadatss ateahbre rieast anllgd (Reagl)Stwdrth tthat acerdyct s sal es
usi ng e-noney. The relationship between the nmanager and the user of a 20
secur e devittentdviatdoa gleyr 4012y .of. di.vi)ded Idatthearsgasers aalea ,as t hat shown
in Fig. 96, is indicated by the "nmenory manager/user"” in Fig. 97. Fig. 97
i |lusiratievigeménenyifiemaddb) ,wainch ai smemoeyemainageimemt «ewi,ngrhiiled secur e
device, and data users, to which the nenory areas are assigned from
is an authentication key for reserving the memory area in
the data area, etc., are stored.
The data area of the memory device shown in Fig. 96 cén
be divided into a plurality of areas, and such divided areas
10 can be managed by different service entities, for example,
if e-money services are provided, by different e-money
service providing entities (ex. different banks). Data in
each divided area is read and written (ex. updating of
balance data) not only by the individual service providing
15 entities, but also by users, for example, by a reader/writer
(dedicated reader/writer or a PC), which serves as a device
access machine installed in a store that conducts sales
using e-money.
The relationship between the manager and the user of a
20 secure device having a plurality of divided data areas, such
as that shown in Fig. 96, is indicated by the "memory
manager/user" in Fig. 97. Fig. 97 illustrates a memory
manager, which is the entity for issuing the secure device,

and data users, to which the memory areas are assigned from

25 the memory manager, and which utilize the assigned memory



25 the nmenory manager, and which utilize the assigned nmenory - 4 areas. As
the nmenory users, a data 1 user through a data 6 user are shown. The
menory users are banks or stores if e- noney services are provided as in

t he above-descri bed exanple. 5 The menory nanager has an access-contr ol
menory managenent key for reserving nenory areas, and assigns the nenory
areas (divided data areas) to the nenory users by wusing the nenory
managenent key. The nenory user has an access authentication key for
accessing data in each data 10 area,~afid”is able to access the nenory in
the assigned data area by using the access authentication key. There are
vari ous access nodes, such as read, wite, and decrenent, and the access

aut henti gathen kgystaeembndicyi duakky setatacgondiergtheouly® Breaeessieng node,
so that a determnation 15 can be individually nade as to whether the

processi igekSsate shewal | onrrd. mPabay4usersharsemanyssbaws totreki d£ 86, for
exanple, is billing data, and the data 4 user is able to perform as
shown i nmbhgy 9érvdleeseaest pppocesdi ag and theadbwviet-ee3@rpbedessi ng on data
4. As shown in the table at the bottom right side of Fig. 96, different
access keyampie.assigned to the decrenent processing and the read/wite
processing for data 4, and it is necessary to access data 4 by using the
apprdpri at e atcesseheyy froanageh paocasspangess—control memory
management key for reserving memory areas, and assigns the
memory areas (divided data areas) to the memory users by
using the memory management key. The memory user has an.
access authentication key for accessing data in each data
10 area, and is able to access the memory in the assigned data
area by using the access authentication key. There are
various access modes, such as read, write, and decrement,
and the access authentication keys are individually set
according to the processing mode, so that a determination
15 can be individually made as to whether the processing is to
be allowed.
Data 4 in the memory shown in Fig. 96, for example, is
billing data, and the data 4 user is able to perform, as
shown in Fig. 97, decrement processing and read/write
20 processing on data 4. As shown in the table at the bottom
right side of Fig. 96, different access keys are assigned to
the decrement processing and the read/write processing for
data 4, and it is necessary to access data 4 by using the

appropriate access key for each processing.

25 Fig. 98 illustrates memory reserving processing



25 Fig. 98 illustrates nenory reserving processing performed by the nmenory
manager for assigning the data areas in a nenory device to the nenory
users. As shown in the "nenory reserving systenf shown in Fig. 98, the
menory manager executes the data-area reserving processing for the 5
menory device indicated at the right side of Fig. 98 by wusing a
menory-reserving reader/witer (RFRW Reader/Witer) indicated at the left
side of Fig. 98. The nenory-reserving reader/witer (R'W Reader/Witer)
is provided with a secure NVRAM (Non-%ofatile RAM for reserving a menory
managenent 10 key. The nenory-reserving RFRWnmay be a secure-device-

dedi cated reader/witer RF'W or if the secure device is a device provided

with an bekrosmeh 8¢ 2nhHSBefbrPCMEhAGel-Ne o MR YHieRe N G aRaWaFRY she a
unit which can read and wite "via such an interface,” for exanple, a PC. 15

For resefui BUmamBRYDHEVEY cUsbN@nkhaecROW @asdewi.ce alsDshdwrf iihStthkeead from
the secure device. Then, in the RRW an authentication key is created by
usi ng t hemeroeyy reesagengnysken astowhe ideviige B, ane pemoayns nmutual
authentication wth the secure device by using the created authentication
20 key. mMmheagetuakeautkentheatiban-preceseisegviny e opesisanedorbyhef or
exanpl e, a common key cryptosystem (ex. |1SQO | ECO9798 2) . After successfully
per f dr m mgmbhy deviek aotihentedasitomhe rhghR/ WidkecofpFsgt.h@8datya struct ure,
the data size, the 25 access nethod, and the access authentication key by
usi ng a using a memory-reserving reader/writer (R/W: Reader/Writer)
indicated at the left side of Fig. 98. The memory-reserving
reader/writer (R/W: Reader/Writer) 1is provided with a secure
NVRAM (Non-Volatile RAM) for reserving a memory management
10 key. The memory-reserving R/W may be a secure-device-
dedicated reader/writer R/W, or if the secure device is a
device provided with an I/F, such as a USB or PCMCIA, the
memory-reserving R/W may be a unit which can read and write
via such an interface, for example, a PC.
15 For reserving a memory by using the R/W, a device ID is
first read from the secure device. Then, in the R/W, an
authentication key is created by using the memory management
key and the device ID, and performs mutual authentication
with the secure device by using the created authentication
20 key. The mutual authentication processing may be performed
by, for example, a common key cryptosystem (ex. ISO/IEC9798-
2).
After successfully performing the mutual authentication,

the R/W encrypts the data structure, the data size, the

25 access method, and the access authentication key by using a



sessi on key,
i f necessary,
t he conmand,

adds a dat a-checking MAC (Message Authentication Code) val ue

and sends the commuand to the secure device. Upon receiving
the secure device decrypts the received data and checks the 5

integrity of the data according to the MAC checking processing if
necessary. The secure device then reserves a nenory area in the data area
of the nmenory according to the data size indicated in the received data,
wites the data structure into the reserved area, and wites the nenory 10
address, the access method, and the @acfess authentication key into the
menory managenent area. In this manner, a plurality of divided data areas
are set in the nenory device. A description is now given of a nenory
access nmethedohokegGcagasng tinearerBEYkidgviMae LMeRis@yeded With a plurality
of divided data areas according to the "nenory access nethod" shown in
Fig. 99. Alheenteadesibw cbae)shaMeat ft heckebkhryi,dandl skings 39%ei s a nmenory-
access reader/witer (RFW possessed by the nenory user, which is forned
of a dedcommeddRtY theasP€urasdenitke abpve 2@ cedsdmnigbetiememmmpandeser vi ng
R'W The nenory-access reader/witer is provided with a secure NVRAM f or
hol di ng theceesuagat Hemticeatleomykéygs thEoreaedessi dgta dada careiksofthet he
secure device by using the RW the device IDis first read fromthe
secure deévtegritiienf thet HotrR Wecand2Bgativhéhe MAC ohekdyinigs created by

usi ng the access authentication key and the device ID, and perforns nutual
processing if necessary. The secure device then reserves a

memory area in the data area of the memory according to the

data size indicated in the received data, writes the data

structure into the reserved area, and writes the memory

10 address, the access method, and the access authentication

key into the memory management area.

In this manner, a plurality of divided data areas are

set in the memory device. A description is now given of a

memory access method for accessing the memory device

15 provided with a plurality of divided data areas according to

the "memory access method" shown in Fig. 99. The

reader/writer shown at the left side of Fig. 99 is a memory-

access reader/writer (R/W) possessed by the memory user,

which is formed of a dedicated R/W or a PC, as in the above-

20 described memory-reserving R/W. The memory-access

reader/writer is provided with a secure NVRAM for holding

access authentication keys. For accessing a data area of

the secure device by using the R/W, the device ID is first

read from the secure device. Then, in the R/W, an

25 authentication key is created by using the access



aut hentication with the secure device by using the created authentication
key. After successfully perform ng the nutual authentication, the R Wnmakes
a predeterm ned access 5 to the data in the data area corresponding to the
access authentication key. In this case, the access nethod is defined in
the nmenory managenent area. Accordingly, if, for exanple, the access

aut hentication for decrenenting the data in data 4 10 (billing data) has
succeeded, the data in data 4 can be decrenented, but it cannot be
increnented or overwitten as desired’/ as indicated in the "menory access
method” in Fig. 99. In this manner, by setting different access

aut henti cation keys used for authentication processing 15 according to the

access nmadeBentheasesHr kby ehdt ke bediviedual, dadaper@dEneamul@agnhanced.
For exanple, even if a decrenenting RRWis stolen and the data in the

NVRAM i nauthenstobenoteaierenhiengeBhYA Sedeery pieds inke thessirbialtiety of
illegally perform ng increnmenting processing of data 4 20 (billing data) in
t he secuaetleuntteakchoki §ey99 Astemakhicceesielalyl pertfherd@agurhkey of noney
depositing termnals can be inproved, as in ATMs. However, nopney

wi t hdr awnnguailepnihahtigrtioht ethas8dWamakerey eoleldedeirmg nedchicnessi n
stores when goods are delivered, and are installed in 25 different places.
They 2ar etehtibehfghpyinulther dbte aseprheprreapendings tgi thiecalccess i nprove

the security of the money withdrawing terminals. Thus, it is effective in
 setting authentication key.

In this case, the access method is defined in the
memory management area. Accordingly, if, for example, the
access authentication for decrementing the data in data 4

10 (billing data) has succeeded, the data in data 4 can be
decremented, but it cannot be incremented or overwritten as
desired, as indicated in the "memory access method" in Fig.
99. In this manner, by setting different access
authentication keys used for authentication processing

15 according to the access modes, the security of the
individual data items can be enhanced. For example, even if
a decrementing R/W is stolen and the data in the NVRAM in
the stolen decrementing R/W is decrypted, the possibility of
illegally performing incrementing processing of data 4

20 (billing data) in the secure device in Fig. 99 is small.

Generally, the security of money depositing terminals
can be improved, as in ATMs. However, money withdrawing
terminals are often used as money collecting ﬁachines in
stores when goods are delivered, and are installed in

25 different places. They are thus highly vulnerable to theft,



different authentication keys according to the type of data access. 5
According to the usage node for the above-described known nenory device
provided with a plurality of divided data areas, the reserving processing
for the data area of the nenory is performed by executing the

aut hentication processing using the nenory managenent key, and the access
10 processing in each data area is perfornmed by executing the

aut henti cati on processing using the access authentication Kkey. Mre
specifical ly, however, a commn key GsPng, for exanple, DES encryption
algorithns, is used for the above- described processings, and

aut hentication using a public key 15 cryptosystem or verification using a

publ i c kgygacryptesustrenculs et igpRsvderad iskculie tabe\e-thes mbinkgd
configuration. In the configuration in which a common key is used for a

menory npnagageftinkeyeandnalsaccenasautifentsi edfltficen ikey inasetddsor i bed

above, authentication and access perm ssion can be 20 advant ageously

per f or nedilfyetrbatsanghenpiceessnngeysowecerdino ta lthakaypeobft data

aut henti cati on key occurs, nenory access can be nade by using the | eaked
aut henti eatees.key. Such a configuration is thus problematic in terns of
the security. |In order to decrease the cost of the reader/witer 25 (RF'W
for dtcessi ngAtberdibnor yodehecesaaeconfeglipat b RROWRIERSEREPSHL i on
algorithns are not loaded in the reader/witer (RFRW can be considered. In
such a &saFRgBeaRPLyn deNdRey B oViideds Wilfiho $s iPgive ald tye rfo kv ided

data areas, the reserving processing for the data area of
the memory is performed by executing the authentication
processing using the memory management key, and the access
10 processing in each data area is performed by executing the
authentication processing using the access authentication
key. More specifically, however, a common key using, for
example, DES encryption algorithms, is used for the above-
" described processings, and authentication using a public key
15 cryptosystem or verification using a public key cryptosystem
is not considered in the above-described configuration.
In the configuration in which a common key is used for
a memory management key and an access authentication key, as
described above, authentication and access permission can be
20 advantageously performed by the single processing. However,
if a leakage of the authentication key occurs, memory access
can be made by using the leaked authentication key. Such a
configuration is thus problematic in terms of the security.
In order to decrease the cost of the reader/writer

25 (R/W) for accessing the memory device, a configuration in



aut henti cation processing wth the device and encryption 5 processing for
encrypting communi cati on data. Thus, such a configuration is not
appropriate for a reader/witer which comrunicates with a device storing
user billing data and other private information. 10 D scl osure of

I nventi on The present invention has been nmade in view of the
above-descri bed background of the related art. It is an object of the
present invention to inplenment a configuration in which various types of
access control tickets are issued 157i A Fesponse to access to a nmenory
having a plurality of divided partitions under the control of each device
or partition nmanagenent entity, and processing based on the rules

descri beghiiBheaabripekeh bsgexeeumedaky aokenmoizved aadedtedevi ce, thereby

i npl ementing a configuration in which 20 data in each partition is

i ndependestbgrifanaged. (RVYW)Scanobkeroabjieetredl. t 1@ pueweat invention to
provi de a nenory access control system a device nanagenent apparatus, a
partiti onomnggeaenbnappaweves, atnesoippoecadbde devipee foaxmrenory access
control nethod, and a program 25 storage nediumin which partition

aut hent i sathentandtdeni psoces®inguwhéht itbet dewican abe execypedoaccordi ng to
a public key designation nethod or a common key designati on nethod so as
to erfabl BreResekBgufponesrrypting eamausderticaadiaga -undaus ,varicbus

environments, , _ ' .
configuration is not appropriate for a reader/writer which

communicates with a device storing user billing data and

other private information.

10 Disclosure of Invention

The present invention has been made in view of the
above-described background of the related art. It is an
object of the present invention to implement a configuration
in which various types of access control tickets are issued

15 in response to access to a memory having a plurality of
divided partitions under the control of each device or
partition management entity, and processing based on the
rules described in each ticket is executed by a memory-—
loaded device, thereby implementing a configuration in which

20 data in each partition is independently managed.

It is another object of the present invention to
provide a memory access control system, a device management
apparatus, a partition management apparatus, a memory-loaded
device, a memory access control method, and a program

25 storage medium in which partition authentication and device



5 Afirst aspect of the present invention is a nenory access control
system for a nenory-|oaded device having a nenory in which a data file is
stored. The nenory of the nmenory-|oaded device includes one or nore '
partitions for storing the data file therein, which 10 serve as nenory
areas managed by a partition manager, and a device manager nanagenent area
managed by a device nmanager, which serves as a nanager of the

menory-| oaded devi ce. The nenory-| oaded device receives froman access unit
an access control ticket managed by tH& devi ce manager or an 15 access
control ticket managed by the partition nmanager as an access control

ticket for the nmenory, and perforns processing according to a description

of the reaehvadithekeh cafceer dikBguitedancerhadingeitlc @f Julba iRy access
control systemof the present invention, the access control ticket 20

i ncl udesdestgaktavhhaetheat benadeshngoat key dalsdgnRaliondesitgpat @ asnut ual
aut hentication node to be executed between the nenory-|oaded device and
the access sniablwehithk eautpttisnt b€ tieckek, dand thammmeat-ionadededevi ce
executes nutual authentication according to the nutual authentication 25
desi gnat venidasaeoVitrhemaatess control ticket, and performs - 11
processing according to a description recorded in the received ticket on
the donditiorAtharshurseactcafi bheisresestessfahtyononduet BemoAgcording to

an enbodi mrent of the nenory access control
access control system for a memory-loaded device having a

memory in which a data file is stored.
The memory of the memory-loaded device includes one 6r
more partitions for storing the data file therein, which
10 serve as memory areas managed by a partition manager, and a
device manager management area managed by a device manager,
which serves as a manager of the memory-loaded device.
The memory-loaded device receives from an access unit
an access control ticket managed by the device manager or an
15 access control ticket managed by the partition manager as an
access control ticket for the memory, and performs
processing according to a description of the received ticket.
According to an embodiment of the memory access control
system of the present invention, the access control ticket
20 includes mutual authentication designation data that
designates a mutual authentication mode to be executed
between the memory-loaded device and the access unit which
outputs the ticket, and the memory-loaded device executes
mutual authentication according to the mutual authentication

25 designation data of the access control ticket, and performs



5 system of the present invention, the access control ticket includes
ticket verification designation data that designates a verification node
of the access control ticket received by the nenory-|loaded device, and the
menory-| oaded device executes ticket verification processing according to
10 the ticket verification designation data of the access control ticket,
and perforns processing according to a description recorded in the
received ticket on the condition that verification is successfully
conducted. According to an enbodi ment Iof the nmenory access' control 15
system of the present invention, the access control ticket includes a
category or an identifier of issuing nmeans of the access control ticket,

and the pegeBE¥skagdadcdeving @%CaUHRS crRpHeaessirRgiraieeNaek vfaet her the
ticket is a ticket issued by authorized issuing neans based on the

cat egor yreeetited2@icdent bhi €heotohhe tisauithe tMaanh ot ildae iagcags control
ticket indicated in the access control ticket received fromthe access

uni t, andupeekefuglpr eeadsicrgdaccording to a description recorded in the
received ticket on the condition that the checking processing is
successful | y pecdodimg. t@5akcenbddngerd afi ehbodemenyy atctbs gBnABrylaccess
control - 12 systemof the present invention, the access control ticket

i ncl Udess#stemegér gher parsedéentinfieetioh,t ltbeaacess sumiontrodhitdlekedr ves as
usi ng neans of the access control ticket, and the nenory-|oaded device
perf or neiprbudssi hgcketcrmeckfication designation data that

designates a verification mode of the access control ticket
received by the memory-loaded device, and the memory-loaded
device executes ticket verification processing according to

10 the ticket verification designation data of the access
control ticket, and performs processing according to a
description recorded in the received ticket on the condition
that verification is successfully conducted.

According to an embodiment of the memory access control

15 system of the present invention, the access control ticket
includes a category or an identifier of issuing means of the
access control ticket, and the memory-loaded device executes
processing to check whether the ticket is a ticket issued by
authorized issuing means based on the category or the

20 identifier of the issuing means of the access control ticket
indicated in the access control ticket received from the
access unit, and performs processing according to a
description recorded in the received ticket on the condition
that the checking processing is successfully performed.

25 According to an embodiment of the memory access control



5 whether the ticket is a ticket provided by authorized using neans based
on the category or the identifier of the access unit, which serves as the
usi ng nmeans of the access control ticket, indicated in the access control
ticket received from the access unit, and perforns processing according to
a 10 description recorded in the received ticket on the condition that the
checking processing is successfully perfornmed. According to an enbodi nent
of the menory access control system of the present invention, the access
control ticket managed by the device H%ﬁager includes a partition 15
registration ticket (PRT) that allows partition creation processing or
partition deletion processing for the nenory of the nenory-|oaded device.

When receigiteg blife tpar birkiseft Hegestiahn, 0Rhd Gltie s(PRBEn tihdamdikgaccess
unit, the nenory- | oaded device perforns the partition creation processing
or 20 thénpanteki ancdelegbirgn o atied slend idFd@ar difM@HeO att E&SCRinAld, 0N
recorded in the received partition registration ticket (PRT). According to
an enbodwiréch skrvee asnos)yngcoesfscoiit thle sysieam efonttire 1prdsdatt i nvention,
the partition registration ticket (PRT) is issued fromticket issuing
means naAagdedhlpymed riyhé oddeidc denarag e rifo rise process 1my tto whiechk serves as
a - 13 ticket user nmanaged by the partition manager. According to an
enmbodi melhesherh&hgefdeyeicdéess tdoked proyided & Ehdhordgent vsdwnention,
the access control ticket managed by the partition nmanager includes a file
means based on the category or the identifier of the access
unit, which serves as the using means of the access control
ticket, indicated in the access control ticket received from
the access unit, and performs processing according to a
10 description recorded in the received ticket on the condition
that the checking processing is successfully performed.
According to an embodiment of the memory access control
system of the present invention, the access control ticket
managed by the device manager includes a partition
15 registration ticket (PRT) that allows partition creation
processing or partition deletion processing for the memory
of the memory-loaded device. When receiving the partition
registration ticket (PRT) from the access unit, the memory-
loaded device performs the partition creation processing or
20 the partition deletion processing according to a description
recorded in the received partition registration ticket (PRT).
According to an embodiment of the memory access control
system of the present invention, the partition registration

ticket (PRT) is issued from ticket issuing means managed by

25 the device manager to the access unit, which serves as a



5 registration ticket (FRT) that allows data-file creation processing or
data-file deletion processing in a partition which is generated in the
menory of the nmenory-1oaded device. Wen receiving the file registration
ticket (FRT) fromthe access unit, the nenory-|oaded device perfornms the
file 10 creation processing or the file deletion processing according to a
description recorded in the received file registration ticket (FRT).
According to an enbodi ment of the menory access control system of the
present invention, the file registrati 715 ticket (FRT) is issued from
ticket issuing neans managed by the partition manager to the access unit,
whi ch serves as a ticket user managed by the partition manager. According

to an enbagkeenuset hheagedDby aGeepareaRtid manwgledm of the present
invention, the access control ticket 20 managed by the partition manager

i ncl udes a sekwtcedpeyntssavnenbeieneiSPFY that mahbeywsaaeessscbattbe data
file in a partition in the nenory of the nenory-I|oaded device. Wen
recei vi ngystemseftvitbe peesessi anventckeh ,( SBE) alcoewst mentaodesd ceitt , t he
menory-| oaded devi ce accesses the data file 25 according to a description
recor dedmpnaghd bgcsheepastitios mahdgeperimicdsides i dkiée (SPT). According
to an enbodi nent of the nenory access control systemof the present
i nverit i oRe9LREraEionceipkeiri SERBN thiatketl Le8BTHate-ifddeed rerdrivni cket
i Ssui ng nmeans managed by . .
processing or data-file deletion processing in a partition
which is generated in the memory of the memory-loaded device.
When receiving the file registration ticket (FRT) from the
access unit, the memory-loaded device performs the file
10 creation processing or the file deletion processing
according to a description recorded in the received file
registration ticket (FRT).
According to an embodiment of the memory access control
system of the present invention, the file registration
15 ticket (FRT) is issued from ticket issuing means managed by
the partition manager to the access unit, which serves as a
ticket user managed by the partition manager.
According to an embodiment of the memory access control
system of the present invention, the access control ticket
20 managed by the partition manager includes a service
permission ticket (SPT) that allows access to the data file
in a partition in the memory of the memory-loaded device.
When receiving the service permission ticket (SPT) from the

access unit, the memory-loaded device accesses the data file

25 according to a description recorded in the received service



5 the partition manager to the access unit, which serves as a ticket user
managed by the partition manager. According to an enbodi nent of the nenory
access control systemof the present invention, the access control ticket
managed by the device nmanager or the partition manager 10 includes a data
update ticket (DUT) that allows data stored in the nenory of the

menory-| oaded device to be updated. Wen receiving the data update ticket
(DUT) fromthe access wunit, the nmenory-|oaded device perforns data _
updating processing according to ad ription recorded in the 15 received
data update ticket (DUT). According to an enbodi nent of the nmenory access
control systemof the present invention, the data update ticket (DUT) for

updat i ngpdatnd sisiohhe idReicCqspanager managenent area nmanaged by the device
manager Is issued fromticket 20 issuing nmeans nmanaged by the device

manager to thecaee@ssg t8i bn whbehimen¥esrasha hbmkel Hseesapagedohy the
device nmanager, and the data update ticket (DUT) for updating the data in

the partisyistrmrefagae byebslka tpaniiehitadnBRAGE s eirS, i des Pt ifsisa®nt i cket _
i ssuing means managed by the partition 25 nanager to the access unit, which
serves atigkeitcKéPTusés 4isthedndmaged iloketthe sparinict imeansamgagedAbyecond
aspect of the present invention is a device managenent apparatus for
execlt i nhdepecéiminagarpnagest ta tienacyelssaded tdewihdeh tseervesmersyal oaded
devi ce including one

ticket user managed by the partition manager.

According to an embodiment of the memory access control
system of the present invention, the access control ticket
managed by the device manager or the partition manager

10 includes a data update ticket (DUT) that allows data stored
in the memory of the memory-loaded device to be updated.
When receiving the data update ticket (DUT) from the access
unit, the memory-loaded device performs data updating
processing according to a description recorded in the

15 received data update ticket (DUT).

According to an embodiment of the memory access control
system of the present invention, the data update ticket
(DUT) for updating data in the device manager management
area managed by the device manager is issued from ticket

20 issuing means managed by the device manager to the access
unit, which serves as a ticket user managed by the device
manager, and the data update ticket (DUT) for updating the
data in the partition managed by the partition manager is

issued from ticket issuing means managed by the partition

25 manager to the access unit, which serves as a ticket user



5 or nore partitions for storing a data file therein, which serve as
menory areas managed by a partition nanagenent apparatus, and a device
manager managenment area nanaged by the devi ce managenent apparatus. The
devi ce managenent apparatus includes issuing neans 10 for a partition
registration ticket (PRT) as a nenory access control ticket that allows
partition creation processing or partition deletion processing for a
menory of the nmenory- | oaded device. According to an enbodi nent of the

devi ce managenent 15 apparatus of fhéfbfésent i nvention, the device
managenent apparatus includes a registration authority structure which
manages the issuing of a public key certificate to the nenory-| oaded

devi ce. managddngyt ehanpeprbodisrnihadbgkhe devi ce managenent 20 appar at us
of the present invention, the partition registration ticket (PRT) includes
mut ual aut herd | saxtéroth astescignaf i tine dat @s éfat i esh gbah ess aa névdte

aut hentication node to be executed between the nenory-| oaded device and an
access umataghinehtoappatrstubhefbrckeeculbngcderdicegmboagementodifnant of t he
devi ce managenent - 16 apparatus of the present invention, the partition
regi st r anewdAryréRededPREyicacl bhesmemeokyt loedefli davior idedidghati onedat a
that designates a verification node of the access control ticket received
by t e n@ﬁnwyrpogg§gigé9p§efor storing a data file therein, which

serve as memory areas managed by a partition management
apparatus, and a device manager management area managed by
the device management apparatus.
The.device management apparatus includes issuing means
10 for a partition registration ticket (PRT) as a memory access
control ticket that allows partition creation processing or
partition deletion processing for a memory of the memory-
loaded device.
According to an embodiment of the device management
15 apparatus of the present invention, the device management
apparatus includes a registration authority structure which
manages the issuing of a public key certificate to the
memory-loaded device.
According to an embodiment of the device management
20 apparatus of the present invention, the partition
registration ticket (PRT) includes mutual authentication
designation data that designates a mutual authentication
mode to be executed between the memory-loaded device and an
access unit which outputs the ticket.

25 According to an embodiment of the device management



5 According to an enbodi nent of the device managenent apparatus of the
present invention, the partition registration ticket (PRT) includes a
category or an identifier of the issuing nmeans of the access control
ticket. According to an enbodi nent of the device managenent 10 apparatus
of the present invention, the partition registration ticket (PRT) includes
a category or an identifier of an access unit, which serves as using neans
of the access control ticket. A third aspect of the present invention is a
partition 15 managenent apparatus forlfexecuting partition managenent of a
menory-| oaded devi ce, the nenory-| oaded device including one or nore
partitions for storing a data file therein, which serve as nenory areas

managed Byphkethar bift ikfe FRRAGAFENNHveARNAJMAL Uhe -1 QY Ce manager
managenent area managed by a 20 devi ce nmanagenent apparatus. The partition

nanagenemegapRabativs ithehkedes PRISUIIRG1 uRANS ifde AR, AGGETH G ol ti cket
that allows access to a partition generated in a nenory of the

nmenor y- | dadédndevbae daAeac ahdith@elsa gaa tesb ad ivieEiitf ifa Hie Raydd [dfORhe
managenent 25 apparatus of the present invention, the access control - 17
ti cket iscaebisl eonggiodt tdtcken trieckdtedFRY) thlameadrows cdalear ddvieeGr eati on
processing or data-file deletion processing in a partition generated in
the nenory of Acherdinoryol aadedbddiinert of the device management
apparatus of the present invention, the partition
registration ticket (PRT) includes a category or an
identifier of the issuing means of the access control ticket.
According to an embodiment of the device management
iO apparatus of the present invention, the partition
registration ticket (PRT) includes a category or an
identifier of an access unit, which serves as using means of
the access control ticket.
A third aspect of the present invention is a partition
15 management apparatus for executing partition management of a
memory-loaded device, the memory-loaded device including one
or more partitions for storing a data file therein, which
serve as memory areas managed by the partition management
apparatus, and a device manager management area managed by a
20 device management apparatus.
The partition management apparatus includes issuing
means for an access control ticket that allows access to a
partition generated in a memory of the memory-loaded device.

According to an embodiment of the partition management

25 apparatus of the present invention, the access control



5 According to an enbodi nent of the partition nmanagenent apparatus of the
present invention, the access control ticket is a service permssion
ticket (SPT) that allows access to the data file in a partition in the
menory of the nenory-|oaded device. 10 According to an enbodi nment of the
partition managenent apparatus of the present invention, the partition
managenent apparatus includes a registration authority structure which
manages the issuing of a public key certificate to the nenory-| oaded

devi ce. 15 According to an enbodi mermt of the partition managenent
apparatus of the present invention, the access control ticket includes
mut ual aut hentication designation data that designates a nutua

aut henti eatken fede Felbereyesutadiochetwesntt hermmnManhkt aadedsdevicae and an
access unit which 20 outputs the ticket. According to an enbodi ment of the

partitiofirenageaeiibn pppaeakitgobrt BatprgseRt deldnlinoprdcke saeeess
control ticket includes ticket verification designation data that

desi gnat espartétibnhcgeheramede iaf thhemameesys ofomrtheo metmotlyel odderecei ved by
t he nenory-1| oaded device. - 18 According to an enbodi nent of the partition
managenedeviapparat us of the present invention, the access control ticket
i ncludes a category or an identifier of the issuing neans of the access
control ticked¢cording to an embodiment of the partition management
apparatus of the present invention, the access control
ticket is a service permission ticket (SPT) that allows
access to the data file in a partition in the memory of the
memory-loaded device.

10 According to an embodiment of the partition management
apparatus of the present invention, the partition management
apparatus includes a registration authority structure which
manages the issuing of a public key certificate to the
memory—loaded device.

15 According to an embodiment of the partition management
apparatus of the present invention, the access control
ticket includes mutual authentication designation data that
designatesla mutual authentication mode to be executed
betweén the memory-loaded device and an access unit which

20 outputs the ticket. |

According to an embodiment of the partition management
apparatus of the present invention, the access control
ticket includes ticket verification designatioﬁ data that

designates a verification mode of the access control ticket

25 received by the memory-loaded device.



5 According to an enbodi nent of the partition nmanagenent apparatus of the
present invention, the access control ticket includes a category or an
identifier of an access unit, which serves as using neans of the access
control ticket. 10 A fourth aspect of the present invention is a nenory-

| oaded device having a nenory in which data can be stored. The nenory of
t he nmenory-| oaded device includes one or nore partitions, which serve as
menory areas nanaged by a partition nanager, and a devi ce nanager
management area 15 managed by a devi dé manager, which serves as a manager
of the nenory-| oaded device. The nenory-| oaded device includes control
nmeans for receiving froman access unit an access control ticket managed

by the devi cead@dag@efigOto asin A6RBE81REALT OF Ehékghrzgtﬂﬁﬂaﬂgﬁa8¥méﬁg
partition manager as an access control ticket or the menory, and for

per f or m agppracassbfigthecpidisagtt @ngendeser,i Rhicon Rk ssheonteeived ticket.
According to an enbodi nent of the nenory-| oaded device of the present

i nventi obickbe ancésdesont rakeybekebri aal idestiZd erubifalthautiBentingat i on
designation data that designates a - 19 nutual authentication node to be
execut edmpangeef the apmemvsycboaded devked.and the access unit which
outputs the ticket, and the control neans executes mutual authentication
accordi ng t o Ateondiingl| tavahesnpedinent defi ghat pantidafanohanagement

apparatus of the present invention, the access control
ticket includes a category or an identifier of an access
unit, which serves as using means of the access control
ticket.

10 A fourth aspect of the present invention is a memory-
loaded device having a memory in which data can be stored.

The memory of the memory-loaded device includes one or
more partitions, which serve as memory areas managed by a
partition manager, and a device manager management area

15 managed by a device manager, which serves as a manager of
the memory-loaded device.

The memory-loaded device includes control means for
receiving from an access unit an access control ticket
managed by the device manager or an access control ticket

20 managed by the partition manager as an access control ticket
for the memory, and for performing processing according to a
description of the received ticket.

According to an embodiment of the memory-loaded device
of the present invention, the access control ticket includes

25 mutual authentication designation data that designates a



5 the access control ticket, and perforns processing according to a
description recorded in the received ticket on the . condition that

aut hentication is successfully conducted. According to an enbodi nent of

t he menory-| oaded device of the present invention, the access control
ticket includes 10 ticket verification designation data that designates a
verification node of the access control ticket received by the

menory-| oaded device, and the control neans executes ticket verification
processing according to the ticket -ve¥§fication designation data of the
access control ticket,. 15 and perfornms processing according to a
description recorded in the received ticket on the condition that

verificamu@nails austesesshulilby aoadueiethe ASERRAID det vl £rpRdi ment of the
menory-| oaded device of the present invention, the access control ticket

i ncl udesmeRQ rg-gcakegadr Vel can ande ithief ia@ice@fs wSW RGhiMARS Qfutddhamrecess
control ticket, and the control neans executes processing to check whet her

the ticketicketa tnakehel sduedoly mauhkokixzet tdss itig IMeansh hased @kt he
category or the identifier of the issuing neans of the access control
ticket i adcoatiedg not hthe2huanads authehtdlcaticketdasdegiavddnf AWt ke access
unit, and - 20 perforns processing according to a description recorded in
t he recetthedacicekst contrhé ¢drdietti, oanth gie rtflvemesh godoices s iprgo eeswiraig nigs
successfully perforned.. According to an enbodi nent of the nenory-| oaded
devi ce to a description recorded in the received ticket on the
condition that authentication is successfully conducted.
According to an embodiment of the memory-loaded device
of the present invention, the access control ticket includes
10 ticket verification designation data that designates a
verification mode of the access control ticket received by
the memory-loaded device, and the control means executes
ticket verification processing according to the ticket
verification designation data of the access control ticket,
15 and performs processing according to a description recorded
in the received ticket on the condition that verification is
successfully conducted.
According to an embodiment of the memory-loaded device
of the present invention, the access control ticket includes
20 a category or an identifier of issuing means of the access
control ticket, and the control means executes processing to
check whether the ticket is a ticket issued by authorized
issuing means based on the category or the identifier of the

issuing means of the access control ticket indicated in the

25 access control ticket received from the access unit, and



5 of the present invention, the access control ticket includes a category
or an identifier of the access unit, which serves as using neans of the
access control ticket, and the control means perforns processing to check
whet her the ticket is a ticket provided by authorized using nmeans based on
the 10 category or the identifier of the access unit, which serves as the
using means of the access control ticket, indicated in the access control
ticket received fromthe access. unit, and perforns processing according
~to a description recorded in the recei@ed ticket on the condition that the
checking 15 processing is successfully perfornmed. A fifth aspect of the
present invention is a nenory access control nethod for a nenory-| oaded

devi ce haeirfigras FROREY sihMAIER A0t &d i adst SiAniesd (I Py, of the
menory- Igaded dgv?ge |ngﬁuggg one gr%tZ ﬁbre par%ﬁ%iong‘for storlng t he

data fil eheheeekeivedhitiikesebve the BN idreahFNAGEEHIL @A RArtition
manager, and a device nmanager managenent area nmanaged by a devi ce manager

whi ch sepreseasiagnisagecceksithe IFepemrdrarded devi ce. The nenory-| oaded
device receives froman access unit 25 an access control ticket managed by

t he devi ce nmehagerdbngato-alemacdemssncontr ehet inekekyrasaged B¥vihe
partition manager as an access control ticket for the nenory, and perforns
processi pf &beopdiergntoiavdesdonpt ithe afccelss rentinedd tiickeat incAe@essdi ng to
an enbodi ment of the nenory access control
a category or an identifier of the access unit, which serves
as using means of the access control ticket, and the control
means performslprocessing to check whether the ticket is a
ticket provided by authorized using means based on the
10 category or the identifier of the access unit, which serves
as the using means of the access control ticket, indicated
in the access control ticket received from the access unit,
and performs processing according to a description recorded
in the received ticket on the condition that the checking
15 processing is successfully performed.
A fifth aspect of the present invention is a memory
access control method for a memory-loaded device having a
memory in which a data file is stored.
The memory of the memory-loaded device includes one or
20 more partitions for storing the data file therein/ which
serve as memory areas managed by a partition manager, and a
device manager management area managed by a device manager,
which serves as a manager of the memory-loaded device.

The memory-loaded device receives from an access unit

25 an access control ticket managed by the device manager or an



5 nmethod of the present invention, the access control ticket includes

mut ual aut hentication designation data that designates a nutua

aut henti cati on node to be executed between the nenory-I|oaded device and
the access unit which outputs the ticket, and the nenory-| oaded device
executes 10 nutual authentication according to the nutual authentication
desi gnation data of the access control ticket, and perfornms processing
according to a description recorded in the received ticket on the
condition that authentication is sutcessfully conducted. 15 According to
an enbodi rent of the menory access control nethod of the present

i nvention, the access control ticket includes ticket verification

desi gnat ke@edat achitall tdeXednaesgRd/ &y fineatdon 1ds Haddtf AGGESH
control ticket received by the nenory-loaded device, and the nenory-| oaded

20 devi cacexesuices tirioak &fi ckertl fogatine@n neheass s il #ead iy to the ticket
verification designation data of the access control ticket, and perforns

processi pgoaessidigng doorali ndesey iptdedcrgsoisiedof nthbereeeei-y@deicrket on

the condition that verification is successfully conducted. 25 According to
an enbodi nent Aoforfiengehor gnacmbsdimentr of th22memethodcakstheoptesent

i nvention, the access control ticket includes a category or an identifier
of i ssui mgthednofothehpresendsdnyemtion t ithleetaccass tdva trerioryi-dkeaded

devi ce executes processing to check whether the ticket is a ticket issued
by includes mutual authentication designation data that

designates a mutual authentication mode to be executed
between the memory-loaded device and the access unit which
outputs the ticket, and the memory-loaded device executes

10 mutual authentication according to the mutual authentication
designation data of the access control ticket, and performs
processing according to a description recorded in the
received ticket on the condition that authentication is
successfully conducted,

15 According to an embodiment of the memory access control
method of the present invention, the accesé control ticket
includes ticket verification designation data that.
designates a verification mode of the access control ticket
received by the memory-loaded device, and the memory-loaded

20 device executes ticket verification processing according to
the ticket verification designation data of the access
control ticket, and performs processing according to a
description recorded in the received ticket on the condition
that verification is successfully conducted.

25 According to an embodiment of the memory access control



5 aut horized issuing neans based on the category or the identifier of the
i ssuing neans of the access control ticket indicated in the access control
ticket received fromthe access unit, and perfornms processing according to
a description recorded in the received ticket on the condition 10 that the
checki ng processing is successfully performed. According to an enbodi nment
of the nmenory access control nethod of the present invention, the access
control ticket includes a category or_an identifier of the access unit,

whi ch serves as using means of the dccess control ticket, 15 and the
menory-| oaded device perfornms processing to check whether the ticket is a
ti cket provided by authorized using neans based on the category or the

identifigetabdt be aBeepgesuiict invenehoser W@% axddi® WG Ieang ke the
access control ticket, indicated in the access control ticket received

from 20ihbeudesesscufiegorgndrpanf aden tAFfaees $iMg saeGyd MG ns0 oF the
description recorded in the received ticket on the condition that the
checki ngapresessbngrbd sucgessf ahldy ther nemorg -1 cAckear dievg cleo e catle@di nent
of the nmenory access control nmethod of the present invention, the access
control Prekessing managedkbyhelbedethee timkagen si acltiddeta ipautkid bgn - 23
registration ticket (PRT) that allows partition creation processing or
partiti opugbpsired peevésgi ngahsr besednenoithe of tielwe nyewor thieoaded devi ce.
When receiving the partition registration ticket (PRT) fromthe access
unit, thédpefdfyer of the issuing means of the access control ticket

indicated in the access control ticket received from the

access unit, and performs processing according to a

description recorded in the received ticket on the condition

10 that the checking processing is successfully performed.

According to an embodiment of the memory access control
method of the present invention, the access control ticket
includes a category or an identifier of the access unit,
which serves as using means of the access control ticket,

15 and the memory-loaded device performs processing to check
whether the ticket is a ticket provided by authorized using
means based on the category or the identifier of the access
unit, which serves as the using means of the access control
ticket, indicated in the access control ticket received from

20 the access unit, and performs processing according to a
description recorded in the received ticket on the condition
that the checking processing is successfully performed.

According to an embodiment of the memory access control

method of the present invention, the access control ticket

25 managed by the device manager includes a partition



5 | oaded device perforns the partition creation processing or the
partition deletion processing according to a description recorded in the
received partition registration ticket (PRT). According to an enbodi nent of
the nenory access control nmethod of the present invention, the partition
registration 10 ticket (PRT) is issued fromticket issuing means nenaged
by the device manager to the access unit, which serves as a ticket user
managed by the partition manager. According to an enbodi nent of the nenory
access control nethod of the present 4hvention, the access control ticket
15 managed by the partition manager includes a file registration ticket
(FRT) that allows data-file creation processing or data-file deletion

processi k@ggiil taafachi tiQke tWPRT)i THEeNGNAlRG igh Atie: 60t ddhe
menory-| oaded device. Wien receiving the file registration ticket (FRT)

from t hep2@cacedny vt paridie itaMdeldraage  rdREsea Mefdy fthd hnfddye
creation processing or the file deletion processing according to a

descr i pt iodn thec orededyi-i obbded eeeiived fWhen regiestrialg ahd ipakati HiRT) .
According to an enbodi ment of the nenory access control 25 nethod of the
present iegéntiretionhgitkied r@HTSt fabiorthe 24 cesischeti tf,FRRe memcggued from
ticket issuing means nanaged by the partition nmanager .to the_access unit,
whi chP sedpadeds dgvicecker fgsars rigagped thy itne qraattiitanop noeesgdng Accor di ng
to an enbodi ment of the nmenory access control
the partition deletion processing according to a description
recorded in the received partition registration ticket (PRT).
According to an embodiment of the memory access control
method of the present invention, the partition registration
10 ticket (PRT) is issued from ticket issuing means managed by
the device manager to the access unit, which serves as a
ticket user managed by the partition manager.
According to an embodiment of the memory access control
method of the present invention, the access control ticket
15 managed by the partition manager includes a file
registration ticket (FRT) that allows data-file creation
processing or data-file deletion processing in a partition
which is generated in the memory of the memory-loaded device.
When receiving the file registration ticket (FRT) from the
20 access unit, the memory-loaded device performs the file
creation processing or the file deletion processing
according to a description recorded in the received file
registration ticket (FRT).

According to an embodiment of the memory access control

25 method of the present invention, the file registration



5 nmethod of the present invention, the access control ticket nanaged by
the partition nmanager includes a service permssion ticket (SPT) that

all ows access to the data file in a partition in the nenory of the
menory-| oaded device. When receiving the service perm ssion ticket (SPT)
fromthe 10 access unit, the nenory-|l oaded device accesses the data file
according to a description recorded in the received service permssion
ticket (SPT). According to an enbodi ment of the nenory access control

nmet hod of the present invention, the s vice pernission 15 ticket (SPT) is
issued fromticket issuing neans managed by the partition manager to the
access unit, which serves as a ticket user nmanaged by the partition

manager . tAekecdi(RETY 0ianieshedi FRBh 8fickbe HRERAYAGRAsS &ARkbed pyet hod of
the present invention, the access control ticket 20 rmanaged by the device
manager thetherpattbhi manageaged ithel udessa Gatia ,uptdicd kleekek GBUE) t hat
allows data stored in the nenory of the nenory-|oaded device to be
updat ed. tiv¥keh neeei manggeHebgatheupdaté tibaketngBdE). from t he access

unit, the nenory-|oaded device perforns data updating 25 processing
accordi ng to Acdesdingtionan eeuboddtmémtt hE th@bmemecei #ededat aonpdal e
ticket (DUT%. According to an enbodi nent of the nenory access control

met hod omethedppésthe PreemrntoAnvensidat athpdaceesisckentroDUE)cket updati ng

data in the device nanager managenent
managed by the partition manager includes a service

permission ticket (SPT) that allows access to the data file
in a partition in the memory of the memory-loaded device.
When receiving the service permission ticket (SPT) from the
10 access unit, the memory-loaded device accesses the.data file
according to a description recorded in the received service
permission ticket (SPT).
According to an embodiment of the memory access control
method of the present invention, the service permission
15 ticket (SPT) is issued from ticket issuing means managed by
the partition manager to the access unit, which serves as a
ticket user managed by the partition manager.
According to an embodiment of the memory access control
method of the present invention, the access control ticket
20 managed by the device manager or the'partition manager
includes a data update ticket (DUT) that allows data stored
in the memory of the memory-loaded device to be updated.
When receiving the data update ticket (DUT) from the access
unit, the memory-loaded device performs data updating

25 processing according to a description recorded in the



5 area managed by the device manager is issued fromticket issuing neans
managed by the device manager to the access unit, which serves as a ticket
user nanaged by the device nmanager, and the data update ticket (DUT) for
updating the data in the partition nanaged by the partition manager is 10
issued fromticket issuing neans managed by the partition manager to the
access unit, which serves as a ticket user nanaged by the partition
manager. A sixth aspect of the present invention is a program storage
medi um for providing a conputer progTéﬁifDr 15 executing nenory access
control processing on a conputer system the nenory access control
processi ng being perfornmed for a nenory-|oaded device having a nenory, the

nenory  ireckltedgdate Qpdamike tpaikleitt i(@ug)for storing a data file therein,
whi ch serve as nenory areas nanaged by a partition 20 nmanager, and a device

manager nmanagRoestdangatenangesbbiinentdeyEcenBanagery whteBsSeprMesoas a
manager of the nenory- | oaded device. The conputer programincludes a step
of receineithgdf bodmthr aceses tudintvean ianGe L eC aatiaouddadiett i Jxraged by t he
devi ce manager or an access control ticket 25 managed by the partition
manager d9Udn docewpdesingokattacket the2@eviioe tlamageromanagesicey of
executing nmutual authentication wth the access unit, a step of executing
ticke? v&EerRf maarpged protéssideyizecordiaggrt dsa idesed [iroon tdfckiete recei ved

ticket, and a step of perform ng processing
issuing means managed by the device manager to the access

unit, which serves as a ticket user managed by.the device
manager, and the data update ticket (DUT) for updating the
data in the partition managed by the partition manager is
10 issued from ticket issuing means managed by the partition
manager to the access unit, which serves as a ticket user
managed by the partition manager.
A sixth aspect of the present invention is a program
~storage medium for providing a computer program for
15 executing memory access control proéessing on a computer
system, the memory access control processing being performed
for a memory-loaded device having a memory, the memory
including one or more partitions for storing a data file
therein, which serve as memory areas managed by a partition
20 manager, and a device manager management area managed by a
device manager, which serves as a manager of the memory-
loaded device. The computer program includes a step of
receiving from an access unit an access control ticket
managed by the device manager or an access control ticket

25 managed by the partition manager as an access control ticket



5 according to the description of the received ticket. The program storage
medi um of the present invention is a nediumfor providing a conputer
programto, for exanple, a general-purpose conputer systemthat is able to
execute various programcodes, in a conputer-readable format. The 10 form
of the mediumis not particularly restricted, and may be a recording

medi um such as CD, FD, or MO, or a comunication nedium In such a
program st orage nedium the cooperative relationship between the conputer
program and the storage 15 medi um in 2@r+rs of the structure or the
function, which is to inplenment the functions of the predeterm ned conputer
program on the conputer system is defined. In other words, by installing

the compyber (REOALABEYN! & LRBCREPULEL.IALEHLAY LG 3LAAGE Agd! um 1t he

cooperative functions can be 20 exhibit e comput er system thereby

obtal ni ng4 tAPeRa! beESs3Ndnadyant 3485 SleMehAukdrIageKQ; the other  aspects
of the present invention. Further objects, features and advantages of the

present veRyentheRow blobeeaiBgapRabeaknk @ bLheisldipwiing 2% degcription
of the enbodinents and the attached drawings. - 27 In this specification,

the systescaeesd @ikeeikGabngraupteb ar pluralidinObrdewisedsg and it is not
essential that the devices having individual configurations be |ocated in
the Saneccasdligg to the description of the received ticket.
The program storage medium of the present invention is
a medium for providing a computer program to, for example, a
general-purpose computer system that is able to execute
various program codes, in a computer-readable format. The
10 form of the medium is not particularly restricted, and may
be a recording medium, such as CD, FD, or MO, or a
communication medium.
In such a program storage medium, the cooperative
relationship between the computer program and the storage
15 medium in terms of the structure or the function, which is
to implement the functions of the predetermined computer
program on the computer system, is defined. 1In other words,
by installing the computer program into the computer system
via the storage medium, the cooperative functions can be
20 exhibited on the computer system, thereby obtaining
operations and advantages similar to those of the other
aspects of the present invention.
Further objects, features and advantages of the preéent
invention will become apparent from the following

25 description of the embodiments and the attached drawings.



5 Brief Description of the Drawings Fig. 1 is a first schematic di agram
illustrating an overview of a system configuration of the present
invention. Fig. 2 is a second schematic diagramillustrating an 10
overvi ew of the systemconfiguration of the present invention. Fig. 3is a
third schematic diagramillustrating an overview of the system
configuration of the present invention. 15 Fig. 4 is a diagram
illustrating the relationship between access control ticket issuing neans
and using neans in the systemof the $resent invention. Fig. 5is a
diagramillustrating the configuration provided of a device with a nenory
in the systemof the 20 present invention. Fig. 6 is a diagram

i |'lustrathnghibBespeenry chengnl ehe EPetdavineanel af heRasertroupy et ixon.
Fig. 7 is a diagramillustrating the configuration of a device manager in
the systeiuehltihg presentcesyeahdont 25 hiod e3siehtdadi a®mamthlel ustrating
the configuration of - 28 device-nmanager control neans in the system of
t he presdrtvicemvbaviog. ikdgvifubd aodifaguamtiilonss breatliong tieke inorthiegur at i on
of a partition manager in the systemof the present invention.

same casing.

Brief Description of the Drawings

Fig. 1 is a first schematic diagram illustrating an
overview of a system configuration of the present invention.

Fig. 2 is a second schematic diagram illustrating an

10 overview of the system configuration of the present
invention.

Fig. 3 is a third schematic diagram illustrating an
overview of the system configuration of the present
invention.

15 Fig. 4 is a diagram illustrating the relationship
between access control ticket issuing means and using means
in the system of the present invention.

Fig. 5 i1s a diagram illustrating the configuration
provided of a device with a memory in the system of the

20 present invention.

Fig. 6 is a diagram illustrating the memory format of
the device of the present invention.

Fig. 7 is a diagram illustrating the configuration of a
device manager in the system of the present invention.

25 Fig. 8 1s a diagram illustrating the configuration of



5 Fig. 10 is a diagramillustrating the configuration of a reader/witer
"(RRW in the systemof the present invention. Fig. 11 is a diagram
illustrating a format of a public key certificate that can be used in the
system of the present invention. 10 Fig. 12 is a flowhart illustrating a
signature generation processing according to a public key systemthat can
be used in the systemof the present invention. Fig. 13 is a flowchart
illustrating signature verification processing according to a public key
system 15 that can be used in the syst&rmof the present invention. Fig.
14 is a diagramillustrating the data configuration of a manufacture
information block of the data stored in the nenory of the device of the

present devéepereanagkirgcohfriod mednagiamthld usigtain RE tdhe Gater e
configuration of a device nmanagenent information block of the data stored
in the mingeptdbnt.he device of the present invention. Fig. 16 is a diagram
illustrating the data configuration of a public-key device key definition
bl ock of 25 Fhe.dat asséodedgramt helnehoayiog the deuifdguobttibe pfesent -
29 ‘invention. Fig. 17 is a diagramillustrating the data configuration of
a commonPR&f1iaencmakeygedefinnithieosyisiteok odf thiche rasstea tstioved tilont.he nmenory
of the device of the present
5 Fig. 10 1s a diagram illustrating the configuration of
a reader/writer (R/W) in the system of the present invention.
Fig. 11 is a diagram illustrating a format of a public
key certificate that can be used in the system of the
present invention.
10 Fig. 12 is a flowchart illustrating a signature
generation processing according to a public key system that
can be used in the system of the present invention.
Fig. 13 is a flowchart illustrating signature
verification processing according to a public key system
15 that can be used in the system of the present invention.
Fig. 14 is a diagram illustrating the data
configuration of a manufacture information block of the data
stored in the memory of the device of the present invention.
Fig. 15 1is a diagram illustrating the data
20 configuration of a device management information block of
the data stored in the memory of the device of the present
invention.
Fig. 16 is a diagram illustrating the data

configuration of a public-key device key definition block of

25 the data stored in the memory of the device of the present



5 invention. Fig. 18 is a diagramillustrating the data configuration of a
device key area of the data stored in the nenory of the device of the
present invention. Fig. 19 is a diagramillustrating the data 10
configuration of a partition definition block of the data stored in the
menory of the device of the present invention. Fig. 20 is a diagram
illustrating the data configuration of a partition managenent information
bl ock of the data stored in the nenoeg of the device of the present 15
invention. Fig. 21 is a diagramillust¥ating the data configuration of a
public-key partition key definition block of the data stored in the nenory
of the device of the present invention. 20 Fig. 22 is a diagram
i 'l ustrathognthendata configuration of a common-key partition key
definition block of the data stored in the nmenory of the device of the
present invenfign.1Fiys 23disgpadi AQlastirhtusyrgahengathe data 25
configuration of a partition key area of the data stored in - 30 the
menory ototnfiégdeaitenobft becpmmsernkeyndentlicen keyFideg.f 124 tiiona bdioafr am
illustrating the data configuration of a file definition block of the data
stored fthetdatpeabpyedf inh&éhdemeneoryf ofhéehpr desritcei wferhicopresent
5 invention.
Fig. 18 is a diagram illustrating the data
configuration of a device key area of the data stored in the
memory of the device of the present invention.
Fig. 19 is a diagram illustrating the data
10 configuration of a partition definition block of the data
stored in the memory of the device of the present invention.
Fig. 20 is a diagram illustrating the data
configuration of a partition management information block of
the data stored in the memory of the device of the present
15 invention.
Fig. 21 is a diagram illustrating the data
configuration of a public-key partition key definition block
of the data stored in the memory of the device of the
present invention.
20 Fig. 22 is a diagram illustrating the data
configuration of a common-key partition key definition block
of the data stored in the memory of the device of the
present invention.

Fig. 23 is a diagram illustrating the data

25 configuration of a partition key area of the data stored in



5 Fig. 25 is a diagramillustrating the type of file structure of the data
stored in the nenory of the device of the present invention. Fig. 26 is a
diagramillustrating the format of a partition registration ticket (PRT) -
as an access control 10 ticket applied in the systemof the present
invention. Fig. 27 is a diagramillustrating the format of a file
registration ticket (FRT) as an access control ticket applied in the
system of the present invention. Fig. 28 is a diagramillustrating the
format (first 15 exanple) of a servic® permission ticket (SPT) as an
access control ticket applied in the systemof the present invention.

Fig. 29 is a diagramillustrating the type of file access node using a

service pReMnsabey birCkat (8FTLeasraRhe2Bragesss iaRnlont i cket applied in
the systemof the present invention. Fig. 30 is a diagramillustrating the

file structureigo 2heigcgegsegraiai NY1AsELAYERG PREMugshoN ticket (SPT) as
an access control ticket applied in the systemof the present 25

inventi osonfidlrakign 3% hksfaldi agfamiklibusbiakiknert ke ef @At stseeand
exanple) of a service perm ssion ticket (SPT) as an access control ticket
applied in the mgsmbem of the peresent ofi nenbred8ent invention.

5 Fig. 25 is a diagram illustrating the type of file
structure of the data stored in the memory of the device of
the present invention.

Fig. 26 is a diagram illustrating the format of a
partition registration ticket (PRT) as an access control

10 ticket appliéd in the system of the present invention.

Fig. 27 is a diagram illustrating the format of a file
registration ticket (FRT) as an access control ticket
applied in the system of the present invention.

Fig. 28 is a diagram illustrating the format (first

15 example) of a service permission ticket (SPT) as an access
control ticket applied in the system of the present
invention.

Fig. 29 is a diagram illustrating the type of file
access mode using a service permission ticket (SPT) as an

20 access control ticket applied in the system of the present
invention.

Fig. 30 is a diagram illustrating the file structure to
be accessed using a service permission ticket (SPT) as an
access control ticket applied in the system of the present

25 invention.



5 Fig. 32 is a diagramillustrating the format of a data wupdate ticket
(DUT) as an access control ticket applied in the systemof the present
invention. Fig. 33 is a diagramillustrating the data to be updated using
a data update ticket (DUT) as an access 10 control ticket applied in the
system of the present invention. Fig. 34 is a diagramillustrating an
overview of the processing until the use of the device in the system of
the present invention. 15 Fig. 35 is a flowhart illustrating device
initial registration processing performed by a devi ce nanufacturing
entity in the systemof the present invention. Fig. 36 is a first flowchart
illustrating device initial registration processing performed by a device

20 nmanager irFidie 3ysi€n ofiddealr eSEREtEAVENY ORe FbOmaB7 (b&cangecond
flowchart illustrating device initial registration processing performed by

t he devi erampBBAYSE bnstheisgspemmikstibe prekent (sPrenkisoAn Bicgess8 is a
third flowhart illustrating device 25 initial registration processing
per f or medohyrbhetdeketeappd2edniinaghe sgpstka sfstem efreskatpr esent
invention. Fig. 39 is a fourth flowhart illustrating device initial
regi strathvanpionessi ng perforned by the device nmnager in the system of
the present invention.
5 Fig. 32 is a diagram illustrating the format of a data

update ticket (DUT) as an access control ticket applied in

the system of the present invention.

Fig. 33 1is é diagram illustrating the data to be
updated using a data update ticket (DUT) as an access

10 control ticket applied in the system of the present
invention.

Fig. 34 is a diagram illustrating an overview of the
processing until the uée of the device in the system of the
present invention.

15 Fig. 35 is a flowchart illustrating device initial
registration processing performed by a device manufacturing
entity in the system of the present invention.

Fig. 36 is a first flowchart illustrating device
initial registration processing performed by a device

20 manager in the system of the present invention.

Fig. 37 is a second flowchart illustrating device
initial registration processing performed by the device
manager in the system of the present invention.

Fig. 38 is a third flowchart illustrating device

25 initial registration processing performed by the device



5 Fig. 40 is a fifth flowmhart illustrating device initial registration
processi ng perfornmed by the device manager in the system of the present
invention. Fig. 41 is a diagramillustrating data stored in the device
after the device initial registration processing is 10. perforned by the
devi ce manager in the systemof the present invention. Fig. 42 is a first

flowchart illustrating public key certificate issuing processing perfornmed
by the device nmanager in the systemof the present invention. 15 Fig. 43
is a second flowchart illustrating publ?3c key certificate issuing
processing perfornmed by the device nanager in the system of the present
invention. Fig. 44 is a flowhart illustrating public key certificate

i sSsui ng paeeess NG Ref %ﬁﬁ&fénb)bft he dHERn 20 FRAAgRIn i N the system of the
present invention. Fig. 45 is a flowhart illustrating public key
certificate ipsygingopiecessbigtheriowonedrhy ithasdewicag aarager in the
system of the present invention. Fig. 46 is a diagramillustrating data

st ored i Aintihe al2yedaitaa tafne prouelsisd nke p exddrinfd L adye Hrss e d@y ocessing i s
- 33 perforned by the device manager in the system of the present
i nventi omanBiggr 4n ithea siylsowrharft tihd pstersantng pasriditdron  creati on/ del eti on
processing for the device in the system of
5 Fig. 40 is a fifth flowchart illustrating device
initial registration processing performed by the device
manager in the system of the present invention.

Fig. 41 is a diagram illustrating data stored in the
device after the device initial registration processing is

10. performed by the device manager in the system of the present
invention.

Fig. 42 is a first flowchart illustrating public key
certificate issuing processing performed by the device
manager in the system of the present invention.

15 Fig. 43 is a second flowchart illustrating public key
certificate issuing processing performed by the device
manager in the system of the present invention.

Fig. 44 is a flowchart illustrating public key
certificate issuing processing performed by the device

20 manager in the system of the present invention.

Fig. 45 is a flowchart illustrating public key
certificate issuing processing performed by the device
manager in the system of the present invention.

Fig. 46 is a diagram illustrating data stored in the

25 device after public key certificate issuing processing is



5 the present invention. Fig. 48 is a first flowhart illustrating nutual
aut hentication processing with the device in the system of

invention. Fig. 49 is a second flowhart illustrating nmutual 10

aut henti cati on processing (device authentication) with the
system of the present invention. Fig. 50 is a diagramillustrating nutual

aut hentication processing according to a public key systemw th the device

in the systemof the present invention. 15 Fig. 51 is a diagram

illustrating the configuration of

Fig. 54 is a diagramillustrating nutual authentication processing

accor di ngreataoonddedatkey pystesswnghfble ttdevideeicien inhehsysiyemeal otthe

pr esent
5

10

15

20

25

invention. Fig. 55 is a third flowhart illustrating nutual
the present invention.

Fig. 48 is a first flowchart illustrating mutual
authentication processing with the device in the system of
the present invention.

Fig. 49 is a second flowchart illustrating mutual
authentication processing (device authentication) with the
device in the system of the present invention.

Fig. 50 is a diagram illustrating mutual authentication
processing according to a public key system with the device
in the system of the present invention.

Fig. 51 is a diagram illustrating the configuration of
an authentication table generated in the device after mutual
authentication processing with the device is performed in
the system of the present invention.

Fig. 52 is a diagram illustrating the configuration of
an authentication table generated in the reader/writer after
mutual authenﬁication processing with the device is
performed in the system of the present invention.

Fig. 53 is a diagram illustrating mutual authentication
processing according to a common key system with the device

in the system of the present invention.

t he present

device in the

an Buthentication table generated in the
device after nutual authentication processing with the device is perforned
in the systemof the present invention. Fig. 52 is a diagramillustrating
the confpguratined Bf tRE aBvavkhpAhheadll 9R takl @ 4eRer aredneNptR8ent
reader/witer after nutual authentication proceSsing with the device is
per f or rednirBnthensystem of the present invention. Fig. 53 is a diagram
illustrating nutual authentication processing according to a conmon key
system wi th thegded7 ces 25fiswthersysieosotathbagppesentibnvention. - 34



5 authentication processing (partition authentication) with

the device in

the system of the present invention. Fig. 56 is a fourth flowhart
illustrating mutual authentication processing (partition authentication)
with the device in the systemof the present invention. 10 Fig. 57 is a
first flowhart illustrating ticket integrity/user checking in the system
of the present invention. Fig. 58 is a second flowhart illustrating

ticket integrity/user checking in the system of the present

15 i nventi on.

Fig. 59 is a first flowillustrating a@%ethod for creating a MAC that can
be used for the integrity of the ticket in the systemof the present
invention. Fig. 60 is a first flowhart illustrating a partition 20
creation/del etign operathonihgrhhe;isyssemetnthgupheseRttnkbAY¥ERLLBn Fi 0.
61 is a second flowhart illustrating the partition creation/deletion
oper at i oprbBekbéngyatesraingheo Br esanion Re§Nish@tem Wifdhg the2 deizef i rst
flowchart illustrating partition - 35 initial registration processing in
t he system ahet Bgspessetit thienyerisietrn. ihvgnt83n.s a second fl owchart
illustrating partition initial registration processing in the system of

the present Fig. 55 is a third flowchart illustrating mutual

5 authentication processing (partition authentication)

the device in the system of the present invention.

with

Fig. 56 is a fourth flowchart illustrating mutual

authentication processing (partition authentication) with

the device in the system of the present invention.

10 Fig. 57 is a first flowchart illustrating ticket

integrity/user. checking in the system of the present

invention.

Fig. 58 is a second flowchart illustrating ticket

integrity/user checking in the system of the present

15 invention.

Fig. 59 is a first flow illustrating a method for

creating a MAC that can be used for the integrity of the

ticket in the system of the present invention.

Fig. 60 is a first flowchart illustrating a partition

20 creation/deletion operation in the system of the present

invention.

Fig. 61 is a second flowchart illustrating the

partition creation/deletion operation in the system of the

present invention.

25 Fig. 62 is a first flowchart illustrating partition



5 invention. Fig. 64 is a third flowhart illustrating partition initial
regi stration processing in the systemof the present invention. Fig. 65 1is

a diagramillustrating data stored in the 10 device after partition
initial registration processing is perforned in the system of the present
invention. Fig. 66 is'a first flowhart illustrating public key

certificate issuing processing perforned by a partition manager in the
system of the present invention. 15 th. 67 is a second fl owhart
illustrating public key certificate i33uing processing perforned by the
partition manager in the systemof the present invention. Fig. 68 is a
diagramillustrating partition creation processing perforned by the

partitioanimiagereigi sthe tivat @Focd@sahgt He RIS eRls iV &H o WMikent
publ i c- key aut hentication and public-key ticket verification are

perfornmednvengion is a diagramillustrating partition creation processing
performed by the partition manager in the system of the present invention
when publ i c- kBygau6Bensi easeoondandlahcharaonikaytihekay perkiteahi on are
performed. - 36 Fig. 70 is a diagramillustrating partition creation

pr ocessi Agipérfloregd shyathenparbiceissingaiagehe mytshensyst ale @irelshatpr esent
invention when common-key authentication and common-key ticket

veri f1 catn¥Aangienper f or ned.

Fig. 64 is a third flowchart illustrating partition
initial registration processing in the éystem of the present
invention.

Fig. 65 is a diagram illustrating data stored in the

10 device after partition initial registration processing is
performed in the system of the present invention.

Fig. 66 is a first flowchart illustrating public key
certificate issuing processing performed by a partition
manager in the system of the present invention.

15 Fig. 67 is a second flowchart illustrating public key
certificate issuing processing performed by the partition
manager in the system of the present invention.

Fig. 68 is a diagram illustrating partition creation
processing performed by the partition manager in the system

20 of the present invention when public-key authentication and
public-key ticket verification are performed.

Fig. 69 is a diagram illustrating partition creation
processing performed by the partition manager in the system
of the present invention when public-key authentication and

25 common-key ticket verification are performed.



S Fig. 71 is a diagramillustrating partition creation processing _
performed by the partition nanager in the system of the present invention
when comon- key aut hentication and public-key ticket verification are

performed. Fig. 72 is a flowchart

illustrating file 10 creation/del etion

processing using a file registration ticket (FRT) in the systemof the

pr esent

invention. Fig. 73 is a flowhart illustrating file

creation/del etion processing using a file registration ticket (FRT)
system of the present invention. 15 Fi3f 74 is a diagramillustrating data

stored in the

in the

device after a file is created by using a file registration

ticket (FRT) in the systemof the present invention. Fig. 75 is a diagram

illustrating pile gpeaLiong; gQ&ﬁS%&ﬂgs£§5EQPgoﬁgk%iE%ghsp&égk9§ntiCket

(FRT) in the 20 systemof t

present 1 nven when publi ¢-ke

aut henti gabe3sang PERIFLemsRY byl ¢hel pueilifi oAl Yt ReY BA ki 9. 76
is a diagramillustrating file creation processing using a fil'e

regi st rabifoRhkl pkekenktRIhvieRtiBa wB2nSyeha®nok &he iesenictleentingn Whe n
public-key - 37 authentication and conmmon-key ticket verification are

per f or medomhb@-kéy itscaedi agramiichitishr arengeiifdogmieat i on

using a file registration ticket (FRT) in the

5

10

15

20

25

Fig. 71 is a diagram illustrating partition creation
processing performed by the partition manager in the system
of the present invention when common-key authentication and
public-key ticket verification are performed.

Fig. 72 is a flowchart illustrating file
creation/deletion processing using a file registration
ticket (FRT) in the system of the present invention.

Fig. 73 is a flowchart illustrating file
creation/deletion processing using a file registration
ticket (FRT) in the system of the present invention.

Fig. 74 is a diagram illustrating data stored in the
device after a file is created by using a file registration
ticket (FRT) in the system of the present invention. |

Fig. 75 is a diagram illustrating file creation
processing using a file registration ticket (FRT) in the
system of the present invention when public-key
authentication and public-key ticket verification are
performed.

Fig. 76 is a diagram illustrating file creation
processing using a file registration ticket (FRT) in the

system of the present invention when public-key

processi ng



5 system of the present invention when comon-key authentication and
common- key ticket verification are perforned. Fig. 78 is a diagram
illustrating file creation processing using a file registration ticket
(FRT) in the 10 systemof the present invention when conmon-key

aut hentication and public-key ticket verification are perfornmed. Fig. 79

is a flowhart illustrating file access processing using a service
perm ssion ticket (SPT) in the 15 system of the present invention. Fig. 80
is aflowhart illustrating a file opel’ -operation using a service
perm ssion ticket (SPT) in the systemof the present invention. Fig. 81 is
a diagramillustrating the configuration 20 (first exanple) of a file open

table generakadibutile hinke copRBR-RRS' AlicqR USidIY & SR G Rer i ssi on
ticket (SPT) in the systemof the present invention. Fig. 82 is a diagram

i1 Tustrapergotrh@gconfiguration (second exanple) of a file open table
generated by the file 25 open operation using a service perm ssion ticket

(SPT) in - 38Fi?_he7$y;s.§em al aghempi eseptrhnyaft FeNe Ergat83ni s a diagram
illustrating a first exanple of file access processing using a service
per m ssi protieekehg (SRhY lan fihe systiemreftitdne Hirdsent(FRIVERn @he
5 system of the present invention when common-key
authentication and common-key ticket verification are
performed.

Fig. 78 is a diagram illustrating file creation
processing using a file registration ticket (FRT) in the

10 system of the present invention when common-key
authentication and public-key ticket verification are
performed.

Fig. 79 is a flowchart illustrating file access
processing using a service permission ticket (SPT) in.the

15 system of the present invention.

Fig. 80 is a flowchart illustrating a file open
operation using a service permission ticket (SPT) in the
system of the present invention.

Fig. 81 is a diagram illustrating the configuration

20 (first example) of a file open table generated by the file
open operation using a service permission ticket (SPT) in
the system of the present invention.

Fig. 82 is a diagram illustrating the configuration
(second example) of a file open table generated by the file

25 open operation using a service permission ticket (SPT) in



5 Fig. 84 is a diagramillustrating a second exanple of file access
processing using a service permssion ticket (SPT) in the systemof the
present invention. Fig. 85 is a diagramillustrating the handling of

session keys generated by perform ng authentication in the 10 -system of
the present invention. Fig. 86 is a flowhart of a first exanple of file
access processing using a service permssion ticket (SPT) in the system of
the present invention. Fig. 87 is a flowhart of a second exanple of file
15 access processing using a service p&mission ticket (SPT) in the system
of the present invention. Fig. 88 is a diagramillustrating an exanpl e of
access processing of a conposite file using a service perm ssion ticket

(SPT) inthbes?ﬁﬁbﬁ”beth@epEég%%QFih@é%&ﬁb%ﬂ- 20 Fig. 89 is a diagram
illustrating file access processing using a service permssion ticket

(SPT) in the rsystem 0§ &heidgesenilioyephitongWheripybl EgalkgYe of _
aut hentication and public-key ticket verification are perfornmed. 25 Fig.
90 is a diiadgr ancekkuptbatsBgnbi heiagcasservi%e PeEaRSSIIRG WSicReta Service
perm ssion ticket (SPT) in the systemof the present invention when
publ i c- kégPTautthehhecaystrmand cbenmpmekentt iakenhtien.fi cati on are
per f or med.
5 Fig. 84 is a diagram illustrating a second example of

file access processing using a service permission ticket

(SPT) in the system of the present invention.

Fig. 85 is a diagram illustrating the handling of
session keys generated by performing authentication in the

10 -'system of the present invention.

Fig. 86 is a flowchart of a first example of file
access processing using a service permission ticket (SPT) in
the system of the present invention.

Fig. 87 is a flowchart of a second example of file -

15 access processing using a service permission ticket (SPT) in
the system of the present invention.

Fig. 88 is a diagram illustrating an example of access
processing of a composite file using a service permission
ticket (SPT) in the system of the present invention.

20 Fig. 89 is a diagram illustrating file access
processing using a service permission ticket (SPT) in the
system of the present invention when public-key
authentication and public-key ticket verification are

performed.

25 Fig. 90 is a diagram illustrating file access



5 Fig. 91 is a diagramillustrating file access processing using a service
perm ssion ticket (SPT) in the systemof the present invention when
comon- key aut hentication and common-key ticket verification are
performed. 10 Fig. 92 is a diagramillustrating file access processing
using a service permssion ticket (SPT) in the systemof the present

i nventi on when common-key authentication and public-key ticket

verification are perfornmed. 15 Fig. 93 is a flowhart illustrating data
updating processing using a data updat® ticket (DUT) in the systemof the
present invention. Fig. 94 is a flowhart illustrating a data updating

operation . using a data update ticket (DUT) in the systemof 20 the present

inventi oprobegsi99 usiaglhageaMiick! petidlisn®nan ikl &af) dat andupdating
processing using a data update ticket (DUT) in the systemof the present

i nventi oByskeg. 086ths prdisaghainiviehtsbhatihee puklQwWIKEMOry 25 structure.
- 40 Fig. 97 is a diagramillustrating a known rel ationship between a

menory manayentapdtisar andFicgmmd8 -keya tdickgtamedilfusiatatdnn@ denown menory
area reserving processing.
performed.

5 Fig. 91 is a diagram illustrating file access
processing using a service permission ticket (SPT) in the
system of the present invention when common-key
authentication and common-key tickef verification are
performed.

10 Fig. 92 is a diagram illustrating file access
processing using a service permission ticket (SPT) in the
system of the present invention when common-key
authentication and public-key ticket verification are
performed.

15 Fig. 93 is a flowchart illustrating data updating
processing using a data update ticket (DUT) in the system of
the present invention.

Fig. 94 is a flowchart illustrating a data updating
operation using a data update ticket (DUT) in the system of

20 the present invention.

Fig. 95 is a diagram illustrating an example of data
updating processing using a data update ticket (DUT) in the
system of the present invention.

Fig. 96 is a diagram illustrating a known memory

25 structure.



5 Fig. 99 is a diagramillustrating a known nmenory access nethod. Best
Mode for Carrying out the Invention Enbodi nents of the present invention
are described in 10 detail below with reference to the drawi ngs. A
description is given in the followng order. A Description of Entity and
Ti cket Configuration in Data Processing System Using Device Al. Overview
of Data Managenent System Using Menory- 15 Loaded Device A2. Device
Configuration A3. Device Manager Configuration A4. Partition Manager
Configuration A5. Ticket User (Reader/A¥iter as Device Access Unit) 20
Configuration A6. Public Key Certificate A7. Storage Data in Device Menory
A7.1. Device-Unique-Information/Device-Partition- Information Area 25 A7. 2.

Partition Aremig.4d7 £8.aD0atagFanmailebtEachndi skRhoAR. %elEEEBhEhQQ
Regi stration Tlcket (PRT) A8.2. File Registration Ticket (FRT

Servi ce Betwessi aNmémekot maBBREEr5aA8. dselPata Update Ti cket (DUT)

Fig. 98 is a diagram illustrating known memory area
reserving processing.
5 Fig. 99 is a diagram illustrating a known memory access

method.

Best Mode for Carrying out the Invention
Embodiments of the present invention are described in
10 detail below with reference to the drawings.
A description is given in the following order.
A. Description of Entity and Ticket Configuration in
Data Processing System Using Device
Al. Overview of Data Management System Using Memory-
15 Loaded Device
A2. Device Configuration
A3. Device Manager Configuration
A4. Partition Manager Configuration
AS. Ticket User (Reader/Writer as Device Access Unit)
20 Configuration
A6. Public Key Certificate
A7. Storage Data in Device Memory
A7.1. Device-Unique-Information/Device~Partition-
Information Area

25 A7.2. Partition Area



B. Detail ed Description of Device Distribution to User, Various Settings
for Device, and Device Usage Processing Bl. Flow from Device Initial
registration to Usage B2. Initial Registration processing by Device 10
Manuf acturing Entity. B3. Device Manager Managenent Processing B3.1. Device
Regi stration processing by Device Manager B3.2. Public Key Certificate

| ssui ng Processi ng under Device Manager Control 15 B4. Partition Manager
Managenment Processing B4.1. Partition Setting Registering and Del etion
Processing Using Partition Registratidh Ticket (PRT) under Partition
Manager Control B4.2. Public Key Certificate Issuing Processing under 20
Partition Manager Control B4.3. Processing Procedure in Each Partition

Creation Proggssbaga Mebhedt84rdrakhl ei&keati on and Del eti on Processing
Using File Registration Ticket (FRT) 25 B4.5. Processing Procedure in Each

File Creationag.?2 pErocesshnRedybs bodt B4n6TiOREYI GR[Ki | € Access)
Processing Using Service Permssion Ticket (SPT) B4.7. Processing
Procedure in Ech. AEcessRegbsessthgn BidkebodFRE) ng Servi ce Perm ssion
Ti cket (SPT)
A8.3. Service Permission Ticket (SPT)
5 AB8.4. Data Update Ticket (DUT)
B. Detailed Description of Device Distribution to User,
Various Settings for Device, and Device Usage Processing
Bl. Flow from Device Initial registration to Usage
B2. Initial Registration processing by Device
10 Manufacturing Entity
B3. Device Manager Management Processing
B3.1. Device Registration processing by Device Manager
B3.2. Public Key Certificate Issuing Processing under
Device Manager Control
15 B4. Partition Manager Management Processing
B4.1l. Partition Setting Registering and Deletion
Processing Using Partition Registration Ticket (PRT) under
Partition Manager Control
B4.2. Public Key Certificate Issuing Processing under
20 Partition Manager Control
B4.3. Processing Procedure in Each Partition Creation
Processing Method
B4.4. File Creation and Deletion Processing Using File

Registration Ticket (FRT)

25 B4.5. Processing Procedure in Each File Creation



B5. Device Data Updating Processing Using Data Update Ticket

(but) [A.

Overvi ew of Data Managenent System Using Menory- 10 Loaded Device] Fig. 1
illustrates an overview of a data nmanagenent system according to the ‘
present invention. A nenory-loaded device (hereinafter referred to as the
"device") 100 is manufactured by a device manufacturing entity

(manuf acturer) 15 500, and is provided to a user under the managenent of a

devi ce manager (DM 200, which serves as a devi ce nanagenent

entity, and

is utilized. The device may be provided2 t-o the wuser in any node, such as a

| oan or a sale (including assignnment). 20 In the device 100,

a nenory area

is divided into a plurality of partitions, which serve as data storage

areas, apdcbBeihpdiiddal partitions (Partitions AL B, ... Z) are

utilized for various services under the nmanagenent of partition nmanagers,
which serve agqvari ousySeEViLE1E8NAEEESS) 2PrblesBing: usfhg388A,t BLough 300Z.
- 43 For performng partition setting registration procCessing for the
devi ce 1@@rmfikkeosetriicretr ggipsyrati on processing for the partitions set in
t he device, and access processing for each registered file, access control

tickets 5 forBihe. devoeess sagerrbycautBoihzedchi akebskssubpesaeags (Ti cket

| ssuer) are required.
5 Method Using Service Permission Ticket (SPT)

B5. Device Data Updating Processing Using Data Update

Ticket (DUT)

[Al. Overview of Data Management System Using Memory-

10 Loaded Device]

Fig. 1 illustrates an overview of a data management

system according to the present invention. A memory-loaded

device (hereinafter referred to as the "device") 100 is

manufactured by a device manufacturing entity (manufacturer)

15 500, and is provided to a user under the management of a

device manager (DM) 200, which serves as a device management

entity, and is utilized. The device may be provided to the

user in any mode, such as a loan or a sale (including
assignment) .

20 In the device 100, a memory area is divided into

a

plurality of partitions, which serve as data storage areas,

and the individual partitions (Partitions A, B, ... Z) are

utilized for various services under the management of

partition managers, which serve as various service entities

25 (A, B, ... Z) 300A through 3002z.



For the partition setting registration processing for the device 100, a
partition registration ticket (PRT) issued by authorized ticket issuing
means (Ticket Issuer) is 10 required. For the file setting registration
processing for the partitions set in the device, a file registration
ticket (FRT) issued by the authorized ticket issuing neans (Ticket

| ssuer) is required. For nmaking access to each file, a service perm ssion
ticket (SPT) issued by authorized ticket 15 issuing neans (Ticket |ssuer)
is required. Each ticket stores accessi¥utes for the device 100, for
exanpl e, the rules concerning authentication processing between the device
and a reader/witer that perforns various types of processing, such as

readi ng and vwb_fiperdamiﬁ@oghzeiemdni BE:QtEL_H? 4@yl e@rathgnt i cket also
stores the partition size that can be set if thé ticket is the partition

regi st rapirocetisthet foPRthe e ifdd @09,z itikatscaani e vRfi difratifem ticket is
the file registration ticket (FRT), and the access node that can be
execut edptexesdahg feadithg padti%iwnist iskd) inf the ddudket, iahd heeysvi ce
perm ssion ticket - 44 (SPT). Information concerning the ticket issuer and
the tickebceseingafdroeheh irebdsneiredn farle alasaestsorcetht roAddiildkenal |y, a
tanmper-verification ICV (Integrity Check Value) for the data stored in the
ti ckel i §oretbrddeyvignd 16 saridy bwhem thioe idada tdtodredd lissutimeg tiecket i s not
tanpered with, the processing can be executed within the range of the
(Ticket Issuer) are required.
For the partition setting registration processing for
the device 100, a partition registration ticket (PRT) issued
by authorized ticket issuing means (Ticket Issuer) is
10 required. For the file setting registration processing for
the partitions set in the device, a file registration ticket
(FRT) issued by the authorized ticket issuing means (Ticket
Issuer) 1is required. For making access to each file, a
service permission ticket (SPT) issued by authorized ticket
15 issuing means (Ticket Issuer) is required.
Each ticket stores access rules for the device 100, for
example, the rules concerning authentication processing
between the device and a reader/writer that performs various
types of processing, such as reading and writing data from
20  and into the device. The ticket also stores the partition
size that can be set if the ticket is the partition
registration ticket (PRT), the file size that can be set if
the ticket is the file registration ticket (FRT), and the

access mode that can be executed (ex. data reading and

25 writing) if the ticket is the service permission ticket



perm ssion recorded in the ticket. Details of such tickets are discussed
below. In the exanple shown in Fig. 1, the ticket issuing 10 neans (Ticket

| ssuer) for issuing the partition registration ticket (PRT) is set in the
devi ce manager (DM 200, and the ticket issuing nmeans (Ticket |ssuer) for
issuing the file registration ticket (FRT) and the service perm ssion
ticket (SPT) are set in the service entity A 300A, which serves as 15 the
partition manager. In the configuration shown in Fig. 1, basically,
service entities B ... Z 300E throughf8002 have a configuration sinmlar to
that of the service entity A, and the ticket issuing neans (Ticket |ssuer)
for issuing the file registration ticket (FRT) and the service perm ssion

20 tickeqséﬁﬁT) 8 £88haktRofaeBneitiieg el i cilt RisGuelr e (ervice
entity and the partition nmanager (PM are indicated as the sanme entity.

However, i BR¥tdasaet ahavetherbentrbensam®nentdet ¥l s elald vely, the
partition rmanager for managi ng the partitions as nenory areas set in 25

the nenorydiayohelaydi &f eapperentirty ith@ohheg cver(ting@ @ittt YheckS that
borrows the partitions as the menory areas fromthe partition manager
under a paede)erfbirnetecdathastorstionias theakiieketf iilses eicd rdeel , bangowed
partitions, and provides services. For the sake of sinplicity, however,
t he 3 conhilguwaknomhien dattiac s tidhreds aenvitde: emntdcket al sonser vaspased heith,
partition manager is discussed bel ow.
the processing can be executed within the range of the
permission recorded in the ticket. Details of such tickets
are discussed below.
In the example shown in Fig. 1, the ticket issuing
10 means (Ticket Issuer) for issuing the partition registration
ticket (PRT) is set in the device manager (DM) 200, and the
ticket issuing means (Ticket Issuer) for issuing the file
registration ticket (FRT) and the service permission ticket
(SPT) are set in the service entity A, 300A, which serves as
15 the partition manager. In the configuration shown in Fig. 1,
basically, service entities B ... Z, 300B through 300Z have
a configuration similar to that of the service entity A, and
the ticket issuing means (Ticket Issuer) for issuing the
file registration ticket (FRT) and the service permission
20 ticket (SPT) is set in each service entity.
In Fig. 1, the service entity and the partition manager
(PM) are indicated as the same entity. However, they do not
have to be the same entity. Alternatively, the partition

manager for managing the partitions as memory areas set in

25 the memory may be a different entity from the service entity



The partition manager (PM, which serves as one of the service entities
300A t hrough 300Z, requests the device mnmanager (DM 200 to issue a
partition registration ticket 10 (PRT) under a predeterm ned contract by,
for exanple, paying a certain price, and the ticket issuing nmeans (Ticket

| ssuer) in the device manager (DM receives a permssion fromthe device
manager (DM and issues the partition registration ticket (PRT) for the
partition manager (PM, 15 which serves as the service entity. Each service
entity (partition manager (PM) 300 ~ dctesses the device 100 owned by the
user via a conmmunication interface (1/F) so as to perform authentication
processing and verification processing 20 according to the rules recorded

in the pahkict beBrowegiLskr phiren thbekeh s( RRE) meaeaiyw ad hlsomrhe teevi ce
manager (DM 200, and also perforns the partition setting registration
processi pgreithbn mheagamgendbrt heppedeitesmined ecardedti n sitheeparti ti on
registration ticket (PRT). This 25 processing is described in detail bel ow
- 46 Theaconuunifdcatsonnl tkemay rivewady phype tabnegbla@doprowiikelsess i nterface
t hrough whi ch data comuni cation can be performed with an external unit
(devi ce) seFviceganpFer ithe shéedeVi sémpadca tySBhoweweat,i ndpeconfi gurati on,
the 5 communication I/F may be a USBI/F. If the device is an IC card type,
the cormHUAREATHBALEPRE ﬁﬁyW%écanthe-éaraice entity also serves as the

partition manager is discussed below.

The partition manager (PM), which serves as one of the
service entities 300A through 300Z, requests the device
manager (DM) 200 to issue a partition registration ticket

10 (PRT) under a predetermined contract by, for example, paying
a certain price, and the ticket issuing means (Ticket
Issuer) in the device manager (DM) receives a permission
from the device manager (DM) and issues the partition
registration ticket (PRT) for the partition manager (PM),

15 which serves as the service entity.

Each service entity (partition manager (PM)) 300
accesses the device 100 owned by the user via a
communication interface (I/F) so as to perform
authentication processing and verification processing

20 according to the rules recorded in the partition
registration ticket (PRT) received from the device manager
(DM) 200, and also performs the partition setting
registration processing within_the range of the permission
recorded in the partition registration ticket (PRT). This

25 processing is described in detail below.



reader/writer. |If the device has various comuni cation functions, such as
a public line, a communication line, or the Internet, or if the device is
connectabl e to such a 10 conmuni cation unit, the conmunication |I/F may be a
data communication I/F according to the correspondi ng conmunication
system After the partitions are set in the device 100 for the service
entity 300, the service entity 300 accesses the 15 device 100 owned by the
user via the communication interface (lI/F) so as to perform authentication
processing and verification processimf according to the rules recorded in
the file registration ticket (FRT) issued by the ticket issuing nmeans
(Ticket Issuer) in the service entity 300, and 20 also perforns the file

setting regi sthat toMmih06888bAII P matNBef bh§ Wbhi Bt Bgpriange of the
perm ssion recorded in the file registration ticket (FRT). These

processi Rgsedees daserirbed ithrdebal knhehoWa tEhe caiudicR e and3@@ al so
accesses the device 100 25 owned by the user via the conmunication

i nterfaceetlfbkpesowith7 anagxterpanf anmrayidkentdesat i o Proeaysid)g ignd
verification processing according to the rules recorded in the service
per m ssi thet dekéte( BBE) ai ¥SBedohyiecheny chkeilf iggswtignteams (Ticket |ssuer)
in the service entity, and also perfornms the 5 access processing (ex. data
reading anumuniicatidgpnwilt Bi mayhbe pabi§BIdF .t h@ fpanhm Sieivicer dcoraedCin t he
servi ce perm ssion
card type, the communication I/F may be an IC-card
reader/writer. If the device has various communication
functions, such as a public line, a communication line, or
the Internet, or if the device is connectable to such a
10 communication unit, the communication I/F may be a data
communication I/F according to the corresponding
communication system.
After the partitions are set in the device 100 for the
service entity 300, the service entity 300 accesses the
15 device 100 owned by the user via the communication interface
(I/F) so as to perform authentication processing and
verification processing according to the rules recorded in
the file registration ticket (FRT) issued by the ticket
issuing means (Ticket Issuer) in the service entity 300, and
20 also performs the file setting registration processing for
the file within the range of the permission recorded in the
file registration ticket (FRT). These processings are
described in detail below.

The service entity 300 also accesses the device 100

25 owned by the user via the communication interface (I/F) so



ticket (SPT). These processings are discussed in detail below As shown in
Fig. 1, a code management institute 400 is 10 set at a |level higher than

t he devi ce manager 200 and the partition manager 300, and assi gns code,

whi ch serve as ID information of the corresponding entity, to each of the
devi ce manager and the partition manager. The code assigned to each
manager is used as storage data in access control 15 tickets, such as the
above-descri bed partition registration ticket (PRT), the file registration
ticket (FRT), and so on. Before the d&Vite 100 is provided (ex. |oaned or
sold) to the user and is utilized, the device manager (DM 200 for

managi ng the provided device is set, and devi ce- manager 20 nmanagenent

i nf or mat iaen toS welt ATt he t9RHGR IBRAIYr K& idS anll ix}éﬁf};iié?}ﬂ e provided

device. Details of such data are described bel'ow. The relationship between

publ i c- k@yoeeistsiifhig alce dreSwignGo RIHRCassidig and iy ent idLsdiy the data
managenent system 25 using the nenory device is described below wth

ref erenceetrmissd®n kiigke2 (Brg) 2 dsiddsibyates tthekday i JMRAeRa@s the
devi ce nmanagenent entity, the two partition nanagers 300A and 300B as the
nmanagenen iekieitt ilesukan tihe thar tsietivine sett ity { htvd de eayr e heLcode
managenent institute 400 for assigning |D code to the device manager 200.
Addi t? onalclcgsst beogeissing (ex. data reading and writing) within the
range of the permission recorded in the service permission
ticket (SPT). These processings are discussed in detail
below.
As shown in Fig. 1, a code management institute 400 is
10 set at a level higher than the device manager 200 and the
partition manager 300, and assigns code, which serve as ID
information of the corresponding entity, to each of the
device manager and the partition manager. The code assigned
to each manager is used as storage data in access control
15 tickets,.such as the above-described partition registration
ticket (PRT), the file registration ticket (FRT), and so on.
Before the device 100 is provided (ex. loaned or sold)
to the user and is utilized, the device manager (DM) 200 for
managing the provided device is set, and device-manager
20 management information, such as the device manager code, is
written into the provided device. Details of such data are
described below.
The relationship between public-key-certificate issuing

processing and the entities in the data management system

25 using the memory device is described below with reference to



provi ded a devi ce-manager certificate authority (CA(DEV)) 610, which, in
response to a public-key-certificate issuing request froma registration
authority 210 nanaged by the 10 devi ce manager 200, issues a device public
key certificate (CERT-DEV) corresponding to the device manager 200,

i ndi vi dual units nmanaged by the device manager (partition registration
ticket (PRT) issuing nmeans (PRT Issuer) 210, or the device 100. There are
al so provided partition-manager 15 certificate authorities (CA(PAR)) 620
and 630 for issuing a partition pubti48key certificate (CERT-PAR)
corresponding to individual units nmanaged by the partition nmanagers 300A
and 300B (file registration ticket (FRT) issuing neans (FRT Issuer) 310,
servi ce- pegm gsi on-ticket issuing nmeans (SPT 20 Issuer) 320, reader/witers
711 through 714 as device access wunits, i.e., ticket users, or a partition

of the deviceri@0.2 initbergesti gneabiboncshpunabyBrFhg. tRe HBGi1dEVI CE
manager certificate authority: CA for DM (or CA(DEV)) 610 and the

partiti omamagagen tCentiifyatd catwbopatite$i cBArfadlageds PARBA( amdCAOBAR) ) 620
and 630 are separately provided as - 49 individual certificate
aut hor i t aes thHomenenemehits encdnfiegurfetr ahempya rird tdhadged asndesier ed. For
exanple, a single certificate authority having both functions may be
provideddeyice,cemtptheecoidki manegamehdr ity thidute @odr fort wssiahimartiti on
managers _and a device-nmanager certificate authority may be separately
provi dedID code to the device manager 200. Additionally, there is
provided a device-manager certificate authority (CA(DEV))
610, which, in response to a public-key-certificate issuing
request from a registration authority 210 managed by the
10 device manager 200, issues a device public key certificate
(CERT-DEV) corresponding to the device manager 200,
individual units managed by the device manager (partition
registration ticket (PRT) issuing means (PRT Issuer) 210, or
the device 100. There are also provided partition-manager
15 certificate authorities (CA(PAR)) 620 and 630 for issuing a
partition public key certificate (CERT-PAR) corresponding to
individual units managed by the partition managers 300A and
300B (file registration ticket (FRT) issuing means (FRT
Issuer) 310, service-permission-ticket issuing means (SPT
20 Issuer) 320, reader/writers 711 through 714 as device access
units, i.e., ticket users, or a partition of the device 100.
In the configuration shown in Fig. 2, the device-
manager certificate authority: CA for DM (or CA(DEV)) 610

and the partition-manager certificate authorities: CA for

25 PAR (or CA(PAR)) 620 and 630 are separately provided as



The devi ce manager 200 and the partition nmanagers 300A and 300B are
provided with registration authorities (RA) 220 and 320, respectively. The
registration authorities 220 and 10 320 receive requests to issue public -
key certificates, i.e., the public key certificates of the device manager
200 and the partition managers 300A and 300B, the public key «certificates
of the individual units (ticket issuing neans and ticket users) nmnanaged by
the managers, and a public key 15 certificate of the device 100. Then, the
registration authorities 220 and 320 £heck the received public-key

i ssui ng requests, then transfer the public-key issuing requests to the
certificate authorities, and al so manages the issued public key

certificahasyidbalhecpibliicakey g@hbifiqakes sl by &g certificate
authorities (CAs) 610, 620, and 630 via the registration authorities (RAs)

220 and 32dfayarstebadmhl b@?cﬁﬁ%g%@ &Qodesa&@dﬁreE%ﬁe%xﬁ%blkheaprOC?SSing
to be perfornmed for the device 100, for exanple, the partition setting

processi Bng2s thetlirieaset bukdoRiegessiviag dothheupidichisOnay e mutual -
50 authentication processing required for accessing the file’ or the
integritproeigbdcabron pooseascegtigichhe abeweridesgoirbadphingketlisy Details
of the public-key-certificate issuing processing, and the above-described
processi ngspbrusicngnt menpgblrisc akdy ac detiitiecabes gare cdirsayssadebel ow. In
Fig. 2, as the partitions, the device 100 possesses

authority may be separately provided.

The device manager 200 and the partition managers 300A

and 300B are provided with registration authorities (RA) 220

and 320, respectively. The registration authorities 220 and

10 320 receive requests to issue public key certificates, i.e.,
the public key certificates of the device manager 200 and
the partition managers 300A and 300B, the public key
certificates of the individual units (ticket issuing means
and ticket users) managed by the managers, and a public key

15 certificate of the device 100. Then, the registration
authorities 220 and 320 check the received public-key
issuing requests, then transfer the public-key issuing
requests to the certificate authorities, and also manages
the issued public key certificates.

20 The public key certificates issued by the certificate
authorities (CAs) 610, 620, and 630 via the registration
authorities (RAs) 220 and 320 are stored in the device 100,

and are used for the processing to be performed for the

device 100, for example, the partition setting processing,

25 the file setting processing for the partitions, the mutual



a managenent partition: PM Area for the partition manager 1, 300A a
managenent partition: PM2Area for the partition nmnager 2, 300B, and a
DMVArea as the managenent area for the 10 device manager 200. The device
manager 200 possesses the partition- registration-ticket issuing nmeans (PRT
| ssuer) 210, and the partition manager 300 possesses the
file-registration-ticket issuing neans (FRT |Issuer) 310 and the
service-perm ssion 15 ticket issuing neans (SPT |Issuer) 320. The PRT |ssuer
210, the FRT Issuer 310, and the SPT 3&suer 320 issue the corresponding
tickets. The partition manager 1, 300A is provided with the reader/witers
711 through 713 (data reading and witing 20 interface of the device)

dedi cat edut@entheatidiny iptedle sligketrequiredd BRT.adREsid PR file,
respectively, while the partition manager 2, 300B has t'he common

reader/ woirt ehe’ 14 tebeh t§l ketrh€ itchekehs proceddindglnor the @reR/ witer may
be configured in various fornms. 25 A specific exanple of the entities is
descri bedebelrdived Gickeitsh rekeadnse offo thieg pudl ifld-key3- dddtugtifates an
exanpl e of the configuration using the device. In this configuration, as
the partissoangapagerssingi cAndethe abolviee desiditede mrddeds ifngfs provi di ng
services by utilizing the partitions 5 set in the device, Tozai Railway
Co., itdusiapdtNenpokdicRieywapr€ificbtds are dimssivdercsdbedow.he device
manager for

In Fig. 2, as the partitions, the device 100 possesses
a management partition: PMlArea for the partition manager 1,
300A, a management partition: PM2Area for the partition
manager 2, 300B, and a DMArea as the management area for the

10 device manager 200.

The device manager 200 possesses the partition-
registration-ticket issuing means (PRT Issuer) 210, and the
partition manager 300 possesses the file-registration-ticket
issuing means (FRT Issuer) 310 and the service-permission-

15 ticket issuing means (SPT Issuer) 320. The PRT Issuer 210,
the FRT Issuer 310, and the SPT Issuer 320 issue the
corresponding tickets.

The partition manager 1, 300A is provided with the
reader/writers 711 through 713 (data reading and writing

20 interface of the device) dedicated for the individual
tickets, i.e., PRT, FRT, and SPT, respectively, while the
partition manager 2, 300B has the common reader/writer 714
for all the tickets. Accordingly, the reader/writer may be

configured in various forms.

25 A specific example of the entities is described below



performng the partition setting registration for the partition rmanagers,
Ni ppon Railway G oup is considered. Tozai Railway Co., Ltd. sets and -
registers a plurality 10 of files, i.e., a conmuter ticket file, a prepaid
file, and a file for the others,. in the partition: PML, which is set in

t he user device and managed by Tozai Railway Co., Ltd. The partition
manager, which serves as a service entity, is able to register various
files in partitions which are 15 assigned fromthe device manager and which
are set according to the services provided by the partition nmanager. For
setting and registering files, the file registration ticket (FRT) is
required. Tozai Railway Co., Ltd. functions as a partition 20 manager for

managi ngweRe ekrkhenpar kbt FQQs, 3i.. erigRant iihiloRt r AMARA e AHIENJgcat i on
processing and verification "processing are performed according to the

rul es reeaedednifigutrhe ipar tisiingn thegidshiatkl.on i akals (BRP:iJusawadby the
PRT Issuer of N ppon Railway Goup, which serves as the device 25 manager,
and the parthei parséttibngmaegigetsat Wi cpr geess G the? selrviperforned within
the range of the perm ssion recorded in the partition registration ticket
(PRT). ThemjitpestifbroproveMiAgeaersiassi pyedttia ikdng thai paayi€aonslt d.
Tozai Railway Co., Ltd. sets various files, such as a 5 comuter ticket
file Zandsatpiepahd flevécei,nTrheiaBsiigmeg Cpart ilttidon: alBM Aaeaokacordi ng to
the services to be provided
Railway Co., Ltd. are considered. As the device manager for
performing the partition setting registration for the
partition managers, Nippon Railway Group is considered.
Tozai Railway Co., Ltd. sets and registers a plurality
10 of files, i.e., a commuter ticket file, a prepaid file, and
a file for the others, in the partition: PM1l, which is set
in the user device and managed by Tozai Railway Co., Ltd.
The partition manager, which serves as a service entity, is
able to register various files in partitions which are
15 assigned from the device manager and which are set according
to the services provided by the partition manager. For
setting and registering files, the file registration ticket
(FRT) is required.
Tozai Railway Co., Ltd. functions as a partition
20 manager for managing one of the partitions, i.e., partition:
PMlArea. Authentication processing and verification
processing are performed according to the rules recorded in
the partition registration ticket (PRT) issued by the PRT

Issuer of Nippon Railway Group, which serves as the device

25 manager, and the partition setting registration processing



by Tozai Railway Co., Ltd. In the data storage area in the commter ticket
file, various data required as ticket managenent data, such as the ticket
user, the usage period, 10 and the usage zone, can be recorded. In the
prepaid file, the user name, the prepaid amount of noney, the bal ance
data, etc., are recorded. In the file setting processing, authentication
processing and verification processing are executed according to the rules
recorded in the file 15 registration ticket (FRT) issued by the FRT I'ssuer
of Tozai Railway Co., Ltd., and thef%2e-setting registration processing
is performed within the range of the permission recorded in the file
registration ticket (FRT). The device in which various files are set as

descri be i S, Ubaisld e E ml.e, ser. is able
to utiligg %é%§g¥?§%§%§§gé&5?%39%¥ﬁ$%cﬁ??ﬁgiéﬁﬁﬁgb |né1'%§{§%¢ﬁ§;ﬁétl1 a

reader / Wiihle€ ha riitGRnS e¥as 3% t8 HEWH itk e tAC \ .uniTtherFO'l:pa%@o%: the
comuter ticket file is "accessed by an authorized reader/witer installed

in the 2pMinckat iMRERIsNGNSQ &% 11O Z=8akiNGH5QL ZaRg. The prepaid - 53
file is also accessed to performupdating processing for the balance data
in the prepai tothieraTbeagecyi ceLpar Mseskokatiicket fASBE), kasuedsby the
service perm ssion ticket (SPT) issuing neans (SPT issuer) 5 of Tozai
Rai | way Commultied. tdicdreds fdhiecnti lae prepad dadddssed arshavisa giteRressi ng
(read, wite, decrenent, etc.) to be
partition: PMlArea according to the services to be provided
by Tozai Railway Co., Ltd. 1In the data storage area in the
commuter ticket file, various data required as ticket
management data, such as the ticket user, the usage period,
10 and the usage zone, can be recorded. In the prepaid file,
the user name, the prepaid amount of money, the balance data,
etc., are recorded. 1In the file setting processing,
authentication processing and verification processing are
executed according to the rules recorded in the file
15 registration ticket (FRT) issued by the FRT Issuer of Tozai
Railway Co., Ltd., and the file setting registration
processing is performed within the range of the permission
recorded in the file registration ticket (FRT).
The device in which various files are set as described
20 above is utilized by the user. For example, the user is
able to utilize the device by setting it in a ticket machine
provided with a reader/writer, which serves as a device
access unit. For example, the commuter ticket file is

accessed by an authorized reader/writer installed in the

25 ticket machine so as to read the usage zone. The prepaid



executed in the device. The tickets are stored in, for exanple, a
reader/witer, which serves as an authorized device access unit installed
in the ticket machine, and 10 authenticati.on processing with the device and
ticket wverification processing are perfornmed according to the rules
recorded in the tickets. If both the reader/witer and the device are
found to be authorized devices, and if the tickets are authorized tickets,
the processing (ex. reading, 15 witing, decrenenting, etc., of the data
inthe file) is performed within the ¥anmge of the permnission recorded in
the service permssion ticket (SPT). Fig. 4 illustrates a typical _

rel ati onship between the ticket issuing neans (Ticket |Issuer) for issuing

various f2Qetiiekaliso aueRsasd e RPRAfOMIRE! ] At dld 1GHete &P@}) the
file registration ticket (FRT), a%% t he sé%iicé§%£§%issfzﬁ§¥fc§%t §ET),

and the batkateusara( TnCkek YsepbhidMrigle utilizes the tickets issued by the
ticket issuing neans. 25 As being discussed with reference to, for

exanpl e, Fig.ThebSderticéhpetmtkeionhssucretmesns) (Teeket bgsuge) is under
the control of the device manager or the partition manager, and issues
the partserunceegestiasiion ticket ((BRT), itsheifd emeamegi(@prmatisemeld)cket
(FRT), and the service permssion ticket 5 (SPT), according to the .
processi g Tozbé pedfwryefoon fLhd. devires. whkieh ifdket tusere @hcaketedUser) is
a machi ne or neans

and which processing (read, write, decrement, etc.) to be

executed in the device. The tickets are stored in, for

example, a reader/writer, which serves as an authorized

device access unit installed in the ticket machine, and

10 authentication processing with the device and ticket
verification processing are performed according to the rules
recorded in the tickets. If both the reader/writer and the
device are found to be authorized devices, and if the
tickets are authorized tickets, the processing (ex. reading,

15 writing, decrementing, etc., of the data in the file) is
performed within the range of the permission recorded in the
service permission ticket (SPT).

Fig. 4 illustrates a typical relationship between the
ticket issuing means (Ticket Issuer) for issuing various

20 tickets, such as the partition registration ticket (PRT),
the file registration ticket (FRT), and the service
permission ticket (SPT), and the ticket user (Ticket User)
which utilizes the tickets issued by the ticket issuing

meamns.

25 As being discussed with reference to, for example, Fig.



for utilizing the tickets issued by the ticket issuing neans, and nore
specifically, it serves as a device access unit, for exanple, a
reader/witer, for reading and witing data 10 into and fromthe device.
As shown in Fig. 4, the ticket user is able to store and utilize a
plurality of tickets. Alternatively, the ticket user is able to store only
a single ticket, for exanple, only the service perm ssion ticket (SPT)
that 15 allows only the reading of the zone data of the commuter ticket
file discussed with reference to Fig: 3 and then reads only the zone
data. For exanple, at a commuter-ticket read only machine of a railway
conpany, which is a certain entity (partition 20 nmanager), a reader/witer

whi ch senyesnas tacley §8sageeSheatdi t(TiSkai NG sy tihe S&fW G oer ni ssion
ticket (SPT) that allows only the reading of the zone data of the conmuter

ticket fibatirsiset. theehevike #Anageat arCanheb@aread ifonOMantle dewinge owned
by the user. For exanple, in a 25 reader/witer, which serves as a device

access utisbpes Ghe pastaklied regastirekébnmadhikee f@RIEr ft®lamifAg epr ocessi ng
for comuter tickets and prepaid tickets, the service perm ssion ticket
(SPT) al revgiirgrenkipnt héckeadi(AGTof, the thee séatvd cef petritd sedmmUtdckizitcket
file, and the service permssion ticket 5 (SPT) allow ng the decrenenting
processi n§PFor akeobdiagcéo darapobcelse ipgepai thef iplee famrmest onedhicoget her
Then, thgevice. The ticket user (Ticket User) is a machine or means
for utilizing the tickets issued by the ticket issuing means,
and more specifically, it serves as a device access unit,
for example, a reader/writer, for reading and writing data
10 into and from the device.
As shown in Fig. 4, the ticket user is able to store
and utilize a plurality of tickets. Alternatively, the
ticket user is able to store only a single ticket, for
example, only the service permission ticket (SPT) that
15 allows only the reading of the zone data of the commuter
ticket file discussed with reference to Fig. 3, and then
reads only the zone data.
For example, at a commuter-ticket read only machine of
a railway company, which is a certain entity (partition
20 manager), a reader/writer, which serves as a device access
unit, storing only the service permission ticket (SPT) that
allows only the reading of the zone data of the commuter
ticket file is set. Then, the zone data can be read from

the device owned by the user. For example, in a

25 reader/writer, which serves as a device access unit,



processi ng can be executed for both the files, i.e., the comut er ticket
file and for the prepaid file. The ticket user (ex. reader/witer) may be
configured 10 such that the partition registration ticket (PRT), the file
registration ticket (FRT), and the service pernission ticket (SPT) are
stored, and all the correspondi ng processings, such as partition
registration, file registration, and data access in the file, are
executable. In this manner, the 15 processing executable by the ticket user
is determined by the types of ticketsdpossessed by the ticket user. [A2.
Devi ce Configuration] A description is given below of a device provided
with the above-described nenory whose data storage area is 20 divided into

a pl ural iihytefl 1Rar it i20RS.cKEtd maZhihed £o3C HRITEd G AW B s the glgvi ce. As
shown in Fig. 5, the devigé 100ainéludes: a CPU ﬁtéﬂg{al Pfg%g§3|ng Unit)

101 havi egmiufieed tAMK@XEC Whnldo refpanel tak k@t a tHAMIEAL QN JUQGE3SIJHd
function; a 25 conmmunication interface 102 having an interface function of

- 56 petfiekeitng seanmanileatingn oplgcass F@aditly et aal FRVIGRS ofSuch as a
reader/witer, which serves as a device access unit; a ROM (Read Only
Menory) 102 sbomutgrvadickes Fiogrammd theheeexady ekl dhonCRY kRt for

exanpl e, an encryption 5 processing program a RAM (Random Access Menory)
104, whi dAPT3erptésvwasga theadeareaechdri ngr paoars stimdo e cax atig et 1a@iced WOr K
data of the prepaid file are stored together. Then, the
processing can be executed for both the files, i.e., the
commuter ticket file and for the prepaid file.
The ticket user (ex. reader/writer) may be configured
10 such that the partition registration ticket (PRT), the file
registration ticket (FRT), and the service permission ticket
(SPT) are stored, and all the corresponding processings,
such as partition registration, file registration, and data
access in the file, are executable. 1In this manner, the
15 proéessing executable by the ticket user is determined by
the types of tickets possessed by the ticket user.
[A2. Device Configuration]
A description is given below of a device provided with
the above-described memory whose data storage area is
20 divided into a plurality of partitions. Fig. 5 is a
schematic diagram of the device.
As shown in Fig. 5, the device 100 includes: a CPU
(Central Processing Unit) 101 having a program execution
function and a computation processing function; a

25 communication interface 102 having an interface function of



area for the various types of program processing; an encryption processor
105 for perform ng encryption processing, such as authentication
processing with external 10 devices, digital signature creation,
verification processing, encryption of storage data, and decodi ng
processing; and a nmenmory 106, which is formed of, for exanple, an EEPROM
(Electrically Erasable Progranmable ROM, storing the above- described
partitions and files, and also storing device 15 unique information

i ncl udi ng various key data. Informatioh® stored in the nenory 106 (ex.
EEPROM) 106 is di scussed below. The data storage structure of the nenory
106 is shown in Fig. 6. The nenory is, for exanple, a flash nenory, which

i s refer ped floarahgar ckRRRIMAHEIRC yrideald M i asial eext?é}rﬁh]ogfm&@,e ROV,

which is one formof an electrically erasable non-volatile nenory. As

shown i nskichh a6, ai mrebhies /oFiedimenhidhedala f o a8 @Ladasa nunber of
OXFFFF bl ocks, each block having 32 bytes, and as the nmain areas, a

partitiomndrteaa ROM2ReadsOwlsr e@moxy) 103 storing various programs
devi ce-uni que-information/device-partition - 57 information area are
provi dedtol ket keegarteid: byn thre&PUpailtli,t ifors exalnipdle are tdifrypraagement
areas managed by the partition nmanagers, are set and reglstered._ln t he
menory sP&Rcess IAggprregreme & paM | (Raoderhdveealsr o dyger 0t whiewever, in
a new device, a partition area is not present since partitions are not yet
serves as a load area for programs to be executed, or a work
area for the various types of program processing; an
encryption processor 105 for performing encryption
processing, such as authentication processing with external
10 devices, digital signature creation, verification processing,
encryption of storage data, and decoding processing; and a
memory 106, which is formed of, for example, an EEPROM
(Electrically Erasable Programmable ROM), storing the above-
described partitions and files, and also storing device-
15 unique information including various key data. Information
stored in the memory 106 (ex. EEPROM) 106 is discussed below.
The data storage structure of the memory 106 is shown
in Fig. 6. The memory is, for example, a flash memory,
which is referred to as an EEPROM (Electrically Erasable
20 Programmable ROM), which is one form of an electrically
erasable non-volatile memory.
As shown in Fig. 6, in this embodiment, the data
storage area has a number of O0xFFFF blocks, each block

having 32 bytes, and as the main areas, a partition area, an

25 unused area, a device-unique-information/device-partition-



set. As discussed above, the partitions are set in the mnmenory within the
device by the partition manager, which serves as the service entity, based
on the PRT ticket issued 10 by the partition registration ticket (PRT)

i ssuing means (PRT Issuer) managed by the device manager according to a
predeterm ned procedure, i.e., the rules set in the partition registration
ticket (PRT). In the device-unique-information/device-partition- 15
information area, information concerning the device nanufacturing entity,

i nformati on concerning the device marfafger, set partition information, and
key information required for performng the partition setting registration
processi ng by accessing the device, are stored. Details of 20 the stored

i nf or mat i A oahe taowed bl awe P ilarage data in the device unique
information area can be used as data corresponding to |IDm (discussed

bel ow), whi chrhsth8epsptgueondg¥bse yakuerusad,f qrnipyt wak apthentication.
As shown in Fig. 6, the partition area includes at 25 |l east one file

portion, managenead peehisomanag@dabparhiet pdtiti®n managers, are set
uni que-information/partition-file portion. In the file portion, files, for

exanpl e, ahdl esgtibaerkdve leemhsemehy riyhehoser Winceient igt,y,thehi ch is the
partition manager, according to the services, such as commuter tickets and
prepd d peckétdpons apweshdreddyl bekehe senusedomentsirgn innewnfeil devdae be set.
In the partition-unique-information/partition-file-

a partition area is not present since partitions are not yet

set. As discussed above, the partitions are set in the

memory within the device by the partition manager, which

serves as the service entity, based on the PRT ticket issued

10 Dby the partition registration ticket (PRT) issuing means
(PRT Issuer) managed by the device manager according to a
predetermined procedure, i.e., the rules set in the
partition registration ticket (PRT).

In the device-unique-information/device-partition-

15 information area, information concerning the device
manufacturing entity, information concerning the device
manager, set partition information, and key information
required for performing the partition setting registration
processing by accessing the device, are stored. Details of

20 the stored information are given below. The storage data in
the device unique information area can be used as data
corresponding to IDm (discussed below), which is the unique
device value used for mutual authentication.

As shown in Fig. 6, the partition area includes at

25 least one file portion, an unused portion, and a partition-



information portion, information concerning the files in the partitions
and key information required for the file access processing are stored.
Details of such storage information 10 are given below. [A3. Device
Manager Configuration] The configuration of the device nmanager is di scussed
below with reference to Fig. 7. The device manager is the nmanagenent
entity of the device to be provided (sold or 15 | oaned) to the user. The
devi ce manager 200 contains the partition registration ticket (PRT)

i ssuing means (PRT Issuer) 210, whith8ssues the partition registration

ticket (PRT)

allowing partitions to be set as the nenory divided areas in

20 the device in response to a request froma partition manager, which
Serves asndqeerYing® raaliibh /paewi¢iRe e S ¢oritags bY 1Usinig diRe di vi ded

partitions.

The devi ce manager 200 al so isSues the device public key

certificpbet(ChRTtDEY: ,cooresRangilRyg fa ildhe 19 tRvelBRen2% deWyCeHmnager
200 receives a request to issue a public key - 59 <certificate fromthe
devi ce, ckevliset katiegei wadchsdi e paGuUEstionihidgisl elctorlding the
certificate authority (CA(DEV)) 610. The devi ce nanager 200 al so serves as
a regi sthat semvacekor istiyh( BA) cafuteragiingetdze anss gedpaull itd cktsey

certificate.

As shown in Fig. 7, the partition registration ticket

5 are stored. In the unused portion, new files can be set.

In the partition-unique-information/partition-file-

information portion, information concerning the files in the

partitions and key information required for the file access

processing are stored. Details of such storage information

10 are given below.

[A3. Device Manager Configuration]

The configuration of the device manager is discussed

below with reference to Fig. 7. The device manager is the

management entity of the device to be provided (sold or

15 loaned) to the user.

The device manager 200 contains the partition

registration ticket (PRT) issuing means (PRT Issuer) 210,

which issues the partition registration ticket (PRT)

allowing partitions to be set as the memory divided areas in

20 the device in response to a request from a partition manager,

which serves as a service entity providing the services by

using the divided partitions.

The device manager 200 also issues the device public

key certificate (CERT-DEV) corresponding to the device. The

25 device manager 200 receives a request to issue a public key



(PRT) issuing neans (PRT Issuer) 210 of the device manager 200 has control
means 211 and a database 212. The database 212 stores

i ssued-partition-registration-ticket (PRT) 10 managenent data, such as

i ssued-ticket managenent data in which, for exanple, a partition manager
identifier for identifying the ticket issuer, a ticket identifier, and a
ticket user (ex. reader/witer, PC, etc.) are stored while being related
to each other. 15 The reglstratlon authority (RA) 220 has a control neans
221 and an issued- public-key-certifiTat® Tanagenment database 222, which
stores issued-public-key-certificate managenent data, such as data in

whi ch, for exanple, a device identifier that has issued-the public key

certificabetandcata0 spubl ibrekeryGek! i bineakd idRNtidddr s ardsal; funber) are
stored while being related to each other. The control means 21T of the

partitiomet@gst I ahdoR rahisgkels (RREL icheuices tars dePRLtheues) 210 of the
devi ce nmanager 200 executes issuing processing of a partltlon 25

regi st rat(CanDbEVe ke 10PRTI My deetiter mahggéat 2 000ATWY Galrvas as6@ with the
partition manager. The control means 221 of the registration authority
(RA) 220regéstiresibssaungopityeIRang 220f manpatinioc they ieantdd iptataed or the
device by performng comrunication with the device and the devi ce- manager
5 cerlif kedt eeatifidcaty.(CA(DEV)) 610. Details of the above- described

processings are discussed bel ow. The
As shown in Fig. 7, the partition registration ticket

(PRT) issuing means (PRT Issuer) 210 of the device manager
200 has control means 211 and a database 212. The database
212 stores issued-partition-registration-ticket (PRT)

10 management data, such as issued-ticket management data in
which, for example, a partition manager identifier for
identifying the ticket issuer, a ticket identifier, and a
ticket user (ex. reader/writer, PC, etc.) are stored while
being related to each other.

15 The registration authority (RA) 220 has a control means
221 and an issued-public-key-certificate management database
222, which stores issued-public-key-certificate management
data, such as data in which, for example, a device
identifier that has issued the public key certificate aﬁd a

20 public—key¥certificate identifier (serial number) are stored
while being related to each other.

The control means 211 of the partition registration
ticket (PRT) issuing means (PRT Issuer) 210 of the device
manager 200 executes issuing processing of a partition

25 registration ticket (PRT) by performing data communication



configuration of the control nmeans 211 or 221 is described belowwth
reference to Fig. 8. The control neans 211 and 221 are both configured in a
10 manner simlar to a PC, which serves as, for exanple, data processing
means, and nore specifically, the control neans 211 and 221 are configured
as shown in Fig. 8 The configuration of the control neans is as follows. A
controller 2111 is fornmed of a central processing unit (CPU 15 that
executes various processing prograns. A ROM (Read only Menory) 2112 is a
menory storing execution processing —~ f\bgrans, such as an encryption
processi ng program A RAM (Random Access Menory) 2113 is used as a storage
area for the prograns executed by the controller 2111, for exanple, a 20

dat a bas%1%&“%ﬁ%”%@&t@%@ghaﬁanGeanrYRE'Q%nQ&Qﬁe%ﬁh.% 28109 Ay, A
communi cati on program and an execution program and is also used as a

wor k ar ezeb@k tpationmungnbhe tgbqray dQ@Cl’e'xlé%@tlérsC’(‘i%%%'ﬂ%; lyr%re%%&ngA
di splay unit 2114 has display neans, such as a liquid 57crystal display

or a CRTpfandpdbspkayeydaba twiepaar ifaus thebtevialied e rfiggut ed, for
exanpl e, the processed data content, under the control of the controller

2111. Ancbmpuhicamnibn2¥ifhhageadkeybeatnddantiea dediikic-p@ndewirce, for
exanpl e, a nouse, and outputs commands and data input from such input 5
devi des terthéicemer ebltbpr2tyl.(CADHEDD) (Ha0d DDekabrlisve)f tRhtlabskteres
prograns, such as a dat abase nanagenent program
described processings are discussed below. The
configuration of the contfol means 211 or 221 is described
below with reference to Fig. 8. |
The control means 211 and 221 are both configured in a
10 manner similar to a PC, which serves as, for example, data
processing means, and more specifically, the control means
211 and 221 are configured as shown in Fig. 8. The
configuration of the control means is as follows. A
controller 2111 is formed of a central processing unit (CPU)
15 that executes various processing programs. A ROM (Read only
Memory) 2112 is a memory storing execution processing
programs, such as an encryption processing program. A RAM
(Random Access Memory) 2113 is used as a storage area for
the programs éxecuted by the controller 2111, for example, a
20 data base management program, an encryption processing
program, a communication program, and an execution program,
and is also used as a work area for performing the above-
described processing programs.

A display unit 2114 has display means, such as a liquid

25 crystal display or a CRT, and displays data when various



an encryption processing program and a conmuni cation \
drive 2117 has the function of controlling access to 10 various
recordi ng nmedia, such as magnetic disks, for exanple, HDDs (Hard D sks)

data. A
and FDs

exanpl e,

net wor k,

program and vari ous

(Fl oppy Disks), optical discs, for exanple, CD ROW (Conpact D sk
ROMs), magneto-optical disks (mni disks), and sem conductor nenory, for

ROVs and flash nmenmory. The various recording nmedia, such as 15
magnetic disks, store prograns and data. A communication interface 2118
serves as a cable or wireless interfac®l performng comunication via a

a cabl e connection, or a telephone |ine, and serves as a

communi cation interface wth the individual entities, such as the user

pheg2@mRaklde! QR HRRAYCISr RAndR ColHd fl Rl Al hprities.  [Ad,

Partition Manager Configuration] The configuration of the partition nmanager
i s di scugsedenks! awaeirt kneelenenes ¥ king JnthRQ IRAr iiliiion mPagefd S
managenment entity for the partitions set in the device 25 to be provided
(sol d or unganed)l 5t dakshe ke§boardbAndlhe peamidinOris@nagerso30Q g e & he

devi ce,

partitions as the

t he

divided areas in the menory of the user device by using

the par i tioaser, eginstt pattipon st icokeiandBREhdasikitgnad futomddie sdRt Gapuranager

according to the rules recorded in the assigned PRT, 5 and then provides

t he servidewdcley i et kenseblpant i2tlildns. AnFHDEs (Marrde DaekdiDag vied t he
servi ces and data can be set

10

15

20

25

2116 stores programs, such as a database management program,
an encryption processing program, and a communication
program, and various data.

A drive 2117 has the function of controlling access to
various reqording media, such as magnetic disks, for example,
HDDs (Hard Disks) and FDs (Floppy Disks), optical discs, for
example, CD-ROMs (Compact Disk ROMs), magneto-optical disks
(mini disks), and semiconductor memory, for example, ROMs
and flash memory. The various recording media, such as
magnetic disks, store programs and data. A communication
interface 2118 serves as a cable or wireless interface
performing communication via a network, a cable connection,
or a telephone line, and serves as a communication interface
with the individual entities, such as the user device, the
partition managers, and the éertificate authorities.

[A4. Partition Manager Configuration]

The configuration of the partition manager is discussed
below with reference to Fig. 9. The partition manager is
the management entity for the partitions set in the device

to be provided (sold or loaned) to the user.



in the partitions. For performing the file setting processing, it is
necessary to obtain a file registration ticket (FRT), and for meking data
access, such as reading 10 and witing, it is necessary to obtain a service
perm ssion ticket (SPT). The file setting processing and the data access
processing are performed by a ticket user, and nmore specifically, by a
reader/witer, which serves as a dedicated data access unit, by using the
tickets. 15 The partition manager 300 includes the file registration
ticket (FRT) issuing means (FRT Issuer§23i0 and the service perm ssion
ticket (SPT) issuing neans (SPT Issuer) 320, which serve as the ticket

i ssuing processing neans for the user tickets. 20 The partition manager

300 al so iSSU@EetBSrEQEEBBiﬁEnaBH?!bﬁokggtgeEEEf?%@Egt@gﬁgTégA%hefor each
partition of the device. The partition nanager 300 receives a public-key-

certificalieidssUiat@alseqneshel mefMdirye ofeWHee usdte e it by §GRINEL Y HeSSUI Ng
request, and then transfers the checked 25 request to the certificate

aut hor i t pa€ALRAR) regd@trifteon &3 ckar tIFRTON AEIagRId QIR RKMES as a
registration authority (RA) for managi ng the issued public key

certificaheaghs skoerdingFitg. the trha s e dagiest riat it tHdse@indFBRr, 5
i ssuing (FRT Issuer) 310 includes control nmeans 311 and a at abase 312.
The dat abade tBe?2 ptrovesleissshed skirfvéces by using the set partitions.
Files corresponding to the services and data can be set
in the partitions. For performing the.file setting
processing, it is necessary to obtain a file registration
ticket (FRT), and for making data access, such as reading

10 and writing, it is necessary to obtain a service permission
ticket (SPT). The file setting processing and the data
access processing are performed by a ticket user, and more
specifically, by a reader/writer, which serves as a
dedicated data access unit, by using the tickets.

15 The partition manager 300 includes the file
registration ticket (FRT) issuing means (FRT Issuer) 310 and
the service permission ticket (SPT) issuing means (SPT
Issuer) 320, which serve as the ticket issuing processing
means for the user tickets.

20 The partition manager 300 also issues the partition
public key certificate (CERT-PAR) for each partition of the
device. The partition manager 300 receives a public-key-
certificate issuing request from the device, checks the
received issuing request, and then transfers the checked

25 request to the certificate authority (CA(PAR)) 620. The



registration ticket (FRT) managenent data, such as, issued- ticket .
managenent data in which, for exanple, a ticket user (ex. reader/witer
PC, etc..) identifier of the ticket 10 issuer and a ticket identifier are
stored while being related to each other. The service perm ssion ticket
(SPT) issuing neans (SPT Issuer) 320 of the partition manager 300 incl udes
control means 321 and a dat abase 322. The database 322 stores 15 issued
service permssion ticket (SPT) managenent data, such as issued-ticket
managenent data in which, for exanple,6& —ticket user (ex. reader witer,

PC, etc., as the device access unit) identifier of the ticket

i ssuer and a

ticket identifier are stored while being related to each other. 20 The
r egi strapheR 1 4bROKAhY% gRAB 08331185 s Jalakase 3321 9%k TRAgI ng i ssued

public key certificateS. In the database 332,

i ssued- pakherkey- ganyi Fosah@nEBiageBRt idatad pupMiche,f or exanple, a
device identifier that has issued a public key certificate, a partition

identifieertamdcatdb public-key-certificate identifier (serial

nunber) are

stored - 64 while being related to each other. The control neans 311 of
the file regissrshowon inckey. ¢FRIdei SSUENgegbansatERL tsswet) (BR) of the
partition manager 300 executes issuing processing of a file 5 registration
tickeél (ERShiby peRfolssngrdatalcamminideat icontrwilt melahe Bilakanhduser (ex.

reader/witer, PC, etc., as the
database 312. The database 312 stores issued file

registration ticket (FRT) management data, such as, issued-

ticket management data in which, for example, a ticket user

(ex. reader/writer, PC, etc.) identifier of the ticket

10 issuer and a ticket identifier are stored while being

related to each other.

The service permission ticket (SPT) issuing means

(SPT

Issuer) 320 of the partition manager 300 includes control

means 321 and a database 322. The database 322 stores
15 issued service permission ticket (SPT) management data,

as issued-ticket management data in which, for example,

such

a

ticket user (ex. reader writer, PC, etc., as the device

access unit) identifier of the ticket issuer and a ticket

identifier are stored while being related to each other.

20 The registration authority (RA) 330 has a database 332

for managing issued public key certificates. 1In the

database 332, issued-public-key-certificate management data

in which, for example, a device identifier that has issued a

public key certificate, a partition identifier, and a

25 public-key-certificate identifier (serial number) are stored



devi ce access unit). The control means 321 of the service permssion _
ticket (SPT) issuing neans (Ticket Issuer) 320 executes issuing processi ng
of a service permssion ticket 10 (SPT) by perform ng data comuni cation
with the ticket user (ex. reader/witer, PC, etc., as the device access
unit). The control neans 331 of the registration authority (RA) 330
executes issuing processing of a public key certificate for the device by
perform ng comunication with the device and 15 the partition-manager
certificate authority (CA(PAR)) 620.— @ktails of these processings are

di scussed bel ow. The configuration of the control neans 311, 321, and 331
of the partition nmanager 300 is simlar to the control neans of the

above- degtiilbededay ¢e1aRRA0RL dhspussed With 20 reference to Fig. 8, and
an explanation thereof is thus omtted. [A5. Ticket User (Reader/Witer as

Devi ce AccessThbi t¢nt£onfmganat 3on] ofheneeades/ weptgtrasibierderkge access
unit is 25 configured to performvarious processings, such as device - 65

partiti onFBE)t ingnihil meaakt (BT dabaergadiling oEndher idhirtd.tidki | | i ng-data
decrenenting and incrementing, etc. The processing is performed on the
devi ce aweoademg300 ekecutkss issatagdedoicksishagcerfr esgand ng partition
registration ticket 5 (PRT), the file registration ticket (FRT), or the
servite rpeificssitdant téckbet( SPRL) Bgapersoralingt katpr coessinigs tionbe
with the ticket user (ex. reader/writer, PC, etc., as the
device access unit). The control means 321 of the service
permission ticket (SPT) issuing means (Ticket Issuer) 320
executes issuing processing of a service permission ticket
10 (SPT) by performing data communication with the ticket user
(ex. reader/writer, PC, etc., as the device access unit).
The control means 331 of the registration authority (RA) 330
executes issuing processing of a public key certificate for
the device by performing communication with the device and
15 the partition-manager certificate authority (CA(PAR)) 620.
Details of these processings are discussed below.
The configuration of the control means 311, 321, and
331 of the partition manager 300 is similar to the control
means of the above-described device manager discussed with
20 reference to Fig. 8, and an explanation thereof is thus
omitted.
[A5. Ticket User (Reader/Writer.as Device Access Unit)
Configuration]

The reader/writer as the device access unit is

25 configured to perform various processings, such as device



performed on the device are restricted by the corresponding tickets. An
exanpl e of the configuration of the reader/witer as 10 the device access
unit is shown in Fig. 10. As shown in Fig. 10, a reader/witer 700
includes: a CPU (Central Processing Unit) 701 having a program execution
function and a conputation processing function; a comunication interface
702 having an interface function of perform ng conmunication 15 processing
wi th external devices, such as the device and the ticket issuing neans
(Ticket Issuer); a ROM (Read Only Nerfory) 703 storing various programs to
be executed by the CPU 701, for exanple, an encryption processing program
a RAM (Random Access Menory) 704, which serves as a |oad area 20 for

progr ams phethe iexeeutedngor ra 1‘é0rslét%ri%% f @z thihe b@iiinUSind YR8 19y Program
processings; an encryption processor 705 for perform ng encryption

processi bgllsnghdasaadbbeaieaalingn andl QaRTSMRG tWinly) @der nahh devi ces,
digital signature creation, verification processing, encryption of storage

data, angr2bededadi i peatessied]onantea iRy atddr o THeOrREs0f , -

66 for exanple, an EEPROM (Electrically Erasable Programmable ROM,

storing verpudsdkeéy dakacboreapbheihige phirts tpoac eesiikg.rataber tpicker and

decryption processing, etc., and unique information of the reader/witer.

5 [ A® PUBRI¢ , KeéheCéilef regtisltratnibhe tassedf (FRE)dJewircehkasiengiaenenory

provided with .

' permission ticket (SPT). That is, all the processings to be
performed on the device are restricted by the corresponding
tickets.

An example of the configuration of the reader/writer as
10 the device access unit is shown in Fig. 10. As shown in Fig.
10, a reader/writer 700 includes: a CPU (Central Processihg
Unit) 701 having a program execution function and a
computation processing function; a communication interface
702 having an interface function of performing communication
15 processing with external devices, such as the device and the
ticket issuing means (Ticket Issuer); a ROM (Read Only
Memory) 703 storing various programs to be executed by the
CPU 701, for example, an encryption processing program; a
RAM (Random Access Memory) 704, which serves as a load area
20 for programs to be executed, or a work area for the various
types of program processings; an encryption processor 705
for performing encryption processing, such as authentication
processing with external devices, digital signature creation,

verification processing, encryption of storage data, and

25 decoding processing; and a memory 706, which is formed of,



a plurality of partitions according to the present invention, when
perform ng data comruni cati on anong the entities, the ticket issuing
nmeans, the ticket users, and the devices, 10 necessary information is
transferred after checking whether both the data transm ssion side and the
data receiving side are an authorized sender and an authorized receiver.
To inplenment a security configuration for perform ng such data transfer
encryption processing, signature creation, and 15 verification processing
are perforned on the transfer data. —~ Hferypted data can be decrypted into
decoded data (plaintext) by decryption processing according to a
predeterm ned procedure. Such a data encryption and decryption nethod

usi ng anrencexahpoe kay EePROMCI(ERLcRS 120 1R eiEREAR 310 JHS] &rﬁg
decryption key for decryptlng the information is convention y mell

known. TReM$ ,akseorahigOis HiRARS K&y datlat for e@@fﬂ@ﬁt@@ég%ﬁYEEbé’BsE?ﬁBOd
usi ng an encryptlon key and a décryption key. As an exanpl e of such” nodes,

a systenenz2byphioh aadrdkeryedibe @sozespublg,Cc ey, Cranet ey, is - 67
known. According to the public key cryptosystem the key for the sender
and the keyoftoattibe péceheerecaterdiwifierent. One of the keys is used as a
public key that can be used by wunspecified users, and the other key is
used s a priVhbe Bukbycthay CsrkepicatéeVvate. For exanple, the public key
is wused for the encryption key, and the private key is used for
In the use of the device having a memory provided with
a plurality of partitions according to the present invention,
when performing data communication among the entities, the
ticket issuing means, the ticket users, and the devices,
10 necessary information is transferred after checking whether
both the data transmission side and the data receiving side
are an authorized sender and an authorized receiver. To
implement a security configuration for performing such data
transfer, encryption processing, signature creation, and
15 wverification processing are performed on the transfer data.
Encrypted data can be decrypted into decoded data
(plaintext) by decryption processing according to a
predetermined procedure. Such a data encryption and
decryption method using an encryption key for encrypting
20 information and using a decryption key for decrypting the
information is conventionally well known.
There are various modes for a data
encryption/decryption method using an encryption key and a

decryption key. As an example of such modes, a system,

25 which is referred to as a "public key cryptosystem", is



the decryption key. Alternatively, the private key is used for the

aut henticator creation key, and the public key is wused for the
authenticator verification key. 10 Unlike a so-called common key
cryptosystemin which the common key is used for encryption and
decryption, in the public key cryptosystem the private key that has to be
kept private is possessed by a single specified user, which is thus
advant ageous in ternms of the managenent of the key. 15 However, the data
processing rate of the public key cTyptosystemis |ower than that of the
comon key cryptosystem Thus, the public key cryptosystemis suitable

for processing a small anmount of data, such as delivering a private key

and creakinogna dipgicoaldisiggRat Whe pAdIMR @y 20 gxayayad, tde ic key
cryptosystemis RSA (Rivest- Shamr-Adlenan) encryption. In the RSA
encrypti dor tthe spndeuwctnadl thao kedr ¥drange RddE vamals diffde rmnpl e, 150
digits) is enployed, and the fact that it is very difficult to perform
fact ori z@neow fofthewselyar ge usiede afsaat @b 1(ifcorke?b wan@ae, bEGsHPIS) s
utilized. - 68 In the public key cryptosystem the public key can be used
for many unsPpedifiedd vsserss, aadd thecerttieln daye itshatsedCers iaf ipasivialte i ntegrity
of the distributed public key, i.e., a public key certlfrcape, is often
enpl oyedkepoithakais| &eps Privihite .sySemexageleA diheatpedld opdiery dfs a public
key and a private key, sends the created public key to a certificate
used for the encryption key, and the private key is used for
the decryption key. Alternatively, the private key is used
for the authenticator creation key, and the public key is
used for the authenticator verification key.
10 Unlike a so-called common key cryptosystem in which the
common key is used for encryption and decryption, in the
public key cryptosystem, the private key that has to be kept
private is possessed by a single specified user, which is
thus advantageous in terms of the management of the key.
15 However, the data processing rate of the public key
cryptosystem is lower than that of the common key
cryptosystem. Thus, the public key cryptosystem is suitable
for processing a small amount of data, such as delivering a
private key and creating a digital signature, A typical
20 example of the public key cryptosystem is RSA (Rivest-
Shamir-Adleman) encryption. In the RSA encryption, the
product of two vary large prime numbers (for example, 150
digits) is employed, and the fact that it is very difficult

to perform factorization of two large prime factors (for

25 example, 150 digits) is utilized.



authority, and obtains a public key certificate fromthe certificate
authority. The user A opens the public key certificate to the public. An
unspeci fied user obtains the 10 public key fromthe public key certificate
according to the predeterm ned procedure, encrypts a docunent, and sends
it to the user A The user A decrypts the encrypted docunent by using the
private key. Also, in this system the user A attaches a signature to the
docunment by using the private 15 key, and an unspecified user obtains the
public key fromthe public key certifG&ate according to the predeterm ned
procedure, and verifies the signature. The public key certificate is a
certificate issued by a certificate authority (CA) in the public key

cryptosystem in28nh&opusi eat k8g thgppublieeheytrer bubicat Reyt BEnUBEr subnits
the user ID and the public key to the certificate authority, and the

certificasedatibhombhy addpeiciffaedaiuisers,sueld as ddieidiRadfe thh@tcertificate
authority and the validity date, and the signature of the certificate

aut hori t ger25fEeg. the ihltegtriayesft hteodesalrli e poudl itth&egyblii.@ .-, 69
- key certificate. The individual data itens are briefly discussed bel ow
The ver skopubliibekeyf celéifeéchitki, case oifnenc ampd oyleel . vEosi exaabliehe public
key certificate format. 5 The serial nunber of the certificate is indicated
by the &8rthEisngiBéem|SNperwhAi chieaseshe pedirabfnanpebldt kg and a
private key, sends the created public key to a certificate
authority, and obtains a public key certificate from the
certificate authority. The user A opens the public key
certificate to the public. An unspecified user obtains the
10 public key from the public key certificate according to the
predetermined procedure, encrypts a document, and sends it
to the user A. The user A decrypts the encrypted document
by using the private key. Also, in this system, the user A
attaches a.signature to the document by using the private
15 key, and an unspecified user obtains the public key from the
public key certificate according to the predetermined
procedure, and verifies the signature.
The public key certificate is a certificate issued by a
certificate authority (CA) in the public key cryptosystem.
20 For'creéting the public key certificate, the user submits
the user ID and the public key to the certificate authority,
and the certificate authority adds information, such as the
ID of the certificate authority and the validity date, and

the signature of the certificate authority.

25 Fig. 11 illustrates the overall format of the public



public key certificate set by the public key issuing authority
(certificate authority: CA). In the signature algorithmand the al gorithm
parameter 10 in the signature algorithmidentifier field, the signature
algorithmof the public key certificate and the paraneter thereof are
recorded. As the signature algorithns, the elliptic curve cryptosystem and
the RSA are known. If the elliptic curve cryptosystemis applied, the
paranmeter and 15 the key length are recorded. If the RSA is applied, the
key length is recorded. The issuing &R hority (certificate authority: CA)
nane is the field in which the issuer of the public key certificate,

i.e., the name (Issuer) of the public key 20 certificate issuing authority

(CA) is kegoedediifichiie. i daet ihiabhaubor Bt a qit%msna&iest&@qe@qge); In the
certificate validity date, the start tinme and date and the end time and
date, whdtbcussktbebeabiwdity date of the certificate, are recorded. 25 In
the public-key-certificate user nanme (subject), the - 70 1D data of the
user to be aulherveesios newoededt dheecespecitacal byditeteexanple, the
identifier or the category, such as the user machine ID or the service
provi di ngegatpnyofl BPhei pubédor deg. cBrinftiketkey¥oaingar.i t hm (al gorithm and
the key (subject public key) of the user public key field (Subject Public
Key 3 The serial number of the certificate is indicated by
the serial number (SN), which is the serial number of the
public key certificate set by the public key issuing
authority (certificate authority: CA).
In the signature algorithm and the algorithm parameter
10 in the signature algorithm identifier field, the signature
algorithm of the public key certificate and the parameter
thereof are recorded. As the signature algorithms, the
elliptic curve cryptosystem and the RSA are known. If the
elliptic curve cryptosystem is applied, the parameter and
15 the key length are recorded. If the RSA is applied, the key
length is recorded.
The issuing authority (certificate authority: CA) name
is the field in which the issuer of the public key
certificate, i.e., the name (Issuer) of the public key
20 certificate issuing authority (CA) is recorded in the
identifiable format (distinguished name).
In the certificate validity date, the start time and
date and the end time and date, which is the validity date

of the certificate, are recorded.

25 In the public-key-certificate user name (subject), the



ILnfo), the key algorithmand the key information itself are stored as the
user public key information. In the option area, the user attribute data,
and other 10 optional data concerning the issuing and the usage of the
public key certificate are recorded. As the attribute data, the device
manager code (DMC) or the partition nmanager code (PMC) as the user group
information is recorded. The user is the user of the public key
certificate, for exanple, the 15 device nmanager, the partition manager, the
ticket user, the ticket issuing means/9or the device. In the option area,
the category indicating the entity type or the machine type, such as the
ticket user, the ticket issuing neans, the device, the device manager, or

the 20 pamt idaiten JTARAGEus 1S tA) T RAWHELARE GALRIY IS onEtd on. | f the
devi ce manager al so serves as the partition registration ticket issuing

means (PEpekdsuen)l,lypartiirt iexamplegi siveatiidenrti ket -d15 U Gamas-code,
which is discussed below, can be set as the device manager code (DMC). |If
the 25 pawncht iasn tenager alashiner I®s cas thke sfddvel dee@irdviatingn entiky ti cket
i ssuing neans and the service perm ssion ticket issuing neans,
file-regildtr disi gecoirclest.- i ssui ng- neans code (FRTIC. FRT |ssuer Code) and
servi ce-perm ssion-ticket- issuing-neans code (SPTIC. SPT Issuer Code) can
be set as 5 the phftkevoalaanaghm dodgofbwin) Fnhdseheodey dsebakst

recorded in_the corresponding tickets (PRT, FRT, and SPT),
public key) of the user public key field (Subject Public Key

Info), the key algorithm and the key information itself are
stored as the user public key information.

In the option area, the user attribute data, and other

10 optional data concerning the issuing and the usage of the
public key certificate are recorded. As the attribute data,
the device manager code (DMC) or the partition manager code
(PMC) as the user group information is recorded. The user
is the user of the public key certificate, for example, the

15. device manager, the partition manager, the ticket user, the
ticket issuing means, or the device.

In the option areé, the category indicating the entity
type or the machine type, such as the ticket user, the |
ticket issuing means, the device, the device manager, or the

20 partition manager, is also recorded as category information.

If the device manager also serves as the partition
registration ticket issuing means (PRT Issuer), partition-
registration-ticket-issuing-means code, which is discussed
below, can be set as the device manager code (DMC). If the

25 partition manager also serves as the file registration



whi ch are di scussed below. Alternatively, a unique code, which is different
from the device nanager code (DMC) or the partition nanager code 10
(PMC), may be assigned to each ticket issuing neans. In this case, code is
assigned by the above-described code mnanagenent institute. The issuing
authority signature is a digital signature assigned to the data of the
public key certificate by using 15 the private key of the public key
certificate issuing authority (CA). The user of the public key certificate
is able to check for the integrity of7’the public key certificate by using
the public key of the public key certificate issuing authority (CA). 20 A
digital -signature generating nethod using a public Kkey cryptosystemis

descri bed ib®le@Wi st nge RERRC A nHO thied s e rdd.ceT R AMIQGESH NG e in Fig. 12
is a digital-signature- data generating processing flow using EC: DSA

((El i pt iesuCngyeebingi,t &i18-gaat ure aAl: eor-itikiNet iR iR afd) cdda this 25
nmet hod, the elliptic curve Cryptography (hereinafter - 72 referred to as
"ECC') i qFemgoye@®Tag ssherpgbldes key serypicesysrgisdikr-he Gatta processi ng

apparatus of the present invention, another public key cryptosystem ot her
t han t heiBE6Gingemeexanpbde RSATEGCr BPM aB sulkirv €side)Sham be ZoAdlagman) ( ANSI
X9.31) can be used. The individual steps in Fig..12 are as follows. In
5 the partition manager code (PMC). These codes are also
recorded in the corresponding tickets (PRT, FRT, and SPT),
which are discussed below.
Alternatively, a unique code, which is different from
the device manager code (DMC) or the partition manager code
10 (PMC) , may be assigned to each ticket issuing means. In
this case, code is assigned by the above-described code
management institute.
The issuing authority signature is a digital sigrature
assigned to the data of the public key certificate by using
15 the private key of the public key certificate issuing
authority (CA). The user of the public key certificate is
able to check for the integrity of the public key
certificate by using the public key of the public key
certificate issuing authority (CA).
20 A digital-signature generating method using a public
key cryptosystem is described below with reference to Fig.
12. The processing shown in Fig. 12 is a digital—signature—
data generating processing flow using EC-DSA ((Elliptic

Curve Digital Signature Algorithm), IEEE P1363/D3). 1In this

25 method, the elliptic curve Cryptography (hereinafter



step S1, it is determned that p is a characteristic, a and b are
coefficients of an elliptic curve (elliptic curve: y2 x3+ax+b, 4a3+27b2 #
O(node p)), Gis a base point on the 10 elliptic curve, r is the order of
G and Ks is a private key (O<Ks<r). In step S2, the hash val ue of nessage
Mis <calculated and is set to f = Hash(M. A technique for determ ning the
hash val ue by using a hash function is discussed below The hash function
is a 15 function for inputting a nmessage, conpressing the nessage into a
predeterm ned | ength of data, and outpldting it as a hash value. In the
hash function, it is difficult to predict the input fromthe hash val ue
(output), and when one bit of the data input into the hash function

changes, rg@ayrd@ Rbt 8s0f pthe )hash w1 ve eehangend Hukd 1@l seifficult to
find different input data having the sanme hash value. As the hash

functioncriptosVehemQr ShHAthemay the pidedssang ppa@Beusmy hddused. In this
case, MAC (check value: corresponding to ICV), which is the final output

val ue, i preBenhashvealkiien,2anStbeeqpanlliy, key reptd3ysacmarde@nunber u
(O<u<r) is - 73 generated, and in step S4, coordinates V (X,, Yv) obtained
by nultitpkyi nhet BEChaserpeikatnphy ,uRaRe etalrgyitdiond. (Rive s tgddihaimdnr ,and t he
multiplication by two on the elliptic curve are defined as follows. 5 It
i s ndw adddemdn) hdANPI=XPX31) Yapn Be=u@Xd,. Yb), and R = (Xc, Yc) = P+Q
The individual steps in Fig. 12 are as follows. 1In
step S1, it is determined that p is a characteristic, a and
b are coefficients of an elliptic curve (elliptic curve: y2
= x3+ax+b, 4a3+27b? # 0(mode p)), G is a base point on the
_ 10 elliptic curve, r is the order of G,.and Ks is a private key
(0<Ks<r). In step S2, the hash value of message M is
calculated and is set to f = Hash(M).
A technique for determining the hash value by using a
hash function is discussed below. The hash function is a
15 function for inputting a message, compressing the message
into a predetermined length of data, and outputting it as a
hash value. In the hash function, it is difficult to
predict the input from the hash value (output), and when one
bit of the data input into the hash function changes, many
20 bits of the hash value change. It is also difficult to find
different input data having the same hash value. As the
hash function, MD4, MD5, or SHA-1 may be used, and DES-CRC
may be used. 1In this case, MAC (check value: corresponding

to ICV), which is the final output value, is the hash value.

25 Subsequently, in step S3, a random number u (0<u<r) is



When P*Q (addition), Xc =) 2-Xa-Xb Yc = A X (Xa-Xc) -Ya 10 X = (Yb-Ya) /
(Xb-Xa) . When P=Q (rmultiplication by two), Xc = a,2-2Xa Yc = XX (Xa- Xc)
-Ya X = (3 (Xa) 2+a/ (2Ya) . 15 By using these factors, the val ue obtained
by multiplying the point Gby uis calculated (the sinplest calculation
met hod al though the speed is slowis as follows: G 2XG 4XG ... are
calculated, u is expanded into a binary format, 2i XG (val ue obtai ned by
two to the power of i (i is 20 the bit position counted fromthe LSB of u)
is applied to the bit positions havingthe value of 1, and the resulting
values are added. In step S5, ¢ = Xvnod r is calculated, and it is
determined in step S6 whether ¢ is 0. If cis not 0, d = 25 [(f+cKs)/u]nod

ris cal gahat@ded) ShePiR7stHpeB4 i dotdinbtesd&t g ned) i el ep et her
dis 0. %f dis not 0, ¢ and Bﬁ are gutpdp as digﬁtgr sVﬁnature %gf%y?n

step S9. mufltiblySngassenedskhabinthay & laergida1fu1k8Q DI t sy he digital
signature data has 320 bits. 5 If it is found in step S6 that c is 0, the
process agétting tadstee faltapd izar@wn' dYdeRoNBHO&hd S1NaIaRe e
are defined as follows.
5 It is now assumed that P = (Xa, Ya), Q0 = (Xb, Yb), and
R = (Xc, Yc) = P+Q.

When P#Q (addition),

Xc = A2-Xa-Xb
Yc = AX(Xa-Xc)-Ya
10 A = (Yb-Ya)/ (Xb-Xa).

When P=Q (multiplication by two),
Xc = A2-2Xa

Yo = AX(Xa-Xc)-Ya

A = (3(Xa)2+a/(2Ya).

15 By using these factors, the value obtained by
multiplying the point G by u is calculated (the simplest
calculation method although the speed is slow is as follows:
G, 2XG, 4%XG, ... are calculated, u is expanded into a binary
format, 2iXG (value obtained by two to the power of i (i is

20 the bit position counted from the LSB of u) is applied to
the bit positions having the value of 1, and the resulting
values are added.

In step 85, ¢ = Xymod r is calculated, and it is
determined in step S6 whether ¢ is 0. If ¢ is not 0, d =

25 [ (f+cKs) /ulmod r is calculated in step S7. Then, it is



Simlarly, if it is found in step S8 that d is 0, the process returns to
step S3, and a random nunber is re- generated. 10 A technique for verifying
a digital signature using a public key cryptosystemis described bel ow
with reference to Fig. 13. In step S11, it is determned that Mis a
nessage, p is a characteristic, a and b are coefficients of an elliptic
curve (elliptic curve: y2 = x3+ax+b, 4a3+27b2 ~ 15 O(node p)), Gis a base
point on the elliptic curve, r is the order of G Ks is a private key
(O<ks<r), and G and KsXG are a public%ey (O<Ks<r). It is determined in
step S12 whether digital signature data ¢ and d satisfy O<c<r and O<d<r,
respectively. If they are satisfied, in step S13, 20 the hash value of the
message Meksrfahed! ahedeegndal §neehekOq fism oHaSh@Nh 1K@t ion %t%Bd514 h =
1/d nmod r is calculated, "and in step S15, hl fh mod r, h2 = nod r are

cal cul at gdarel Buspap £464ipeiatl BlgnéxﬁreY@bta H%X@t@%K%éG |$fC§ECH%atEd by
hl and h2 which have already been cal culated. 25 Since the digital

si gnat ur asgemetii ehaknewaathe basgtpooft 160- bi%s ,antheKBAGitall i s possible to
cal cul ate the scalar product of the point on t he elliptic curve, as in a
manner sshpghatutre dateph&4 6L0Fbgtsl2. It is then determined in step S17
whet her the point Pis a point at infinity. If it is not a 5 point at
infirity, thelprbtess fvandets $vest&p S18t(cnisreal thyg, paodesernm nati on as
to whether the point Pis a

returns to step S3, and a new random number is re-generated.

Similarly, if it is found in step S8 that d is 0, the

process returns to step S3, and a random number 1s re-

generated.

10 A technique for verifying a digital signature using a

public key cryptosystem is described below with reference to

Fig. 13. 1In step S11, it is determined that M is a message,

p is a characteristic, a and b are coefficients of an

elliptic curve (elliptic curve: y? = x3+ax+b, 4a3+27b? #

15 O (mode p)), G 1s a base point on the elliptic curve, r is

the order of G, Ks is a private key (0<ks<r), and G and KsXG

are a public key (0<Ks<r). It is determined in step S12

whether digital signature data ¢ and d satisfy 0<c<r and

0<d<r, respectively. If they are satisfied, in step 513,

20 the hash value of the message M is calculated, and is set to

f = Hash(M). Then, in step S14, h

1/d mod r is calculated,

and in step 815, hl = fh mod r, h2 ch mod r are calculated.
In step S16, point P = (Xp, ¥Yp) = hlXG+h2-KsXG is
calculated by hl and h2 which have already been calculated.

25 Since the digital signature verifier knows the base point G



point at infinity can be nmade in step S16, that is, when P=(X, Y) and
(X, -Y) are added, ? cannot be calculated, and it is thus proved that
P+Qis a point at infinity). In 10 step S18, Xp nod r is calculated, and i's
conpared with the digital signature data c. If the two values are the
sanme, the process proceeds to step S19 in which it is determned that the
digital signature is correct. Wien the digital signature is found to be
correct, it 15 can be proved that the data has not been tanpered with, and
t hat the digital signature has been yelferated by the entity which has the
secret key corresponding to the public key. If the digital signature data c
or d does not satisfy O0<c<r or 0O<d<r in step 512, the process proceeds to

step S20and2@skt,t he @Q'ﬁbsglbiefQBn@aHQuﬁﬁt% Qg%n%c%ﬁahnﬁrgbhﬁt'QfStep
S18, the process al so proceeds to step S20. If Xp nod r iS not equal to

the di gi tak pbgnat yhetdat a1¢iphist eproSEy, akhan Rr aeeseAlsiginLecegds to
step S20. Wien it is determned in step S20 that the digital 25 signature

i's not cerepcS4 bf Eag.bezprovedishzhehhaedatrmines in76tdpegn 7t anpered
with, or the digital signature has not been generated by the entity which

has the phethee kdg podntefpasdangotiatt he pulflind they. Il itthe ssystea of the
present invention, the device 5 public key certificate (CERT-DEV) issued to
t he devi peiuvtaatt hefdsiitye- thragercraragereredsediostsitap ¢l sautihority is
reality, a determination as to whether the point P is a
point at infinity can be made in step S16, that is, when
P=(X, Y) and Q=(X, -Y) are added, A cannot be calculated?
and it is thus proved that P+Q is a point at infinity). 1In
10 step S18, Xp mod r is calculated, and is compared with the
digital signature data c¢. If the two values are the same,
the process proceeds to step S19 in which it is determined
that the digital signature is correct.
When the digital signature is found to be correct, it
15 can be proved that the data has not been tampered with, and
that the digital signature has been generated by the entity
which has the secret key corresponding to the public key.
If the digital signature data c or d does not satisfy
O<c<r or 0<d<r in step S12, the process proceeds to step S20.
20 If the point P is found to be a point at infinity in step
S18, the process also proceeds to step S20. If Xp mod r is
not equal to the digital signature data c in step S18, the
process also proceeds to step S20.
When it is determined in step S20 that the digital

25 signature is not correct, it can be proved that the data has



stored in the device, and the partition public key certificate (CERT-PAR)
i ssued to each device partition via the partition-nmanager mnagenent
registration authority is 10 stored in the corresponding partition. These
public key certificates are used for perform ng nutual authentication,
signature creation, and verification processing between the ticket user
(ex. reader/witer as the device access unit) and the device when
perform ng the processing on the device, 15 i.e., the partition
registration setting processing using 7¢he partition registration ticket
(PRT), the file registration setting processing using the file
registration ticket (FRT), and the data processing using the service

perm ssi gaedn et r@ANwi PR IthLXxanpl Qs ofidlieae-Lhdy RS Udas are
di scussed bel ow by using flows. [A7. Storage Data in Device Menory] The

storage @in2datdd@yler eMawynagmpalt iHdonatk geiRite alegas of the present
invention is described below. As previously discussed with reference to
Fig. 6, tdherdapoerinp woriha muikd ey, which is forned of, for exanple,
an - 77 EEPROM As the main areas, the nenory has a partition area, an
unused area, a@ndthedeystemunifqtibel pireseatti dniedeviioe-, et idevdre nf or mati on
area. The storage data in the individual areas are sequentially described
bel owbwi tpuba irce fkerve e ttid itdad-edr @HRTDRVA7 .ilssued to the device via
Devi ce- Uni que- 1 nformati on/ Devi ce-Partition-
the device-manager management registration authority is
stored in the device, and the partition public key
certificate (CERT-PAR) issued to each device partition via
the partition-manager management registration authority is
10 stored in the corresponding partition. These public key
certificates are used for performing mutual authentication,
signature creation, and verification processing between the
ticket user (ex. reader/writer as the device access unit)
and the device when performing the processing on the device,
15 i.e., the partition registration setting processing using
the partition registration ticket (PRT), the file
registration setting processing using the file registration
ticket (FRT), and the data processing using the service
permission ticket (SPT). Specific examples of these
20 processings are discussed below by using flows.
[A7. Storage Data in Device Memory]
The storage data in the device having partitioned
memory areas of the present invention is described below.

As previously discussed with reference to Fig. 6, the device

25 contains a memory, which is formed of, for example, an



Information Area) Data in the device-unique-information/device-partition-
information area is first discussed. In the device-unique- 10

i nformati on/ device-partition-information area, information concerning the
devi ce manufacturing entity, information concerning the device nanager,
setting partition information, Kkey information required for executing the
partition setting registration processing by accessing the device, etc.,
are 15 stored. Fig. 14 illustrates the data structure of a manufacture

i nformati on bl ock. The nunber in each Portion indicates the nunber of
bytes. As discussed with reference to Fig. 6, one block has 32 bytes in
the configuration of this enmbodinent. 20 In the gray portions in Fig. 14,

data maygberemcryRkedner ma4ReRGEMRL edheThenby NG idagis tafordatr@aar e
stored in the manufacture information block: Witable Flag: determ nation

flag i ndhgatinngewhatrBar 228 thaewiice-ue ioper-an fAtnadtion/evilceck is al | owed
(ex. Oxffff: - 78 allowed, others: not allowed); Manufacture Code: card

manuf act paek i kDoavaREL rmitAivhaeireae Eqhiep mriotr agedela tearich rewauf acture |ine
nunber; 5 * Manufacture Date: card manufacture date, for exanple, January
1, 2001 hebngisetlt ar@@0a¥e sequentially described below with

5 reference to the drawing.

(A7.1. Device-Unique-Information/Device-Partition-
Information Area)

Data in the device-unique-information/device-partition-
information area is first discussed. In the device-unique-

10 information/device-partition-information area, information
concerning the device manufacturing entity, information
concerning the device manager, setting partition information,
key information required for executing the partition setting
registration processing by accessing the device, etc., are

15 stored.

Fig. 14 illustrates the data structure of a manufacture
information block. The number in each portion indicates the
number of bytes. As discussed with reference to Fig. 6, one
block has 32 bytes in the configuration of this embodiment.

20 In the gray portions in Fig. 14, data may be encrypted or
unencrypted,

The following items of data are stored in the
manufacture information block:

* Writable Flag: determination flag indicating whether

25 the writing operation into the block is allowed (ex. Oxffff:



* Manufacture Serial Nunmber: card manufacture serial nunber; * Device
Vender Code: |1C chip supply conpany nunber; 10 * Device Code: IC chip
nmodel nunber; and * Device Paranmeter: other paraneters. Since these itens '
of information witten into the block are unique, the device unique
identifier is defined as IDm based on these itens of information. The
device unique 15 identifier may be acquired fromthe whole information or
part of the information witten into the manufacture information block, or
from conputed data obtained fromthe- WBitten information. Fig. 15
illustrates the data configuration of the 20 devi ce managenent information
bl ock. The following itens of data are stored in the device nanagenent

i nformat i;an YeRCK otne W R & Rl@gkq)determ nation flag whether the witing
operation into the block is allowed (ex Oxffff: allowed, others: not

al lowed); 25 % [gufReviee %a@geea%dﬁlanu%\et%&art@g%run{b@w ID- 79
nunber; * DMC Version: device manager code (DMC) version, which is used

as, for exanpkeMagQffgatiugenE¢RAGENSNEoHREN cupdRmanG fldt@ ldVTin * Tot al
Bl ock Number in Device: the nunber of all the blocks in the device;
number;
5 * Manufacture Date: card manufacture date, for example,
January 1, 2001 being set to 0x0000;
* Manufacture Serial Number: card manufacture serial
number;
* Device Vender Code: IC chip supply company number;
10 * Device Code: IC chip model number; and
* Device Parameter: other parameters.
Since these items of information written into the block
are unique, the device unique identifier is defined as IDm
based on these items of information. The device unique
15 identifier may be acquired from the whole information or
part of the information written into the manufacture
information block, or from computed data obtained from the
written information.
Fig. 15 illustrates the data configuration of the
20 device management information block. The following items of
data are stored in the device management information block:
* Writable Flag: determination flag whether the writing
operation into the block is allowed (ex. Oxffff: allowed,
others: not allowed) ;

25 * DMC (Device Manager Code): device manager (DM) ID



* Free Block Nunber in Device: the nunber of free blocks in the device; *
Partition Nunber: the nunber of currently registered 10 partitions; and *
Poi nter of Free Area: the pointer of the free area. Fig. 16 illustrates
the data configuration of the public-key device key definition block
(Device Key Definition Block (PUB)). The followng itens of data are 15
stored in the device key definition block (PUB): * PUB CA(DEV) Pointer: the
pointer to the block in which the public key of the device-nanager
certificate authority (CA(DEV)) that T%sues a public key certificate via

a registration authority managed by the device nmanager is 20 stored; *

PUB _CA(DEV) Size: the size of the public key of the <certificate authority
CA(DEV) ; ntimBRDEV Pointer: the pointer to the block in which the private
key of the device is stored; 25 * PRI _DEV Size: the size of the private key

of the - 80 deMMGeVers18&RA&EGE¥éPﬁhHE§Er EB@eprﬂb?rvEQSEBﬁ bh%géhgn
| Z€

whi ch the public key paraneter of the déevice is stored X
the sizeief usha aublE@rk%kaﬁ@ﬁéqeh©hpéiﬂ§bﬂ'Ebd&%ﬂﬂ&hs wHeRR Y 1) nt er

the pointer to the block in which
the DMC;
5 * Total Block Number in Device: the number of all the
blocks in the device;

* Free Block Number in Device: the number of free
blocks in the device;

* Partition Number: the number of currently registered

10 partitions; and

* Pointer of Free Area: the pointer of the free area.

Fig. 16 illustrates the data configuration of the
public-key device key definition block (Device Key
Definition Block (PUB)). The following items of data are

15 stored in the device key definition block (PUB):

* PUB_CA(DEV) Pointer: the pointer to the block in
which the public key of the device-manager certificate
authority (CA(DEV)) that issues a public key certificate via
a registration authority managed by the device manager is

20 stored;

* PUB_CA(DEV) Size: the size of thé public key of the
certificate authority CA(DEV) ;

* PRI_DEV Pointer: the pointer to the block in which
the private key of the device is stored;

25 * PRI_DEV Size: the size of the private key of the



the public key certificate of the device issued by the certificate
authority CA(DEV) is stored; * CERT DEV Size: the size of the public key
certificate 10 of the device issued by the certificate authority CA(DEV)

* CRL DEV Pointer: the pointer to the block in which the revocation |ist
of the device is stored; * CRL DEV Size: the size of the revocation |ist of
the device; 15 * PRTIC (PRT Issuer Category): the issuer category of the
partition registration ticket (RPT); * PRTIC Version: the version of the

i ssuer category (PRTIC) of the partit8Gm registration ticket (PRT); *
DUTI C DEV (DUT Issuer Category): the issuer category 20 of the data update
ticket (DUT); and * DUTIC DEV Version: the version of the data update
ticket (BEFicekssuer (DUTIC). The revocation list in the above-nentioned
data itens is a list of unauthorized devices, for exanple, a device 25
revocation |istpAREBMEDEDYPODRLESSUEReOpoBndeYi €6 th8lbldbkt Lhbwhien system

or alist of IDdata indicating unauthorized devices. |If a device which is
set in atheepdeillivw kegr pasahbeetevifc @ hacdesd ceniits istopest;ed in the
revocation list, the processing is termnated. 5 For exanple, the |atest
revocation |istPARAMODBEYadity: thetsibeatedl tbeapublihe kemdpasametéers as
t he devi ce access
5 of the device;
* CERT_DEV Pointer: the pointer to the block in which
the public key certificate of the device issued by the
certificaté authority CA(DEV) is stored;
* CERT_DEV Size: the size of the public key certificate
10 of the device issued by the certificate authority CA(DEV);
* CRL_DEV Pointer: the pointer to the block in which
the revocation list of the device is stored;
* CRL_DEV Size: the size of the revocation list of the
device;
15 * PRTIC (PRT Issuer Category): the issuer category of
the partition registration ticket (RPT);
* PRTIC Version: the version of the issuer category
(PRTIC) of the partition registration ticket (PRT);
* DUTIC DEV (DUT Issuer Category): the issuer category
20 of the data update ticket (DUT); and
* DUTIC_DEV Version: the version of the data update
ticket (DUT) issuer (DUTIC).
The revocation list in the above-mentioned data items

is a list of unauthorized devices, for example, a device

25 revocation list issued by the issuer of a device



units, and the reader/witer determ nes whether the processing is to be
executed or term nated by checking the [list when performng the proceSS|ng
for the device. 10 Alternatively, the reader/witer views the |atest
revocation list via a network by using a comuni cation function of the
reader/witer so as to obtain unauthorized device information indicated in
the list, thereby determ ning whether the processing is to be executed or
term nated. The 15 specific processing using the revocation list is
described below by using a flow The &hta update ticket (DUT) in the
above-mentioned data itens is an access restricting ticket for permtting
and restricting the updating processing when updating 20 various data

stored i Rilhe idRMIiGS HSTeHS o f%Qbkﬁeﬁﬁg%MﬁﬁﬁJﬂﬁf%g§§$ﬁyed in the data

update ticket, as in the above escri The data
updat e t iuglset: hokDYEN ibevdicsuSsad in ggtaid elaws Sy 44 i lustrates the

data structure of the common- 25 key device key definition glock (Devi ce

Key Defi mieliden /Riratker a82 theCarRk) actd f @ldigwing ﬁots@c'&i afy dafa are
stored in the comon key definition block (Conmon) : * Maut h_DEV_A

Poi nt er: relrecpaiiohenl ise ,a theo piyesisidigviiduale deBhaiddent i cati on master key
(MKauth_DEV A); 5 * Mauth DEV A Size: the size of the two-way i ndividual
key authenticBoroexample; kby [Masthr®EVcArion list is constantly

distributed to all the readers/writers as the device access

units, and the reader/writer determines whether the

processing is to be executed or terminated'by checking thé

list when performing the processing for the device.

10 Alternatively, the reader/writer views the latest revocation
list via a network by using a communication function of the
reader/writer so as to obtain unauthorized device
information indicated in the list, thereby determining
whether the processing is to be executed or terminated. The

15 specific processing using the revocation list is described

| below by using a flow.

The data update ticket (DUT) in the above-mentioned
data items is an access restricting ticket for permitting
and'restricting the updating processing when updating

20 various data stored in the device. Access rules for the
device are recorded in the data update ticket, as in the
above-described PRT, FRT, and SPT. The data update ticket
(DUT) is discussed in detail below.

Fig. 17 illustrates the data structure of the common-

25 key device key definition block (Device Key Definition Block



* Kauth DEV B Pointer: the pointer to a two-way individual key

‘aut hentication key (Kauth _DEV B); * Kauth DEV B Size: the size of the
two-way individual 10 key authentication key (Kauth _DEV B); * Kprt
Pointer: the pointer to the block in which the MAC checking key (Kprt) for
the partition registration ticket (PRT) is stored; * Kprt Size: the size
of the MAC checking key (Kprt) 15 for the partition registration ticket
(PRT); * Kdut DEV1-4 Pointer: the pointer to the block in which the MAC
checking key (Kdut) for the data updaté& ticket (DUT) is stored; * Kdut
DEV1-4 Size: the size of the MAC checking key 20 (Kdut) for the data
update ticket (DUT); * IRL_DEV Pointer: the pointer to the block in which

the devi¢eohisndi | th@h@“%H&@B%h%ﬁ\/l@%}ﬁbC%ﬁ’f A8 2SheLed BT ebNgn fp¥OCati on
list of the devi ces Size: the size of the revocation |ist of

the 25 dg¥heRSkey 83rihheiaHt BeptikCatbRRoAet:hod for the two-way individual
key and the checking processing for the MAC (Message Authentication Code)

in the above-+#emti@pedpEAt & bbEABeAl ethdegeihbed td detablwhgl ow. 5 There
are four types of Kdut _DEV, which are used by pairs, such as (Kdut_ DEVI,
Kdut _DEV2hdandd(KdukePEY3thentication master key (MKauth DEV_A) ;
5 * Mkauth DEV A Size: the size of the two-way individual
key authentication master key (MKauth_ DEV_A) ;

* Kauth_DEV_B Pointer: the pointer to a two-way
individual key authentication key (Kauth_DEV_B);

* Kauth_DEV_B Size: the size of the two-way individual

10 key authentication key (Kauth DEV_B);

* Kprt Pointer: the pointer to the block in which the
MAC checking key (Kprt) for the partition registration
ticket (PRT) is stored;

* Kprt Size: the size of the MAC checking key (Kprt)

15 for the partition registration ticket (PRT);

* Kdut DEV1-4 Pointer: the pointer to the block in
which the MAC checking key (Kdut) for the data update ticket
(DUT) 1is sﬁored;

* Kdut_DEV1-4 Size: the size of the MAC checking key

20 (Kdut) for the data update ticket (DUT);

* IRL_DEV Pointer: the pointer to the block in which
the device IDs of the unauthorized devices are stored as the
revocation list of the devices; and

* TRL_DEV Size: the size of the revocation list of the

25 devices.



Kdut _DEV4). For exanple, Kdut_ DEV1, 3 are used for MAC generation,

Kdut DEV2, 4 are used for encryption. Fig. 18 illustrates the data

structure of a device key 10 area. The following items of data are stored
in the device key area. In each key stored in the device key area,

information is stored together. When updating a key, the version is

updated together. * IRL DEV: the revocation list (device |ID)
15 I Ds of revoked devices and revoked units (a reader/witer
access unit, a ticket user, such as a & -or ticket issuing

in which the
as a device
nmeans) are

registered; * CRL DEV: the revocation list (certificate) in which the
public key certificate identifiers (ex. serial nunber: 20 SN) of revoked

devi ces and r@MQkSQtHBhEEcS@lBﬁaﬁ@EEWE'E%E %ﬁeatQ%lM%grgﬁag%idﬂght’ a

ticket user, such as a PC, or ticket issuing neans

e registered;

Kdut DEV:keyt e dVAG <€ RGNS K @ J s iy %xaﬂm Uz %ﬁg%&vgw , 25 *

Kdut DEV2: the data updating encryption key; -

t he MAC

checki ng akeyehai dahe cdatoa deydate tHd %‘iﬁve(—@léﬁtyone&(ﬂgtaDEi\@bmst ha-dat a
updati ng encryption key; * Kprt: the MAC checking key for the partition

regi st r aidesr ribeldetin( AERi1* bW .DEV: the device public key
i ssued by

certificate

5 There are four types of Kdut_DEV, which are used by

pairs, such as (Kdut_DEV1, Kdut_DEVZ2) and (Kdut_DEV3,

Kdut_DEV4). For example, Kdut DEV1l, 3 are used for MAC

generation, and the Kdut_DEV2, 4 are used for encryption.

Fig. 18 illustrates the data structure of a device key

10 area. The following items of data are stored in the

key area. In each key stored in the device key area,

device

version information is stored together. When updating a key,

the version is updated together.

* IRL_DEV: the revocation list (device ID) in which the

15 IDs of revoked devices and revoked units (a reader/writer as

a device access unit, a ticket user, such as a PC, or ticket

issuing means) are registered;

* CRL_DEV: the revocation list (certificate) in which

the public key certificate identifiers (ex. serial number:

20 SN) of revoked devices and revoked units (a reader/writer as

a device access unit, a ticket user, such as a PC, or ticket

issuing means) are registered;

* Kdut_DEV1: the MAC checking key for the data update

ticket (DUT) ;

25 * Kdut DEV2Z: the data updating encryption key;

and t he

ver si on

5



the certificate authority CA(DEV) that issues the device- manager public
key; * PRI _DEV: the private key of the device; 10 * PARAM DEV: the public
key paraneter of the device; * PUB CA(DEV): the public key of the '
certificate authority CA(DEV) that issues the device-manager public key; *
Kauth_DEV_B: the two-way individual key authentication comon key; and 15
* MKauth DEV A: the two-way individual key authentication naster key. In

t he device key area shown in Fig. 18, Kauth _DEV A: the two-way i ndividual
key aut hentication common key and NK&# hm DEV_B: the two-way individual key
aut hentication 20 master key are stored. However, these keys do not have to
be stored if the device does not receive a request to performcomon key

authenticati oh RIQEESHYHI. thd SHAC éhéBﬁin&exéiefgiaeﬁhaoaaesrwagtéhe ticket
checki ng processing, Kprt: the MAC checking key for the partition

regi strathgpe5 (byeket (PRT) does not have to be stored. - 85 IRLDEV: the
revocation list (device ID) in which the device |IDs of revoked devices are

regi stered and Kd&tht DEM74 : thge r @y 08 atip@AtLhgteh6Eyptibgakey;in which the
public key «certificate identifiers (ex. serial nunber: SN) of revoked 5
devi ces are regisier ethdanotchayeiie beystoredhefphbheieibs no revoked
device, or if the revocation lists are obtained

5 registration ticket (PRT);

* CERT_DEV: the device public key certificate issued by
the certificate authority CA(DEV) that issues the device-
manager public key;

* PRI_DEV: the private key of the device;

10 * PARAM DEV: the public key parameter of the device;

* PUB_CA(DEV): the public key of the certificate
authority CA(DEV) that issues the device-manager public key;

* Kauth DEV_B: the two-way individual key
authentication common key; and

15 * MKauth DEV_A: the two-way individual key
authentication master key.

In the device key area shown in Fig. 18, Kauth_DEV_A:
the two-way individual key authentication common key and
MKauth_DEV_B: the two-way individual key authentication

20 master key are stored. However, these keys do not have to
| be stored if the device does not receive a request to
perform common key authentication processing. Also, if the
device does not perform the ticket checking processing,

Kprt: the MAC checking key for the partition registration

25 ticket (PRT) does not have to be stored.



by using another source. Fig. 19 illustrates the data structure of the
partition definition block. The following itens of data are stored in 10
the partition definition block. * PMC (Partition Manager Code): the code
(PMC) assigned to the partition nanager, for exanple, the nunber; * PMC
Version: the version of the partition manager code (PMC) ; 15 * Partition
Start Position: the partition storage start address; and * Partition Size:
the size of the partition. The above-described itens are the data itens
stored in the device-uni que-infornati®n/device-partition-information 20
area of the device nenory. (A7.2. Partition Area) The data itens in the
partition area are now di scussed. The partition area is the area managed

by a partiti OEDRL”BEQgeﬁ:heA%egbéﬁ‘ﬂ%%ﬁdl%Q‘EVQde‘%lg@r trih T QR TROGCLLe gthi ch 25
serves as a service entity, stores data in the eV|ce nmenory -

accor di ngieka deha DR FFe ekl RMAGRAU e iryistidiead WRS crelpen t he
partition registration ticket (PRT) based on the PRT ticket Tssued by the

partiti ortheegiestocattion Qiieket(deRE)idatsyi NG MRANS (PRI JiiSuQl keylhe data
configuration of the 5 partition area is as follows. Fig. 20 iIIustrates
t he dat a ceftrtidtivae eofi dielne: iFdktrist i(@% . serial number: SN) of revoked
5 devices are registered do not have to be stored if there is
no revoked device, or if the revocation lists are obtained
by using another source.
Fig. 19 illustrates the data structure of the partition
definition block. The following items of data are stored in
10 the partition definition block.
* PMC (Partition Manager Code): the code (PMC) assigned
to the partition manager, for example, the number;
* PMC Version: the version of the partition manager
code (PMC);
15 * Partition Start Position: the partition storage start
address; and
* Partition Size: the size of the partition.
The above-described items are the data items stored in
the device-unique-information/device-partition-information
20 area of the device memory.
(A7.2. Partition Area)
The data items in the partition area are now discussed.
The partition area is the area managed by a partition
manager. As discussed above, a partition manager, which

25 serves as a service entity, stores data in the device memory



managenment information block. The followng itens of data are stored in
the partition management information block: * PMC (partition manager code):
t he nunber of the 10 partition possessor; * PMC Version: the version of
the partition manager code (PMC) ; * Total Block Nunber in Partition: the
nunber of all the blocks in the partition; 15 * Free Bl ock Nunber in
Partition: the nunber of free blocks in the partition; * Pointer of Free
Area: the pointer to the unused area in the partition; and * File Number:
the nunber of files currently register®&-20 in the partition. Fig. 21
illustrates the data structure of the public- key partition key information
block (Partition Key Definition Block (PUB)). The following items of data

are stopedokfih eteufehbc E@ﬁe@a&hhhben |f%)ée'd'i!1fr‘ér mat ieon khack,23s(Partition
Key Definition Block f} E CA(PAR) ‘Pointer: the pointer to

the bl ockeikninWhheh tab%l@ulglnl Qek_s;%t%ttlaa eekkichl qakre)aphRed by EAPAR)
that issues the pubFlc key certificate via the partition- manager

regi straprontavkBer ik¥ued sy0red, partiRUBnCACBABk raitzen tthekeitzqpefr)t he
public key of the «certificate authority CA(PAR);
issuing means (PRT Issuer). The data configuration of the
5 partition area is.as follows.

Fig. 20 illustrates the data structure of the partition
management information block. The following items of data
are stored in.the partition management information block:

* PMC (partition manager code): the number of the

10 partition possessor;

* PMC Version: the version of the partition manager
code (PMC) ;

* Total Block Number in Partition: the number of all
the blocks in the partition;

15 * Free Block Number in Partition: the number of free
blocks in the partition;

* Pointer of Free Area: the pointer to the unused area
in the partition; and

* File Number: the number of files currently registered

20 in the partition.

Fig. 21 iilustrates the data structure of the public-
key partition key information block (Partition Key
Definition Block (PUB)). The following items of data are
stored in the public-key partition key information block

25 (Partition Key Definition Block (PUB)):



* PRI _PAR Pointer: the pointer to the block in which the private key of
the partition is stored; * PRI _PAR Size: the size of the private key of the
10 partition; * PARAM PAR Pointer: the pointer to the block in which the
public key parameter of the partition is stored; * PARAM PAR Si ze: the size
of the public key paraneter 'of the partition; 15 * CERT_PAR Pointer: the
pointer to the block in which the public key certificate of the partition
issued by the certificate authority CA(PAR); * CERT_PAR Size: the size of
the public key certificate of the par87tton issued by the certificate
authority 20 CA (PAR) ; * CRL_PAR Pointer: the pointer to the block in
which the revocation list of the partition is stored; * CRL PAR Size: the

size of the revegat tANphRSt pEfinkRe: RAE! bbidRer2?o” theTEEoLRRIA! ssuer
Category): the fil€ registration - 88 ticket (FRT) issuer category; *

FRTI C Verii@h thize pu@nsiconkedf dieard | et idd @ iathddioketcy fE#ER) i ssuer
category (PRTIC) ; * DUTIC PAR (DUT |Issuer Category): the data update 5
ticket (BRHBL iissuers chleegailicandy dAFHiC kAR EriS allie thirtaatigron of the
data update
manager registration authority is stored;
5 * PUB_CA(PAR) Size: the size of the public key of the
certificate authority CA(PAR);
* PRI_PAR Pointer: the pointer to the block in which
the private key of the partition 1s stored;
* PRI_PAR Size: the size of the private key of the
10 partition;
* PARAM PAR Pointer: the pointer to the block in which
the public key parameter of the partition is stored;
* PARAM PAR Size: the size of the public key parameter
of the partition;
15 * CERT_PAR Pointer: the pointer to the block in which
the public key certificate of the partition issued by the
certificaﬁe authority CA (PAR) ;
* CERT_PAR Size: the size of the public key certificate
of the partition issued by the certificate authority
20 CA (PAR) ;
* CRL_PAR Pointer: the pointer to the block in which
the revocation list of the partition is stored;
* CRL_PAR Size: the size of the revocation list of the
partition;

25 * FRTIC (FRT Issuer Category): the file registration



ticket (DUT) issuer category (DUTIC). Fig. 22 illustrates the data
structure of the common- key partition key information block (Partition Key
10 Definition Block (Common)). The following data itens are stored in the
common-key partition key information block (partition Key Definition Bl ock
(Common)) : * Mkauth PAR A Pointer: the pointer to the two-way individual
key aut hentication master key (MKauth _PAR A); 15 * Mauth PAR A Size: the
size of the two-way individual Kkey authentication naster key
(MKauth_PAR A); * Kauth PAR B Pointer8& he pointer to the two-way

i ndi vi dual key authentication key (Kauth_PAR B); * Kauth PAR B Size: the
size of the two-way individual 20 key authentication key (Kauth PAR B); *

Kfrt Poiptegfatt poi BLeletockhegBl9ck in which the MAC checking key
(Kfrt) for tﬁe ??Fepreg?sfraf%ongtigket (FRT) is stored; * Kfrt Size: the

size of the MAGRREEKIOEs KoY : (Hh&tdereDohObrt BRef EL Bar pEySEEALLOONT i Cket
. (FRT); - 89 * Kdut_ PAR1-4 Pointer: the pointer to the block in which the

MAC checkiBgekeYrRiffiut yshier theegata ypeate)ticket (DUT) is stored; *
KDUT_PAR1-4 Size; the size of the MAC checking key 5 (Kdut) for the data
update ticket* (f4flic_Pak RIDFPARI Poudt ecatéferppt ntre dathhaphbhosk in which
5 ticket (DUT) issuer category; and
* DUTIC_PAR Version: the version of the data update
ticket (DUT) issuer category (DUTIC).
Fig. 22 illustrates the data structure of the common-
key partition key information block (Partition Key
10 Definition Block (Common)). The following data items are
stored in the common-key partition key information block
(partition Key Definition Block (Common)):
* Mkauth_PAR_A Pointer: the pointer to the two-way
individual key authentication master key (MKauth_PAR_A);
15 * Mkauth PAR_A Size: the size of the two-way individual
key authentication master key (MKauth_PAR_A);
* Kauth PAR B Pointer: the pointer to the two-way
individual key authentication key (Kauth_PAR B);
* Kauth PAR B Size: the size of the two-way individual
20 key authentication key (Kauth_PAR_B);
* Kfrt Pointer: the pointer to the block in which the
MAC éhecking key (Kfrt) for the file registration ticket
(FRT) is stored;
* Kfrt Size: the size of the MAC checking key (Kfrt)

25 for the file registration ticket (FRT);



the partition revoked-device-I1D revocation |ist (Revocation List-Device
ID) is stored; and * IRL_PAR Size: the size of the partition revoked- 10
device-1D revocation |ist (Revocation List-Device ID. The two-way

i ndi vidual key authentication method and the MAC (Message Authentication
Code) checking nmethod in the above-nentioned data itens are described in
detail below There are four types of Kdut_ PAR, which are used as 15
pairs, such as (Kdut_ PAR1l, Kdut_ PAR2) and (Kdut_ PAR3, Kdut_ PAR4). For
exanpl e, Kdut PAR1, 3 are used for MA®9Y generation, and Kdut PAR2, 4 are
used for encryption. Fig. 23 illustrates the data structure of the
partition key area. The followng itens of data are stored in the 20

partition key«akgde bAReaghpben:SLorefle! folRecRakb! LhaNpkBY hea, version
information is stored together. Wien updating a key, the version is

updat ed whgehhehe MACREnRAR:ngh&efeV@eRit)OFdr She laeaw%cqxtad%rtetiéﬁtck@eﬁvi ce
ID)) in which the identifiers (1Ds) of the partition access 25 revoked
devi ces 4DUTY hespatbirkidgn access revoked units (a - 90 reader/water as a
device access unit, a ticket user, such as a PC,_or ticket issuing neans)
are regi steret; KWUCRPARARL Sheefevheasioa bEsthéReExocahbeRihhSkey
(Certificate)) in which the public key certificate 5 identifiers (ex.
seridl nudigBet) SNy ahet Hdatpaupdbitentdckess (Duaygked devi ces and t he
partition access revoked units (a
* IRL_PAR Pointer: the pointer to the block in which
the partition revoked-device-ID revocation list (Revocation
List-Device ID) is stored; and
* IRL_PAR Size: the size of the partition revoked-
10 device-ID revocation list (Revocation List-Device ID).
The two-way individual key authentication method and
the MAC (Message Authentication Code) checking method in the
above-mentioned data items are described in detail below.
There are four types of Kdut PAR, which are used as
15 pairs, such as (Kdut_PARl, Kdut_PAR2) and (Kdut_ PAR3,
Kdut PAR4). For example, Kdut_PARl, 3 are used for MAC
generation, and Kdut PAR2, 4 are used for encryption.
Fig. 23 illustrates the data structure of the partition
key area. The following items of data are stored in the
20 partition key area. 1In each key stored in the partition key
area, version information is stored together. When updating
a key, the version is updated together.
* IRL_PAR: the revocation list (Revocation List (Device

ID)) in which the identifiers (IDs) of the partition access

25 revoked devices and the partition access revoked units (a



reader/witer as a device access unit, a ticket user, such as a PC, or
ticket issuing neans) are registered; * Kdut PARl: the MAC checki ng key for
the data update 10 ticket (DUT) * Kdut PAR2: the data updating encryption
key: * Kdut_ PAR3: the MAC checking key for the data update ticket (DUT) *
Kdut PAR4: data updating encryption key; 15 * Kfrt: the MAC checki ng key
for the file registration ticket (FRT) * CERT_PAR: the public. key
certificate of the partition issued g the certificate authority CA(PAR);

* PRI_PAR the private key of the partY@ion; 20 * PARAM PAR the public key
paraneter of the partition; * PUB CA(PAR): the public key of the
certificate authority CA (PAR) ; * Mauth_PAR A: the two-way individual

key aut heatiegatirgeiaskeh ki RNdR2ss Katth RAR B 4ihe 010 way.
i ndi vi dual key - 91 authentication comon key. Fig. 24 |IIustrates t he

data struet ur ecqf orheildkee idefiinig meankl)ock - R stH¥RJ 0l | owi ng dat a
items are stored in the file definition block: 5 * File ID the file
identifier nameCR:_PARe Shartefosihtion: 1ibe f(Re€oshaibnaddeess;
(Certificate)) in which the public key certificate
5 identifiers (ex. serial number: SN) of the partition access
revoked devices and the partition access revoked units (a
reader/writer as a device access unit, a ticket user, such
as a PC, or ticket issuing means) are registered;
* Kdut_PARLl: the MAC checking key for the data update
10 ticket (DUT) ;
* Kdut_PAR2: the data updating encryption key:
* Kdut_PAR3: the MAC checking key for the data update
ticket (DUT) ;
* Kdut_PAR4: data updating encryption key;
15 * Kfrt: the MAC checking key for the file registration
ticket (FRT) ;
* CERT_PAR: the public key certificate of the partition
issued by the certificate authority CA(PAR);
* PRI_PAR: the private key of the partition;
20 * PARAM PAR: the public key parameter of the partition;
* PUB_CA(PAR): the public key of the certificate
authority CA(PAR) ;
* Mkauth PAR A: the two-way individual key
authentication master key; and

25 * Kauth_PAR B: the two-way individual key



* File Size: the file size; * SPTIC (SPT Issuer Category): the service
perm ssion ticket (SPT) issuer category (SPTIC) ; 10 * SPTIC Version: the
version of the service permssion ticket (SPT) issuer category (SPTIC) ; *
File Structure Type code: the code of the file structure type; *
Accept abl e Authentication Type: the acceptable 15 authentication type in
whi ch the access nodes defined for the individual file structure types are
associated with the <corresponding bits in this field (a maxi mum of 16
pairs in this exanple) (details are a%lfollows); * Acceptable Verification
Type: the acceptable 20 verification type in which the access nodes defi ned
for the individual file structure types are associated with the

cor r espoR@ithgn¥ilca tidnt Rictnddrelkd(.a maxi num of 16 pairs in this exanple)
(details are as follows); and * Kspt: the MAC checking key (Kspt) for the

service 25 pBLgisgionliiuekettéSPThe da®d sthecaseepbabkecaythentication
type is the type in which the access nodes defined for the individual file

st ruct ur deftiyped oar dlaskoqiFared WThle tred 1eerines R Ne:diid S rd sddireq fiel d
(a maxi mum of 16 pairs in this exanple). For exanple, 5 when executing a
certain aocade fode, derfdniiftitme bictck :corresponding to this node is 1, the
access node i s not
5 * File ID: the file identifier name;
* File Start Position: the file start address;
* File Size: the file size;
* SPTIC (SPT Issuer Category): the service permission
ticket (SPT) issuer category (SPTIC);
10 * SPTIC Version: the version of the service permission
ticket (SPT) issuer category (SPTIC);
* File Structure Type code: the code of the file
structure type;
* Acceptable Authentication Type: the acceptable
15 authentication type in which the access modes defined for
the individual file structure types are associated with the
corresponding bits in this field (a maximum of 16 pairs in
this example) (details are as follows);
* Acceptable Verification Type: the acceptable
20 verification type in which the access modes defined for the
individual file structure types are associated with the
corresponding bits in this field (a maximum of 16 pairs in
this example) (details are as follows); and

* Kspt: the MAC checking key (Kspt) for the service

25 permission ticket (SPT).



executed if the public key is not authenticated. Accordingly, when
executing a command having a higher degree of the inportance (for exanple,
noney depositing processing), 10 the public key nust be authenti cat ed,

t hereby ensuring the security. It may be controlled to performthe above-
descri bed processing by using the tickets. However, unlike the tickets,
the acceptabl e authentication type is stored in the device as part of the
file definition block, and this 15 information cannot be changed after the
file is created. Thus, the acceptabt @4authentication type can be used when
a strong restriction is desirably inposed by prohibiting a change in the
accept abl e authentication type, and then, the mniml degree of security

can be ensure 2 e e | eV f i is the
type in whi [ ofho 20 Tbg- AhoNes dencht beds 66epLal esverklLogti on pen! s L

types arenasaeekadkefioWekhqkitenear resPend Nedikiil®iadin diflies sftirélcd ue@d maxi num
of 16 pairs in this exanple). For exanple, when executing a certain access

node, angybks28rkhesBbticeenespendithe o rideis ?dﬂéﬂ.@lg piks tike taGgess node is
- 93 not executed if the ticket is not verified according to a public key

cryptosystiend l(a mAxsmexasil e6 @adhsf i@l dhias examplleyt.es Foan@xamgd e ,a
maxi mum of 16 access nbdes are associated with the corresponding bits.
However , whgnbekecnedsgng teethiel dcsese aoder,diamg tid ttdhe hdcessity, nore
commands can be associ at ed.

corresponding to this mode is 1, the access mode is not

executed if the public key is not authenticated.

Accordingly, when executing a command having a higher degree

of the importance (for example, money depositing processing),

10 the public key must be authenticated, thereby ensuring the
security. It may be controlled to perform the above-
described processing by using the tickets. However, unlike
the tickets, the acceptable authentication type is stored in
the device as part of the file definition block, and this

15 information cannot be changed after the file is created.
Thus, the acceptable authentication type can be used when a
strong restriction is desirably imposed by prohibiting a
change in the acceptable authentication type, and then, the
minimal degree of security can be ensured.

20 The above-described acceptable verification type is the
type in which the access modes defined for the individual
file structure types are associated with the corresponding
bits in this field (a maximum of 16 pairs in this example).

For example, when executing a certain access mode, and 1f

25 the bit corresponding to this mode is 1, the access mode is



In this enbodiment, in the acceptable authentication type or the
acceptabl e verification type, when the bit is 1, the authentication or
verification using a public key system 10 is required. Alternatively, each
field may be set to 2 bits, and the settings may be nmade nore precisely,
for exanple, as follows. Wen the value is 11", the authentication or
verification using a public key systemis required; when the value is
"d", the authentication or verification using a 15 conmon key systemis
required, and when the value is 1100119%r- "10", the authentication or
verification using either a public key systemor a common key systemis
required. The file structure type in the above-described data itens is the

code i ndineat eR@cuftedf iilfe tle Yalded Gle@lRd Jdti FAQd *}aeco%alf&iglté Q. An exanpl e
of the relationship between the file structure and the co i's shown in

Fig. 25. phwlike kblyl @ rgrectdiam.t hame tafie \alh@us SI6t Wiks g s in Fig.
25, and codes 0001 through 0007 are assigned. The neanings of the

i ndi vi duahvof blyeesst anet thes ,ake maxidbnf olf QWS acce®d mbddandery all the data
having this file structure can be randomy read and witten; * Purse: the
data havisgothisefi Wetht thet voe riespoinkdlingg biitaf.or MWee daty, which can be
changed, such as subtracted 5 and added; * Cyclic: the data having this
file traocyeaséang boe field size according to the necessity, more

commands can be associated.
In this embodiment, in the acceptable authentication
type or the acceptable verification type, when the bit is 1,
the authentication or verification using a public key system
10 is required. Alternatively, each field may be set to 2 bits,
and the settings may be made more precisely, for example, as
follows. When the value is "11", the authentication or
verification using a public key system is required; when the
value is "01", the authentication or verification using a
15 common key system is required, and when the value is "00" or
"10", the authentication or verification using either a
public key system or a common key system is required.
The file structure type in the above-described data
items is the code indicating the file structure created in
20 the partition. An example of the relationship between the
file structure and the code is shown in Fig. 25.
As the file structure, there are various structures
shown in Fig. 25, and codes 0001 through 0007 are assigned.

The meanings of the individual files structures are as

25 follows:



cyclically witten; * Log: the data having this file structure is a |og
data file, or a recording information file concerning each 10 data
processing information; * Key: the data file having this file structure is
a key information file; and * Conposite file: a file having a conposite
structure of the above-described various files (ex. Purse and Log), 15
and different codes are assigned to the conposite files according to the
conbi nation pattern (in Fig. 25, 0006: conposite file 1 and 0007:
conposite file 2). The data stored in $he device nenory have been

di scussed as above. The specific processing using the data 20 is discussed
below. [A8. Data Format of Each Ticket] As discussed above, for performng

the partition» sghtibMg KeQi $healhen Hé@@ﬁgSitﬂgsf ¢ri1khe tdevieee the
partition registration ticket (PRT) issued by authorized 25 ticket issuing

means ( Thekelankdeslsr rdasl eQuivradteor - 95 performing the file setting
regi stration processing in the partitions set in the device, the file
regi stration tiekese:(ERE) dasaukdvhyigathher f2ed siteketureSuisngineanyg
(Ticket Issuer) is required. For accessing a file, the service 5
per m ssi dmfpirglagt ohSER)tai, s sunedhb e aau foleo rdhaedyetd ¢ keatch ssuisuptrmadesi ( Ti cket
| ssuer) is required. As has been briefly
5 and added;
* Cyclic: the data having this file structure can be
cyclically written;
* Log: the data having this file structure is a log
data file, or a recording information file concerning each
10 data processing information;
* Key: the data file having this file structure is a
key information file; and
* Composite file: a file having a composite structure
of the above-described various files (ex. Purse and Log),

15 and different codes are assigned to the composite files
according to the combination pattern (in Fig. 25, 0006:
composite file 1 and 0007: composite file 2).

The data.stored in the device memory have been
discussed as above. The specific processing using the data

20 1is discussed below.

[A8. Data Format of Each Ticket]
As discussed above, for performing the partition
setting registration processing for the device, the

partition registration ticket (PRT) issued by authorized

25 ticket issuing means (Ticket Issuer) is required. For



di scussed in the colum of Storage Data in Menory Device, the data update
(DUT) is required for updating the device storage data. 10 Each
is formed of a data string in which the device access rules are
i'ndicated as binary data. The ticket is sent to the device from for

e, a reader/witer, which is a ticket user as the device access

ticket
ti cket

exanpl
unit,

according to the processing to be perfornmed on the 15 devi ce.

Upon

receiving the ticket, the device perforns the wverification processing for
the integrity of the ticket, and if-t3% verification is successfully
med, various processings (ex. partition creation, file creation,

perfor

data access) are executed according to the rules recorded in the 20

ticket
Regi st
access
regi st

and

Q?fgéhantgort%{%}?fr)i;ig LBesenly ¢kelis 308 18% PRld@Wsing( A8 knePartition

%agion Ti ckét

F_a@ft&%ohiscg_@tt ¥sednboneRakor MnRy ftihe paighistdrah iset tikdket
ra

ion processing for the device. The device is 25 accessed by a

ticket ugerT(elssheadel/ Wiitheriasda tdekete issW nRekReSs UTilketnder the

managenent of the partition manager

by using the PRT issued by ticket

i ssui ng meaner( Tiekekquhiseder) roanageeshky nan saftiney,i zed dexvdeenanager

accord

ing to the procedure recorded in the PRT, thereby making it 5

The partition registration ticket (PRT) is the

possidl epeamiet ibhe tpakeitt i(SPT) WikBurdt by perthicssizen trieketdddsuinighe PRT

10

15

20

25

means (Ticket Issuer) is required. As has been briefly
discussed in the column of Storage Data in Memory Device,
the data update ticket (DUT) is required for updating the
device storage data.

Each ticket is formed of a data string in which the
device access rules are indicated as binary data. The
ticket is sent to the device from, for example, a
reader/writer, which is a ticket user as the device access
unit, according to the processing to be performed on the

device. Upon receiving the ticket, the device performs the

verification processing for the integrity of the ticket, and

if the verification is successfully performed, various

processings (ex. partition creation, file creation, and data

access) are executed according to the rules recorded in the
ticket. The data formats of these tickets are as follows.
(A8.1. Partition Registration Ticket (PRT))
The partition registration ticket (PRT) is the access
control ticket used for performing the partition setting
registration processing for the device. The device 1is

accessed by a ticket user (ex. reader/writer as a device



Fig. 26 illustrates the data format of the partition registration ticket
(PRT). The following itens of data are stored in the partition
registration ticket (PRT): 10 * Ticket Type: the type of ticket; * Fornmat
Version: the format version of the ticket; * Ticket Issuer: the identifier
of the device manager (=DMC) ; * Serial Nunber: the serial nunber of the
ticket; 15 * Size of Ticket: the size of the ticket; * Authentication
Flag: the flag indicating whether nutual authentication with the device is
required for using the ticket; * Titk¥ tser Goup: the group to which the
ticket user 20 belongs; * Authentication Type: the type of nutual

aut hentication (public key authentication, common key authentication, or

ei ther typeecANYh)t9f uhlie rd@¥ieC GianhgBnddt Jdsaend dentdifiefy oRdata

(category or 25 identifier) for determining the ticket user, - 97 this

field bebyguadsocitaeedrw ik shAdt Bentdicaidton sEnely rasen (rAdhgntication
Type] is the public key authentication, the ID nane (DN D stinguished

Nane), thescatr¢gonyaged biye anseanitdloruadedeiSNe narslg@redcddi®ing to
[ Aut hentication Type] is 5 the conmon key authentication, the
aut henti taei pmokbduse stovededand whenPauLh&m@naﬁy<mamﬁhguﬂtrequired,it
'S nq% possible to set the partitions within the permission
recorded in the PRT.

Fig. 26 illustrates the data format of the partition
registration ticket (PRT). The following items of data are
stored in the partition registration ticket (PRT):

10 * Ticket Type: the type of ticket;

* Format Version: the format version of the ticket;

* Ticket Issuer: the identifier of the device manager
(=DMC) ;

* Serial Number: the serial number of the ticket;

15 * Size of Ticket: the size of the ticket;

* Authentication Fiag: the flag indicating whether
mutual authentication with the device is required for using
the ticket;

* Ticket User Group: the group to which the ticket user

20 belongs;

* Authentication Type: the type of mutual
authentication (public key authentication, common key
authentication, or either type (Any)) of the device;

* Ticket User Identifier: ID data (category or

25 identifier) for determining the ticket user,



essential that ID data be stored); * PMC. the code indicated in the
partition definition block as the partition manager code; 10 * PMC
Version: the version of the partition manager code (PMC); * Operation
Type: specifying whether the partition is generated or del eted
((Generate)/(Delete)); * Partition Size: the size of the partition; 15 *
Integrity Check Type: the type of integrity check value of the ticket
(public key system (Public)/comon key system (Common)) ; and * Integrity
Check Value: the integrity check vallu@f the ticket (public key system
(signature), and common key 20 system (MAC)). Wien sending the ticket

i ssued by the partition registration ticket (PRT) issuing neans (PRT

Issuer) to thenidiekelq Usé€ing tdesPubhtEakpyrretAbihERL ecAEERT PRIL) of the
partition registration ticket (PRT) issuing neans (PRT 25 Issuer) Is also

sent togekhen WatRntheithekeh ihplhe iRUBIHL pudBic kieyy systigant sceapboyed.
The attribute of the public key certificate (CERT PRTlI) of the PRT issuing

means CcotRei dpSnamkt hpihepidenhghiehe@PREMG) , ot hiehe aPRFoirysubmrg theans ( PRT
Issuer). 5 In [Authentication Type] in which the type of nutual
aut henti eakiab Hpubkirc (BBYy ast bentredat waen dambhenkdyation Type] is
5 the common key authentication, the authentication ID is
stored; and when authentication is not required, it is not
essential that ID data be stored);

* PMC: the code indicated in the partition definition
block as the partition manager code;

10 * PMC Version: the version of the partition manager
code (PMQC) ;

* QOperation Type: specifying whether the partition is
generated or deleted ((Generate)/(Delete));

* Partition Size: the size of the partition;

15 * Integrity Check Type: the type of integrity check
value of the ticket (public key system (Public)/common key
system (Common)); and

* Integrity Check Value: the integrity check value of
the ticket (public key system: (signature), and common key

20 system: (MAC)).

When sending the ticket issued by the partition
registration ticket (PRT) issuing means (PRT Issuer) to the
ticket user, the public key certificate (CERT_PRTI) of the
partition registration ticket (PRT) issuing means (PRT

25 Issuer) 1s also sent together with the ticket if the public



aut hentication, or either type (Any)) of the device is recorded, the

aut hentication type to be perforned as nutual authentication using the
ticket is recorded. Mdire 10 specifically, information indicating whether
the device authentication, the partition authentication, or both types of
aut hentication are to be perfornmed, and information indicating whether the
public key systemor the common key systemis to be perfornmed, or whether
either systemis to be 15 allowed are recorded, though details are
described below. In the [Integrity Ciéck Value] field in which the
integrity check value (public key system signature, common key system
MAC) of the ticket is recorded, the signature based on the private key of

the partiti OQyE%QhSEEaEmemoggdtlC&ﬁg 35 BE tRE TS thRRbulkiguekkyl S
generated {see Fig. 12) "and stored if the public key Systemis enployed

If the deykeeiBBRAJQEEAIISORTENVEE @het PRTPALIILNGN mMeGisS doahiclest | cket
i ssuing neans (PRT Issuer), the signature is generated by using the private

key of thetHevheeiganag€ier 3PRVEN per tbenPR Sisgndthd eesersi fipgat i on
processing (see Fig. - 99 13), the public key of the correspondi ng CA(DEV)
is used. IsAceeydingly, it is necessary for the device which perforns the
ticket verification to obtain the public key (public key «certificate) of
the partiti onInefhsthabtbnatickeTypsiuingwbiakanbe( PRPel ssumnjuéex. device
manager) when or before receiving the ticket.
authentication (public key authentication, common key
authentication, or either type (Any)) of the device is
recorded, the authentication type to be performed as mutual
authentication using the ticket is recorded. More
10 specifically, information indicating whether the device
authentication, the partition authentication, or both types
of authentication are to be performed, and information
indicating whether the public key system or the common key
system is to be performed, or whether either system is to be
15 allowed are recorded, though details are described below.
In the [Integrity Check Value] field in which the
integrity check value (public key system: signature, common
key system: MAC) of the ticket is recorded, the signature
based on the private key of the partition registration
20 ticket issuing means (PRT Issuer) is generated (see Fig. 12)
and stored if the public key system is employed. If the
device manager also serves as the partition registration
ticket issuing means (PRT Issuer), the signature is

generated by using the private key of the device manager.

25 When performing signature verification processing (see Fig.



After verifying the public key certificate (CERT_PRTI) of the partition
registration ticket (PRT) issuing neans (PRT Issuer), the signature of the
ICV (integrity check 10 value) can be verified by using the public key of

the partition registration ticket (PRT) issuing neans (PRT |
extracted fromthe public key certificate (CERT_PRTI). These
are di scussed below by using flows. 15 (A8.2. File Registrati

ssuer)
processi ngs
on Ti cket

(FRT)) The file registration ticket (FRT) is the access control ticket

used for setting and registering files?Ymthe partitions set

in the

device. The ticket user (ex. reader/witer as a device access unit)

accesses the device 20 by using the FRT issued by the ticket i

Ssui ng neans

(Ticket 1hgsuenk pRBAgedkRY 3F Awhirzed RAIdidd A (FRAgels 3R ding to

the procedure recorded in the FRT, thereby neking it possible to set the
files W hlicerdhiegner, MigsSii@n neeedided ifvr the dkicd Wilikbh deradr4st rates

the data format of the file - 100 registration ticket (FRT).

The foll ow ng

itens of tdat aiaket earieddat ithe thi lodtaagi dheatdudl iid Keat (FdBic *keki cket
Type: the type of ticket; * Format Version: the format version of the
ticket; certiTicketk)| ssuehe the tiiddnn freeri safratherpariidkidton sswmager (=PMC)

5 means (PRT Issuer) (ex. device manager) when or before

receiving the ticket.

After verifying the public key certificate (CERT_PRTI)

of the partition registration ticket (PRT) issuing means

(PRT Issuer), the signature of the ICV (integrity check

10 value) can be verified by using the public key of the

partition registration ticket (PRT) issuing means (PRT

Issuer) extracted from the public key certificate

(CERT_PRTI). These processings are discussed below by using

flows.
15 (AB.2. File Registration Ticket (FRT))
The file registration ticket (FRT) is the access
control ticket used for setting and registering files

partitions set in the device. The ticket user (ex.

in the

reader/writer as a device access unit) accesses the device

20 Dby using the FRT issued by the ticket issuing means (Ticket

Issuer) managed by an authorized partition manager according

to the procedure recorded in the FRT, thereby making it

possible to set the files within the permission recorded in

the FRT.

25 Fig. 27 i1llustrates the data format of the file



* Serial Number: the serial nunber of the ticket; * Size of Ticket: the
size of the ticket; * Authentication Flag: the flag indicating whether 10
mut ual authentication with the device is required for using the ticket; *
Ti cket User Group: the group to which the ticket user belongs; *

Aut hentication Type: the type of nutual 15 authentication (public key

aut hentication, common key authentication, or either type (Any)) of the
device; * Ticket User Identifier: ID data (category or identifier) for
determning the ticket user, this firell@Obei ng associated with

[ Aut hentication Type] 20 (when [Authentication Type] is the public key

aut hentication, the ID nane (DN D stinguished Nane), the category, or the
serial n I : 1S red; n [ hent;i ! ; i e Gpmon key
authenti%a ?8%%§Eﬁgha&?%%ﬁ?ié§$¢§ﬁ I %3q@?@%ﬁﬁf&gﬁg%aﬁiﬁh§ﬁ¥ﬁ%hﬁication is
not requish@ledl il $1A0L; 125 LIFERLAL Johal; ddd datske stored); - 101 *
SPTIC. the code of the service permssion ticket 1ssuing neans; * SPTIC
Ver: the versLO@ieiegh@y?QQetﬁgP{yg% gF thexegervice permssion ticket
issuing neans; 5 * File ID: the identifier (ID) of the file created in the

partition; * Format Version: the format version of the ticket;
5 * Ticket Issuer: the identifier of the partition
manager (=PMC) ;

* Serial Number: the serial number of the ticket;
* Size of Ticket: the size of the ticket;
* Authentication Flag: the flag indicating whether
10 mutual authentication with the device is required for using
the ticket;
* Ticket User Group: the group to which the ticket user
belongs;
* Authentication Type: the type of mutual
15 authentication (public key authentication, common key
authentication, or either type (Any)) of the device;
* Ticket User Identifier: ID data (category or
identifier) for determining the ticket user,
this field being associated with [Authentiéation Type]
20 (when [Authentication Type] is the public key authentication,
the ID name (DN: Distinguished Name), the category, or the
serial number (SN) is stored; when [Authentication Type] is
the common key authentication, the authentication ID is
stored; and when authentication is not required, it is not

25 essential that ID data be stored);



* QOperation Type: specifying whether the file is generated or deleted
((Generate)/(Delete)); * File Size: the size of the file to be created; 10
* File Structure: the file structure of the file to be created; *
Accept abl e Aut hentication Type: the bit string indicating the type of
aut hentication (public key system or either a public key systemor a
common key systemis 15 allowed) required for executing the access nobde
corresponding to the file defined in ﬁ s ticket; * Acceptable Verification
Type: the bit string indicating the Ee of verification (public key
system or either a public key systemor a common key systemis 20
all owed) for the service perm ssion ticket (SPT) required for executing
the access noteSEDICespoadtodet oft heef skevidef predisnibhi sitkeket; *
Kspt _Encrypted: the data Kfrt(Kspt) obtained by encrypting the MAC
checki ngikeyiKgpmehos;t he service 25 permi ssion ticket (SPT) indicated in
the file definition - 102 block with the MAC checking key Kfrt for the
file registrat$SDRIEi ¥ket the vaessaneopatrhet FoAecadSPHECEepi EBe perni ssion
ticket (SPT); * Integrity Check Type: the type of integrity check 5 value
of the tFEKEECEPUBIMESREPDNSsCEML( PESLEY &6@AsH key system (Common)) ;
and
* File ID: the identifier (ID) of the file created in
the partition;
* QOperation Type: specifying whether the file is
generated or deleted ((Generate)/ (Delete));
* File Size: the size of the file to be created;
10 * File Structure: the file structure of the file to be
created;
* Acceptable Authentication Type: the bit string
indicating the type of authentication (public key system, or
either a public key system or a common key system 1is
15 allowed) required for executing the access mode
corresponhding to the file defined in this ticket;
* Acceptable Verification Type: the bit string
indicating the type of verification (public key system, or
either a public key system or a common key system is
20 allowed) for the service permission ticket (SPT) required
for executing the access mode corresponding to the file
defined in this ticket;
* Kspt_Encrypted: the data Kfrt(Kspt) obtained by
encrypting the MAC checking key Kspt for the service

25 permission ticket (SPT) indicated in the file definition



* Integrity Check Value: the integrity check value of the ticket (public
key system (signature), and comon key system (MAC)). 10 Wen sending
the ticket issued by the file registration ticket (FRT) issuing neans (FRT
| ssuer) to the ticket user, the public key certificate (CERT_FRTI) of the
file registration ticket (FRT) issuing neans (FRT Issuer) is sent together
with the ticket if the public key systemis 15 enpl oyed. The attri bute of
the public key certificate (CERT_FF_QTIl)0 of the FRT issuing neans coincides
with the identifier (FRTIC) of the filé registration ticket (FRT) issuing
means (FRT Issuer). In [Authentication Type] in which the type of nutual

20 aut hentication (public key authentication, common key authentication,

or eit heblogke Wiy theoMAChe hdankiigay ikey rkgoor ded; the falltdenti cation type
to be performed as nutual authentication using the ticket is recorded.
More spd@diisgaiatyion rifigkedt ifor itid camapasatthian tde deyisarixe

aut hentication, the partition authentication, or both types - 103 of

aut hent | ®rdssdiod tid ke tperSEIved, and i nformation indicating whether a
public key systemor a conmmopn key systemis to be performed, or whether

ei ther system'i $Nt69patH| FBREH AVEeretbedédpet Réudh t@srditlys cieskdescri bed

below. 5 In the [Integrity Check Value] field in which the integrity
check® valV@e Uep e itk dyt it RuRigh il Y tifhotfublic) /common key

system {(Common)); and

* Integrity Check Value: the integrity check value of
the ticket (public key system: (signature), and common key
system: (MAC)).

10 When sending the ticket issued by the file registration
ticket (FRT) issuing means (FRT Issuer) to the ticket user,
the public key certificate (CERT_FRTI) of the file
registration ticket (FRT) issuing means (FRT Issuer) is sent
together with the ticket if the public key system is

15 employed. The attribute of the public key certificate
(CERT_FRTI) of the FRT issuing means coincides with the
identifier (FRTIC) of the file registration ticket (FRT)
issuing means (FRT Issuer).

In [Authentication Type] in which the type of mutual

20 authentication (public key authentication, common key
authentication, or either type (Any)) of the device is
recorded, the authentication type to be performed as mutual
authentication using the ticket is recorded. More
specifically, information indicating whether the device

25 authentication, the partition authentication, or both types



key system MAC) of the ticket is recorded, the signature based on the
private key of the file registration ticket issuing neans (FRT Issuer) is
generated (see Fig. 12) and 10 stored if the public key systemis enpl oyed.
If the partition nmanager also serves as the file registration ticket

i ssuing neans (FRT Issuer), the signature is generated by using the
private key of the file partition mnager. \Wen performng the signature
verification 15 processing (see Fig. ﬁi), the public key of the file
registration ticket issuing neans is d.” Accor di ngly, it s necessary
for the device which perforns the ticket verification to obtain the public
key (public key <certificate) of the file registration ticket issuing neans
20 (FRT lossuartherepd capardn tdmen tansgergdr iheredr ded aireformcteian ng t he
ticket. After verifying the public key certificate (CERT_FRTI) of the file
regi stratirglidatchket wHeRRen ssuiuig iedey (FHften ssmer )gorrnen skegynat ure of the
| CV (integrity check value) 25 can be verified by using the public key of
the filesyst®h irsegiocstheatieorf anmsgdet FRT)etswuienigtirpansy (1FRT dssterhe
extracted fromthe public key certificate (CERT PRTI). These processings
are di sc@dd@vesklagi® Heansiday f Itdwsig AR ilserae deremiked dreInvket (SPT))
5 The_service_perm ssion ticket (SPT) is the access control ticket used
for aécessinnghéhgaﬂgnﬁﬁgﬁétynC gek Value] field in which the

integrity check value (public key system: signature, common
key system: MAC) of the ticket is recorded, the signature
based on the private key of the file registration ticket
issuing means (FRT Issuer) is generated (see Fig. 12) and

10 stored if the public key system is employed. If the
partition manager also serves as the file registration
ticket issuing means (FRT Issuer), the signature is
generated by using the private key of the file partition
manager. When performing the signature verification

15 processing (see Fig. 13), the public key of the file
registration ticket issuing means is used. Accordingly, it
is necessary for the device which performs the ticket
verification to obtain the public key (public key
certificate) of the file registration ticket issuing means

20 (FRT Issuer) (ex. partition manager) when or before
receiving the ticket.

After verifying the public key certificate (CERT_FRTI)

of the file registration ticket (FRT) issuing means (FRT
Issuer), the signature of the ICV (integrity check value)

25 can be verified by using the public key of the file



partition set in the device and for perform ng processing, such as data
reading, data witing, and adding and subtracting billing data. The ticket
user (ex. 10 reader/witer as a device access unit) accesses the device by
using the SPT issued by the ticket issuing neans (Ticket |ssuer) nanaged
by an authorized partition nmanager according to the procedure recorded in
the SPT, thereby naking it possible to performdata processing within the
perm ssion 15 recorded in the SPT._TE§4service perm ssion ticket (SPT) has
two types: one type in which access irs*allowed to only one file anobng the
files set in the partition, and the other type in which access is allowed
to a plurality of files anong the files 20 set in the partition. The two
types ar eegéstrihiednbelioket RIFRT)28 sisllingt metaes t(FRTatsas fear)mat of t he
service permssion ticket (SPT) of the type in which access is allowed to
onl y oneekitiracarond rohe thiel paibdédtc keyt ke rtpdritaattieon(CERTe HRIIT)awi ng it ens of
data are stored in the 25 service permssion ticket (SPT): - 105 * Ticket
Type: th@hepgepgPceissikags arRodiscudsesi delawhdyf exsiatg Vdrosison of t he
ticket; * Ticket Issuer: the identifier of the partition nmanager (=PMC) ;
5 * Serial Nufd@r3.therséepaPenuipeionf TiRketi dRBT)) * Size of Ticket: the
size of the ticket;
5 The service permission ticket (SPT) is the access
control ticket used for accessing the data items in the
partition set in the device and for performing processing,
such as data reading, data writing, and adding and
subtracting billing data. The ticket user (ex.
10 reader/writer as a device access unit) accesses the device
by using the SPT issued by the ticket issuing means (Ticket
Issuer) managed by an authorized partition manager according
to the procedure recorded in the SPT, thereby making it
possible to perform data processing within the permission
15 recorded in the SPT.
The service permission ticket (SPT) has two types: one
type in which access is allowed to only one file among the
files set in the partition, and the other type in which
access is allowed to a plurality of files among the files
20 set in the partition. The two types are described below.
Fig. 28 illustrates the data format of the service
permission ticket (SPT) of the type in which access is
allowed to only one file among the files set in the

partition. The following items of data are stored in the

25 service permission ticket (SPT):



* Authentication Flag: the flag indicating whether nutual authentication
with the device is required for using the ticket; 10 * Ticket User G oup:
the group to which the ticket user belongs; * Authentication Type: the
type of nutual authentication (public key authentication, comon key
aut hentication, or either type (Any)) of the device; 15 * Ticket User
Identifier: ID data (category or identifier) for determning the ticket
user, this field being associated wt gAut henti cati on Type] (when
[ Aut hentication Type] is the publick aut hentication, the ID nanme (DN
Di stingui shed Nane), the category, or the 20 serial nunber (SN) is stored;
when [Aut hentication Type] is the comobn key authentication, the
aut henti cati o rBcket Sypeedithandypleen fadtildkrtd;cation i s not required, it
is not essential that ID data be stored); * File ID: the identifier (1D)
of the access*f Foeman V2Fstibe :pahki tfioamat- vEAGich il ehacedskelhde: the
access node of the file to be accessed; * Integrity Check Type: the type
of integrity ¢h@ékketallgeuef :t tbet ickatifpell iof kéne PpsttdarmiERUbl i c)/ conmon
key 5 system (Common)) ; and * Integrity Check Value: the integrity check
val ue of manager (=PMC);
5 * Serial Number: the serial number of the ticket;
* Size of Ticket: the size of the ticket;
* Authentication Flag: the flag indicating whether
mutual authentication with the device is required for using
the ticket;
10 * Ticket User Group: the group to which the ticket user
belongs;
* Authentication Type: the type of mutual
authentication (public key authentication, common key
authentication, or either type (Any)) of the device;
15 * Ticket User Identifier: ID data (category or
identifier) for determining the ticket user,
this field being associated with [Authentication Type]
(when [Authentication Type] is the public key authentication,
the ID name (DN: Distinguished Name), the category, or the
20 serial number (SN) is stored; when [Authentication Type] is
the common key authentication, the authentication ID is
stored; and when authentication is not required, it is not
essential that ID data be stored);

* File ID: the identifier (ID) of the access file in

25 the partition;



the ticket (public key system (signature), and common key system (MAC)).
When sending the ticket issued by the service 10 perm ssion ticket (SPT)
i ssuing nmeans (SPT Issuer) to the ticket user, the public key certificate
(CERT SPTI) of the service permssion ticket (SPT) issuing neans (SPT

| ssuer) 1is sent together with the ticket if the public key systemis

enpl oyed. The attribute of the public key certificate 15 (CERT_SPTI) of the
SPT i ssuing neans coincides with the hgentifier (SPTIC) of the SPT issuing
means (SPT Issuer). |If the partition nager al so serves as the service
perm ssion ticket (SPT) issuing neans (SPT Issuer), the code of the service
perm ssion ticket (SPT) issuing neans (SPT 20 |Issuer) nay be set as the
partition managetleonecéPMYodel nthAukbertiscabidenofypak ifalehitehbkhe type
of nmutual authentication (public key authentication, comon key

aut hent i eatciessedgr either type (Any)) of the device is recorded, the

aut hentication type to be perforned as nutual 25 authentication using the
ticket is rectrdedeghbty CheoOk Tgpeci theaklpe pbdif antetiretyi etiecat i ng

whet her the device authentication, the partition authentication, or both
types oNadgehedt ithat itdekarte (ParbBd opdvetvosivisdeman® ubifisy) Wetammen jkedi cat i ng
whet her the public key system or the conmmon key 5 systemis to be perforned
or whet h&¥séefhdCogyenem:i & be allowed are recorded, though details are

descri bed bel ow. ] , )
* Integrity Check Value: the integrity check value of

the ticket (public key system: (signature), and common key
system: (MAC)).

When sending the ticket issued by the service

10 permission ticket (SPT) issuing means (SPT Issuer) to the
ticket user, the public key certificate (CERT_SPTI) of the
service permission ticket (SPT) issuing means (SPT Issuer)
is sent together with the ticket if the public key system is
employed. The attribute of the public key certificate

15 (CERT_SPTI) of the SPT issuing means coincides with the
identifier (SPTIC) of the SPT issuing means (SPT Issuer).

If the partition manager also serves as the service
permission ticket (SPT) issuing means (SPT Issuer), the code
of the service permission ticket (SPT) issuing means (SPT

20 Issuer) may be set as the partition manager code (PMC).

In [Authentication Type] in which the type of mutual
authentication (public key authentication, common key
authentication, or either type (Any)) of the device is
recorded, the authentication type to be performed as mutual

25 authentication using the ticket is recorded. More



In the [Integrity Check Value] field in which the integrity check val ue
(public key system signature, common key system MAC) of the ticket is
recorded, the signature 10 based on the private key of the service
perm ssion ticket issuing nmeans (SPT Issuer) is generated (see Fig. 12) and
stored if the public key systemis enployed. If the partition manager al so
serves as the service permssion ticket issuing neans (SPT |Issuer), the
signature is 15 generated by using t'hﬁ gri_vate key of the partition
manager. \Wen perform ng the signatu 87veérification processing (see Fig.
13), the public key of the service perm ssion ticket (SPT) issuing neans
(SPT Issuer) is used. Accordingly, it is necessary for the device which
per f or s splee itfiickdtl y20 iwnedfoiriatadtonon nidd calitiaign whHeethpubltitee ke i(qaubl i ¢ key
certificate) of the service perm ssion ticket issuing neans (SPT |ssuer)
(ex. par guthemn tigadgeon), wihen perr tidfiome autdeaitdiargt itdre, tdcketth Afyters
verifying the public key certificate (CERT SPTlI) 25 of the service
perm ssi @F Butken tiSRT)L ons surienomden PerSREmed,0S®nd sigfmymattimm si gnat ure of
the ICV (integrity check value) can be verified by using the public key of
t he servil®€icgdimds shertherckde EOPtig &y vy SThefhoq PR Ismen) ket r act ed
fromthe public key certificate (CERT_SPTl). These 5 processings are
di scudsedYSELBWiSy t@s Py PRrdREMech h & heddqh iithieofs e jickde s nat
t he accesi . )
allowed are recorded, though details are described below.
In the [Integrity Check Value] field in which the
integrity check value (public key system: signature, common
key system: MAC) of the ticket is recorded, the signature
10 Dbased on the private key of the service permission ticket
issuing means (SPT Issuer) is generated (see Fig. 12) and
stored if the public key system is employed. If the
partition manager also serves as the service permission
ticket issuing means (SPT Issuer), the signature is
15 generated by using the private key of the partition manager.
When performing the signature verification processing (see
Fig. 13), the public key of the service permission ticket
(SPT) issuing means (SPT Issuer) is used. Accordingly, it
is necessary for the device which performs the ticket
20 verification to obtain the public key (public key
certificate) of the service permission ticket issuing means
(SPT Issuer) (ex. partition manager) when or before
recelving the ticket.

After verifying the public key certificate (CERT _SPTI)

25 of the service permission ticket (SPT) issuing means (SPT



nodes to be recorded in the File Access Mbde, which is the access node of
the file to be accessed, are discussed below wth reference to Fig. 29. 10
The data to be created as files include various types of data, such as
user ID data, billing data, encryption processing key data, |og data, and
conposite file data. Access processing corresponding to each item such as
data reading, data witing, deleting, adding, subtracting, 15 encryption,
or decryption, is performed on the access data. The file access node of
the service permission ticket (SPTy d8fines the type of access node to be
al l oned anong the above-described various access nodes. A list of access
nodes is shown in Fig. 29. The access nodes shown in Fig. 20 29 are exanple

only, andseule) ,a¢eesSSs iREdes re0iresPeNdicNg (it tddia datehdk Raistred in the
device can be set. The processing defined in the file access node can be

execut edcan blee viidie iieddibgated nlay thke guidllie I3y tdfe tHdeydvfiier (1 D) of the
access file in the partition] set in 25 the service perm ssion ticket
(SPT). |petrheskiiba adekes -(SPA9 imedd ngeindanst hSEERrMAsiRerakitssiored i cket
(SPT) is Read, the data in the file can be read. If the file access node
set in tfhemsehel pabjernkey orerttiidkiet teSROERTS SWI)e, diatemsecan be witten
into the data in the file. 5 The node that can be set in the access node is
r est rd ct edolpgsshagsheve- déscuisised tiellews tyustsimg (fSlewski g.
In the description of the ticket format, the access
modes to be recorded in the File Access Mode, which is the
access mode of the file to be accessed, are discussed below
with reference to Fig. 29.
10 The data to be created as files include various types
of data, such as user ID data, billing data, encryption
processing key data, log data, and composite file data.
Access processing corresponding to each item, such as data
reading, data writing, deleting, adding, subtracting,
15 encryption, or decryption, is performed on the access data.
The file access mode of the service permission ticket
(SPT) defines the ﬁype of access mode to be allowed among
the above-described various access modes. A list of access
modes is shown in Fig. 29. The access modes shown in Fig.
20 29 are example only, and other access modes corresponding to
the data to be stored in the device can be set.
The processing defined in the file access mode can be
executed on the file indicated by the [File ID: the

identifier (ID) of the access file in the partition] set in

25 the service permission ticket (SPT). If the file access



25). For exanple, if the file structure is purse, the data is billing
data, and the access node, such as adding (add) and subtracting (Sub), can
be set. Exanples of the file 10 structures, the access nodes that can be
set, and the commnds sent fromthe reader/witer as the device access
unit to the device are showmn in Fig. 30. Fig. 30 illustrates exanpl es of
the access nodes and the commands when the file structure is random and
the 15 access nodes and the conmands when the file structure is a

conposite file. For exanple, when the %% & structure is random and when
the access node is Read, the command that can be accepted by the device is
only [Read]. Simlarly, when the 20 file structure is random and when the

access noeld seterer yipld Germdash gdienicI@ENd 1diadt capbe ascepied the t he
device is only [EncRead]. Wen the file structure is a conposite file
i ncl udi nglatpurise tard flidg cand beherddhe antesse nhides iscoaematepasdd i ng, 25
the command that can be accepted by the device is only - 110 [Deposit].
Simlarlyn when stehry ifad @estmisctivme tisket c@RDsiise Wit | nidtedideh g se and
| og, and when the access npde is noney w thdraw ng, the command that can
be acceptwadttey tingodeéviecelats dml ytHewftiidraw] , [ Make Receipt], or [Read 5
Receigt]. The above-descri bed deposit command is defined in the
The mode that can be set in the access mode is
restricted by the above-described file structure (see Fig.
25) . For example, if the file structure is purse, the data
is billing data, and the access mode, such as adding (add)
and subtracting (Sub), can be set. Examples of the file
10 structures, the access modes that can be set, and the
commands sent from the reader/writer as the device access
unit to the device are shown in Fig. 30.
Fig. 30 illustrates examples of the access modes and
the commands when the file structure is random, and the
15 access modes and the commands when the file structure is a
composite file.
For example, when the file structure is random, and
when the access mode is Read, the command that can be
accepted by the device is only [Read]. Similarly, when the
20 file structure is random, and when the access mode is
encryption read, the command that can be accepted by the
device is only [EncRead].
When the file structure is a composite file including

purse and log, and when the access mode is money depositing,

25 the command that can be accepted by the device is only



perm ssion command (see Fig. 30) corresponding to the noney deposit of the
file access node (see Fig. 29); [Deposit] is set in the file access node
of the access perm ssion ticket; 10 and a conposite file including e-noney
is designated in the file ID Then, an access perm ssion ticket (SPT) is
created and is sent fromthe file access device to the device. In this
case, deposit billing data is sent together with the deposit comand.

Then, sequential processing can be 15 perfornmed, such as adding X yen to
the file [Purse] in the conposite filld0 and witing the processing record
into the file [Log] in the conposite file. Details of these processings
are described below. In addition to the conbinati ons of access nodes and

20 commandfed | N dHinth 1230y Othedn Gadi Natd ofisrefr@c&ess 5 nodes and
commands can be set according to the node of the wuse for the device. The

devi ce stwmgsodive deflidifdanda@ pirddeacdmendsand e arhde aecept ed for
the corresponding files stored in 25 the nenory, as a table, such as that

shown i nnfbide i30 mdPdy withidrawien, tdte cosmmetd | fipalt d4Omd hecagsess unit
is the command defined in the definition data, the device executes the
comuand. bihetdefdevitdeon sdaird yof [ Witsh i diMd kst Re@ani fote] , acefetd for a
conposite file includes a sequence conmand 5 consisting of a plurality of
cpnnahds&ﬁﬁdﬂpmkecuted on a plurality of files contained in a conposite
file. The above-described depesit command is defined in the
permission command (see Fig. 30) corresponding to the money
deposit of the file access mode (see Fig. 29); [Deposit].is
set in the file access mode of the access permission ticket;
10 and a composite file including e-money is designated in the
file ID. Then, an access permission ticket (SPT) is created
and is sent from the file access device to the device. 1In
this case, deposit billing data is sent together with the
deposit command. Then, sequential processing can be
15 performed, such as adding X yen to the file [Purse] in the
composite file, and writing the processing record into the
file [Log] in the composite file. Details of these
processings are described below.
In addition to the combinations of access modes and
20 commandé shown in Fig. 30, other combinations of access
modes and commands can be set according to the mode of the
use for the device.
The device stores the definition data of the commands

that can be accepted for the corresponding files stored in

25 the memory, as a table, such as that shown in Fig. 30. Only



A specific file to be processed is set in the file ID of the service

perm ssion ticket (SPT), and a predeterm ned access node is set in the
file access node of the service 10 perm ssion ticket (SPT), thereby
enabling the control of the file access using the service perm ssion
ticket (SPT). The specific processing is discussed below by using a fl ow
Fig. 31l illustrates the data format of the service permssion ticket (SPT)
of the type in which access is 15 allowed to a plurality of files anong the
files set in the partition. The fol'l &k!ng itens of data are stored in the
service permssion ticket (SPT): * Ticket Type: the type of ticket; *
Format Version: the format version of the ticket; 20 * Ticket Issuer: the

identifi @hedf thlee cpambintl ahputaFagel thePMocess upard als Mudeiomntdiry seri al
nunber of the ticket; * Size of Ticket: the size of the ticket; *
Aut hent i detfiiaedFliag:thieheeffliagd tilmedi eattiang thretdeari b erddipdesauitent i cati on
with the device is required for using - 112 the ticket; * Ticket User
G oup: tkemgeadp t hehidelf inie ibinc Kettausdr theelcongmnds AlHatentarncaid on Type:
the type of mutual 5 authentication (public key authentication, comobn key
aut hent i eaciepiedoifogi ehepmpyppe teAfile dhdlheledewi sequence command
5 consisting of a plurality of commands to be executed on a
plurality of files contained in a composite file.
A specific file to be processed is set in the file ID
of the service permission ticket (SPT), and a predetermined
access mode is set in the file access mode of the service
10 permission ticket (SPT), thereby enabling the control of the
file access using the service permission ticket (SPT). The
specific processing is discussed below by using a flow.
Fig. 31 illustrates the data format of the service
permission ticket (SPT) of the type in which access is
15 allowed to a plurality of files among the files set in the
partition. The following items of data are stored in the
service permission ticket (SPT):
* Ticket Type: the type of ticket;
* Format Version: the format version of the ticket;
20 * Ticket Issuer: the identifier of the partition
manager (=PMC) ;
* Serial Number: the serial number of the ticket;
* Size of Ticket: the size of the ticket;

* Authentication Flag: the flag indicating whether

25 mutual authentication with the device is required for using



* Ticket User

Identifier: 1D data (category or identifier) for determ ning

the ticket user, this field being associated with (Authentication Type] 10
(when [Aut hentication Type] is the public key authentication, the ID nane
(DN: Distinguished Nane) or the category is stored; when [Authentication

Type] is the
and when aut

common key authentication, the authentication ID is stored,;
hentication is not required, it is not essential that ID 15

data be stored); * File ID. the identifiers (IDs) of the access files in
the partition; * File Access Mde: théldccess nodes of the files to be

accessed; 20
Target File |

* Goup of Target File: the group of files to be accessed; *
D: the identifiers (IDs) of the files to be accessed; *

Read/ Wi teaePerimkesi;on: the processing node (read, 25 wite) of the files
to be accessed (Target File); - 113 * Integrity Check Type: the type of
integrity cheekTivRktueUstrt Beotipckehe( publbc tisewhdyst eme( Riklkiet) heednon key
system (Common)) ; and * Integrity Check Value: the integrity check val ue
of 5 théetlicoksst; (public key system (signature), and common key system

(MAQ)) .

* Authentication Type: the type of mutual

5 authentication (public key authentication, common key

authentication, or either type (Any)) of the device;

* Ticket User Identifier: ID data (category or

identifier) for determining the ticket user,

this field being associated with [Authentication Typel

10 (when [Authentication Type] is the public key authentication,

the ID name (DN: Distinguished Name) or the category is

stored; when [Authentication Type] is the common key

authentication, the authentication ID is stored; and when

authentication is not required, it is not essential that ID

15 data

be stored) ;

* File ID: the identifiers (IDs) of the access files in

the partition;

* File Access Mode: the access modes of the files to be

accessed;

20

* Group of Target File: the group of files to be

accessed;

* Target File ID: the identifiers (IDs) of the files to

be accessed;

* Read/Write Permission: the processing mode (read,

25 write) of the files to be accessed (Target File);



By defining the group of files to be accessed and recording it in the
ticket, as described above, a plurality of files in the partition can be
accessed by a single 10 service perm ssion ticket (SPT). Wen sending the
ticket issued by the service permssion ticket (SPT) issuing nmeans (SPT

| ssuer) to the ticket user, the public key certificate (CERT_SPTI) of the
service permssion ticket (SPT) issuing neans (SPT Issuer) 15 is sent
together with the ticket when the public key system is enployed. The
attribute of the public key certificatté3 (CERT _SPTI) of the SPT issuing
means coincides with the identifier (SPTIC) of the SPT issuing neans (SPT
| ssuer). In [Authentication Type] in which the type of nutual 20

authenticati orn fpubbi€t euneukheppbeath@ntg@@nﬁqnihQ»grawyh@mbb&ation, or
either type (Any)) of the device Is recorded, the authentication type to

be perf orRGea® fMmihealt iakdientguraticokdisisig tdie (Fulketc) Acdmesf ded; More
specifically, information indicating whether the device 25 authentication,
t he part istyistremaUtCheainriongat;i @md or both types - 114 of authentication are to
be perforned, and information indicating whether the public key system or
t he common key IsysgemtiysCheckeVpéukor rbe, ioteghréttiyercheickhealsgsoEm is to
be allowed are recorded, though details are described below 5 After
veri f§i ngheha jgldsiti o pdpl ice kY isyatten(:CERLGBRMYre)of arvk eramadrcekgaer mi ssi on
ticket (SPT) issuing neans (SPT
system: (MAC)).
By defining the group of files to be accessed and
recording it in the ticket, as described above, a plurality
of files in the partition can be accessed by a single
10 service permission ticket (SPT).
When sending the ticket issued by the service
permission ticket (SPT) issuing means (SPT Issuer) to the
ticket user, the public key certificate (CERT_SPTI) of the
service permission ticket (SPT) issuing means (SPT Issuer)
15 is sent together with the ticket when the public key system
is employed. The attribute of the public key certificate
(CERT_SPTI) of the SPT issuing means coincides with the
identifier (SPTIC) of the SPT issuing means (SPT Issuer).
In [Authentication Type] in which the type of mutual
20 authentication (public key authentication, common key
authentication, or either type (Any)) of the device is
recorded, the authentication type to be performed as mutual
authentication using the ticket is recorded. More

specifically, information indicating whether the device

25 authentication, the partition authentication, or both types



| ssuer), the signature of the ICV (integrity check value) can be verified
by using the public key of the service perm ssion ticket (SPT) issuing
means (SPT Issuer) extracted 10 fromthe public key certificate
(CERT_SPTI). These processings are discussed bel ow by using flows. (AS8.4.
Dat a Update Ticket (DUT)) The data update ticket (DUT) is the access
control ticket used for accessing and updating the various data 15 stored
in the device. The ticket user (ex. reader/witer as a device access unit)
accesses the device by using the DUT lilésded by an authorized data update
ticket (DUT) issuing neans (Ticket Issuer) according to the procedure
recorded in the DUT, thereby naking it possible to performdata 20
processi BF Wutthich tHilte viest EHred itoN veeerdRtdnidd | htndUh fodietidare two types
of data update tickets (DUTs): a ticket DUT(DEV) used for updating data
i temrs maiagedaly righerhedgMirc e ieamagari carkkya dytscieet AMIT{IRAR)omsad Keof
updating data itens in the partition managed by the partition manager. 25
The ti cketystBdl(BEY)o ibssgiend oresds i widesthdhe nghmgesgeiter ikl %o dfe t he
devi ce manager, and the ticket: DUT(PAR) is under the managenent of the
partitiolliewagerreringcoz2dad,| ddraustheslettivd ldntard clemsilpfd thelaww dat a
update tickets DUT(DEV) and DUT(PAR). The following data 5 itens are
stored in theAfses vpdaf¥inpckbe ppotic keyi ckatifysete HEERIpSPEI)ti cket
(DUT(DEV) / DUT( PAR) ) ;

of the service permission ticket (SPT) issuing means (SPT

Issuer), the signature of the ICV (integrity check value)
can be verified by using the public key of the service
permission ticket (SPT) issuing means (SPT Issuer) extracted

10 from the public key certificate (CERT_SPTI). These
processings are discussed below by using flows.

(AB8.4. Data Update Ticket (DUT))

The data update ticket (DUT) is the access control
ticket used for accessing and updating the various data

15 stored in the device. The ticket user (ex. reader/writer as
a device access unit) accesses the device by using the DUT
issued by an authoriZed data update ticket (DUT) issuing
means (Ticket Issuer) according to the procedure recorded in
the DUT, thereby making it possible to perform data

20 processing within the restriction recorded in the DUT.

There are two types of data update tickets (DUTs): a
ticket DUT (DEV) used for updating data items managed by the
device manager and a ticket DUT (PAR) used for updating data
items in the partition managed by the partition manager.

25 The ticket: DUT(DEV) issuing means is under the management



* Format Ver sion:

identifier of the device/partition manager (if the type of ticket is
DUT(DEV), the ticket 10 issuer is DMC, and if the type of ticket is

DUT(PAR), the ticket issuer is PMC); * Serial Nunber: the serial nunber of
the ticket; * Size of Ticket: the size of the ticket; * Ticket User G oup:
the group to which the ticket user 15 belongs; * Ticket User Identifier:

the ID data (category or identifier) for determning the ticket user;
field being associated with [Authentiddti oh Type] (when [Authentication

Type] is the public key authentication,
Nanme) or the category is stored; when [Authentication Type]

key aut hemtdreatdedni.cd hearalgdentdicatiren diist stouedhamndi yheider the
authentication is not required, it is not essential that ID data be

st or ed)

maiadeniithert ithad igay tiiesn tiehdgee. of nutual - 116

aut hentication (public key authentication, common key authentication,
ei ther type (Ady).) 3af ilhesdewites; theEdartyptfednfatag.of ruhec atwionglamaet her t he
data to be wupdated is encrypted (when it is encrypted: Encrypted/ when

it is notunsidvey ptietke trromd)T (DEVD chrRhtRUTORAR) ¢ heTlvodeo biowiny didta t o be

updat ed;
P 5

10

15

20

25

items are stored in the data update ticket (DUT):

* Ticket Type: the type of ticket (DUT(DEV)/DUT(PAR)) ;

* Format Version: the format version of the ticket;

* Ticket Issuer: the identifier of the device/partition
manager (if the type of ticket is DUT(DEV), the ticket
issuer is DMC, and if the type'of ticket is DUT(PAR), the
ticket issuer is PMC) ;

* Serial Number: the serial number of the ticket;

* Size of Ticket: the size of the-ticket;

* Ticket User Group: the group to which the ticket user
belongs;

* Ticket User Identifier: the ID data (category or
identifier) for determining the ticket user;

this field being associated with [Authentication Type]l
(when [Authentication Type] is the public key authentication,
the ID name (DN: Distinguished Name) or the category is
stored; when [Authentication Typel] 1s the common key
authentication, the authentication ID is stored; and when
authentication is not required, it is not essential that ID
data be stored);

* Authentication Type: the type of mutual

the format version of the ticket; * Ticket |ssuer: the

this

20 the I D name (DN Distinguished
is the comon

or

5



* Data Version Rule: the version conditions when wupdating the data; * Data
Version Condition: the version value when 10 updating the data; * Size of.
New Dat a: the size of updating new data; * New Data: updating new data
(may be encrypted); * New Data Version: the version of updating data; *
Integrity Check Type: the type of integrity check 15 value of the ticket
(public key system (Public)/comon key system (Common)) ; and * Integrity
Check Value: the integrity check value _of the ticket (public key system
(signature), and common key system @IQ%I&C)‘). 20 When updating the data
using the data update ticket (DUT), the conditions are indicated by a
conbi nation of two fields, such as [Data Version Rule: the version
condi ti oasithehen capdan NGubhe daled] aarthdnBalicn tMeyrs] aoneidikdypon: the
versi on val ue when updating the data]. 25 There are three types of version
condi ti oasthBatd catlibh, er @iiahdRulwpemi@mywpdati nthd kievdates; Any, Exact,
and A der. "Any" neans that data can be updated regardl ess of the version
conditions. "ExBottypeadsFihgt datidceamnnbewhpdheed thieedatthe twebgi on 5
value is the sane as the val ue designated in the subsequent filed [Data
Ver si on @pd@t@ﬁoﬁp_encrypted (when it is encrypted: Encrypted/when
5 it is not encrypted: none);
* 0ld Data Code: the code of old data to be updated;
* Data Version Rule: the version conditions when
updating the data;
* Data Version Condition: the version value when
10 updating the data;
* Size of New Data: the size of updating new data;
* New Data: updating new data (may be encrypted);
* New Data Version: the version of updating data;
* Integrity Check Type: the type of integrity check
15 wvalue of the ticket (public key system (Public)/common key
system (Common)); and
* Integrity Check Value: the integrity check value of
the ticket (public key system: (signature), and common key
system: (MAC)).
20 When updating the data using the data update ticket
(DUT), the conditions are indicated by a combination of two
fields, such as [Data Version Rule: the version conditions
when updating the data] and [Data Version Condition: the

version value when updating the data].

25 There are three types of version conditions [Data



"A der" neans that data can be updated only when the new data version is
newer. |f the version condition [Data Version Rule] is Any or 10 d der,

[ Data Version Condition] is not used or ignored. In [Authentication Type]
in which the type of nutual authentication (public key authentication,
common key authentication, or either type (Any)) of the device is
recorded, the authentication type to be perfornmed as nutual 15

aut hentication using the ticket is recorded. More specifically,

i nformation indicating whether the devilde ~ aut hentication, the partition
aut henti cation, or both types of authentication are to be perforned, and
information indicating whether the public key systemor the common key 20

system i yergibe peilfeqr rekmopihalitey id kRrtsy Arem isxddt beandldiawed. are
recorded, though details are described below |f the device manager also
serves as the"daya mpdatethheckda+BUEAREYE upsdited megpsdlBYE bIstae), the
code (ticket user) of the data update ticket-DUT(DEV) issuing neans (DUT
25 | ssuenveredrnbeoneti taortshe devi ce nmanager code (DMC). If the - 118
partition manager al so serves as the data update ticket- DUT(PAR) issuing
means (DUT | s8HseFL"t meavsdshet thsadeaa bepu@de tedc weenDUTEPARY siiosui ng
means (DUT |ssuer) can be set as the partition manager code (PMC). 5 In
[ Aut hent V@dticor STyHRE] siamendisc Fhehealyise dsfs ignakad quttHentswaasiepubl i c
key aut henticati on, common ke o

filed [Data Version Condition].

"Older" means that data can be updated only when the
new data version is newer.

If the version condition [Data Version Rule] is Any or

10 Older, [Data Version Condition] is not used or ignored.

In [Authentication Type] in which the type of mutual
authentication (public key authentication, common key
authentication, or either type (Any)) of the device is
recorded, the authentication type to be performed as mutual

15 authentication using the ticket is recorded. More
specifically, information indicating whether thé device
authentication, the partition authentication, or both types
of authentication are to be performed, and information
indicating whether the public key system or the common key

20 system is to be performed or whether either system is to be
allowed are recorded, though details are described below.

If the device manager also serves as the data update
ticket-DUT (DEV) issuing means (DUT Issuer), the code (ticket
user) of the data update ticket-~DUT(DEV) issuing means (DUT

25 Issuer) can be set as the device manager code (DMC). If the



aut hentication, or either type (Any)) of the device is recorded, the

aut hentication type to be perforned as nutual authentication using the
ticket is recorded. Mdire 10 specifically, information indicating whether
the device authentication, the partition authentication, or both types of
aut hentication are to be perfornmed, and information indicating whether the
public key systemor the common key systemis to be perfornmed or whet her
either systemis to be 15 allowed are recorded, though details are
described below. In the [Integrity Cldck Value] field in which the
integrity check value (public key system signature, common key system
MAC) of the ticket is recorded, the signature based on the private key of
t he devi @antidaion makrierd SSIHNG A deans {HAMdissuasdats Qatleswt ed (see
Fig. 12) and stored if the public key systemis enployed. If the device
manager DAITSPARYr ek tdnd heeateyi (W Tdatest)i Ckidte | asde ngf neteen sd{HR2UT

| ssuer), the signature is generated by using the private key of the device
manager . upidatttee oarka t-D8IT (BERFAgers salisqy seyares JBJRSLdheedeviae hpdadte
ticket issuing neans (DUT Issuer), the - 119 signature is generated by

usi ng t hespriheatraikayt ighh meaagear tdadeon(BMilager. When perform ng the
signature verification processing (see Fig. 13), the public key of the
devi c@ managefnodAukbepaicition Fipgdedn yhisdd the Avesr ¢ifnglurualt s
necessary for the device which performs the ticket verification to obtain
t he pubH@an%FqHﬁﬂﬂHQPI&ﬂPbllc key authentication, common key

authentication, or either type (Any)) of the device is
recorded, the authentication type to be performed as mutﬁal
authentication using the ticket is recorded. More

10 specifically, information indicating whether the device
authentication, the partition authentication, or both types
of authentication are to be performed, and information
indicating whether the public key system or the common key
system is to be performed or whether either system is té be

15 allowed are recorded, though details are described below.

In the [Integrity Check Value] field in which the
integrity check value (public key system: signature, common
key system: MAC) of the ticket is recorded, the signature
based on the private key of the device update ticket issuing

20 means (DUT Issuer) is generated (see Fig. 12) and stored if
the public key system is employed. If the device manager
also serves as the device update ticket issuing means (DUT
Issuer), the signature is generated by using the private key
of the device manager. If the partition manager also serves

25 as the device update ticket issuing means (DUT Issuer), the



certificate) of the device update ticket issuing nmeans (DUT |ssuer) (ex.
the device nanager or the partition manager) when or before receiving the
ticket. 10 After verifying the public key certificate (CERT DUTI) of the
devi ce update ticket (DUT) issuing neans (DUT |Issuer), the signature of
the 1CV (integrity check value) can be verified by using the public key of
the data update ticket (DUT) issuing neans (DUT |Issuer) extracted fromthe
public 15 key certificate (CERT DUTI). An exanple of the data to be updated
using the data update ticket (DUT)-idl$hown in Fig. 33. As shown in Fig.
33, the data to be updated includes the device manager code, the device
manager code version, 20 the partition manager code, the partition manager

code ver giighathi® GRIgelk BACH UiCkRlidSSHNGBANS KA MGhgeneration
key and the version of each tickét, the revocation l1st, etc. These data

itens argaupdatiod hkndgied Whendpled fepeaRy tinkeli dfddliraaccor di ng to the
rules recorded 25 in the DUT. The specific procedure of the updating - 120

processi ngriis idesdonbedokelsewndy (slengiay.f 113y, e RIS kdynioar mMd on,
such as the device manager code version and the partition nmanager code
ver si on, deyigpdabedgetreio ruptiat pag ttile ondatamapyeaviidedisdd.h the version
These itens of version 5 information are stored in the data update ticket
(DUT)3 [ Becebatdankéd , Desc hisphieae seh rPevfioce thies tdavhiutd omitah gearforms
the ticket verification to obtain the public key (public key
certificate) of the device update ticket issuing means (DUT
Issuer) (ex. the device manager or the partition manager)
when or before receiving the ticket.
10 After verifying the public key certificate (CERT_DUTI)
of the device update ticket (DUT) issuing means (DUT Issuer),
the signature of the ICV (integrity check value) can be
verified by using the public key of the data update ticket
(DUT) issuing means (DUT Issuer) extracted from the public
15 key certificate (CERT_DUTI).
An example of the data to be updated using the data
update ticket (DUT) is shown in Fig. 33.
As shown in Fig. 33, the data to be updated includes
the device manager code, the device manager code version,
20 the partition manager code, the partition manager code
version, the code of each ticket issuing means, the MAC
generation key and the version of each ticket, the
revoéation list, etc. These data items are updated by using

the data update ticket (DUT) according to the rules recorded

25 in the DUT. The specific procedure of the updating



Various Setti ngs for Device, and Device Usage Processing] A description is
given below, with reference to the flow charts and other draw ngs, of the
processing performed 10 until the device provided with a menory area
havi ng divided partitions is used, and details of the device usage
processing. A description is given in the followi ng order. Bl. Flow from
Device Initial registration to Usage B2. Initial Registration processing by
Device 15 Manufacturing Entity B3. Device Manager Managenent Processing
B3.1. Device Registration processing Hj?ODe‘vi ce Manager B3.2. Public Key
Certificate |Issuing Processing under Device Manager Control 20 B4. '
Partition Manager Managenent Processing B4.1. Partition Setting .
Regi st r atgrayzeand roeliat idys cribeee 3 gy Wst ngs Ray td thdw Regitsd redd Hibnli cket
(PRT) under Partition Manager Control B4.2. Public Key Certificate Issuing
Processi ngfuntiertic2h Rardh tasorthanigercdComtnajer ditle WesdorFidmi Qieation
and Del etion Processing Using File Registration Ticket (FRT) B5. Service
(Fil e Acessl tRroocessiagprUsiade Serndice, Rey mirsdE toed TioketudBREnd Be
Devi ce Data Updating Processing Using Data Update Ticket (DUT)
' data provided with the version. These items of version
5 information are stored in the data update ticket (DUT).
[B. Detailed Description of Device Distribution to User,
Various Settings for Device, and Device Usage Processing]
A description is given below, with reference to the
flow charts and other drawings, of the processing performed
10 until the device provided with a memory area having divided
partitions is used, and details of the device usage
processing. A description is given in the following order.
Bl. Flow from Device Initial registration to Usage
B2. Initial Registration processing by Device
15 Manufacturing Entity
B3. Device Manager Management Processing
B3.1. Device Registration processing by Device Manager
B3.2. Public Key Certificate Issuing Processing under
Device Manager Control
20 B4. Partition Manager Management Processing
B4.1. Partition Setting Registration and Deletion
Processing Using Partition Registration Ticket (PRT) under
Partition Manager Control

B4.2. Public Key Certificate Issuing Processing under

25 Partition Manager Control



[Bl. Flow fromDevice Initial Registration to Usage] A device having an
EEPROM (fl ash nenory) is manufactured by the device manufacturing entity
10 (manufacturer), and the initial data is witten into the device by the
devi ce manager. Then, the device is provided (ex. sold or |loaned) to the
user and is utilized. For receiving the services using the device from
various service entities by the user, partitions nust be set in the device
15 nmenory by a partition manager, and _files in which service providing
data is stored nust be set in the pérﬁ?ﬁiGns. When perform ng vari ous
processi ngs on the device, such as the partition setting using the
partition registration ticket (PRT), the file setting using the file

regi strati on B203ti fket CEBA:ioandntheedataoaceesseysiing URenseriilee

perm ssion ticket (SPT), various procedures are conducted between the

devi ce amedtilzeraitdlost TUsket( e0fFRTeader/ witer as a device access unit)
that perforns processings on the device. For exanple, the processings on

t he device i nBbud8e28iput (BE lauhkerbstaPirogepsdagsdisigof Servercef yi ng t hat
the - 122 device and the ticket user are authorized devices, signature:

cr eat i on Pemehheeriion Jdtcket piSddassi ng for ensuring and verifying the
integrity of transfer data, and data encryption and decryption processing.
In th®2 configBPat PeHiseoPatReUpdasény PHPERESSERT Hspmel PetReypeerftei ficate
is ean%yed foraﬁﬁﬁforning t hese processings. Accordingly,

icket

[Bl. Flow from Device Initial Registration to Usage]

A device having an EEPROM (flash memory) is
manufactured by the device manufactgring entity

10 (manufacturer), and the initial data is written into the
device by the device manager. Then, the device is provided
(ex. sold or loaned) to the user and is utilized. For
receiving the services using the device from various service
entities by the user, partitions must be set in the device

15 memory by a partition manager, and files in which service
providing data is stored must be set in the partitions.

When performing various processings on the device, such
as the partition setting using the partition registratioﬁ
ticket (PRT), the file setting using the file registration

20 ticket (FRT), and the data access using the service
permission ticket (SPT), wvarious procedures are conducted
between the device and the ticket user (ex. reader/writer as
a device access unit) that performs processings on the
device. For example, the processings on the device include

25 mutual authentication processing for verifying that the



before the use of the services by using the device, a public key
certificate for the device is issued and is stored in the device. 10 For
exanpl e, various processings, such as the partition setting using the
partition registration ticket (PRT), the file setting using the file
registration ticket (FRT), and. the data access using the service

perm ssion ticket (SPT), are performed on the condition that the integrity
of the 15 device and the ticket user (ex. reader/witer as a device access
unit) performing the processing on thé?device is verified after perforning
t he mutual authentication between the device and the user ticket. Al so, a
digital signature is added to data to be transferred between the device

and 20 t lewises anidCkele adeMedi NGO dhe ARaRSSided At dde, datghdture
verified. The data to be transferred is also encrypted and decrypted

accor di ngricatiilbe ReeIRrtiyf.idkitd.on3d dwystnicaldy dddusingtasd the flow from
the manufacturing of the device to the use of the device. For 25 the
under st awelirmig ydngt hédeovertaldr ipryo oefs sinam s fidre datd viahthldatal23 st eps shown
in Fig. 34 are briefly described below, though details thereof are given
bel ow by ensinygp tiloowsindl defry pdevirc @ o asmriufcact UitedtHeyy adref idpwiageion

manuf acturing entity (manufacturer). Wen nmanufacturing the 5 device, the
devi c® ceode t|%§ ad@sento inyendéwince aaputtid d edateeqtiifiafte He devi ce.

During the manufacturing process, _
employed for performing these processings. Accordingly,

before the use of the services by using the device, a public
key certificate for the device is issued and is stored in
the device.

10 For example, various processings, such as the partition
setting using the partition registration ticket (PRT), the
file setting using the file registration ticket (FRT), and
the data access using the service permission ticket (SPT),
are performed on the condition that the integrity of the

15 device and the ticket user (ex. reader/writer as a device
access unit) performing the processing on the device is
verified after performing the mutual authentication between
the device and the user ticket. Also, a digital signature
is added to data to 5e transferred between the device and

20 the user ticket according to the necessity, and the data is
verified. The data to be transferred is also encrypted and
decrypted according to the necessity.

Fig. 34 schematically illustrates the flow from the
manufacturing of the device to the use of the device. For

25 the understanding of the overall processing, the individual



various itenms of manufacture information (Manufacture |Information Bl ock
(see Fig. 14)), such as the device code and the nmanufacture code, are
stored in the device nenory. 10 2. Before providing the device to the user,
t he device manager stores, the device managenent information (see Fig.
15), such as the ID of the device manager and the public key of the
certificate authority (PUB CA(DEV)), and the device Kkey (see Fig. 18), in
the nenory. 15 3. The device into which the managenent information is
witten by the device manager is provildddto the user. 4. Then, the user
obtains the device public key certificate, and stores the device public
key certificate (CERT DEV) into the device key area (see Fig. 18) of the

20 devi ceteps EMOWSLIV GO LI P ytiidiIgn Jeagaidd We Idy | scidugrset a
partition in the device nmenory and provide the services nmakes a partition

setting deqaddts there fdendeC @yivinagdiow BCaidbasy aflaeknow edgenent and the
partition 25 registration ticket (PRT). The partition nmanager also - 124
speci fies thelpuBhecdkeycePiB fGAGBARLruekdt by ¢t ideivdatee authority used
for conmunicating with the device. 6. The device comunicates with the
ticket ugsenufectuniegdenybirtivt eimaasfaaddevieos .acddssn umrtyfamnagedy hhe he 5
partition manager, and perforns the partition registration processing by
usi ng® t heleyactsi t itdve deyiister aoiden itsi @dsted RRT)the device as the ID
data (ID) of the device. During the manufacturing process,
various items of manufacture information (Manufacture
Information Block (see Fig. 14)), such as the device code
and the manufacture code, are stored in the device memory.
10 2. Before providing the device to the user, the device
manager stores, the device management information (see Fig.
15), such as the ID of the device manager and the public key
of the certificate authority (PUB CA(DEV)), and the device
key (see Fig. 18), in the memory.
15 3. The device into which the management information is
written by the device manager is provided to the user.
4. Then, the user obtains the device public key
certificate, and stores the device public key certificate
(CERT DEV) into the device key area (see Fig. 18) of the
20 device.
5. The service entity (partition manager) which is to
set a partition in the device memory and provide the
services makes a partition setting request to the device

manager, receives an acknowledgement and the partition

25 registration ticket (PRT). The partition manager also



and al so stores the public key (PUB CA(PAR)) of the certificate authority
in the partition key area (see Fig. 23). 10 7. The device in which the
partition is set sends a request to issue a partition public key
certificate to the partition manager, and stores the obtained partition
public key certificate (CERT PAR) in the partition key area (see Fig.
23). 15 The partition setting and other processings in the above-described
steps 5 through 7 are performed for each partition manager which is to set
a partition and provide the servi c6s124nd a plurality of partitions are
registered in the device. 20 8. Then, the partition nmanager perforns the
file setting registration processing corresponding to the services to be
provi ded speaisiing tdhe fdud iregiest r@URITA (Baet (FRMe idedtiertaidd ti on set
in the device. 9. 10. By registering files in the set partition, 25 various
ser vi ces agrhiorddt ybystelde flod eotatum i catcdhpsviechmitey devdizle . and a conmut er
ticket, can be provided. Processing, such as data reading and data
witing, can be Peefdewmeédebgomsiingcthies gerhn tcheperinkesi asetri qleat. (SPT) .
That is, the data reading and the data witing can be perforned according
to the rueedes/waddrededs @ ey 1S1RT agiwies swhvavi thhanagergedc doyperid ssi on ti cket
(STP) i ssued by authorized ticket issuing neans is enployed.

partition manager, and performs the partition registration

processing by using the partition registration ticket (PRT),

and also stores the public key (PUB CA(PAR)) of the

certificate authority in the partition key area (see Fig.

23).

10 7. The device in which the partition is set sends a
request to issue a partition public key certificate to the
partition manager, and stores the obtained partition public
key certificate (CERT PAR) in the partition key area (see
Fig. 23).

15 The partition setting and other processings in the
above-described steps 5 through 7 are performed for each
partition manager which is to set a partition and provide
the services, and a plurality of partitions are registered
in the device.

20 8. Then, the partition manager performs the file
setting registration processing corresponding to the
services to be provided by using the file registration
ticket (FRT) in the partition set in the device.

9. 10. By registering files in the set partition,

25 various services defined by the file data, such as e-money



Al though it is not shown, the data (ex. the device nmanager code, the device
manager code version, the partition nanager code, the partition manager
code version, the code 10 of each ticket issuing neans, the MAC generation
key and its version of each ticket, or the revocation list) stored in the
device is updated by using the data update ticket (DUT) according to the
necessity. The version information, such as the device nmanager code
version and the partition manager 15 code version, is updated when updating
the corresponding data provided w th ¥ version. The version information
is stored in the data update ticket (DUT). Details of the individual
processi ngs are described below with reference to the flows and the ot her

drawi ngs.and?@ [t itlcKRegl SARtBOHIRyvGass] NP Rycdayikg, Nswfacturing
Entity] The initial registration processing by the device nanufacturing

entity i siaftar Steaddisey idved dudah wigftairenced bdighr 85emdd e pracassitge of a
registration unit of the 25 device manufacturing entity (Manufacture) is
shown at stehwicel 2@ rnliefsi gi del afetFi BPT35, arttht hies priee sdd tyy wfadihey devi ce
(see Fig. 5) is shown at the right side of Fig. 35. The registration unit
of the dewidc e henmigftac muriitigieemtar e (débmidaddira)casdiconfiqgurted mslddhe
reader/witer (see Fig. 5 10), which serves as a dedicated device access
uni t $or receadiaty iandhe iSHThgrdat afarormtendse mtice peeld £ion ticket
(STP) issued by authorized ticket issuing means is employed.
Althoughlit is not shown, the data (ex. the device
manager code, the device manager code version, the partition
manager code, the partition manager code version, the code
10 of each ticket issuing means, the MAC generation key and its
version of each ticket, or the revocation list) stored in
the device is updated by using the data update ticket (DUT)
according to the necessity. The version information, such
as the device manager code version and the partition manager
15 code version, is updated when updating the corresponding
data provided with the version. The version information is
stored in the data update ticket (DUT).
Details of the individual processings are described
below with reference to the flows and the other drawings.
20 [B2. Initial Registration Processing by Device
Manufacturing Entity]
The initial registration processing by the device
manufacturing entity is first described with reference to

Fig. 35. The processing of a registration unit of the

25 device manufacturing entity (Manufacture) is shown at the



In step S101, the registration unit sends a read conmand for a witable
flag of the manufacture information block (MB (see Fig. 14)) to the _
devi ce. Upon receiving the 10 command (S121), the device sends the witable
flag in the manufacture information block of the device nenory (S122).
Upon receiving the witable flag in the manufacture i nformation bl ock (M B)
(S102), the registration unit determ nes whether the witable flag is set
to wite enable 15 (Oxffff) (S103). If the witable flag is not set to
wite enable (Oxffff), the subsequeﬁtlﬁﬁiring processing for the

manuf acture informati on block (M B) cannot be executed, and the process is
termnated as an error. If the witable flag is set to wite enable

(Oxffff) lef20stide waEnwiiact Wse iamfdorml iprdbddsigkhd MB)tHsepFide dbe of the
device is generated (S104), and MB data is sent to the device together
with an Wi .wsit & scehonnd atSidk) .ridn siekeiof fid.hessM Bmd te command and
the MB data (S123), the device verifies the integrity of the MB 25
wr it abl e relgag tec8taon. unfitt & whiet alelve dd agnuf auttursieig teamtith27 wite
enable (Offff), the subsequent witing processing for the manufacture
i nf or mat i (Manbifeck uie) B)L sc omdti over eelk ecuttdel, resudk u/Aver ifreor eeed Fitger mi nat ed
as an error. If the witable flag is set to wite enable (Oxffff), the
received OB #htlgh Seryegr jast en dediicaties Me¥ lmee® oSz unilpdiwmonpl et i ng
the MB data witing processin%, a
reading and writing data from and into the device.
In step S101, the registration unit sends a read
command for a writable flag of the manufacture information
block (MIB (see Fig. 14)) to the device. Upon receiving the
10 command (S121), the device sends the writable flag in the
manufacture information block of the device memory (S122).
Upon receiving the writable flag in the manufacture
information block (MIB) (S102), the registration unit
determines whether the writable flag is set to write enable
15 (Oxffff) (S103). If the writable flag is not set to write
enable (0xffff), the subsequent writing processing for the
manufacture information block (MIB) cannot be executed, and
the process 1s terminated as an error.
If the writable flag is set to write enable (Oxffff),
20 the manufacture information block (MIB) (see Fig; 14) of the
device is generated (S104), and MIB data is sent to the
device together with an MIB write command (S105).
Upon receiving the MIB write command and the MIB data

(8123), the device verifies the integrity of the MIB

25 writable flag (S124). If the writable flag is not set to



wite conplete nessage is sent to the registration unit (S126). Upon
receiving the wite conplete nessage (S106), the registration unit sends
an initial registration 10 conpletion conmand to the device (S107). Upon
receiving the initial registration conpletion conmand (S127), the device
sets the witable flag of the manufacture information block (MB) to wite
di sabl e (0x0000) (S128), and sends a wite conpletion nessage to the
registration unit (S129). 15 Upon rece|V|ng the wite conpl etion nessage
(S108), the registration unit sends a2fead command for the witable flag
of the manufacture information block (MB) (see Fig. 14) to the device
(S109). Upon receiving the command (S130), the device sends the witable

flag in Hhe tenrubaateur@x3E dmf ormmt isib e d MB)tiafg tdhe dasd 6 neywry to
the registration unit (S131). Upon receiving the witable flag 1n the

manuf act the manudarRiuiren iblfoamaltion) H1SHK) (MIB)e dagict Al ienediidd,
determ nes whether the witable flag is set to wite disable 25 (OXOOOO)
(S111). bkhd ewpirioallse filsagearmimettesbtagt anwddmr. 1286 the aldiecdlf0000) ,
it neans that the MB data witing processing has not been successfully
fi ni shedflagd isheetprocess ties enerbiienatledt 5 )an Hre arecd fvddhe I idzedd e f | ag
is set to wite disable (0x0000), it neans that the MB data 5 witing
processi Ag Wad thean istoc edsf MIBy afresi sisdd,5)and the process is conpl et ed.
Upon completing the MIB data writing processing, a
write complete message is sent to the registration unit
(S126) . Upon receiving the write complete message (S106),
the registration unit sends an initial registration
10 completion command to the device (S107). Upon receiving the
initial registration completion command (S127), the device
sets the writable flag of the manufacture information block
(MIB) to write disable (0x0000) (S128), and sends a write
completion message to the registration unit (S129).
15 Upon receiving the write completion message (S108), the
registration unit sends a read command for the writable flag
of the manufacture information block (MIB) (see Fig. 14) to
the device (S109). Upon receiving the command (S130), the
device sends the writable flag in the manufacture
20 information block (MIB) of the device memory to the
registration unit (S131).
Upon receiving the writable flag in the manufacture
information block (MIB) (S110), the registration unit

determines whether the writable flag is set to write disable

25 (0x0000) (S111l). 1If the writable flag is not set to write



[ B3. Devi ce Manager Managenent Processing] The managenent processing of the
devi ce manager is as follows. The processing to be executed before the
start of 10 the use of the device is discussed. The processing to be
executed by the device nanager before the start of the use of the device

i ncl udes the device registration processing and the issuing processing of
the device public key certificate (CERT DEV).for the device. The device 15
regi stration processing is executed as witing data into the device
managenment information block (DM B) £K& public-key device key definition
bl ock (DKDB(PUB)), the common-key device key definition block

(DKDB( Common) ), and the device key area of the device nenory. Details of

the procassarge (2&oae)deser measdsbehew (HR3MB [RMiLe Ragigf ration
Processing by Device Manager] A description is given below, with reference

to the bloweskihiggha36noaf bele isticidedls fiagiystfiatisiedr QGREIHY 25
acconpani ed by the storing of the device managenent - 129 information and
ot her i npereetisonsi netring ndewidc@sbynt kerodevi e marageritdbld A afgd aws of
Fig. 36 and the subsequent draw ngs, the processing of the initial
regi strasetntonwrige dilsebdevi(@s0f@fagend t( Ddaniss Stecwthat Mike dagfat si de,
and the 5 processing of the device (see Fig. 5) is shown at the right
si de.5 ThErifiingaproegissingt hes been successdaMilee fiavisded, and the
process is completed.
[B3. Device Manager Management Processing]
The management processing of the device manager is aé
follows. The processing to be executed before the start of
10 the use of the device is discussed. The processing to be
executed by the device manager before the start of the use
of the device includes the device registration processing
and the issuing processing of the device public key
certificate (CERT DEV) for the device. The device
15 registration processing is executed as writing data into the
device management information block (DMIB), the public-key
device key definition block (DKDB(PUB)), the common-key
device key definition block (DKDB (Common)), and the device
key area of the device memory. Details of the processings
20 are described below.
[B3.1. Device Registration Processing by Device
Manager]
A description is given below, with reference to the

flow of Fig. 36, of the initial registration processing

25 accompanied by the storing of the device management



(DM is a unit that can read and wite data fromand into the device (ex.
a reader/witer or a PC as a device access wunit), and has the
configuration of a reader/witer as a 10 device access unit, such as that
shown in Fig. 10. First, in step S201, a read command for the device
identifier IDmis output to the device. The device receives the conmand
(S211), and sends the device identifier IDnto the registration unit
(S212). 15 Upon receiving the device i ggnti fier 1Dm (S202), the
registration unit sends a read conmand“Por the writabl e flag of the device
managenent information block (DM B (see Fig. 15)) to the device (step
S203). The device receives the conmmand (S213), and sends the witable flag
in the devifoemd® ivanagenethermfiorfoaiadidil dek tHMB)viafe tdie wirvi ce nmenory
to the registration unit (S214). Upon receiving the witable flag in the
devi ce pervagemsanageiror min daheblfdckws( O B)ig .SZM )and heha egiksigatdran  uni t
determ nes whether the witable flag is set to wite 25 enable (Oxffff)
(S205). dirawhieagar,i ttalel eridlcagsiingnetf ddte timi-tik30 ragiisteragriabl exn(idx fdfff ),

t he subsequent witing processing for the device nmanagenent information

bl ock (DWhB) dearest MeaagerediMed 1sarsdiomie it ddes sl 6 tserds natnsl tdee an
error. If the witable flag is set to wite enable (Offff), a 5 wite
(DMC W i P&Pcessiaad ocfortha sievd ce déwiec & iitanagerl sc sde@wr( BNO)theng ittt ver si on
is sent tth he device (S206). This

side. The initial registration unit of the device manager
(DM) is a unit that can read and write data from and into
the device (ex. a reader/writer or a PC as a device access
unit), and has the configuration'of a reader/writer as a

10 device access unit, such as that shown in Fig. 10.

First, in step S201, a read command for the device
identifier IDm is output to the device. The device receives
the command (S211), and sends the device identifier IDm to
the registration unit (S212).

;5 Upon receiving the device identifier IDm (S202), the
registration unit sends a read command for the writable flag
of the device management information block (DMIB (see Fig.
15)) to the device (step $203). The device receives the
command (S5213), and sends the writable flag in the device

20 management information block (DMIB) of the device memory to
the registration unit (S214).

Upon receiving the writable flag in the device
management informatién block (DMIB) (S204), the registration
unit determines whether the writable flag is set to write

25 enable (Oxffff) (S205). If the writable flag is not set to



code is preassigned to the device nmanager by the code nanagenent
institution (see Figs. 1 through 3). Upon receiving the DMC Wite
command. ( S215), the device 10 verifies the DM B witable flag (S216). If
the witable flag is not set to wite enable (Oxffff), the subsequent
writing processing for the device managenent information block (DM B)
cannot be executed, and the process is termnated as an error. If the
witable flag is set to 15 wite enable (Oxffff), the received device
nmanager code (DMC) and the DMC versidifare witten into the DM B area
(S217). Upon conpleting the witing of the device manager code (DMC) and
the DMC version, the wite conpletion nessage is 20 sent to the

regi stratiQrRida122 1@ £ {9 | et Stdid fudit twk eCely 9srddes Wid efor
conpl eti on nmessage (S207), and then sends a device-total-bl ock-nunber

wite commndidvd dhenadrigdient S rma o veest ViDMIB)hecannot be
devi ce-t ot al - bl ock- nunber wite 25 conmand (S219), the device verifies the
DM B wri teadedcitfddag andl3he ((S2¥ss |ifs thermitridtadd ead |laag exsrowt set to wite
enable (Oxffff), the subsequent witing processing for the device
managenment i nfiér rhei emilbkbdle EDMOB) sc@ertottoberréxtec ened leandx fififef)pr @acess i s
termnated as an error. If the witable flag 5 is set to wite enable
(Oxffhf) waite r @4 Ved teviaemagidal confiaigki b ede v iscqunianage s made he DM B
area (S221). The '
(DMC) and DMC version is sent to the device (S5206). This
code is preassigned to the device manager by the code
management institution (see Figs. 1 through 3).
Upon receiving the DMC Write command (S215), the device
10 wverifies the DMIB writable flag (S5216). If the writable
flag is not set to write enable (O0xffff), the subsequent
writing processing for the device management information
block (DMIB) cannot be executed, and the process 1is
terminated as an error. If the writable flag is set to
15 write enable (0xffff), the received device manager code
(DMC) and the DMC version are written into the DMIB area
(5217) .
Upon completing the writing of the device manager code
(DMC) and the DMC version, the write completion message is
20 sent to the registration unit (8218). The registration unit
receives the write completion message (S207), and then sends
a device-total-block-number write command to the device
(s208) .

Upon receiving the device-total-block-number write

25 command (5219), the device verifies the DMIB writable flag



device also wites TB-4 into the free block nunber in device of the DM B
area (S222). TB indicates the device total block nunber. The four bl ocks
of TB-4 indicate the 10 manufacture information block (MB), the device
managenent information block (DM B), the public-key device key definition
bl ock (DKDB(PUB)), and the conmon-key device key definition block (DKDB
(Common)) . Then, the device wites O into the partition nunber 15 area of
t he devi ce managenent information block (DM B) (S223) since partitions are
not set in the device at this poinf. 1Phe device also wites 0 into the
pointer of free area of DM B (S224), and sends the witing processing
conpletion to the registration unit (S225). 20 The registration unit

recei ves (shk@ow.i t iIfg theoG@STatld e GUMY ald QR UTBSSAG® fWrard hevadad ce (S209),
and then determ nes whether a common key is used for device

aut hent i qaifdt £) S23he. shdis elgfvenduWigrtiineatd et ¥ sAeRs FJ19, t 1R tdwarice public
key aut hentication systemor a conmon key 25 authentication systemis
enpl oyedmaandetdendi lis folramedionaid ockl IDMIE)Verarbeltowe Exedead.e amhager i S
able to set the authentication systemrequired for the device. If the
- devi ce exdeupescelse domuermkiewn tadt Rentanc &triray,. t M déve oo itmdrlageilaget s t he
information required for the common key 5 authentication (ex. master key
for cY eatlisngedn toawriast iecabilen (Kbt fifn t Heradawasd.ved devd ageicd@ ldoes not
block number is written into the DMIB area (S221). The
device also writes TB-4 into the free block number in device
of the DMIB area (S222). TB indicates the device total
block number. The four blocks of TB-4 indicate the
10 manufacture information block (MIB), the device management
information block (DMIB), the public-key device key
definition block (DKDB(PUB)), and the common~key device key
definition block (DKDB (Common)) .
Thén, the device Qrites 0 into the partition number
15 area of the device management information block (DMIB)
(S223) since partitions are not set in the device at this
point. The device also writes 0 into the pointer of free
area of DMIB (S224), and sends the writing processing
completion to the registration unit (5225).
20 The registration unit receives the writing processing
completion message from the device (S209), and then
determines whether a common key is used for device
authentication ($231). For the authentication processing,

either a public key authentication system or a common key

25 authentication system is employed, and details thereof are



execute the conmmon key authentication, the device manager does not set the
above information in the device. The device nanager sets data for

i npl enenting either the coomon 10 key authentication or the public key

aut hentication, or both types of authentication in the device according to
the authentication systemenployed in the device. As shown in Fig. 37, if
the common key is used for device authentication, steps S232 and S233, and
steps S241 15 through S245 are executed, and if the commobn key is not used
for device authentication, these stép%3§r§ ski pped. If the common key is
used for device authentication, in step S232, the registration unit sends
a common-key authentication-data wite command, such as MKauth DEV A: the
20 two- wap viemdbelldwal kel advierst maadado@r mastaylkeny sdéauwide DEV_B: the
two-way i ndividual key authentication conmmon key, |IRL_DEV: the revocation
list in whithentheatdwnc ey sitdentricdguansed 1flos) tife rdanaked dend cds: are

regi stered, and the version information thereof, to the device. 25 The
devi ce r degiires exlecudlesy ehde somnioad khayi teel tdemtemk 183 then devepeS241, and
after checking that the DMB witable flag is wite enable in step S242,

t he devi g@n@gdietres ettise thec dinfedmaddion insgwitresl dedi ddikeyoramraga Kesee Fig. 18)
(8243%. Then, the device nmakes adjustnents of the pointer, the size, and 5
t he ¥ eeaMtheRtHGAIdON regevMes taphikdy fiox reRAiew dile to the data

witing (S244), and sends a wite conpletion ,
authentication key) in the device. If the device does not

execute the common key authentication, the device manager
does not set the above information in the device. The
device manager sets data for implementing either the common

10 key authentication or the public key authentication, or both
types of authentication in the device according to the
authentication system employed in the device.

As shown in Fig. 37, if the common key is used for
device authentication,_steps S$232 and S233, and steps S$241

15 through S245 are executed, and if the common key is not used
for device authentication, these steps are skipped.

If the common key is used for device authentication, in
step 5232, the registration unit sends a common-key
authentication -data write command, such as MKauth DEV_A: the

20 two-way individual key authentication master key,
Kauth DEV_B: the two-way individual key authentication
common key, IRL DEV: the revocation list in which the device
identifiers (IDs) of revoked devices are registered, and the
version information thereof, to the device.

25 The device receives the above-described write command



nmessage to the registration unit (S245). Upon receiving the wite

conpl eti on nessage (S233), the registration unit determnes in step S234
whether a public 10 key is to be enployed for device authentication. As
shown "in Fig. 37, if a public key is enployed for device authentication,
steps S235 through S239 and steps S246 through S254 are executed. If a
public key is not enployed for device authentication, these steps are
skipped. 15 If the public key is enplo¥Fd for device authentication, in
step S235, the registration unit sendd 33 publ i c-key authentication data
wite command, such as PUB CA(DEV): the public key of the certificate
authority CA(DEV) that issues the device-manager public key, PARAM DEV:

t he publ iin lesye?®2pdr areicera fifert thedediree, tHERL R/ DMIT® WweMoastd ofLdd St
(Revocation List Certificate) in which the public key certificate
identifidmss wrexe serakdle nuntsdrep S)420f thee daweivok et desd ot aferdiagidt er ed,
and the version information thereof, to the device. 25 The device receives
t he abovealadesdmitivedther idey icemiemyd arek34(sden Kitgep 146(S28) af tRrerchecki ng
that the DMB witable flag is wite enable in step S247, the device
wites t e desiived makatsa adite timea tdevi fe e Heeyp dimeze i s egh i gy 2 €1,8)an(d5248) .
Then, _ the device makes adjustnents of the pointer, the size, and 5 the
free Dl odeendiss Hleckeiuaberptine ieric e eqiiiady ahre nasuitasd dhtea twriti ng

(S249), and sends a write conpletion .
the data writing (S244), and sends a write completion

message to the registration unit (S5245).
Upon receiving the write completion message (S233), the

registration unit determines in step S234 whether a public

" 10 key is to be employed for device authentication. As shown
in Fig. 37, if a public key is employed for device
authentication, steps S235 through S239 and steps S246
through 8254 are executed. If a public key is not employed
for device authentication, these steps are skipped.

15 If the public key is employed for device authentication,
in step S235, the registration unit sends a public-key
authentication data write command, such as PUB_CA(DEV): the
public key of the certificate authority CA(DEV) that issues
the device-manager public key, PARAM DEV: the public key

20 parameter of the devicé, CRL_DEV: the revocation list
(Revocation List Certificate) in which the public key
certificafe identifiers (ex. serial number: SN) of the
revoked devices are registered, and the version information
thereof, to the device.

25 The device receives the above-described write command



nmessage to the registration unit (S250). Upon receiving the wite
conpl eti on nessage (S236), the registration device sends a key-pair
creation command for 10 creating a public key and a private key to the
device (S237) Although in this enbodi nent the device creates a key pair,
the registration unit, for exanple, may create a key pair, and provides it
to the device. Upon receiving the key-pair creation command (S251), 15 the
device creates a key pair of the public key (PUB DEV) and the private key
(PRI DEV) in the encryption processor 13¢sée Fig. 5) of the device, and
wites the created key into the device key area (see Fig. 18) (S252). The
public key (PUB DEV) is tenporarily stored in the CERT DEV area of the 20
devi ce key artes s2id wher tdfeqruidharddieyy cardt fdreatmim wmhidadld e bl ic
key (PUB DEV) is stored is received, the public key (PUB DEV) is

substi t utied wini tehenaitile drkeytepc 247, aatee deCERE .wilhe destic erddiginramkes
adj ustnents of the pointer, the size, and the free bl ock nunber in device,
25 whi chdarte dedw rée diesy itoe they datem Wsidd L .S250) , (SowB)sendhen , 135 the
generated and stored public key to the registration unit (S254). The

regi st r atthen dewiitcer sediese 2 dihve tmenltisc dfeychePy® iDBAr, fulemgiwee dearidce, and
stores it in the database (DB(DEV) (see 5 Fig. 7)) in the device manager

t oget her thiet i neige bdogikc aumdpett iin dlevipg préhiidusine resspiiradl fdusmtiche

devi ce. o
the data writing (S249), and sends a write completion

message to the registration unit ($250).
Upon receiving the write completion message (S236), the
registration device sends a key-pair creation command for

10 creating a public key and a private key to the device (5237).
Although in this embodiment the device creates a key pair,
the registration unit, for example, may create a key pair,
and provides it to the device.

Upon receiving the key-pair creation command (S251),

15 the device creates a key pair of the public key (PUB DEV)
and the private key (PRI DEV) in the encryption processor
(see Fig. 5) of the device, and writes the created key into
the device key area (see Fig. 18) (S252). The public key
(PUB DEV) is temporarily stored in the CERT DEV area of the

20 device key area, and when the public key certificate in
which the public key (PUB DEV) is stored is received, the
public key (PUB DEV) 1is substituted by the public key
certificate (CERT). The device then makes adjustments of
the pointer, the size, and the free block number in device,

25 which are required due to the data writing (S253), and sends



Then, the registration unit of the device nmanager determ nes whether

common key is to be used for verifying the partition registration tic
(PRT) (S261). For 10 verifying the ticket, either a comobn key system
verify the ticket with a MAC value or a public key systemto generat
signature by using a private key and to verify the signature by using
public key, which has been discussed with reference to Figs. 12 and 13

be enpl oyed.

a
ket
to
e a

a
, can

15 Details of ticket verification are discussed bel ow. The

devi ce manager is able to set the vérilfixat i on processing nethod to be
used in the device. The device nanager sets data for inplenenting a c
key systemor a public key system or both types, according to the PRT
ticket vedhd WergradddreimiDd tses ipudie desy ceo tHe thegtevi£eids wbie to
execute common key authentication, the device manager sets informatio

required

(dam4)common- key PRT verification (ex. PRT verification common

key) in the device. If the device does not execute common 25 key
aut henti cat i offhet regdevire¢ ivanagert decs ivets dther eudldle kek36 PUBNDEWAL | on
in the device. As shown in Fig. 38, if the comon key systemis used

PRT veri finea itdve dstwipss ,S260 b 1326 3L tanih stiepsiSzatase hiRIPEB276se8 e

execut ed.

If the common key is not used 5 for PRT verification, these

are sRi pped- Wien ditheheo i ke ynanaggipnl oyede thrr PRIt cth e jdeitiem,

10

15

20

25

identifier IDm previously receilved from the device.

Then, the registration unit of the device manager
determines whether a common key is to be used for verifying
the partition registration ticket (PRT) (S261l). For
verifying the ticket, either a common key system to verify
the ticket with a MAC value or a public key system to
generate a signature by using a private key and to verify
the signature by using a public key, which has been
discussed with reference to Figs. 12 and 13, can be employed.
Details of ticket verification are discussed below. The
device manager is able to set the verification processing
method to be used in the device. The device manager sets
data for implementing a common key system or a public key
system, or both types, according to the PRT ticket verifying
method used in ﬁhe device.

If the device is able to execute common key
authentication, the device manager sets information required
for common-key PRT verification (ex. PRT verification common
key) in the device. TIf the device does not execute common

key authentication, the device manager does not store such

onmmon

n

for

st eps



in step S262, the registration unit sends a PRT-verification comon key
write command, such as Kprt: the MAC checking key of the partition
registration ticket (PRT) and the version 10 information, to the device.
The device receives the above-described wite command in step S271, and
after checking in step S272 that the DMB witable flag is wite enable,
the device wites the received data into the device key area (see Fig. 18)
(S273). 15 Then, the device makes adjustnents of the pointer, the size,
and the free bl ock nunber in device Wiifch are required due to the data
witing (S274), and sends a wite conpletion nessage to the registration
unit (S275). Upon receiving the wite conpletion nessage (S263), the 20
regi st r atin@a reditti othetier hrResiadvicet.ep S264 whether a public key is to be
used for PRT verification. As shown in Fig. 38, if a public key is used
for PRT verifhsashown $hepsgS268,and th26Gommdnskeps s$2temt AsougedS282 are
executed. If a public Kkey is not used for PRT verification, these steps
are 25 skiopp®®RT vel3Tidaftitme piapsc RER iandergdady echd ramaRRBAAEr i fi cati on,
in step S265, the registration unit sends a PRT-verification data wite
command, téwolghs SPRPlI @ rePRRelcssugstr. Cdtfegdrey )comrinan Kear tig inmt rsgadst rati on
ticket (PRT) category, PUB CA(DEV): 5 the public key of the certificate
aut ho? i t FoCAPBEVY etrlidti catdomes thiss edtiers- rarragiingngsii ¢ key, PARAM DEV:

t he public

When the common key is employed for PRT verification,
in step S$262, the registration unit sends a PRT-verification
common key write command, such as Kprt: the MAC checking key
of the partition registration ticket (PRT) and the version

10 information, to the device.

The device receives the above-described write command
in step S271, and after checking in step $272 that the DMIB
writable flag is write enable, the device writes the
received data into the device key area (see Fig. 18) (S273).

15 Then, the device makes adjustments of the pointer, the size,
and the free block number in device, which are required due
to the data writing (S274), and sends a write completion
message to the registration unit (8275).

Upon receiving the write completion message (S263), the

20 registration unit determines in step S264 whether a public
key is to be used for PRT verification. As shown in Fig. 38,
if a public key is used for PRT verification, steps $265 and
5266 and steps S276 through S$282 are executed. If a public
key is not used for PRT verification, these steps are

25 skipped.



key parameter of the device, CRL DEV: the revocation list (Revocation List
(Certificate)) in which the public key certificate identifiers (ex. serial
nunber: SN) of revoked 10 devices are regi stered, and the version
information thereof, to the device. The device receives the
above-described wite command in step S276, and after checking that the
DMB witable flag is wite enable in step S277, the device wites PRTIC
(PRT 15 Issuer Category): the partition registration ticket (PRT) issuer
category in the received data into Thé3gublic-key device key definition

bl ock (DKDB(PUB)) (see Fig. 16), and wites the version information into
the version area of the sane block in step S278. 20 Then, the device

det ermi nes i n1st epeSgdB1WHEkBYr i s PLBpCAYBEVErohh@rREUREIXG rhey tdaha ef the
certificate authority CA( t hat 1ssues the device-manager public key

has beensweipt 5185 ,| fthRUZ cGAGRITY): ilvas undtt BeReravd tHRemvd il £ ida811 02280, the
device wites PUB CA(DEV), PARAM DEV, and 25 CRL _DEV into the device key
area (sedaEagwri8p cbheand, heuchld8 PRIVICCe FRIK €S Atfta®mricryof: the
pointer, the size, and the free block nunber in device, which are required
due 't o t pertdatienwriegilsg re$Sien) tiahe ts el )a cartidge myonHUR i DIy sage t o
the registration unit (S282). 5 Upon receiving the wite conpletion nessage
(S266), the pubdilst kewi of (hiet ceettdditicads iamtdicep tSP TR (MBHherhatthe devi ce
issues the device-manager public key, PARAM DEV: the public
key parameter of the device, CRL_DEV: the revocation list
(Revocation List (Certificate)) in which the public key
certificate identifiers (ex. serial number: SN) of revoked
10 devices are registered, and the version information thereof,
to the device.
The device receives the above-described write command
in step 8276, and after checking that the DMIB writable flag
is write enable in step S277, the device writes PRTIC (PRT
15 Issuer Category): the partition registration ticket (PRT)
issuer category in the received data into the public-key
device key definition block (DKDB(PUB)) (see Fig. 16), and
writes the version information into the version area of the
same block in step $278.
20 Then, the device determines in step S$279 whether
PUB_CA(DEV) : the public key data of the certificate
authority CA(DEV) that issues the device-manager public key
has been written. If PUB_CA(DEV) has not been written, in

step S280, the device writes PUB_CA(DEV), PARAM DEV, and

25 CRL_DEV into the device key area (see Fig. 18). Then, the



is a device which supports the updating of the conmmon key data. Anong the
data itens stored in the device, there are itens that can be updated by
usi ng the above-described data 10 update ticket (DUT) (see Fig. 32). The
data itens to be wupdated have been di scussed above with reference to Fig.
33. For the updating processing using the data update ticket (DUT),

either a commobn key systemor a public key cryptosystem can be enpl oyed.
The devi ce manager sets data 15 for inplenenting either type or data for

i mpl ementing both types according foltfe device. If the device is a device
that perforns data updating by a common key system the device manager
sets information required for the data updating using the common key

syst em 2Qef@xe MAResheeiuRG ey Ofo ft Mt daii rdat ecHd Gdeele ( QUM )tHa the

device. If the device does not execute the common key authentication, the
devi ce nmanegeibldaks nuaibesetins Wel i de)f eiRiH Gird rddifi Mgy idis S whown in
Fig. 39, if the commopn key systemis 25 enployed for data updating by using
the dat adapdatve ittiiciget(S28139 apldUBjendst epsvrSAIY donh 153D ramtk ssiaps 5301
t hrough S305 are executed. If the common key systemis not enployed for
data updae rggistesd ishepsidr S2820ped. |f the common key is used for data
updating, in step 5 S292, the registration unit sends a data update ticket
(DUT)2veri fi cHpPBnreepivhnReyher Wrateospandetdoohmgssage (S266), the
registration unit determines in step S291 whether the device
is a device which supports the updating of the common key
data. Among the data items stored in the device, there are
items that can be updated by using the above-described data
10 update ticket (DUT) (see Fig. 32). The data items to be
updated have been discussed above with reference to Fig. 33.
For the updating processing using the data update ticket
(DUT) , either a common key system or a public key
cryptosystem can be employed. The device manager sets data
15 for implementing either type or data for implementing both
types according to the device.
If the device is a device that performs data updating
by a common key system, the device manager sets information
required for the data updating using the common key system
20 (ex. MAC checking key of the data update ticket (DUT)) in
the device. If the device does not execute the common key
authentication, the device manager does not set such
information in the device.

As shown in Fig. 39, if the common key system is

25 employed for data updating by using the data update ticket



Kdut DEV1: the MAC checking key of the data update ticket (DUT),

Kdut DEV2: the data updating encryption key, Kdut DEV3: the MAC checking .
key of the data update ticket 10 (DUT), and Kdut DEV4: the data updating
encryption key, and the version information thereof, to the device. In
step S301, the device receives the above-descri bed Mﬁlte command, and
after determning that the DMB witable flag is wite enable in step
S302, the device wites the 15 received data into the device key area (see
Fig. 18) (S303). Then, the device fakes adj ustments of the pointer, the
size, and the free block nunber in device, which are required due to the
data witing (S304), and sends a wite conpletion nessage to the

regi st ratiowm)unidtdps3E)92 2hdJEPD I enri Wikbd s30T | tier &gl S0 Daressage
(S293), the registration unit determnes in step S294 whet her the device
support s dxeeudaica. updAtihyg desintth tkeey datstenpdad endt cdegil oddTHomadDEali ng to
the public key system As shown in Fig. 39, if the device supports the

publ i ¢ keypdsytsitreny tStesyes 8295 2orearseki$f8961 and st eps S306 t hrough S310 are
executed. If the - 140 device does not support the public key system

these steps afetbdki ppadonl keyhéd sdawviede fouppiartas upde timd i drkeytegystem in
step S295, the registration unit sends a data update ticket (DUT) 5

i ssueb c&@@%mwﬁh?(ﬁﬂﬁﬁﬁﬁratﬂﬂﬂ14ﬂ§ﬂl§ﬁﬂgqxé/441ﬂ'uﬁﬁﬁﬁﬁ dkgfory): the

dat a update tlcket (DUT), issuer category and
(DUT) -verification common key write command, such as

Kdut_DEV1: the MAC checking key of the data update ticket
(DUT) , Kdut_DEV2: the data updating encryption key,
Kdut_DEV3: the MAC checking key of the data update ticket

10 (DUT) , and Kdut_DEV4: the data updating encryption'key, and
the version information thereof, to the device.

In step S301, the device receives the above-described
write command, and after determining that the DMIB writable
flag is write enable in step S$302, the device writes the

15 received data into the device key area (see Fig. 18) (S303).
Then, the device makes adjustments of the pointer, the size,
and the free block number in device, which are required due
to the data writing (S304), and sends a write completion
message to the registration unit (S305).

20 Upon receiving the write completion message (S293), the
registration unit determines in step S294 whether the device
supports the data updating using the data update ticket
(DUT) according to the public key system. As shown in Fig.
39, if the device supports the public key system, steps S295

25 and S296 and steps S$306 through S310 are executed. If the



the version information, to the device. In step S306, the device receives
t he above-described wite conmand, and after checking that the DM B
witable 10 flag is wite enable in step S307, in step S308, the device
wites the received data into the public-key device key definition block
(DKDB(PUB)) (S308). Then, the device nakes adjustnent of the pointer,

the' size, and the free block nunber in device, which are required due to
the data witing 15 (S309), and sends a wite conpletion nessage to the
registration unit (S310). Upon recervﬁﬁ@ the wite conpletion nessage
(S296), the registration unit sends a device nmanager (DM initial

regi stration conpletion command to the device in step S321. 20 Upon

recei vi nglevie et auan h(tS32iPpo dthec e \putel detlesyi diestdnm, SHeye SBdbwhet her
data for inplenenting at | east one of the public key system and the conmon
key syst @mehakilpgeni.set for each of the nmutual authentication, the
verification of the partition registration ticket (PRT), and the
verification &f 2b5et Hevdaeasupgatrést ithleetoubDUE) kehf stylseedgt dni step
insufficient, - 141 the processings cannot be conpletely perforned. Then,
the i ni 5285 r ddiss thegtiisdr api arheirddy issndmfagiatd aptis ey et o(DWR) an
error, and the process is termnated. If it is found in step S332 that the
data $or I5S5URH Emsa Mg ter qosmsinchne wih tafe BUHIG_ ORey (B ksauaw t he

comon k%y system has been set for each of the nutual
ategory) : the data update ticket (DUT) issuer category and

the version information, to the device.

In step 5306, the device receives the above-described

write command, and after checking that the DMIB writable

10 flag is write enable in step $307, in step S308, the device
writes the received data into the public-key device key
definition block (DKDB(PUB)) (S308). Then, the device makes
adjustment of the pointer, the size, and the free block
number in device, which are required due to the data writing

15 (s309), and sends a write completion message to the
registration unit (S310).

Upon receiving the write completion message (S296), the
registration unit sends a device manager (DM) initial
registration completion command to the device in step S321.

20 Upon receiving the command (S331), the device determines in
step S332 whether data for implementing at least one of the
public key system and the common key system has been set for
each of the mutual authentication, the verification of the
partition registration ticket (PRT), and the verification of

.25 the data update ticket (DUT). If the data is insufficient,



authentication, the verification of the partition registration ticket
(PRT), and the verification of the data .update ticket (DUT), in step S333,
the device sets the 10 witable flag of the device nanagenent information
block (DM B) to wite disable (0x0000), and sends a wite conpletion
nmessage to the registration unit (S334). Upon receiving the wite

conpl eti on nessage (S322), the registration unit sends a read conmand for
the witable flag 15 of the device nmanagenent information bl ock (DM B)
(see Fig. 15) to the device (S323). Théldevice receives the command

(S335), and then sends the witable flag in the device managenent
information block (DM B) of the device nenory (S336). 20 Upon receivVing

the writablkephbagsisingie cdaviote bemenagarrrily Mearfrireen blreds ,( BWeB)
(S324), the registration wunit determ nes whether the witable flag is set
to witeinditsabl eeg@x@@A%) onl byt k& ewdetvaldlee nidnagdrs iotdetrirmtineasr itoe
di sabl e (0x0000), it neans that the DM B data witing 25 processi ng has not
been sucbesshuklryofri, nankdedheapdoickeas- ik42erprimeassl.is term nated as an
error. If the witable flag is set to wite disable (0x0000), it neans
that the DM BIflaih isr Foung pnostspi Ag3Rathbtenhsudesssfalkly fini shed, and
the process is conpleted. 5 Fig. 41 illustrates an exanple of the data
st or €l i Ampileaemiiwgy adeiegs ti wnehe £sttaice pulp lile dent sy sitsm jagld the
common key system has been set for each of the mutual
authentication, the verification of the partition
registration ticket (PRT), and the verification of the data
~update ticket (DUT), in step S$333, the device sets the
10 writable flag of the device management information block
(DMIB) to write disable (0x0000), and sends a write
completion message to the registration unit (8§334).
Upon receiving the write completion message (S322), the
registration unit sends a read command for the writable flag
15 of the device management information block (DMIB) (see Fig.
15) to the device (S323). The device receives the command
(8335), and then sends the writable flag in the device
management information block (DMIB) of the device memory
(8336) .
20 Upon receiving the writable flag in the device
management information block (DMIB) (S324), the registration
unit determines whether the writable flag is set to write
disable (0x0000). If the writable flag is not set to write
disable (0x0000), it means that the DMIB data writing

25 processing has not been successfully finished, and the



regi stration by the device manufacturing entity (Manufacture) (the
processing flowin Fig. 35) and the initial registration processing by the
devi ce manager (the 10 processing flows fromFigs. 36 to 40) are conpl et ed.
Fig. 41 illustrates the manufacture information bl ock, the device
managenent information bl ock, the public-key device key definition block
(PUB), the conmon-key device key definition block (Common), and the device
key area, which are discussed 15 with reference to Figs. 6, 14 through 18.
At this point, partitions are not forf€éd7in the nemory. The device code
and other information are witten into the manufacture information bl ock
as the device unique information, as discussed with reference to Fig. 14.
The 20 i pfroicraisi ds aerpdhbteld ke annfammat.i on fwdHd e v d e agranuf act ure
i nformation bl ock, or conmputation data obtained based on the witten

i nf or mat sen, toowréspoddsabdet H@xdewide iitdenrtsrds ethad BHe OMIHE htdevi ce key
area shown in Fig. 41, Kauth DEV B: 25 the two-way i ndividual key

aut hent i vatiitdngc prooeslseng aad bebs3 sudastsf DEY Airtilsthddyo-amy dhadi vi dual
key aut hentication naster key are stored. However, these keys do not have
to be spgpegsisf isheodptieteddoes not receive a request to perform common
key authentication processing. Also, Kprt: 5 the MAC checking key of the
partiion regfégraﬁfohliﬂéké@te§Pﬁﬁ)edé@Qlﬁonhéhé tetbessporddinf the

devi ce does not i , ) ,
the memory device in the state in which the initial

registration by the device manufacturing entity
(Manufacture) (the processing flow in Fig. 35) and the
initial registration processing by the device manager (the

10 processing flows from Figs. 36 to 40) are completed. Fig.
41 illustrates the manufacture information block, the device
management information block, the public-key device key
definition block (PUB), the common-key device key definition
block (Common), and the device key area, which are discussed

15 with reference to Figs. 6, 14 through 18. At this point,
partitions are not formed in the memory.

The device code and other information are written into
the manufacture information block as the device unique
information, as discussed with reference to Fig. 14. The

20 information or part of the information written into the
manufacture information block, or computation data obtained
based on the written information, corresponds to the device
identifier (IDm).

In the device key area shown in Fig. 41, Kauth_DEV_B:

25 the two-way individual key authentication common key, and



performthe ticket checking processing using the conmon key. Moreover, IRL
DEV: the revocation list (Revocation List (Device ID)) in which the device
identifiers (1Ds) of the 10 revoked devices are registered, and CRL_DEV:
the revocation list (Revocation List (Certificate)) in which the public key
certificate identifiers (ex. serial nunber: SN) of the revoked devices are
regi stered do not have to be stored if there is no revoked device when the
device is issued, or if 15 the revocation lists are obtai ned by anot her
source. [B3.2. PUb|IC Key Certificafle I§SU|ng Processi ng under Device
Manager Control] The processing for issuing a device public key

certificate by the device manager is described belowwth 20 reference to

Fig. 42 axdutdhe DEwbgequert tioawaigsindii idit ldad e eyutdHenm et epubl i ¢ key
certificate (CERT DEV) used for authenticating the entire device and for
per f or m mgstprotceysiarg kaseddn tHeved®s Cerheand Kdyes pay tidd davauldd ¢ key
certificate (CERT PAR) used for authentication and 25 verification. when
perform g tshernedodds iy davixes g inot rbbbivaara itdqpredtn tche device are
stored. The partition public key certificate (CERT PAR) can be stored in
each par petriform sommon ey desiheatiTee ideyiroe qras ingg keyhlsar t iKdmat e ( CERT
DEV) is stored 5 in the device key area (see Fig. 18), which is the nenory
ar ea frandded My e cddvice keayadgdhe mtxlrtelqmarrtaquaﬂrqmmr; cicket

(PRT) does not have to be stored if the device does not
perform the ticket checking processing using the common key.
Moreover, IRL_DEV: the revocation list (Revocation List
(Device ID)) in which the device identifiers (IDs) of the
10 revoked devices are registered, and CRL_DEV: the revocation
list (Revocation List (Certificate)) in which the public key
certificate identifiers (ex. serial number: SN) of the
revoked devices are registered do not have to be stored if
there is no revoked device when the device is issued, or if
15 the revocation lists are obtained by another source.
[B3.2. Public Key Certificate Issuing Processing under
Device Manager Control]
The processing for issuing a device public key
certificate by the device manager is described below with
20 reference to Fig. 42 and the subsequent drawings. 1In the
device, the device public key certificate (CERT DEV) used
for authenticating the entire device and for performing
processing based on the device, and the partition public key
certificate (CERT PAR) used for authentication and

25 verification when performing the processing on a specific



key certificate (CERT PAR) is stored in the partition key area (see Fig.
23), which is the nenory area managed by each partition manager. 10 The
device public key certificate (CERT DEV) is issued by a procedure for
providing the public key certificate issued by the certificate authority
(CA for DM (see Figs. 2 and 3) via the registration authority nmanaged by
the device mnager, and the database 222 (see Fig. 7) storing the 15
public key certificate (CERT DEV) issued by the registration authority
managed by the devi ce manager is mamagéd ~The partition public key
certificate (CERT PAR) is issued by a procedure for providing the public
key certificate issued by the certificate authority (CA for PM 20 (see

Figs. 2 gudtIftivnd itheHee@estircd i addiadd 1y menaget i hyord Rgaard i tion
manager, and the database 332 (see Fig. 9) storing the public key
certificaley (GERELRARtd SOERT PAR)hean e Hiatddnimudu idarimdiaged by the
partition manager is nmanaged. 25 A description is now given, with
ref erenceetto iR ghe 42vickd5 and 43, of a procedure for issuing the device
public key certificate (CERT DEV) to the device by the registration
aut hori ty nandpeddbyitkepdbiicekranagertifiketee (SERGNSEVY iamsng rede
issuing unit (DM (only the configuration of the 5 registration authority
(RA) of tiffe theyidey ipgndgpar dreashiea® Fia-hd Per twhidtaties dihehordnory CA), and
t he user device is shown
area managed by the device manager, and the partition public
key certificate (CERT PAR) is stored in the partition key
area (see Fig. 23), which is the memory area managed by each
partition manager.
10 The device public key certificate (CERT DEV) is issued
by a procedure for providing the public key certificate
issued by the certificate authority (CA for DM) (see Figs. 2
and 3) via the registration authority managed by the device
manager, and the database 222 (see Fig. 7) storing the
15 public key certificate (CERT DEV) issued by the registration
authority managed by the device manager is managed.
The partition public key certificate (CERT PAR) is
issued by a procedure for providing the public key
certificate issued by the certificate authority (CA for PM)
20 (see Figs. 2 and 3) via the registration authority managed
by the partition manager, and the database 332 (see Fig. 9)
storing the public key certificate (CERT PAR) issued by the
registration authority managed by the partition manager is

managed.

25 A description is now given, with reference to Figs. 42



in Fig. 44. As shown in Fig. 44, the control means 221 contains encryption
processi ng neans. The encryption processing is perforned by executing the
encryption 10 processing program under the control of the controller (CPU
(2111 in Fig. 8)). In Figs. 42 and 43, the processing of the CERT (public
key certificate) issuing unit of the registration authority managed by the
devi ce manager, and nore specifically, the 15 processing of the control
nmeans 221 of the device nanager shown in Fig. 7, is shown at the |eft
side, and the processing of the devidé5 s shown at the right side. In step
S351, the CERT issuing unit obtains user information of the device for
whi ch the device public key 20 certificate (CERT DEV) is to be issued,
pernmts (et &3 RES)a Wi deBHdNES i iGhf tidd cadwlcanshiensunas, a _
communi cation channel with the device. The user information of the device
for whi cleetrdid fdevdtee (@HAT ORAY teerdid idatiend GRTtHEegistatim i ssued can
be obtai ned by, for exanple, the data 25 generated when the device initial
regi st r atiudhaors yyemfaovaged by e ddvierenatansger . t Bhaisssl fgiwonsHiie user
address, the telephone nunber, the e-nmail address, etc. may be separately
obt ai ned anpngndiieeri ssouimee uriihe (WBr (ovflgr nEte cromfygurea t ioht aihechd rom t he
device after the communication channel 5 with the device is set. The
comupi c &SP teledriesl aviyhdrd ty  (RY| e forthe dehwisze emmagdcats arhatannel
t hrough whi ch data

the certificate authority (CA), and the user device is shown

in Fig. 44. As shown in Fig. 44, the control means 221
contains encryption processing means. The encryption
processing is performed by executing the encryption

10 processing program under the control of the controller (CPU
(2111 in Fig. 8)).

In Figs. 42 and 43, the processing of the CERT (public
key certificate) issuing unit of the registration authority
managed by the device manager, and more specifically, the

15 processing of the control means 221 of the device manager
shown in Fig. 7, is shown at the left side, and the
processing of the device is shown at the right side.

In step S351, the CERT issuing unit obtains user
information of the device for which the device public key

20 certificate (CERT DEV) is to be issued, permits (determines)
the issuing of the certificate, and ensures a communication
channel with the device. The user information of the device
for which the device public key certificate (CERT DEV) is to
be issued can be obtained by, for example, the data

25 generated when the device initial registration is performed.



can be sent and received. Then, in step S352, the CERT issuing unit sends
an authentication-data creation command containing a random 10 nunber to
t he device. Upon receiving the authentication data creation command (S361),
the device executes the digital-signature (S) generating processing (see
Fig. 12) by applying the device private key (PRI DEV) to the coupling
data of the received random nunber R and the device 15 identifier (I1Dm
(S362). The device sends the device ID _data (ID) and the signature (S) to
the CERT issuing unit. Upon receivrné4§hé ID data (IDm and the signature
(S) fromthe device (S353), the CERT issuing unit obtains the device
public key (PUB DEV) stored in the database DB(DEV) 20 222 by using the
recei vedadeeirae tibedat, a thieDms eas namgeantle keyr HiRlfEERT, itgsui ng unit then
executes the signature (S) verification processing (see Fig. 13) by

appl yi ngtehephobeanneiedevithe puhlhiid keyireRdB BEY). @E3b6Pe ddpaddely
signature (S) has not been successfully verified, it is 25 determ ned that
t he dat achgatintdobyt heodbeirc e ous ce . 14 Theumaeirh dm foethaddtom nmaiyd kiehe process
is termnated. If the signature (S) has been successfully verified, the
CERT i ss@pPigingidt freguédes delvd ceeptfithirc 4he amonromitcation dhemnBlY) 610 to
performthe issuing processing of the device 5 public key certificate

( CERT DEV}ths3b?) devheeddsi 66 thandger coseeinies tilpa ¢hanae lpuslyi dekay
certificate_ (CERT

cable or wireless communication channel through which data
can be sent and received.
Then, in step S$352, the CERT issuing unit sends an
authentication—data creation command containing a random
10 number to the device. Upon receiving the authentication-
data creation command (S361l), the device executes the
digital-signature (S) generating processing (see Fig. 12) by
applying the device private key (PRI DEV) to the coupling
data of the received random number R and the device
15 identifier (IDm) (S362). The device sends the device ID
data (ID) and the signature (S) to the CERT issuing unit.
Upon receiving the ID data (IDm) and the signature (S)
from the device (S353), the CERT issuing unit obtains the
device public key (PUB DEV) stored in the database DB (DEV)
20 222 by using the received device ID data (IDm) as a search
key. The CERT issuing unit then executes the signature (S)
verification processing (see Fig. 13) by applying the
obtained device public key (PUB DEV) (S355). If the
signature (S) has not been successfully verified, it is

25 determined that the data sent from the device is



DEV) issued by the certificate authority 610 (S358), and sends it to the
device (S359). Upon receiving the device public key certificate (CERT 10
DEV) fromthe device nanager (registration authority), the device verifies
the signature of the received device public key certificate (CERT DEV) by
using the public key (PUB CA(DEV)) of the certificate authority that is
prestored in the device key area. That is, the public key certificate is
15 provided with a signature created y7the private key of the certificate
authority (see Fig. 11), and this sig dt’ure is verified (S366). If the
signature verification has failed, it is determ ned that the public key
certificate is not an 20 authorized certificate, and an error nessage is
sent to tneut@GERT ziess diatg urind (E2BProdesd hes Hegmainatwedierificati on has
succeeded, the device conpares the device public key (PUB DEV) stored in
the device publ tbekeygoettirti ¢& ehaEEREeDEY)1cwietsls fuild ydeeird€ 128, publ i ¢ key
(PUB DEV) stored in the device (S382). If the - 148 two keys do not
coi nci de thiet KERICH seliang, vard temegueasdssdde der tsidhitcatendiuttharhiesyt WEAKeys
coincide with each other, the device public key certificate (CERT DEV) is
stored i Aorh@M) délilcdok@prdoam (thee iFisginmgpR38P)inBaffortd a Ifeviismui ng of
5 the_ device public key certificate (CERT DE\Q the public key (PUB DEV)
created BYPLRE &8V certd fdcaited (CRRThDEVAr e 3%d The device
manager receives the device public key certificate (CERT
DEV) issued by the certificate authority 610 (S358), and
sends it to the device (S359).
Upon receiving the device public key certificate (CERT
10 DEV) from the device manager (registration authority), the
device verifies the signature of the received device public
key certificate (CERT DEV) by using the public key (PUB
CA(DEV)) of the certificate authority that is prestored in
the device key area. That is, the public key certificate is
15 proVided with a signature created by the private key of the
certificate authority (see Fig. 11), and this signature is
verified (S366).
If the signature verification has failed, it is
determined that the public key certificate is not an
20 authorized certificate, and an error message is sent to the
CERT issuing unit (S385).
If the signature verification has succeeded, the device
compares the device public key (PUB DEV) stored in the
device public key certificate (CERT DEV) with the device

25 public key (PUB DEV) stored in the device (S382). If the



when the authorized device public key certificate (CERT DEV) is issued,
the public key (PUB DEV) is overwitten by the device public key
certificate (CERT DEV). 10 Upon conpletion of the storage of the device
public key certificate (CERT DEV), the device sends a storage conpletion
nmessage to the CERT issuing unit (S384). The CERT issuing unit receives
the storage conpletion nessage (S371), and determ nes whether the storage
processi ng has 15 been successfully fini shed (S372). The CERT issuing unit
then conpletes the process. If it cantd® Be determined that the stor age
processi ng has been successfully finished, the process is termnated as an
error. Fig. 45 illustrates the data sending and receiving 20 processing
anong t hewentkdyisesio suah @as rdieiedenitte amrtagethe 2003n tdwer dleviness g, and
the certificate authority (CA) 610, when perform ng the processing for

i ssui ng tifse saet ,cearpubilfi chekeywar eretyi | axaitres {dEERTL E\aciThetprocedsd ng i S
executed in the order of Nos. 1 to 14 25 in Fig. 45. Process No. 1 in

whi ch t helegdviec @urdnay&e 2 @@ rt if4ga twht GBRT tIV)deds cetdmhtirdf idgre (1 D) and
the device public key (PUB DEV) fromthe device 100 and process No. 2 in
which tKevded &kev daed fisee Fidy 18 r&f &tler ePafearexdrutiabiing tae
initial registration by the device manager. 5 The b_E)rocedure for issuing the

devi ce pUihs davdre @aliifg dgve QECHRT RADe stEFRS FF0Om prite P Nss }Y 3. The

(PUB DEV) created by the device is stored in this area, and
when the authorized device public key certificate (CERT DEV)
is issued, the public key (PUB DEV) is overwritten by the
device public key certificate (CERT DEV).

10 Upon completion of the storage of the device public key
certificate (CERT DEV), the device sends a storage
completion message to the CERT issuing unit (S384). The
CERT issuing unit receives the storage completion message
(S371), and determines whether the storage processing has

15 Dbeen successfully finished (S372). The CERT issuing unit
then completes the process. If it cannot be determined that
the storage processing has been successfully finished, the
process is terminated as an error.

Fig. 45 illustrates the data sending and receiving

20 processing among the entities, such as the device manager
200, the device 100, and the certificate authority (CA) 610,
when performing the processing for issuing the device public
key certificate (CERT DEV).

The processing is executed in the order of Nos. 1 to 14

25 in Fig. 45. Process No. 1 in which the device manager 200



devi ce manager obtains the client information fromthe device. 4. The
client information is registered (which is not necessary if the client
information is already 10 registered). 5. The device identifier (IDn) is
obtained fromthe device. 6. The corresponding public key (PUB DEV) is
obt ai ned by searching the database based on the obtained device identifier
(IDM. 7. Authentication processing between the device and the device
manager is performed. 15 This processi % is omtted in the processing shown
in Figs. 42 and 43. In Figs. 42 and &g, Since the signature is verified
when obtaining the device identifier (1D fromthe device, the
authentication is omtted by checking the data sent and received between

t he i ssuiobgaimist thed delre cdevideat 20 & t (TEOm)t kendsitdreatdave aeergdbldat i on in
Figs. 42 and 43 or the authentication in Fig. 45, or both processings are
desi r abl xeypdPUgr PEY.) Detoai [theofdettieceatitdiednid ginare g 0tessd nip adtelch

di scussed below in Section B.4. Partition Manager Managenent Processing.
25 8. A tégudstvirce ilsenditffierdeMiDoe pusblbeay deye st tafe catecutekbln i s made
fromthe device manager to the certificate authority. 9. The device public
key cert ithiec 4nd tlEERT eDEWL riad- igandwvattée demi.ceDataaragfent.he generated public
key certificate is registered by the certificate authopiti (CA. 11. The 5
publ it key cefhefpPeacedpsedferr ibanéaof itbm cr¥icer pubilégt €evaut hority (CA)

610 to the device manager 200. 12. The
certificate (CERT DEV) starts from process No., 3. 3. The

device manager obtains the client information from the
device. 4. The client information is registered (which is
not necessary if the client information is already

10 registered). 5. The device identifier (IDm) is obtained
from the device. 6. The corresponding public key (PUB DEV)
is obtained by searching the database based on the obtained
device identifier (IDm). 7. Authentication processing
between the device and the device manager is performed.

15 This processing is omitted in the processing shown in Figs.
42 and 43. 1In Figs. 42 and 43, since the signature is
verified when obtaining the device identifier (IDm) from the
device, the authentication is omitted by checking the data
sent and received between the issuing unit and the device.

20 Either the signature verification in Figs. 42 and 43 or the
authentication in Fig. 45, or both processings are desirably
performed. Details of the authentication processing are
discussed below in Section B.4. Partition Manager Management
Processing.

25 8. A request to issue the device public key certificate



dat abase of the device nmanager is updated (registering the
public-key-certificate issued information). 13. The device public key
certificate (CERT DEV) is sent fromthe device 10 manager to the device.
14. The device public key certificate (CERT DEV) is stored in the device:
it is stored in the device key area, as discussed above. According to the
above-descri bed processing, the device obtains the device public key
certificate (CERT DEV) and 15 stores it |n the nenory. The data storage
configuration of the individual bl 5ck9%f t he menory after the device
public key certificate (CERT DEV) is stored in the device key storage
area of the nenory is shown in Fig. 46. Fig. 46 illustrates the

manuf act urse madeorfmin athdl dekicd hratleye cet@0thanagenedit caiboaimhben thl. ock,
t he public-key device key definition block (PUB), the conmon-key device
key defi ®i.tiThve devdcle (f@dninon)kewrncethief dexvtee (KRERTaDEW) Whi genkaweebeen
di scussed with reference to Figs. 6, 14 through 18. At this point,
partitiodd .aPetroff dheedrene teiedmpvirljic X2y rcehe dedtoe dkey area shown in
Fig. 46, the device - 151 public key certificate (CERT DEV) is stored.
Bef ore t Wegiisgsuieny bof thite ceeHidd qaulst iao: theyr ider t (GA)cat e Y .CERR DEV), the
public key (PUB DEV) created by the device is stored in this area, and
upon ? ec®WilAG ey gevitdd inaie ¢ skelf steritariachtieom (CERTRWELqate publ i ¢

key (PUB DEV) is overwitten by the device public key certlflcate ( CERT
DEV) . | f auithiogity (CA) 610 to the device manager 200 12.

database of the device manager is updated (registering the
public~key-certificate issued information). 13. The device
public key certificate (CERT DEV) is sent from the device

10 manager to the device. 14. The device public key
certificate (CERT DEV) is stored in the device: it is stored
in the device key area, as discussed above.

According to the above-described processing, the device

obtains the device public key certificate (CERT DEV) and

15 stores it in the memory. The data storage configuration of
the individual blocks of the memory after the device public
key certificate (CERT DEV) is stored in the device key
storage area of the memory is shown in Fig. 46. Fig. 46
illustrates the manufacture information block, the device

20 management information block, the public-key device key
definition block (PUB), the common-key device key definition
block (Common), and the device key area, which have been
discussed with reference to Figs. 6, 14 through 18. At this
point, partitions are not formed in the memory.

25 In the device key area shown in Fig. 46, the device



necessary to change the pointer, the size, and the managenent data b this
updating processing, they are also updated. 10 [B4. Partition Manager
Managenment Processing] The partition nmanager nanagenment processing is
descri bed bel ow. The processing to be executed before the start of the use
of the device is discussed. The processing to be executed before the start
of the use of the device 15 includes the setting of partitions in the
device nmenory and the issuing of the_partition public key certificate
(CERT PAR) to the device. Details of 'PRese processings are as follows.
The partition setting processing includes nutual authentication processing
(device authentication or 20 partition authentication) between the device

and the ppaitict key werageicadrd (OPRTODEASIisNG e/ er idafidie e integrity
of the partition registration ticket (PRT). Basically, the partition
del et i onipsodessiofg then deeiexepuibdd c &egordimg ficait e @ERIUDEWI,Mdny to
the partition creation. 25 Accordingly, the partition deletion processing
is al so pub32c #eycUPIBd DB owrteageidhdry wihteh devel qearits tdtareey dat ithis
processing. [B4.1. Partition Setting Registration and Deletion Processing
Usi ng Paﬁ?ﬁﬁhoﬁnﬁegpgpraﬁh@nVIMQkéme(ER?ﬂQﬁumubl#i!kﬁﬁldenyimwmwgﬁr
Control] A description is first given of the partition setting
5 (CERT DEV), the public key (PUB DEV) is overwritten by the
device public key certificate (CERT DEV). If it is
necessary to change the pointer, the size, and the
management data b this updating processing, they are also
updated.
10 [B4. Partition Manager Management Processing]
The partition manager management processing is
described below. The processing to be executed before the
start of the use of the device is discussed. The processing
to be executed before the start of the use of the device
15 includes the setting of partitions in the device memory and
the issuing of the partition public key certificate (CERT
PAR) to the device. Details of these processings are as
follows. The partition setting processing includes mutual
authentication processing (device authentication or
20 partition authentication) between the device and the
partition manager, and the processing for verifying the
integrity of the partition registration ticket (PRT).
Basically, the partition deletion processing can be executed

according to a procedure similar to the partition creation.

25 Accordingly, the partition deletion processing is also



regi stration and del etion processing using the partition registration
ticket (PRT) (see Fig. 26) with reference to the flow of Fig. 47 and ot her
drawi ngs. As di scussed above, 10 the partition setting processing includes
the nutual authentication processing (device authentication or partition
aut henti cati on) between the device and the partition nanager, and the
verification processing for the integrity of the partition registration
ticket (PRT). These 15 processings are.,al so discussed. The partition
setting registration processing and™ &geefion processing flow shown in Fig.
47 is described below. In Fig. 47, the processing of a partition
creation/deletion wunit of the partition nmanager is shown at the |eft side,
and 20 t kig spuecesss beg oof tidye thhed oel tsehdipgprti)tion showatiain t he ri ght
side. The partition creation/deletion unit of the partition manager is a
unit tharomessead.and wite data fromand into the device (ex. a
reader/witer or a PC as a device access unit), and corresponds to the
reader/witer [B3.shoRArcatEpry. Se0tingi Regdeitvesign vnd detietdoaccess unit.
- 153 An overview of the partition creation/deletion processing is first
di scussed fRICEF Si@PeVeAEY P& tHig 1Ay Reghid tgattdiars Torckathel AR wingled
processings included in the partition creation/deletion processing are
sequeht i FARF1diooy YSBR IR/ IR 41X ldrence to the flows of Fig. 48 and the

subsequent draw ngs., . , i . o )
A desCription is first given of the partition setting

registration and deletion processing using the partition
registration ticket (PRT) (see Fig. 26) with reference to
the flow of Fig. 47 and other drawings. As discussed above,
10 the partition setting processing includes the mutual
authentication processing (device authentication or
partition authentication) between the device and the
partition manager, and the verification processing for the
integrity of the partition registration ticket (PRT). These
15 ©processings are also discussed.
The partition setting registration processing and
deletion processing flow shown in Fig. 47 is described below.
In Fig. 47, the processing of a partition creation/deletion
unit of the partition manager is shown at the left side, and
20 the processing of the device (see Fig. 5) is shown at the
right side. The partition creation/deletion unit of the
partition manager is a unit that can read and write data
from and into the device (ex. a reader/writer or a PC as a
device access unit), and corresponds to the reader/writer

25 shown in Fig. 10, which serves as the device access unit.



First, in steps S401 and S410 of Fig. 47, the nutual authentication
processing is perfornmed between the partition creation/deletion unit and

t he device. Between the two 10 neans for perform ng data sendi ng and
receiving, it is first checked with each other whether they are authorized
data conmmuni cation neans, and then, data transfer is perfornmed according
to the necessity. The nmutual authentication processing is to check whet her
the other party is authorized 15 data comunication neans. In one of the
preferable data transfer nethods i m te mutual aut hentication pr ocessi ng,
a session key is created, and data is encrypted by using the session key
as the common key. Then, the data is transferred. 20 In the nutual

aut hent i qat icrepricnessi nhd pdheEL sikat eteDfLdhAdPreseht prvesdd ony Levi ce
aut hentication or partition authentication is perfornmed. A conmon key

syst em orfixrstpubldsaudemyd syisttenrd e neserk foy Bie. deEVj cendwddeati<adf on or

the partition key authentication, which is discussed bel ow. 25 The

processi njne g rivk vehdamut ek e sisngritiratl udedb4in atidepd i tiatic@n processing i s
determ ned by: * Authentication Flag: the flag indicating whether nutual
aut hent i cateadri o Ade tetel ae i e 6 555 ey i te s fprenisi gly tdhes ¢duskest (wiirtd 5 *
Aut henti cation Type: the type of nmutual authentication (public key
autheﬁti(ﬁﬁﬁQQEHQQNﬁﬁﬂfhéa lows of Fig. 48 and the subsequent

drawings.

First, in steps S401 and S410 of Fig. 47, the mutual
authentication processing is performed between the partition
creation/deletion unit and the device. Between the two

10 means for performing data sendiﬁg and receiving, it is first
checked with each other whether they are authorized data
communication means, and then, data transfer is performed
according to the necessity. The mutual authentication
processing is to check whether the other party is authorized

15 data communication means. In one of the preferable data
transfer methods in the mutual authentication processing, a
session key is created, and data is encrypted by using the
session key as the common key. Then, the data is
transferred.,

20 In the mutual authentication processing in the system
of the present invention, device authentication or partition
authentication is performed. A common key system or a
public key system is used for the device authentication or
the partition key authentication, which is discussed below.

25 The processing to be executed as the mutual



aut hentication, or either type (Any)) of the device; of the partition
registration ticket (PRT) (see Fig. 26) to be used. |If the authentication
processing has failed (No in 10 steps S402 and S411), it neans that it
cannot be verified that the two neans are authorized device and unit.
Accordi ngly, the subsequent processing is not executed, and the process is
termnated as an error. |f the authentication processing has succeedéed, the
15 partition creation/deletion unit sends the partition registration
ticket (PRT) to the device. The parfitP4n~ registration ticket (PRT) is the
ticket issued by the partition registration ticket (PRT) issuing neans
(PRT Issuer) managed by the device manager to the partition 20 nanager in
r esponse atu@hantegaesonl pamdeds ipay tist idytgrmiiagey by :The partition
registration ticket (PRT) is the access control ticket for the device, and
has t he above*daschéhedcadabva Fongat thenftilgyr dhdarashawnwhethieg. 26. Wien
the partition registration ticket (PRT) is sent to 25 the ticket user, the
publ i c kewtoedt efuitbend i(CBERPNPRIIth dthe dEBS ce hies parduitiesh froegivstimat | on
ticket (PRT) issuing neans (PRT |Issuer) is sent together if the public key
syst em i $heerplcdpdd. aTide attribute of the public key certificate

(CERT PRTI) of the PRT issuing neans coincides with the 5 identifier
(PRTIT) of thé& pukberibratégnsTyrer ofihei ke ofPRWEUBdsui ng means (PRT

User).
) authentication (public key authentication, common key

authentication, or either type (Any)) of the device; of the
partition registration ticket (PRT) (see Fig. 26) to be used.
If the authentication processing has failed (No in
10 steps 5402 and S411), it means that it cannot be verified
that the two means are authorized device and uhit.
Accordingly, the subsequent processing is not executed, and
the process is terminated as an error.
If the authentication processing has succeeded, the
15 partition creation/deletion unit sends the partition
registration ticket (PRT) to the device. The partition
registration ticket (PRT) is the ticket issued by the
partition registration ticket (PRT) issuing means (PRT
Issuer) managed by the device manager to the partition
20 manager in response to a request from the partition manager.
The partition registration ticket (PRT) is the access
control ticket for the device, and has the above-described
data format configuration shown in Fig. 26.
When the partition registration ticket (PRT) 1is sent to

25 the ticket user, the public key certificate (CERT_PRTI) of



Upon receiving the partition registration ticket (PRT) (S412), the device
verifies the integrity of the ticket and also checks the user (S413). The
integrity verification 10 processing of the ticket is perforned by using
the MAC checking of the common key systemor the signature verification
processi ng of the public key system The user checking is perfornmed by
verifying the integrity of the entity (ticket user) that has sent the
ticket, and, after 15 the nutual aut_hzlgtéi cation has succeeded, it is
determ ned whether the ID data of th ntity and the ticket user
identifier (see Fig. 26) recorded in the ticket coincide wth each other.
These processings are discussed in detail below. 20 In the device, if the
i ntegrityhef palre itdee redyitstodeati on( RREEkeand( AR aildsheirtg cdansof (RR®E user
cannot be successfully verified (No in S414), a partition registration

ti cket (REBuerdcept isemteroogretiher dforthed rtud ltile kxayr tagtdtomm is
creation/deletion unit (S418). If the integrity of the 25 ticket and the
aut hent i empy ogfedt-he Tirse ra tarrd brdrel foifedheyaibliic ke cegalidficatepartition is
created or deleted in the device nenory according to the rules indicated
in the r d6EBRTe®RTIar 0ft itde FP&RJ sitssatiingh maadiCetciPRMdeDetidilt sshef thi s
processing are al so di scussed below by using a different 5 flow. If the

parti?i oAden&adilew RGN r FoEs Fafg fidoT registration ticket

(PRT) issuing means (PRT User).

Upon receiving the partition registration ticket (PRT)
(S412), the device verifies the integrity of the ticket and
also checks the user (S413). The integrity verification

10 processing of the ticket is performed by using the MAC
checking of the common key system or the signature
verification processing of the public key system. The user
checking is performed by verifying the integrity of the
entity (ticket user) that has sent the ticket, and, after

15 the mutual authentication has succeeded, it is determined
whether the ID data of the entity and the ticket user
identifier (see Fig. 26) recorded in the ticket coincide
with each other. These processings are discussed in detail
below.

20 In the device, if the integrity of the received ticket
(PRT) and the authenticity of the user cannct be
successfully verified (No in S$414), a partition registration
ticket (PRT) reception error is reported to the partition
creation/deletion unit (S418). If the integrity of the

25 ticket and the authenticity of the user are verified (Yes in



succeeded according to the description of the partition registration
ticket (PRT) (Yes in $416), it is reported to the partition
creation/deletion unit that the PRT reception 10 has succeeded (S417). If
the partition creation/deletion processing has failed (No in $S416), a PRT
reception error is reported to the partition creation/deletion unit

(S418). The partition creation/deletion unit receives the PRT reception
result (S404), and identifies the PRT _processing 15 result. If the PRT
reception result indicates an error'(ﬁ§6iﬁ S405), the process is term nated
as an error. If the PRT reception result indicates a success (Yes in
$S405), and if the processing is the partition creation processing, the
partiti og4ildit,i al pdattd tionwiist teratsdDer SEIRDtedetmidie afetltd he witing
processing of the initial data are described below by using a different
flow. |f melhe ryamrtddorainignittol adhe datleshdndieertent iirt ethe arebdifvdche PRT
reception result indicates a success (Yes in $S405) and if the processing
is the parttitiiom delgetsitor ioocasisikeg, @PRBssi detdida aomidmd 25 is sent
and received (S407, S420). Then, the authentication - 157 table created in
t he devi p&oicesgiisgarded alS2 D s carsd ehéd e lmvodes 319 ing @l idi feerifthe
authentication table is created for the nutual authentication processing
in stepsf$291t and S410 and details are discussed bel ow. 5 As di scussed

above, by using the partition registration ticket (PRT), a new partition
is created inIghEh8e9F6E15ﬁ°n creation/deletion processing has

succeeded according to the description of the partition
registration ticket (PRT) (Yes in S416), it 1s reported to
the partition creation/deletion unit that the PRT reception
10 has succeeded (S417). If the partition creation/deletion
processing has failed (No in S416), a PRT reception error is
reported to the partition creation/deletion unit (S418).
The partition creation/deletion unit receives the PRT
reception result (S404), and identifies the PRT processing
15 result. TIf the PRT reception result indicates an error (No
in S405), the process is terminated as an error. If the PRT
reception result indicates a success (Yes in S$S405), and if
the processing is the partition creation processing, the
partition initial data is written (8406, S419). Details of
20 the writing processing of the initial data are described
below by using a different flow. If the partition initial
data has been written, and if the PRT reception result
indicates a success (Yes in S405) and if the processing is
the partition deletion processing, a session clear command

25 is sent and received (5407, $420). Then, the authentication



the created partition is deleted fromthe device. The nutual

aut henti cation processing ($S401, $410), the ticket verification and user .
checking (S413), the partition 10 creation and del eti on processing (S415),
and the partition initial data witing processing (S406, S419) included in
the processing shown in Fig. 47 are described in detail below (Mitual

Aut henti cati on Processing) The nmutual authentication processing executed in
steps 15 S401 and S410 in Fig. 47 is _discussed bel ow. The subsequent

nmut ual aut hentication processing can d°Jo e performed in the device
access processing using a different ticket, such as the file registration
ticket (FRT), the service permssion ticket (SPT), or the data update

ti cket (Ddble fcre2l-aredes sarey . dekhied |iow difs ddwdenit (842 But hatd itad | on
processing is shown in Fig. 48. In Fig. 48, the processing of the

aut hent i gatocgssurig apimptlree quhr t iTHeorRutdraygercd sighovablad therdafdd si de,
and the processing of the device (see Fig. 5) is 25 shown at the right

si de. Thdcautthentriudatd louiiientgfcation pEgegmimg tirors tapaded0] sarad uni t

that can read and wite data fromand into the device (ex. a reader/witer
or a PC &418 agelidetaddesyrauniitscusaad msslavhe configuration of a
reader/witer, such as that shown in Fig. 10. 5 In step S431 of Fig. 48,

t he atit henti cAfi BASGHEECHe a8 VEanBYdEEPM 16 PRe tdiitivaniegititen tippe

requi red for usi np% . , ) ,
ticket (PRT), a new partition is created in the device or

the created partition is deleted from the device. The
mutual authentication processing (S401, S410), the ticket
verifiéation and user checking (S413), the partition

10 creation and deletion processing (S415), and the partition
initial data writing processing (S406, S419) included in the
processing shown in Fig. 47 are described in detail below.

(Mutual Authentication Processing)

The mutual authentication processing executed in steps

15 S401 and S410 in Fig. 47 is discussed below. The subsequent
mutual authentication processing can also be performed in
the device access processing using a different ticket, such
as the file registration ticket (FRT), the service
permission ticket (SPT), or the data update ticket (DUT) if

20 necessary.

The flow of the mutual authentication processing is
shown in Fig. 48. 1In Fig. 48, the processing of the
authentication unit of the partition manager is shown at the
left side, and the processing of the device (see Fig. 5) is

25 shown at the right side. The authentication unit of the



the partition registration ticket (PRT) fromthe ticket. The
aut hentication node is not restricted to the authentication type indicated
in the ticket, and the device 10 authentication or the partition
aut hentication may be determ ned according to the type specified by the
access unit (ex. reader/witer). The determ ned authentication type is
i ndicated by A(1l) through A(n). Various authentication processing nodes
can 15 be set in the partition setting registration or deletion processing
using the partition registration ti c“ké%s( PRT). For exanple, for the
partition registration setting, device authentication is required for the
device. For the partition deletion, both the device authentication and the
20 parti tgaoft iaditdie idaneaidrons shivtiid scHat ddre pedd ididnvdtiocdelawkel eted, are
requi red. Accordingly, it is possible to indicate that either
aut hent i datonoranidy devtics thequiavedeor (ot e mHdetwiciate oot W et atre & equi red
in the partition registration ticket (PRT) according to the processing.
The 25 autdvamta eatdess tuhe)r,eqund éd s athausiaryf idwerdARon of redi cated - 159
in [Authentication Type] of the partition registration ticket (PRT), and
t he aut herstaideat/ivori et sueddssarithatdetharwn nigs Bde. alt henti cation type
required for using the partition registration ticket (PRT) fromthe
ti cke?, and 5ldefitapsSttRe aft Féati d8ti dheprytdssitigapioneduid asans ) :
A(1) through A(n) .

and determines the authentication type required for using

the partition registration ticket (PRT) from the ticket.
The authentication mode is not restricted to the
authentication type indicated in the ticket, and the device
10 authentication or the partition authentication may be
determined according to the type specified by the access
unit (ex. reader/writer).
The determined authentication type is indicated by A(1l)
through A{(n). Various authentication processing modes can
15 Dbe set in the partition setting registration or delétion
processing using the partition registration ticket (PRT).
For example, for the partition registration setting, device
authentication is required for the device. For the
partition deletion, both the device authentication and the
20 partition authentication, which is for the partition to be
deleted, are required. Accordingly, it is possible to
indicate that either authentication type is required or both
authentication types are required in the partition
registration ticket (PRT) according to the processing. The

25 authentication type required for using the PRT is indicated



In step S432, the authentication unit reads the first authentication
processing type A(1l), and determ nes whether the authentication type A(l)
is device authentication or 10 partition authentication (S433). If it is
device authentication, device authentication is executed (S434, $S441). |If
it is partition authentication, partition authentication is executed
(S435, S442). |If authentication has not succeeded after perform ng

aut henti cati on processing 15 with the device, the process is term nated as
an error. If authentication has succdeded, i is increnented in step S437,
and the process returns to step S433. Then, the subsequent authentication
type is determ ned and authentication is executed according to the

aut hent i dat i [ there 1 G2 Oryedc esfs i 11ge |15a exetidedr g oem Aot hr ough A(n),
and when all the authentications have succeeded, the process proceeds to

t he subseguek®t S(ERT)  Thendenie e siidrenidaatdmmmpiocessddcans descri bed
below with reference to the flow of Fig. 49. In Fig. 49, the 25 processing
of a devidedeamimest itdet icorthenittiaftidre pard iteqni red 6fbr neagertis shown at
the left side, and the processing of the device (see Fig. 5) is shown at

t he ri ghttaditdEiomhe afehsitoa tian Heimkatat (RRT)urf tomofthdet pairdt t iand manager is
aunit that can read and wite data fromand into the device (ex. a 5

r eade?/ wdafdmesr tdep@uharte ahdiiiate RIAESSS T thLoeathtesas thel) :

configuration of a reader/witer, such as that shown in
A(l) through A(n).

In step S432, the authentication unit reads the first
authentication processing type A(l), and determines whether
the authentication type A(l) is device authentication or

10 partition authentication (S433). If it is device
authentication, device authentication is executed (S434,
S5441) . 1If it is partition authentication, partition
authentication is executed (S435, S442). If authentication
has not succeeded after performing authentication processing

15 with the device, the process is terminated as an error. If
authentication has succeeded, i is incremented in step S437,
and the process returns to step S433. Then, the subsequent
authentication type is determined and authentication is
executed according to the authentication type. Such

20 processing is executed from A(l) through A(n), and when all
the authentications have succeeded, the process proceeds to
the subsequent step.

The device authentication processing is described below
with reference to the flow of Fig. 49. 1In Fig. 49, the

25 processing of a device authentication unit of the partition



Fig. 10, which serves as the device access unit. In step S451, the device
authentication unit determnes based on the partition registration ticket
(PRT) whether a 10 public key systemusing a public key is to be enpl oyed
for the device authentication processing. The device authentication is
performed by either the public key system or the comon key system and
the execution type is indicated in the ticket. 15 If the common key system
is specified, steps S452 through S455, and steps S461 through S465 of Fig.
49 are not executed, and the proceSs l|§rooc‘eeds to step S456. If the public
key systemis specified, the device authentication unit sends a public-key
device authentication start command 20 to the device in step S452. Upon
recei vi ngathgerommartonwS4&1 )thd he ftewick defwl nineMeidamd her dawd ce
public key certificate (CERT DEV) is stored by referring to the public-
key devi devitey defdeniftignn 501 dek stwee Ritg.thkb)riafht heidlevi cme MRAAIGE (S462) .
I f the device public key certificate (CERT 25 DEV) is not stored, the
mut ual agutéenitdaritdenofuntifte qfuliihiec parifilt i deeynasysieam icannain ixe w@xecut ed,
and the process is terminated as an error. If it is determned that the
devi ce p&Bii &eRely anglemriiftiec glaga( CERM BEY) it cstidredievitesteps. $453 and
S463, 5 the mutual authentication and key sharing processing is perforned
by us? ng FERESFUMINiLESKeprcar BC peattde syddepypadess unit), and has
the configuration of a reader/writer, such as that shown in
Fig. 10, which serves as the device access unit.
In step S451, the device authentication unit determines
based on the partition registration ticket (PRT) whether a
10 public key system using a public key is to be employed for
the device authentication processing. The device
authentication is performed by either the public key system
or the common key system, and the execution type is
indicated in the ticket.
15 If the common key system is specified, steps S452
through S455, and steps S461 through S465 of Fig. 49 are not
executed, and the process proceeds to step S456. If the
public key system is specified, the device authentication
unit sends a public-key device authentication start command
20 to the device in step S452. Upon receiving the command
(5461) , the device determines whether the device public key
certificate (CERT DEV) is stored by referring to the public-
key device key definition block (see Fig. 16) of the device
memory (S462). If the device public key certificate (CERT

25 DEV) is not stored, the mutual authentication of the public



devi ce- manager certificate authority (CA(DEV)). The nutual authentication
and key sharing using the public key systemis described below wth
reference to Fig. 10 50. Fig. 50 illustrates the mutual authentication
sequence using a 160-bit-length elliptic curve cryptosystem (ECC), which
is a public key cryptosystem Although in Fig. 50 ECC is used as the
public key cryptosystem another type of public key cryptosystem may be
enpl oyed. Al so, the key size 15 does not have to be 160 bits. In Fig. 50, B
generates a 64- bit random nunber RA, 1&td sends it to A A receives the
random nunber Rb and generates a new 64-bit random nunber Ra and a new
random nunber Ak, which is smaller than the <characteristic p. Then, the
poi nt Av kiey G3lstitimatcachinon 2@ mydduydad nairddecthaserqoidy G ek lddedE Ak X

G, and the digital signature A Sig for the Ra, Rb, and Av (X coordinate
and Y coersdiamategrors generated. A then sends the digital signature A Sig
to B together with the public key certificate of A Since Ra and Rb have
each 64 bits, Idndt25st HetXrmoordi nhee ahe tewi¥ecpobdiimakeyof Av each have
160 - 162 bits, a digital signature for a total of 448 bits is generated.
When usi §§rthd igatlel dOERT &&Wi fliscattorache nsatenseri4iksanthe iyt al
signature of the public key certificate 5 by using the public key of the
publ i & ké¥ec 8tivupile audhiesddicnd iom kad tey el e duscasfingsdrs After
succeedi n
ﬁ%rformed by using the public key certificate issued by the
device-manager certificate authority (CA(DEV)).
The mutual authentication and key sharing using the
public key system is described below with reference to Fig.
10 50. Fig. 50 illustrates the mutual authentication sequence
using a 160-bit-length elliptic curve cryptosystem (ECC),
which is a public key cryptosystem. Although in Fig. 50 ECC
is used as the public key cryptosystem, another type of
public key cryptosystem may be employed. Also, the key size
15 does not have to be 160 bits. In Fig. 50, B generates a 64-
bit random number Rb, and sends it to A. A receives the
random number Rb and generates a new 64-bit random number Ra
and a new random number Ak, which is smaller than the
characteristic p. Then, the point Av is calculated by
20 multiplying the base point G by Ak (Av = Ak X G), and the
digital signature A. Sig for the Ra, Rb, and Av (X
coordinate and Y coordinate) is generated. A then sends the
digital signature A. Sig to B together with the public key

certificate of A. Since Ra and Rb have each 64 bits, and

25 the X coordinate and the Y coordinate of Av each have 160



in authenticating the digital signature, the user extracts the public key
fromthe public key certificate and utilizes it. Accordingly, it is
necessary that all the users of the 10 public key certificate possess the
common public key of the public key certificate issuing authority (CA).
The wverification nmethod of the digital signature has been discussed with
reference to Fig. 13, and details thereof are thus omtted. 15 Upon
receiving the public key certificate g%zA, Ra, Rb, Av, and the digital
signature A. Sig, B deterni nes whethe Rb sent fromA coincides with Rb
generated by B. After determnation, if two Rb coincide wwth each other, B
verifies the digital signature of the public key certificate 20 of A by
usi ng theipsbl iac ddey tafl tsHemeenitref ifoat @ alstdadr idfy,44@nsd @xtiraact s the public
key of A. Then, B verifies the digital signature AL Sig by using the
extract edepelpkitedkey of A After succeeding in the verification of the
digital signature, B determnes that Ais authenticated. 25 Then, B
gener at es a r@hdomaungeth8kpubhichkey semlliédcateg3 thehasetrhe
characteristic p. Then, the point By is calculated by mltiplying the base
poi nt G B¢rBEieBy tBeBRigitpl sidgnehfarediodi ttdle givgidiaurkeyB.ceSity flioatRb, Ra,
and §¥ (X coordinate and Y coordinate) is generated. B sends the digital 5
si gnat ur @YBUSEPG t§earudddch&eyncth thige Dyilicc Mesy cagdrithiidadat e of B.
issuing authority (CA) owned by the user. After succeeding
in authenticating the digital signature, the user extracts
the public key from the public key certificate and utilizes
it. Accordingly, it is necessary that all the users of the
10 public key certificate possess the common public key of the
public key certificate issuing authority (CA). The
verification method of the digital signature has been
discussed with reference to Fig. 13, and details thereof are
thus omitted.
15 Upon receiving the public key certificate of A, Ra, Rb,
Av, and the digital signature A. Sig, B determines whether
Rb sent from A coincides with Rb generated by B. After
determination, if two Rb coincide with each other, B
verifies the digital signature of the public key certificate
20 of A by using the public key of the certificate authority,
and extracts the public key of A. Then, B verifies the
digital signature A. Sig by using the extracted public key
of A. After succeeding in the verification of the digital

signature, B determines that A is authenticated.

25 Then, B generates a random number Bk, which is smaller



Upon receiving Ro, Ra, By, and the digital signature B. Sig, A determ nes
whet her Ra sent fromB coincides with Ra generated by A After
determnation, if two Ra coincide 10 with each other, A verifies the
digital signature of the public key certificate of B by using the public
key of the <certificate authority, and extracts the public key of B. Then,
A verifies the digital signature B. Sig by using the extracted public key
of B. After succeeding in the 15 verification of the digital signature, A
determines that B is authenticated.” 63 e authentication of both A and B
has succeeded, B calculates Bk X Av (since Av is the point on the elliptic
curve, the scal ar product calculation on the point on the 20 elliptic curve
i 'S requiretn tiheUEh Bl dtse @ SERIGN NSS! ) . thansh M€ al e U at@s) Ak 26 By -

Then, the lower 64 bits of the X coordinate of these points are used as

t he sessibgn mAyt,ipiwhineh the st fryidthe supsaqueRt @ERUNI®At 0 ((hen a
64- bit common key is used for the common key cryptosystem. 25 The session
key may i gjenrdr atiethanurehes .Y apritimate, rmnd and®v thedomeindd bits do

not have to be used for the session key. |In the private conmunication
after nutamal Yautcvertiingdte)on,s tdendnragresii t tB reprddd aches diofitorill y encrypt ed,
but also may be provided with a digital signature. 5 If the illegalities

or the i mdamsitstrend.eSiar €9 quribgehhvdmmgyitte ther ifulglatd dreyof the digital
signature or the
certificate of B.

Upon receiving Rb, Ra, Bv, and the digital signature B.
Sig, A determines whether Ra sent from B coincides with Ra
generated by A. After determination, i1f two Ra coincide

10 with each other, A verifies the digital signature of the
public key certificate of B by using the public key of the
certificate authority, and extracts the public key of B.
Then, A verifies the digital signature B. Sig by using the
extracted public key of B. After succeeding in the

15 verification of the digital signature, A determines that B
is authenticated.

If the authentication of both A and B has succeeded, B
calculates Bk X Av (since Av is the point on the elliptic
curve, the scalar product calculation on the point on the

20 elliptic curve is required, though Bk is a random number),
and A calculates Ak X Bv. Then, the lower 64 bits of the X
coordinate of these points are used as the session key,
which is used for the subsequent communication (when a 64-
bit common key is used for the common key cryptosystem).

25 The session key may be generated by the Y coordinate, and



received data, it is determned that the nutual authentication has failed,
and the process is termnated. In the nutual authentication processing, the
10 transmtting data is encrypted by using the generated session key, and
nmut ual data communication is then performed. Referring back to Fig. 49, a
description of the flowis continued. After the above-described nutual

aut hentication and key sharing processing has succeeded in steps $453 and
15 S463, the device determnes in step S464 whet her the device

aut hentication unit to be conmuni cafed®? “not revoked, by referring to the
CRL_DEV: the revocation list (Revocation List (Certificate)) stored in the
device key area (see Fig. 18) of the device nenory, in which the public
key 20 cenhii fliowatre d4deritis idy sndtexhaveri@l pauabes: tSN) taE tBesibhavVRKed
devices and the revoked units (a ticket user, such as a reader/witer or a
PC as th@ndéhiec praveess comntun iofa t itonC keftt eirs st tigy Imeanderatie at@@rst ered. | f
the device authentication unit is revoked, the partition creation 25
processi figecamaotsmic tpegridatted i samed tt loud,y temes qynpoees,s bigt -a16b mayeryd nat ed
as an error. If the device authentication unit is not revoked, in step
S465, thero¥ddednvwikdp Ksedoddmdr stiamaitmrehe nutual aut hentication and key
sharing processing, the ID nane (DN: 5 Distinguished Nane), the serial
numbet, and thé Egee?géwgahitﬁ-ﬁé pubthe kagopeisitencaee efret fieusdtity to be
conmuni cat ed

during the verification of the digital signature or the
receilved data, it is determined that the mutual
authentication has failed, and the process is terminated.
In the mutual authentication processing, the
10 transmitting data is encrypted by using the generated
session key, and mutual data communication is then performed.
Referring back to Fig. 49, a description of the flow is
continued. After the above-described mutual authentication
and key sharing processing has succeeded in steps S453 and
15 S463, the device determines in step S464 whether the device
authentication unit to be communicated is not revoked, by
referring to the CRL_DEV: the revocation list (Revocation
List (Certificate)) stored in the device key area (see Fig.
18) of the device memory, in which the public key
20 certificate identifiers (ex. serial number: SN) of the
revoked devices and the revoked units (a ticket user, such
as a reader/writer or a PC as the device access unit, or
ticket issuing means) are registered. If the device
authentication unit is revoked, the partition creation

25 processing cannot be permitted, and thus, the process is



(a reader/witer or a PC formng the device authentication wunit as a
device access unit) are stored in the authentication table in such a manner
that they are related 10 to each other by using the device nanager code
(DMC) as a key. Meanwhile, in step S454, the device authentication unit
determ nes whether the device is not revoked by referring to CRL_DEV: the
revocation list (Revocation List (Certificate)) 15 in which the public key
certificate identifiers (ex. serial number: SN) of the revoked devices and
the revoked units (a ticket user, suékdas a reader/witer or a PC as the
device access unit, or ticket issuing means) are registered. The device
authentication unit is able to obtain the revocation 20 Iist (CRL_DEV) from
the regi seratinaneduBotint ¥ rBA(PAR)). |If the device is revoked, the
partition creation processing cannot be perntted, and the process is
term nated asI&éntherdevicefathbedevcaeiba nnttreyoked, redokbap $455, the
session 25 key Kses generated in the nutual authentication and key - 166
sharing prepessiong, thike skBsiame kEPNK sBiss giemguriasieed iNart)e, mutthalseri al
nunber, and the category in the public key certificate of the entity to be
communi catgtiefdavintépraprad Segr edhaii nghe raceserimigattihen IDablame n(Dsuch a
manner that 5 they are related to each other by using the device manager
Code!iDN@jsggnguﬁéyed Name) , the serial number, and the category in

the public key certificate of the entity to be communicated

(a reader/writer or a PC forming the device authentication

unit as a device access unit) are stored in the

authentication table in such a manner that they are related

100 to each other by using the device manager code (DMC) as a

key.

Meanwhile, in step S454, the device authentication unit
determines whether the device is not revoked by referring to
CRL_DEV: the revocation list (Revocation List (Certificate))

15 in which the public key certificate identifiers (ex. serial
number: SN) of the revoked devices and the revoked units (a
ticket user, such as a reader/writer or a PC as the device
access unit, or ticket issuing means) are registered. The
device authentication unit is able to obtain the revocation

20 list (CRL_DEV) from the registration authority (RA(PAR)).
If the device is revoked, the partition creation processing
cannot be permitted, and the process is terminated as an
error.

If the device is not revoked, in step S$455, the session

25 key Kses generated in the mutual authentication and key



Fig. 51 illustrates an exanple of the authentication table created in the

device. Fig. 52 illustrates an exanple of the authentication table created
in the reader/witer 10 (nmay be a PC) as the device access unit, which
serves as the authentication unit. Fig. 51 illustrates an exanple of the

aut hentication table created in the device when the device authentication
and the authentication of partitions 1 and 2 as the 15 partition
aut henti cati on, which is described below, are finished. As the group, the
devi ce manager code (DMC) is recor ded o the device authentication, and
the partition manager code (PMC) is recorded for the partition
aut hentication. Data of each group is stored according to 20 the executed

aut hent i galairQhgt YR®cWamd, heneuhln ey (MUt hendd aadd idhdd/ Reardey enpl oyed,
as di scussed above, the session key Kses generated in the nutual

aut hent i calel errdrd numpesharanty tPreocesHguty tire dH2 name (dNeyDi sti ngui shed
Nanme), the serial nunber, and the category in the public key 25

certifi catee taff itdacc eentfi thhet @niid tgo rhoudiec atoath(rissdard wddwerce) Hie as the
devi ce access unit) are stored in the authentication table in such a
manner t Is&oredeyinartder eludthed ticaddom dididre iby usima tierdevitde tranager
code (DMC) as a key. When the comon key authentication type is enpl oyed,
t he sessitevk@ye Fekadeda® taeh ¢amer ibyr ysibRWhefdatiecemanagamn be

comuni cated (reader/witer as the device access unit) are
code (DMC) as a key.

Fig. 51 illustrates an example of the authentication
table created in the device. Fig. 52 illustrates an example
of the authentication table created in the reader/writer

10 (may be a PC) as the device access unit, which serves as the
authentication unit.

Fig. 51 illustrates an example of the authentication
table created in the device when the device authentication
and the authentication of partitions 1 and 2 as the

15 partition authentication, which 1s described below, are
finished. As the group, the device manager code (DMC) is
recorded for the device authentication, and the partition
manager code (PMC) is recorded for the partition
authentication. Data of each group is stored according to

20 the executed authentication type. When the public key
authentication type is employed, as discussed above, the
session key Kses generated in the mutual authentication and
key sharing processing, the ID name (DN: Distinguished Name),
the serial number, and the category in the public key

25 certificate of the entity to be communicated (reader/writer



stored. The authentication table is discarded when the session 1is cleared.
The device is able to check the authentication 10 status of the device and
that of each partition by referring to the table information, and is able

to check the session key to be used. Fig. 52 illustrates the
aut hentication table in the reader/witer as the device access unit. Fig.
52 also 15 illustrates the authentication table when the device

aut hentication and the authentication_qof partitions 1 and 2 as the
partition authentication are fini shéd1®The basic confi guration of this
authentication table is simlar to that of the device. As the group, the
devi ce manager code 20 (DMC) is recorded for the device authentication, and
the partist ithre dRvdger acode s( Mt )i adeerded fior dhe paHdrtdiantion

aut hentication. Data of each group is stored according to the executed

aut hent i cafbilen iy pe.chWae manine rpudhlaitc theyy aeherdlieacadd dio tegash icthespl oyed,

as di scussed above, the 25 session key Kses, the ID nanme (DN D stinguished
Nane), thy uslieg tder idaivimenemagsrd ddve c@Mhoras ian kehe pilildarc ey
certificate of the entity to be conmmunicated (device).are stored in the
tabl e. Weemmone keymaortheanyt igattiom ityame drs anypeviasd erfiieoysesd s itdre ksassi on
key Kses and the identifier 5 (IDRW of the entity to be conmuni cated
(devite) Kgee sng e itiea tddtieant (ICatRWdn afabihe smitiley rtead® /witer is al so

communicated (reader/writer as the device access unit) are
stored.
The authentication table is discarded when the session
is cleared. The device is able to check the authentication
10 status of the device and that of each partition by referring
to the table information, and is able to check the session
key to be used.
Fig. 52 illustrates the authentication table in the
reader/writer as the device access unit. Fig. 52 also
15 1illustrates the authentication table when the device
authentication and the authentication of partitions 1 and 2
as the partition authentication are finished. The basic
configuration of this authentication table is similar to
that of the device. As the group, the device manager code
20 (DMC) 1is recorded for the device authentication, and the
partition manager code (PMC) 1s recorded for the partition
authentication. Data of each group is stored according to
the executed authentication type. When the public key
authentication type is employed, as discussed above, the

25 session key Kses, the ID name (DN: Distinguished Name), the



di scarded when the session is cleared. The reader/witer as the device
access unit is also able to determne the authentication status of the \
device and that of each 10 partition by referring to the information of the
aut hentication table, and is able to check the session key to be used.
Referring back to Fig. 49, a description of the device authentication
processing is continued. If it is determned 15 in step $S451 that the

devi ce authentication type is not a public key type, the device

aut hentication unit outputs a comon- “devi ce aut hentication command to
the device in step S456. Upon receiving the command (S466), the device
checks whet her the two-way individual key authentication 20 master key

( MKaut h_[24i als etinftayr | eh & aiA® e dgyganyt hantiwatpsnis isdpred by referring
to the common-key device key definition block (see Fig. 16) of the device
menory ($AGHLfildattehe f wirewaghtiindt vidusd daaymunt detdd cedewicemsiss key
(MKauth_DEV) is not stored, the conmmon-key nutual 25 authentication cannot
be executsswreghd.nt Hherizdess. | WherlGhe taommoratiesly esutdreretiaatidd it is
determ ned that the two-way individual key authentication master key
(MKaut h_DEPe iis smplayed hehautasd s iauthrsnti o jand ushegiddret nfiister key and
key sharing 5 processing is executed in steps $S457 and S468. The nutual
autheﬁtic@ﬁldﬁﬂanﬁfk%wesﬁ%ﬁiﬁb pPokesspmgunicated (device) are stored.

The authentication table of the reader/writer is also
discarded when the session is cleared. The ;eader/writer as
the device access unit is also able to determine the
authentication status of the device and that of each

10 partition by referring to the information of the
authentication table, and is able to check the session key
to be used.

Referring back to Fig. 49, a description of the device

authentication processing is continued. If it is determined

15 in step 5451 that the device authentication type is not a
public key type, the device authentication unit outputs a
common-key device authentication command to the device in
step S456. Upon receiving the command (S466), the device
checks whether the two-way individual key authentication

20 master key (MKauth_DEV) used for the common key
authentication is stored by referring to the common-key
device key definition block (see Fig. 16) of the device
memory (S467). If the two-way individual key authentication
master key (MKauth DEV) 1is not stored, the common-key mutual

25 authentication cannot be executed, and the process is



according to the comon key using the nmaster key is described below wth
reference to Fig. 53. In Fig. 53, A and B indicate entities that execute
t he conmmon key 10 aut hentication by using the master key. A possesses the
identifier of AlDa, the two-way individual key authentication common key
Ka, and the two-way individual key authentication master key MKb, and B
possesses the identifier IDb of B, the two-way individual key 15
aut henti cati on common key Kb, and the_two-way individual key
aut henti cation master key MKa. In tﬁeléQaerl e showmn in Fig. 53, the DES
algorithm (ex. DES or triple DES) is used as the comon key cryptosystem
However, another type of conmmobn Kkey cryptosystemsimlar to DES may be
used. 20 teiridthatBdgenerat @ r@r4-bit random nunber Rb, and sends Rb and
| Db, which is the IDof B, to A Upon receiving Ro and IDb, A generates a
new 64-bit rahfottnisbeetRamiand thhtaithe the-wag- wayividuaidual key
aut hentication conmmon key Kb by DES-encrypting IDb with the two-way
i ndi vi dualuthey tisaduibome maiscatn dre yma$kern te \DEWD .1 sA dtheredenatheptmaitdaila i n
the - 170 CBC node of DES by using the keys Ka and Kb in the order of Ra,
Rb, | Da, aadendt cadidny etsumngs thiee mnemsdreyptked datch kay Bhawiget her with the
identifier IDa of A, Upon receiving the data, B obtains the two-way 5
i ndi v? duBIFolc@y S3Roh &t ISE@CIdE de ditnrisiesy S oy ES4&hcrypting I1Da with the
two-way i ndivi dual key . _

The mutual authentication and key sharing processing

according to the common key using the master key is
described below with reference to Fig. 53. In Fig. 53, A
and B indicate entities that execute the common key

10 authentication by using the master key. A possesses the
identifier of A.IDa, the two-way individual key
authentication common key Ka, and the two-way individual key
authentication master key MKb, and B possesses the
identifier IDb of B, the two-way individual key

15 authentication common key Kb, and the two-way individual key
authentication master key MKa. In the example shown in Fig.
53, the DES algorithm (ex. DES or triple DES) is used as the
common key cryptosystem. However, another type of common
key cryptosystem similar to DES may be used.

20 First, B generates a 64-bit random number Rb, and sends
Rb and IDb, which is the ID of B, to A. Upon receiving Rb
and IDb, A generates a new 64-bit random number Ra, and
obtains the two-way individual key authentication common key
Kb by DES-encrypting IDb with the two-way individual key

25 authentication master key MKb. A then encrypts data in the



aut hentication master key MKa. B al so decrypts the received data with the
keys Ka and kb. B then verifies whether Rb and IDb anong the decrypted Ra,
Rb, IDa, and I Db coincide 10 with those sent fromB. |If the verification
has succeeded, B determines that A is authenticated. Then, B generates a
64-bit random nunber Kses used as the session key, encrypts the data in
the CBC node of DES by wusing the keys Kb and Ka in the order of Rb, Ra,

| Db, 1 Da, 15 and Kses, and returns the _data to A Upon receiving the data,
A decrypts the received data with thé7eys Ka and Kb, and verifies whether
the decrypted Ra, Rb, IDa, and IDb coincide with those sent fromA. |If

the verification has succeeded, A determnes that B is 20 authenti cated.

After autdBentiogiat iofg DAsamy Bsdaeh Widaayd ey HRE KON keyhKssdds dised as
the common key for performng private conmunication after authentication.

| f the iRagg&bi,t il ,0rndchdDncamsi Mteannings taree dramobtatirddig tihe B
verification of the received data, it is 25 determned that the nutua
aut hent i caigiedmelrasyifthi Itéek, iglechtifiAr Thee qff dcess is termnated. Fig. 54
illustrates the data flowin the coomon key authentication using the
mast er key i nUponr espeadéngetiet HateheBspbragesdaha cWot-waysyst em of the
present invention. As 5 shown in Fig. 54, the reader/witer (R'W as the
devi ce 4&€dyddusilt kganendhentd ced-ilein qommpemkaintke Wb DEfd sends
encrypting IDa with the two-way individual key
authentication master key MKa. B also decrypts the received
data with the keys Ka and kb. B then verifies whether Rb
and IDb among the decrypted Ra, Rb, IDa, and IDb coincide
10 with those sent from B. If the verification has succeeded,
B determines that A is authenticated.
Then, B generates a 64-bit random number Kses used as
the session key, encrypts the data in the CBC mode of DES by
using the keys Kb and Ka in the order of Rb, Ra, IDb, IDa,
15 and Kses, and returns the data to A.
Upon receiving the data, A decrypts the received data
with the keys Ka and Kb, and verifies whether the decrypted
Ra, Rb, IDa, and IDb coincide with those sent from A, If
the verification has succeeded, A determines that B is
20 authentibated. After authenticating A and B each other, the
session key Kses is used as the common key for performing
private communication after authentication.
If the illegalities or the inconsistencies are found

during the verification of the received data, it is

25 determined that the mutual authentication has failed, and



Rb and IDrw, which is the ID of the reader/witer, to the device. Upon
receiving Ro and IDrw, the device generates a new 64-bit random nunber Ra,
~and obtains the two-way 10 individual key authentication commopn key

Kaut h_DEV_A by DES- encrypting IDrw with the two-way individual key

aut henti cati on master key MKauth_DEV A. The device then encrypts the data,
for exanple, in the DES-CBC node as the encryption algorithm by using the
keys Kauth DEV A and 15 Kauth DEV B in_the order of Ra, Rb, and IDrw, and
returns the encrypted data to the readér/witer (R'W as the device
access unit together with the identifier IDmof the device. Upon receiving
the encrypted data and the identifier |IDm the reader/witer (R'W obtains
t he two-way prdicesdudls t2Qmkewtadt.henticati on common key Kauth_DEV_B by

DES-encrypting IDmw th the two-way individual key authentication master
key MKaut h_DEWi8. Fheiltaderhvwest ehet Hefiad€tbyptis the coaaenvedydata with
the keys Kauth_DEV_A and Kauth DEV B, and verifies whether the decrypted
Rb and | Buwheoitriciade oni tuls 2%y tthes easdrir fkegmirheamstaydnddrice WiRHW as t he
device access - 172 wunit. After the verification has succeeded, the
r eader / wtheestoRagr detter wifnadet Isats tieive afevihee presemit hientard=toed.  As
Subsequently, the reader/witer (R'W generates a 64 5 bit random nunber
Kses useghawynt Ra $éasi 6 kde aradgv/sniter dR/A) fayr thedsvdca n the
triple DES node as the DES
access unit generates a 64-~bit random number Rb, and sends
Rb and IDrw, which is the ID of the reader/writer, to the
device. Upon receiving Rb and IDrw, the device generates a
new 64-bit random number Ra, and obtains the two-way
10 individual key authentication common key Kauth DEV_A by DES-
encrypting IDrw with the two-way individual key
authentication master key MKauth_DEV_A. The device then
encrypts the data, for example, in the DES-CBC mode as the
encryption algorithm, by using the keys Kauth_ DEV_A and
15 Kauth_DEV_B in the order of Ra, Rb, and IDrw, and returns
the encrypted data to the reader/writer (R/W) as the device
access unit together with the identifier IDm of the device.
Upon receiving the encrypted data and the identifier
IDm, the reader/writer (R/W) obtains the two-way individual
20 key authentication common key Kauth DEV_B by DES-encrypting
IDm with the two-way individual key authentication master
key MKauth DEV B. The reader/writer then decrypts the
received data with the keys Kauth_DEV_A and Kauth DEV B, and

verifies whether the decrypted Rb and IDrw coincide with

25 those sent from the reader/writer (R/W) as the device access



algorithm by using the two-way individual key authentication common keys
Kaut h_DEV_A and Kauth_DEV B in the order of Rb, Ra, and Kses, and returns
the encrypted 10 data to the device. Upon receiving the data, the device
decrypts the received data with the two-way individual key authentication
common keys Kauth_DEV_A and Kauth_DEV_B. The device verifies whether the
decrypted Ra, Rb, and IDrw coincide 15 with those sent fromthe device.
After the verification has succeeded, the device determ nes that the
reader/witer (R'W is authenticatedl’2nd the session key Kses is used as
the common key for the private comruni cation after authentication. 20
Concerning IDm which is the unique value of the device, the values of the

storage dafia.i n AfMe rdetet & JFTAgeIt i JIRNAGEMMRItcad il Cathde used for I1Dm as
previ ously discussed by using the device nenory format of Fig. 6. As

di scussedealiene wrdaear diRYQ)t edtdmiasmlti2 atidendvions iion and key sharing
processi ng by enploying the - 173 conmmon key type using the naster key,
two keysauthemtdcatteel. i ndi vi dual key of one of the two entities to be
comuni cated, and the individual key of the other entity, which is
gener at ed by Shbspguessiyngthasedadert/veimest dR/Key gehetrhees at l6dr- entity,
are set as the common key, and nmutual authentication is perforned

accor 8i ngpitto remelopomotreke Ksteygpaised as the session key, encrypts the

data, for example, in the triple DES mode as the DES
algorithm, by using the two-way individual key
authentication common keys Kauth DEV_A and Kauth DEV B in
the order of Rb, Ra, and Kses, and returns the encrypted

10 data to the device.

Upon receiving the data, the device decrypts the
received data with the two-way individual key authentication
common keys Kauth DEV_A and Kauth DEV_B. The device
verifies whether the decrypted Ra, Rb, and IDrw coincide

15 with those sent from the device. After the verification has
succeeded, the device determines that the reader/writer
(R/W) 1is authenticated, and the session key Kses is used as
the common key for the private communication after
authentication.

20 Concerning IDm, which is the unique value of the device,
the values of the storage data in the device manager
management area can be used for IDm, as previously discussed
by using the device memory format of Fig. 6.

As discussed above, according to the mutual

25 authentication and key sharing processing by employing the



by using the two keys. It is.thus possible to inplenent a nore secure

aut hentication system and nethod than a known comon key authentication
system which is configured such 10 that a conmon key is prestored in a
device or an access unit. Referring back to Fig. 49, a description of the
flowis continued. |If the above-descri bed nutual authentication and key
sharing processi ng have succeeded in steps S457 and S468, the device
verifies in step S469 whether the enti to be 15 communicated, i.e., the
devi ce authentication unit, is not Tév/okéd by referring to IRL_DEV: the
revocation list (Revocation List (ID)), stored in the. device key area
(see Fig. 18) of the device nenory, in which the identifiers (IDs) of the
revoked dewinees kand tyie: rnesdokedHeninss {exr thekettwd kises, sSueh &S the
reader/witer or a PC as the device access wunit, or ticket issuing nmeans)
are regi sinetiad.dudl they devore afit heat tevat eonithes ite bevaoedtuntitated,
partition creation processing cannot be permtted, and the process is

t er m nat edidashen igrdioridREl Keyt hef dewe cxtheant hemtitat ivnicmiisis not
"revoked, the - 174 device stores the session key Kses created in the

nmut ual  @eneRbashido e ddage shard MpIRDeas sy, masiter dpesay, thee |ID
information (IDrw) of the entity to be conmmunicated (a reader/witer or a
PC f oP mi Rfhete diiitee archertt Gt i61e R ke heafevieielakcess unit) in

the authentication table (see Fig. 51) in_such a manner that they are
rel at ed' tByEdfication is performed according to the common key type

by using the two keys. It is thus possible to implement a
more secure authentication system and method than a known
common key authentication system, which is configured such

10 that a common key is prestored in a device or an access unit.

Referring back to Fig. 49, a description of the flow is

continued. If the above-described mutual authentication and
key sharing processing have succeeded in steps S457 and 5468,
the device verifies in step S469 whether the entity to be

15 communicated, i.e., the device authentication unit, is not
revoked by referring to IRL_DEV: the revocation list
(Revocation List (ID)), stored in the device key area (see
Fig. 18) of the device memory, in which the identifiers
(IDs) of the revoked devices and the revoked units (a ticket

20 user, such as a reader/writer or a PC as the device access
unit, or ticket issuing means) are registered. TIf the
device authentication unit is revoked, the partition
creation processing cannot be permitted, and the process is
terminated as an error.

25 If the device authentication unit is not revoked, the



ot her by using the device manager code (DMC) as a key. Meanwhile, in step
S458, the device authentication unit also verifies whether the device is
not revoked by referring 10 to IRL DEV: the revocation list (Revocation
List (ID)) in which the identifiers (IDs) of the revoked devices and the
revoked units (a ticket user, such as a reader/witer or a PC as the

devi ce access unit, or ticket issuing neans) are registered. The device
authentication unit is able to 15 obtain the revocation list (IRL_DEV) from
the registration authority (RA(PARN) 171% the device is revoked, the
partition creation processing cannot be permtted, and the process is
termnated as an error. |If the device is not revoked, in step S459, the

devi ce Zvadwehenidreat it Widsidmones e saessdedkeln Kaes aratled in- the
mut ual aut hentication and key sharing processing and the |D information
(1 D) of atdthesrttiiday itom kerdc ewnicatiedy fede)ng n irhestaag IO cattieon
table (see Fig. 52) in such a manner that they are related to each other
by usi ng Itthé nZe mentiice nlTager ocfodhe BD)itas @ Key.commi#bicalted (a
above-descri bed processing is the device authentication processing between
t he devi ceagied /e tareaderd WA tfmrmng Héhaaldwie eacoedsenirica namagedi by t he
partition manager. 5 The partition authentication processing executed in
st ep $43&sortheggipvifceFiagces® widescm ek Faitdwentiidation table (see
Fig. 51) in such a manner that they are related 'to each
other by using the device manager code (DMC) as a key.
Meanwhile, in step $458, the device authentication unit
also verifies whether the device is not revoked by referring
10 to IRL_DEV: the revocation list (Revocation List (ID)) in
which the identifiers (IDs) of the revoked devices and the
revoked units (a ticket user, such as a reader/writer or a
PC as the device access unit, or ticket issuing means) are
registered. The device authentication unit is able to
15 obtain the revocation list (IRL_DEV) from the registration
authority (RA(PAR)). If the device is revoked, the
partition creation processing cannot be permitted, and the
process is terminated as an error.
If the device is not revoked, in step S459, the device
20 authentication unit stores the session key Kses created in
the mutual authentication and key sharing processing and the
ID information (IDm) of the entity to be communicated
(device) in the authentication table (see Fig. 52) in such a

manner that they are related to each other by using the

25 device manager code (DMC) as a key.



reference to Figs. 55 and 56. As previously discussed, for performng the
partition setting registration or deletion processing using the partition
registration ticket, either 10 the device authentication or the partition
aut hentication or both authentications are required according to the type
of processing. Such setting is indicated in the partition registration
ticket (PRT). If the partition registration ticket (PRT) indicates that
the partition authentication is 15 to be performed, the partition
authentication is executed. The indiVi’dual steps of the processing flows
of Figs. 55 and 56 are discussed below. In Fig. 55, the processing of the
partition authentication unit of the partition manager is shown at the |eft

side, and therpeogBssracatribed 3@ode¥setq( 38€ thieddePides shown at the
right side. The partition authentication unit of the partition manager is

a unit thahetaldaaddmpdorddsa nidpice tfuedn aiitk iddwiddeardevie (ex. a
reader/witer or a PC as the device access unit), and has the

conf i gur atelagie rofw rd ttegader /e tdaivicsudrces o hatitshowagdd ivy Rilge 10, whi ch
serves as the device access unit. - 176 In step S471, the partition

aut hent i eatritdrt iomi magwatgeut.s a partition-A presence check command for
identifying the presence of partition A, which is to be authenticated, to
the device. UBba pacsiting ebsheomiandie848rpcesisd ndeexescuiechéoks for the
presence of the partition Ain the device nenory (S482). In this case, as
t he partﬁMQﬁquﬁﬁﬂqqi&§4zApf Fig. 48 is described below with

reference to Figs. 55 and 56. As previously discussed, for
performing the partition setting registration or deletion
processing using the partition registration ticket, either
10 the device authentication or the partition authentication or
bothvauthentications are required according to the type of
processing. Such setting is indicated in the partition
registration ticket (PRT). If the partition registration
ticket (PRT) indicates that the partition authentication is
15 to be performed, the partition authentication is executed.
The individual steps of the processing flows of Figs.
55 and 56 are discussed below. 1In Fig. 55, the processing
of the partition authentication unit of the partition
manager is shown at the left side, and the processing of the
20 device (see Fig. 5) 1is shown at the right side. The
partition authentication unit of the partition manager is a
unit that can read and write data from and into the device
(ex. a reader/writer or a PC as the device access unit), and
has the configuration of a reader/writer, such as that shown

25 in Fig. 10, which serves as the device access unit.



for exanple, the partition nmanager code (PMC) is used, and the device is
able to check for the presence of the partition based on the PMC stored in
the partition 10 definition block (PDB). Wen determ ning the presence or

t he absence of the partition, the check result is sent to the partition
aut hentication unit. Upon receiving the check result (S472), the partition
aut hentication unit determ nes the check result (S473). If 15 the result
indicates that the partition is not present, the authentication cannot be
performed, and thus, the process is~ téfninated as an error. If the check
result indicates that the partition is present, in step S474, the
partition authentication unit determ nes based on the partition 20

registration thckebp(BRT), Weekhgartheipubhignkay i catYBhosYSteBuEBLURE @
public key is to be enployed for the partition authentication processing.

As in tha abevetideser phededed cheald Rminar] ifyyr RiddEIfikey pHY i ¢ key
system or the common key systemis used for the partition 25
aut hent i pakiseceand paetexdout BN whipd iis spedid iatdtHantdiated,7to ti cket.
If the common key systemis specified, steps S475 through S478 and steps
S484 t hr ahgh d8488eof Bipgn Fecarieimgt thexeontwedd afsd &lhe prhecessrigreoceeds to
step S491. If the 5 public key systemis specified, in step $475, the
partidi ogheglishdioti chei presencesofdshe partbic-ilogy Apam itheornleArice
memory (S482). In this case, as the partition identifier A,
for example, the partition manager code (PMC) is used, and
the device is able to check for the presence of the
partition based on the PMC stored in the partition
10 definition block (PDB). When determining the presence or
the absence of the partition, the check result is sent to
the partition authentication unit.
Upon receiving the check result (S472), the partition
authentication unit determines the check result (S473). If
15 the result indicates that the partition is not present, the
authentication cannot be performed, and thus, the process is
terminated as an error. If the check result indicates that
the partition is present, in step S474, the partition
authentication unit determines based on the partition
20 registration ticket (PRT) whether the public key
cryptosystem using a public key is to be employed for the
partition authentication processing. As in the above-
described device authentication, either the public key

system or the common key system is used for the partition

25 authentication, and the execution type is specified in the



aut hentication start command to the device. Upon receiving the comuand
(S484), the device refers to the public-key partition key definition block
(see Fig. 21) of the device 10 nenory, and determ nes whet her the
partition-A public key certificate (CERT PAR) is stored (S485). If the
partition-A public key certificate (CERT PAR) is not stored, the public-
key mutual authentication cannot be perforned, and the process is
termnated as an error. 15 If it is determned that the partition-A public
key certificate (CERT PAR) is storedl’i’n-steps S476 and S486, the nutual
aut henti cation and key sharing processing is perfornmed by using the public
key certificate issued by the partition-manager certificate authority

(CA( PAR) }.i oX@tThe public-key nutual authentication and key sharing
processing is simlar to the sequence shown in Fig. 50 discussed in the

devi ce aut henfifcghkoBopmoaessiyNgysare AR speplianald,or tiper eaf7si s thus
omtted. However, the pubic key certificate used in the partition
aut hent i catricorghi $4& 8puhld & t2p ke erdhiddwet esd4asuefl fyg t MBS are not
partition-manager certificate - 178 authority (CA(PAR)), and the signature
of this pxedutddey ancerthef ippataesss prerddadsd thy dttep @EARl ¢ key (HRUB CA( PAR))
of the partition-manager certificate authority (CA(PAR)). The public key
(PUB TA( RPARI)L G ket sivedam itshespearitfiitecon keystapd & {sedFigpri2diond n t he
mut ual aut hentication processing, the data to be sent is encrypted by
usi ng t heéugéweartdicad iomsgingrk sends a public-key partition-A
authentication start command to the device. Upon receiving
the command (S484), the device refers to the public-key
partition key definition block (see Fig. 21) of the device
10 memory, and determines whether the partition-A public key
certificate (CERT PAR) is stored (S485). If the partition-A
public key certificate (CERT PAR) is not stored, the public—
key mutual authentication cannot be performed, and the
process is terminated as an error.
15 If it is determined that the partition—-A public key
certificate (CERT PAR) is stored, in steps S476 and S486,
the mutual authentication and key sharing processing is
performed by using the public key certificate issued by the
partition-manager certificate authority (CA(PAR)).
20 The public-key mutual authentication and key sharing
processing is similar to the sequence shown in Fig. 50
discussed in the device authentication processing, and an
explanation thereof is thus omitted. However, the pubic key

certificate used in the partition authentication is a public

25 key certificate issued by the partition-manager certificate



key, and the data comunication is then perforned. If the nutual

aut henti cati on and key processing according to the sequence shown in Fig.
50 has succeeded in 10 steps S476 and S486, the device verifies in step
S487 .whether the entity to be communicated, i.e., the partition

aut hentication unit, is not revoked by referring to CRL PAR the
revocation list (Revocation List (Certificate)), which is stored in the
partition key area (see Fig. 23) of the 15 device nmenory, in which the
public key certificate identifiers—(éx8 serial nunber: SN) of the revoked
devices and the revoked units (a ticket user, such as a reader/witer or
a PC, as the device access unit, or ticket issuing neans) are registered.

I'f the panitindran 2 @uteent)i CaldPrendidi driathignoksd, tihe Ragtid iy creation
processi ng or deletion processing cannot be permtted, and the process is

term nat ek ras fktAld Als ddritfiedayt idHeomhuitiendd catpum aidar)S ot

revoked, in step S488, the session key Kses generated in the nutual 25

aut hent i catd @ararid ikey- nehiaigdry qemadesisdatyg anthddiecy D grREAR) )1.79 THON:

Di stingui shed Nane), the serial nunber, and the category in the public key
certificatubldfc tkhey e(RUR \CA (PAR ) denmatrimsat ech (tthe gaederiwirdrt ekeyoramedC
formng the partition authentication unit, which serves as the device
acces$s uniste Figr.e 2t)or edn rthehenvdinaie mudean wica tbibre procaadirg nadrer t hat

they are related to each other by using the partition
: data to be sent is encrypted by using the generated session

key, and the data communication is then performed.
If the mutual authentication and key processing
according to the sequence shown in Fig. 50 has succeeded in
10 steps S476 and S486, the device verifies in step S487
whether the entity to be communicated, i.e., the pértition
authentication unit, is not revoked by referring to CRL_PAR:
the revocation list (Revocation List (Certificate)), which
is stored in the partition key area (see Fig. 23) of the
15 device memory, in which the public key certificate
identifiers (ex. serial number: SN) of the revoked devices
énd the revoked units (a ticket user, such as a
reader/writer or a PC, as the device access unit, or ticket
issuing means) are registered. If the partition
20 authentication unit is revoked, the partition creation
processing or deletion processing cannot be permitted, and
the process is terminated as an error.
If the partition authentication unit is not'revoked, in
step S488, the session key Kses generated in the mutual

25 authentication and key sharing processing, and the ID name



manager code (PMC) as a key. Meanwhile, in step S477, the partition

aut hentication wunit also determ nes whether the device is not revoked by
10 referring to CRL PAR the revocation |list (Revocation List
(Certificate)) in which the public key certificate identifiers (ex. serial
nunber: SN) of the revoked devices and the revoked units (a ticket user,
such as a reader/witer or a PC as the device access unit, or ticket 15

i ssuing nmeans) are registered. The device authentication wunit is able to
obtain the revocation list (CRL PARF fi/@dm~ the registration authority
(RA(PAR)). If the device is revoked, the partition creating processing or
del etion processing cannot be permtted, and the process is 20 term nated

as an err@n: Ifi HtheiRWHeR iNamOt, MOkt 41N Sl 54 75hd thee session  key
Kses generated in the nmutual authentication and key sharing processing,

and the |2ty BN thistiurguiched, Nam)iridasesf alhdwbersy ansl gde
category in the public key 25 certificate of the entity to be comuni cated
(devi ce) camenum it edst (@ atkadded/e itdhent i aid ododmable tHe okt @sigrmnner
that they are related to each other by using the partition nmanager code
(PMC) as aathentikstdaresulitt,, fwiridxangdvess tde trautdwnide atdogs 4 ahl ec)shown
in Fig. 51 is created in the 5 device, and the authentication table shown
in Fig. B34 stogeshtied tihe tahehregdderatirart dral{lmyibeswP@ mesnrtdre wdeati ce
they are related to each other by using the partition
manager code (PMC) as a key.
Meanwhile, in step S477, the partition authenticatioﬁ
unit also determines whether the device is not revoked by
10 referring to CRL_PAR: the revocation list (Revocation List
(Certificate)) in which the public key certificate
identifiers (ex. serial number: SN) of the revoked devices
and the revoked units (a ticket user, such as a
reader/writer or a PC as the device access unit, or ticket
15 1issuing means) are registered. The device authentication
unit is able to obtain the revocation list (CRL_PAR) from
the registration authority (RA(PAR)). If the device is
revoked, the partition creating processing or deletion
processing cannot be permitted, and the process is
20 teiminated as an error.
If the device is not revoked, in step S478, the session
key Kses generated in the mutual authentication and key
sharing processing, and the ID name (DN: Distinguished Name),

the serial number, and the category in the public key

25 certificate of the entity to be communicated (device) are



~access unit, which serves as the partition authentication wunit. Figs. 51
and 52 illustrate exanples of the . authentication tables created in the
device and the 10 reader/witer as the device access unit, respectively,
when the device authentication and the authentication of partitions 1 and
2 are finished. In the partition authentication, the partition manager

code (PMC) is recorded, and data is stored according to the 15 executed
aut henti cation type. For the public key authentication type, as discussed
above, the session key Kses, and thelBB mame (DN: Distinguished Name), the
serial nunber, and the category in the public key certificate of the
entity to be communicated are stored in the table. For 20 the common key

aut henti gabire@, ias tthieS TR tARA ont RAP1EESH P Kephmd tthe
identifier of the entity to be comrunicated are stored. The authentication

tabl e isthdiyseakdedlwhed the csesSiodhdrs K3 earied; tHee fiawicg oand the
reader/witer as the device access unit are able to check 25 the

aut hent i mahiagersicades (@Mc)hasdayikey .andst hatreafulagcifor Ebmplay,t itheon by
referring to the table information so that they can check the session key
t o be usedthAndéseartiiph aabdlke tshewparin tFign &Ut Hentdreaitean inpradeessing i s
continued by using the flows of Figs. 55 and 5 56. If it is determned in
st ep Ba7devhae,t hadpablel eutdengyichadions tradtl eusddwas itrhé igar t5i2t iien
aut henti cation type, the
created in the reader/writer (may be a PC) as the device
access unit, which serves as the partition authentication
unit. Figs. 51 and 52 illustrate examples of the
authentication tables created in the device and the
10 reader/writer as the device access unit, respectively, when
the device authentication and the authentication of
partitions 1 and 2 are finished.
In the partition authentication, the partition manager
code (PMC) 1is recorded, and data is stored accbrding to the
15 executed authentication type. For the public key
authentication type, as discussed above, the session key
Kses, and the ID name (DN: Distinguished Name), the serial
number, and the category in the public key certificate of
the entity to be communicated are stored in the table. For
20 the common key authentication, as discussed above, the
session key Kses and the identifier of the entity to be
communicated are stored. The authentication table is
discarded when the session is cleared. The device and the

reader/writer as the device access unit are able to check

25 the authentication status of the device and that of each



partition authentication unit outputs a conmon-key partition-A

aut hentication comand to the device in step $S491. Upon receiving the
command (S501), the device 10 verifies whether the two-way individual key
aut hentication nmaster key (MKauth_PAR A) used for the common key
authentication is stored by referring to the common-key partition key
definition block (see Fig. 22) of the device nenory (S502). If the two-way
i ndi vi dual key authentication 15 master key (M<Kauth_PAR A) is not stored,
the common-key nutual authenticationl8anmot be executed, and the process
is termnated as an error. If it is determned that the two-way individual
key authentication nmaster key (MKauth _PAR A) is stored, in steps 20 $492

and S503patrhe tiuhugly aulifaentincAtdonraNd A% Shard At dIREess ik Uiy, t he
master key is perfornmed. The rnutual authentication and key sharing

processi k@nacheictti el @elshe onCHEPREK R tygeRii s simlar to the sequence
described in the foregoing device authentication with reference to Figs.

53 25 and 54, nagdsapipxpbanaki enet paredktibs thgheamithedonHowever, - 182
the keys used for the partition authentication are defined in the

partiti opriceysdahigniitsi @onitliaced $8e Jsigig 2e ks tdRWiare t9te dnab- way
i ndi vi dual key authentication common key (Kauth_ PAR B) and the two-way
i ndi v3 dudlé .key 5 igutilse nieiteatrioedrEst ertdpe\s {MKauitdt RARR Aulsltiar ékyi n t he
partition key area (see Fig. 23).
system is not used as the partition authentication type, the
partition authentication unit outputs a common-key
partition-A authentication command to the device in step
S491. Upon receiving the command (S501), the device
10 | verifies whether the two-way individual key authentication
master key (MKauth_PAR_A) used for the common key
authentication is stored by referring to the common-key
partition key definition block (see Fig. 22) of the device
memory (S8502). If the two-way individual key authentication
15 master key (MKauth PAR A) is not stored, the common-key
mutual authentication cannot be executed, and the process is
terminated as an error.
If it is determined that the two—way individual key
authentication master key (MKauth_PAR_A) 1s stored, in steps
20 S492 and S503, the mutual authentication and key sharing
processing using the master key 1s performed. The mutual
authentication and key sharing processing according to the
common key type is similar to the sequence described in the

foregoing device authentication with reference to Figs. 53

25 and 54, and an explanation thereof is thus omitted. However,



I f the common-key nutual authentication and key sharing processing has
succeeded in steps $S492 and S503, the device verifies in step S504 whet her
the entity to be conmunicated, 10 i.e., the partition authentication unit,
is not revoked by referring to IRL PAR the revocation |ist (Revocation
List (ID), which is stored in the partition key area (see Fig. 23) of
the device nenory, in which the identifiers (IDs) of the revoked devices
and the revoked units (a ticket user, 15 such as a reader/witer or a PC
as the device access unit, or the ricéReét 7issuing neans) are registered. If
the partition authentication unit is revoked, the partition creating
processi ng or del etion processing cannot be permtted, and the process is

term nat ethedakedis @Il £020 thie the tiarildn it i tiendd i 10 WHdidey not
revoked, in step S505, the session key Kses created in the nutual

aut hent i qat itore aadtiey cshadyn@gFiedassmeland (e IR gl formdrnon (1 Drw

of the entity to be communicated (a reader/witer or a PC formng the

devi ce athlegntireatthen twoi-tvay2 5 naiivdlduedr kesy as tthen tdiensd i raceeagsini t) are
stored in the - 183 authentication table (see Fig. 51) in such a manner

t hat thégyar®anghattd® B0 each tdtehemwdrwaysiimglithielyzar thidy on  manager code
(PMC) as a key. Meanwhile, in step $S493, the partition authentication 5
uni t al seuddeatiiceds onharisdrent ke ydeMKkeating BAR_Aeadketedyin rdfeerring to | RL

PAR the revocation |ist (Revocation List
partition key area (see Fig. 23).

If the common-key mutual authentication and key sharing
processing has succeeded in steps 5492 and 8503, the device
verifies in step S504 whether the entity to be communicated,

10 i.e., the partition authentication unit, is not revoked by
referring to IRL_PAR: the revocation list (Revocation List
(ID)), which is stored in the partition key area (see Fig.
23) of the device memory, in which the identifiers (IDs) of
the revoked devices and the revoked units (a ticket user,

15 such as a reader/writer or a PC, as the device access unit,
or the ticket issuing means) are registered. If the
partition authentication unit is revoked, the partition
creating processing or deletion processing cannpt be
permitted, and the process is terminated as an error.

20 If the partition authentication unit is not revoked, in
step S$505, the session key Kses created in the mutual
authentication and key sharing processing, and the ID
information (IDrw) of the entity to be communicated (a
reader/writer or a PC forming the device authentication unit,

25 which serves as the device access unit) are stored in the



(1D)

regi stered. The

in which the identifiers (I1Ds) of the revoked devices and the
revoked units (a ticket user, such as a reader/witer or a PC, which
serves as the device access 10 unit, or the ticket issuing neans) are

partition authentication unit is able to obtain the

revocation list (IRL_PAR) fromthe registration authority (RA(PAR)). If
the device is revoked, the partition creation processing or deletion
processi ng cannot be permtted, and 15 the process is term nated as an

If the device is not revoked” ii§3step S494, the session key Kses
created in the nutual authentication and key sharing processing, and the
IDinformation (IDnm) of the entity to be communi cated (device) are stored
in the 2Gualidheriidaddioron kAl e deseerifg.0.5192)id Nsdichn andrwertidiat  t hey
are related to each other by using the partition manager code (PMC) as a
key. The theyegaieng elradees fiongadch tdthauardy tusiimg athdeddiadiqan processi ng
execut ed between the device and 25 the reader/witer as the device access
unit manageddsyr tdoele (PYC) pav ta tkepn nmanager. According to this

error.

aut henti cati on

processi ng, the authentication has conducted between the

devi ce or theMpanvhiilen andsthe S4&der thwei pertds itme adehiendicatdess unit,

and the sharin

possi Bl e und tpér

10

15

20

25

of the session key is achieved, 5 thereby nmaking is
fS6r iIdedieamyisesd %@emmmes@tqeama)wmlwqm s\ssi on key.

referring to IRL_PAR: the revocation list (Revocation List

(ID))

in which the identifiers (IDs) of the revoked devices

and the revoked units (a ticket user, éuch as a

reader/writer or a PC, which serves as the device access

unit,

or the ticket issuing means) are registered. The

partition authentication unit is able to obtain the

revocation list (IRL_PAR) from the registration authority

(RA(PAR)). TIf the device is revoked, the partition creation

processing or deletion processing cannot be permitted, and

the process is terminated as an error.

If the device is not revoked, in step S494, the session

key Kses created in the mutual authentication and key

sharing processing, and the ID information (IDm) of the

entity to be communicated (device) are stored in the

authentication table (see Fig. 52) in such a manner that

they are related to each other by using the partition

manager code (PMC) as a key.

The foregoing processing is the partition

authentication processing executed between the device and

the reader/writer as the device access unit managed by the



The above-descri bed device authentication processing and partition

aut hentication processing can also be perfornmed as required when
conducting a device access using 10 a different ticket, such as the file
registration ticket (FRT), the service perm ssion ticket (SPT), or the
data wupdate ticket (DUT). This is discussed below while describing the
processi ngs performed using such tickets. (Integrity Checking of Ticket and
User) 15 In the flow of the partition _creation/deletion processing shown
in Fig. 47, details of the integrity 8Aecking of the ticket and the user
by the device in step $S413 are discussed below with reference to the flows
of Figs. 57 and 58. 20 The subsequent integrity checking of the ticket and

the usepagan tdloso m@aRes:f.or NRE S rdeC & FAGC eSS HEMCASS gy using a
different ticket, such as the file registration ticket (FRT), the service

per m ssi procieslseng( SRRE, awthdne i dalianupeat edridikated Déweaas drequi red.
Thus, the flows 25 shown in Figs. 57 and 58 are fornmed as the common
processi dgvice8sr frhewpafrdri ttilom tainckethe rEaeldmtvagridy ahatld ngpwifcd he
ticket and the user is the processing executed by the device (see Fig. 5)
based onacgckest uokdt, redeithed sthagrhng toifckdte wseys i(ex .key rieaceriwvidder 5 or
a PC as the device access unit) that is comrunicating wth the device.
Af t erd veitheyieRy fma&ingt égr popsdblichdo perform encrypted data
communication by using the session key.
The above-described device authentication processing
and partition authentication processing can also be
performed as required when conducting a device access using
10 a different ticket, such as the file registration ticket
(FRT) , the service permission ticket (SPT), or the data
update ticket (DUT). This is discussed below while
describing the processings performed using such tickets.
(Integrity Checking of Ticket and User)
15 In the flow of the partition creation/deletion
processing shown in Fig. 47, details of the integrity
checking of the ticket and the user by the device in step
S413 are discussed below with reference to the flows of Figs.
57 and 58.
20 The subsequent integrity checking of the ticket and the
user can also be performed for device access processing
using a different ticket, such as the file registration
ticket (FRT), the service permission ticket (SPT), or the

data update ticket (DUT), as required. Thus, the flows

25 shown in Figs. 57 and 58 are formed as the common processing



ticket and the user, which is the ticket user (a reader/witer or a PC as
the device access unit) in the integrity checking processing of the ticket
and the user, 10 the device permts the processing within the restriction
indicated in the ticket. Details of the integrity checking processing of
the ticket and the user are described below with reference to the flows
of Figs. 57 and 58. Upon receiving a ticket from15 the ticket user (ex. a
reader/witer or a PC as the device access unit), in step S511 of Fig. 57,
the device checks the ticket type and8letermni nes whether the ticket is a
partition registration ticket (PRT). The ticket type is recorded in each
ticket (see Figs. 26, 27, 28, 31, and 32). 20 If the ticket type is the

partiti ofloe@ Foratdnen tiickeats. (PRT), the steps S512 through S514 are
executed, and if the ticket type is not the partition registration ticket

(PRT), the prheesatpyecegdshtokshgpoBSihe kfickke tnekehet yperi $sthe
partition registration ticket 25 (PRT), it is determned in step S512

whet her tthe getideasgioly exEdmtedhédy nthegrddwi aheded yHigy ( MblHas e by st em
(Public)/comon key system (Conmon)) indicated in the ticket is the public
key syst dime( Rilglkied) reldfeitvieel ifitoegri thi aktest knteppe(dss. teherqaudald /avddeersyst em
5 (Public), the process proceeds to step 513 in which the various
procelsi BFs 3akE ger frdremsiev iTite qecesess sivig-)extdmit ds communicating

with the device. After verifying the integrity of the

ticket and the user, which is the ticket user (a

reader/writer or a PC as the device access unit) in the

integrity checking processing of the ticket and the user,

10 the device permits the processing within the restriction
indicated in the ticket.

Details of the integrity checking processing of the
ticket and the user are described below with reference to
the flows of Figs. 57 and 58. Upon receiving a ticket from

15 the ticket user (ex. a reader/writer or a PC as the device
access unit), in step $511 of Fig. 57, the device checks the
ticket type and determines whether the ticket is a partition
registration ticket (PRT). The ticket type is recorded in
each ticket (see Figs. 26, 27, 28, 31, and 32).

20 If the ticket type is the partition registration ticket
(PRT), the steps S512 through S514 are executed, and if the
ticket type is not the partition registration ticket (PRT),
the process proéeeds to step S5165.

If the ticket type is the partition registration ticket

25 (PRT) , it is determined in step S512 whether the setting of



in step S513 is started by verifying the public key certificate (CERT) of
the ticket issuer using the public key PUB CA(DEV) of the device-nmanager
certificate authority 10 (CA (DEV)) . As discussed above, when sending the
ticket issued by the partition registration ticket (PRT) issuing neans
(PRT Issuer) to the ticket user, the public key certificate (CERT_PRTI)
of the partition registration ticket (PRT) 15 issuing neans (PRT |Issuer) is
al so sent together to the device if the public key systemis enployed. The
attribute of the public key certificdf® ((CERT_PRTlI) of the PRT issuing
means coincides with the identifier (PRTIC) of the partition registration
ticket (PRT) issuing nmeans (PRT User). 20 The signature inplenented by the

private key ahtdigitdewnee-kmaRgger (mayltid iKat & aidior Hub (1A Rnod s added
to the public key certificate (see Fig. 11), and this signature is

verifi edkey uSist@gn hE€opttan)g ke iRld CA(IRPEVOheft idieet dey i mnsages
certificate authority (CA(DEV)). The 25 signature creation and verification
i s executkey aysdreti N@Pud ic)187 the flows shown in Figs. 12 and 13. By this
signature verification, it can be determ ned whether the public key
certificate (CERTheofinthgriitgkehecksugpei $sanhauphblizedeypulykitenkey
certificate (CERT) wi thout being tanpered with.- 5 In step S513, it is also
det erori nd@uktdicher thise Prode sss prdeeagsert attegorSL I dégomdeictt rthtehe opti on

area of the public .
varlous processings are performed. The processing executed

in step S513 is started by verifying the public key
certificate (CERT) of the ticket issuer using the public key
PUB CA(DEV) of the device-manager certificate authority

10 (CA(DEV) ) .

As discussed above, when sending the ticket issued by
the partition registration ticket (PRT) issuing means (PRT
Issuer) to the ticket user, the public key certificate
(CERT_PRTI) of the partition registration ticket (PRT)

15 issuing means (PRT Issuer) is also sent together to the
device if the public key system is employed. The attribute
of the public key certificate (CERT_PRTI) of the PRT issuing
means coincides with the identifier (PRTIC) of the partition
registration ticket (PRT) issuing means (PRT User).

20 The signature implemented by the private key of the
device—managér certificate authority (CA(DEV)) is added to
the public key certificate (see Fig. 11), and this signature
is verified by using the public key PUB CA(DEV) of the
device-manager certificate authority (CA(DEV)). The

25 signature creation and verification is executed according to



key certificate (CERT), which is verified by the signature verification of
the ticket issuing neans, of the ticket issuing nmeans coincides wth the
ticket issuing neans code 10 (PRTIC. PRT |Issuer Code) recorded in DKDB
(Device Key Definition Block)(PUB) in the device. As discussed in the
section of the public key certificate showm in Fig. 11, in the public key
certificate, the code of the ticket issuing neans (Ticket Issuer), which
15 is the ticket (PRT, FRT, or SPT) issuing neans, is recorded, and in
this case, the PRTIC (PRT |ssuer Code)l8’s recorded. By checking the

consi stency between the code in this option area and the ticket issuing
means code (PRTIC. PRT Issuer Code) recorded in the DKDB (Device Key

Definiti eme?2E1BwecighdRB)in Fitdie devigrl 13. | syelierdridieshaigider the
received ticket (PRT) is a ticket issued by the authorized ticket issuing

means. TRherdedices ialnso idetemvibee slamtaintiated MhdtirpdkettHeSs HiBIG c nens ( Ti cket
| ssuer) is not revoked by referring to 25 CRL_DEV: the revocation |i st

( Revocat icesx tliifStca(t@ertdHfRMatod) Jthe tliSfketwhissuds i arrediitthdhiezadevi ce key
area (see Fig. 18) of the device nenory, in which the pubic key
certificatubliicddmtyl fdearts fieva t es efdEHT )nwitigrau tSKe iofg tteenpencak edi tdevi ces

and revoked units (a ticket user, such as a reader/witer or 5 a PC, as the
devi c® accessInnstepofSiBckét issalng Aeasginingde wheghstrertbe. code as

the user category recorded in the option area of the public
key certificate (CERT), which is verified by the signature
verification of the ticket issuing means, of the ticket |
issuing means coincides with the ticket issuing means code

10 (PRTIC: PRT Issuer Code) recorded in DKDB (Device Key
Definition Block) (PUB) in the device.

As discussed in the section of the public key
certificate shown in Fig. 11, in the public key certificate,
the code of the ticket issuing means (Ticket Issuer), which

15 is the ticket (PRT, FRT, or SPT) issuing means, is recorded,
and in this case, the PRTIC (PRT Issuer Code) is recorded.
By checking the consistency between the code in this option
area and the ticket issuing means code (PRTIC: PRT Issuer
Code) recorded in the DKDB (Device Key Definition

20 Block) (PUB) in the device, it is determined whether the
received ticket (PRT) is a ticket issued by the authorized
ticket issuing means.

The device also determines whether the ticket issuing
means (Ticket Issuer) 1is not revoked by referring to

25 CRL_DEV: the revocation list (Revocation List (Certificate)),



It is also determ ned whether the ticket has not been tanpered with by
verifying the signature recorded in the partition registration ticket
(PRT) (see Fig. 26), i.e., the 10 integrity check value (public key system
signature) of the ticket.  The signature integrity is perforned in a nanner
simlar to the signature integrity of the public key certificate, for
exanpl e, according to the sequence of the flow show in Fig. 13. 15
Accordingly, it has been checked that: (1) the public Kkey certificate
(CERT) of the ticket issuer is an aat 88i Zed public key certificate (CERT)
W t hout being tanpered with; (2) the code recorded in the option area of
the public key <certificate (CERT) of the ticket issuer coincides with the
20 tickewhighuiirg stears GedehPREVGcePREY suer rde)rigecargdedt itheDKDB
(Device Key Definition Block)(PUB) in the device; (3) the ticket issuing
means ( Tidekdicel sgemerr) ,i 4 nnethircdy aked pulkdnd Ked) ddrecitfiiclkatie has not been
tanpered with by verifying the signature of the received ticket (PRT).
Only whendanltiZ5 etrise (eandisteirdesd @iimidehr:olgl) (o) tdree ratdksfd etbviidescan be -
189 determned that the ticket integrity has been successfully verified.
| f any ofndheeyokeid vorids( g thickegh usHr i sumit assa irsfaded;/vnitexr or
determ ned that the ticket integrity has not been successfully verified,
and the pr &€essisnghgsidey itdee a5 gedst iMniicn rcayitsitakat drp suigieme@PRY) is
termnated. If it is determned in step S512 that the setting of

-are registered.

It is also determined whether the ticket has not been
tampered with by verifying the signature recorded in the
partition registration ticket (PRT) (see Fig. 26), i.e., the

10 integrity check value (public key system: signature) of the
ticket. The signature integrity is performed in a manner
similar to the signature integrity of the public key
certificate, for example, according to the sequence of the
flow shown in Fig. 13.

15 Accordingly, it has been checked that: (1) the public
key certificate (CERT) of the ticket issuer is an authorized
public key certificate (CERT) without being tampered with;
(2) the code recorded in the option area of the public key
certificate (CERT) of the ticket issuer coincides with the

20 ticket issuing means code (PRTIC: PRT Issuer Code) recorded
in DKDB (Device Key Definition Block) (PUB) in the device;

(3) the ticket issuing means (Ticket Issuer) is not revoked;
and (4) the ticket has not been tampered with by verifying
the signature of the received ticket (PRT). Only when all

25 the conditions (1) through (4) are satisfied, it can be



the integrity check type (public key system (Public)/comon key system
(Common) of the ticket is the conmmon key system the process proceeds to
step S514 in which the MAC (Message 10 Authentication Code) checking is
performed. The device perforns the MAC checking processing of the ticket by
using the MAC checking key of the partition registration ticket (PRT):
Kprt, which is stored in the device key area (see Fig. 18) of the device.
15 Fig. 59 illustrates an exanple of a MAC value, which is created by
using a DES encryption configuration. 188 rthe configuration shown in Fig.
59, a target nessage is divided into 8-byte units (hereinafter the divided
nmessages are indicated by M, M, ..., M\), and the exclusive ORis 20

per f or nede®R rifhi@ ddnithiadl twal ua cikdaer Q.inr’t%fgtﬁrtil ofy bd GRS esdi1and M
(the resulting value is set to 11). Then, | is input into a DES

encrypt i eerifiiled .and fi neneity pined dydiusions the MAGhpckiag tkewotKprt (the
output is set to El). Subsequently, the exclusive ORis performed on E
and M2, 2atasditkde resudlst idegeautipiald Thats thepulidket imddrisicmapt i on - 190
unit and is encrypted by using the key Kprt (output E2). Subsequently, the
above- degoiti begnpsocess sifs1 llgpeatrad iteal, emcy yyite gldoddss imessagesy thee fi nal
output EN is set to the nessage authentication code (MAC). As the nessage,
part of DPBrthdidat aegd stheadliorkad ckart h@RTSed.s THeemimagrgd .t y- guar ant eed | CV
(I'ntegrity Check Val ue)
If it is determined in step S512 that the setting of

the integrity check type (public key system (Public)/common

key system (Common) of the ticket is the common key system,

the process proceeds to step S514 in which the MAC (Message

10 Authentication Code) checking is performed. The device
performs the MAC checking processing of the ticket by using
the MAC checking key of the partition registration ticket
(PRT) : Kprt, which is stored in the device key area (see Fig.

18) of the device.

15 Fig. 59 illustrates an example of a MAC value, which is
created by using a DES encryption configuration. In the
configuration shown in Fig. 59, a target message is divided
into 8-byte units (hereinafter the divided messages are
indicated by M1, M2, ..., MN), and the exclusive OR is

20 performed on the initial value (hereinafter referred to as
"IV") and M1 (the resulting value is set to Il). Then, Il
is input into a DES encryption unit, and is encrypted by
using the MAC checking key: Kprt (the output is set to El1).

Subsequently, the exclusive OR is performed on El and M2,

25 and the resulting output I2 is input into a DES encryption



generated by, for exanple, a data sender in the data sender, is conpared
with the I CV generated based on the received data by a data receiver. |f
the two I CVs coincide with each 10 other, it can be guaranteed that the
data has not been  tanpered with. If the two ICVs are different, it is
determ ned that the data has been tanpered with. The integrity-guaranteed
| CV generated in the data creation by the data sender is stored in the ICV
(Integrity Check Value) 15 field in tg% PRT, as has been discussed in the
description of the partition regi sfr 3o ticket (PRT) format shown in
Fig. 26. If the ICV generated by the device coincides with the ICV stored
in the received ticket (PRT) after conparison, it is determned that the
integrityndft tamel tisckelcdyasddedy 23 ivey itheekey fRgdte (omxgdu@VEHr.e
different, it is determned that the ticket has been tanpered with, and

t he procésdiseguensilyy tthe taboket-des dramd atredte 4 doy dieppdted o
above-descri bed processing, the ticket checking processing when the

i ntegritenchaok Bype the nes s2gesomiinek diirayistaarhpwt d@hplsetsed. to 1k
Referring back to the flow of Fig. 57, a description of the integrity
checki ngelsselge wiudhen tard tilloa @wogke | (AQont iAsuddie Ifessades, gty mfhed in
step S511 that the ticket type is not the partition registration ticket
(PRT)S | tthies dgtdeiter Miensdeickesk @3nSHEs uftdst-her the ticket type is the file
regi stration &‘ick,et (FRT).

he integrity-guaranteed ICV (Integrity Check Value)
generated by, for example, a data sender in the data sender,
is compared with the ICV generated based on the received
data by a data receiver. If the two ICVs coincide with each
10 other, it can be guaranteed that the data has not been
tampered with. If the two ICVs are different, it is
determined that the data has been tampered with. The
integrity-guaranteed ICV generated in the data creation by
the data sender is stored in the ICV (Integrity Check Value)
15 field in the PRT, as has been discussed in the description
of the partition registration ticket (PRT) format shown in
Fig. 26. If the ICV generated by the device coincides with
the ICV stored in the received ticket (PRT) after comparison,
it is determined that the integrity of the ticket has been
20 verified. If the two ICVs are differeht, it is determined
that the ticket has been tampered with, and the processing
using the ticket is terminated.
According to the above-described processing, the ticket
checking processing when the integrity check type is the

25 common key system 1s completed.



If the ticket type is the file registration ticket (FRT), steps S516
t hrough S518 are executed, and if the ticket type is not the file
registration ticket (FRT), the 10 process proceeds to step S519. If the
ticket type is the file registration ticket (FRT), it is determned in
step S516 whether the setting of the integrity check type (public key
system (Public)/comon key system (Common) indicated in the ticket is the
public 15 key system (Public). If the integrity check type is the public
key system (Public), the process pioddéds to step S517 in which various
processi ngs are executed. The processing executed in step Sb517 is started
by verifying the public key certificate 20 (CERT) of the ticket issuer by
using the pubRegekeynfUBackAEBARheOE1bRecBaFtiigt.i @GN ManAgerépitibhi 6t e
authority (CA (PAR)) . Wen sending the ticket issued by the file
regi st r atthen inttiegiatc y( ERBckisguioty theans dkeRT drebugle dged g ti cket user,
25 the public key certificate (CERT FRTI) of the file - 192 registration
ticket (ERNAtins®di.ng Ifedns i(SFEEtdesmiared i atap SAt degetdsr dickdte
device. The attribute of the public key certificate (CERTFRTI) of the FRT
i ssui ng Y®es iscaiofcitdes painth tileoa irdaritsitiiadri qrFRREIdBe tof (RRTD f iilte 15
registration ticket (FRT) issuing means (FRT Issuer). The signature
i mpl etrencederpingd gni vaee 18§l SoWhetther the ticket type is the file
registration ticket (FRT).
If the ticket type is the file registration ticket
(FRT) , steps S$516 through S518 are executed, and if the
ticket type is not the file registration ticket (FRT), the
10 process proceeds to step S519.
If the ticket type is the file registration ticket
(FRT), it is determined in step S516 whether the setting of
the integrity check type (public key system (Public)/common
key system (Common) indicated in the ticket is the public
15 key system (Public).
If the integrity check type is the public key system
(Public), the process proceeds to step S517 in which various
processings are executed. The processing executed in step
S517 is started by verifying the public key certificate
20 (CERT) of the ticket issuer by using the public key PUB
CA(PAR) of the partition-manager certificate authority
(CA(PAR)) .
When sending the ticket issued by the file registration

ticket (FRT) issuing means (FRT Issuer) to the ticket user,

25 the public key certificate (CERT_FRTI) of the file



partition-manager certificate authority (CA(PAR)) is added to the public
key certificate (see Fig. 11), and this signature is verified by using the
public key PUB CA(PAR) of 10 the partition-manager certificate authority
(CA(PAR)). The signature creation and verification is executed according
to the above-described flows of Figs. 12 and 13. By this signature
verification, it can be determ ned whether the public key certificate
(CERT) of the ticket issuer is an 15 authorized public key certificate
(CERT) without being tanpered with.™ 'P%tep S517, it is al so deternined
whet her the user category code recorded in the option area of the public
key certificate (CERT), which has been verified by the signature 20

verifi catdegnstofatibm tdickeit | GRI NG SRSy afddies desrRW Tdside) 14 ckedo
i ssuing neans code (FRTIC. FRT Issuer Code) recorded in PKDB (Partition
Key Defi mieritortdgledtiey RidB)tlien dehelatevi Ckhe latthioptdld£ Koy mestidi cate,
the category code of the ticket issuing neans (Ticket Issuer), which is
the issuikey EEtidfdmstef EERAT (FRKEt (PRIhe BT i3s8HI) ,méand hi s case, the
- 193 FRTIC (FRT Issuer Code), is recorded, as discussed in the
descri pt iasi-ngfidase Wil ith&eydaeriti fecatBRMWI)h oferentelé o Fig. 11. By
checking the consistency between the code in the option area and the
tickeP i SOAYFF IRt CIFKYIFRART) 5 S5 NG SN CoRBT rlevraidd. i n PKDB
(Partition Ke)lg Definition Block)(PUB) in the device, it can be determ ned
t hat the he signature implemented by the private key of the
partition-manager certificate authority (CA(PAR)) is added
to the public key certificate (see Fig. 11), and this
signature is verified by using the public key PUB CA(PAR) of
10 the partition-manager certificate authority (CA(PAR)). The
signature creation and verification is executed according to
the above-described flows of Figs. 12 and 13. By this
signatureiverification, it can be determined whether the
public key certificate (CERT) of the ticket issuer is an
15 authorized public key certificate (CERT) without being
tampered with.

In step S517, it is also determined whether the user
category code recorded in the option area of the public key
certificate (CERT), which has been verified by the signature

20 verification, of the ticket issuing means coincides with the
ticket issuing means code (FRTIC: FRT Issuer Code) recorded
in PKDB (Partition Key Definition Block) (PUB) in the device.

In the public key certificate, the category code of the

ticket issuing means (Ticket Issuer), which is the issuing

25 means of each ticket (PRT, FRT, or SPT), in this case, the



received ticket (FRT) is a ticket issued by the authorized ticket issuing
means. The device al so determ nes whether the ticket issuing 10 neans ‘
(Ticket Issuer) is not revoked by referring to CRL_PAR the revocation |ist
(Revocation List (Certificate)), which is stored in the partition key area
(see Fig. 23) of the device nenory, in which the public key certificate
identifiers (ex. serial nunber: SN) of the revoked devices 15 and the
revoked units (a ticket user, such as_a_reader/witer or a PC, as the

devi ce access unit, or ticket issuing’Seans) are registered. The device
also verifies the signature recorded in the file registration ticket (FRT)
(see Fig. 27), which is the 20 received ticket, i.e., the integrity check

val ue (pERTIC KERTSYRiBr T@RAL,Ure) rejtddirt erdd nesswhaiderid hend i cket has
not been tanpered with. As in the above-described signature verification

of the pudelsiorikey cmerctii fiheatpmbltie keygratntief i degfa furicat | Fdrerexecid ed
according to the sequence simlar 25 to the flowof Fig. 13. - 194 Thus,
it has b&exg.cldckedyt kdteck(ihy tihe publsicstdesycy dertwdarcatiee (dekRT)imof t he
ticket issuer is an authorized public key certificate (CERT) w thout being
t anper ed thiet loptiER) aree code thecdriddett i ashe rgpmieanarealeof (RRE Qubl i ¢ key
5 certificate (CERT) of the ticket issuer coincides with the ticket
i ssuing ABInd seo@E CPRA)CrerRIdesk ey FEREe) (Featditdean Key Definition
Block) (PUB) in the device, it can be determined that the
received ticket (FRT) 1s a ticket issued by the authorized
ticket issuing means.
The device also determines whether the ticket issqing
10 means (Ticket Issuer) 1is not revoked by referring to
CRL_PAR: the revocation list (Revocation List (Certificate)),
which is stored in the partition key area (see Fig. 23) of
the device memory, in which the public key certificate
identifiers_(ex. serial number: SN) of the revoked devices
15 and the revoked units (a ticket user, such as a
reader/writer or a PC, as the device access unit, or ticket
issuing means) are registered.
The device also verifies the signature recorded in the
file registration ticket (FRT) (see Fig. 27), which is the.
20 received ticket, i.e., the integrity check value (public key
system: signature), and determines whether the ticket has
not been tampered with. As in the above-described signature
verification of the public key certificate, the signature

verification is executed according to the sequence similar

25 to the flow of Fig. 13.



in PKDB (Partition Key Definition Block)(PUB) in the device; (3) the
ticket issuing nmeans (Ticket Issuer)'is not revoked; and (4) the ticket
has not been tanpered with by verifying 10 the signature of the received
ticket (FRT). Only when all the conditions (1) through (4) are satisfied,
it can be determned that the integrity of the received ticket (FRT) has
been successfully verified. If any of the conditions (1) through (4) is
not satisfied, it is determned that the 15 integrity of the file
registration ticket (FRT) has not béeﬁ94sﬁccessfully verified, and the
processing using the file registration ticket (FRT) is termnated. If it
is determned in step S516 that the setting of the integrity check type
(public key systiem {Puhbschiteanohack2l kegtsystemtqeomubn)cokeihe ticket is
t he common key system (Common), the process proceeds to step S518 in which
t he MAC ceMtdsage tAut(CERT) catfi aheCadekethddsury iis @er faarthed:izBaie devi ce
perfornms the MAC checking processing of the ticket by using the MAC

checki ngpkéy iof kielye cleirité fiegitst r(@ERAN  Widbetu 2 HIFRT)tantfarted whitdty i s
stored in the partition key area (see - 195 Fig. 23) of the device. The
MAC checKing theocedlsi rgcogdegik dauttde apddodi vy e athdheb prdldes devbed
MAC-val ue creation processing using the DES encryption confhg;ration shown
in R g. csgtifivpés ACERT)t pLfyiRearricket A% suatt apiingi dgse sk talthe)

generated Dot 95etidP ndana Tada SFRTe: FHr Ldier B) recordea
in PKDB (Partition Key Definition Block) (PUB) in the device;
(3) the ticket issuing means (Ticket Issuer) is not revoked;
and (4) the ticket has not been tampered with by verifying
10. the signature of the received ticket (FRT). Only when all
the conditions (1) through (4) are satisfied, it can be
determined that the integrity of the received ticket (FRT)
has been successfully verified. If any of the conditions
(1) through (4) is not satisfied, it is determined that the
15 integrity of the file registration ticket (FRT) has not been
successfully verified, and the processihg using the file
registration ticket (FRT) is terminated.
If it is determined in step S516 that the setting of
the integrity check type (public key system (Public)/common
20 key system (Common) of the ticket is the common key system
(Common) , the process proceeds to step S$518 in which the MAC
(Message Authentication Code) checking is performed. The
device performs the MAC checking processing of the ticket by
using the MAC checking key of the file registration ticket

25 (FRT) : Kfrt, which is stored in the partition key area (see



creation is conpared with the I CV generated based on the received data by
a data receiver. If the two ICVs coincide wth each other, it is verified
that the data has not been 10 tanpered with. If the two ICVs are different,
it is determned that the data has been tanpered with. The integrity
guaranteed | CV generated by, for exanple, a data sender, during the data
creation is stored in the ICV (Integrity Check Value) field of FRT, as has
been di scussed 15 in the description of the file registration ticket (FRT)
format shown in Fig. 27. If the ICV‘géﬁéréted by the device coincides with
the ICV stored in the received ticket (FRT) after conparison, it is
determ ned that the ticket integrity has been verified. If the ICVs are

di fferenfFig.t 233 2@ deleedevied .t hathd MAd ictketkiias diestedsimeried with, and
the processing using the ticket is term nated. According to the foregoing
processi egecthed ialoeoragios troatthen afdosieetd gdeRMbade MAJ-catlivan queattei’si ng
when the integrity check type is the comobn key systemis conpleted. 25 If
it is depeogiesednion ustiewy SHES DEfatendwypttiichketcanfeguratdfon ishavot itrhe file
registration ticket (FRT), it is determined in step S519 whether the
ticket typ€-i $%-he service pernmission ticket (SPT). If the ticket type is
the service permssion ticket 5 (SPT), steps S520 through S522 are
execiled. |f The ipgrerityygearanseedt RAEVsdinitegrpayniChsectnVaileret ( SPT),

t he process .
. generated by, for example, a data sender, during the data

creation is compared with the ICV generated based on the
received data by a data receiver. If the two ICVs coincide
with each other, it is verified that the data has not been

10 tampered with., If the two ICVs are different, it is
determined that the data has been tampered with. The
integrity guaranteed ICV generated by, for example, a data
sender, during the data creation is stored in the ICV
(Integrity Check Value) field of FRT, as has been discussed

15 in the description of the file registration ticket (FRT)
format shown in Fig. 27. 1If the ICV generated by the device
coincides with the ICV stored in the received ticket (FRT)
after comparison, it is determined that the ticket integrity
has been verified. If the ICVs are different, it is

20 determined that the ticket has been tampered with, and the
processing using the ticket is terminated.

According to the foregoing processing, the file

registration ticket (FRT) verification processing when the
integrity check type is the common key system is completed.

25 If it is determined in step S515 that the ticket type



proceeds to step S523. If the ticket type is the service perm ssion ticket
(SPT), it is determned in step S520 whether the integrity 10 check type
(public key system (Public)/comon key system (Common)) indicated in the
ticket is the public key system |If the integrity check type is the public
key system the process proceeds to step S521 in which various
processi ngs are perforned. The processing to be executed in 15 step S521
is,started by verifying the public key certificate (CERT) of the ticket

i ssuer by using the public key PUB ™ (9I5AR) of the partition-manager
certificate authority (CA (PAR)) . Wen sending the ticket issued by the
service 20 perm ssion ticket (SPT) issuing neans (SPT Issuer) to the

ticket user ndthehpudile keyicatdtiomata dKERT(FEEEN ) iof tdheietsamibiee]

perm ssion ticket (SPT) issuing nmeans (SPT Issuer) is also sent together
to the dewn cead SH16 pulethe keyhesysiickat ity penplovace skwriaid ri bute of the
public key certificate 25 (CERT_SPTI) of the SPT issuing nmeans coincides
wi t h t he peri@és iicgentiicdkiedr (SSEM1.C) of the service perm ssion ticket (SPT)

i ssuing neans (SPT Issuer). The signature inplenented by the private key of
the partitioAfnthagéickekt itipeatte abehseirvyceCheRARsElon addget 5 to the
public key certificate (see Fig. 11), and this signature is verified by

usi ng®t hd S/ ¢tePp BUR OICAPRARIPN0fS522 are executed. If the ticket

type is not the service permission ticket (SPT), the process
proceeds to step S5523.
| If the ticket type is the service permission ticket
(SPT), it is determined in step S520 whether the integrity
10 check type (public key system (Public)/common key system
(Common)) indicated in the ticket is the public key system.
If the integrity check type is the public key system,
the process proceeds to step S$521 in which various
processings are performed. The processing to be executed in
15 step S521 is started by verifying the public key certificate
(CERT) of the ticket issuer by using the public key PUB
CA (PAR) of the partition-manager certificate authority
(CA(PAR) ) .
When sending the ticket issued by the service
20 permission ticket (SPT) issuing means (SPT Issuer) to the
ticket user, the public key certificate (CERT_SPTI) of the
service permission ticket (SPT) issuing means (SPT Issuer)
is also sent together to the device if the public key system
is employed. The attribute of the public key certificate

25 (CERT_SPTI) of the SPT issuing means coincides with the



the partition-manager certificate authority (CA(PAR)). The signature
creation and verification is perforned according to, for exanple, the
above-described flows shown in Figs. 12 10 and 13. By this signature
verification, it is determ ned whether the public key certificate (CERT)
of the ticket issuer is an authorized public key certificate (CERT)

W t hout being tanpered with. It is determned in step S521 whet her the user
category 15 code recorded in the optiaon area of the public key

certificate (CERT), which has been verti*i &d by the signature verification,
of the ticket issuing neans coincides with the ticket issuing nmeans code
(SPTIC. SPT Issuer Code) recorded in the file definition block (FDB) in

t he devi delen?i fA®rdi (BRISIHd dM tite ssastian pfrihes pibldickety (grertificate
in Fig. 11, in the public key certificate, the category code of the ticket
I ssui ng mesvsnglindeets | (SRIrDssuar)ich is the issuing neans of the ticket
(PRT, FRT, or SPT), in this case, SPTIC (SPT |Issuer Code), is recorded. By
25 checki ng t Aeecenghstomey ibptleeen tehe byodéei priiive teptiegn odr ee- 198  and
the ticket issuing neans code (SPTIC. SPT |Issuer Code) recorded in FDB

(Fi | e DeframitiiitdgprBimgeidosm agrst iddviadee duthioritdet €AiBAR) whist restdeadhe
received ticket (SPT) is issued by authorized ticket issuing neans. 5 The
devi ce alt$o & klAes kvetarsit ifieaticketes F5id ng Lneand (thisket |ssuer) is

not revoked by referring to ) .
signature is verified by using the public key PUB CA(PAR) of

the partition-manager certificate authority (CA(PAR)). The
signature creation and verification is performed according
to, for example, the above-described flows shown in Figs. 12

10 and 13. By this signature verification, it is determined
whether the public key certificate (CERT) of the ticket
issuer is an authorized public key certificate (CERT)
without being tampered with.

It is determined in step S521 whether the user category

15 code recorded in the option area of the public key
certificate (CERT), which has been verified by the signature
verification, of the ticket issuing means coincides with the
ticket issuing means code (SPTIC: SPT Issuer Code) recorded
in the file definition block (FDB) in the device.

20 As discussed in the section of the public key
certificate in Fig. 11, in the public key certificate, the
category code of the ticket issuing means (Ticket Issuer),
which is the issuing means of the ticket (PRT, FRT, or SPT),
in this case, SPTIC (SPT Issuer Code), is recorded. By

25 checking the consistency between the code in the option area



CRL_PAR the revocation list (Revocation List (Certificate)), which is
stored in the partition key area (see Fig. 23) of the device nenory, in
which the public key certificate 10 identifiers (ex. serial nunber: SN) of
the revoked devices and the revoked units (a ticket user, such as a
reader/witer or a PC, as the device access unit, or ticket issuing neans)
are registered. The device also verifies the signature recorded in the 15
service perm ssion ticket (SPT) (see Figs. 28 and 31), which 1is the
received ticket, i.e., the integrity &ﬁch value of the ticket (public key
system signature), and determ nes whether the ticket has not been
tanpered with. In the above-described signature verification of the public
key 20 cemid fiheatw.ckdite isisgiiaigihearsy idddaat (IeTics: BEf ordmebr agendi ng to,
for exanple, the sequence simlar to the flow shown in Fig. 13. Thus, it
has been releckied timatrDR LF itike Deiflilnic ilkay BlesoK)i fircadree (dRQe ofitd higs ti cket
i ssuer is an authorized 25 public key certificate (CERT) w thout being

t anper ed deittelrminetOWhetert hec o aiecal dedkat t (8P Dption ssnead &fy t he
public key certificate (CERT) of the ticket issuer coincides with the
ticket i esrherimsansicked (1SRTIiGg SRRrsssuer Code) recorded in FDB (File
Definition Block) in the device; (3) the ticket 5 issuing neans (Ticket

| ssue?) is nofheedeKéae ahgo(dptehminesckbethes mde Bdeketadsenddawi th by

verifying the signature .
means (Ticket Issuer) is not revoked by referring to

CRL_PAR: the revocation list (Revocation List (Certificate)),
which is stored in the partition key area (see Fig. 23) of
the device memory, in which the public key certificate
10 identifiers (ex. serial number: SN) of the revoked devices
and the revoked units (a ticket user, such as a
reader/writer or a PC, as the device access unit, or ticket
issuing means) are registered.
The device also verifies the signature recorded in the
15 service permission ticket (SPT) (see Figs. 28 and 31), which
is the received ticket, i.e., the integrity check value of
the ticket (public key system: signature), and determines
whether the ticket has not been tampered with. In the
above—-described signature verification of the public key
20 certificate, the signature verification is performed
according to, for example, the sequence similar to the flow
shown in Fig. 13.
Thus, it has been checked that: (1) the public key
certificate (CERT) of the ticket issuer is an authorized

25 public key certificate (CERT) without being tampered with;



of the received ticket (SPT). Only when all the conditions (1) through (4)
are satisfied, it can be determned that the integrity of the service
perm ssion ticket (SPT) has been 10 successfully verified. If any of the
conditions (1) through (4) is not satisfied; it is determ ned that the
integrity of the service perm ssion ticket (SPT) has not been
successful ly verified, and the processing using the service permssion
ticket (SPT) is termnated. 15 If it determned in step S520 that the
setting of the integrity check type (%@bllc key system (Public)/conmon
key system (Comon) of the ticket is the cormon key system (Common), the
process proceeds to step S522 in which the MAC (Message Aut hentication
Code) cheacki nhd Ry fresomdledTHey Zhdedteomeaerdar et tdree MAG Icheaddyng
processing of the ticket by using the MAC checking key of the service

per m ssi arertiddetate SEERT)Ksf ,thehitdlvkest sitsonesdr igoirhei daéd evidaf ittd i on

bl ock (see Fig. 24) of the device. The MAC checki ng processing is

execut ed tdck@tdiisg wiag hresazo\dies(GHHEY NEG Vid e ©rGate Jonr R ptegtessi ng
using the DES encryption configuration shown in - 200 Fig. 59. The

i ntegrityrgidfanfede PeV initiegr BlpdBleck iuglevigeer tled-Hyy , tfaket
exanpl e, a data sender, during the data creation is conpared with the ICV
generat ed SHASEG Feante Ficked e usatla 18y retdatey dkeahi viard  (4) tihe two | CVs

coincide w.th each other, it is verified that the data has not been
ticket has not been tampered with by verifying the signature

of the received ticket (SPT). Only when all the conditions
(1) through (4) are satisfied, it can be determined that the
integrity of the service permission ticket (SPT) has been

10 successfully verified. If any sf the conditions (1) through
(4) is not satisfied; it is determined that the integrity of
the service permission ticket (SPT) has not been
successfully verified, and the processing using the service
permission ticket (SPT) is terminated.

15 If it is determined in step S$520 that the setting of
the integrity check type (public key system (Public)/common
key system (Common) of the ticket is the common key system
(Common) , the process proceeds to step S$522 in which the MAC
(Message Authentication Code) checking is performed. The

20 device performs the MAC checking processing of the ticket by
using the MAC checking key of the service permission ticket
(SPT) : Kspt, which is stored in the file definition block
(see Fig. 24) of the device. The MAC checking processing is
executed according to the above-described MAC-value creation

25 processing using the DES encryption configuration shown in



tanpered with. If the two ICVs are different, it is determned that the
data has been tanpered with. The integrity-guaranteed |ICV generated by,
for exanple, a data 10 sender, during the data creation is stored in the
ICV (Integrity Check Value) field of SPT, as has been discussed in the
description of the service permssion ticket (SPT) format in Figs. 28 and
31. If the ICV generated by the device coincides with the ICV stored in
the received ticket 15 (SPT) after conparison, it is determ ned that the
ticket integrity has been verified. K%t Re I1Cvs are different, it is
determ ned that the ticket has been tanpered with, and the processing
using the service permssion ticket (SPT) is termnated. 20 According to

t he foregaigng 5Pr.ocessing, the service permssion ticket (SPT) verification
processi ng when the integrity check type is the conmon key systemis

conpl eted.. |fhet ihsedeteyrgnadannestiefC5 Intceatr itthye Chiecketvallype 1S not
the service permssion ticket (SPT), it is determned 25 in step S523

whet her geaeradlest tyypdaors extpmpdat,a aupgddtee serREr, tduwkietg DE¢ (JAER DEV) )
(see Fig. 32). The data update ticket (DUT) is the access perni ssion
ticket, whieghtiion dtsorcampared hd tdevihce Idhwenenateat frsagpdat ithg vari ous
data, as described above. The data update ticket (DUT) includes the 5 data
updat® t iFEcSiVERY debET EY) Hadse & ecerivigidat iffy thfe twandgemsmingdc® of the

devi ce manager and the data update |
with each other, it is verified that the data has not been

tampered with. If the two ICVs are different, it is
determined that the data has been tampered with. The
integrity-guaranteed ICV generated by, for example, a data

10 sender, during the data creation is stored in the ICV
(Integrity Check Value) field of SPT, as has been discussed
in the description of the service permission ticket (SPT)
format in Figs. 28 and 31. If the ICV generated by the
device coincides with the ICV stored in the received ticket

15 (SPT) after comparison, it is determined that the ticket
integrity has been verified. If the ICVs are different, it
is determined that the ticket has been tampered with, and
the processing using the service permission ticket (SPT) is
terminated.

20 According to the foregoing processing, the service
permission ticket (SPT) verification processing when the
integrity check type is the common key system is completed..

If it is determined in step S519 that the ticket type
is not the service permission ticket (SPT), it is determined

25 in step S523 whether the ticket type is the data update



ticket-PAR (DUT(PAR)) used for updating the managenent data of the
partition manager. If the ticket type is the data update ticket-DEV 10
(DUT(DEV)), steps S524 through S528 are executed. If the ticket type is
not the data update ticket (DEV) (DUT(DEV)), the process proceeds to step
S529. If the ticket type is the data update ticket-DEV (DUT(DEV)), it is
determ ned in step S524 whether the 15 integrity check type (public key
system (Public)/conmmon key system (C%ﬁgon)) indicated in the ticket is the
o

public key system |If the integrity K type is the public key system

the process proceeds to step S525 in which various 20 processings are
performed. The processing to be executed in step S525 is started by
veri fyi ng itdke tpUiEv o Dy DEaNt)i f (seat & i .CERN). of THdhaldtia kaidd s ugicar usi ng
the public key PUB CA(DEV) of the device-nmanager certificate authority (CA
(DEV)) . @TWhers ddredianyetstye geammkiats licgs usicc kBt t héniddat a supdaimed 1202
ticket-DEV (DUT(DEV)) issuing neans (DUT Issuer) to the ticket user, the
publ i c kéyec geviifdec atemqPERT sBUT | Ho ofupdee: 1 rgatve wipdst elatiackets (DUT) i ssui ng
means (DUT Issuer) is also sent together to the device if the public key
syst em i sleScarpesy éPovEhe Athe idauhee widatife tdiate T )camdlfidsat eche
(CERT_DUTI) of the DUT issuing neans coincides with the
5 data update ticket-DEV (DUT(DEV)) used for updating the
management data of the device manager and the data update
ticket-PAR (DUT (PAR)) used for updating the management data
of the partition manager.
If the ticket type is the data update ticket-DEV
10 (DUT (DEV) ), steps S$524 through S528 are executed. If the
ticket type is not the data update ticket (DEV) (DUT (DEV)),
the process proceeds to step S$529.
If the ticket type is the data update ticket-DEV
(DUT(DEV)), it is determined in step S524 whether the
15 integrity check type (public key system (Public)/common key
system (Common)) indicated in the ticket is the public key
system.
If the integrity check type is the public key system,
the process proceeds to step 8525 in which various
20 processings are performed. The processing to be executed in
step 8525 is started by verifying the public key certificate
(CERT) of the ticket issuer by using the public key PUB
CA(DEV) of the device-manager certificate authority

(CA(DEV) ) .

25 When sending the ticket issued by the data update



identifier (DUTIC) of the ticket issuing neans code (DUTIC DEV) recorded

i n DKDB(PUB) (Device Key Definition Block)(PUB) in the device. 10 The
signature inplemented by the private key of the device-manager certificate
authority (CA(DEV)) is added to the public key certificate (see Fig. 11),
and this signature is verified by using the public key PUB CA(DEV) of the
devi ce-manager certificate authority (CA(DEV)). The 15 signature creation
and verification is performed accordi n% to, for exanple, the
above-described flows shown in Figs~ 222 and 13. By this signature
verification, it is determ ned whether the public key certificate (CERT)
of the ticket issuer is an authorized public key certificate (CERT) 20

Wi t hout . theikeg-pEvpened WH).) lits s et ebU™ AR 5538, Whet her the
user category code recorded in the option area of the public key

certifi catiekE@EEREer Wiiheh dhas ike s weydfdied dat & hesignaiune o velHd i cati on,
of the ticket issuing neans coincides with the 25 ticKet issuing neans code
( DUTI C_Da¥:taDidpdassuari ckatteg@Ur)- i2G%infomdars cayuT awyudad ik QKR PUB)
(Device Key Definition Block) (PUB) in the device. As discussed in the
secti on ekntheogeatthier key theerdtevliczaties itheFipmblil, Kay tdyestaubliisc key
certificate, the 5 category code of the ticket issuing neans (Ticket
| ssue?), empiloleds t Fhe eddiniputearns dhet ipaltliick ey RRE Lt iFREatSPT, or
(CERT_DUTI) of the DUT issuing means coincides with the
identifier (DUTIC) of the ticket issuing means code
(DUTIC DEV) recorded in DKDB(PUB) (Device Key Definition
Block)(PUB) in the device.
10 The signature implemented by the private key of the
device-manager certificate authority (CA(DEV)) is added to
the public key certificate (see Fig. il), and this signature
is verified by using the public key PUB CA(DEV) of the
device-manager certificate authority (CA(DEV)). The
15 signature creation and verification is performed according
to,-for example, the above-described flows shown in Figs. 12
and 13. By this signature verification, it is determined
whether the public key certificate (CERT) of the ticket
issuer is an authorized public key certificate (CERT)
20 withoutfbeing tampered with.
It is determined in step $525 whether the user category
code recorded in the option area of the public key
certificate (CERT), which has been verified by the signature

verification, of the ticket issuing means coincides with the

25 ticket issuing means code (DUTIC_DEV: DUT Issuer Category



DUT), in this case, DUTIC (DUT Issuer Code), is recorded. By checking the
consi stency between the code in the option area and the ticket issuing
means code (DUTIC DEV: DUT 10 Issuer Category for Device) (see Fig. 16)
recorded in DKDB(PUB) (Device Key Definition Block)(PUB) in the device,

it is determ ned whether the received ticket (DUT) is issued by authorized
ticket issuing neans. The device al so determ nes whether the ticket issuing
15 nmeans (Ticket Issuer) is not revoked by referring to CRL DEV, the
revocation |ist (Revocation List (CertBicate)), which is stored in the
device key area (see Fig. 18) of the device nenory, in which the public
key certificate identifiers (ex. serial nunber: SN) of the revoked devices

and the rrevokrd i2Q)uRidss o dl 11eK SIRDES@IUB)S USTe AT & KBAGRIH Wiidign or a PC,
as the device access unit, or ticket issuing neans) are registered. The
devi ce alB3@cker(ripes inhehsl gratiwee recorded in the data update ticket-DEV
(DUT(DEV)) (see Fig. 32), which is 25 the received ticket, i.e., the
integrity chepk dakuesetdthft théO4ectiokebf( publ bebkey wygtem signature),

and determ nes whether the ticket has not been tanpered with. As in the
above- deserithied caitgnadtnurd.gvenilf,i dat ithre @lublhie ey icedE)f i ceadd,i fdheat e, the
signature verification is perforned 5 according to, for exanple, the
sequence ceitEdloany tcodeheff thw tdfckleitg.isEdiing means (Ticket Issuer),
which is the issuing means of the ticket (PRT, FRT, SPT, or
DUT), in this caée, DUTIC (DUT Issuer Code), is recorded.
By checking the consistency between the code in the option
area and the ticket issuing means code (DUTIC DEV: DUT
10 Issuer Category for Device) (see Fig. 16) recorded in
DKDB (PUB) (Device Key Definition Block) (PUB) in the device,
it is determined whether the received ticket (DUT) is issued
by authorized ticket issuing means.
The device also determines whether the ticket issuing
15 means (Ticket Issuer) is not revoked by referring to CRL_DEV,
the revocation list (Revocation List (Certificate)), which
is stored in the device key area (see Fig. 18) of the device
memory, in which the public key certificate identifiers (ex.
serial number: SN) of the revoked devices and the revoked
20 units (a ticket user, such as a reader/writer or a PC, as
the device access unit, or ticket issuing means) are
registered.
The device also verifies the signature recorded in the

data update ticket-DEV (DUT(DEV)) (see Fig. 32), which is

25 the received ticket, i.e., the integrity check value of the



Thus, it has been checked that: (1) the public key certificate (CERT) of
the ticket issuer is an authorized public key certificate (CERT) w thout
bei ng tanpered with; 10 (2) the code recorded in the option area of the
public key certificate (CERT) of the ticket issuer coincides with the
ticket issuing neans code (DUTI C DEV: DUT |ssuer Category for Device)
recorded in DKDB(PUB) (Device Key Definition Block)(PUB) in the device;

(3) the ticket issuing nmeans 15 (Ticket Issuer) is not revoked; and (4) the
ticket has not been tanpered with by2Périfying the signature of the
received ticket (DUT). Only when all the conditions (1) through (4) are
satisfied, it can be determned that the integrity of the data update

ticket - DiEY cfdadT ((BEYLL e yDesms t26h :suaepssiudd)y, wald fdead riliihany of the

conditions (1) through (4) is not satisfied, it is determned that the
i nt egrit whefthetrheh@dattd dkedatha st inecketb U (EPénedasi 1ot been rsugeessful |y

verified, and the processing using the data update ticket- DEV (DUT(DEV))
is tern adose-d2scifibeld iss gthetterms ved i fi cstteprSE tHwatpuldied ikeggrity - 205
check type (public key system (Public)/comon key system (Common))
i ndi cat edeintitficattieckdthe s igne toormore el caysitoemis igern® mietder mi ned in step
S526 whether the data indicated by the old data code recorded in the data
update t iackerdbmyg 50(,Dlﬁ'D(ID|§\¥)a)nHl§,Kme_mqmwh@dldmg;&@imffhdme dat a
update ticket (DUT)) or Kdut_ DEV2 (data updating encryption key)
of Fig. 13.
Thus, it has been checked that: (1) the public key
certificate (CERT) of the ticket issuer is an authorized
public key certificate (CERT) without being tampered with;
10 (2) the code recorded in the option area of the public key
certificate (CERT) of the ticket issuer coincides with the
ticket issuing means code (DUTIC_DEV: DUT Issuer Category
for Device) recorded in DKDB(PUB) (Device Key Definition
Block) (PUB) in the device; (3) the ticket issuing means
15 (Ticket Issuer) 1is not revoked; and (4) the ticket has not
been tampered with by verifying the signature of the
received ticket (DUT). Only when all the conditions (1)
through (4) are satisfied, 1t can be determined that the
integrity of the data update ticket-DEV (DUT(DEV)) has been
20 successfully verified. TIf any of the conditions (1) through
(4) is not satisfied, it is determined that the integrity of
the data update ticket (DUT(DEV)) has not been successfully
verified, and the processing using the data update ticket-

DEV (DUT(DEV)) is terminated.

25 If it is determined in step S$524 that the integrity



stored in the device key area (see Fig. 18). If the data indicated by the
old data code (the code of the old data to be updated) recorded in the
data update 10 ticket-DEV (DUT(DEV)) is Kdut_DEV1 (MAC checking key of the
data update ticket (DUT)) or Kdut_DEV2 (data updating encryption key)
stored in the device key area (see Fig. 18), the MAC checking processing
is performed in step S528 by wusing Kdut_DEV3 (MAC checking key of the data
update ticket 15 (DUT)) stored in the device key area (see Fig. 18). If the
data indicated by the ol d data code™(#Re Code of the old data to be
updated) recorded in the data update ticket-DEV (DUT(DEV)) is not

Kdut DEV1 (MAC checking key of the data wupdate ticket (DUT)) or Kdut_ DEV2

(data updaeckg tgper Ypuban c2®eke )y stlear g@ubl i) cdamicse ey s§f<@@n( See Fi g.
18), the MAC checking processing is performed in step S527 by using
Kdut _DEVICEoMAGnehedkidigakey dh the dadicketpdat eHd dofinonDUEY) systteied in the
device key area (see Fig. 18). The reason for using the different MAC
checki ngikeys, de28ragnddsdni seepals6es, whetherf dhleovatal firdieadaidabyo be -
206 updated is Kdut _DEV1 (MAC checking key of the data update ticket
(DUT)) othgrdaeidDE92a( datle ypdarided émcrijyst dertak eypdatet hed ckee-0EVsuch dat a
is to be prohibited for some reason, for exanple, due to a |eakage of key
i nf ortrat i(BHT (BEM¢¢oi 6i Kghy, DENG NMBCcrbekikigusieng ofudhedaied anugdale
avoi ded. The MAC checki ng processing is executed according
ticket (DUT)) or Kdut_DEV2 (data updating encryption key)
stored in the device key area (see Fig. 18).
If the data indicated by the old data code (the code of
the old data to be updated) recorded in the data update
10  ticket-DEV (DUT(DEV)) is Kdut_DEV1 (MAC checking key of the
data update ticket (DUT)) or Kdut DEV2 (data updating
encryption key) stored in the device key area (see Fig. 18),
the MAC checking processing is performed in step S$528 by
using Kdut_ DEV3 (MAC checking key of the data update ticket
15 (DUT)) stored in the device key area (see Fig. 18). If the
data indicated by the old data code (the code of the old
data to be updated) recorded in the data update ticket-DEV
(DUT (DEV)) 1is not Kdut DEV1 (MAC checking key of the data
update ticket (DUT)) or Kdut_DEV2 (data updating encryption
20 key) stored in the device key area (see Fig. 18), the MAC
checking processing is performed in step S527 by using
Kdut_DEV1 (MAC checking key of the data update ticket (DUT))
stored in the device key area (see Fig. 18).

The reason for using the different MAC checking keys,

25 as described above, is as follows. If the data to be



to the above-descri bed MAC-val ue creation processing using the DES
encryption configuration shown in Fig. 59. If Kdut DEV1 ( MAC checki ng key
of the data update 10 ticket (DUT)) is newy stored in the device key area
(see Fig. 18) of the device, the device swaps Kdut DEV1 and previously
stored Kdut_DEV3 (MAC checking key of the data update ticket (DUT). If
Kdut _DEV2 (data updating encryption key) is newy stored, the device swaps
Kdut DEV2 and 15 previously stored Kdut DEV4 (data updating encryption
key). By swapping Kdut DEV1 and Kdut 29Bv3 and swapping Kdut DEV2 and

Kdut DEV4, a pair of Kdut_ DEV3 (MAC checking key of the data update ticket
(DUT)) and Kdut DEV4 (data updating encryption key) is always naintained

to be newpdaRdversivns tomn aMal rerfcdidis VI £ M cieekiwgna@d ue of the
data update ticket (DUT)) and Kdut_DEV2 (data updating encryption key).

That is, tddiketDUNITAND KdWKAODREE Y e(deayes ugdead iy eeroryt 1on useg), , and
Kdut DEV3 and Kdut DEV4 are keys that update Kdut DEV1 and Kdut DEV2,
respect i wiley usen dfhes 25 edegrdt iof t@n bemangenidyl tedhi e seonve @sadrackup keys
to replace - 207 currently used Kdut_ DEV1 and Kdut DEV2, respectively.
This is ffax tex@ampdescrdusedda dwatkade aleflay iimfaewnatieondat a updati ng
processing using the data update ticket (DUT). The integrity-guaranteed |ICV
(I nt egri ACAOREERNA udhe ¥MAgemdrentkdhdhwsing sucihplata anulit dosender, during
the data creation is conpared with I CV generated based on the
avoided. The MAC checking processing 1s executed according
to the above-~described MAC-value creation processing using
the DES encryption configuration shown in Fig. 59.
If Kdut_DEV1 (MAC checking key of the data update
10 ticket (DUT)) is newly stored in the device key area (see
Fig. 18) of the device, the device swaps Kdut_ DEV1 and
previously stored Kdut DEV3 (MAC checking key of the data
update ticket (DUT). If Kdut DEV2 (data updating encryption
key) is newly stored, the device swaps Kdut_DEV2 and
15 previously stored Kdut DEV4 (data updating encryption key).
By swapping Kdut DEV1 and Kdut DEV3 and swapping
Kdut_DEV2 and Kdut_DEV4, a pair of Kdut DEV3 (MAC checking
key of the data update ticket (DUT)) and Kdut_DEV4 (data
updating encryption key) is always maintained to be newer
20 versions than a pair of Kdut DEV1 (MAC checking value of the
data update ticket (DUT)) and Kdut_DEVZ (data updating
encryption key). That is, Kdut_DUV1 and Kdut_ DEV2 are keys
that are normally used, and Kdut_DEV3 and Kdut_DEV4 are keys
that update Kdut DEV1 and Kdut_ DEV2, respectively, in the

25 event of an emergency, which serve as backup keys to replace



received data by a data receiver. If the two ICVs are the sane, it is
verified that the data has not been tanpered wth. If the two ICVs are
different, it is determned that 10 the data has been tanpered with. The
integrity-guaranteed 1CV generated by, for exanple, a data sender, during
the data creation is stored in the ICV (Integrity Check Value) field of
the data update ticket (DUT), as has been discussed in the description of
the data update ticket (DUT) format in 15 Fig. 32. If the I CV generated by
the device coincides with the ICV sté0d-in the data update ticket-DEV
(DUT(DEV)) after conparison, it is determned that the integrity of the
ticket has been verified. If the two ICVs are different, it 20 is

det er ni neghrifeatt Iyherddd ketu thasvieerd amer ashwd | hee 8Kk« £:0€1pr 0cgssd ng
using the data update ticket-DEV (DUT(DEV)) 1is term nated. "‘According to

the above-sdesartnead quseaEssidpe lidie wiville tefnteidd chketelEG{{LUT( DEV))
checki ng processing when the 25 integrity check type indicated in the data

updat e t iupket-iDiEV pro2@s s (dUL(HRY) )tHes ddta agraate keyclearst @um)s. conpl et ed.
If it is determned in step S523 that the ticket type is not the data
updat e ticket TRDEVigpDIIEDEY) puartniteeddéCar nfilneedoiriatly Checki vkeuie)ls the data
update ticket-PAR 5 (DUT(PAR)) (see Fig. 32). The data update ticket-PAR

( DUT(PARReNeT atigsl thivok dio ruserdgnirdre ,updata sy semelemnatenierg the data

creation is compared with ICV generated based on the
received data by a data receiver. If the two ICVs are the
same, it is verified that the data has not been tampered
with. TIf the two ICVs are different, it is determined that
10 the data has been tampered with. The integrity-~guaranteed
ICV generated by, for example, a data sender, during the
data creation is stored in the ICV (Integrity Check Value)
field of the data update ticket (DUT), as has been discussed
in the description of the data update ticket (DUT) format in
15 Fig. 32,
If the ICV generated by the device coincides with the
ICV stored in the data update ticket-DEV (DUT(DEV)) after
comparison, it is determined that the integrity of the
ticket has been verified. 1If the two ICVs are different, it
20 is determined that the ticket has been tampered with, and
the processing using the data update ticket-DEV (DUT (DEV))
is terminated.
According to the above-described processing, the data
update ticket-DEV (DUT(DEV)) checking processing when the

25 integrity check type indicated in the data update ticket-DEV



data of the partition manager. In this case, it is determned in step S529
whet her the setting of the integrity check type (public key system 10
(Public) /common key system (' Common)) indicated in the ticket is the
public key system If the integrity check type is the public key system
the process proceeds to step S530 in which various processings are
executed. The processing to be executed in 15 step S530 is started by
verifying the public key certificate &CERT) of the ticket issuer by using
the public key PUB CA(PAR) of the pafOition-nmanager certificate authority
(CA (PAR)) . Wien sending the ticket issued by the data update 20

ti cket-PAR (DUT(PAR)) issuing neans (DUT Issuer) to the ticket user, the

publi c kepuagnbiificalke theERbrRH kedf sttt enflatsd dpdatea dd cket (DUT) issuing
means (DUT Issuer) is also sent together to the device if the public key

systemis enpkoyedisThetathihbut enoktbpespubl icbakeyneektickeeatgpds
(CERT_DUTI) of the DUT issuing neans coincides with the - 209 t1Icket
i Ssui ng neanstcatie (BYUE GpdARe rdedkededrwn PDKBORB)) , (Rarid ti on Key
Definition block) in the device. The signature inplenmented by the private
key of tkietepavinied aharmthgert icdetti fiiscathe alattaonipda {eCA(IRADD)-AAR added 5
to the public key certificate (see Fig. 11), and this signature is verified
by us? ng (DHE (FaR) i) c (key PUR.CARPAR) Thfe data update ticket-PAR
(DUT (PAR)) 1is the ticket used for updating the management
data of the partition manager.
In this case, it is determined in step S$529 whether the
setting of the integrity check type (public key system
10 (Public) /common key system (Common)) indicated in the ticket
is the.public key system.
If the integrity check type is the public key system,
the process proceeds to step S530 in which various
processings are executed. The processing to be executed in
15 step S530 i1s started by verifying the public key certificate
(CERT) of the ticket issuer by using the public key PUB
CA(PAR) of the partition-manager certificate authority
(CA(PAR)) .
When sending the ticket issued by the data update
20 ticket-PAR (DUT(PAR)) issuing means (DUT Issuer) to the
ticket user, the public key certificate (CERT DUTI) of the
data update ticket (DUT) issuing means (DUT Issuer) is also
sent together to the device if the public key system is
employed. The attribute of the public key certificate

25 (CERT_DUTI) of the DUT issuing means coincides with the



the partition-manager certificate authority (CA(PAR)). The signature
creation and verification is perforned according to, for exanple, the
above-described flows shown in Figs. 12 10 and 13. By this signature
verification, it is determ ned whether the public key certificate (CERT)
of the ticket issuer is an authorized public key certificate (CERT)

w t hout being tanpered with. It is also determned in step S530 whether the
user 15 category code recorded in the gption area of the public key
certificate (CERT), which is verifieéd 2By the signature verification, of
the ticket issuing neans coincides with the ticket issuing nmeans code
(DUTI C_PAR: DUT Issuer Category for Partition) recorded in PKDB(PUB)

(Partiti @ickey 26sRehigninia@r @odek)(puT e gVieoiedias bess @ivggussed in
the section of the public key certificate in Fig. 11, in the public key

certifi cdParttihe onc&XeggOr) itade oaf billde k)i mfetthémmg:erreans (Ti cket

| ssuer), which is the ticket (PRT, FRT, SPT, or DUT) issuing neans, 25 in
this case, DUTh€ §Dufiatsseeimpfbdmented bgcohdegriBute R2Q o€henki ng t he
consi stency between the code in the option area and the ticket issuing
neans cogerChytbG-mpuigessger tiCiceger y thosd thi o.CAXPAR)cdrsdediden
PKDB(PUB) (Partition Key Definition block) in the device, it is checked
whet her  tRe ther pedilved kevcketr tiDdUTR ties (siee Filgketl i)ss@ed Hhisn aut hori zed

ticket IS$UIH% means. o _ i
signature 1s verified by using the public key PUB CA(PAR) of

the partition-manager certificate authority (CA(PAR)). The
signature creation and verification is performed according
to, for example, the above-described flows shown in Figs. 12

10 and 13. By this signature verification, it is determined
whether the public key certificate (CERT) of the ticket
issuer is an authorized public key certificate (CERT)
without being tampered with.

It is also determined in step S$S530 whether the user

15 category code recorded in the option area of the public key
certificate (CERT), which is verified by the signature
verification, of the ticket issuing means coincides with the
ticket issuing means code (DUTIC_PAR: DUT Issuer Category
for Partition) recorded in PKDB(PUB) (Partition Key

20 Definition block) in the device.

As has been discussed in the section of the public key
certificate in Fig. 11, in the public key certificate, the
category code of the ticket issuing means (Ticket Issuer),
which is the ticket (PRT, FRT, SPT, or DUT) issuing means,

25 in this case, DUTIC (DUT Issuer Code), is recorded. By



The device al so determ nes whether the ticket issuing nmeans (Ticket

| ssuer) is not revoked by referring to CRL_DEV: the revocation |ist
(Revocation List (Certificate)), 10 which is stored in the device key area
(see Fig. 18) of the device nenory, in which the public key certificate
identifiers (ex. serial number: SN) of the revoked devices and the revoked
units (a ticket user, such as a reader/witer or a PC, as the device access
unit, or ticket 15 issuing nmeans) are registered. The device al so checks
the signature recorded in the data-ugddte ticket-PAR (DUT(PAR)) (see Fig.
32), which is the received ticket, i.e., the integrity check value (public
key system signature) of the ticket, and determ nes whether 20 the ticket

has not beeakiagpehed cWnlkh s tAhch thecahovee 43 iihed ndl PALULE area .
verification of the public key 'certificate, the signature“verification is

execut edandcebeditigketon s@XaAMY tean® hAcSq@wanes Ut lidfsued the flowin
Fig. 13. 25 Thus, it has been checked that: (1) the public key - 211

certificabeeGBERY) (eket Bagti cket riessudied I naPxdH (POE)Z e a RYBRliidG _
certificate (CERT) wi thout being tanpered with; (2) the code recorded in
the opti Orfaneaioh bheckibliinc they dettrcki,f iicatie ChERKedofvhich@eld ekat i ssuer
coincides with the 5 ticket issuing neans code (DUTI C PAR DUT | ssuer
Cat egor yreteivedr tiitken) (P8For ded the PRKOBRERURX s(ulear biyt iadn alk@horized
ticket issuing means.
The device also determines whether the ticket issuing
means (Ticket Issuer) is not revoked by referring to
CRL_DEV: the revocation list (Revocation List (Certificate)),
10 which is stored in the device key area (see Fig. 18) of the
device memory, in which the public key certificate
identifiers (ex. serial number: SN) of the revoked devices
and the revoked units (a ticket user, such as a
reader/writer or a PC, as the device access unit, or ticket
15 issuing means) are registered.
The device also checks the signature recorded in the
data update ticket-PAR (DUT(PAR)) (see Fig. 32), which is
- the received ticket, i.e., the integrity check value (public
key system: signature) of the ticket, and determines whether
20 the ticket has not been tampered with. As in the above-
described signature verification of the public key
certificate, the signature verification is executed
according, for example, to the sequence similar to the flow

in Fig. 13.

25 Thus, it has been checked that: (1) the public key



Definition block) in the device; (3) the ticket issuing neans (Ticket

| ssuer) is not revoked; and (4) the ticket has not been tanpered with by
verifying the signature of the 10 received ticket (DUT). Only when all the
conditions (1) through (4) are satisfied, it can be determ ned that the
integrity of the data update ticket-PAR (DUT) has been successfully _
verified. If any of the conditions (1) through (4) is not satisfied, it is
determ ned that the integrity of 15 the data update ticket-PAR ( DUT(PAR))
has not been verified, and the procegdilng using the data update ticket-PAR
(DUT(PAR)) is termnated. If it is determined in step S529 that the
integrity check type (public key system (Public)/conmon key system 20

( Common) )edAdifGatad | (EAG tdckate i CoEmy key aﬁysat@moﬁzé'dé
determned in step S531 whether the data indicated by the old data code

(the codeufl itdh&eyl dadatir ianthe updatied)i tHAsOsiethd ncddise dad a, updat e
ticket-PAR (DUT(PAR)) is Kdut_PARL (MAC checking key of the data update
ticket (DOWdD))th2b cardeKdudcdAR (idntthdipgadidiy £red Yt | eHe ka1 58 atad in the
- 212 partition key area (see Fig. 23). If the data indicated by the old
data codeerthid icede OfCERTIe off ctidatta dkethel apdat edhinedsdad 4 dHe dat a
update ticket-PAR (DUT(PAR)) is Kdut_PARL (MAC checking key of the 5 data
updat & titckedtet( BISBUing rikcuts RARR ((BITTUGRAR: MPT ehoywet iGrtdayt)y stored in
the partition key area (see Fig.
for Partition) recorded in PKDB(PUB) (Partition Key
Definition block) in the device; (3) the ticket issuing
means (Ticket Issuer) is not revoked; and (4) the ticket has
not been tampered with by verifying the signature of the
10 received ticket (DUT). Only when all the conditions (1)
through (4) are satisfied, it can be determined that the
integrity of the data update ticket-PAR (DUT) has been
successfully verified. If any of the conditions (1) through
(4) is not satisfied, it is determined that the integrity of
15 the data update ticket-PAR (DUT(PAR)) has not been verified,
and the processing using the data update ticket-PAR
(DUT (PAR) ) is terminated.
If it is determined in step S529 that the integrity
check type (public key system (Public)/common key system
20 (Common)) indicated in the ticket is the common key system,
it is determined in step S531 whether the data indicated by
the old data code (the code of the old data to be updated)
recorded in the data update ticket-PAR (DUT(PAR)) is
Kdut_PAR1 (MAC checking key of the data update ticket (DUT))

25 or Kdut_PAR2 (data updating encryption key) stored in the



23), the MAC checking processing is perforned in step S533 by using

Kdut PAR3 ( MAC checki ng key of the data update ticket (DUT)) stored in the
partition key area (see Fig. 23). 10 If the data indicated by the old data
code (the code of the old data to be updated) recorded in the data update
ticket- PAR (DUT(PAR)) is not Kdut_ PARl1 (MAC checking key of the data
update ticket (DUT) or KPAR DEVZ (data updating encryption key) stored in
the partition key area (see Fig. 15 23), the MAC checki ng processing is
perforned in step S532 by using Kdut HARE (MAC checking key of the data
update ticket (DUT)) stored in the partition key area (see Fig. 23). The
reason for using the different MAC checking keys, as described above, is

as follo dfcidhe & i b L0 pgat i's Kdut _PARL (MAC checking key of
t he datawﬁga;ié' tﬂgﬁét (DUT)) or ﬁgut_ AR2 (data updating encryption key),

the use of sualf key daia indieaRePRNidd & d Ya SO JdLA/HL J¥ Hxanpl e,

due to a | eakage of key information. Accordingly, the MAC checki ng using

such dat araissldeia awigtedipddiee NG eheekd D0 Pr Qe SEA 1Y hSagxecuted
according - 213 to the above-descri bed MAC-val ue creation processing using

the DES eniorkepi-iFAR COUT G 0s st BARTFI (MAG Sehddie Aditiedy i 4 o -@ua@r ant eed
ICV (Integrity Check Value) generated by, for exanple, a data sender,
during tatdatupddereatian (TOoMar adwi IFRRTV(gerneraied: iaged on the
received data by a data receiver. If the two ICVs are the
encryption key) stored in the partition key area (see Fig.
23), the MAC checking processing is performed in step S533
by using Kdut_PAR3 (MAC checking key of the data update
ticket (DUT)) stored in the partition key area (see Fig. 23).
10 If the data indicated by the old data code (the code of the
old data to be updated) recorded in the data update ticket-
PAR (DUT(PAR)) is not Kdut PAR1l (MAC checking key of the
data update ticket (DUT) or KPAR DEV2 (data updating
encryption key) stored in the partition key area (see Fig.
15 23), the MAC checking processing is performed in step S532
by using Kdut_PAR1l (MAC checking key of the data update
ticket (DUT)) stored in the partition key area (see Fig. 23).
The reason for using the different MAC checking keys,
as described above, is as follows. If the data to be
20 updated is Kdut_PARl (MAC checking key of the data update
ticket (DUT)) or Kdut_ PAR2 (data updating encryption key),
the use of such key data is to be prohibited for some reason,
for example, due to a leakage of key information.

Accordingly, the MAC checking using such data must be

25 avoided. The MAC checking processing is executed according



sane, it is verified that the data has not been tanpered wth. If the two
ICVvs are different, it is determned that the data has been tanpered wth.
The integrity-guaranteed 10 I CV generated by, for exanple, a data sender,
during the data creation is stored in the ICV (Integrity Check Val ue)
field of the data update ticket (DUT), as has been discussed in the
description of the data update ticket (DUT) format in Fig. 32. 15 If the

| CV generated by the device coincides with the ICV stored in the data
update ticket-PAR (DUT(PAR)) after -c@dparison, it is deternmined that the
integrity of the ticket has been verified. If the two ICVs are different,
it is determned that the ticket has been tanpered wth, and 20 the

pr ocessi ig Usienuisbe (e MBLY Sl KAl PAR (AT AR 5 el o

According to the foregoing processing, the

( DUT( PAR)ch C neekich@ ripRG @ %S idas fakeit i@ n iR th maheclksd ype indicated in
t he data update tlcket PAR 25 ( (PAR)) is the common key systemis

conpl eted. - 2a4 iAtkgriverighyiagttBe Tovegrhkygeh tihhenbk&kohii)t he
above-descri bed processing, the process proceeds to step S541 of Fig. 58.

Then, thegenseiatedebki, nFort kaxtampl.e,t e dadheddmizof duig deader /darda er (or a
PC), which is 5 conmuni cati ng with the device, as the ticket user, which
5 creation is compared with ICV generated based on the
recelved data by a data receiver. If the two ICVs are the
same, it is verified that the data has not been tampered
with. TIf the two ICVs are different, it is determined that
the data has been tampered with. The integrity-guaranteed

10 ICV generated by, for example, a data sender, during the
data creation is stored in the ICV (Integrity Check Value)
field of the data update ticket (DUT), as has been discussed
in the description of the data update ticket (DUT) format in

-Fig. 32.

15 If the ICV generated by the device coincides with the
ICV stored in the data update ticket-PAR (DUT(PAR)) after
comparison, it is determined that the integrity of the
ticket has been verified. If the two ICVs are different, it
is determined that the ticket has been tampered with, and

20 the processing using the data update ticket-PAR (DUT (PAR))
is terminated.

According to the foregoing processing, the data update
ticket-PAR (DUT(PAR)) checking processing when the integrity
check type indicated in the data update ticket-PAR

25 (DUT (PAR) ) is the common key system is completed.



serves as the device access unit, is perforned. In step S541, the device
checks the authentication flag (the flag indicating whether nutual

authentication with the device is required for using the ticket) of the
received 10 ticket (PRT, FRT, SPT, or DUT). If the flag indicates that the
aut hentication is not required, the process is conpleted w thout executing
the processing. If the flag indicates that the authentication is required
in the flag checking processing in step S541, the 15 process proceeds to
step S542. In step S542, the authenti @adtdi on table (see Fig. 51) is checked

by using the

category (group) of the ticket user (a reader/witer or a PC

as the device access unit, which is to execute the processing on the

device by usi pgrbbevbiekglhg 20eSuRseguent! ¥r iReSkERKS?43n LR
aut henti cation type of he“received fickét (data indicating the type of

aut hent i gafolven de¥Re i bede prolda@ sRWY | & Hee b rRIHNENtH GRS Ao ddg, conmon key
aut hentication, or any type of authentication) is checked. If the

aut hent i catilom ft Y .25 8i.nditeaines thanyidetpehe i GIRSS i, 068RAS to step
S544 in - 215 which it is determ ned whether the nutual authentication
data of tcheccjriogp ofhetlkedcadest/eniSed? (o 3 @@ iwhidre isaut henticati on
table (see Fig. 51). If it is determned that the nutual authentication
i nf or¥rat icommo itchd i5ge eritds piuedidey igreqgue s het driedkdtn dsea t abliehand t hat

mut ual
serves as the device access unit, is performed.
In step S541, the device checks the authentication flag
(the flag indicating whether mutual authentication with the
device is required for using the ticket) of the received
10 ticket (PRT, FRT, SPT, or DUT). If the flag indicates that

the authentication is not required, the process is completed

without executing the processing.

If the flag indicates that the authentication is

required in the flag checking processing in step S541, the

15 process proceeds to step S542. 1In step S542, the

authentication table (see Fig. 51) is checked by using the

category (group) of the ticket user (a reader/writer or a PC

as the device access unit, which is to execute the

processing on the device by using the ticket).

20

Subsequently, in step S543, the authentication type of

the received ticket (data indicating the type of

authentication type, i.e., the public key authentication or

the common key authentication, or any type of

authentication) is checked. If the authentication type

25 indicates "any type", the process proceeds to step S544 in



aut henti cati on has been conducted between the ticket user (a reader/witer
or a PC as the device access unit, which is to execute the processing on
the device by using the ticket) and the device, it is determ ned that the
integrity of the 10 ticket user (ex. reader/witer as the device access
unit) has been verified, i.e., that the user checking has been
successful ly conducted. The process is then conpleted. If the nutual

aut hentication information of the corresponding group is not stored in the
authentication table (see Fig. 15 5I) 21 s deternmined that the user
checki ng has not been conducted, and the process is term nated as an
error. If it is found in step S543 that the authentication type (the

nut ual  awHieM ijeatisomdnganitfed Mhdaadca-Houhld a1 keverthendd Gation or the
common key aut hentication, or any 20 type) of the received ticket does not

i ndi cat e daany dfypgle grdup sHRIRIANiteGidh BPR S545 wheider the
authentication type is the public key authentication. If the

aut hent | catthem ttiyyae lios tdad Jpubldee ey . a@l)hentifcatt oy ddfiaeRssS proceeds
to step S546 in which 25 the public-key nutual authentication data of the
group - Zhet diheckedual stdheS842atsigt dnretbrmattifem auft hend i cati on tabl e
(see Fig. 51). If it is determned that the public-key nutual

aut hedt | EHrEs Pomddngatbirenrofist Feoomd depdridi rigrlgreogmd ithast omechdln t he
tabl e and that nutual authentication has 5 been conducted between the
ticket usertheatisaddonwhiaseesn gonducted between the ticket user (a

reader/writer or a PC as the device access unit, which is to
execute the processing on the device by using the ticket)
and the device, it is determined that the integrity of the

10 ticket user (ex. reader/writer as the device access unit)
has been verified, i.e., that the user checking has been
successfully conducted. The process is then completed. If
the mutual authentication information of the corresponding
group is not stored in the authentication table (see Fig.

15 51), it is determined that the user checking has not been
conducted, and the process is terminated as an error.

If it is found in step S543 that the authentication
type (the mutual authentication type of the device (public
key authentication or the common key authentication, or any

20 type) of the received ticket does not indicate "any type",
it is determined in step S545 whether the authentication
type is the public key authentication.

If the authentication type is the public key
authentication, the process proceeds to step S546 in which

25 the public-key mutual authentication data of the group



PC as the device access unit, which is to execute the processing on the
device by using the ticket) and the device as the public-key

aut hentication processing, the process proceeds to step S547. In step
S547, it is checked for the 10 presence of the ticket user identifier in
the ticket to be processed (PRT, FRT, SPT, or DUT). If the ticket user
identifier is present, it is determned in step S548 whether the
identifier, the category, or the serial (SN) recorded as the ID data (DN
in the public key certificate of the @Afity 15 to be authenticated
(reader/witer as the device access unit, which serves as the ticket user)
coincides wwth the identifier, the category, or the serial (SN) recorded

as the LRedaka ah hept ischet iusaroHer a6 ithd heidHkatea tifoPA D data
coincide with each other, it is determ ned that the 20 user checking has

been sucqgessf Blilby cGanductred.itand WeeerRiQERSSHat: GAPIRIAD.cfeyit IS
determned in step S546 that the public-key nutual authentication data of

t he grouputhedkedthensten t$o42 inifs ra@t ishoed dhe tdee rRigdweRtingald@ut abl e
(see Fig. 51) and 25 that mutual authentication has not been conducted
bet ween is2sForeleini chet tabée @adr ehder murtuladr adrthenRG R ildhe ndevi ce
access unit, which is to execute the processing on the device by using the
ticket) Rmént Rendegited, betwieendeher rilnae tt haert He usedenhieckiteg lbas anot
been conducted, and the 5 process is termnated as an error.
PC as the device access unit, which is to execute the
processing on the device by using the ticket) and the device
as the public-key authentication processing, the process
proceeds to step S547. 1In step S547, it is checked for the
10 presence of the ticket user identifier in the ticket to be
processed (PRT, FRT, SPT, or DUT). If the ticket user
identifier is present, it is determined in step S548 whether
the identifier, the category, or the serial (SN) recorded as
the ID data (DN) in the public key certificate of the entity
15 to be authenticated (reader/writer as the device access unit,
which serves as the ticket user) coincides with the
identifier, the category, or the serial (SN) recorded as the
ID data of the ticket user stored in the ticket. If both ID
data coincide with each other, it is determined that the
20 user checking has been successfully conducted, and the
process is completed.
If it is determined in step S$546 that the public-key
mutual authentication data of the group checked in step S542

is not stored in the authentication table (see Fig. 51) and

25 that mutual authentication has not been conducted between



If it is determned in step S548 that the identifier, the category, or the
serial (SN) recorded as the ID data (DN) in the public key certificate of
the entity to be authenticated (reader/witer as the device access unit,
10 which serves as the ticket user) does not coincide with the ticket user
identifier stored in the ticket, it is determned that the ticket checking
has not been conducted, and the process is termnated as an error. If the
ticket user identifier is not present in the 15 ticket, the processing of
step S548 is not executed, and it is2étermned that the user checking has
been successfully conducted, and the process is conpleted. If it is
determned in step S545 that the authentication type (the type of nutual

aut hent i cald an et 2 dihedadLedAhe ubldL Key aut hant '&%Fak or the

common key aut hentication, or any type)) of the received t is not the

publ i c ke crgishentiicatyransh tihe 4y Qeessfi iy QaReds: 6&@5}?&? owp4hd N which it
is determ ned whether the common-key nutual authentication data of the

group chelkedd mystedngbdhd idhkesi)orall ithd hewaddentd cad i dabl g d see
Fig. 51). If it is - 218 determ ned that the comon-key nutua

aut hent i ddtaitorthe nfsermathieark iofg thees ey esfEan d oG, isndtaied in the
tabl e and that nutual authentication has been conducted between the user
ticke? (@nosaser /lwr itteemiortadP@samrt kerordevi ce access unit, which is to
execute the processing on
If it is determined in step S548 that the identifier,
the category, or the serial (SN) recorded as the ID data
(DN) in the public key certificate of the entity to be
authenticated (reader/writer as the device access unit,
10 which serves as the ticket user) does not coincide with the
ticket user identifier stored in the ticket, it is
determined that the ticket checking has not been conducted,
and the process is terminated as an error.
If the ticket user identifier is not present in the
15 ticket, the processing of step S548 is not executed, and it
is determined that the user checking has been successfully
conducted, and the process is completed.
If it is determined in step S$545 that the
authentication type (the type of mutual authentication of
20 the device (the public key authentication or the common key
authentication, or any type)) of the received ticket is not
the public key authentication, the process proceeds to step
5549 in which it is determined whether the common-key mutual

authentication data of the group checked in step S542 is

25 stored in the authentication table (see Fig. 51). If it is



the device by using the ticket) and the device as the common-key

aut hentication processing, the process proceeds to step S550. In step
S550, it is checked for the ticket wuser identifier in the ticket to be
processed (PRT, FRT, SPT, 10 or DUT). If the ticket user identifier is
present, it is determned in step S551 whether the ID data (1 Drw) of the
entity to be authenticated (reader/witer as the device access unit, which
serves as the ticket user) coincides with the ticket user identifier
stored in the ticket. If the ID 15 dat2d8and the ticket user identifier
coincide with each other, it is determned that the user checking has been
successful ly conducted, and the processing is conpl eted. it is

| f
det er m ned ddintRRy 4L Al g FRIRN i MU ale i gntd,cati on data of

t he group checked in step S542 20 is not stored in the authentication table

(see Fi g.inFbrmafdor Rat (HY W r U HIRAd QAL ass NotoReen £onduct ed

between the ticket user (a reader/witer or a PC as the device access

unit, whitelblies drdl eXRaUitithi2e RROGRSS NG Oibr Neas dVdCecdnausidy the
ticket) and the device as the common-key 25 authentication processing, it

i s det er mew@ddrhathd e diseticketlYa afeenid yvhiase Nadr heert candued ed, and the
process is termnated as an error. If it is determned in step S551 that
the |D datevidd Bragesaf urhie enmthiitoh tic e addwmmte catedb{oeadaimguwdt er as 5
t he device access unit, which serves as the ticket user)
the device by using the ticket) and the device as the
common-key authentication processing, the process proceeds
to step S550. In step $550, it is checked for the ticket
user identifier in the ticket to be processed (PRT, FRT, SPT,
100 or DUT). If the ticket user identifier is present, it is
determined in step S551 whether the ID data (IDrw) of the
entity to be authenticated (reader/writer as the device
access unit, which serves as the ticket user) coincides with
the ticket user identifier stored in the ticket. 1If the ID
15 data and the ticket user identifier coincide with each other,
it is determined that the user checking has been
successfully conducted, and the processing is completed.
If it is determined in step 5549 that the common-key
mutual authentication data of the group checked in step S542
20 is not stored in the authentication table (see Fig. 51) and
that mutual authentication has not been conducted between
the ticket user (a reader/writer or a PC as the device
access unit, which is to execute the processing on the

device by using the ticket) and the device as the common-key

25 authentication processing, it is determined that the user



does not coincide with the ticket user identifier stored in the ticket, it
is determ ned that the user checking has not been conducted, and the
process is termnated as an error. If the ticket user identifier is not
present in the 10 ticket, or if all the ticket users are allowed to use
the ticket, the processing of step S550 is not executed. It is then
determ ned that the user checking has been successfully conducted, and the
process is conpleted. The foregoing processing is the ticket integrity and
15 user checking processing perforned2ifi step S413 in the flow of Fig. 47.
(Partition Creation/Deletion Processing) Details of the partition
creation/del etion processing based on the partition registration ticket

( PRT) eX@EHEﬁQn?nhagonéEeBegﬁléohguEQ%dflQWdth%' ro%§ %rgsdlscussed bel ow
with reference fo the processing flows of Figs The partition

creationtdehehh@8dPEECRASERYoRS the processing executed by the device,
whi ch has received the partition registration ticket (PRT) fromthe ticket

user (ex. a 2bfreades/qetéeninédailPCGaspt §§sdevhse B8REEss 4/tL), based on -
220 the partition registration ticket (PRT). In step S601 of Fig. 60, the:

devi ce chepks)tb€e theoeassipgtbype naedededchieting reaaeiryadipakt ki on
registration ticket (PRT), i.e., the operation type 5 (generate/delete),
and det ethiendsvivhet heceaspantikt i @Aich k@rves as the ticket user)
does not coincide with the ticket user identifier stored in
the ticket, it is determined that the user checking has not
been conducted, and the process is terminated as an error.
If the ticket user identifier is not present in the
10 ticket, or if all the ticket users are allowed to use the
ticket, the processing of step S550 is not executed. It is
then determined that the user checking has been successfully
conducted, and the process is completed.
The foregoing processing is the ticket integrity and
15 user checking processing performed in step S413 in the flow
of Fig. 47.
(Partition Creation/Deletion Processing)
Details of the partition creation/deletion processing
based on the partition registration ticket (PRT) executed in
20 step S415 in the flow of Fig. 47 are discussed below with
reference to the processing flows of Figs. 60 and 61. The
partition creation/deletion processing is the processing
executed by the device, which has received the partition
registration ticket (PRT) from the ticket user (ex. a

25 reader/writer or a PC as the device access unit), based on



be created or deleted. If the operation type is to create a partition,

step S602 and the subsequent steps are executed. |f the operation type is
to delete a partition, step S621 and the subsequent steps are executed. 10
The partition creation processing is first discussed. |In step S602, the

device determ nes whether there is a partition having the same code as the
partition manager code (PMJ) indicated in the partition registration
ticket (PRT). This determnation can be made by checking whether the same
15 code as the description code of th&20eceived ticket (PRT) is indicated
in the partition definition block (see Fig. 19) of the device nmenory. If
there is a partition having the sane code (PMC) in the device, the

partiti oRner eRliaR 1GRANNALY rifQr g siincer0 the duplication of the
partitions hg’%i ng tlhe samsl%g:o gu‘los %t per mﬁ-’t tTg)d, and the processing is

terninated asranseepogsoll bet b@Pe i5§,thQaabbtiic%”_ch%\gh(QchQ? same code in
the device, in step S603, the free bl ock nunber in device in the device

nanagenepir oicfserimat itgheblreto (deee il $hel DedeS RIMRA QD Widh 25 the
partition size indicated in the partition registration - 221 ticket (PRT),

and it i|sedatseraitiecd wiekkaer (pPRThheried.s ahd IR0 algR greater than or
equal to the partition size indicated in the ticket (PRT) in the device

menory. |(yenelerte /ideletef)r,eandl dekeatdmegr oaledndrhan prtaGuan tig te 5
partition size, a partition having the size indicated in the

be created or deleted. If the operation type is to create a
partition, step S602 and the subsequent steps are executed.
If the operation type is to delete a partition, step S621
and the subsequent steps are executed.

10 The partition creation processing is first discussed.
In step S602, the device determines whether there is a
partition having the same code as the partition manager code
(PMC) indicated in the partition registration ticket (PRT).
This determination can be made by checking whether the same

15 code as the description code of the received ticket (PRT) is
indicated in the partition definition block (see Fig. 19) of
the device memory.

If there is a partition having the same code (PMC) in

the device, the partition creation cannot be performed since

20 the duplication of the partitions having the same code is
not permitted, and the processing is terminated as an error.
If there is no partition having the same code in the device,
in step 5603, the free block number in device in the device

management information block (see Fig. 15) is compared with

25 the partition size indicated in the partition registration



PRT cannot be created, and thus, the process is termnated as an error. If
it is determned that there is a free block area greater than or equal to
the partition size indicated in the 10 ticket (PRT) in the device nenory,
the process proceeds to step S604. In step S604, the pointer of free area
in the device nmanagenent information block is checked, and the partition
definition block (PDB) area (see Fig. 19) is reserved in the uppernost

bl ock of the free area in device. 15 Then, the device copies the partition
manager code (PMC) indicated in the g&ltition registration ticket (PRT)
into the reserved partition definition block (PDB) area (S605), and also
copies the PMC version indicated into the PRT in the partition definition

bl ock (PEB)ck¥ea HEG606)an?Q tThes drmi syl &P &&P&I?egrtihflﬂé?é% os ¢ ef ree area

in the device managenent information block (see Fig.

partiti of redeaml 0sidredn Hedtha pardd tdoredlail nid ik Yook + (HPB); Af ea
(S607), and al so copies the partition size indicated in the partition

r egi st r atiing daiteketin| RIRE) didket 2@RMe partid iy sdZendfodhe pertition
definition block (PDB) - 222 area (S608). Then, the device adds the val ue
copi ed i rehtehve piar trict ifaree Silzekofandie quasdtidd athatefdmidqien bloaknd PDB) area
to the pointer of free area in the device managenent 1 nformation 5 bl ock
(see ¥i grar3)it(is80®)izeanch suabttriacitos, theeripay tild ani=d zZthdicated in the

PRT cannot be created, and thus, the process is terminated

as an error,

If it is determined that there is a free block area

greater than or equal to the partition size indicated in the

10 ticket (PRT) in the device memory, the process proceeds to
step S604. 1In step S604, the pointer of free area in the
device management information block is checked, and the
partition definition block (PDB) area (see Fig. 19) is
reserved in the uppermost block of the free area in device.

15 Then, the device copies the partition manager code
(PMC) indicated in the'partition registration ticket (PRT)
into the reserved partition definition block (PDB) area
(S605), and also copies the PMC version indicated into the
PRT in the partition definition block (PDB) area (S606).

20 The device also copies the pointer of free area in the
device management information block (see Fig. 15) into the
partition start position of the partition definition block
(PDB) area (S607), and also copies the partition size

indicated in the partition registration ticket (PRT) into

25 the partition size of the partition definition block (PDB)



+1 fromthe free block nunber in device in the device nanagenent
information block (see Fig. 15) (S610), where +1 neans a block for the
partition definition block (PDB). Subsequently, the device adds 1, i.e.,
the nunber of 10 created partition (1) to the partition nunmber in the
devi ce managenent information block (see Fig. 15) (S611). Then, in step
S631 of Fig. 61, the device sets the wuppermpst block of the created
partition area as the partition nanagenent information block (PMB) (see
Fig. 20). 15 The device al so copies tHE&ZPMC of the partition registration
ticket (PRT) into the partition nanager code (PMC) field of the set
partition managenent information block (PMB) (S632), copies the PMC
version ofrddegwyd)ition registration ticket (PRT) into the PMC version
field of the partition managenent 20 information block (PMB) (S633), and

copi es the parhiehi,ORtheSide® i@k bl@sPahkl tiaahd eYstdRtio R Hd ?S%Lt:,(t IRR into
the field of the total block nunber in partition of the tition

nmanagenerstidenfodi natd qradd iagikor( RM B)n (t536534)b1 X epvss), 408, d@yl% records
the partition size -3 of 25 the partition registration ticket (PRT) in the

field of pdimter22F ffrese drdeackimutzerddwni qamdrdgamet tier Pakdd tdon
management i nformation bl ock (PMB) (S635), where -3 nmeans that three
bl ock? sidipcks (e guird.i tiSOn (Bt)ementd inflormeadtioncid qedket (BMB)s i dhe
common-key partition key definition block 5 (PKDB(commn)) and the
publ i c- keyt Faom thihen fawe ddfdak musber in device in the device

management information block (see Fig. 15) (S610), where +1
means a block for the partition definition block (PDB).

Subsequently, the device adds 1, i.e., the number of

10 created partition (1) to the partition number in the device
management information block (see Fig. 15) (S611).

Then, in step S631 of Fig. 61, the device sets the
uppermost block of the created partition area as the
partition management information block (PMIB) (see Fig. 20).

15 The device also copies the PMC of the partition registration
ticket (PRT) into the partition manager code (PMC) field of
the set partition management information block (PMIB) (5632) ,
copies the PMC version of the partition registration ticket
(PRT) into the PMC version field of the partition management

20 information block (PMIB) (S633), and copies the partition
size of the partition registration ticket (PRT) into the
field of the total block number in partition of the
partition management information block (PMIB) (S634).

Moreover, the device records the partition size -3 of

25 the partition registration ticket (PRT) in the field of the



bl ock (PKDB(PUB)), which are to be used, are subtracted. The device also
records O in the file nunber of the partition managenent i nformation bl ock
(PMB) (S636). At this point, there are no files set in the partition. The
10 file setting can be perfornmed by using the file registration ticket
(FRT). The file registration processing using the file registration ticket
(FRT) is described below. The device also copies the start position of the
partition definition block (PDB) into the pointer of free 15 area of the
partition managenent information bl eclk2BPM B), and the partition setting
registration is conpleted. The partition deletion processing in steps S621
through S628 of Fig. 60 is described below In step S621, it is

det er m nag Rl WhER A §.A AN AN AV Jd1% Sa Gade A4 the

partition manager code (PMJ) indicate partition regi

ticket (RREormadile $aWGe BRITH)Y - (seBY)S Qalsrdnnat] scﬂ{hé}ﬁ 11ade by
e of the received

checki ng whether the same code as the description co

ticket (BRBcK,S suchdiagat@@ igartdhe iR iddeniefd niddpm Al 0aK f1e& Fig. 19)
of 25 the device nmenory. - 224 |If there1s no partition having the sane

code (PMIpMIB) !t heedevimon-keg RRNtHildiom @Nele f16 idalt edoand the process
is termnated as an error. If there is a partition having the sane code in

t he d&vi d@XDB (commdet)@r, mamed the Pyl 186215 palratitaion hkeye deFimipardd tion
which is created after the
block (PKDB(PUB)), which are to be used, are subtracted.

The device also records 0 in the file number of the
partition management information block (PMIB) (S636). At
this point, there are no files set in the partition. The

10 file setting can be performed by using the file registration
ticket (FRT). The file registration processing using the
file registration ticket (FRT) is described below.

The device also copies the start position of the
partition definition block (PDB) into the pointer of free

15 area of the partition management information block (PMIB),
and the partition setting registration is completed.

The partition deletion processing in steps S$621 through
S628 of Fig. 60 is described below. In step $621, it is
determined whether there is a partition having the same code

20 as the partition manager code (PMC) indicated in the
partition registration ticket (PRT) in the device memory.
This determination can be made by checking whether the same
code as the description code of the received ticket (PRT) is
indicated in the partition definition block (see Fig. 19) of

25 the device memory.



partition to be deleted. If there is no partition created after the
partition to be deleted, the partition to be deleted is the |atest _
partition, and the partition definition block (PDB) (see Fig. 19) of the
target partition 10 is deleted in step S629. If it is determned in step
S622 that there is a partition which is created after the partition to be
deleted in the device, the data of the later partition is displaced to
the | ower side by the size of the partition (PS) to be 15 deleted (S623),
and the partition definition block (PB4 of the later partition i's

di spl aced to the upper side by one block (S624). Mreover, the size of the
partition to be deleted (PS) is subtracted fromthe partition start

osition recongednietet BQ PR Yalitah 148 nAltingn JHOgk (PR Of g 120 later
Bartition (S625). Affer t he %?bceséing oflgggp §%25 orqg%ﬁb( in sﬁep S626,

the size tofe tderipas t idHedpd o he sel @irgth{ BR) d*élé@e@}jdﬁﬁjdt%r(e Eﬁg&;ﬁé &e bl ock

nunber in device of the device managenent information blo B) (see
Fig. 15),ismtenenivhtebns aehlack for dherdard i igreefidi tiam ) ock of
the partition to - 225 be deleted. Subsequently, in step S627, the size of
the partitteorsanteo dueledeilrettate (RS)ides, sitbtiacietkfiiarad he vaddie ot he
pointer of free area in the device managenent information 5 bl ock (see Fig.
15). Pn sthegrhs@2&hetre iise.a gawiminbemwtdfch is created after the
partition to be deleted. If there is no partition created
after the partition to be deleted, the partition to be
deleted is the latest partition, and the partition
definition block (PDB) (see Fig. 19) of the target partition
10 is deleted in step S$629.
If it is determined in step S622 that there is a
partition which is created after the partition to be deleted
in the device, the data of the later partition is displaced
to the lower side by the size of the partition (PS) to be
15 deleted (S623), and the partition definition block (PDB) of
the later partition is displaced to the upper side by one
block (S624). Moreover, the size of the partition to be
deleted (PS) is subtracted from the partition start position
recorded in the partition definition block (PDB) of the
20 later partition (8625).
After the processing of step S625 or S$629, in step S626,
the size of the partition to be deleted (PS) +1 is added to
the free block number in device of the device management

information block (DMIB) (see Fig. 15), where +1 means a

25 Dblock for the partition definition block of the partition to



del eted partition (1), is subtracted fromthe partition nunber of the
devi ce nmanagenent information block (see Fig. 15), and then, the partition
del eti on processing based on the partition registration ticket (PRT) is
conpl eted. 10 The foregoing processing is the partition creation/deletion
processi ng based on the partition registration ticket (PRT) in step $S415
of the processing flowof Fig. 47. (Partition Initial Registration) 15 A
description is now given, with reference to the flow of Fig. 62 and the
subsequent draw ngs, of details of thé&25partition initial data witing
processing in step S406 or S419 of the processing flow of Fig. 47, that
is, the partition initial registration processing based on the 20
partitioper g@hstiation ticket (PRT). In the processing flows of Figs. 62,
63, and 64, the processing of the initial registration managed by the

partition nan§g§5e5§eﬁ99ﬁg 2h Lbgp! 86b7o! dgc 30delBE (REOBESELRGARM Lhe

device (see Fig is shown at t e right 25 s ein tla registration

uni t Wﬁn%@e@ebﬁeHQQed 226) Ra YubtQR RIS or SHNGUNL X nhed
reader/witer or a PC as the device access unit) that can read and wite

data fropoiandri B0 free devacen amhed RS ildee na@Rijearat 'l%rfo%faﬁ;%l%o”d' ng to

the reader/witer as the device access unit shown in Fig.

i ndi cat edlionkt Heepr GagssilBg .f | aw eftelbi 6247, 1i,t ii.%., the number of
deleted partition (1), is subtracted from the partition
number of the device management information block (see Fig.
15), and then, the partition deletion processing based on
the partition registration ticket (PRT) is completed.

10 The foregoing processing is the partition
creation/deletion processing based on the partition
registration ticket (PRT) in step S415 of the processing
flow of Fig. 47.

(Partition Initial Registration)

15 A description is now given, with reference to the flow
of Fig. 62 and the subsequent drawings, of details of the.
partition initial data writing processing in step S406 or
5419 of the processing flow of Fig. 47, that is, the
partition initial registration processing based on the

20 partition registration ticket (PRT).

In the processing flows of Figs. 62, 63, and 64, the
processing of the initial registration managed by the
partition manager is shown at the left side, and the
processing of the device (see Fig. 5) is shown at the right

25 side. The initial registration unit managed by the



assuned that, before the start of the processing in Fig. 62, mnutual

aut henti cati on has been conducted between the initial registration unit
and the device, and that the integrity of the ticket and the user (for
exanple, a reader/witer as the 10 device access unit, which serves as the
ticket user) has been verified in the user checking, and that the partition
creation processing based on the partition registration ticket (PRT) has
been conpleted. In the data sending and receiving between the initial
registration unit and the 15 device-si@@&n-n Figs. 62, 63, and 64, data
encrypted by wusing the session key Kses created in the nutual
authentication is sent and received. In step S641 of Fig. 62, the initial

r egi St 1 algaQn i4lidn nRYdH nes whether: ths cmd@/wlﬁla{; o artition

20 authentication. This determ nation can be nmade b the field of

the nutuals ameheiiviic ixtdapar(itte tHa 'd‘ark%acﬁ%rﬁ?r%ﬂlc@é 'd%ﬂ:a t#)&ypF OrmIoN
key aut hentication, or any type) of the device of the partition

regi st ratingh ititekethe( RIEDice seadinks e dri¥e HsRthi AP A &QWhdihd i 9
62, if the common key is used for - 227 partition authentication, steps

S642 and té4:hand ezideny wiTkr &y algh dShh4are@@culet s fid g gomon
key is not used for partition authentication, these steps are skipped. If

t he cHmMmu .keysi dndded tfear ipardthe ipoocastdient ifdatw @ Figg. mstep S642, the
initial registration unit sends a comon-

assumed that, before the start of the processing in Fig. 62,
mutual authentication has been conducted between the initial
registration unit and the device, and that the integrity of
the ticket and the user (for example, a reader/writer as the

10 device access unit, which serves as the ticket user) has
been verified in the user checking, and that the partition
creation processing based on the partition registration
ticket (PRT) has been completed. In the data sending and
receiving between the initial registration unit and the

15 device shown in Figs. 62, 63, and 64, data encrypted by
using the session key Kses created in the mutual
authentication is sent and received.

In step S641 of Fig. 62, the initial registration unit

determines whether the common key is used for partition

20 authentication. This determination can be made by checking
the field of the mutual authentication type (the public key
authentication, the common key authentication, or any type)
of the device of the partition registration ticket (PRT)

(see Fig. 26) to be used.

25 As shown in Fig. 62, if the common key is used for



key aut hentication data wite comand, such as MKauth PAR A: the two-way

i ndi vidual key authentication master key, Kauth_PAR B: the two-way

i ndi vidual key authentication comon key, IRL_PAR the revocation |ist
(Revocation List 10 (Device ID)) in which the device identifiers (IDs) of
the revoked devices are registered, and version information thereof to the
device. Upon receiving the above-nentioned wite command in step S651, the
device wites the received data into the 15 partition key area (see Fig.
23) in step S652. Then, the device nmakéd adj ustnments of the pointer, the
size, and the free block nunber in device, which are required due to the
data witing (S653), and sends a wite conpletion nessage to the

regi stragahiiidn GBEIbht 12 (URAN IBLHIVidis S N vd 4 f%%tﬁegsot e Sage

(S643), the registration unit determnes in step Sbt4 € public

key is usedohueh BESU tiren HARRY, CANON.f A% S ¥d\0.1s Gt ifsdde
public key is used for partition authentication, steps “S645 through 649

and st epgo%6pa ridiraeeh aSehenaieai X eeHad ddegdeRUKiGJRY i s not used
for partition - 228 authentication, these steps are omtted. Wen the

public key isifsenef oompant keyohs asthefbrcpbir@Atibh SLeReR€48atiha,
registration unit sends a public-key authentication data wite command,
such as 3nPEBeGACBAR),: thiee imuiltliiad keyyicft Hahd ceeninifi cafrRlsalt _R@kinion -
key authentication data write command, such as MKauth_PAR_A:
the two-way individual key authentication master key,
Kauth_PAR_B: the two-way individual key authentication
common key, IRL_PAR: the revocation list (Revocation List

10 (Device ID)) in which the device identifiers (IDs) of the
revoked devices are registered, and version information
thereof to the device.

Upon receiving the above-mentioned write command in
step S651, the device writes the received data into the

15 partition key area (see Fig. 23) in step S652. Then, the
device makes adjustments of the pointer, the size, and the
free block number in device, which are required due to the
data writing (S653), and sends a write completion message to
the registration unit (S654).

20 Upon receiving the write completion message (S643), the
registration unit determines in step S644 whether the public
key is used for partition authentication. As shown in Fig.
62, if the public key is used for partition authentication,
steps S645 through 649 and steps S655 through S662 are

25 executed. If the public key is not used for partition



CA(PAR) that issues the partition-manager public key certificate,

PARAM PAR: the pubic key paraneter of the partition, CRL_PAR the
revocation |ist (Revocation List (Certificate) in which the public key
certificate 10 identifiers (ex. serial nunber: SN) of the revoked devices
are registered, and version information thereof to the device. Upon

recei ving the above-nentioned wite command in step S655, the device
wites the received data into the 15 partition key area (see Fig. 23) in
step S656. Then, the device nakes adj W&ents of the pointer, the size, and
the free block nunber in device, which are required due to the data
witing (S657), and sends a wite conpletion nessage to the registration

unit (S658ithedl iR drecainddW g wite SRMpl&i on message (S646), the

registration unit sends a key-pair creation command for creating a public

key and a privake key papihe gy 68 uReH)for Igaddiitsgbodi nent, the device
creates a key pair. However, the registration unit nmay create a key pair

and send dutHentZcdtiemdevircestep 22015 Upgie resei ¥t rge 14 ke paddggereation
command (S659), the device creates a pair of a public key (PUB PAR) and a

private kayl(iRRIkeRARuthertsidig iide daned kit qomeessorsis&ees Fig. 5) in
the device, and wites the created keys into the 5 partition key area (see
Fi g. 23) HEG6A (PARen, thheputeMicekey of the certificate authority

CA (PAR) that issues the partition-manager public key

certificate, PARAM PAR: the pubic key parameter of the

partition, CRL_PAR: the revocation list (Revocation List

(Certificate) in which the public key certificate

10 identifiers (ex. serial number: SN) of the revoked devices
are registered, and version information thereof to the
device.

Upon receiving the above-mentioned write command in
step S655, the device writes the received data into the

15 partition key area (see Fig. 23) in step S656. Then, the
device makes adjustments of the pointer, the size, and the
free block number in device, which are required due to the
data writing (8657), and sends a write completion message to
the registration unit (S658).

20 Upon receiving the write completion message (S646), the
registration unit sends a key-pair creation command for
creating a public key and a private key to the device (5647).
In this embodiment, the device creates a key pair. However,
the registration unit may create a key pair and send it to

25 the device.



makes adjustnents of the pointer, the size, and the free block nunber in
device, which are required due to the data witing (S661), and sends the
created and stored public key to the registration unit (S662). 10 The ‘
registration unit receives the public key (PUB PAR) fromthe device
(S648), and stores it in the database (DB(PAR)) (see Fig. 9) within the
partition manager, together with the device identifier |Dm previously
received fromthe device. 15 The registration unit of the partition
manager then determ nes whether the €83mon key is used for verifying the
file registration ticket (FRT) (S671). As described above, ticket _
verification can be perforned according to the common key system by using

the MAC val ueygbgckbBgi9ingnenRURLLCoKEY 20e8%SbaMebRmALC! signature
is created by ?he privétenéey andyig verifFe§ by the %ﬁEIP§%E§§I The

partitiofheBdegeicel eredltle® WO paQlr e &vufliicatdelN (pte dak)be dused by the
device. The partition nmanager sets data for inplenenting the common key

or the pphlivatkeykeyr (@atarhe) bypherert ithe @indigp ke igroaddie @y ce
according to the FRT ticket verification type - 230 enployed by the
devi ce. Ffigths)camuhekepvdakheandcatriiars shenprepatd Keysvahithyitha t he
file registration ticket (FRT), the partition nanager sets information
requi ¥ edpRot iIERDny &eyf acaki dseesiFig.5260e (SGHON Kdhesy,Std@d @@¢vice
FRT-verification conmon key). If

makes adjustments of the pointer, the size, and the free

block number in device, which are required due to the data

writing (S661), and sends the created and stored public key

to the registration unit (S662).

10 The registration unit receives the public key (PUB PAR)
from the device (S648), and stores it in the database
(DB(PAR)) (see Fig. 9) within the partition manager,
together with the device identifier IDm previously received
from the device.

15 The registration unit of the partition manager then
determines whether the common key is used for verifying the
file registration ticket (FRT) (S671). As described above,
ticket verification can be performed according to the common
key system by using the MAC value checking or the public key

20 system in which the signature is created by the private key
and is verified by the public key. The partition manager is
able to set the verification type to be used by the device.

The partition manager sets data for implementing the common

key or the public key or data for implementing either key in

25 the device according to the FRT ticket verification type



the device does not execute the conmon key authentication, the partition
manager does not store such information in the device. As shown in Fig.

63, if the commpn key systemis used 10 for FRT verification, steps S672
and 673 and steps S681 through S684 are executed, and if the common key is
not used for FRT verification, these steps are skipped. If the common key
is used for FRT verification, in step S672, the registration unit sends an
FRT-verification cormon 15 key wite command, such as Kfrt: the MAC _
checking key of the file registratio®30 cket (FRT) and version information
thereof to the device. Upon receiving the above-mentioned wite comand in
step S681, the device wites the received data into the 20 partition key

area (seenpldyeBloy thd &3@&2. Then, the device makes adjustnents of the
pointér, 5%2 gzze,bgnd the free block nunber in device, which are required

due to the datatwei tomgon(Re§3hutRRd L3RS oR Wl eAQRRIelHgn message 1o
the registration unit (S684). 25 Upon receiving the wite conpletion

message (@GAdyirdhehe 2ile negisigridion wWidkdet grrgnescid s ap S
whet her the public key is used for FRT verification. As shown in Fig. 63,
if  the paiblagerkegtiss insetnfanri drREeeriddd aid OIERTS s 8635 @1 ubith; and
steps S685 through S690 are executed, and if the 5 public key is not used
for FRT & foogmonoket Isosdest efex .alfRT-verification common key). 1If
the device does not execute the common key authentication,
the partition manager does not store such information in the
device.
As shown in Fig. 63, if the common key system is used
10 for FRT verification, steps S672 and 673 and steps S$681
through S684 are executed, and if the common key is not used
for FRT verification, these steps are skipped.
If the common key is used for FRT verification, in step
5672, the registration unit sends an FRT-verification common
15 key write command, such as Kfrt: the MAC checking key of the
file registration ticket (FRT) and version information
thereof to the device.
Upon receiving the above-mentioned write command in
step S681l, the device writes the received data into the
20 partition key area (see Fig. 23) in step S682. Then, the
device makes adjustments of the pointer, the size, and the
free block number in device, which are required due to the
data writing, (S683), and sends a write completion message

to the registration unit ($684).

25 Upon receiving the write completion message {s673), the



ski pped.
registration unit sends an FRT-verification data wite comrand,

If the public key is used for FRT verification, in step S675,
such as

t he

FRTIC (FRT Issuer Category): the file 10 registration ticket (FRT) issuer
category, PUB CA(PAR): the public key of the certificate authority CA(PAR)
that issues the partition-manager public key certificate, PARAM PAR
public key paraneter of the partition, CRL PAR the revocation |ist
(Revocation List (Certificate)) in which the 15 public key certificate
identifiers (ex. serial nunber: SN) - @3l he revoked devices are registered,
and version information thereof to the device. The device receives the
above-nmentioned wite command in step S685, and in step S686, the device

writes FRRESE dRk iR drSisUefe B )in tdhed idéy ev%

t he

H& 1 Gl L ahef ( FRT)

i ssuer category in the received data into the publi ey partition
defini ti eybliel ko KBR(PERD (esaer a1 d?) p?sndswwﬁ eﬁl ﬁ Vg Sion
information into the version area of the sane bl ock en, the device

det er mi nehd pudtldEr $GR7 whelh®l For23RT RIBIGA(RARIGn | t @té}i@@@?%%dﬂat a of
the certificate authority CA(PAR) that issues the partltlon manager public

key certi6f7iecainel heredze ey 84 ithrerugh fSdAIB 2A( RARcUhasd naind bieercnr i tten,

PUB_CA(PAR), PARAM PAR, and CRL _PAR are 5 witten into the partition key

area %se@th}C X3 iis stodgp used for FRT verification, these steps are

10

15

20

25

skipped.

If the public key is used for FRT verification, in step
S§675, the registration unit sends an FRT-verification data
write command, such as FRTIC (FRT Issuer Category): the file
registration ticket (FRT) issuer category, PUB_CA(PAR) : the
public key of the certificate authority CA(PAR) that issues
the partition-manager public key certificate, PARAM PAR: the
public key parameter of the partition, CRL_PAR: the
revocation list (Revocation List (Certificate)) in which the
public key certificate identifiers (ex. serial number: SN)
of the revoked devices are registered, and version
information thereof to the device.

The device receives the above-mentioned write command
in step S685, and in step S686, the device writes FRTIC (FRT
Issuer Category): the file registration ticket (FRT) issuer
category in the received data into the public-key partition
key definition block (PKDB(PUB)) (see Fig. 22), and writes
the version information into the version area of the same
block.

Then, the device determines in step S687 whether



S688. The device then makes adjustnents of the pointer, the size, and the
free block nunber in device, which are required due to the data witing,
(S689), and sends a wite conpletion nessage to the registration unit
(S690). 10 Upon receiving the wite conpletion nessage (S676), the
registration unit determnes in step S701 whether the updating of the
common key data is supported. Anong the data stored in the device, part of
the data can be updated by using the above-described data update ticket
(DUT) (see 15 Fig. 32). The data that <3nh be updated has been di scussed
with reference to Fig. 33. Either the commobn key systemor the public key
system can be used for the updating processing using the data update
ticket. (B .CA{FAR)pardlid imbIMBNagef &etsd satend adeitptes@rd i ng the public

key 20 systemor the comopn key systemor data for inplenmenting either
type in téhethdevitge GCERR) nhdto idmusettiparpd it Ofionthaidgesepuppidition is
configured such that the data can be updated according to the common key
system tHey qeartificrterdragdreaetwr itnfar natI OPUR QLA (ERRY Giagipdst i ng t he
25 data according to the conmon key system (ex. the MAC - 233 checki ng key
of the ddteerupddittetearn clRdiB_(TAUBAR) h RARAM_RAER | idndCKe\VPAR esrdf the devi ce.
| f the device does not execute the common key authentication, the
parti i oWiidrdferintgoddiendra et i tkanfangmt {o3e iMig he2 Parin tstep key area.
5 As shown in F%ﬂi 64, if the common key systemis used
5688. e device then makes adjustments of the pointer, the
size, and the free block number in device, which are
required due to the data writing, (S689), and sends a write
completion message to the registration unit (S690).
10 Upon receiving the write completion message (S676), the
registration unit determines in step S701 whether the
updating of the common key data is supported. BAmong the
data stored in the device, part of the data can be updated
by using the above-described data update ticket (DUT) (see
15 Fig. 32). The data that can be updated has been discussed
with reference to Fig. 33. Either the common key system or
the public key system can be used for the updating
processing using the data update ticket (DUT). The
partition manager sets data for implementing the public key
20 system or the common key system or data for implementing
either type in the device according to the set partition.
If the set partition is configured such that the data
can be updated according to the common key system, the

partition manager sets information required for updating the

25 data according to the common key system (ex. the MAC



for updating the data using the data update ticket (DUT), steps S702 and
703 and steps S711 through S714 are executed, and if the common key system
is not used for updating the data, these steps are skipped. 10 If the
common key is used for updating the data, in step S702, the registration
unit sends a data update ticket (DUT)-verification comon key wite
command, such as Kdut_ PARl: the MAC checking key of the data update ticket
(DUT), Kdut_PAR2: the data updating encryption key, 15 Kdut_PAR3: the MAC
checking key of the data update ticketZ233DBUT), Kdut PAR4: the data updating
encryption key, and version information thereof to the device. Upon

recei ving the above-nentioned wite command in step S711, the device

wites thendaciyaddain iHd adhe updhPartidion keyrpy e (8§ Fig. 23) in
step S712. Then, the device makes adjustnents of the pointer, the size, and

the freegdiickidiimgr dfedess cthe Wi Eital € TG d edbPiiGe L@ ddgodata
witing (S713), and sends a wite conpletion nessage to the registration

unit (S7kRecitle UWion deeeedikyy thecven d ccorgl etins pessagiod SdAgedt he -
234 registration unit determnes in step S704 whether the partition set
in the deldese et coatf isgurtedirsfioehnd thiadn tive thed gpa wpdat dmokessi nged he dat a
update ticket (DUT) according to the public key systemcan be supported.
As shdbwn i n FAg. sbowni fin5Ftilge HUbl iiE kdy spstem keys gysaereds siseds S705
and 706 and
for updating the data using the data update ticket (DUT),
steps 8702 and 703 and steps S711 through S714 are executed,
and if the common key system is not used for updating the
data, these steps are skipped.
10 If the common key is used for updating the data, in
step S702, the registration unit sends a data update ticket
(DUT) -verification common key write command, such as
Kdut_PAR1l: the MAC checking key of the data update ticket
(DUT) , Kdut_ PAR2: the data updating encryption key,
15 Kdut_PAR3: the MAC checking key of the data update ticket
(DUT) , Kdut_PAR4: the data updating encryption key, and
version information thereof to the device.
Upon receiving the above-mentioned write command in
step S711, the device writes the received data into the
20 partition key area (see Fig. 23) in step S712. Then, the
device makes adjustments of the pointer, the size, and the
free block number in device, which are required due to the
data writing (S713), and sends a write completion message to

the registration unit (8714).

25 Upon receiving the write completion message (S703), the



steps S715 through Sr718 are executed, and if the public key systemis not
supported, these steps are skipped. If the public key systemis supported,
in step S705, the registration unit sends a data update ticket (DUT) 10 -
i ssuer code wite command, such as DUTIC PAR (DUT Issuer Category): the
data update ticket (DUT) issuer category, and version information to the
device. The device receives the above-described wite command in step
S715, and wites the received data into the public- 15 key partition key
definition block (PKDB(PUB)) in step SB¥6.- The device then nakes _ _
adj ustments of the pointer, the size, and the free block nunber in device,
which are required due to the data witing (S717), and sends a wite

conpl et i aegiRSSAAST Airtihe dAMH ShAld o Widp (S8)wnaiee L 6gistration 20
uan recei&gé t he mmitejbonpletidh nmessage 6§706 ,‘Bﬁa the process is then

conpl et ebaxfig dib ded st Al sein X APl it s dileedlalion G QiS4 Stor ed
in the nenory device when the initial registration processing (the

processi npdatdwgy afs iigdchbYaA UpRUgh t6Dkdy (erpadddimn 98fe i S
finished. In the - 235 partition area shown in Fig. 65, the Tollow ng data

are sent pulaldm tkey rsggitetr atsirobeaunivprntar.e genatahad by e devi ge and
witten in the partition key area in the flows (Figs. 62 through 64): 5 *
| RL_PAR: thiee pudldcatkiegn slyissterm( Rev cogipcortdd ,Sts t{dpavisi®5 and 706 and
steps 5715 through 5718 are executed, and if the public key
system is not supported, these steps are skipped.
If the public key system is supported,.in step S705,
the registration unit sends a data update ticket (DUT)

10 issuer code write command, such as DUTIC_PAR (DUT Issuer
Category): the data update ticket (DUT) issuer category, and
version information to the device.

The device receives the above-described write command
in step S§715, and writes the received data into the public-

15 key partition key definition block (PKDB(PUB)) in step S716.
The device then makes adjustments of the pointer, the size,
and the free block number in device, which are required due
to the data writing (S717), and sends a write completion
message to the registration unit (S718). The registration

20 unit receives the write completion message (S706), and the
process 1is then completed.

Fig. 65 illustrates an example of the data
configuration stored in the memory device when the initial
registration processing (the processing flows of Figs. 62

25 through 64) by the partition manager is finished. 1In the



ID)) in which the identifiers (1Ds) of the revoked devices and the revoked
units (a ticket user, such as a reader/witer or a PC, as the device
access unit, or ticket issuing neans) are registered; 10 * CRL_PAR the
revocation |ist (Revocation List (Certificate)) in which the public key
certificate identifiers (ex. serial nunber: SN) of the revoked devices

and the revoked units (a ticket user, such as a reader/witer or a PC, as
t he device access unit, or ticket 15 issuing neans) are registered; *

Kaut h_PAR B: the two-way individual k&85 aut henti cati on comon key; *
Mcauth_PAR A: the two-way individual key authentication master key; 20 *
Kdut PAR1: the MAC checking key of the data update ticket (DUT) ; *

Kdut _PARZa rtthe idat & depdalidig aRCiRt] &b K&he *rdSdu -%f%‘ & MG ghecking
key of F%E'datg update ticket ( . 25 * éhut_PAﬁE? héiégtéuapégping

encrypti @roeychd .regiddfratidd iinit VARG LhRad Nodeeo Pieddaddis
registration ticket (FRT) ; * PUB-PAR the public key of the partition;
and * PRndPARitite dim wiee pemtiafidrh&eiardddd G the flows (Figs. 62
through 64):
S * IRL_PAR: the revocation list (Revocation List (Device
ID)) in which the identifiers (IDs) of the revoked devices
and the revoked units (a ticket user, such as a
reader/writer or a PC, as the device access unit, or tickét
issuing means) are registered;

10 * CRL_PAR: the revocation list (Revocation List
(Certificate)) in which the public key certificate
identifiers (ex. serial number: SN) of the revoked devices
and the revoked units (a ticket user, such as a
reader/writer or a PC, as the de&ice access unit, or ticket

15 1issuing means) are registered;

* Kauth_PAR _B: the two-way individual key
authentication common key;

* Mkauth_PAR_A: the two-way individual key
authentication master key; '

20 * Kdut_PARl: the MAC checking key of the data update
ticket (DUT);

* Kdut_PAR2: the data updating encryption key;
* Kdut_PAR3: the MAC checking key of the data update
ticket (DUT) ;

25 * Kdut_PAR4: the data updating encryption key;



5 The follomﬁﬁg data of the partition management information block are
witten during the partition creation (see the processing flows of Figs.
60 and 61): * PARAM PAR the public key parameter of the partition; *
PUB_CA( PAR) : Lhe public key of tﬁe certificate 10 authority CA(PAR); and
the data in the common-key partition key information block (Partition Key
Definition Block (Common)), and the public-key partition key information
block (Partition Key Definition Block(PUB)). 15 [B4.2. Public Key _
Certificate |ssuing Processing under 2Bd&rtition Manger Control] The issuing
processing of the partition public key certificate by the partition
manager i s discussed belowwith reference to Flg 66 and the subsequent

drawi ngs. In thes2@Q. d%ﬁbCﬁActEﬁeéﬁihgekgybbEC 9l 4948 $ERT DEV)

used for authenticating the entire devicCe an per ornln thé  processing
based on dik&edevirer) ;and the partition public key certificate (CERT PAR)
used for authenticating a specific partition in the device and for

verifying the*ppuBeparngtaeepdblstoked. oFhenpaphirtii@n opubhing key _
certificate (CERT PAR) can r i - 237 “be set for each partition set in the
devi ce. The parPRTi BARpubhicpkeyacer kiel/i 68t € neCEREtRARbI.S
5 The foilowinérdata of the partition management
information block are written during tﬁe partition creation
(see the processing flows of Figs. 60 and 61):
* PARAM_PAR: the public key parameter of the partition;
* PUB_CA(PAR): the public key of the certificate
10 authority CA(PAR); and

the data in the common-key partition key information
block (Partition Key Definition Block (Common) ), and the
public-key partition key information block (Partition Key

-Definition Block (PUB)).
15 [B4.2. Public Key Certificate Issuing Processing under
Partition Manger Control]

The issuing processing of the partition public key
certificate by the partition manager is discussed below with
reference to Fig. 66 and the subsequent drawings. In the

20 deviée, the device public key certificate (CERT DEV) used
for authenticating the entire device and performing the
processing based on the device, and the partition public key
certificate (CERT PAR) used for authenticating a specific
partition in the device and for verifying the processing are

25 stored. The partition public key certificate (CERT PAR) can



i ssued by a procedure for providing the public key certificate issued by
the certificate authority (CA for PM 5 (see Figs. 2 and 3) to the device
via the registration authority nanaged by the partition manager. The
registration authority manages the public key certificate (CERT PAR)

i ssued by the registration authority managed by the partition manager
(dat abase 332 (see Fig. 9)). 10 The procedure for issuing the partition
public key certificate (CERT PAR) to the set partition by the
registration authority nmanaged by the 4¥artition nmanager is described.
below wth reference to Figs. 66 and 67. In Figs. 66 and 67, the
processing of the CERT (public key 15 certificate) issuing unit of the

regi stratjeons ety idaen pRaged iy ddhe fardid i g f@pager, and nore
specifically, the processing of the control neans 331 of the partition

manager showrhenptie idiagr aibofi cFkey 2erts rskawe alceRe paght i de, and
the processing of the device is shown at the right side. 20 In step S721,

t he CERT iisssuid@yuni tpfddesiurehtiainpmsardind i tHdamhivi ofkdpe device to
which the partition public key certificate (CERT PAR) is to be issued,
permts (Cdettdrfimosds) istsheed dsuitie afertthef icertta fd oty i ®nd(ENSATE M
comuni cation channel with the target device. The user information of the
25 de¥i celse® Higsh tthenshrd)i ticortheuldewd deey icerttid imatis(xGHRBr 238  PAR)
is to be issued can be obtained by, for exanple, the data generated in the
devi ce | @iuth@Ir ggmamegiedo®y e peertition manager. The

registration authority manages the public key certificate

(CERT PAR) issued by the registration authority managed by

the partition manager (database 332 (see Fig. 9)).

10 The procedure for issuing the partition public key
certificate (CERT PAR) to the set partition by the
registration authority managed by the partition manager is
described below with reference to Figs. 66 and 67. 1In Figs.

66 and 67, the processing of the CERT (public key

15 certificate) issuing unit of the registration authority
managed by the partition manager, and more specifically, the
processing of the control means 331 of the partition manager
shown in the diagram of Fig. 9, is shown at the left side,
and the processing of the device is shown at the right side.

20 In step S721, the CERT issuing unit first obtains user
information of the device to which the partition public key
certificate (CERT PAR) is to be issued, permits (determines)
the issuing of the certificate, and ensures a communication

channel with the target device. The user information of the

25 device to which the partition public key certificate (CERT



informati on may be obtained fromthe device after a communi cation channel
with the device is set. The 5 comuni cati on channel may be a cable or

Wi rel ess comuni cati on channel through which the data can be sent and
received. Then, in step S722, the CERT issuing unit sends an

aut henti cati on-data creati on command contai ning a random 10 nunber R to the
device. Upon receiving the authentication- data creation command (S731),
the device generates a digital signature (S) by applying the device
private key (PRI PAR) to the data colsissting of the received random nunber
R and the device identifier (1Dm (S732) (see Fig. 12). The 15 device then
sends the ID data (IDm and the signature (S) of the device to the CERT

i ssui ng waR). 4o nReaiMay the, KR %@ai(’LMb,@n?%%Peef%%}lrgL@}é S) from

the device (S723), the CERT issuing unit obtains’ e _ ic key
(PUB PARNdfz0geire: Halcn has o HB AR 33 £ A0 disjar e dieceiniad dlewi ce 1D

data (1 Dm) as the search key. The CERT issuing unit also verifties e

si gnat ur en(fS)rrhit i apRlay e (i abledl rebriatcadhiid G &ay: (PUB PAR) (see
Fig. 13) (S725). If the verification has not succeeded, it is determned

that the cdatrarsientt ifonomHamedeviiat ithe?Rdinald ey igad daigs and the process
is termnated. - 239 |If the verification has succeeded, the CERT i ssuing
uni t ¥ eqeesmsintica tdemt ichiagated. aatyhdoel tay aBA S @r RMrH23 4 0
communication channel through which the data can be sent and
received.

Then, in step §722, the CERT issuing unit sends an
authentication-data creation command containing a random

10 number R to the device. Upon receiving the authentication-
data creation command (S731), the device generates a digital
signature (S) by applying the device private key (PRI PAR)
to the data consisting of the received random number R and
the device identifier (IDm) (S732) (see Fig. 12). The

15 device then sends the ID data (IDm) and the signature (S) -of
the device to the CERT issuing unit.

Upon receiving the ID data (IDm) and the signature (S)
from the device (S723), the CERT issuing unit obtains the
device public key (PUB PAR) from the database DB (PAR) 332 by

20 using the received device ID data (IDm) as the search key.
The CERT issuing unit also verifies the signature (S) by
applying the obtained device public key (PUB PAR) (see Fig.
13) (58725). 1If the verification has not succeeded, it is
determined that the data sent from the device is

25 unauthorized data, and the process is terminated.



i ssue the partition public key certificate (CERT PAR) (S727) The partition
manager receives the partition public key 5 certificate (CERT PAR) issued
by the certificate authority 620 (S728), and sends it to the device '
(S729). Upon receiving the partition public key certificate (CERT PAR)
fromthe partition nanager (registration authority), the device verifies
the signature of the 10 received partition public key certificate (CERT
PAR) by using the public key (PUB CA(PAR)) of the certificate authority,
which is stored in the partition key ®&3a (see Fig. 23). That is, the
signature (see Fig. 11) inplemented by the private key of the certificate
authority is added to 15 the public key certificate, and this signature is

verified (S73%) tnkf vbhe r3i-grabur averhiicadaan has f@idedsdifids

determ ned that the public key certificate is Hot an authorlzeg'public key

cert L fi cairit andnib @y ndfe BRS8N0 daf LU e 1 L on GRT disuizg Yni t

(S745). |If the signature verification has succeed vice public key

PUB PAR)issher ethd rpdhei iiadit i o dubby cckeyi reertif i6aRe PRRRT (BARY)i S
gonparedhhjth t he g;vice pubﬁ?c key (%U% PAh) storeé In tﬁe EZche 88741).

If the tWhe2papuliliiokes e nateaivg dadigdr@acibdthigsyiangror - 240
nessage is sent. If the two public keys coincide with each other, the
recei ¥ed ceanttiifiicart ep UERT IR )cardsifdC atye {HeEfertificate authority

620 (S728), and sends it to the device (S729).

Upon receiving the partition public key certificate
(CERT PAR) from the partition manager (registration
authority), the device verifies the signature of the

10 received partition public key certificate (CERT PAR) by
using the public key (PUB CA(PAR)) of the certificate
authority, which is stored in the partition key area (see
Fig. 23). That is, the signature (see Fig. 11) implemented
by the private key of the certificate authority is added to

15 the public key certificate, and this signature is verified
(s735) .

If the signature verification has failed, it is
determined that the public key certificate is not an
authorized public key certificate, and an error message is

20 sent to the CERT issuing unit (S745).

If the signature verification has succeeded, the device
public key (PUB PAR) stored in the partition public key
certificate (CERT PAR) is compared with the device public
key (PUB PAR) stored in the device (S741). If the two

25 public keys do not coincide with each other, an error



PAR) is stored in the partition key area (see Fig. 23) (S743). Before the

i ssuing of the partition public key 5 certificate(CERT PAR), the public key
(PUB PAR) generated by the device is stored in this area, and when the

aut hori zed partition public key certificate (CERT PAR) is 1issued, the
public key (PUB PAR) is replaced by the partition public key certificate
(CERT PAR). 10 Upon conpleting the storage of the partition public key
certificate (CERT PAR), a storage conpletion nessage is sent to the CERT

i ssuing unit (S744). Upon receiving-tRd0storage conpletion nessage (S751),
the CERT issuing unit determ nes whether the storage processing has been
successful Iy 15 finished (S752), and the process is then conpleted. If it

i s deter iehed {hats the St orage fr m?mﬁpmg aa%l GR&SS fdd dry

finished, the pr ocess I's term nat an error r ocessi ng

Pr ocedureﬂhré:ancmeParetdetMra P83l n Hepessing, M%mddl@aocés(&%c“ bed

above, in the partition setting registration processing, nutual

aut hent i gaRyon g %tee@aiqtneethebgiab wean itdhe Wevigeanddd e fgadeyy witer as
y

the device access unit manage the partition manager,” and the

partiti onsyetsti.ng BeF oy ftordmad hased o dHe meardidian b riegisdy ation
ticket (PRT). As discussed above, there are - 241 two types of nutual

aut heht i catritdf itades, (GERT. PAR)e Al ipublkey kayt ugdUumEATSNtdaaidaednd t he
comon key mut ual

by the device is stored in this area and when the

authorized partition public key certificate (CERT PAR) is

issued, the public key (PUB PAR) is replaced by the

partition public key certificate (CERT PAR).

10 Upon completing the storage of the partition public key
certificate (CERT PAR), a storage completion message is sent
to the CERT issuing unit (S744). Upon receiving the storage
completion message (S751), the CERT issuing unit determines
whether the storage processing has been successfully

15 finished (S752), and the process is then completed. If it
is determined that the storage processing has not been
successfully finished, the process is terminated as an error.

[B4.3. Processing Procedure in Each Partition Creation
Processing Method]

20 As described above, in the partition setting
registration processing, mutual authentication is conducted
between the device and the reader/writer as the device
access unit managed by the partition manager, and the
partition setting is performed based on the partition

25 registration ticket (PRT). As discussed above, there are



aut hentication. As the ticket (PRT) verification, the signature
verification of the public key systemor the MAC 5 checking of the common
key systemis perforned. That is, the follow ng four processing nodes are
provi ded: (A) nutual authentication (public key) and ticket (PRT)
verification (public key); (B) nutual authentication (public key) and
ticket (PRT) 10 verification (comon key) ; (C mnutual authentication
(common key) and ticket (PRT) verification (comon key) ; and (D) nutual
aut hentication (comon key) and ticket24PRT) verification (public key). 15
The four processing nodes are briefly discussed with reference to the
drawi ngs by enphasi zing the data transfer processing executed anong the

titi , f t
e

Aut hent i galy o tuRUbdu HERW1 td ol Gl ﬂfﬂomﬂ&['ﬁé@?@ﬁd%l( Public Key) A

description is first given, with reference to Fig of the data

transfer eHRG @HNG tAe et idid& tWhgRthe e PUDI dLr kY, Syt em i s used
for nmutual authentication 25 processing and the public key systemis used

for ticketignatdide REB)fiRIfdrcalfi Ahe KA Tie cakas it MY 1Qid WMa@s shown
in Fig. 68, a single certificate authority (CA) is provided, a
5 checking of the common key system is performed. That is,
the following four processing modes are provided:
(A) mutual authentication (public key) and ticket (PRT)
verification (public key);
(B) mutual authentication (public key) and ticket (PRT)

10 verification (common key) ;

(C) mutual authentication (common key) and ticket (PRT)
verification (common key); and

(D) mutual authentication (common key) and ticket (PRT)
verification (public key).

15 The four processing modes are briefly discussed with
reference to the drawings by emphasizing the data transfer
processing executed among the entities, such as the
certificate authofity (CA(DM)), the device manager (DM), the
partition manager (PM), and the device.

20 (A) Mutual Authentication (Public Key) and Ticket (PRT)
Verification (Public Key)

A description is first given, with reference to Fig. 68,
of the data transfer performed among the entities when the
public key system is used for mutual authentication

25 processing and the public key system is used for ticket



single registration authority is provided in the device nmanager, and the
devi ce- manager public key certificate (Cert. 5 DM and the
partition-manager public key certificate (Cert. PM are issued by the
registration authority and the certificate authority. The devi ce manager
(DM serves as the partition registration ticket (PRT) issuing neans, and
the signature of the partition registration ticket (PRT) is 10 inplenented
by the private key of the device nmanager. The data transfer is perforned
anong the entities in the order of -tRdZnunbers shown in Fig. 68. The
processing is described bel ow according to the nunbers. (1) Issuing of
Public Key Certificate (Cert. DM of 15 Device Manager (DM In response to

a request gRI9Mti8 deuitGe JTBNGYR! t & a IR # Csikxgyliccew Figatg &y DV

is issued by the <certificate authority for the device nanager according to

a certifricat &g, SSUIsNGRIOCRIW I MAd M TIRY Sty aldon AUt ideqd 2G4 (2)
| ssuing of Public Key rtificate (Cert. PM of artition Manager (PM In

response siqgl o e@uAst fatamr ke adidy o PRgeled fhecHuidw dkey
certificate (Cert. PM'is issued to the partition nmanager by the

certifi caiagaapirorarndy {HeA)deAoi esamithdiér t puinl C€r ke eakeiifssdikBg (pe@eedure
via the - 243 registration authority. (3) Issuing Processing of Partition
Regi sfratDMn ahidckéte partition-manager public key certificate (Cert.

PM) are issued by the registration authority and the

certificate authority. The device manager (DM) serves as

the partition registration ticket (PRT) issuing means, and

the signature of the partition registration ticket (PRT) is

10 implemented by the private key of the device manager.

The data transfer is performed among the entities in
the order of the numbers shown in Fig. 68. The processing
is described below according to the numbers.

(1) Issuing of Public Key Certificate (Cert. DM) of

15 Device Manager (DM)

In respoﬁse to a request from the device manager, the
public key certificate (Cert. DM) is issued by the
certificate authority for the device manager according to a
certificate issuing procedure via the registration authority.

20 (2) Issuing of Public Key Certificate (Cert. PM) of
Partition Manager (PM)

In response to a request from the partition manager,
the public key certificate (Cert. PM) is issued to the
partition manager by the certificate authority (CA)

25 according to a certificate issuing procedure via the



(PRT) The partition registration ticket (PRT) is issued to 5 the partition
manager (PM by the partition registration ticket (PRT) issuing neans (PRT
Ti cket |ssuer) nmanaged by the device manager. In this case, for creating
and . verifying the public-key signature, the signature is created by the
private key of the device nmanager (see Fig. 12), and 10 is added to the
PRT. (4) Supply of PRT and DM Public Key Certificate (Cert. DM to PM The
partition registration ticket (PRT) issued by the partition registration
ti cket issuing nmeans (PRT Ticket 15 R4Suer) nmnaged by the devi ce nanager
is supplied to the partition nmanager together with the DM public key
certificate (Cert. DM . (5) Mitual Authentication between PM and Device The

publ i c- ke gmdteyalt 134t heRtrigatdon (see Fig. 50) is 20 perforned between the
device, which is to generate a partition according to the issued PRT, and

the partition(3panaggingandopregingesil paaklition RRYAQRLWHIiLE T3S Kkhe
devi ce access unit, which serve as a ticket user). (6) Supply of PRT and DM

Public Keapr@grtificate (Cert. 25 DM to ‘Device - 244 After t he nutual
aut henti cati on has been successfully conducted between the PM and the
device, the pa@hti paoBition registration ticket (PRT) is issued to

5 the partition manager (PM) by the partition registration
ticket (PRT) issuing means (PRT Ticket Issuer) managed by
the device manager. 1In this case, for creating and .
verifying the public-key signature, the signature is created
by the private key of the device manager (see Fig. 12), and
10 1is added to the PRT.
(4) Supply of PRT and DM Public Key Certificate (Cert.
DM) to PM
The partition registration ticket (PRT) issued by the
partition registration ticket issuing means (PRT Ticket
15 Issuer) managed by the device manager is supplied to the
partition manager together with the DM public key
certificate (Cert. DM).
(5) Mutual Authentication between PM and Device
The public—key mutual authentication (see Fig. 50) is
20 performed between the device, which is to generate a
partition according to the issued PRT, and the partition
manager (and more specifically, a reader/writer as the
device access unit, which serve as a ticket user).
(6) Supply of PRT and DM Public Key Certificate (Cert.

25 DM) to Device



manager (PM sends the partition registration ticket (PRT) and the DM
public key certificate (Cert. DM to the device. 5 The device has checked
the follow ng factors concerning the received partition registration
ticket (PRT): (1) the public key certificate (CERT) of the ticket issuer
(DM is an authorized public key certificate (CERT) w thout being

tanpered with; (2) the code recorded in the option area of 10 the public
key certificate (CERT) of the ticket issuer coincides with the ticket

i ssui ng neans code (PRTIC. PRT |ssuei4@ode) recorded in the device DKDB
(Device Key Definition Block) (PUB) ; (3) the ticket issuing neans (Ticket
| ssuer) is not revoked; and (4) the ticket has not been 15 tanpered wi th by

veri fying theasigpatHeenatuhieapesehted  ibakg 8 BED: T ge(sseuﬂgﬁ‘rgs(w a

reader/witer as the device access unit) is also veH

and. 58) dwdeReck Betweihehd gy 'a‘iiﬁﬁt‘dl'fé fovitde Clﬁ{ee%ﬁ‘tl‘&ror{ he serial

(SN) of the PRT user (in this case, a 20 reader/witer as the device

access Umiahagelti qlpMgerswesisas hid ptdxedi&tldiﬁ&réglssttqra&ﬁdrﬂ tihac RRT(Hroket
coincides with the identifier, the category, or the serial (SN) recorded

as the khRddaha @mpu@nltm&@ardeﬂﬂlmmaag(@emblum key @Ry tddvicate to
check that nutual authentication has been conducted. 25 (7) Creation of

Parti%ion - 22Be Abtécret hasvehitkedtithe @bllibeipgr fiakitomrsr egnskratingn
ticket (PRT) and the verification of the PRT issuer and the

the received partition registration ticket (PRT): (1) the
public key certificate (CERT) of the ticket issuer (DM) is
an authorized public key certificate (CERT) without being
tampered with; (2) the code recorded in the option area of

10 the public key certificate (CERT) of the ticket issuer
coincides with the ticket issuing means code (PRTIC: PRT
Issuer Code) recorded in the device DKDB (Device Key
Definition Block) (PUB); (3) the ticket issuing means (Ticket
Issuer) is not revoked; and (4) the ticket has not been

15 tampered with by verifying the signature of the received
ticket (PRT). The PRT user (PM: a reader/writer as the
device access unit) is also verified (see Figs. 57 and.58)
by checking whether the identifier, the category, or the
serial (SN) of the PRT user (in this case, PM: a

20 reader/writer as the device access unit, which serves as a
ticket user) stored in the PRT ticket coincides with the
identifier, the category, or the serial (SN) recorded as the
ID data (DN) of the partition-manager public key certificate
to check that mutual authentication has been conducted.

25 (7) Creation of Partition



PRT user have succeeded, a partition is created in the device nenory
according to the rules indicated in the 5 partition registration ticket
(PRT) (see Figs. 60 and 61). (8) Witing of Key Data After creating the
partition in the device nmenory, various keys are stored in the created
partition. (9) Reading of Public Key 10 (10) Issuing of Public Key
Certificate If the public key systemis used for performng authentication
(for using the services, such as partltlon creation, file creation, file
access, and data updatlng) the devi @é35creates a key pair of a public key
and a private 15 key, sends the created public key to the partition
manager, 1ssues the public key certificate via the registration authority

and the certifir¢ate+aut hRELEY ca@REnSher et Eﬁrt'l%%'é%d rRlsicG 2Ky
certificate in the partition key area (see . In"this case, the

public key ket i (Piragt & s Rd vedQ fila dilteh aifor@g@ Pﬁlizeaiscguéﬂﬂearﬁf qafed
public key is stored. Steps (9) and (10) are executed when the public key

system iPRTEMleqy e vieOls RRIeledl NG Palrtanicgati P hdde Gf eafeed partition
for the use of various services (partition creation, file creation, file
access, datvd cepdeiriony, arico.r)dinZhb tBy ther frarlndsnd ridie- admy e-rdesny | bed
processing, the - 246 partition creation processing in accordance with the
nmut uad @atrtertiioratdegn s(taliliion kdykeand RRTOk efs ePRHgsv.erd(f iaxat iadn .
(8) Writing of Key Data
After creating the partition in the device memory,
various keys are stored in the created partition.
(9) Reading of Public Key
10 (10) Issuing of Public Key Certificate
If the public key syStem is used for performing
authentication (for using the services, such as partition
creation, file creation, file access, and data updating),
the device creates a key pair of a public key and a private
15 key, sends the created public key to the partition manager,
issues the public key certificate via the registration
authority and the certificate authority, and stores the
issued public key certificate in the partition key area (see
Fig. 23). 1In this case, the public key certificate issued
20 for the storage area of the created public key'is stored.
Steps (9) and (10) are executed when the public key system
is employed for performing authentication on the created
partition for the use of various services (partition

creation, file creation, file access, data updating, etc.).

25 By performing the above-described processing, the



(public key) can be executed. (B) Mitual Authentication (Public Key) and
Ticket (PRT) 5 Verification (Conmon Key) The data transfer perfornmed anong
the entities when the public key systemis applied to the nutual '
aut hentication processing and the common key systemis applied to the
ticket (PRT) verification is described belowwth reference 10 to Fig. 69.
The data transfer is perfornmed anong the entities in the order of the
nunbers shown in Fig. 69. The processing is discussed bel ow according to
the nunbers. (1) Public Key Certificat2d§ Cert. PM of Partition Manager
(PM 15 In response to a request fromthe partition nmanager, the public
key certificate (Cert. PM is issued to the partition nanager by the

CPL L he” B DAL dobd it ACCUGLAG, | B ERIAIEa A L Sl G pnpoe L ©

via the “registration autho | ssul ng Processing o ion

Regi st r atdameHtGkalt 1 SPRPud N & 88RANSEd O Ak SuBsiT R i he-pardd tion

manager, the partition registration ticket (PRT) is issued to the

partiti onganiagerkdyiMcdly dhapaniddd on registration ticket 25 issuing
means (PRT Ticket Issuer) nmanaged by the device - 247 nanager. In this

case, the MAC(B)esmagalAnuheshitcaticadn (eU®L iSeR i Gnd i dketadeded)to the
PRT as the common- key
5 Verification (Common Key)

The data transfer performed among the entities when the
public key system 1s applied to the mutual authentication
processing and the common key system is applied to the
ticket (PRT) verification is described below with reference

10 to Fig. 69. The data transfer is performed among the
entities in the order of the numbers shown in Fig. 69. The
processing is discussed below according to the numbers.

(1) Public Key Certificate (Cert. PM) of Partition
Manager (PM)

15 In response to a request from the partition manager,
the public key certificate (Cert. PM) is issued to the
partition manager by the certificate authority (CA)
according to a certificate issuing procedure via the
registration authority.

20 (2) Issuing Processing of Partition Registration Ticket
(PRT)

In response to a request from the partition manager,
the partition registration ticket (PRT) is issued to the
partition manager (PM) by the partition registration ticket

25 issuing means (PRT Ticket Issuer) managed by the device



verification value. (3) Supply of PRT to PM5 The partition registration
ticket (PRT) issued by the partition registration ticket issuing neans
(PRT Ticket Issuer) managed by the device manager is supplied to the
partition manager. (4) Mitual Authentication between PM and Device 10 The
publ i c-key nmutual authentication (see Fig. 50) is perfornmed between the
device, which is to generate a partition according to the issued PRT, and
the partition nmanager (and nore specifically, a reader/witer as the

devi ce access unit, which serve as & ti4dket user). 15 (5) Sending of PRT
The partition manager sends the issued partition registration ticket (PRT)
to the device. The device performs MAC verification for the received

parti t i Omare@S! ! atd Qhild Glo (RIEQ wath daklddd ettt il desyer . The 20

device also verifi PRT user (PM a rea erfwiter as e device

access Umdde)(SeRdisy Boiand Wady ehesld na Wellier dddanuy Tier, the

category, or the seri of the PRT user (in this case
reader / wridyars ia% dildg ﬁgmuéxaaccess unit, which serves as a ticket user)
stored in 25 the PRT ticket coincides mﬁth the identifier, the category,
248 or the sgg)abupphy becerdedoasmt he | D data (DN) of the

partition-manager public key certificate to determ ne that
5 The partition registration ticket (PRT) issued by the
partition registration ticket issuing means (PRT Ticket
Issuer) managed by the device manager i1s supplied to the
partition manager.
(4) Mutual Authentication between PM and Device
10 ' The public—-key mutual authentication (see Fig. 50) is
performed between the device, which is to generate a
partition according to the issued PRT, and the partition
manager (and more specifically, a reader/writer as the
device access unit, which serve as a ticket user).
15 (5) Sending of PRT
The partition manager sends the issued partition
registration ticket (PRT) to the device. The device
performs MAC verification for the received partition
registration ticket (PRT), and verifies the PRT issuer. The
20 device also verifies the PRT user (PM: a reader/writer as
the device access unit) (see Figs. 57 and 58) by checking
whether the identifier, the category, or the serial (SN) of
the PRT user (in this case, PM: a reader/writer as the
device access unit, which serves as a ticket user) stored in

25 the PRT ticket coincides with the identifier, the category,



mut ual aut henticati on has been conducted. (6) Creation of Partition 5 After
the verification of the partition registration ticket (PRT) and the
verification of the PRT issuer and the PRT user have succeeded, a
partition is created in the device nenory according to the rules indicated
in the partition registration ticket (PRT) (see Figs. 60 and 61). 10 (7)
Witing of Key Data After creating the partition in the device nenory,

vari ous keys are stored in the created partition. (8) Reading of Public Key
(9) Issuing of Public Key Certificate2l8 If the public key systemis

enpl oyed for performng authentication on the created partition (for the
use of services, such as partition creation, file creation file access,

and dat a gipdatd n@»; dihe s‘iﬂv'fé‘c&fcﬁ%} e aeViPa:of (o PPl i, key and a

private key, sends the created Ic key 20 to t e partltlon manager,

I ssues t"ﬁ%ﬂ@ﬂ@ﬂcﬁm—‘ﬁ%&hé‘gﬂﬂ éidmaitce k4 ad e £ B0 &L rad | Qe ARV I {ya@nd the

certificate authority, stores the issued public key certificate in the

partiti Of&\d@iélardiﬁc}(e%ﬂ_%.d:dtg.orga‘)as Igedhigordsesed he public key certificate
i ssued for the storage area of the created 25 public key is stored. Steps

(8) and (9) ar@)exeedtednWd@npar24lionhe public key systemis enployed for
performng authentication on the created partition for the use of
5 After the verification of the partition registration
ticket (PRT) and the verification of the PRT issuer and the
PRT user have succeeded, a ﬁartition is created in the
device memory according to the rules indicated in the
partition registration ticket (PRT) (see Figs. 60 and 61).
10 (7) Writing of Key Data
After creating the partition in the device memory,
various keys are stored in the created partition.
(8) Reading of Public Key
(9) Issuing of Public Key Certificate
15 If the public key system is employed for performing
authentication on the created partition (for the use of
services, such as partition creation, file creation, file
access, and data updating), the device creates a key pair of
a public key and a private key, sends the created public key
20 to the partition manager, issues the public key certificate
via the registration authority and the certificate authority,
and stores the issued public key certificate in the
partition key area (see Fig. 23). In this case, the public
key certificate issued for the storage area of the created

25 public key is stored. Steps (8) and (9) are executed when



vari ous services (partition creation, file creation, file access, data
updating, etc.). 5 By perform ng the above-descri bed processing, the
partition creation processing according to the nutual authentication
(public key) and ticket (PRT) verification (conmon key) can be execut ed.
(© Authentication Processing (Common Key) and Ticket 10 (PRT)
Verification (Common Key) The data transfer perforned anong the entities
when the comon key systemis applied to the nutual authentication
processi ng and the commobn key system i2¢9%pplied to ticket (PRT)
verification is described belowwth reference to Fig. 15 70. The data
transfer is perfornmed anong the entities in the order of the nunbers

i ndi cat edyy .4 of T : j i espl i AGEHHing to the
nunbers. (%(Hf,n)p'albg;uci %geyP%?csehgsH?%Ssso% Pgrytseicfi on Regi st ra?fggn Ti cket (PRT) 20

The par t ighit®f itQ@iaSilca g e kble LRRNpd 5 i SL %0 4he A tdd i on manager
(PM by the partition registration ticket issuing neans (PRT Ticket

| ssuer) RRRAGRE RNt esdepaoe g reddidl) sti0asarddia JYAC isge Fig. 59)
is added to the PRT as the conmon-key verification value. 25 (2) Supply

of PRT t adddss, 223 talhedearilnd,] @td.ggi stration ticket (PRT) issued by the
partition registration ticket issuing nmeans (PRT Ticket
5 By performing the above-described processing, the
partition creation processing according to the mutual
authentication (public key) and ticket (PRT) verification
(common key) can be executed.

(C) Authentication Processing (Common Key) and Ticket

10 (PRT) Verification (Common Key)

The data transfer performed among the entities when the
common key system is applied to the mutual authentication
processing and the common key system is applied to ticket
(PRT) verification is described below with reference to Fig.

15 70. The data transfer is performed among the entities in
the order of the numbers indicated in Fig. 70. The
processing 1s described according to the numbers.

(1) Issuing Processing of Partition Registration Ticket
(PRT)

20 The partition registration ticket (PRT) 1is issued to
the partition manager (PM) by the partition registration
ticket issuing means (PRT Ticket Issuef) managed by the
device manager. In this case, the MAC (see Fig. 59) is
added to the PRT as the common-key verification value.

25 (2) Supply of PRT to PM



| ssuer) managed by the device nmanager is sent to the partition nmanager. 5
(3) Mutual Authentication between PM and Device The common-key nut ual

aut hentication (see Figs. 53 and 54) is perforned between the device,
which is to create a partition according to the issued PRT, and the
partition manager (and nore specifically, a reader/witer as the 10 device
access unit, which serves as a ticket user). (4) Sending of PRT The
partition manager sends the issued partition registration ticket (PRT) to
t he device. The device perforns MAE @iB&clki ng processing for the received
partition 15 registration ticket (PRT), verifies the PRT issuer, and al so
verifies the PRT user (PM a reader/witer as the device access unit) (see

Figs. 57 and 5k BY-€BETKLNOERE, LADSLSLINGE PYRIREN ;LG ARY ifier of the

PRT. user (in't case, PM “a rea witer as evi ce access unit,

whi ch 20 ;5866 RS 1 il et 1B 1 M &t dut i enddRls tigdetr and  he
Lﬂk whet her { he

identifiér of the partition nmanager to chec mut ua

aut hent i qatsh@i)hamralRl TRNAY elvild naRafd.on Ofsdhartid i After the
verification oR t he part?ﬁ?on regﬁgiratié%&}ZS tiéiet (PRT) and the

verifi catdagitiafi dhenaBREdrssuer and the - 251 PRT user have succeeded, a
partition is created in the device nenory according to the rules indicated

inthe (3) Mutual Authentication between PM and Device
The common-key mutual authentication (see Figs. 53 and
54) is performed between the device, which is to create a
partition according to the issued PRT, and the partition
manager (and more specifically, a reader/writer as the
10 device access unit, which serves as a ticket user).
(4) Sending of PRT
The partition manager sends the issued partition
registration ticket (PRT) to the device. The device
performs MAC checking processing for the received partition
15 registration ticket (PRT), verifies the PRT issuer, and also
verifies the PRT user (PM: a reader/writer as the device
access unit) (see Figs. 57 and 58) by checking the
consistency between the identifier of the PRT user (in this
case, PM: a reader/writer as the device access unit, which
20 serves as a ticket user) stored in the PRT ticket and the
identifier of the partition manager to check whether the
mutual authentication has been conducted.
(5) Creation of Partition
After the verification of the partition registration

25 ticket (PRT) and the verification of the PRT issuer and the



partition registration ticket (PRT) (see Figs. 60 and 61). (6) Witing of
Key Data 5 After creating the partition in the device nenory, various keys
are stored in the created partition. (7) Reading of Public Key (8) Issuing
of Public Key Certificate If the public key systemis enployed for
perform ng 10 authentication for the use of services (partition creation,
file creation, file access, and data updating), the device creates a key
pair of a public key and a private key, sends the created public key to
the partition manager, issues the pullSilckey certificate via the
registration authority and 15 the certificate authority, and stores the

i ssued public key certificate in the partition key area (see Fig. 23). In

this casgp heulie i&%c%%”cfe'é,ie%gtp‘(aa%j)ﬁzér?%qn( gj)og e ElPrapeL ea of the

created public key Is store are execut ed when the

public kejevaysl eflinotyecred ol LA mRerhordy nghauhan igatign on the
created partition for the wuse of various services (partition creation,

file creglar@itidn r@gaeeess.icdatd dKaat (HHE) efded .Filys Pegd ofdd ran )t he
above-descri bed processing, the partition creation processing according to
the mutual 25 (autwentiaat b@nkegopana key) and ticket (PRT) verification -
252 (public key) is executed. (D) Mitual Authentication (Common Key) and
Tickes (PRT) After creating the partition in the device memory,
various keys are stored in the created partition.
(7) Reading of Public Key
(8) Issuing of Public Key Certificate
If the public key system is employed for performing
10 authentication for the use of services (partition creation,
file creation, file access, and data updating), the device
creates a key pair of a public key and a private key, sends
the created public key to the partition manager, issues the
public key certificate via the registration authority and
15 the certificate authority, and stores the issued public key
certificate in the partition key area (see Fig. 23). 1In
this case, the public key certificate issued for the storage
area of the created public key is stored. Steps (7) and (8)
are executéd when the public key system is employed for
20 performing authentication on the created partition for the
use of various services (partition creation, file creation,
file access, data updating, etc.).
By performing the above-described processing, the

partition creation processing according to the mutual

25 authentication (common key) and ticket (PRT) verification



Verification (Public Key) The data transfer perfornmed anong the entities

when t he
pr ocessi

5 common key systemis applied to the nutual authentication

ng and the public key systemis applied to the ticket (PRT)

verification is described belowwth reference to Fig. 71. ‘The data
is perforned anong the entities in the order of the nunbers shown
in Fig. 71. The 10 processing is described bel ow according to the nunbers.

ing of Public Key Certificate (Cert. DM of Device Manager (DM In
to a request fromthe device2d@nager, the public key certificate
(Cert. DM is issued to the device 15 nmanager by the certificate authority

transfer

(1) Issu
response

(CA) according to a certificate issuing procedure via the registration

aut horit
The part

WFPbﬁgh hesyi g RBReessigng of Partition Registration Ticket (PRT)

on registration ticket (PRT) is issued to 20 the partition

manager (PM lw)tnataamtAhtaenra@gbﬂbatI(@emﬁbﬁkﬁteybsa%n@l@%t&s (eRI] Ti cket

| ssuer)

managed by the device nmanager. In this case, for creatlng and

verifyi ngeairpebltionkqpupigratkeg, a signature is created by the private

key of t
(3) Supp

5

10

15

20

25

he devi ce manager (see Fig. 12) and is added to the 25 PRT.
|y of TR&Tdand DbaRubkircpKeyotmeti kinoagetheeehtitDds WwheBMthe

common key system is applied to the mutual authentication
processing and the public key system is applied to the
ticket (PRT) verification is described below with reference
to Fig. 71. The data transfer is performed among the
entities in the order of the numbers shown in Fig. 71. The
processing is described below according to the numbers.

(1) Issuing of Public Key Certificate (Cert. DM) of
Device Manager (DM)

In response to a request from the device manager, the
public key certificate (Cert. DM) is issued to the device

manager by the certificate authority (CA) according to a

certificate issuing procedure via the registration authority.

(2) Issuing Processing of Partition Registration Ticket
(PRT)

The partition registration ticket (PRT) is issued to
the partition manager (PM) by the partition registration
ticket issuing means (PRT Ticket Issuer) managed by the
device manager. In this case, for creating and verifying a
public-key signature, a signature is created by the private
key of the device manager (see Fig. 12) and is added to the

PRT.

253



The partition registration ticket (PRT) issued by the partition

regi stration ticket issuing nmeans (PRT Ticket 5 Issuer) managed by the
devi ce manager is sent to the partition manager together with the DM
public key certificate (Cert. DM. (4) Miutual Authentication between PM
and Devi ce The comon-key nutual authentication (see Figs. 53 and 10 54)
is performed between the device, which is to create a partition according
to the issued PRT, and the partition manager (and nore specifically, a
reader/witer as the device access unid53 whi ch serves as a ticket user).
(5) Supply of PRT and DM Public Key Certificate (Cert. 15 DM to Device
After the nutual authentication has been successfully conducted between

the PMand thes s*e&hg?%@% BRAL LhiORy BRRAgeS ?%eﬁ 163 e REl!! 2

registration ticket e DM public ke rtificate (
the devi ¢gy 2Q, BEae device has checked the foll ow ng factors concernlng the
recei ved partition registration ticket (PRT): (1) the public key

certificate (€ERThaktikhent rekektratyeh DMkeits (P&@)atitsfae@dzec} RuRl i ¢ key
certificate (CERT) wi thout being tanpered with; (2) the code recorded in

the opti @araried cof redfi sthe ] it ke CiQiédﬁﬂg‘larte!%tr(sCEﬁ@T ofi deee ti cket
i ssuer - 254 coincides with the ticket issuing neans code (PRTIC. PRT
| ssued Cadauerdcaragdediedn byhechie\desd dKDR r(domn ciess kadht to the
partition manager together with the DM public key
certificate (Cert. DM).
(4) Mutual Authentication between PM and Device
The common-key mutual authentication (see Figs. 53 and
10 54) is performed between the device, which is to create a
partition according to the issued PRT, and the partition
ma%ager (and more specifically, a reader/writer as the
device access unit, which serves as a ticket user).
(5) Supply of PRT and DM Public Key Certificate (Cert.
15 DM) to Device
After the mutual authentication has been successfully
conducted between the PM and the device, the partition
manager (PM) sends the partition registration ticket (PRT)
and the DM public key certificate (Cert. DM) to the device.
20 The device has checked the following factors concerning
the received partition registration ticket (PRT): (1) the
public key certificate (CERT) of the ticket issuer (DM) is
an authorized public key certificate (CERT) without being

tampered with; (2) the code recorded in the option area of

25 the public key certificate (CERT) of the ticket issuer



Definition Block)(PUB); (3) the ticket issuing neans (Ticket |Issuer) is
not revoked; and (4) the ticket has not been 5 tanpered with by verlfylng
the signature of the received ticket (PRT). The PRT user (PM a
reader/witer as the device access unit) is also verified (see Figs. 57
and 58) Dby checking whether the identifier, the category, or the serial.
(SN) of the PRT user (in this case, PM a 10 reader/witer as the device
access unit, which serves as a ticket user) stored in the PRT ticket
coincides with the identifier, the-cdbdgery, or the serial (SN) recorded
as the [|IDdata (DN) of the partition-manager public key certificate to
check that nutual authentication has been conducted. 15 (6) Creation of

Par L1 t1 0RoAktal G el Idhle qLicq Ol J1 RATJIIORAR GliAld Olbrel | Cket

(PRT) an ver| cation o uer and t ser ave

SUCCEEde%s%eEarcto'dte' O I3 rleRAlied dHl TS 1 AEViGh ycé‘g%% ding to the

rules indicated in the 20 partition registration ticket (see Figs. 60

and 61). pefihi\Wiichi 'Ego%fk)lﬂ@’h]a[))at & A e %1%@Q§§1ﬁr§;arﬂééd§ﬁfl% &S

device nmenory, various keys are stored in the creat partition.
Readi ng aksiBeb)i G sKey 25 e@keldassuinag @) Rull G Hew Gard iddiCalerr 255 If

the public key systemis enployed for perform ng authentication on the
creat®d pamplelredn wiidh bye vésq f§fing the signature of the received
ticket (PRT). The PRT user (PM: a reader/writer as the
device access unit) is also verified (see Figs. 57 and 58)
by checking whether the identifier, the category, or the
serial (SN) of the PRT user (in this case, PM: a
10 reader/writer as the device access unit, which serves as a
ticket user) stored in the PRT ticket coincides with the
identifier, the category, or the serial (SN) recorded as the
ID data (DN) of the partition-manager public key certificate
to check that mutual authentication has been conducted.
15 (6) Creation of Partition
After the verification of the partition registration
ticket (PRT) and the verification of the PRT issuer and the
PRT user have succeeded, a partitioﬁ is created in the
device memory according to the rules indicated in the
20 partition registration ticket (PRT) (see Figs. 60 and 61).
(7) Writing of Key Data
After creating the partition in the device memory,
various keys are stored in the created partition.
(8) Reading of Public Key

25 (9) Issuing of Public Key Certificate



services (partition creation, file creation, file access, and data
updating), the device creates a key pair of a 5 public key and a private
key, sends the created public key to the partition manager, issues the
public key certificate via the registration authority and the certificate
authority, and stores the issued public key certificate in the partition
key area (see Fig. 23). In this case, the public 10 key certificate issued
for the storage area of the created public key is stored. Steps (8) and
(9) are executed when the public keyZ2spstemis enployed for performng

aut hentication on the created partition for the use of various services
(partition creation, file creation, file 15 access, data updating, etc.).

By perf or m ngrehenabpug d8SKELPEYSREACESSEAGL ok & f% %f@%m@. gation

processi ng according to the nmutual authenticari and ticket

(PRT) verayftineaitiQm t icRURIN G HeeWrdat ek gritted: 1 20 ﬁﬁ‘l the Rid& CE’ eation and
Del etion Processing using File Registration Ticket (FRT)] A description is

now gi vererwildes efrened dno da il afl Fidkreatd cind dihe shsaguent
drawi ngs, of the processing for creatlng or deletlng afilein the

partiti oangererc eshdd iing)t,handedeta doy e NG tihe, fdd & regisstrati on
ticket (FRT). - 256 The file creation/ del etion processi ng i ncludes nutual
aut heht i pabildre [kegcessi R prderstee kayt herdddation dfeated public key
to the partition manager, issues the public key certificate
via the registration authority and the certificate authority,
and stores the issued public key certificate in the
partition key area (see Fig. 23). 1In this case, the public
10 key certificate issued for the storage area of the created
public key is stored. Steps (8) and (9) are executed when
the public key system is employed for performing
authentication on the created partition for the use of
various services (partition creation, file creation, file
15 access, data updating, etc.).

By performing the above-described processing, the
partition creation processing according to the mutual
authentication (common key) and ticket (PRT) verification
(public key) is executed.

20 [B4.4. File Creation and Deletion Processing using File
Registration Ticket (FRT)]

A description is now given, with reference to the flow
of Fig. 72 and the subsequent drawings, of the processing
for creating or deleting a file in the partition generated

25 in the device by applying the file registration ticket (FRT).



partition authentication) between the device and the reader/witer
(partition manager) as the device access unit 5 and integrity verification
processing of the partition registration ticket (FRT). The file "
creation/deletion flowin Fig. 72 is described below In Fig. 72, the
processing of the file creation/deletion unit of the partition manager is
shown at 10 the left side, and the processing of the device (see Fig. 5)

is showmn at the right side. The file creation/deletion unit of the
partition manager is a unit that car 288&d-and wite data fromand into the
device (ex. a reader/witer or a PC as the device access unit) and
corresponds to the 15 reader/witer as the device access unit shown in Fig.

10.  An aver \diawW Qfrddte dn /A 1eedd gy ARl atiRn IMOGRRS] Mhidgy1 di scussed
below with reference to Fig. 72, and then, details of the file

creat i on/a@eiheintArk 4Aieee $TJtE INGIG detk vilt d hart HEmMGass th down in Fig. 72
is discussed with reference to 20 the flow of Fig. 73. First, in steps
S801 and p3&HA tdforFiagit hEAt itdee: ) Udle tvaddmeiHd GRdviafe RIRTCegsd Ng i s
performed between the file creation/deletion unit and the device. Between
the two remaies /arl teer f(amtrig: icdat ansse@ding andhecEwidy,addedss drirtst 25
checked with each other whether they are authorized data - 257
comudi camnidond nredirs, tyave titfdrr,a tdatma grocanresfseiimg o fparfeorpredit@eoording to the
necessity. The nutual authentication
registration ticket (FRT).
The file creation/deletion flow in Fig. 72 is described
below. 1In Fig. 72, the processing of the file
creation/deletion unit of the partition manager is shown at
10 the left side, and the processing of the device (see Fig. 5)
is shown at the right side. The file creation/deletion unit
of the partition manager is a unit that can read and write
data from and into the device (ex. a reader/writer or a PC
as the device access unit) and corresponds to the
15 reader/writer as the device access unit shown in Fig. 10.
An overview of the file creation/deletion processing is
discussed below with reference to Fig. 72, and then, details
of the file creation/deletion processing included in the
processing shown in Fig. 72 is discussed with reference to
20 the flow of Fig. 73.
First, in steps S801 and S810 of Fig. 72, the mutual
authentication processing is performed between the file
 creation/deletion unit and the device. Between the two

means for performing data sending and receiving, it is first

25 checked with each other whether they are authorized data



processing is to check whether the other party is authorized data

communi cation neans. In the nmutual authentication 5 processing, a session
key is created, and data is encrypted by using the session key as the
common key. Then, the data is transferred. As the nutual authentication
processing, the partition authentication is perforned, as has been

di scussed in the 10 section of the partition creation/deletion processing.
A common key systemor a public key systemis used for the file
creation/del etion processing. The nut 437 -authentication is sinilar to the
processing di scussed with reference to Figs. 48 through 56, and an

expl anation thereof 15 is thus omtted. The processing to be executed as

the mut uglommiReRtictAllcQh P QGRS M | LA8! &l E et bYis pAUdIgdd cation
Flag: the flag indicating whether nutual authentication mnth the device is

requir ed afc@o rdSind t 2@ Heh@ dde@elity antre MR i LaHO fdGiod he type of

mutual authentication (public key authentication, comon key

aut hent i gaidcezs 0y Qist ey dhees (wWathe oft Hhe e q:%r@ theutdidr® zed
registration ticket (FRT) (see Fig. 27) to be used. 25 If the

aut hent i datdaoropimedstigiaeadndl.| edn Nhd mutuZB8 awilescis8 A and S811), it
means that it cannot be verified that the two neans are authorized device
and ubit processing, a session key is created, and data is encrypted
by using the session key as the common key. Then, the data
is transferred.
As the mutual authentication processing, the partition
authentication is performed, as has been discussed in the
10 section of the partition creation/deletion processing. .A
common key system or a public key system is used for the
file creation/deletion processing. The mutual
authentication is similar to the processing discussed with
reference to Figs. 48 through 56, and an explanation thereof
15 is thus omitted.
The processing to be executed as the mutual
authentication processing is determined by:
* Authentication Flag: the flag indicating whethef
mutual authentication with the device is required for using
20 the ticket; and
* Authentication Type: the type of mutual
authentication (public key authentication, common key
authentication, or either type (Any)) of the device; of the
file registration ticket (FRT) (see Fig. 27) to be used.

25 If the authentication processing has failed (No in



Accordi ngly, the subsequent processing is not executed, and the process is
termnated as an error. 5 If the authentication processing has succeeded,
the file creation/deletion unit sends the file registration ticket (FRT)
to the device. The file registration ticket (FRT) is the ticket issued by
the file registration ticket (FRT) issuing neans (FRT |Issuer) nanaged by
the partition 10 nanager. The file registration ticket (FRT) is the access
control ticket for the device, and has the above-described data fornmat
configuration shown in Fig. 27. Wherr 2% fHle registration ticket (FRT) is
sent to the ticket user, the public key certificate (CERT FRTI) of the 15
file registration ticket (FRT) issuing nmeans (FRT Issuer) is also sent

t oget her &J;tzfeﬁs}"%%%%F@%1§g,5tie€nﬂ§am}9&’@%t AL t8d L ofhe public

key certificate ( f the FRT 1ssuing neans coincides wth the

identifi e (FRHOtwPindhs fdde JbdtiAld Aot &kednd RN« | ssui ng neans
(FRT 20 User). Upon receiving the file registration ticket (FRT) (S812),

the devi egowidifdAs !t Red thawddued dhaddokal id RiTY andb @l &p, clireks the

user (S813). The integrity verification processing of the ticket is
perfor medHy gisided 29 & e MA@ Lher kngirpfedfer common key system or the

signature - 259 wverification processing of the public key system The user
checkbng is peff aheedubfievieichying phecesisdaghy hasofsudaeeded, the
file creation/deletion unit sends the file registration
ticket (FRT) to the device. The file registration ticket
(FRT) is the ticket issued by the file registration ticket
(FRT) issuing means (FRT Issuer) managed by the partition
10 manager. The file registration ticket (FRT) is the access
control ticket for the device, and has the above~described
data format configuration shown in Fig. 27.
When the file registration ticket (FRT) is sent to the
ticket user, the public key certificate (CERT_FRTI) of the
15 file registration ticket (FRT) issuing means (FRT Issuer) is
also sent together if the public key system is employed.
The attribute of the public key certificate (CERT_FRTI) of
the FRT issuing means coincides with the identifier (FRTIC)
of the file registration ticket (FRT) issuing means (FRT
20 User).
Upon receiving the file registration ticket (FRT)
(S812), the device verifies the integrity of the ticket
(FRT) and also checks the user (S813). The integrity
verification processing of the ticket is performed by using

25 the MAC checking of the common key system or the signature



entity (ticket user) that has sent the ticket, and, after the nutual

aut henti cati on has succeeded, it is determned 5 whether the |ID data of the
entity and the ticket user identifier (see Fig. 27) recorded in the ticket
coincide wth each other. These processings are simlar to the

processings using the partition registration ticket (PRT) discussed with
reference to Figs. 57 through 59, and an 10 expl anation thereof is thus
omtted. In the device, if the integrity of the received ticket (FRT) and
the authenticity of the user cannot -b@€59%uccessfully verified (No in S814),
afileregistration ticket (FRT) reception error is reported to the file
15 creation/deletion unit (S818). If the integrity of the ticket and the

aut hent i Gidy¥ £fe geﬁ%nuij%roc%rs%l\ﬁ ifd gﬁlle( g?ﬁal' kr%ﬁ/lﬁ‘e)sys@e i1 apy ted or

deleted in the Vi ce nmenory ccor cate |n S

recei ved dhddk i fgedisS e Ad¥hdd @S}etve(rﬁ.@lng[)eéﬁt‘ ll%l'tgg(%]’_tlhil. ¥ d¥ QGRsSi ng ar e 20

di scussed below™by using a différent fllow.” If the file creation/deletion

processi RGthay SHGeKRACasA9C At GO ddif: Q@férﬂﬁu@@ Qnd hefide
regi stration tlcket (FRT) (Yes in S816), it is reported to the file

creation/uhel efuted 1URit Heltadi dahie JIRhde Grifdetidins SUGGeeUad b feB17) . | f
the file creation/deletion processing has failed - 260 (No in S816), an
FRT rgcepthiedhear rile iI9 Id2per tod tdhe tdid ifiy endraad ivindided afdean unit (S818).
identifier (see Fig. 27) recorded in the ticket coincide
with each other. These processings are similar to the
processings using the partition registration ticket (PRT)
discussed with reference to Figs. 57 through 59, and an
10 explanation thereof is thus omitted.
In the device, if the integrity of the received ticket
(FRT) and the authenticity of the user cannot be
successfully verified (No in S814), a file registration
ticket (FRT) reception error is reported to the file
15 <creation/deletion unit (S818). If the integrity of the
ticket and the authenticity of the user are verified (Yes in
S814), a file is created or deleted in the device memory
according to the rules indicated in the received file
registration ticket (FRT). Details of this processing are
20 discussed below by using a different flow.
If the file creation/deletion processing has succeeded
according to the description of the file registration ticket
(FRT) (Yes in S816), it 1s reported to the file
creation/deletion unit that the FRT reception has succeeded

25 (S817). 1If the file creation/deletion processing has failed



The file creation/deletion unit receives the FRT reception result (S804),
and identifies the FRT processing 5 result. If the FRT reception result
indicates an error (No in S805), the process is termnated as an error. |f
the FRT reception result indicates a success (Yes in S805), a session
clear command is sent and received (S806, S819). Then, the authentication
table created in the device is 10 discarded (S820), and the process is
conpl eted. The authentication table is created for the nutual

aut hentication processing in steps S88%0and S810, and has the
configuration shown in Fig. 51 discussed in the section of the processing
using the partition registration ticket 15 (PRT). As discussed above, by

usi ng theybi i@ 58gie5t " aki @R tﬂe%lé%tti%@nroa: fiid er_ejp%lﬂclre%a;tgad fﬂ'rﬂ(ge mtf{lﬁ.ee

partition set in the device or the created file is delet

partitiordedtibhedewieen Thad idsgigreation and del etion processing 20
(S815) included in the processing shown in Fig. 72 is described in detai

bel ow wi th refpreepeeet erEhgiodBdelkiibg Gheat repebelkat ka8 Frecessing)
Details of the partition creation/deletion processing based on the file

regi st r ateerpttickhetr eskRE) (3@10f0r, Machd iddntdtfdesSS&He ¢RT hrdde@wing Fig. 72
are described by using the - 261 processing flow of Fig. 73. The file
creat$ onirésiudtti.on I fprbeeFRMQG ciceptieonpresedsi nndierafterstat kyrddre (@rvi ce
wht eh in 8805), the process is terminated as an error. If the FRT
reception result indicates a success (Yes in S805), a
session clear command is sent and received (S806, S819).
Then, the authentication table created in the device is
10 discarded (S820), and the process 1s completed. The
authentication table is created for the mutual
authentication processing in steps S$801 and S810, and has
the configuration shown in Fig. 51 discussed in the section
of the processing using the partition registration ticket
15 (PRT) .
As discussed above, by using the file registration
ticket (FRT), a file is created in the partition set in the
device or the created file is deleted from the partition in
the device. The file creation and deletion processing
20 (8815) included in the processing shown in Fig. 72 is
described in detail below with reference to Fig. 73.
(File Creation/Deletion Processing)
Details of the partition creation/deletion processing

based on the file registration ticket (FRT) performed in

25 step S815 of the flow in Fig. 72 are described by using the



has received the file registration ticket (FRT) fromthe ticket user (ex.
a reader/witer or a PC as the device 5 access unit), based on the file
registration ticket (FRT). In step S821 of Fig. 73, the device checks the
processing type recorded in the received file registration ticket (FRT),
i.e., the operation type (indicating whether the partitionis to be
generated or deleted). If the 10 operation type is file creation, step S822
and the subsequent steps are executed, and if the operation type is file
del etion, step S841 and the subsequent2ést eps are executed. The file
creation processing is as follows. In step 15 S822, the device determ nes
whether there is a file having the same ID as the file identifier (1D

ndi oat ol ot nd 416y o AL N tiBlete (FRDd v Ay ardi ddeon, 10 be

processed by the device. This determination can be na ecklng

whet her AW Y 118 A AR I iRy e d it %éméﬂecéewthlcket
( FRT) |s&?§Eorde§% # t he f?1e de#fﬁ%#ﬁ%n blockq%gee Fig. 24) ﬁ he

partiti omad g&dtvdd tHé”'Qfld.%”).QﬁLwﬁﬁ.od frihede (@ fiddn f@a@ ng the
sane code (PMC) in the device e file creation cannot be perforned since

the 25 dijpkezatiser ofexf. lesdmdmytitesar £@e 4 the &ance 262
partition is not permtted, and the processing is termnated as an error.
| f thereaccase funlie)hadased ey sare fidde rnegistration ticket (FRT).
In step S821 of Fig. 73, the device checks the
processing type recorded in the received file registration
ticket (FRT), i.e., the operation type (indicating whether
the partition is to be generated or deleted). If the
10 operation type is file creation, step $822 and the
subsequent steps are executed, and if the operation type is
file deletion, step S841 and the subsequent steps are
executed.
The file creation processing is as follows. In step
15 5822, the device determines whether there is a file having
the same ID as the file identifier (ID) indicated in the
file registration ticket (FRT) in the partition to be
processed by the device. This determination can be made by
checking whether the same file ID as the file ID indicated
20 in the received ticket (FRT) i1s recorded in the file
definition block (see Fig. 24) of the partition area set in
the device memory.
If there is a file having the same code (PMC) in the
device, the file creation cannot be performed since the

25 duplication of files having the same code in the same



the partition to be processed, in step S823, the free block nunber in
partition in the partition managenent information 5 block (see Fig. 20) is
conpared with the file size indicated in the file registration ticket '
(FRT), and it is determned whether there is a free block area which is
greater than or equal to the file size indicated in the ticket (FRT) in
the partition to be processed by the device. If there is no 10 free bl ock
area which is greater than or equal to the partition size, a file having
the size indicated in the FRT cannot 26& created, and thus, the process is
termnated as an error. If it is determned that there is a free bl ock
area 15 which is greater than or equal to the file size indicated in the

ticket (BRDiitnddhe Lo i darddd i q;fré&f‘ssi%%/ 68 Matdd1®

process proceeds to step S824. In step S824, the pointer of free area in

the partissi @ mRGeMents dhafrer mat in MlieCk dsiihagkedapndddie ifd | e
definition block 20 (FDB) area (see Fig. 24) is reserved in the uppernost

bl ock ofthieh@aftae ianead bPPrdddsebd, Then,sddie TG caeropirse thedile 1D
indicated in the file registration ticket (FRT) into the reserved file

defi ni t i oumbleack n( PER)t iariea (D82he it iddish cofisferdier 2 findaromf free
area of the partition nmanagenent information - 263 block (see Fig. 20)
i nto §hebflide& dSis@et Foosi t200n ief ddmgpardde widdf ithid (ol &lsdicde (iFdB)caaresh
(5826). in the file registration ticket (FRT), and it is determined
whether there is a free block area which is greater than or
equal to the file size indicated in the ticket (FRT) in the
partition to be processed by the device. If there is no
10 free block area which is greater than or equal to the
partition size, a file having the size indicated in the FRT
cannot be created, and thus, the process is terminated as an
error.
If it is determined that there is a free block area
15 which is greater than or equal to the file size indicated in
the tiéket (FRT) in the corresponding partition of the
device memory, the process proceeds to step S824. 1In step
S824, the pointer of free area in the partition management
information block is checked, and fhe file definition block
20 (FDB) area (see Fig. 24) is reserved in the uppermost block
of the free area in partition.
Then, the device copies the file ID indicated in the
file registration ticket (FRT) into the reserved file

definition block (FDB) area ($825), and also copies the

25 pointer of free area of the partition management information



In step S827, the device al so copies the corresponding data indicated in
the file registration ticket (FRT) into 5 the file size, the service

perm ssion ticket issuing nmeans code (SPTIC) and version thereof (SPTIC
Version), the file structure type code, and the acceptabl e authentication
type and the acceptable verification type used for performng file access
of the file definition block (PDB). 10 Then, in step S828, Kspt Encrypted
(data Kfrt(Kspt) obtained by encrypting the MAC checking key Kspt of the
service perm ssion ticket (SPT) indirc@®teéd-in the file definition block
with the MAC checking key Kirt of the file registration ticket of the
corresponding partition) stored 15 in the file registration ticket (FRT) is

decrypt eghiRy-usisRG sile MAG %feﬁiem%ekm&fsrﬁaxg{ gde f4id agg&ﬁv@ﬂ&n

ticket, and is storedin the finition bl ock (FDB

checki ng gdea nftitorOh 1t firom)r edicH r@ld ticket has been stored in the
partition key area when the partition is 20 created. Then, in step S829,

the device subhraetp tBe7fi kaeSheeictlafikomcbhe el @@ ebl-eekcRpEREN ngn
partition in the partition managenent information block (see Fig. 20),

where +1 da@Rrang nalidalteek ifrorcHde iflid ecdafdtiiddion o iaed FORT) 2nto
Subsequently, in step S830, the device adds the file - 264 size to the
poi nt&r afhef Ifdd earsdad,n tihke seartiidd qrenmmnagererticket argstimn ok (see
Fig. 20), and in step S831, the _

code (SPTIC) and version thereof (SPTIC Version), the file

structure type code, and the acceptable authentication type

and the acceptable verification type used for performing

file access of the file definition block (PDB).

10 Then, in step S828, Kspt_ Encrypted (data Kfrt (Kspt)
obtained by encrypting the MAC checking key Kspt of the
service permission ticket (SPT) indicated in the file
definition block with the MAC checking key Kfrt of the file
registration ticket of the corresponding partition) stored

15 in the file registration ticket (FRT) is decrypted by using
the MAC checking key Kfrt of the file registration ticket,
and is stored in the file definition block (FDB). The MAC
checking key Kfrt of the file registration ticket has been
stored in the partition key area when the partition is

20 created.

Then, in step $829, the device subtracts the file size
+1 from the free block number in partition in the partition
management information block (see Fig. 20), where +1 means a

block for the file definition block (FDB).

25 Subsequently, in step S830, the device adds the file



device adds 1, i.e., the nunber of created file (1), to the file nunber of
the partition nmanagenent information block. 5 Then, in step S832, the
device perfornms initial processing according to the file structure (the
file to be created) stored in the file registration ticket (FRT). For
exanple, if the file structure is random resetting to O is perforned, and
if the file structure is cyclic, the pointer 10 and the data are set to O.
According to this processing, a newfile is created in the generated
partition. The file deletion processi @94 m steps S841 t hrough S848 of Fig.
73 is described below. In step S841, it is determ ned whether there is a
file having the sanme ID as the 15 file ID indicated in the file

regi stratgion tdchele JoRPdn ot & LOTL RPN ML RA L4 £ Q4 %rﬁ@%&% ce

menory. This determnation can be nade by checki'ng whether the sane file

I D as tharffidraltRoef dikex ecrieved d.i chat, (FRNid sidiligeied i the file
definition block (see Fig. 24) of the device 20 nenory. |If there is no file

havi ng t kevsaee dddse 11,Dil e thehe rin@eRot no-aidd tiane (e fid ereannot be
del eted, and the process is termnated as an error. If there is a file

havi ng t fd 1zamknddrd b ft et ParaIpanRdi R rRRIdndr©mn fdrmast 2dn dateyk ned in
step S842 whether there is a file which has - 265 been created after the
file 50 be delreted. ihf sther 8838, nahef dkeeivki perifasmicaniciaat ed after the
file to be del eted,
processing according to the file structure (the file to be
created) stored in the file registration ticket (FRT). For
example, if the file structure is random, resetting to OIis
performed, and if the file structure is cyclic, the pointer
10 and the data are set to 0. According to this processing, a
new file is created in the generated partition.
The file deletion processing in steps S841 through S848
of Fig. 73 is described below. In step S841, it is
determined whether there is a file having the same ID as the
15 file ID indicated in the file registration ticket (FRT) in
the corresponding partition of the device memory. This
determination can be made by checking whether the same file
ID as the file ID of the received ticket (FRT) is indicated
in the file definition block (see Fig. 24) of the device
20 memory.
If there is no file having the same file ID in the
corresponding partition, the file cannot be deleted, and the
process is terminated as an error. If there is a file

having the same ID in the corresponding partition, it is

25 determined in step 5842 whether there is a file which has



the file to be deleted is the latest file, and the file definition block
(FDB) (see Fig. 24) of the target fileis 5 deleted in step 5849. If it is
determned in step S842 that there is a file which has been created after
the file to be deleted in the corresponding partition, the data of the
|ater file is displaced to the |lower side by the size of the file (FS) to
10 be deleted (S843), and the file definition block (FDB) of the |ater
file is displaced to the upper side by one block (S844). Moreover, the
size of the file to be deleted (FS) - $5subtracted fromthe file start
position recorded in the file definition block (FDB) of the later file
(S845). 15 After the processing of step S845 or 8849 in step S846, the

size of Hhed el deleled (i3l t ik addutde a8 gﬁ ;{e number

in partition o e partition managenent |nfornat|on (see

Fig. 20) riwhersith MRANS2n QG dPhANE file dafd nid 'w &%Jl%cé% f the file
to be 20 del eted. Subsequently, in step S847, the size of the flle to be

del eted (ha) fi3 sSR! RClR dramithanealiug oft thie PoidHer Rl rifilee area in
the partition managenent information block (PMB) (see Fig. 20). In step

S848, 1, defanitlife musker @DE35 deletrad fide (O .tHs wuljdaatiad firom t he
file nunber of the - 266 partition managenent information bl ock (PM B)
(see Fi gded@)ted dmd sttlegn satdse fil e del eti on processing based on the file

If it is determined in step 5842 that there is a file
which has been created after the file to be deleted in the
corresponding partition, the data of the later file is
displaced to the lower side by the size of the file (FS) to

10 be deleted (5843), and the file definition block (FDB) of
the later file is displaced to the upper side by one block
(S844) . Moreover, the size of the file to be deleted (FS)
is subtracted from the file start position recorded in the
file definition block (FDB) of the later file (S845).

15 After the processing of step S845 or S849, in step S846,
the size of the file to be deleted (FS) +1 is added to the
free block number in partition of the partition management
information block (PMIB) (see Fig. 20), where +1 means a
block for the file definition block of the file to be

20 deleted.

Subsequently, in step 5847, the size of the file to be
deleted (FS) is subtracted from the value of the pointer of
free area in the partition management information block
(PMIB) (see Fig. 20). 1In step S$848, 1, i.e., the number of

25 deleted file (1), is subtracted from the file number of the



registration ticket (FRT) is conpleted. The foregoing processing is the
file creation/deletion 5 processing based on the file registration ticket
(FRT) in step S815 of the processing flow of Fig. 72. An exanple of the
data configuration stored in the device nenory when the file creation
processing by the partition manager is finished is shown in Fig. 74. In
the 10 partition area shown in Fig. 74, the data in the follow ng bl ock
and area are witten during the file creation or the partition creation:
file definition block (1-N); partiti @btkey area; 15 conmon-key partition
key information block (partition key definition block (Common)) ;
public-key partition key information block (partition Kkey definition

bl ock( PUB): ¢ 4nh DAY T idM QS TR Okl 9ck s Jhe £ | eyr ea 20

(file data area 1-N) is reserved In the corresponding partition by the

file creatdormrocass nd1d B2t RPeassidys Ripasdiue 4D Gachefid e Creation
Processi ng thhod] In the above-described file setting registration 25

processi nghgimtdiial i AUt ICAtHoN i ciicd gy bet ween the - 267 device
and the reader/witer as the device access unit, which serves as a file
regi stration rhek€brégeingmpragedsivig is the file creation/deletion
5 processing based on the file registration ticket (FRT) in
step S815 of the processing flow of Fig. 72.

An example of the data configuration stored in the
device memory when the file creation processing by the
partition manager 1is finishéd is shown in Fig. 74. 1In the

10 partition area shown in Fig. 74, the data in the following
block and area are written during the file creation or the
partition creation:

file definition block (1-N);

partition key area;

15 common-key partition key information block (partition
key definition block (Common)) ;

public-key partition key information block (partition
key definition block (PUB)); and

partition management information block. The file area

20 (file data area 1-N) is reserved in the corresponding
partition by the file creation processing.

[B4.5. Processing Procedure in Each File Creation
Processing Method]

In the above-described file setting registration

25 processing, mutual authentication is conducted between the



the partition manager, and a file is set based on the file registration
ticket (FRT). There are two types of mutual 5 authentication nodes, i.e.,

t he public-key nmutual authentication and the comron-key mnutual

aut hentication. There are also two types of ticket (FRT) verification
processi ng nodes, i.e., the public-key signature verification and the
common- key MAC checking. That is, the 10 follow ng four processing nodes
are primarily provided: (A nmutual authentication (public key) and ticket
(FRT) wverification (public key); (B) 2fituoal authentication (public key)
and ticket (FRT) wverification (comon key) ; 15 (C) nutual authentication
(common key) and ticket (FRT) verification (common key); and (D) nutual

authenti cakiiR GCAMRR ket diteketad RIRBD adtardd ifaldan Lgrﬁlﬁo' i ¢ key).

The four processing nodes are briefly discussed with 20 referé€nce to the

dr awi ngs iy BMRRASIE RG Lheidat & dyiansfalioProcassi NG EX el AMRg the
entities, such as the certificate authority (CA(PM), the partition

nmanager (A parand ildhe ndemiges:, (Nd Mittiale Al hant iadddod R ifGikey) and
Ticket (FRT) 25 Verification (Public Key) - 268 A description is first

gi ven, wireyisefrardree tiekkitg. (FET) . ofTHde: data dwansfris pat nrgied anong t he
entities when the
5 authentication modes, i.e., the public-key mutual
authentication and the common-key mutual authentication.
There are also two types of ticket (FRT) verification
processing modes, i.e., the public-key signature
verification and the common-key MAC checking. That is, the
10 following four processing modes are primarily provided:
(A) mutual authentication (public key) and ticket (FRT)
verification (public key);
(B) mutual authentication (public key) and ticket (FRT)
verification (common key) ;
15 (C) mutual authentication (common key) and ticket (FRT)
verification (common key); and
(D) mutual authentication (common key) and ticket (FRT)
verification (public key).
The four processing modes are briefly discussed with
20 reference to the drawings by emphasizing the data transfer
processing executed among the entities, such as the
certificate authority (CA(PM)), the partition manager (PM),
and the device.
(A) Mutual Authentication (Public Key) and Ticket (FRT)

25 Verification (Public Key)



public key systemis used for nutual authentication processing and the
public key systemis used for ticket 5 (FRT) verification. The data
transfer is performed anong the entities in the order of the nunbers shown
in Fig. 75. The processing is described below according to the nunbers.

(1) Issuing of Public Key Certificate (Cert. FRT 10 Issuer) of File

Regi stration Ticket Issuing Means (FRT |Issuer) In response to a request
fromthe file registration ticket issuing neans (FRT Issuer), the public
key certificate (Cert. FRT Issuer) -of2@8he file registration 15 ticket

i ssuing neans (FRT Issuer) is issued by the partition certificate
authority (CA(PAR)) according to a certificate 1issuing procedure via the

registrati onAaatefg%rﬂltphe%)ls Tﬁersnoachwéra N [IBRAGEE e MBYcBCLYCrag. the file

registration ticket “issuing neans I'ssuer), 1n which case, “the publlc

key 20 ceytt 'ﬁHeC%iaecéthﬂé}?thﬂéﬂﬁkmaegﬁn PMe Cafe Pei ds6ehds 4  public
key certificate of the file registration ticket issuing neans (FRT User).

(2) Issuigupldfc Ry} i@ Gy tiddT ey (eerdal RRItHSeF dcatoforfi | €

Regi stration Ticket User (FRT User) 25 In response to a request fromthe
file regipgtactdsimg a2fiP tHd ghesl ius afeyf Yk ddaeris antkdofer spesidd cal ly, a
reader/witer as the device access unit that sends a ticket

5 (FRT) verification.

The data transfer is performed among the entities in
the order of the numbers shown in Fig. 75. The processing
is described below according to the numbers.

(1) Issuing of Public Key Certificate (Cert. FRT

10 Issuer) of File Registration Ticket Issuing Means (FRT
Issuer)

In response to a request from the file registration
ticket issuing means (FRT Issuer), the public key
certificate (Cert. FRT Issuer) of the file registration

15 ticket issuing means (FRT Issuer) is issued by the partition
certificate authority (CA(PAR)) according to a certificate
issuing procedure via the registration authority (RA). The
partition manager may serve as the file registration tickét
issuing means (FRT Issuer), in which case, the public key

20 certificate of the partition manager (PM) can be used as the
public key certificate of the file registration ticket
issuing means (FRT User).

(2) Issuing of Public Key Certificate (Cert. FRT User)
of File Registration Ticket User (FRT User)

25 In response to a request from the file registration



to the device), the public key certificate (Cert. FRT User) of the file
registration ticket user (FRT User) is issued by 5 the partition
certificate authority (CA(PAR)) according to a certificate issuing
procedure via the registration authority (RA). The partition nanager may
serve as the file registration ticket user (FRT User), in which case, the
public key certificate of the partition nanager (PM can be 10 used as the
public key certificate of the file registration ticket user (FRT User).
(3) Creation Processing of File Regist6&t ion Ticket (FRT) The file
registration ticket (FRT) is created by the 15 file registration ticket
(FRT) issuing neans (FRT Ticket |ssuer) managed by the partition nmanager

[0 this Satked Uadl CRMEAN. VoI hi0) di ARl eryet, sl gnature, the

signature is created by the private registration ticket

I Ssui ng ARt {(/AFR tHC ket ﬂr@st&rv)lc(esea%c?&f%ltl%a@%ﬂ&s added it the
FRT. (4) Supply of FRT and Public Key Certificate (Cert. FRT Issuer) of

Fil e Regitet fidld @eviiceyet theswurd iMears, (ddthifhickal (Esuer rdo vddg
Regi stration Ticket User (FRT User) The file registration ticket (FRT)

i ssued byft e ifid e 2egiedirstiain aldieakaisdrSSHRT UEAs (FREslidgkaly
| ssuer) - 270 nmanaged by the partition manager is supplied to the file
r egi sk r atthen pairaddeti ams eve r(tERE ddser Jauthoxr i tit hE€AWBAR)()eXacdbrding to a
certificate issuing procedure via the registration authority
(RA). The partition manager may serve as the file
registration ticket user (FRT User), in which case, the
public key certificate of the partition manager (PM) can be
10 used as the public key certificate of the file registration
ticket user (FRT User).
(3) Creation Processing of File Registration Ticket
(FRT)
The file registration ticket (FRT) 1s created by the
15 file registration ticket (FRT) issuing means (FRT Ticket
Issuer) managed by the partition manager. 1In this case, for
creating and verifying the public-key signature, the
signature is created by the private key of the file
registration ticket issuing means (FRT Ticket Issuer) (see
20 Fig. 12), and is added to the FRT.
(4) Supply of FRT and Public Key Certificate {(Cert. FRT
Issuer) of File Registration Ticket Issuing Means (FRT
Ticket Issuer) to File Registration Ticket User (FRT User)
The file registration ticket (FRT) issued by the file

25 registration ticket issuing means (FRT Ticket Issuer)



reader/witer as the device access unit) that sends the ticket to the
device, together with the public key 5 certificate (Cert. FRT |Issuer) of
the file registration ticket issuing nmeans (FRT Ticket Issuer). (5) Mitual
Aut henti cation between File Registration Ticket Issuing Means and Device
The partition manager (and nore specifically, a 10 reader/witer as the
devi ce access unit, which serves as the file registration ticket user (FRT
User)) sends the public key certificate (Cert. FRT User) of the ticket

user (FRT User) to the device, which279 to generate a file according to
the file registration ticket (FRT) issued by the file 15 registration
ticket issuing means (FRT Ticket Issuer), thereby performng public-key

nut ual awt-hentdLaf Q:ri'le( %%%ﬁtg)on ?@ﬁalg(e@ | lq}cedzgr b ahgk Rubld ¢ Key

Certificate (Cert. I ssue e Registration cket |SSUIng Means

(FRT 20 -E'e@i%ttrlastsilé‘%r JeilckeVicq ARl ddig)mutiual a%ﬂ@@dlc@t(égp has been

successful I'y conducted between the partltlon manager (PM and the device,

the partidds@riyanager GRMrHandiie Ry d gald)y it readey /sMd ter as the
devi ce access unit, which serves as the 25 file registration ticket user

(FRT Useriekeands ttm@ fdda ce 2 tbgdte@istwiald ahd igksati { L) and the public
key certificate (Cert. FRT Issuer) of the file registration ticket issuing
5 certificate (Cert. FRT Issuer) of the file registration
ticket issuing means (FRT Ticket Issuer).
(5) Mutual Authentication between File Registration
Ticket Issuing Means and Device
The partition manager (and more specifically, a
10 reader/writer as the device access unit, which serves as the
file registration ticket user (FRT User)) sends the public
key certificate (Cert. FRT User) of the ticket user (FRT
User) to the device, which is to generate a file according
to the file registration ticket (FRT) issued by the file
15 registration ticket issuing means (FRT Ticket Issuer),
thereby performing public-key mutual authentication (see Fig.
50) .
(6) Supply of FRT and Public Key Certificate (Cert. FRT
Issuer) of File Registration Ticket Issuing Means (FRT
20 Ticket Issuer) to Device
After the mutual authentication has been successfully
conducted between the partition manager (PM) and the device,
the partition manager (PM) (and more specifically, a
reader/writer as the device access unit, which serves as the

25 file registration ticket user (FRT User)) sends the file



means (FRT Ticket Issuer) to the device. The device has checked the
follow ng factors concerning 5 the received file registration ticket
(FRT): (1) the public key certificate (CERT FRT Issuer) of the ticket
issuer is an authorized public key certificate (CERT) w thout being
tanpered with; (2) the code recorded in the option area of the public key
certificate (CERT FRT Issuer) of the ticket 10 issuer coincides with the
ticket issuing neans code (FRTIC. FRT |Issuer Category) recorded in the
devi ce PKDB (Partition Key DefinitiroR7Bl eck) (PUB); (3) the ticket issuing
means (Ticket Issuer) is not revoked; and (4) the ticket has not been
tanpered with by verifying the signature of the 15 received ticket (FRT).

The FRT : AL t i : i i S verified
e § tdal gggl)erdlwetterug%)ng%ﬁ]ﬂéeﬁﬁq%ﬁ&x%&uﬁ@altsé)

(see Figs. B7 an by veri entication has been

conduct ed dartcheski ng sMshheys the idand ifdprscdhe GRtEAN S 1 Muithe serial

(SN) nane of the FRT user (a reader/witer as 20 the device access unit,

whi ch seméessas(FRTe Miicked Wwseidr) HPrewd idedire FRT ticket coincides with
the identifier, the category, or the serial (SN} nane recorded as the ID

data (DN) of Theedpubtiechkey ceeekieti eake roTebivingREaLERs @bnlBenihigcket
user (FRT User). 25 (7) Registration of SPTIC and Kspt in FDB - 272 The

devi c® r efiestrefce itvieel FarN\W cegiertiaSican dicket (KEENP) usert{sSPUEd)id ex. a
reader/witer as the device access

key certificate (CERT FRT Issuer) of the ticket issuer is an
authorized public key certificate (CERT) without being
tampered with; (2) the code recorded in the option area of
the public key certificate (CERT FRT Issuer) of the ticket

10 issuer coincides with the ticket issuing means code (FRTIC:
FRT Issuer Category) recorded in the device PKDB (fartition
Key Definition Block) (PUB); (3) the ticket issuing means
(Ticket Issuer) is not revoked; and (4) the ticket has not
been tampered with by verifying the signature of the

15 received ticket (FRT). The FRT user (a reader/writer as the
device access unit) is also verified (see Figs. 57 and 58)
by verifying whether mutual authentication has been
conducted by checking whether the identifier, the category,
or the serial (SN) name of the FRT user (a reader/writer as

20 the device access unit, which serves as the ticket user)
stored in the FRT ticket coincides with the identifier, the
category, or the serial (SN) name recorded as the ID data
(DN) of the public key certificate (Cert. FRT User) of the

ticket user (FRT User).

25 (7) Registration of SPTIC and Kspt in FDB



unit that accesses the data in the device file) and Kspt (the MAC checking
key (Kspt) of the service permssion 5 ticket (SPT)) in the file definition
bl ock (FDB) (see steps S827 and S828 of the flowin Fig. 73). (8)
Reservation of File Data Area The device reserves a file area having the
size indicated in the file registration ticket (FRT) in the 10
corresponding partition. By perform ng the above-descri bed processing, the
file <creation processing in accordance with the nmutual authentication
(public key) and ticket (FRT) verifica&tZizorr (public key) can be execut ed.
15 (B) Mutual Authentication (Public Key) and Ticket (FRT) Verification
(Common Key) The data transfer perforned anong the entities when the

public key systemyig;appbigd ta Lhe, putual ;aut hentication,  processi ng and
pflea to the t1cket 6 #

t he conmmon key systemis a verification is

descri bed(s%')_o‘ﬁs‘@ﬂ ﬁsrﬁl%r)en((é . Lo rFé er7/er$0i-|gEer d‘ﬂ%\?ﬁqﬁ% ?.%{igzre %cé%}%or med

anong the entities in the order of the nunbers s

processi @G i f $r@ditS Gueeed el LAY dindHL dNE JWMDErS. gp (dpd Ssui ng of
Public Key Certificate (Cert. FRT User) - 273 of File Reglstréilon Ti cket
User (FRTtdeeMnd RHRKAMP kO &IpRIuUest dHomdRa dd I el sitdrat i on
5 ticket (SPT)) in the file definition block (FDB) (see steps
5827 and S828 of the flow in Fig. 73).

(8) Reservation of File Data Area

The device reserves a file area having the size
indicated in the file registration ticket (FRT) in the

10 corresponding partition.

By performing the above-described processing, the file
creation processing in accordance with the mutual
authentication (public key) and ticket (FRT) verification
(public key) can be executed.

15 (B) Mutual Authentication (Public Key) and Ticket (FRT)
Verification (Common Key)

The data transfer performed among the entities when the
public key system is applied to the mutual authentication
processing and the common key system is applied to the

20 ticket (FRT) verification is described below with reference
to Fig. 76.

The data transfer is performed among the entities in
the order of the numbers shown in Fig. 76. The processing
is discussed below according to the numbers.

25 (1) Issuing of Public Key Certificate (Cert. FRT User)



ticket user (FRT User:
devi ce access unit that sends the 5 ticket to the device),

certificate (Cert. FRT User) of the file registration ticket user (FRT

User)

is

i ssued by the partition certificate authority (CA(PAR))

according to a certificate issuing procedure via the registration
authority (RA). The partition manager may 10 serve as the file registration
ticket user (FRT User), in which case, the public key certificate of the
partition manager (PM can be used-ag78he public key certificate of

file registration ticket user (FRT User).
Regi stration Ticket 15 (FRT) The file registration ticket (FRT)

by the

by the partition nager.

and nore specifically, a reader/witer as the
the public key

t he

(2) Creation Processing of File

is created

fJd %irl%giR% i%te.r%r:f:i}oin(:quc]éescSlﬂJisr& m&@:( ) Ti cket |ssuer) managed

n this case, t

ssage Aut hentication

Code) (¢ Fi gn 58hpb35addadal pobies20cEBE, hel heacommmaoy eyl 1 calfon

val ue.

file regigikall Qe Clelr (RRD: issuel Ay dhe

i ssuing neans (FRT Ticket

the unit (ex.

5

10

15

20

25

(

3) Supply o Fil e Registration Ticket User

ticket to the device), the public key certificate {(Cert. FRT
User) of the file registration ticket user (FRT User) is
issued by the partition certificate authority (CA(PAR))
according to a certificate issuing procedure via the
registration authority (RA). The partition manager may
serve as the file registration ticket user (FRT User), in
which case, the public key certificate of the partition
manager (PM) can be used as the public key certificate of
the file registration ticket user (FRT User).

(2) Creation Processing of File Registration Ticket
(FRT)

The file registration ticket (FRT) is created by the
file registration ticket issuing means (FRT Ticket Issuer)
managed by the partition manager. 1In this case, the MAC
(Message Authentication Code) (see Fig. 59) is added to the
FRT as the common-key verification value.

(3) Supply of FRT to File Registration Ticket User (FRT
User)

The file registration ticket (FRT) issued by the file
registration ticket issuing means (FRT Ticket Issuer)

managed by the partition manager is supplied to the file

User) The
fdl&1megistration ticket
| ssuer) 25 managed by the "partition nmanager is

suppl i ed de@ dleft9 widit@ r ag74he RESIdAERdd Gl UgRlt (fdRdseld
a reader/witer as the device access unit) that sends the

nanel y,

to



ticket to the device. (4) Miutual Authentication between File Registration
5 Ticket |ssuing Means and Device The partition manager (and nore
specifically, a reader/witer as the device access unit, which serves as
the file registration ticket user (FRT User)) sends the public key
certificate (Cert. FRT User) of the ticket user (FRT 10 User) to the
device, which is to generate a file according to the file registration
ticket (FRT) issued by the file registration ticket issuing neans (FRT
Ti cket |ssuer), thereby perform ng-pébfldi e- key nmutual authentication (see
Fig. 50). 15 (5) Supply of FRT to Device After the nutual authentication
between the partition manager (PM and the device has been successfully

CondUCteqegﬂQ%%dﬁqﬁﬁ 1o JIRNAQST (M éﬁﬂﬂl?Dﬁ§m§920i£50?h%y58§Fiﬁgx.

reader/witer as evli ce access unit I ch serves as

regi straty QR aldeGhGtr 1438 a@F%BeU%@aﬁcé%%%ééﬂ%Jﬂd)e.u{aeggis%n;oast LG i cket

(FRT) to the device. The device perfornms MAC verification tor the received

file regitSioxaitd @ thieCkRlyi(RT), and verifies the FRT issuer. The device
also verifies the FRT user (PM a reader/witer as the device 25 access

unit) (see Figs) fdtand h8rnkytdeherBhnbegwebet Fen e RAGE stFdkYah
aut henti cati on has been conducted by checking whether the identifier, the
cat egdry Tiaketthd sseringl MeSNs RaRe Defvildee
The partition manager (and more specifically, a
reader/writer as the device access unit, which serves as the
file registration ticket user (FRT User)) sends the public
key certificate (Cert. FRT User) of the ticket user (FRT
10 User) to the device, which is to generate a file according
to the file registration ticket (FRT) issued by the file
registration ticket issuing means (FRT Ticket Issuer),
thereby performing public-key mutual authentication (see Fig.
50) .
15 (5) Supply of FRT to Device
After the mutual authentication between the partition
manager (PM) and . the device has been successfully conducted,
the partition manager (PM) (and more specifically, a
reader/writer as the device access unit, which serves as the
20 file registration ticket user (FRT User)) sends the file
registration ticket (FRT) to the device. The device
performs MAC verification for the received file registration
ticket (FRT), and verifies the FRT issuer. The device also
verifies the FRT user (PM: a reader/writer as the device

25 access unit) (see Figs. 57 and 58) by determining whether



FRT user (a reader/witer as the device access unit, which serves as the
ticket user) stored in the FRT ticket 5 coincides with the identifier, the
category, or the serial (SN) nane recorded as the ID data (DN) of the '
public key certificate of the partition manager. (6) Registration of SPTIC
and Kspt in FDB The device registers the service permssion ticket 10
(STP) issuer category (SPTIC) (ex. a reader/witer as the device access
unit that accesses the data in the device file) and Kspt (the MAC checki ng
key (Kspt) of the service permssion2t/iscket (SPT)) in the file definition
bl ock (FDB) (see steps S827 and S828 of the flowin Fig. 73). 15 (8)
Reservation of File Data Area The device reserves a file area having the

si ze i ndjqated 'urthter?ﬁ:lfa JrEHa iRld P drd ec(w_)cﬂéb;z f»ﬁfé{rﬁe%pond' ng

partition. By performng the above-described processing,

creati on 4y0GeRHNF 1aGCoNHNE 4> dd, MEMalhaudenti C?éN)Orhan(é)Ltpé G, key)
and ticket (FRT) verification (common key) can be executed. (C) Mitual

aut hent i et Qi (rComMaR AR/ vt el Glett HERBv i derdddaad ian f Cammyh Key) 25

The data transfer perfornmed anong the entities when the - 276  conmon key
system i scapRld ed tthd e JRdtalseayt hatddeentironehPprreessidigeand the conmon

key systemis applied to ticket
5 coincides with the identifier, the category, or the serial
(SN) name recorded as the ID data (DN) of the public key
certificate of the partition manager.
(6) Registration of SPTIC and Kspt in FDB
The device registers the service permission ticket
10 (STP) issuer category (SPTIC) (ex. a reader/writer as the
device access unit that accesses the data in the device
file) and Kspt (the MAC checking key (Kspt) of the service
permission ticket (SPT)) in the file definition block (FDB)
(see steps S827 and S$S828 of the flow in Fig. 73).
15 (8) Reservation of File Data Area
The device reserves a file area having the size
indicated in the file registration ticket (FRT) in the
corresponding partition.
By performing the above-described processing, the file
20 creation processing according to the mutual authentication
(public key) and ticket (FRT) verification (common key) can
be executed.
(C) Mutual authentication (Common Key) and Ticket (FRT)
Verification (Common Key)

25 The data transfer performed among the entities when the



(FRT) verification is described belowwth reference to Fig. 77. 5 The
data transfer is perforned anong the entities in the order of the nunbers
indicated in Fig. 77. The processing is described according to the .
nunbers. (1) Issuing Processing of File Registration Ticket (FRT) 10 The
file registration ticket (FRT) is issued by the file registration ticket

i ssuing neans (FRT Ticket |Issuer) managed by the partition manager. In
this case, the MAC (Message Authentication Code) (see Fig. 59) is added to
the FRT as the common-key verificatdi @iéval ue. 15 (2) Supply of FRT to File
Regi stration Ticket User (FRT User) The file registration ticket (FRT)
issued by the file registration ticket issuing neans (FRT Ticket |ssuer)

managed a i t 50 | e stration ticket
user (FR%#J@E% wﬁ’t né)lsocrér‘{tﬂrg‘%t% t}r?'?adsecrebx o atn?gtadilr/a\l/vrl eren‘ri\t‘glac'ss q%eﬂ devi ce
access u the g,ngec J\/L%i

Aut hent i ?éﬁcgtﬁ@%tgtg\?\ggﬁﬁﬁﬁ%e Regl st ratl 0 I cket séw n Zénlkaaend Devi ce

25 The partthi Qe BNRGAT dANG IR SRR Tl Vi th re2f7e7rerf@@ctf‘alwdter as
t he device access unit, which serves as the file registration ticket user

(FRT Usery)., perforns the

5 The data transfer is performed among the entities in
the order of the numbers indicated in Fig. 77. The
processing is described according to the numbers.

(1) Issuing Processing of File Registration Ticket
(FRT)

10 The file registration ticket (FRT) is issued by the
file registration ticket issuing means (FRT Ticket Issuer)
managed by the partition manager. In this case, the MAC
(Message Authentication Code) (see Fig. 59) is added to the
FRT as the common-key verification value.

15 (2) Supply of FRT to File Régistration Ticket User (FRT
User)

The file registration ticket (FRT) issued by the file
registration ticket issuing means (FRT Ticket Issuer)
managed by the partition manager is sent to the file

20 registration ticket user (FRT User), namely, to the unit (ex.
a reader/writer as the device access unit) that sends the
ticket to the device.

(3) Mutual Authentication between File Registration
Ticket Issuing Means and Device

25 The partition manager (and more specifically, a



common- key nmutual authentication (see Figs. 53 and 54) with the device,
which is to generate a file according to the 5 file registration ticket
(FRT) issued by the file registration ticket issuing nmeans (FRT Ticket

| ssuer). (4) Supply of FRT to Device After the nutual authentication
between the partition manager (PM and the device has been successfully
conducted, 10 the partition manager (PM (and nore specifically, a
reader/witer as the device access unit, which serves as the file
registration ticket user (FRT User)) €€ids the file registration ticket
(FRT) to the device. The device perforns MAC verification for the received
file registration 15 ticket (FRT), and verifies the FRT issuer. The device

ST SIS AL gnd Dl SRR L SgE o rare

\ h .
unit) (see Figs. and 58 e Tut ual aut KentT cati on

has been eganduglad thw aheckingaheihar (e ilent)f| ele.ofo ke FRT user (a

reader/witer as the 20 device access unit, which serves as a ticket user)

stored i Romidde-RRY hivdhal GRivMddasadildh thed aceiyveds dan i9‘4'1)erw10&‘h the
partition manager. (6) Registration of SPTIC and Kspt in FDB The device

regi st er ehleh@esalcd,CanRINTiSS it denekRite 25 (iSP)ad st aleady (SPTIC)
(ex. a reader/witer as the - 278 device access unit that accesses the

data $n tfieedevigde triddien andrept(FRe iMGaehaeskitre kel Kspt) of the
Serviee registration ticket issuing means (FRT Ticket Issuer).
(4) Supply of FRT to Device
After the mutual authentication between the partition
manager (PM) and the device has been successfully conducted,
10 the partition manager (PM) (and more specifically, a
reader/writer as the device access unit, which serves as the
file registration ticket user (FRT User)) sends the file
registration ticket (FRT) to the device. The device
performs MAC verification for the received file registration
15 ticket (FRT), and verifies the FRT issuer. The device also
verifies the FRT user (PM: a reader/writer as the device
access unit) (see Figs. 57 and 58) by determining whether
mutual authentication has been conducted by checking whether
the identifier of the FRT user (a reader/writer as the
20 device access unit, which serves as a ticket user) stored in
the.FRT ticket coincides with the received identifier of the
partition manager.
(6) Registration of SPTIC and Kspt in FDB
The device registers the service permission ticket

25 (STP) issuer category (SPTIC) (ex. a reader/writer as the



perm ssion ticket (SPT)) in the file definition block (FDB) (see steps
S827 and S828 of the flowin Fig. 73). 5 (8) Reservation of File Data Area
The device reserves a file area having the size indicated in the file
registration ticket (FRT) in the corresponding partition. By performng

t he above-described processing, the file 10 creation processing according
to the nmutual authentication (comon key) and ticket (FRT) verification
(common key) is executed. (D) Mitual Authentication (Comon Key) and
Ticket (FRT) Verification (Public Keg)8l5 The data transfer perforned
anong the entities when the comon key systemis applied to the nutual

aut henti cation processing and the public key systemis applied to the

ticket (BRLE eIl LR d SRS ed L el it Wddh T8 ik da Lo, 78. 20

The data transfer 1Is pe orne anong the entltles in er of the

nunbers $1aW) idhdiKGpt! G hE QAR QGR]S! '?% GedH bedjf bﬁlé’%&‘%ﬂ%@' ng to
the nunbers. (1) Issuing of Public Key rtlflcate (CErt | ssuer) of

Fil e RegipeirmldsQonlitGh&led sgHmg Neanhd Mlle 2R dS8Ueidn -1:1%7& (FbH)esponse
to a request fromthe file registration ticket issuing neans (FRT |Issuer),
the publi@eketeps 5827 and $828 of the flow in Fig. 73).
5 (8) Reservation of File Data Area
The device reserves a file area having the size
indicated in the file registration ticket (FRT) in the
corresponding partition.
By performing the above-described processing, the file

10 creation processing according to the mutual authentication
(common key) and ticket (FRT) verification (common key) is
executed.

(D) Mutual Authentication (Common Key) and Ticket (FRT)
Verification (Public Key)

15 The data transfer performed among the entities when the
common key system is applied to the mutual authentication
processing and the public key system is applied to the
ticket (FRT) verification is described below with reference
to Fig. 78.

20 The data transfer is performed among the entities in
the order of the numbers shown in Fig. 78. The processing
is described below according to the numbers.

(1) Issuing of Public Key Certificate (Cert. FRT
Issuer) of File Registration Ticket Issuing Means (FRT

25 Issuer)



certificate (Cert. FRT Issuer) of the file registration ticket issuing
means (FRT Issuer) is issued by the partition 5 certificate authority
(CA(PAR)) according to a certificate issuing procedure via the
registration authority (RA). The partition nmanager nmay serve as the file
registration ticket issuing neans (FRT Issuer), in which case, the public
key certificate of the partition manager (PM can be used as the 10 public
key certificate of the file registration ticket issuing neans (FRT User).
(2) Creation Processing of File Regist7& i-on Ticket (FRT) The file
registration ticket (FRT) is created by the 15 file registration ticket
(FRT) issuing neans (FRT Ticket "~ Issuer) managed by the partition manager

In this case, {0k ccH8ALENY AR PUEhIEY 7ol & HRUB G if:%éi%itqg%ﬁ.%ﬁe’ the
signature is created by the private key of the file reégistration ticket

i ssui ng maane AREulinekfleansSUSRT (1586140 Fithe Aol andd,s added to the
FRT. (3) Supply of F and Public Key Certificate (Cert. 'FRT |ssuer)

i ssued by:dridier iRe@ieSt (RlAtoN FRTCKALs US9UIdW d¥ans: 1 RRG il kit dssuer) to
File Registration Ticket User (FRT User) 25 The file Tegistration ticket

(FRT) | salietkdyy itsherifid eeandBO FRIEJIsHUA) Qs ti Sd4fld iS5 WHY glans: i(dtRT
Ti cket Issuer) nmanaged by the partition nanager is sent to the file
5 certificate authority (CA(PAR)) according to a certificate
issuing procedure via the registration authority (RA). The
partition manager may serve as the file registration ticket
issuing means (FRT Issuer), in which case, the public key
certificate of the partition manager (PM) can be used as the
10 public key certificate of the file registration ticket
issuing means (FRT User).
(2) Creation Processing of File Registration Ticket
(FRT)
The file registration ticket (FRT) is created by the
15 file registration ticket (FRT) issuing means (FRT Ticket
Issuer) managed by the partition manager. In this case, for
creating and verifying the public-key signature, the
signature 1is created by the private key of the file
registration ticket issuing means (FRT Ticket Issuer) (see
20 Fig. 12), and is added to the FRT.
(3) Supply of FRT and Public Key Certificate (Cert. FRT
Issuer) issued by File Registration Ticket Issuing Means
(FRT Ticket Issuer) to File Registration Ticket User (FRT

User)

25 The file registration ticket (FRT) issued by the file



registration ticket user (FRT User), i.e., to the unit (ex. a reader/witer
as the device access unit) that sends the 5 ticket to the device, together
with the public key certificate (Cert. FRT Issuer) of the file ‘
registration ticket issuing neans (FRT Ticket I|ssuer). (4) Mitual

Aut henti cation between File Registration Ticket Issuing Means and Device
10 The partition manager (and nore specifically, a reader/witer as the
devi ce access unit, which serves as the file registration ticket user (FRT
User)) perforns the comon-key nutwalz8&uthentication (see Figs. 53 and 54)
with the device, which is to generate a file according to the 15 file
registration ticket (FRT) issued by the file registration ticket issuing

means (F%gysctiﬁ:%ttl)o%mﬁqlrg)lﬁet( s AR el PREANGFUNl iy Gertificate

(Cert. FRT™ Issuer egl stration ssul ng ans (FRT Ticket
I ssuer) tRnRYHELCSy2Q HAf tp%rrttlfﬁowmag@ﬂ Q%ntgec;?é't%e}@ f38en successtul Iy

conducted between'the partition manager (PM and the device, the partition

manager (R sttand i & i fusedl | (R Usre@qderll witer, ahd he devigke access
unit, which serves as the file registration ticket user (FRT User)) sends

the filea2Yebr@iryiiraltiedn sl el debRBe adtddie yiihl)i aHery aidd fineate - 281
(Cert. FRT Issuer) of the file registration ticket issuing neans (FRT
Ti cked | sduke)t tto tthe dewiee, together with the public key
certificate (Cert. FRT Issuer) of the file registration
ticket issuing means (FRT Ticket Issuer).
(4) Mutual Authentication between File Registration
Ticket Issuing Means and Device
10 The partition manager (and more specifically, a
reader/writer as the device access unit, which serves as the
file registration ticket user (FRT User)) performs the
common-key mutual authentication (see Figs. 53 and 54) with
the device, which is to generate a file according to the
15 file registration ticket (FRT) issued by the file
registration ticket issuing means (FRT Ticket Issuer).
(5) Supply of PRT and Public Key Certificate (Cert. FRT
Issuer) of File Registration Ticket Issuing Means (FRT
Ticket Issuer) to Device
20 After the mutual authentication has been successfully
conducted between the partition manager (PM) and the device,
the partition manager (PM) (and more specifically, a
reader/writer as the device access unit, which serves as the
file registration ticket user (FRT User)) sends the file

25 registration ticket (FRT) and the public key certificate



The devi ce has checked the follow ng factors concerning the received file
registration ticket (FRT): (1) the public 5 key certificate (CERT FRT

| ssuer) of the ticket issuer is an authorized public key certificate
(CERT) without being tanpered with; (2) the code recorded in the option
area of the public key certificate (CERT FRT Issuer) of the ticket issuer
coincides with the ticket issuing neans code (FRTIC. 10 FRT | ssuer

. Category) recorded in the device PKDB (Partition Key Definition

Bl ock) (PUB); (3) the ticket issuing-m&is- (Ticket Issuer) is not revoked;
and (4) the ticket has not been tanpered with by verifying the signature
of the received ticket (FRT). The FRT user (a reader/witer as the 15

devi ce aceess, UHED st @50 MPldd 84 (S8 1 B as 7@%&? £ feddlermn ng

whet her nutual authentication has been ecki ng er the
identifigfes@fs tRRTFIFE MR 1dRdr8adey /2Md tfdv 3% t he device access unit,

whi ch serves as a ticket user) stored in the FRT ticket coincides with the

20 identifierrat HBeikkCkak UHREKEERTNES LN 10k@hgReRicHorat icon eh-n$RE C and
Kspt in FDB The device registers the service permssion ticket (STP)

i ssuer calrgUe:diSRH @1 lEeXxed StaraadiMd tdle AS(HH : deMi Gha Si dini t
that accesses the data in the device 25 file) and Kspt (the C checki ng
key (Ksptkeyofcetritd fderatieC o CERABZRIDEISE R )0p ff i tHeett (EHER) )iddudhea o idre
definition block (FDB) (see steps S827 and S828 of the flowin Fig. 73).
authorized public key certificate (CERT) without being
tampered with; (2) the code recorded in the option area of
the public key certificate (CERT FRT Issuer) of the tickeﬁ
issuer coincides with the ticket issuing means code (FRTIC:
10 FRT Issuer Category) recorded in the device PKDB (Partition
Key Definition Block) (PUB); (3) the ticket issuing means
(Ticket Issuer) is not revoked; and (4) the ticket has not
been tampered with by verifying the signature of the
received ticket (FRT). The FRT user {(a reader/writer as the
15 device access unit) is also verified (see Figs. 57 and 58)
by determining whether mutual authentication has been
conducted by checking whether the identifier of the FRT user
(a reader/writer as the device access unit, which serves as
a ticket user) stored in the FRT ticket coincides with the
20 identifier of the ticket user (FRT User).
(6) Registration of SPTIC and Kspt in FDB
The device registers the service permission ticket
(STP) issuer category (SPTIC) (ex. a reader/writer as the

device access unit that accesses the data in the device

25 file) and Kspt (the MAC checking key (Kspt) of the service



(7) Reservation of File Data Area The device reserves a file area having
the size 5 indicated in the file registration ticket (FRT) in the
correspondi ng partition. By perform ng the above-described processing, the
file <creation processing according to the nutual authentication (comobn
key) and ticket '(FRT) verification (public key) can 10 be executed. [B4.6.
Service (File Access) Processing Using Service Perm ssion Ticket (SPT)]
The file access processing using the service permssion ticket (SPT) (see
Figs. 28 and 31) is described bel ow—w282 -15 reference to the flow of Fig.
79 and the other drawings. The file access processing includes nutual

aut hentication processing (device authentication or partition

aut hent i gat Q) et wﬁ%ietm%i)cqrgnﬁé 8 fd | & AGEESSHHH iqck a{ricbc@gte

integrity verification processing o e service 20 perm ssion

(SPT) . Insldee il @fgol Gind/ B ddhe Priaeessidig of dihg fid)e access unit is
shown at the left side, and the processing of the device (see Fig. 5) is

shown at the rrghkeskdeatlBa offi F@1acea%s Wikl i S the managenment unit of
the partition 25 nanager, and is the unit (ex. a reader/witer or a PC as

the - 283 devheedaocessruBelryevhiaCliile akka haviead tdred swziet e data from
and into the device, and corresponds to the
5 indicated in the file registration ticket (FRT) in the
corresponding partition.

By performing the above-described processing, the file
creation processing according to the mutual authenticatidn
(common key) and ticket (FRT) verification (public key) can

10 be executed.

[B4.6. Service (File Access) Processing Using Service
Permission Ticket (SPT)]

The file access processing using the service permission
ticket (SPT) (see Figs. 28 and 31) 1s described below with

15 reference to the flow of Fig. 79 and the other drawings.
The file access processing includes mutual authentication
processing (device authentication or partition
authentication) between the device and the file access unit,
and the integrity verification processing of the service

20 permission ticket (SPT).

In the flow of Fig. 79, the processing of the file
access unit is shown at the left side, and the processing of
the device (see Fig. 5) is shown at the right side. The
file access unit is the management unit of the partition

25 manager, and is the unit (ex. a reader/writer or a PC as the



reader/witer as the device access unit shown in Fig. 10. An overview of
the file access processing perfornmed by the 5 file access unit is descrlbed
below with reference to Fig. 79, and then, details of the individual
processings included in the file access processing are sequentially

di scussed wth reference to the flow of Fig. 80 and the subsequent

drawi ngs. 10 In steps S851 and S860, nutual authentication processing is
first perfornmed between the file access unit and the device. Between the
two neans for performng data sending8and receiving, it is first checked
wi th each other whether they are authorized data communi cati on neans, and
15 then, data transfer is performed according to the necessity. The nutual

t henti i
aut hor ;Cgﬁe”&%’fa%%%%%ﬁiﬁ%irh%e%ﬂiﬁ WE O A SR dadd |
processr Hhonf 55§ %.'n% kts% Zc%evqrceeat ?cﬂﬂ:ed%@n S &gyt ed by usr ng the

session key as the comon key tais transferred In the

mut ual  aytdhendd GatiQt rarsoctfr%s'crgqm@rardéés@ urbdit had.catd o d s per f or med,
as has been discussed in the section of the partition creation/deletion

processi ng ovidrivhely (e taRIMbN-K ey AHENPHd Sl d Oy Pet S iEPIdL-HRY 25

authentication is used for the nmutual authentication - 284 processing.
Thi s sut 1l caWdeld GATitON PIRERSSIVYY iR lsi Mt tofdtaicdeascrrpd with

reference to Figs. 48 through
79, and then, details of the individual processings included
in the file access processing are sequentially discussed
with reference to the flow of Fig. 80 and the subsequent
drawings.

10 In steps S851 and S860, mutual authentication
processing is first performed between the file access unit
and the device. Between the two means for performing data
sending and receiving, it is first checked with each other
whether they are authorized data communication means, and

15 then, data transfer is performed according to the necessity.
The mutual authentication processing is to check whether the
other party is authorized data communication means. In the
mutual authentication processing, a session key is created,
and data is encrypted by using the session key as the common

20 key. Then, the data is transferred.

In the mutual authentication processing, partition
authentication is performed, as has been discussed in the
section of the partition creation/deletion processing.
Either the common-key authentication or the public-key

25 authentication is used for the mutual authentication



56, and an explanation thereof is thus omtted. The processing to be
executed as the nmutual 5 authentication processing is determ ned by: *

Aut hentication Flag: the flag indicating whether nutual authentication
with the device is required for using the ticket; and * Authentication
Type: the type of nmutual 10 authentication (public key authentication,
common key authentication, or either type (Any)) of the device; of the
service perm ssion ticket (SPT) (see Figs. 28 and 31) to be wused. If

aut henti cati on processing has failed R4 i-n step 15 S852 or S861), it neans
that it cannot be verified that the two neans are authorized device and
unit. Accordingly, the subsequent processing is not executed and t he

Process. bock8LTLRAl odias 3 Hhok hih dBdied Galanalle Lo perform

pr ocessi SO that access to es Ina ity o f erent

partitions,gan, t&% TRde laae%%%%daw&'tw %ﬁe&fceqfcesea I G soerzllf@ S&fr%gtﬂ ckets

(SPTs). For exanple, access can be made to files in a urality o

di f f er ents gpahiit 'a?xn%x%%%%%t(}%na - 1) qa‘hussefméutqf‘edoer m ssi on t' ckets
(SPTs) on condition that device 25 authentication has been successfully

conducted. Thenéi peoced8dngae6ens bHkested 8aCRhRAKLILLEEN are indicated in
the service permssion ticket (SPT) to be configured as the access
5 authentication processing is determined by:

* Authentication Flag: the flag indicating whether
mutual authentication with the device is required for using
the ticket; and

* Authentication Type: the type of mutual

10 authentication (public key authentication, common key
authentication, or either type (Any)) of the device; of the
service permission ticket (SPT) (see Figs. 28 and 31) to be
used.

If authentication processing has failed (No in step

15 S$852 or S8861), it means that it cannot be verified that the
two means are authorized device and unit. Accordingly, the
subsequent processing is not executed, and the process is
terminated as an error.

The device 1s also able to perform processing so that

20 access to files in a plurality of different partitions can
be made based on a plurality of service permission tickets
(SPTs). For example, access can be made to files in a
plurality of different partitions based on a plurality of
service permission tickets (SPTs) on condition that device

25 authentication has been successfully conducted. The file



control data. The device receives a plurality of service permssion
tickets (SPTs) fromthe access unit, and if each 5 ticket indicates that
device authentication is required, file access in each partition is

all owed on condition that device authentication has been successfully
conducted according to the rules. If the authentication conditions are
different anong 10 the plurality of service perm ssion tickets (SPTs),
access can be made to designated files in the plurality of service

perm ssion tickets (SPTs) on conditi-or8tshat partition authentication set
in each service perm ssion ticket (SPT) has been successfully conduct ed.
15 Subsequently in step 8853 the fiIe access unit sends the service

pern153|% %y%5f€?79 é% &n Jg% fﬁﬁf (Per §%]f%on tlcket ( SPT)

is the tic I Ssue ervi ce perm ssi on | SSUJI ng nmeans

(SPT | ss%%_r)mlsrgqr&g%&yétt h@quqr(tﬁ d %’?ﬂ?lgfj t%dThaeew ce acceceosgg m ssion 20

ticket ( I's the access contr t1ck has the

f or mat CQ’&fn'tg:WlatdaQ;% Shap ida s r 28 ANk %ﬁel%{%mtykey Ldfioervi ce

permission ticket (SPT) to the ticket user, I cate

(CERT SPHelrnffsstif® t3@EGE RRITH)S S tﬂf@(eéccfe%DT)uﬂlstsu'aﬂgj MEANS, dpPT
|ssuer) 25 is sent together if the public key systemi's enployed. The -

286 @t t riikiked ahdilke bl kepevaeyd idu it (GRRbSRE )r&fuithay, SPT
i ssuing nmeans coincides wth the ticket issuing neans

file access in each partition is allowed on condition that
device authentication has been successfully conducted
according to the rules.

If the authentication conditions are different among

10 the plurality of service permission tickets (SPTs), access
can be made to designated files in the plurality of service
permission tickets (SPTs) on condition that partition
authentication set in each service permission ticket (SPT)
has been successfully conducted.

15l Subsequently, in step $853, the file access unit sends
the service permission ticket (SPT) to the device. The
service permission ticket (SPT) is the ticket issued by the
service permission ticket (SPT) issuing means (SPT Issuer)
managed by the partition manager. The service permission

20 ticket (SPT) is the access control ticket for the device,
and has the format configuration shown in Figs. 28 and 31.

When sending the service permission ticket (SPT) to the
ticket user, the public key certificate (CERT_SPTI) of the
service permission ticket (SPT) issuing means (SPT Issuer)

25 is sent together if the public key system is employed. The



code (SPTIC) recorded in FDB (File Definition Block) in the device. 5 Upon
receiving the file registration ticket (SPT) (S862), the device checks the
integrity of the received ticket (SPT) and the user (S863). The integrity’
checking of the ticket is performed by using the MAC checking of the
common key system or the signature verification of the 10 public key
system The user checking is to check the integrity of the unit (ticket
user) that has sent the ticket. The user checking is perforned by

det erm ni ng whet her nutual authentica&86or has been conducted by checking

t he consistency of the ID data of the unit to be authenticated 15 and the
ticket user identifier (see Figs. 28 and 31) recorded in the ticket. These

Ss 57
processi ngs afif3 rgfl ¥nd Ubtﬂ% déyl n t e sectl on &(;E;ﬁ-he partljJtzl%11

through 59, as has been scusse n

t 1tted.
regi stratgpan ildsehely wRRbs MG AuLXRIANAtRN ¢ Ti Cgk l%%glg a T the

After the verificatlion processing of the receive ind t he

user, if dddecamratrdye detgdided, v (dihe tn&é&%&% tHNS, USer s ArG,

authorlzed ticket and user (No in step S864), the device sends a serV|ce
per m ssi greviiicgket 25 (SPT) reception error to the file access unit (S868).
If it - 287 can be determned that the ticket and the user are authorized

tickes and usvpofiYeeckvBBGAknet ielbi kegskeradibh ticket (SPT)

(8862) , the device checks the integrity of the received
ticket (SPT) and the user (S863). The integrity checking of
the ticket is performed by using the MAC éhecking of the
common key system or the signature verification of the

10 public key system. The user checking is to check the
integrity of the unit (ticket user) that has sent the ticket.
The user checking is performed by determining whether mutual
authentication has been conducted by checking the
consistency of the ID data of the unit to be authenticated

15 and the ticket user identifier (see Figs. 28 and 31)
recorded in the ticket. These processings are similar to
those discussed with reference to Figs. 57 through 59, as
has been discussed in the section of the partition
registration ticket (PRT), and an explanation thereof is

20 thus omitted.

After the verification processing of the received
ticket (SPT) and the user, if it cannot be determined that
the ticket and the user are authorized ticket and user (No
in step S864), the device sends a service permission ticket

25 (SPT) reception error to the file access unit (S868). If it



the device nenory is opened according to the rules indicated in the

recei ved service permssion ticket (SPT). Details of 5 the file open
processing are described below by using a different flow If the file open
processi ng has succeeded according to the description recorded in the
service permssion ticket (SPT) (Yes in S866), an SPT reception success isS
informed to 10 the file access unit (S867). If the file open processing

has failed (No in S866), an SPT reception error is informed to the file
access unit (S868). The file access-uRlist? receives the SPT reception result
(S854), and determ nes the SPT processing result. If the 15 SPT reception
result indicates an error (No in S855), the file access unit termnates the

process %%na'%ee][dlre(%re'rﬂifnetdhQ:ha%P-E ree(‘\te.LQ:t]JeQJ' a\r/ﬁ‘l%Zt He iL{]ﬁdi cates a success (Yes

in S855), the | e access unit determ nes er a1’ tHe SPTs have been

hahd: j S t .
sent ( S8aQ)choldi s di% 2 na 1 ed b(efes.sﬁrltm Iﬁﬁﬂd\/e egfr;ﬁ.qseeﬁs?c,oz{%ide i o

subsequent steps are repeated. If all the S
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steps S857 and S869. Upon conpletion of the file access processing, a

Sessi 0N gheaheC QRFRIAG IS sBAR AN rREIsMeM 35 (KRR8I S8 HYrasand Jéhe
aut hentication table created in the - 288 device is discarded (S871). The

process ichet fan eCopeneiprdcesBang las eolidshta ildde RUGRS Ly RGessiang are
descri bed bel ow by :
different flow.
If the file open processing has succeeded according to
the description recorded in the service permission ticket
(SPT) (Yes in S866), an SPT reception success is informed to
10 the file access unit (S867). If the file open processing
has failed (No in S866), an SPT reception error is informed
to the file access unit (S868).
The file access unit receives the SPT reception result
(S854), and determines the SPT processing result. If the
15 SPT reception result indicates an error (No in S855), the
-file access unit terminates the process as an error. If the
SPT reception result indicates a success (Yes in S$855), the
file access unit determines whether all the SPTs have been
sent (8856). If there is an SPT to be sent, step S853 and
20 the subsequent steps are repeated.
If all the SPTs have been sent, the file access is
performed according to the service permission ticket (SPT)
in steps S857 and S869. Upon completion of the file access

processing, a session clear command is sent and received

25 (5858 and S870), and the authentication table created in the



using a different flow The authentication table is the table created in
the nutual authentication processing in 5 steps S851 and S860, and has the
configuration simlar to that shown in Fig. 51, as has been discussed in -
the section of the partition registration ticket (PRT). As described
above, access can be nmade to a file in a partition set in the device by
using the service permssion 10 ticket (SPT). The file open processing
(S865) and various file access processing (S857 and S869) included in the
file access processing are described2sd ow. (File Open Processing) The
~file open processing (S865 in Fig. 79) is described 15 below with
reference to the flow of Fig. 80. The file open processing is the

i t : t e\d ac i o.the received service
Der i oo SRS L Rk e I A ot T hidet ot i nceogn;e}em;@r the
file s J+fi4 id¥ t r j | M SS] i f as
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checked fremld hedpresenee tofe anfida hamingh dhe same ;_!R@éssii*}% ;I recorded
25 in the service permssion ticket (SPT). If there’is no fil'e - 289

havi ng t beepansslsd asd 860D ahd ealLedHd ddHr idukiliond NG midrQCcassi ng
cannot be perforned, and the process is '
that shown in Fig. 51, as has been discussed in the section
of the partition registration ticket (PRT).
As described above, access can be made to a file in a
partition set in the device by using the service permission

10 ticket (SPT). The file open processing (S865) and various
file access processing (S857 and S869) included in the file
access processing are described below.

(File Open Processing)
The file open processing (S865 in Fig. 79) is described

15 Dbelow with reference to the flow of Fig. 80. The file open
processing is the processing executed by the device
according to the received service permission ticket (SPT).

In step S881, the device determines whether the file
specified in the received service permission ticket (SPT)

20 has been created and is present in the device. The file ID
(see Figs. 28 and 31) of the file to be processed is
recorded in the service permission ticket (SPT), and the
file definition block (Fig. 24), for example, is checked for
the presence of a file having the same ID as the ID recorded

25 in the service permission ticket (SPT). If there is no file



termnated as an error. If thereis a file having the same ID as the ID 5
indicated in the ticket, in step S882, an entry in which the ticket

i ssuing means (Ticket issuer = PMC: Partition nanager Code) indicated in’
the service perm ssion ticket (SPT) and the file IDindicated in the
service permssion ticket (SPT) are related to each other is witten into
the file open 10 table. In step S883, the file access node [File Access
Mode: the node of access to the file] indicated in the service permn ssion
ticket (SPT) is witten in corresporded®® -wth the entry created in the
file open table. In step S884, the 15 group file [Goup of Target File: the
group of files to be accessed] indicated in the service perm ssion ticket

SPT) i (i o | t 85, 1 ile identifier [Target File
D the Toonret " (F O e 119 4B o Tha tatssh ddb Y reh C?‘gfe'dafi;% the
. - h . . I “the
f)(ra(r)\(;leggi %?O?Ddellto% Ec'ﬁgllﬁ'?;tr g"gpfeﬁ%’q S?d\év/r ntcf fegIeP rncfésegsl%on?s t he processing

node of themithdn@et ofd @ 3R accessed (read or wite perm ssion)]
indicated in the service permssion ticket (SPT) is witten. The

processing torbetperborged en1bhRat-angetnbi kemengbudgs t32 kpad, wite, and
ot her types of processings. - 290 Exanples of the configuration of the
file Dpenndaklaeecane shewtickelti, 0Sin &kedN®ed32, Hie drids QRENHIA &Hes the
ticket issuing means (Ticket issuer = PMC: Partition manager
Code) indicated in the service permission ticket (SPT) and
the file ID indicated in the service permission ticket (SPT)
are related to each other is written into the file open
10  table.
In step S883, the file access mode [File Access Mode:
the mode of access to the file] indicated in the service
permission ticket (SPT) is written in correspondence with
the entry created in the file open table. In step S884, the
15 group file [Group of Target File: the group of files to be
accessed] indicated in the service permission ticket (SPT)
is written. 1In step S885, the access file identifier
[Target File ID: the identifier (ID) of the file to be
accessed] indicated in the service permission ticket (SPT)
20 is written. In step S886, the processing mode to the ﬁarget
file [Read/Write Permission: the processing mode of the
target file to be accessed (read or write permission)]
indicated in the service permission ticket (SPT) is written.
The processing to be performed on the target file includes

25 read, write, and other types of processings.



table in which information indicating files that are being accessed in the
devi ce and access nodes thereof, and other 5 types of information are
recorded. The information indicated in the service pernission ticket (SPT)
received by the device is recorded in the file open table, and the file
open table is then stored in the storage neans of the device. If the
service permssion ticket is the type which 10 permts access only to a
single file (see Fig. 28), - the file open table includes the follow ng
items of information: * Ticket |ssuer:2%the-identifier of the ticket issuing
means (Ticket Issuer); * File ID: the identifier (1D) of the access file in
15 the partition; and * File Access Mde: the access node to the file. An

exanpl e of t h@xﬁ%ﬁfl'egu'b%t R Qﬁfontfrl%uf élt%o‘?lp%rf L3Rl & when, éaﬁe%h%a%%.r vice

perm ssion ticket (SPT) is the above-described typeis 81.

20 As show ighdwid-iBRidd) tde did eopenriabt £1 e thsen PAIKIL T QD {W@ager code
(PMO) is indicated as the identifier of the ticket 1ssuing nmeans (Ticket

| ssuer), taBIRh iirS WIIQUP id fidBldONnEdhilg the Sartidd oSk higy
identified. The file can be identified by the file ID. The access node to

25 be exemuteatdd®xin rgnd demide artl RiEdyPnadsdeciamid on G tne91
Dec)) can be identified by the file access node. |If the service perm ssion
tickeb (3RPed oft imfioypeation are recorded. The information
indicated in the service permission ticket (SPT) received by
the device is recorded in the file open table, and the file
open table is then stored in the storage means of the device.
If the service permission ticket is the type which

10 permits access only to a single file (see Fig. 28), the file
open table includes the following items of information:

* Ticket Issuer: the identifier of the ticket issuing
means (Ticket Issuer);
* File ID: the identifier (ID) of the access file in

15 the partition; and

* File Access Mode: the access mode to the file.
An example of the configuration of the file open table when
the service permission ticket (SPT) is the above-described
type is shown in Fig. 81.

20 As shown in Fig. 81, in the file open table, ﬁhe
partition manager code (PMC) is indicated as the identifier
of the ticket issuiﬁg means (Ticket Issuer), which is group
information, so that the partition can be identified. The
file can be identified by the file ID. The access mode to

25 Dbe executed (ex. read, write, or encryption/decryption (Enc,



which permts access to a plurality of files anong the files set in the
partitions (see Fig. 31), the following itens of 5 information in addition
to the above-described itens of information are witten into the file open
table: * Goup of Target File: the group of files to be accessed; * Target
File ID: the ID of the file to be accessed; 10 and * Read/ Wite Perm ssion:
the processing node (read or wite) to the file to be accessed (target
file). An exanple of the configuration of the file open table is shown in
Fig. 82. 15 As shown in Fig. 82, inr ©ha ~ le open table which is set for
the service permssion ticket of the type in which access can be made to a
plurality of files, in addition to the data shown in Fig. 81, the
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file Bis encrypted by using a key stored in
5 information in addition to the above-described items of
information are written into the file open table:
* Group of Target File: the group of files to be
accessed;
* Target File ID: the ID of the file to be accessed;
10 and
* Read/Write Permission: the processing mode (read or
write) to the file to be accessed (target file). An example
of the configuration of the file open table is shown in Fig.
82.

15 As shown in Fig. 82, in the file open table which is
set for the service permission ticket of the type in which
access can be made to a plurality of files, in addition to
the data shown in Fig. 81, the partition manager code (PMC)
as the partition ID data of the group of target files to be

20 accessed, the file ID as the identifier (ID) of.the target
file to be accessed, and [Read/Write Permission] data
indicating the processing mode of the target file are stored.
Accordingly, it is possible to identify the types of
processings to be executed on a plurality of files.

25 The processing mode in which access is made to a



A. To performthis processing, it is necessary that file B should give a
perm ssion in response to a read demand of 5 file A In this case, file B
is referred to as a "source file", while the file to which file B gives a
permssionis referred to as a "target file". As described above, based on
the service permssion ticket (SPT) received during the session with the
access 10 unit, the device creates a file open table in which the
partition manager code (PMC) as the ticket issuing neans (Ticket |ssuer
(PMC)), the file identifier as the FD2data of the file on which the file
open processing is perforned, and the access node indicated in the service
perm ssion ticket 15 (SPT) are related to each other. Accordingly, the

devi ce | 91818 1o det@nnyie by LSleril g (e i eagoen tghle whether a
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with reference’'to Fig. 83. Two file access units rea witers

as the d@Wow@ AGIeSS alHdrili sEaGrANG 2R IR ShAVY dlead 2fhadd1®d ef t si de,
and a partition containing files of the device 100 is shown at the right
side.5 file A. 1In this case, file B is referred to as a "source
file", while the file to which file B gives a permission is
referred to as a "target file".
As described above, based on the service permission
ticket (SPT) received during the session with the access
10 unit, the device creates a file open table in which the
partition manager code (PMC) as the ticket issuing means
(Ticket Issuer (PMC)), the file identifier as the ID data of
the file on which the file open processing is performed, and
the access mode indicated in the service permission ticket
15 (SPT) are related to each other. Accordingly, the device is
able to determine by referring to the file open table
whether a command received from the access unit can be
executed. |
(File Access Processing)
20 Details of the file access processing pérformed in step
S857 or S869 in Fig. 79 are described below.
The access processing to be executed when the file open
table shown in Fig. 81 is created is discussed with
reference to Fig. 83. Two file access units (ﬁ/w: reader

25 writers as the device access units) 750 and 760 are shown at



It is now assuned that, after conducting nutual authentication with the
device, the file access unit (RFRW 5 reader/witer) 750 has sent an access
perm ssion ticket having the file ID: [0x0002] and the file access node:
[ Read] to the device 100, and has succeeded in the verification of the
ticket, the ticket issuer, and the user. In this case, the entry of the
second row of the file 10 open table shown in Fig. 81 is generated in the
device. This entry indicates that the access node [ Read] processing can
be perforned on the file ID [0x0002} i293the partition identified by the
partition manager code (PMC). In this case, the file access unit (R'W
reader/witer) 15 750 generates a command and sends it to the device. For

exanpl e, 4HRON ACA Y ALY B RAL MBI LA A S1d e dP fPx0002] : Read

Command (0x0002), the device checks the entry o e open table, and

identi fieeital tdte jacc@wvimde tHiReadhcay e executed for the file 1D
[ 0x0002), and then, 20 perforns reading processing. If the file access

unit (R'W readesbWhblerlsiR@dsends, afeerexamahetidqdatduwni te command for
the file I D [0x0002]: Wite Command (0x0002), or a data encryption
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(0x0001), to the device, the device receives the coomand, - 294 checks the

ent rysof reaelefri/lweriapen 780 easandntdent iddasd adrmi¥idre]t jpkeeessi ng for
the file I D [0x0002] or [Encryption
having the file ID: [0x0002] and the file access mode:
[Read] to the device 100, and has succeeded in the
verification of the ticket, the ticket issuer, and the uéer.
In this case, the entry of the second row of the file
10 open table shown in Fig. 81 is generated in the device.
This entry indicates that the access mode [Read] processing
can be performed on the file ID [0x0002] in the partition
identified by the partition manager code (PMC).
In this case, the file access unit (R/W: reader/writer)
15 750 generates a command and sends it to the device. For
example, upon receiving a data read command for the file ID
[0x0002]: Read Command (0x0002), the device checks the entry
of the file open table, and identifies that the access mode
[Read] can be executed for the file ID [0x0002], and then,
20 performs reading processing.
If the file access unit (R/W: reader/writer) 750 sends,
for example, a data write command for the file ID [0x0002]:
Wriﬁe Command (0x0002), or a data encryption processing

command for the file ID ([0x0001]: Encryption Command

25 (0x0001), to the device, the device receives the command,



processing] for the file ID [0x0001] is not permtted by the service

perm ssion ticket (SPT) received fromthe file 5 access unit (R'W
reader/witer) 750. Thus, the device termnates the process. It is now
assuned that, after conducting nmutual authentication with the device, the
file access unit (RFW reader/witer) 760 sends an access perm ssion
ticket having 10 the file ID: [0x0001] and the file access node:

[ encryption/decryption processing:’ Enc&Dec] to the device 100, and has
succeeded in the verification of the 9%ket, the ticket issuer, and the
user. In this case, the entry of the first row of the file 15 open table
shown in Fig. 81 is generated in the device. This entry indicates that the
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reader/witer) 0 generates a conmand and sends it to the device. For
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[ Encryption Command (0x0001)], the device checks the entry of the file
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processi ng: Enc&Dec] can be - 295 executed for the file ID: 0x0001, and

execus es adoes senerigpt (RYW :prreeeksi/mriter) 750. Thus, the device
terminates the process.

It is now assumed that, after conducting mutual
authentication with the device, the file access unit (R/W:
reader/writer) 760 sends an access permission ticket having

10 the file ID: [0x0001] and the file access mode:
[encryption/decryption processing: Encé&Dec] to the device
100, and has succeeded iﬁ the verification of the ticket,
the ticket issuer, and the user.

In this case, the entry of the first row of the file

15 open table shown in Fig. 81 is generated in the device.

This entry indicates that the access mode
[encryption/decryption processing: Encé&Dec] can be executed
for the file ID.[OxOOOI] in the partition identified by the
partition manager code (PMC1).

20 In this case, the file access unit (R/W: reader/writer)
760 generates a command and sends it to the device. For
example, upon receiving the encryption command for the file
ID [0x0001] [Encrypticon Command (0x0001)], the device checks

the entry of the file open table, identifies that the access

25 mode [encryption/decryption processing: Encé&Dec] can be



If the file access unit (RIW reader/witer) 760 sends, for exanple, a
data read command-for the file ID [0x0002]: 5 Read Command (0x0002) to the
device, the device receives the comand, checks the entry of the file open
table, and identifies that the [Read] processing for the file ID [0x0002]
is not permitted by the service perm ssion ticket (SPT) received fromthe
file access unit (RFW 10 reader/witer) 760. Thus, the device term nates
the process. As discussed above, based on the service perm ssion ticket
(SPT) received by the device fromthe28@ader/witer as the device access
unit, which serves as the service perm ssion ticket user, the device
creates a file open table 15 according to the processing flow of Fig. 80,

det er m nex Jphelderr RachLemrNa of.r QRA0MA | eaderdWd f&ls ahd he file access
unit can be executed based on the generat'ed file open table, and executes

the det eleficeshtRlodC @yeided s ihen, the access processing to be performed on
two 20 files is.discussed belowwth reference to Fig. 84. In Fig. 84, two

file access upEtsheREVEe neades/ whitenRywi7@eandr/4@itake SBOWRealsthe |eft
side, and a partition containing files of the device 100 is shown at the
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ticket (SPT) (see Fig. 31) that designates the - 296 target file is first
di scussefealdt Cosmamd 90O )t hat thaf idevicendudid ripvildeualeceives the
command, checks the entry of the file open table, and
identifies that the [Read] processing for the file ID
[0x0002] is not permitted by the service permission tickef
(SPT) received from the file access unit (R/W:
10 reader/writer) 760. Thus, the device terminates the process.
As discussed above, based on the service permission
ticket (SPT) received by the device from the reader/writer
as the device access unit, which serves as the service
permission ticket user, the device creates a file open table
15 according to the processing flow of Fig. 80, determines
whether each command from the reader/writer as the file
access unit can be executed based on the generated file open
table, and executes the determined processing.
Then, the access processing to be performed on two
20 files is discussed below with reference to Fig. 84. 1In Fig.
84, two file access units (R/Ws: reader/writers) 770 and 780
are shown at the left side, and a partition containing files
of the device 100 is shown at the right side.
An example of the processing using the service

25 permission ticket (SPT) (see Fig. 31) that designates the



aut hentication with the device, the file access unit (RW reader/witer)
770 sends two access perm ssion tickets, i.e., 5 an access perm ssion
ticket having SPT format 1 (file ID: [0x0001], and file access node:

[ encryption/decryption processing: Enc&Dec]), and an access perni ssion
ticket having SPT format 2 (file I D [0x0002], target file group: [PM],
target file ID: [0x0001], and read/wite perm ssion: 10 [Read]), to the
device 100, and that the file access unit 770 has succeeded in the
verification of the ticket, the ticket6 ssuer, and the user. In this case,
the entries of the file open table shown in Fig. 82 are generated in the
device. These entries 15 indicate that the file I D [0x0001] in the

partition g ddentdified by the parddtd manager code (PMCl) is a key file,
and is opened so that encryption an ecryption can be perfornmed, and that

the file ID [Q%OQQZhPMSaésqﬁEé fhbe, a&@ercwg%cbﬂngxfm%rt%%'ﬂ y read since

the colum of the file 20 access node is bl ank, and thus, the file ID

[ 0x0002] aukheppanred ivh tWhath idheLahad eathd o tdheddd s R {OXQO[/L] and is

set as the entry of the file open table. In this case, the file access unit

(R'W r eaderdew/wrarder) 7 70 Jeididd esv@ £00888dpangisends ktckatkheidavice.
For 25 exanple, the file access unit sends a command for reading - 29 t he

file 5D [p0OxQQQR2]ssame riviss s aridkes: avavitieror reametypt | ggiforig:he file ID
[ 0x0001]: Internal Encryption

[0x0001], and file access mode: [encryption/decryption
processing: Enc&Dec]), and an access permission ticket
having SPT format 2 (file ID [0x0002], target file group:
[PMC1], target file ID: [0x0001], and read/write permission:

10 [Read]), to the device 100, and that the file access unit
770 has succeeded in the verification of the ticket, the
ticket issuer, and the user.

In this case, the entries of the file open table shown

in Fig. 82 are generated in the device. These entries

15 indicate that the file ID [0x0001] in the partition
identified by the partition manager code (PMCl) is a key
file, and is opened so that encryption and decryption can be
performed, and that the file ID [0x0002] is a data file, and
cannot be externally read since the column of the file

20 access mode is blank, and thus, the file ID [0x0002] is
opened so that it can be read for the file ID [0x0001] and
is set as the entry of the file open table.

In this case, the file access unit (R/W: reader/writer)

770 generates a command and sends it to the device. For

25 example, the file access unit sends a command for reading



Command (0x0001, 0x0002). Upon receiving the conmand, the device checks
the entries of the file open table, and 5 identifies that [Read] can be
performed for the file ID [0x0002] so that [Encryption processing] can be
executed for the target file [0x0001] of the target file group [PMC].
The device then reads the data of the file ID [0x0002], and perforns
encryption by using the key of the file ID [0x0001], 10 and sends the
encrypted data to the access unit. According to the processing using the
service permssion ticket (SPT) (seeZPfi’g- 31) that designates the target
file, data read froma file can be encrypted by using an encryption key
stored in another file so as to obtain the 15 encrypted data. Thus, a

| eakage ahet e 1deamy Rlosd odat1a dnd adr PRI RPULS LAl Re prevented. A

description is now given of the processing when a plurality of service
per m ssi @ ciypalon (SRTohe Taa Fid RHo00dihat wachipedido e i ocessi ng

to be executed on a single 20 file are used rather than the service

perm ssi @onimacket (0xkIBO)L ,( De@06i2g.. 3Ypdrhate iagidd asnd A@@tadd | &hdt is now
assuned that, after conducting nmutual authentication with the device, the

file acceevidri tchiedkd thecaderriws todr )thABE iSendpdnivanicessdd ckets, i.e.,
an access 25 ticket having SPT format 1 (file ID: [0x0002] and a file - 298
access nmodent[iRdad] thard [Reaadcess oeclpeir flramiaty SRT tfhoy naitle Z0(file | D
[ 0x0001] and fil e access node
[0x0002] so that [Encryption processing] can be executed for
the'target file [0x0001] of the target file group [PMC1l].
The device then reads the data of the file ID [0x0002], and
performs encryption by using the key of the file ID [OxOOdl],
10 and sends the encrypted data to the access unit.
According to the processing using the service
permission ticket (SPT) (see Fig. 31) that designates the
target file, data read from a file can be encrypted by using
an encryption key stored in another file so as to obtain the
15 encrypted data. Thus, a leakage of the decrypted data to an
external source can be prevented.
A description is now given of the processing when a
plurality of service permission tickets (SPTs) (see Fig. 28)
that each specify the processing to be executed on a single
20 file are used rather than the service permission ticket
(SPT) (see Fig. 31) that specifies target file.
It is now assumed that, after conducting mutual
authentication with the device, the file access unit (R/W:

reader/writer) 780 sends two access tickets, i.e., an access

25 ticket having SPT format 1 (file ID: [0x0002] and a file



[encryption/decryption processing: Enc&Dec]) to the device 100, and has
succeeded in the verification of the ticket, 5 the ticket issuer, and the
user. In this case, the entries of the first and second rows of the file"
open table shown in Fig. 81 are generated in the device. These entries
indicate that the access node [Encryption/decryption processing: Encé&Dec]
processi ng can 10 be executed for the file ID [0x0001] in the partition
identified by the partition manager code (PMCl), and that the access node
[ Read] processing can be executed for 2Me—-file ID. 0x0002 in the partition
identified by the partition mnanager code (PMC2). 15 In this case, the file
access unit (RIW reader/witer) 780 generates a conmand and sends it to

the devi indng t e (R S 002)
€ devi GRcddi0hodelCaIRENY %%dj%?are&g%esg%% eﬂr%ﬁ'?l)(}l of t gpo

for the data ID: [0x0002], the devic ITe open

table, identdifieesn:natodove1aceass fmde JRead] Rurocessing can be execut ed
for the file ID: 0x0002, an executes the reading processing. The device

t hen senderidigpdieay g dta dihe dddes AGRPS Edbtidec Thed idie afhasse unit
(RFW reader/witer) 780 also generates a command, and sends it to the
devi ce. Upan &20@ meceistidi@dderl dat areneramilfion womed dfiy dihedd e | D -
299 [0x0001] [Encryption Conmand (0x0001, Data)], the device checks the
ent ry5of thee tiidke tofdersueahl @nd dévd idseas, t hat the

In this case, the entries of the first and second rows
of the file open table shown in Fig. 81 are generated in the
device. These entries indicate that the access hode |
[Encryption/decryption processing: Encé&Dec] processing can

10 be executed for the file ID [0x0001] in the partition
identified by the partitidn manager code (PMCl), and that
the access mode [Read] processing can be executed for the
file ID: 0x0002 in the partition identifiéd by the partition
manager code (PMC2).

15 In this case, the file access unit (R/W: reader/writer)
780 generates a command and sends it to the device. Upon
receiving the data read command: Read Command (0x0002) for
the data ID: [0x0002], the device checks the entry of the
file open table, identifies that the access mode [Read]

20 processing can be exécuted for the file Ib: 0x0002, and
executes the reading processing. The device then sends the
read data to the file access unit.

The file access unit (R/W: reader/writer) 780 also
generates a command, and sends it to the device. Upon

25 receiving the data encryption command for the file ID



access node [encryption/decryption processing: Enc&Dec] processing for the
file I D [0x0001] can be executed, and 5 executes the encryption processing.
The device then sends the encrypted data [Encryption Data] to the file
access unit (R'W reader/witer) 780. As discussed above, when a plurality
of service permssion tickets (SPTs) (see Fig. 28) that each specify 10
the processing for a single file is used rather than a service perm ssion
ticket .(SPT) (see Fig. 31) that specifies the target file, data to be
encrypted is read. Accordingly, the 29%er of data transfer operations
between the file access unit 780 and the device is increased, and the data
is 15 read outside the device w thout being encrypted. In contrast, a

pl ural i tyo foofoill]e_[' entifiers O%anidj_e(rbgéof@bilng i ur al 1_{[ f .data files to
clu & int R e
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the encrypted data [Encryption Data] to the file access unit
(R/W: reader/writer) 780.
As discussed above, when a plurality of service
permission tickets (SPTs) (see Fig. 28) that each specify
10 the processing for a single file is used rather than a
service permission ticket (SPT) (see Fig. 31) that specifies
the target file, data to be encrypted is read. Accordingly,
the number of data transfer operations between the file
access unit 780 and the device is increased, and the data is
15 read outside the device without being encrypted.

In contrast, a plurality of file identifiers for
identifying a plurality of data files to be accessed are
included in the service permission ticket (SPT) (see Fig.
31). Among the plurality of file identifiers, one

20 identifier may be set as the target file identifier, and
read or write permission data for the target file is stored.
As the access mode for the other data file, encryption
processing using an encryption key stored in the data file
is set. With this configuration, the memory-loaded device

25 receives the service permission ticket (SPT) from the access



t he desi gnated access node. Accordingly, the nmenory-|oaded device is able
to execute internal encryption processing 5 within the device. It is also
possible to prevent the data from being output outside the device wthout
bei ng encrypted. The ticket issuing neans for issuing the service

perm ssion ticket (SPT) is the ticket issuing nmeans nmanaged by the
partition manager, which is the entity managing the 10 nenory area of the
menory-| oaded device. By individually issuing the service perm ssion
tickets (SPTs) in which various accesS0fpdes are set according to the
access units, different access nodes can be executed according to the
access units. 15 (Usage Mode of Session Key) Mst of the data sent and

[ ecel ved pakegndl i elis L0l M e di e Ane dalpa dhat have to

be prevented frombeing | ed to an ‘exte such as user
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sent and recéived between the access unit and the device
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added to the data as the tampering check val ue. For data encryption, a
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access unit and the - 301 device can be used. As discussed above, the
nmut uad  autthemt ithat ider iicecl udes idewlee adddmlieccald Prdvent hdedetee
from being output outside the device without being encrypted.
The ticket issuing means for issuing the service
permission ticket (SPT) is the ticket issuing means managed
by the partition manager, which is the entity managing the
10 memory area of the memory-loaded device. By individually.
issuing the service permission tickets (SPTs) in which
various access modes are set according to the access units,
different access modes can be executed according to the
access units.
15 (Usage Mode of Session Key)
Most of the data sent and received between the file
access unit and the device are data that have to be
prevented from being leaked to an external source, such as
user information of the device or billing information.
20 Accordingly, the data sent and received between the file
access unit and the device may preferably be encrypted, and
MAC (Message Authentication Code) may be added to the data
as the tampering check value.
For data encryption, a session key generated in the

25 mutual authentication between the file access unit and the



and partition authentication for each partition. Wien meking an access to
a file created in the partition, the 5 encryption key is used for data
transfer. There are several types of encryption keys. For exanple, as
shown in Fig. 85, between the device 100 and an access unit 800, there are
a session key Ksesl generated by device authentication, a session key
Kses2 10 generated by partition authentication with a partition
corresponding to the partition manager code (PMCl), and a session key
Kses3 generated by partition authenti 8@lien with a partition corresponding
to the partition nmanager code (PMC2). 15 These session keys are stored in
the authentication table (see Figs. 51 and 52), which is generated during

the it Wi hat ifatiay, unid lo:a SRANlON Sy £l ey dia device and the

reader/witer (a PC or another ~communi cation unit serves as the

devi ce age8%enlidatidd tﬂﬁm&%@%%ﬁ&&%&% Cor A8t LTl Ed N

advance which session key is to be used for encryption communi cation as

the rul esndandrtthe 198 Shdih AN Ga die Pl ayad rdidyy,  thdde determ ned
rules. It is now assuned that access is allowed to files in a 25 plurality

of diffemamingalan HcRss @b comdilld Grddiald -im0he RRldd 4 9h authent i cation
has been perforned for each of the partitions, or device authentication
has bgen eowiguatied kay is used for data transfer. There are several
types of encryption keys.
For example, as shown in Fig. 85, between the device
100 and an access unit 800, there are a session key Ksesl
generated by device authentication, a session key Kses2

10 generated by partition authentication with a partition
corresponding to the partition manager code (PMCl), and a
session key Kses3 generated by partition authentication with
a partition corresponding to the partition manager code
(PMC2) .

15 These session keys are stored in the authentication
table (see Figs. 51 and 52), which is generated during the
mutual authentication, until a session is cleared.

The device and the reader/writer (a PC or another
communication unit), which serves as the device access unit

20 that communicates with the device, determine in advance
which session key is to be used for encryption communication
as the rules, and the session key can be employed according
to the determined rules.

It is now assumed that access is allowed to files in a

25 plurality of different partitions, on condition that



this case, a single integrated session key is created froma plurality of
session keys obtained as a result of a 5 plurality of authentication
processi ngs, and comruni cation data for the access unit is encrypted based
on the integrated session key. One of the nethods for creating the
integrated session key is as follows. Wien a plurality of session keys
Ksesl 10 through KsesN are generated by the nutual authentication
processi ngs between the device and the reader/witer (a PC or another
comuni cation unit), which serves as slo€ device access unit that

communi cates with the device, an exclusive OR (ex. 8-byte processing) is
performed on the pIuraIity of 15 session keys Ksesl through KsesN, and the

| cul at h t
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with the device, the rul€ is predetermned in mhlch an exclusive ORis
perfornegiematine %st's%sli%hs k%':},sstdyt%ctdéa bat by agdipnt igatd on tables, and
the resulting - 303 output value is used as the session key. The session

key is tpheragaksulost edithesed QR ildH prddedsialth | sitsbriinication
data for the access unit is encrypted based on the
integrated session key.

One of the methods for creating the integrated session
key is as follows. When a plurality of session keys Ksesl

10 through KsesN are generated by the mutual authentication
processings between the device and the reader/writer (a PC
or another communication unit), which serves as the device
access unit that communicates with the device, an exclusive
OR (ex. 8-byte processing) is performed on the plurality of

15 session keys Ksesl through KsesN, and the calculation result
is used as the encryption session key for the communication
data. That 1is, Kses calculated by:

Kses = Kses XOR Kses2 XOR Kses3

XOR: exclusive OR processing (ex. 8-byte processing)

20 is used as the session key.

Between the device and the reader/writer (a PC or
another communication unit) as the device access unit that
communicates with the device, the rule is predetermined in
which an exclusive OR is performed on the session keys

25 stored in both authentication tables, and the resulting



encrypting the communi cation data. Simlarly, a different session key
shared during the nutual authentication, for 5 exanple, a session key
generated during the public key authentication, or session-key generated
data, for exanple, the lower 64 bits of the Y coordinate, can be used for
adding a MAC value to the comruni cation data during the session. This MAC
val ue may be sent together with the 10 conmuni cation data (nay be encrypted
data), and the MAC verification is performed by the receiving side,
thereby preventing data from being-t a&gsered with in the comunication
channel . The MAC generation and verification has been discussed with
ref erence to Fig 59. 15 Alternatively the following rule may be set:
anong th f&g S onl% ses| trﬁgugh sesN Oblalqgéﬂ t he
ery

esss:. e Sges .
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key is selactieth ialy ey idig ithe tw@wwta&&h&%&m ifg-to this
rule. 25 The above- descrlbed cal cul ation or selection by usihg - 304 the
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conmruni cation between the file access unit and
authentication, or session-key generated data, for example,
the lower 64 bits of the Y coordinate, can be used for
adding a MAC value to the communication data during the
session. This MAC value may be sent together with the

10 communication data (may be encrypted data), and the MAC
verification is performed by the receiving side, thereby
preventing data from being tampered with in the
communication channel. The MAC generation and verification
has been discussed with reference to Fig. 59.

15 Alternatively, the following rule may be set: among the
plurality of session keys Ksesl through KsesN obtained by
the mutual authentication processings between the device and
the reader/writer (a PC or another communication unit),
which serves as the device access unit that communicates

20 with the device, one key (ex. the latest session key) is
selected, and the subsequent communication processing is
performed by using this key as the data encryption key.
Then, the session key is selected for encrypting the
communication data according to this rule.

25 The above-described calculation or selection by using



the device, but also to the encryption conmunication between any ticket
(PRT, FRT, SPT, or DUT) user (the unit that 5 perforns data comruni cation
with the device, such as the reader/witer as the device access unit) and
the device, when a plurality of session keys are generated by nutual

aut hentication. The nethod for creating the session key, i.e., the

cal cul ation or the selection anong the plurality 10 of session keys, may be
predeterm ned as the rule between each ticket user and the device, and

t hen, each ticket user and the devic&0gerform processing after confirmng
the rule. Alternatively, the rule may be recorded in each ticket. An
exanpl e of the typical procedure of the access 15 processing (step S857 or

869 in tQ%ep q_q&%ﬁl r;_ f0|f0\/¥ %f %'ngke erforgqt beyq:t hecflle %g)c S, uni t

on the deV|c OM/MAt e eren i € The

processi pg,d \gfygm%c ug. r%ctqo 0 eldi &rd | 1d “AO&J@Q dnsltd 3RS Ssed with

reference t 0 processing en access i s na

pluralityof dfe'vll%% (%@'ari%' YY) tr HRGUTHE %Vﬂ\qﬁé&uﬁtﬁ{l%aeﬂ% L vJegan 87 A

description is first given of the processing access i s na
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the processing of the file 25 access unit is shown at the left side, and

the psoceeyimeme dat302onde idaicr (Sad Rk Rvide shawn afs the right

side. Inthe file access processing, when perfornlng data transfer
reader/writer as the device access unit) and the device,

when a plurality of session keys are generated by mutual
authentication. The method for creating the session key,
i.e., the calculation or the selection among the plurality
10 of session keys, may be predetermined as the rule between
each ticket user and the device, and then, each ticket user
and the device perform processing after confirming the rule.
Alternatively, the rule may be recorded in each ticket.
An example of the typical procedure of the access
15 processing (step S857 or 869 in the processing flow of Fig.
79) performed by the file access unit on the device is
described below with reference to Figs. 86 and 87.
The processing when access is made to a single file
(Normal) is discussed with reference to Fig. 86, and the
20 processing when access is made to a plurality of files
(Combination) is discussed with reference to Fig. 87.
A description is first given of the processing when
access is made to a single file (Normal) with reference to
Fig. 86. 1In the flow of Fig. 86, the processing of the file

25 access unit is shown at the left side, and the processing of



between the file access unit and the device, data is .encrypted by the
sessi on key Kses obtained by the nutual 5 authentication processing, or the
session key which is calculated or selected froma plurality of session
keys, and tanper-checking MAC is generated and verified. In step S891, the
file access unit sends an access comuand to the device. This conmand is a
command specifying 10 the access file ID and the access node, and may be,
for exanple, a file I D [0x0002] data read comrand: Read Command (0x0002)
or afile ID[0x0001] encryption cormai0oé -[ Encryption Conmand (0x0001)],

whi ch has been discussed with reference to Fig. 83. 15 Upon receiving the
command fromthe file access unit (S901), the device determ nes whet her

the Tile 2 ad.the (ecesy, mge comaled.d nuhe command are feqqded as

an entry accepted in theée | € open 816 is Tho entry of

the filef&@ea%%cggéi?g%g%%gq%%ﬁ gﬁﬁﬁpg#%ﬂ?ﬁ%&ﬁg)&%%éfg%&%g@gyniin the file

open table, th exec e processing In accordance with

the commpRdyeaRd thiends AR RLGRS HrffY And ANVl & aGEASS Wit (S908). |f
there is an entry of the file ID and the access node corresponding to the

comrand igh iy thld &yoReR tsllsBon ket MreLD3Wdhed Ny dad GRitgfiers to the
file access authentication - 306 type (Acceptable Authentication type: the
aut hemit i @atthem t ilhRe oRP@Gidided IWMIEN ACGARS Jes JIRAL Ky artsiRacifd ¢ file)
calculated or selected from a plurality of session keys, and
tamper-checking MAC is generated and verified.
In step S891, the file access unit sends an access
command to the device. This command is a command specifying

10 the access file ID and the access mode, and may be, for
example, a file ID [0x0002] data read command: Read Command
(0x0002) or a file ID [0x0001] encryption command
[Encryption Command (0x0001)], which has been discussed with
reference to Fig. 83.

15 Upon recelving the command from the file access unit
(S901), the device determines whether the file ID and the
access mode contained in the command are recorded as an
entry accepted in the file open table (S202). If there is
no entry of the file ID and the access mode corresponding to

20 the command in the file open table, the device does not
execute the processing in accordance with the command, and
sends an access error to the file access unit (S908).

If there is an entry of the file ID and the access mode
corresponding to the command in the file open table, in step

25 §903, the device refers to the file access authentication



recorded in the file definition block (FDB) (see Fig. 24) of the
corresponding partition in the device nenory, and 5 determ nes the

aut hentication level required for executing the access conmand for the
access file (whether the public key authentication is required). If it is
found in step S903 that the file access authentication type (Acceptable
Aut henti cation Type) of the 10 file definition block (FDB) indicates that
.the public key authentication is required, it is determned in step S904
whet her the public key authenticati en3f&s been conducted as the

aut hentication level required for the access conmand. |f the authentication
has not been conducted, the processing 15 in accordance with the comand

i t ed, . : J i . it S908) .
i s no eﬁfﬁ’a‘é{?@*ﬁa t@%gﬁﬁeﬁ%ﬁrwpépﬁ@ Jid g ACcEss; di t (S908)

A deter e aut henti'cati on has been ~conducted can
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set in thé nutual authentication. 20 If It is determned in step S903 t hat
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the file definition block (FDB) indicates that the public Key

aut hent i Gfd @ rireJpRad iRl paantd difor tid ScHielRIVE A thdnbSf Sancb904 that the
public key authentication has been conducted, 25 or if it is determ ned
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Type) of the file definition block (FDB) indicates that the public key
aut hent i cate @rdess command for the access file (whether the public
key authentication is required).
If it 1s found in step S903 that the file access
authentication type (Acceptable Authentication Type) of the
10 file definition block (FDB) indicates that the public key
authentication is required, it is determined in step S904
whether the public key authentication has been conducted as
- the authentication level required for the access command.
If the authentication has not been conducted, the processing
15 in accordance with the command is not executed, and sends an
access error to the file access unit (S908). A
determination as to whether the authentication has been
conducted can be made based on the authentication table (see
Fig. 51), which has been set in the mutual authentication.
20 If it i1s determined in step 5203 that the file access
authentication type (Acceptable Authentication Type) of the
file definition block (FDB) indicates that the public key
authentication is required, and if it is determined in step
S904 that the public key authentication has been conducted,

25 or if it is determined that the file access authentication



not required, the process proceeds to step S905. In step S905, the device
refers to the file access verification type 5 (Acceptable Verification
Type: the verification type specified when access is nade to a specific
file) recorded in the file definition block (FDB) (see Fig. 24) of the
correspondi ng partition in the device nmenory, and determ nes the
verification level required for executing the access 10 command for the
access file (whether the public-key wverificationis required).. If it is
found in step S905 that the file aceeg97 werification type (Acceptable
Verification Type) of the file definition block (FDB) indicates that the
public-key ticket 15 verification is required, it is determned in step
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Ei cges VahicklegdbiaR Reyi#8eR tieNdygledd 11y Jdriifieddidh aggpss verification
7P specified when access is made to a specific file) recorded

in the file definition block (FDB) (see Fig. 24) of the

corresponding partition in the device memory, and determines

the verification level required for executing the access

10 command for the access file (whether the public-key

verification is required).

If it is found in step 8905 that the file access
verification type (Acceptable Verification Type) of the file
definition block (FDB) indicates that the public-key ticket

15 verification is required, it is determined in step S906
whether the public-key ticket verification has been
conducted at the verification level required for the access
command. If the verification has not been conducted, the
device does not execute the processing in accordance with

20 the command, and sends an access error to the file access
unit (S908).

If it is found in step 5905 that the file access
verification type (Acceptable Vefification Type) of the file

definition block (FDB) indicates that the public-key ticket

25 wverification is required, and if it is determined in step



(Acceptable Verification Type) of the file definition block (FDB)

i ndicates that the public-key ticket verification is 5 not required, the
process proceeds to step S907. In step S907, the device executes the
processi ng of the access comuand received fromthe file access unit, and
sends a result to the file access unit. Upon receiving the access conmand
result (S892), the 10 file access unit determ nes whet her another file
access is to be made (S893). If another file access is nade, step S891
and the subsequent steps are repeated30#8ndif another file access is not
made,. the process is conpleted. The processing when access is nade to a
plurality of 15 files (Conbination) is described belowwth reference to
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authentication processing, or the session key calculated or selected from
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verified. 25 In step S911, the file access unit sends an access - 309
commahd ot hegddvess. tHe prememnbiccaedommtapesddyl ngn tdee@ecess
file ID (source), the access target file ID, and
S907, the device executes the processing of the access
command received from the file access unit, and sends a
result to the file access unit.
Upon receiving the access command result (S892), the
10 file access unit determines whether another file access is
to be made (S8893). 1If another file access is made, step
5891 and the subsequent steps are repeated, and if another
file access is not made, the process is completed.
The processing when access is made to a plurality of
15 files (Combination) is described below with reference to Fig.
87. In the flow of Fig. 87, the processing of the file
access unit is shown at the left side, and the processing of
the device (see Fig. 5) is shown at the right side. 1In the
file accéss processing, when performing data transfer
20 between the file access unit and the device, data is
encrypted by using the session Key Kses obtained in the
mutual authentication processing, or the session key
calculated or selected from a plurality of session keys, and

tamper-checking MAC 1s generated and verified.

25 In step S$911, the file access unit sends an access



t he access node, and may be, for exanple, a command [Internal Encryption
Command (0x0001, 0x0002) specifying the 5 execution of the internal
encryption processing for the source file ID [0x0002] by using the key of’
the target file 1D [0x0001], as has been discussed with reference to Fig.
84. Upon receiving the conmand fromthe file access unit (S921), the

devi ce determ nes whether this access command is 10 included in the entry
of the target file ID of the file open table (S922). If the access comuand
is included in the entry of the target30i l-e 1D of the file open table, the
devi ce does not execute the processing in accordance with the command, and
sends an access error to the file access 15 unit (S934). If the access

dis incl d.n the .ent f, it fil fd ]
Cabl o i SOPBESES e BRHER Y Pae Mol AP Ts 14 Forrnull Gl indl on
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bl ock (FIBl G$R&dE thodt?) Md thE RLr RPN Lard idd@ih i the device
menory, and determnes 'the authentication |level required for executing the

access QoG al10EANEARAGRS TRl (040 dwhesfiryo 4yhes g 446 kY h 25
authentication is required). - 310 If it is found in step S923 that the
file sccesecuwrilhentt erld amterhe 1( Acantpadl e Atdeid aad iJr Taee) of the
source file ID [0x0002] by using the key of the target file
ID [0x0001], as has been discussed with reference to Fig. 84.
Upon receiving the command from the file access unit
{(S921), the device determines whether this access command is
10 included in the entry of the target file ID of the file.open
table (S$922). If the access command is included in the
entry of the target file ID of the file open table, the
device does not execute the processing in accordance with
the command, and sends an access error to the file access
15 unit (S934).

If the access command is included in the entry of the
target file ID of the file open table, in step S$923, the
device refers to the file access authentication type
(Acceptable Authentication Type: the authenfication type

20 specified when access is made to a specific file) recorded
in the file definition block (FDB) (see Fig. 24) of the
corresponding partition in the device memory, and determines
the authentication level required for executing the access
command for the access target file (whether the public key

25 authentication is required).



file definition block (FDB) set for the access target file indicates that
the public key authentication is required, it 5is determned in step S924
whet her the public key authentication at the authentication |evel required
for the access command has been conducted. If the authentication has not
been conducted, the device does not execute the processing in accordance
wi th the command, and sends an 10 access error to the file access unit
(S934). A determination as to whether the authentication has been
conducted can be made based on the autAénti cation table (see Fig. 51)

whi ch has been set in the nutual authentication. If it is found in step
S923 that the file access 15 authentication type (Acceptabl e Authentication

Type) of the rfine delkBLhhOBaDLeEK 658) caek kol Mheageeagglarget Tile

i ndi cates that the pub ey authentication is require and if it is
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indicates that the public key authentication is not required, the process
proceeds ihadithersSI2at HheStRP1IW ket a1t Gea tiRferis tredierdd | e @access

verification type (Acceptable 25 Verification Type: the verification type
speci$i edswhetermihkd decesep SaPderHeherspand fdublfiid ey ecorded in the
file definition block (FDB) (see Fig. 24) of the corresponding
authentication at the authentication level required for the
access command has been conducted. If the authentication
has not been conducted, the device does not execute the
processing in accordance with the command, and sends an
10 access error to the file access unit (8934). A
determination as to whether the authentication has been
conducted can be made based on the authentication table (see
Fig. 51) which has been set in the mutual authentication.
If it is found in step 5923 that the file access
15 authentication type (Acceptable Authentication Type) of the
file definition block (FDB) set for the access target file
indicates that the public key authentication is required,
and if it is determined in step S$924 that the public key
authentication has been conducted, or if it is determined
20 that the file access authentication type (Acceptable
Authentication Type) of the file definition block (FDB)
indicates that the public key authentication is not required,
the process proceeds to step $925. 1In step 5925, the device

refers to the file access verification type (Acceptable

25 Verification Type: the verification type specified when



partition in the device nmenory, and determ nes the verification |evel
required for executing the access conmand 5 for the access target file
(whether the public-key wverificationis required). If it is determned in
step S925 that the file access verification type (Acceptable Verification
Type) of the file definition block (FDB) set for the access target file 10
i ndi cates that the public-key ticket verificationis required, it is
determ ned in step S926 whet her the public- key ticket verification at the
verification level required for the &dess command has been conducted. |f
the verification has not been conducted, the device does not 15 execute
the processing in accordance with the command, and sends an access error

to the fizl.eecaGCESS mAR t@s%:gq‘)p-ecliffiict #:19 houndbd st el S8 dshad the file

access verification type (AcCeptable Verification Type) of the file
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public-key ticket verificationis required, and if it is ermned in
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if it is determned that the file access verification type (Acceptable

Veri fi catvieen fIype)iodf ltehe 1f idequdefddnifidronands ip (HeDR)cdayll cinefarddhat the
public-key ticket verificationis - 312 not required, the process proceeds

to step $927thlenagiceps $324ett [fd ldevinte ttlackhe fasad okdyhe command, the
file verification is required).

If it 1s determined in step S$925 that the file access
verification type (Acceptable Verification Type) of the file
definition block (FDB) set for the access target file

10 indicates that the public-key ticket verification is
required, it is determined in step S926 whether the public-
key ticket verification at the verification level required
for the access command has been conducted. If the
verification has not been conducted, the device does not

15 execute the processing in accordance with the command, and
sends an access error to the file access unit (S934).

If it is found in step S$925 that the file access
verification type (Acceptable Verification Type) of the file
definition block (FDB) set for the access target file

20 indicates that the public-key ticket verification is
required, and if it 1s determined in step 8926 that the
public-key ticket verification has been conducted, or if it
is determined that the file access verification type

(Acceptable Verification Type) of the file definition block

25 (FDB) indicates that the public-key ticket verification is



access type (Read/ Wite) designated by the target file ID contained in the
access command. 5 The device determ nes whether the file designated by the
source file I D contained in the command received from the file access unit
is opened for the access type (Read/Wite) contained in the access comand
(S928). If the access type (Read/Wite) for executing the command is not
10 contained in the file open table, the device does not execute the
processing in accordance with the command, and sends an access error to
the file access unit (S934). If the-aBdess type (Read/ Wite) corresponding
to the command is contained in the file open table, in step S929, 15 the
device refers to the file access authentication type (Acceptable

Aut hent ot { t t i
ngdee?olg%ghg%ﬁﬁgyadle$l g%%} é%F%EO &%K% (%fglnltlonmhﬁgéﬁg e%%)lfsee
Fig. 24) sofy7t hgpeC Rr‘i%%o%‘i’ﬂe%&sparbta‘stéd)%d & Y R, TR 81

det er mi nes 20 the authentlcatlon l'evel for executing t’he access connand

for the aceess WL ardde wrthehhefeditm AW ify kae authantdcalign is
required). If it i's found in step 892 that the file access authentication

type (AceepirabhedAuhhemntd Galdedy DHamaref. the 25 file definition block
(FDB) set for the access source file - 313 indicates that the public key

aut hemti cat i omhesdeefder @dteirininks dakeh@rnedel FiSkepeSA30awat bgr t he
public key v

the source file ID contained in the command received from
the file access unit is opened for the access type
(Read/Write) contained in the access command (S928). If the
access type (Read/Write) for executing the command is not

10 contained in the file open table, the device does not
execute the processing in accordance with the command, and
sends an access error to the file access unit (S934).

If the access type (Read/Write) corresponding to the

command is contained in the file open table, in step $929,

15 the device refers to the file access authentication type
(Acceptable Authentication Type: the authentication type
designated when access is made to a specific file) recorded
in the file definition block (FDB) (see Fig. 24) of the
corresponding partition in the device memory, and determines

20 the authentication level for executing the access command
for the access source file (whether the public key
authentication is required).

If it is found in step S$929 that the file access

authentication type (Acceptable Authentication Type) of the

25 file definition block (FDB) set for the access source file



aut hentication at the authentication level required for the access comand
has been conducted. If the authentication 5 has not been conducted, the
devi ce does not execute the processing in accordance with the comrand, and
send an access error to the file access unit (S934). A determ nation as
to whether the authentication has been conducted can be nade based on the
authentication table (see 10 Fig. 51) which has been set in the nutual
authentication. |If it is determned in step S929 that the file access

aut henti cati on type (Acceptabl e Aut keldtlidcati on Type) of the file
definition block (FDB) set for the access source file indicates that the
public key authentication is required, 15 and if it is determned in step

S930 t hat; Mellloll %ﬁﬂg t] j €H§$ een & t ar. {f the file
access alt?t g:ntl catt?}(?nkte%(t?fg (Accrledpta Igdn]Aut e%tl caltcls}ggl%ylgée%u%#ec%’hel{1fi |l e
defini tiqn Ak (i) ihd<q) o IPaindtir Publd Glsyic auhentication is not

requi red, the process proceeds to step 20 S931. In step 31, the device

refers tutherdil@ Berest: Y iftdaidtandtish (AGEEPt a8 AeY i fdcation Type:
the wverification type designated when access is nmade to a specific file)

recor ded ddtdsie donnurdefay e MadadddB) of £ thes cartiesponditibpartition
in the device nenory, and 25 determ nes the verification | evel required for

execusi nashewot Ikbn aeerRRL ATTRINE fdyvide deeestos araaitd [thd whet her the
public key verification is required).

processing in accordance with the command, and send an

access error to the file access unit (5934). A

determination as to whether the authentication has been

conducted can be made based on the authentication table (see

10 Fig. 51) which has been set in the mutual authentication.

If it is determined in step S929 that the file access
authentication type (Acceptable Authentication Type) of the
file definition block (FDB) set for the access source file
indicates that the public.key authentication is required,

15 and if it is determined in step S930 that the public key
authentication has been conducted, or if the file access
authentication type (Acceptable Authentication Type) of the
file definition block (FDB) indicates that the public key
authentication is not required, the process proceeds to step

20 S8931. In step 8931, the device refers to the file access
verification type (Acceptable Verification Type: the
verification type designated when access is made to a
specific file) recorded in the file definition block (FDB)
cf the corresponding partition in the device memory, and

25 determines the verification level required for executing the



If it is found in step S931 that the file access verification type
(Acceptable Verification Type) of the file 5 definition block (FDB) set
for the access source file indicates that the public-key ticket
verification is required, it is determned in step S932 whet her the
public- key ticket verification at the verification level required for the
access command has been conducted. If the 10 verification has not been
conducted, the device does not execute the processing in accordance with
the command, and sends an access err8l4to the file access unit (S934). If
it is found in step S931 that the file access verification type
(Acceptable Verification Type) of the file 15 definition block (FDB) set

Veri f1 car onie SHEERd o Y BcRRd Ml Y By B har e

verification is required, an etermned in s

publ i c- keypliieK&leyV elrfiira ki nhas Qggﬁﬁggggqcted, or if the file access
verification type (Acceptable Verification Type) 20 of the file definition

bl ock (FDB) indicates Ebahat hg spepl soskeynyer ihecatil@nacgerat required,
the process proceeds to step S933. In step 5933, the device executes the

processi Regrfiidichhecaceepe Commptamaeeivnad fieaidie fided Aceess funid, and
sends a result to the file access unit. 25 Upon receiving the access
comefhd desihti ti8a1B) ockhg FDB31Setf iflor atres-ded sdrirerdnifiids whet her
another file access is to be made (S913), and if another file access is
made, steépdicates that the public-key ticket verification is
required, it is determined in step S$932 whether the public-
key ticket verification at the verification level required
for the access command has been conducted. If the
10 verification has not been conducted, the device does ﬁot
execute the processing in accordance with the command, and
sends an access error to the file access unit (S934).
If it is found in step S$931 that the file access
verification type (Acceptabie Verification Type) of the file
15 definition block (FDB) set for the access source file
indicates that the public-key ticket verification is
required, and if it is determined in step S932 that the
public-key ticket verification has been conducted, or if the
file access verification type (Acceptable Verification Type)
20 of the file definition block (FDB) indicates that the
public-key vefification is not required, the process
proceeds to step $933. In step S933, the device executes
the processing for the access command received from the file

access unit, and sends a result to the file access unit.

25 Upon receiving the access command result (S912), the



S911 and the subsequent steps are repeated. If another file access is not
made, the process is conpleted. 5 The above-described file access
processi ng has been 'described, assum ng that the data designated by a
single file structure is stored in the file. However, data having
different file structures may be stored in a single file, so that the
processing simlar to the above-described 10 sequential processing for a
plurality of files can be executed by a single cormmand for a single file.
Fig. 88 illustrates the configuratien3il® which the sequential processing
is performed on data in a single file by a single conmand for a single
file. 15 As shown in Fig. 88, the file is an e-noney file, which 1is forned

of [Pur S%]ll%s achlels ngmq.act Be ]n Ll Ao la fJ.aJ.rgj a[déeégs key data
at

for encrypting or ecryptlng or exanple, as shown 1n

88(a), atdepRsidsdeoniE@ng) ,2%dos lssoeacHJﬂﬁeQa mcg LI OCES S
executed: X yen is added to [Purse] as the billing data inthe file (8941)

and  al s@g1i1nf@imaion trlquiiten has keen aqdad 4o [ Aur sglodner Wiiltd en
into [ Log] asathe usage log data in the file (S942). The foollov]\; ngltype of

access pelddess A hiddkeladeSPThe ZFrowRed fid npnp1cimpsite file is
generated. The above - 316 descri bed noney-deposit command is defined as
t he perm ssi omthecapbasddeseeibed. £3Qr tekekle pdepesistinypasobekhe above-
described, assuming that the data designated by a single
file structure is stored in the file. However, data having
different file structures may be stored in a single file, so
that the processing similar to the above-described

10 sequential processing for a plurality of files can be
executed by a single command for a single file.

Fig. 88 illustrates the configuration in which the
sequential processing is performed on data in a single file
by a single command for a single file.

15 As shown in Fig. 88, the file is an e-money file, which
is formed of [Purse] as billing data, [Logl] as usage log
data, and [Key] as key data for encrypting or decrypting the
data.

For example, as shown in Fig. 88 (a), a deposit command

20 is specified, and two processings can be executed: X yen is
added to [Purse] as the billing data in the file (S941); and
also, information that X yen has been added to [Purse] is
written into [Log] as the usage log data in the file (S942).

The following type of access permission ticket (SPT)

25 specifying a composite file is generated. The above-



described file access node (see Fig. 29), [Deposit] is set in the file
access node of the access permssion ticket, and 5 e-noney is set as the
file ID. After sending this access permssion ticket to the device from
the file access unit, the deposit billing data is sent together with the
deposit command, thereby making it possible to performthe sequenti al
processing for the data in a single file in the 10 device, as shown in
Fig. 88(a). Also, as shown in Fig. 88(b), a receipt creation conmand (Mke
Recei pt Command) is defined, and then31l6hree- step processing can be
performed: X yen is subtracted from [Purse] as the billing data in the
file (S945); information 15 that X yen has been subtracted from|[Purse] is

Lo, LA oo nae gl e 3 MU 415, (R U] =

signatur @obmdhi) (st Hi?. G358 e HOldMNG AGaREH P YRR L | chet 20

(SPT) specitying a conposite file is genérated. ove- scri bed

recei pt  gl@atdi ®adc FTRNe JMake rRecei @le Lompnd)g)i s [[dgiﬂ‘dsﬁ as e

perm ssion command (see Fig. 30) corresponding to the wthdraw type of the

file access thede;1ESeRdEst me JoNVHHAMedsS watnids e didietacegss node
of 25 the access perm ssion ticket, and e-noney is set as the file - 317

| D. At ee-mondiynd st Bies access FENE I39.0n Afteketsdria ide HieVicedgdpm t he
file access unit, withdraw billing data is
permission ticket to the device from the file access unit,
the deposit billing data is sent together with the deposit
command, thereby making it possible to perform the
sequential processing for the data in a single file in the
10 device, as shown in Fig. 88 (a).

Also, as shown in Fig. 88(b), a receipt creation
command (Make Receipt Command) is defined, and then, three-
step processing can be performed: X yen is subtracted from
[Purse] as the billing data in the file (S945); information

15 that X yen has been subtracted from [Purse] is written into
[Log] as the usage log data in the file (5946); and [Key] as
encryption key data is added to [Log]l, and [Log] is sent
with the signature (S5947).

In this case, the following access permission ticket

20 (SPT) specifying a composite file is generated. The above-
described receipt creation command (Make Receipt Command) is
defined as the permission command (see Fig. 30)
corresponding to the withdraw type of the file access mode
(see Fig. 29); [Withdraw] is set in the file access mode of

25 the access permission ticket, and e-money is set as the file



sent together with the nake recei pt conmand, thereby nmaking it possible to
performthe sequential processing for the 5 data in a single file in the
device, as shown in Fig. 88(b). In this manner, when the file specified in
the service permssion ticket (SPT) is a conposite file, the device
selects the file to be processed indicated in the command received from
the access unit fromthe conposite file, and 10 executes the processing. If
the data processing command fromthe access unit is a sequential
processi ng command including a set -of31pr ocessi ngs, the device selects the
file to be processed indicated in each command contained in the

sequential processing command fromthe conposite file 15 specified in the

servi ce pey M S} tdbkaitnd SPDs AMbss 2 dy PR

processings. [B4.7. Processing Procedur Access roceSS|ng Met hod

Usi ng Serddva& PerdBns i £hiieKefc deaRlMurd it | t %e@yﬁﬂ descr i ffdata 5

access-processing-file setting 20 regi stration processing using t

service RRMA SYREHdCkBIth (PR Nma KRItAER) o 33 hedinh£ad | Ofhd SeisPndHct R4

bet ween the device and the reader/witer as the device access unit, i.e.,

a servi catPo¥ssyIeN td ¢eatf (AP HhdlsRiqudiiagebhycd i ndards tirgh manager,
and then, file access is nade based on 25 the service perm ssion ticket

(SPT)5 Thiarte are a wd rigipe < idfe -imlthe Mawiade ahedHdowatioFimdess (4). ., the
publi c-key nmutual authentication and the conmon-key nut ual authentication.
In this manner, when the file specified in the service
permission ticket (SPT) is a composite file, the device
selects the file to be processed indicated in the command
received from the access unit from the composite file, and
10 executes the processing. If the data processing command
from the access unit is a sequential processing command
including a set of processings, the device selects the file
to be processed indicated in each command contained in the
sequential processing command from the composite file
15 specified in the service permission ticket (SPT), and
sequentially performs the processings.
[B4.7. Processing Procedure in Each Access Processing
Method Using Service Permission Ticket (SPT]
In the above-described access-processing-file setting
20 registration processing using the service permission ticket
(SPT), mutual authentication is conducted between the device
and the reader/writer as the device access unit, i.e., a
service permission ticket (SPT) user, managed by the

partition manager, and then, file access is made based on

25 the service permission ticket (SPT). There are two types of



There are also two types of ticket (SPT) verification processing nodes,
i.e., the signature verification of the 5 public key system and the MAC
checki ng of the commbn key system That is, the follow ng four processing
nodes are primarily provided: (A) nutual authentication (public key) and
ticket (SPT) wverification (public key); 10 (B) mnutual authentication
(public key) and ticket (SPT) verification (common key); (C nutual

aut henti cati on (common key) and ticket (SPT) verification (conmon key) ;
and (D) nutual authentication (commweni3key) and ticket (SPT) 15
verification (public key). The four processing nodes are briefly di scussed
wth reference to the drawi ngs by enphasizing the data transfer

processi ng .execut amang .t.he entjties, such.as t .certificate authority
Coa P ) Tyt P e a5 PRty - o e PRI 1 T e et ce
access unif.. i _.e.,_ .t PT, .ticket er devi.ce.. (A, .Mit ual

Aut hent i c%zla‘ltttlhoer?t%gu tlll%gl %ér-ly t&r?dl&ﬂ“gﬂ%e ""(E‘ég?lﬁ‘é 2lri lll%%?rll%lnc%ﬁ'uoor}‘i c Key) A
descripti i.s firtst; Qi j r . t ihg. s of  the data
transfer Tgle%rli‘ezrar#ee&%alnsgin\glt%g%}ne% tolegegcrl%eﬁtt eﬁ-‘) 37T l%lu%%lcgrkey systemis

used for Jpydials sy heddcati QN | e essidig and Jdie publi G, keye syt emi s
used for "ticket
5 public key system and the MAC checking of the common key
system. That is, the following four processing modes are
primarily provided:
(A) mutual authentication (public key) and ticket (SPT)
verification (public key);
10 . (B) mutual authentication (public key) and ticket (SPT)
verification (common key) ;
(C) mutual authentication (common key) and ticket (SPT)
verification (common key); and
(D) mutual authentication (common key) and ticket (SPT)
15 wverification (public key). |
The four processing modes are briefly discussed with
reference to the drawings by emphasizing the data transfer
processing executed among the entities, such as the
certificate authority (CA(PM)), the partition manager (PM),
20 the reader/writer as the device access unit, i.e., the SPT
ticket user, and the device.
(A) Mutual Authentication (Public Key) and Ticket (SPT)
Verification (Public Key)
A description is first given, with reference to Fig. 89,

25 of the data transfer performed among the entities when the



(SPT) ve
t he orde
bel ow ac

rification. The data transfer is perfornmed anong the entities in
r of the nunbers shown in Fig. 89. The processing is described

cording to the nunbers. (1) Issuing of Public Key Certificate

(Cert. PM of Partition Manager (PM In response to a request fromthe
n manager 10 (PM, the public key certificate (Cert. PM of the
n manager (PM is issued by the partition certificate authority
(CA(PAR)) according to a certificate issuing procedure via the
registration authority (RA). In this 3d&0nf4 guration, the partition manager
serves as the service 15 perm ssion ticket issuing neans (SPT |Issuer)

partitio
partitio

t he publ
public k
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on ticket user (SPT User) is issued by the partition certificate

the order of the numbers shown in Fig. 89. The processing
is described below according to the numbers.

(1) Issuing of Public Key Certificate (Cert. PM) of
Partition Manager (PM)

In response to a request from the partition manager
(PM) , the public key certificate (Cert. PM) of the partition
manager (PM) is issued by the partition certificate
authority (CA(PAR)) according to a certificate issuing
procedure via the registration authority (RA). In this
configuration, the partition manager serves as the service
permission ticket issuing means (SPT Issuer), and the public
key certificate of the partition manager (PM) is used as the
public key certificate of the service permission ticket
issuing means (SPT Issuer).

(2) Issuing of Public Key Certificate (Cert. RW) of
Reader/Writer as Device Access Unit, i.e., Service
Permission Ticket User (SPT User)

In response to a request from the reader/writer (R/W),
i.e., the service permission ticket user (SPT User: and more
specifically, a reader/writer (R/W) as the device access

unit that sends a ticket to the device), the public key



authority (CA(PAR)) according to a certificate issuing procedure via the
registration authority (RA). The 5 partition manager may serve as the
service perm ssion ticket wuser (SPT User), in which case, the public key
certificate of the partition manager (PM can be used as the public key
certificate of the service perm ssion ticket user (SPT User). (3) Creation
Processing of Service Perm ssion Ticket 10 (SPT) The service perm ssion
ticket (SPT) is created by the service pernmission ticket (SPT) issuing
nmeans (SPT Ticket [Issuer) managed by3bltepartition manager. In this case,
for creating and verifying the public-key signature, the 15 signature is
created by the private key of the service permssion ticket issuing neans

(SPT Ti Céatrtl%i‘é% (%%e, gta/l %Ege t%d v%_dcdee% d r((?%teshstelOSP'll\{/_) c(]?e)tSSUp-pl y of
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i ssuing means (SPT Ticket I'ssuer) nanaged by the partition ager is

suppl i ed plr@ clellit réd viigadele Wddian Ri\Wn st idgyi G&)yaccegs unit, i.e., the
- 321 service permssion ticket user (SPT User), together W th the
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user (SPT User), in which case, the public key certificate
of the partition manager (PM) can be used as the public key
certificate of the service permission ticket user (SPT User).

(3) Creation Processing of Service Permission Ticket

10 (SPT)

The service permission ticket (SPT) is created by the
service permission ticket (SPT) issuing means (SPT Ticket
Issuer) managed by the partition manager. 1In this case, for
creating and verifying the public-key signature, the

15 signature is created by the private key of the service
permission ticket issuing means (SPT Ticket Issuer) (see Fig.
12), and is added to the SPT.

(4) Supply of SPT and Partition-Manager Public Key

Certificate (Cert. PM) of Service Permission Ticket Issuing
20 Means (SPT Ticket Issuer) to Reader/Writei as Device Access
Unit, i.e., Service Permission Ticket User (SPT Issuer)

The service permission ticket (SPT) issued by the
service permission ticket issuing means (SPT Ticket Issuer)
managed by the partition manager is supplied to the

25 reader/writer (R/W) as the device access unit, i.e., the



service perm ssion ticket issuing neans (SPT Ticket |ssuer). (5) Mitual

Aut henti cati on between Reader/Witer (RRW 5 as Device Access Unit and
Device The reader/witer, i.e., the service perm ssion ticket user (SPT
User), sends the public key certificate (Cert. RW of the reader/witer
(RFW as the ticket user (SPT User) to the device to which file access is
to made according to the 10 service perm ssion ticket (SPT) issued by the
service perm ssion ticket issuing neans (SPT Ticket |ssuer), thereby
perform ng public-key nutual authenti @atlien (see Fig. 50). (6) Supply of
SPT and Partition-Manager Public Key Certificate (Cert. PM of Service
Perm ssion Ticket Issuing 15 Means (SPT Ticket |ssuer) to DeV|ce After the

mut ual aythent| ms@a%nb QLIQYC LSS Yldphr R uct% N&he
%R% 31 eV|ce q1

reader/writer eV|ce access unit
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ticket PT) 20 and the partition nager I|c key certificat t

of the s@eyk§eePPeFhISisaBn! gkl d &%lslu&glgr%s( SRErTiGkelet I1S3NRIY) tO the
devi ce. The device has checked the follow ng factors concerning the

received servise petihssA@enbhekehtiSRThetkdbnt RRadarpAktick-onrIRNager
public key certificate (Cert. PM of the - 322 ticket issuer is an

autha i zed peblice keyeser Unfitcahe OERREe W thout being tanpered with; (2)
the code recorded in the
The reader/writer, i.e., the service permission ticket
user (SPT User), sends the public key certificate (Cert. RW)
of the reader/writer (R/W) as the ticket user (SPT User) to
the device to which file access is to made according to the

10 service permission ticket (SPT) issued by the service
permission ticket issuing means (SPT Ticket Issuer), thereby
performing public-key mutual authentication (see Fig. 50).

(6) Supply of SPT and Partition-Manager Public Key
Certificate (Cert. PM) of Service Permission Ticket Issuing
15 Means (SPT Ticket Issuer) to Device
After the mutual authentication has been successfully
conducted between the reader/writer (R/W) as the device
access unit and the device, the reader/writer as the ticket
user (SPT User) sends the service permission ticket (SPT)

20 and the partition-manager public key certificate (Cert. PM)
of the service permission ticket issuing means (SPT Ticket
Issuer) to the device.

The device has checked the following factors concerning
the received service permission ticket (SPT): (1) the

25 partition-manager public key certificate (Cert. PM) of the



option area of the public key certificate (CERT PM of the ticket issuer

coi nci de
devi ce;

(4) the

t he rece
access u
mut ual a
identifi

s with (SPTIC) recorded in the FDB 5 (File Definition Bl ock)

(3) the ticket issuing nmeans (Ticket Issuer) is not revoked;
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25

tion (Conmmon Key) A description is now given, wth reference
(File Definition Block) in the device; (3) the ticket

issuing means (Ticket Issuer) is not revoked; and (4) the
ticket has not been tampered with by verifying the signature
of the received ticket (SPT). The SPT user (a reader/writer
as the device access unit) is also verified (see Figs. 57
and 58) by verifying whether mutual authentication has been
conducted by checking whether the identifier, the category,
or the serial (SN) name (DN) of thé SPT user (a
reader/writer as the ticket user) stored in the SPT ticket
coincides with the identifier, the category, or the serial
(SN) name (DN) recorded as the ID data (DN) of the public
key certificate (Cert. RW) of the ticket user (SPT User).

(7) File Access |

The device makes access to the corresponding file
according to the rules indicated in the service permission
ticket (SPT).

By performing the above-described processing, the file
access processing in accordance with the mutual
authentication (public key) and ticket (SPT) verification
(public key) can be executed.

(B) Mutual Authentication (Public Key) and Ticket (SPT)

verification (public key) can be execut ed.

to



of the data transfer perforned anong the entities when the public key
systemis used for mutual authentication 5 processing and the comon key
systemis used for ticket (SPT) verification. The data transfer is
performed anong the entities in the order of the nunbers shown in Fig. 90.
The processing is described bel ow according to the nunbers. 10 (1) Issuing
of Public Key Certificate (Cert. RW of Reader/Witer as Device Access
Unit, i.e., Service Perm ssion Ticket User (SPT User) In response to a
request fromthe reader/witer (R'W-, 323.e., the service perm ssion ticket
user (SPT User: and nore 15 specifically, the reader/witer (R'W as the
devi ce access unit that sends a ticket to the device), the public key
certific of th(r%.t rvice perm ssion ticket user (SPT User)

rt
is issue bygfﬁgtﬁgptl 8H °Cer i cat e authority (CA(PAR)) according to a

O picate | RoHLOO- S PLACEdURE,LALR® L ERLSLLALLARAURORI Y OB (The

partition manager rvi‘'ce pern153|on ticC SPT

User), 'Bf""ﬁ’:‘h%hg%‘%%eftrtalﬂ%f@ib?e(}:f%er}‘ne(aerH dfati eqt {1 Pantdd i mnager

(PM can be used as the publiC key <certiticate of e service perm ssion

ticket U§>%1(1%PI % )steﬁéltczhs@deet"tdr%tﬁr&qe%ﬁmﬂermm%% e Perm ssion
Ti cket 324 he service perm ssion ticket (SPT) Is created by the

5 proceSSLng and the common key system is used for ticket
(SPT) verification.

The data transfer is performed among the entities in
the order of the numbers shown in Fig. 90. The processing
is described below according to the numbers.

10 (1) Issuing of Public Key Certificate (Cert. RW) of
Reader/Writer as Device Access Unit, i.e., Service
Permissioﬁ Ticket User (SPT User)

In response to a request from the reader/writer (R/W)
i.e., the service permission ticket user (SPT User: and more

15 specifically, the reader/writer (R/W) as the device access
unit that sends a ticket to the device), the public key
certificate (Cert. R/W) of the service permission ticket
user (SPT User) is issued by the partition certificate
authority (CA(PAR)) according to a certificate issuing

20 procedure via the registration authority (RA). The
partition manager may serve as the service permission ticket
user (SPT User), in which case, the public key certificate
of the partition manager (PM) can be used as the public key
certificate of the service permission ticket user (SPT User).

25 (2) Creation Processing of Service Permission Ticket



service permssion ticket (SPT) issuing nmeans (SPT Ticket |ssuer) nanaged
by the partition manager. In this case, MAC 5 (Message Aut hentication Code)
(see Fig. 59) as the common- key verification value is added to the SPT

(3) Supply of SPT to Reader/Witer as Device Access Unit, i.e., Service
Permi ssion Ticket User (SPT User) The service permssion ticket (SPT)

i ssued by the 10 service perm ssion ticket issuing neans (SPT Ti cket

| ssuer) managed by the partition manager is supplied to the reader/witer
(RFW as the device access unit, i.e. 32tdhe service perm ssion ticket user
(SPT User). (4) Mutual Authentication between Reader/Witer (RFW 15 and
Device The reader/witer as the device access unit, i.e., the service
pernissiquﬁicket user (SPT User), sends the public key certificate (Cert.
RW of the réader/writer (RFW as the ticket user (SPT User) to the device

L Ch b CTAECEasy 8. BO:hOSHRAR ACERL 8PHY KRS SRLLER HC Lo On

ticket (SPT) 1Issue service perm ssion ticket TI'ssui S (SPT

Ti cket | : per f.arm i G- A a i gation (see
Fig. 50) %%?%ﬁgu%%%ﬁ%fng%T t?gﬂ%i (?5&35%' ftelrr{qjht@#ust ugﬁtﬁg[}%%cg(n ti cation

has been 1$ueeeyShidhlayea 325 tneopiuclied Retwgelydhe readslymdier ﬁvﬁ(&’v as
the device access unit and the device, the reader/witer, i.e.,” the
5 (Message Authentication Code) (see Fig. 59) as the common-
key verification value is added to the SPT.
(3) Supply of SPT to Reader/Writer as Device Access
Unit, i.e., Service Permission Ticket User (SPT User)
The service permission ticket (SPT) issued by the
10 service permission ticket issuing means (SPT Ticket Issuer)
managed by the partition manager is supplied to the
reader/writer (R/W) as the device access unit, i.e., the
service permission ticket user (SPT User).
(4) Mutual Authentication between Reader/Writer (R/W)
15 and Device
The reader/writer as the device access unit, i.e., the
service permission ticket user (SPT User), sends the public
key certificate (Cert. RW) of the reader/writer (R/W) as the
ticket user (SPT User) to the device to which file access is
20 to made according to the serﬁice permission ticket (SPT)
issued by the service permission ticket issuing means (SPT
Ticket Issuer), thereby pérforming public-key mutual
authentication (see Fig. 50).

(5) Supply of SPT to Device

25 After the mutual authentication has been successfully



service perm ssion ticket user (SPT User), sends the service perm ssion
ticket (SPT) to the device. The device perfornms 5 the MAC checki ng
processing for the received service perm ssion ticket (SPT) so as to
verify the SPT issuer. The SPT user (a reader/witer as the device access
unit)-is also verified (see Figs. 57 and 58) by verifying whether nutual
aut henti cati on has been conducted by checki ng whether the 10 identifier,
the category, or the serial (SN) nane (DN) of the SPT user (a
reader/witer as the ticket user) stoBed rn the SPT ticket coincides with
the identifier, the category, or the serial (SN} nane (DN) recorded as the
I D data (DN) of the public key certificate (CErt RW of the ticket user

15, (SPT U8kl ELl cfoapes (Tha oy e dimkey gosess fo ddie orr espondi ng

file accor to the rulesin cate inm the vi Ce pernlsS|on ticket

(SPT). 29&&@%&%%9@ the aboueedestd hRAGRITAN, (Lhe Tla  access

processing in accordance with the aut éntication pdbllc key) and

ticket (SBF),iwer n ec (
Authent|§§tléﬁg E%Eﬁ%%b%g? Q§%§%$|€E§¥ ('SPT) 2§%ve%1?lca§$%h¥% nnnn Key)

- 326 A @Qﬁ&%b@bho’&ﬂcieF&OVVS@*I‘Ve'%o Wirieh dreeffl%reencerhteo delcedber Yrrdshe data
transfer perforned anong the entities when t
5 the MAC checking processing for the recelved service
permission ticket (SPT) so as to verify the SPT issuer. The
SPT user (a reader/writer as the device access unit) is also
verified (see Figs. 57 and 58) by verifying whether mutual
authentication has been conducted by checking.whether the

10 identifier, the category, or the serial (SN) name (DN) of
the SPT user (a reader/writer as the ticket user) stored in
the SPT ticket coincides with the identifier, the category,
or the serial (SN) name (DN) recorded as the ID data (DN) of
the public key certificate (Cert. RW) of the ticket user

15 (SPT User).

(6) File Access

The device makes access to the corresponding file
according to the rules indicated in the service permission
ticket (SPT).

20 By performing the above-described processing, the file
access processing in accordance with the mutual
authentication (public key) and ticket (SPT) verification
(common key) can be executed.
| (C) Mutual Authentication (Common Key) and Ticket (SPT)

25 Verification (Common Key)



common key systemis used for nutual authentication processing and the
common key systemis used for ticket 5 (SPT) verification. The data
transfer is performed anong the entities in the order of the nunbers shown
in Fig. 91. The processing is described below according to the nunbers.

(1) Creation Processing of Service Perm ssion Ticket 10 (SPT) The service
perm ssion ticket (SPT) is created by the service perm ssion ticket (SPT)

i ssuing nmeans (SPT Ticket |Issuer) managed by the partition nanager. In
this case, MAC (Message Authenticati ®@26Cede) (see Fig. 59) as the common
15 key verification value is added to the SPT. (2) Supply of SPT to Service
Perm ssion Ticket User (SPT User) The service permssion ticket (SPT)

i d by th LG ;S S| s t | i (SPT _Ti ck | ssuer)
20 managed byt R At P B on e 2 et ed 48 HA e SRIEMr Cer as. t he

devi ce agGes$URjslea itr%nsié(}[e\%gﬂfvdﬁ?e Wf;ﬂ% r-{gikﬂaeséjﬁ{erg SR, User).

(3) Mutual Authentication n Reade vi ce  Access

Uni t _and doawioee k&3 e dendel /ddd &fod RiMuaS dhedevi &6 ageess unit, i.e.,
- 327 the servicé pérmssion ticket user (SPT User), pefforns comon- key
mit ual ayiReRisisGaly Ahd I8R RdEtormIANG PAeVitd used for ticket

5 (SPT) verification.

The data transfer is performed among the entities in
the order of the numbers shown in Fig. 91. The processing
is described below according to the numbers.

(1) Creation Processing of Service Permission Ticket

10 (SPT)

The service permission ticket (SPT) is created by the
service permission ticket (SPT) issuing means (SPT Ticket
Issuer) managed by the partition manager. 1In this case, MAC
(Message Authentication Code) (see Fig. 59) as the common-

15 key verification value is added to the SPT.

(2) Supply of SPT to Service Permission Ticket User
(SPT User)

The service permission ticket (SPT) issued by the
service permission ticket issuing means (SPT Ticket Issuer)

20 managed by the partition manager is supplied to the
reader/writer as the device access unit, i.e., the service
permission ticket user (SPT User).

(3) Mutual Authentication between Reader/Writer (R/W)
as Device Access Unit and Device

25 The reader/writer (R/W) as the device access unit, i.e.

r



the device that is to create a file according to the service permssion
ticket (STP) issued by the service perm ssion 5 ticket issuing neans (SPT
Ti cket Issuer). (4) Supply of SPT to Device After the nutual ‘
aut henti cati on has been successfully conducted between the reader/witer
(RFW as the device access unit and the device, the reader/witer, i.e.,
the 10 service permssion ticket user (SPT User), sends the service

perm ssion ticket (SPT) to the device. The device perforns the MAC
checki ng processing for the received 8ervice perm ssion ticket (SPT) so as
to verify the SPT issuer. The SPT user (a reader/witer as the device
access unit) is also 15 verified (see Figs. 57 and 58) by verifying whet her

~al s 58 b Y
mutual  ayth galhaald oo AA% 86N t(igzref(%/l{c t&d Iby<as§fgjg L ep[eetr%frﬁ e

identifier o PT user (a reader/witer user) stored in
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User). 20 (5) Filé Access The vi ce nakes access to the corresponding file
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By performing the above-described processing, 25 access
processi p@rin s8GeQr daR&R tM (STeHhe saHdiplby 328 s MheNtdLalin dcommmon key)

and ticket (SPT) verification (common key) can be executed.
5 ticket issuing means (SPT Ticket Issuer).
(4) Supply of SPT to Device
After the mutual authentication has been suCcessfully
conducted between the reader/writer (R/W) as the device
access unit and the device, the reader/writer, i.e., the
10 service permission ticket user (SPT User), sends the service
permission ticket (SPT) to the device. The device performs
the MAC checking processing for the received service
permission ticket (SPT) so as to verify the SPT issuer. The
SPT user (a reader/writer as the device access unit) is also
15 wverified (see Figs. 57 and 58) by verifying whether mutual
authentication has been conducted by checking whether the
identifier of the SPT user (a reader/writer as the ticket
user) stored in the SPT ticket coincides with the identifier
of the ticket user (SPT User).
20 (5) File Access
The device makes access to the corresponding file
according to the rules indicated in the service permission
ticket (SPT).
By performing the above-described processing, the file

25 access processing in accordance with the mutual



(D) Mutual Authentication (Conmon Key) and Ticket (SPT) Verification
(Public Key) 5 A description is now given, with reference to Fig. 92, of
the data transfer perforned anong the entities when the conmon key system
is used for mutual authentication processing and the public key systemis
used for ticket (SPT) verification. 10 The data transfer is perforned
anong the entities in the order of the nunbers shown in Fig. 92. The
processing is described below according to the nunbers. (1) Issuing of
Public Key Certificate (Cert. PM of 3Ra#artdition Manager (PM 15 In response
to a request fromthe partition nmanager (PM, the public key certificate
(Cert. PM of the partition mnager (PM is issued by the partition

cer 1 1 cale AULGLoh (CALEAR) ) C”"d% £ fEN S AT 2 on,

procedure Via the regi st atlon autHor’

t he part BEI_d %orﬁa%%r he peq% £ ervice permssion ti cket I Ssui ng

nmeans (S | ssuer), ‘ey certificate of the partition

manager (PM l(§)”ﬁﬁ@u§§ hh%heﬁ‘ﬂ@l:'a%l%ﬁy (@R Fhlokl ‘R%%/g ahdl R8 S8%VI (&8 T)

perni ssion ticket issuing means (SPT | ssuer eation ProceSS| ng of

Servi ce ReWTfSYa@n ol celbl-i 34y)(SPT) The ser vice perm ssion ticket (SPT)
is created by the

5 A description is now given, with reference to Fig. 92,
of the data transfer performed among the entities when the
common key system is used for mutual authentication
processing and the public key system is used for ticket
(SPT) verification.

10 The data transfer is performed among the entities in
the order of the numbers shown in Fig. 92. The processing
is described below according to the numbers.

(1) Issuing of Public Key Certificate (Cerf. PM) of
Partition Manager (PM) |

15 In response to a request from the partition manager
(PM) , the public key certificate (Cert. PM) of the partition
manager (PM) is issued by the partition certificate
authority (CA(PAR)) according to a certificate issuing
procedure via the registration authority (RA). 1In this

20 configuratioh, the partition manager serves as the service
permission ticket issuing means (SPT Issuer), and the public
key certificate of the partition manager (PM) is used as the
public key certificate of the service permission ticket
issuing means (SPT Issuer).

25 (2) Creation Processing of Service Permission Ticket



service permssion ticket (SPT) issuing nmeans (SPT Ticket |ssuer) nanaged
by the partition manager. In this case, for 5 creating and verifying the
publ i c-key signature, the signature is created by the private key of the
service permssion ticket issuing nmeans (SPT Ticket |ssuer) (see Fig.
12), and is added to the SPT. (3) Supply of SPT and Partition-Manager
Public Key 10 Certificate (Cert. PM of Service Perm ssion Ticket Issuing
Means (SPT Ticket Issuer) to Reader/Witer as Device Access Unit, i.e.,
Service Perm ssion Ticket User (SPT- S29er) The service perm ssion ticket
(SPT) issued by the service perm ssion ticket issuing nmeans (SPT Ticket

| ssuer) 15 nmanaged by the partition manager is supplied to the service
pernissiq ii\cket user (SPT User), nanely, the unit (ex., the
reader/witer as the device access unit) that sends the ticket to the

device, toget bk WekhibBCpRRRILLLQN- NBRAAG (4! iig l&%z\sgg% bly §alke (Cert

PM of the service perms I cket ISSUIng nmeans Issuer).
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Unit and Devi ce reader/witer as the deV|ce access unit, 1.e., the

servi ce [eshicsS @R dHqekebyISHe CSRTE (USRI mRRIdF B GOMML 25 ke Jut ual
authentication (see Figs. 53 and 54) with the - 330 device that' i's to nake

file mccessaaqeey (ilnlagvftetf@Qn@ert\HeC%ubQﬂrdn}é%%} Widrkpte (FHRD) issued by the
service per nm ssi on
signature is created by the private key of the service
permission ticket issuing means (SPT Ticket Issuer) (see Fig.
12), and is added to the SPT.
(3) Supply of SPT and Partition-Manager Public Key
10 Certificate (Cert. PM) of Service Permission Ticket Issuing
Means (SPT Ticket Issuer) to Reader/Writer as Device Access
Unit, i.e., Service Permission Ticket User (SPT Issuer)
The service permission ticket (SPT) issued by the
service permission ticket issuing means (SPT Ticket Issuer)
15 managed by the partition manager is supplied to the service
permission ticket user (SPT User), namely, the unit (ex.,
the reader/writer as the device access unit) that sends the
ticket to the device, together with the partition-manager
public key certificate (Cert. PM) of the service permission
20 ticket issuing means (SPT Ticket Issuer).
(4) Mutual Authentication between Reader/Writer (R/W)
as Device Access Unit and Device
The reader/writer as the device access unit, i.e., the
service permission ticket user (SPT User), performs common-—

25 key mutual authentication (see Figs. 53 and 54) with the



ticket issuing neans (SPT Ticket Issuer). (5) Supply of SPT and
Partition-Manager Public Key 5 Certificate (Cert. PM of Service Perm ssion
Ti cket Issuing Means (SPT Ticket Issuer) to Device After the mnutual

aut henti cati on has been successfully conducted between the reader/witer
(RRW and the device, the reader/witer as the device access unit, i.e.,
the 10 service permssion ticket user (SPT User), sends the service

perm ssion ticket (SPT) and the partition-nmanager public key certificate
(Cert. PM of the service perm ssior Bi3oket issuing neans (SPT Ticket

| ssuer) to the device. The device has checked the follow ng factors
concerning 15 the received service perm ssion ticket (SPT) (1) the

titi I Kk cer |f|cate (Cert. ticket issuer
:ogr aln ;ﬁphg’%%%g% I%blqllc e?/%(]:(ert% Hie&E (SéEIs'F)cor Jtr}%utto hczl%gse[rvr‘?pered

th, (2 t the partiti.on-manager
ELb|IC(k §&§§P%? ﬁcggg%rgeqégﬁ+ E%F&%§gﬁ£t?}ck qg?é%hep coiticides with
ticket is3WikRg lg%%Q%gcgggn@SPQg@ Tiesyded d i tyhe FDB (File Definition

Bl ock) in the device; ticket 1ssuing neans (Ticket Issuer) is not

revoked; and (4) sagpiycgetsb@saaet paeeatlbamehegew tPlilb@)[cVR'eng' ng the
signature of the received 25 ticket (SPT). The SPT user (a reader/witer)

is als0 ce?3lrivarief i(@driseemyi ¢F seivand TRrrb)s diermididtg mhetihgy nutual
aut henti cation has been conduct ed by checki ng whet her the

Means (SPT Ticket Issuer) to Device
After the mutual authentication has been successfully
conducted between the reader/writer (R/W) and the device,
the reader/writer as the device access unit, i.e., the
10 service permission ticket user (SPT User), sends the service
permission ticket (SPT) and the partition-manager public key
certificate (Cert. PM) of the service permission ticket
issuing means (SPT Ticket Issuer) to the device.
The device has checked the following factors concerning
15 the received service permission ticket (SPT): (1) the
partition-manager public key certificate (Cert. PM) of the
ticket issuer is an authorized public key certificate (CERT)
without being tampered with; (2) the code recorded in the
option area of the partition-manager public key certificate
20 (CERT PM) of the ticket issuer coincides with ticket issuing
means code (SPTIC) recorded in the FDB (File Definition
Block) in the device; (3) the ticket issuing means (Ticket
Issuer) is not revoked; and (4) the ticket has not been
tampered with by verifying the signature of the received

25 ticket (SPT). The SPT user (a reader/writer) is also



identifier of the SPT user (a reader/witer as the ticket wuser) stored in
the SPT ticket coincides with the identifier 5 of the ticket user (SPT
User). (6) File Access The device nmakes access to the corresponding file
according to the rules indicated in the service permssion ticket (SPT).
10 By perform ng the above-described processing, the file access
processing in accordance with the nutual authentication (common key) and
ti cket (SPT) verification (public key) can be executed. [B5. Device Data
Updati ng Processing Using Data Update3315-Ti cket (DUT) ] The data updating
processing using the data update ticket (DUT) is described below. The data
update ticket (DUT) is the access control ti cket used for performng

dat f d t d t he. d . .20 By using a DUT
o Draasl Nl P o S D&s er.nilsnu%%%ﬁéeaﬁ;e ytt%eéi
| ssuer), am%e%etwc%etl%%%%e%%% ﬂges (gm &SR %W'ter as
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t he devi ce access uni accor
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restriction recorded in the DUT. I scussed ove ata update
ticket (RdBr) isNPAKES A dHLkeir %Mcﬁﬁﬁ%ésﬂwf@g%ﬂ@%&@{ﬁf
5 of the ticket user (SPT User).
(6) File Access
The device makes access to the corresponding file
according to the rules indicated in the service permission
ticket (SPT).

10 By performing the above-described processing, the file
access processing in accordance with the mutual
authentication (common key) and ticket (SPT) verification
(public key) can be executed.

[BS. Device Data Updating Processing Using Data Update

15 Ticket (DUT)]

The data updating processing using the data update
ticket (DUT) is described below. The data update ticket
(DUT) is the access control ticket used for performing
updating processing of various data stored in the device.

20 By ﬁsing a DUT issued by authorized data update ticket (DUT)
issuing means (Ticket Issuer), the device is accessed by the
ticket user (ex. a reader/writer as the device access unit)
according to the procedure recorded in the DUT, thereby
making it possible to perform data processing within the

25 restriction recorded in the DUT.



managed by the device manager and a ticket DUT (PAR) (see Fig. 32) used
for updating data itens in a partition managed 5 by a partition nmanager. A
description is now given of perform ng data updating processing by using
the data update ticket (DUT) for the data stored in the device with
reference to the flow of Fig. 93 and the other draw ngs. The data updating
processi ng 10 includes nmutual authentication processing (device

aut hentication or partition authentication) between the device and the
reader/witer as the device access wnid32t kat perforns data updating, and
integrity verification processing for the data update ticket (DUT). 15 The
data updating processing flow of Fig. 93 is discussed below In Fig. 93,

Lhe process! PsohbARsdaheaniRga LAR AL paslan A he et Si dey and

t he processing evi ce at” t he rlght side. The
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devi ce access unit) which is able to read and Ite Tdata ron1and into the

devi ce, %@Qxa@‘éﬁr BIPARAS (eQ 11C mIrRRAS AMd el Ak dth e VigR)acqess unit
shown in Fig.” 10 An overview of the data updating processing is described
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operation contained in the ata updating processing - 333 are discussed
bel ovp Wi bly meparenes oho ma@dgiedraw of Fig. 94.

A description is now given of performing data updating
processing by using the data update ticket (DUT) for the
data stored in the device with reference to the flow of Fig.
93 and the other drawings. The data updating processing

10 includes mutual authentication processing (device
authentication or partition authentication) between the
device and the reader/writer as the device access unit that
performs data updating, and integrity verification
processing for the data update ticket (DUT).

15 The data updating processing flow of Fig. 93 is
discussed below. 1In Fig. 93, the processing of the data
updating unit is shown at the left side, and the processing
of the device (see Fig. 5) is shown at the right side. The
data updating unit is the unit (ex. a reader/writer or a PC

20 as the device access unit) which is able to read and write
data from and into the device, and corresponds to the
reader/writer as the device access unit shown in Fig. 10.

An overview of the data updating processing is described
below with reference to Fig. 93, and details of the data

25 updating operation contained in the data updating processing



In steps S951 and S960 of Fig. 93, nutual authentication processing is
first perfornmed between the data updating unit and the device. Between the
two neans 5 for perform ng data sending and receiving, it is first checked
wi th each ot her whether they are authorized data conmmuni cation neans, and
then, data transfer is performed according to the necessity. The nutual

aut hentication processing is to check whether the other party is

aut hori zed 10 data comunication neans. |In the nutual authentication
processing, a session key is created, 383d-data is encrypted by using the
session key as the comon key. Then, the data is transferred. As the

mut ual aut hentication processing, the partition 15 authentication is

per f or med - 2§ 1Ras Reen pdh $Gu %thll I3 fterl‘eenkcseecctd Ofe e onfarftl'c_{t:' Y

creation/del eti on processing. common key systemor a publiT Key system
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simlar to the processing discussed Wt ferénce to Figs. 20 48 through
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executed as the nutual “authentication procéssing is _
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aut henti cation, common key 25 authentication, or either type (Any)) of the
devi c® offotrh@er f334indatia tupdane iniec keld HAID1iWisRe Hitg.is3%)i A« be used.
checked with each other whether they are authorized data
communication means, and then, data transfer is performed
according to the necessity. The mutual authentication
processing is to check whether the other party is authorized
10 data communication means. In the mutual authentication
processing, a session key is created, and data is encrypted
by using the session key as the common key. Then, the data
is transferred.
As the mutual authentication processing, the partition
15 authentication is ﬁerformed, as has been discussed in the
section of the partition creation/deletion processing. A
common key system or a public key system is used for the
data updating processing. The mutual authentication is
similar to the processing discussed with reference to Figs.
20 48 through 56, and an explanation thereof is thus omitted.
The processing to be executed as the mutual
authentication processing is determined by:
* Authentication Type: the type of mutual
authentication (public key authentication, common key

25 authentication, or either type (Any)) of the device of the



If the authentication processing has failed (No in S952 or S961), it neans
that it cannot be determ ned that the data updating unit and the device
are authorized unit and 5 device, and the subsequent processing is not
executed, and the process is termnated as an error. |If the authentication
processi ng has succeeded, the data updating unit sends the data update
ticket (DUT) to the device. The data update ticket (DUT) is the ticket

i ssued 10 by the data update ticket (DUT) issuing nmeans (DUT |ssuer)
managed by the device manager or the pauti~ti on manager. The data update
ticket (DUT) is the access control ticket for the device, and has the data
format configuration shown in Fig. 32. 15 Wien sending the data update

ticket (Qg{% d%Q% tl%§%6Uf¥EﬁéSU%Q% @ubll 4§?%(xgtlf|%fte (CERT DUTI) of

the data upda cket i'ng me 9 sSue9s al so sent
together if t e 34 Lyl e.qf public
keg certifica?g ?ggﬁhﬁEE§¥t§¥$E§Eh §6Sg%%g ngg ﬁ%g%% 03#%CI e§b§?th t he
identifigh @@\éil_z)e) 19 mebhg tihgket; d %% %’@ tDE\}Q recor ded
in DKDB(PUB) (Device Key Definition o |n t evice or

i dentifi alat(aDuga@tla b thgt Iaalaettrﬂesqugser% A9 r iGN G sRAR) 4 ecor ded
i n PKDB( PUB) artition Key Definition 25 Block). - 335 Upon receiving

the dﬁtad@pd@EQ bihekehe( BUDs 9284 prldt®@ssing is not executed, and

the process is terminated as an error.

If the authentication processing has succeeded, the
data updating unit sends the data update ticket (DUT) to the
device. The data update ticket (DUT) is the ticket issued

10 by the data update ticket (DUT) issuing means (DUT Issuer)
managed by the device manager or the partition manager. The
data update ticket (DUT) is the access control ticket for
the device, and has the data format configuration shown in
Fig. 32.

15 When sending the data update ticket (DUT) to the ticket
user, the public key certificate (CERT_DUTI) of the data
update ticket (DUT) issuing means (DUT Issuer) is also sent
together if the public key system i1s employed. The
attribute of the public key certificate (CERT_DUTI) of the

20 DUT issuing means coincides with the identifier (DUTIC) of
the ticket issuing means code (DUTIC_DEV) recorded in
DKDB (PUB) (Device Key Definition Block) in the device or the
identifier (DUTIC) of the ticket issuing means code
(DUTIC_PAR) recorded in PKDB(PUB) (Partition Key Definition

25 Block).



device checks the integrity of the received ticket (DUT) and the user
(S963). The ticket verification processing can be performed by either the
MAC checki ng of the conmon key 5 systemor the signature verification of
the public key system The user checking is to check the integrity of the
unit that has sent the ticket (ticket user), and is performed by
determ ni ng whet her nutual "aut hentication has been conducted by checking
t he consi stency between the ID 10 data of the unit to be authenticated and
the ticket user identifier (see Fig.333) -recorded in the ticket. These
processings are simlar to those discussed with reference to Figs. 57

t hrough 59, as has been discussed in the processing using the partition

ogistration bhekerotBRILga00-a,10 e5ALanallag khapedh sapbys ofited

As a result o e Integri checking therecei cRet ' ( and

the user gelfi clel HRRAQL AR q.?ﬁ;%rg@ll'l%rd dfathe LRE fv%%ttim% hgmgﬁeran%f ¢

aut hori zed ticket and user n~-S964), the device repor ata update

ticket (BRME) 43@: Q80REHON @Ok it g e Hata drdatd N diu ds o ngd 1t can
&%}lz (f t7 cke

be determ ned that the ticket and the user are aut e t and user

(Yes in p3e4brmele pdewii¢d P dale MA@ ndRld nd 38 tild.coddorsi¥yed in the
devi ce nenory according to the rules indicated in the received data update

tickes (BYErem2brDehai lssgofh thivies viRrQFasSitiGralsF descrddiad belgw by using a
- 336 different flow

system. The user checking is to check the integrity of the

unit that has sent the ticket (ticket user), and is

performed by determining whether mutual authentication has

been conducted by checking the consistency between the ID

10 data of the unit to be authenticated and the ticket user
identifier (see Fig. 32) recorded in the ticket. These
processings are similar to those discussed with reference to
Figs. 57 through 59, as has been discussed in the processing
using the partition registration ticket (PRT), and an

15 explanation thereof is thus omitted.

As a result of the integrity checking for the received
ticket (DUT) and the user, if it cannot be determined that
the ticket and the user are authorized ticket and user (No
in 8964), the device report a data update ticket (DUT)

20 reception error to the data updating unit (S968). If it can
be determined that the ticket and the user are authorized
ticket and user (Yes in S$964), the device updates the data
(see Fig. 33) stored in the device memory according to the
rules indicated in the received data update ticket (DUT).

25 Details of this processing are described below by using a



I f the data updating processing has succeeded according to the description
in the data update ticket (DUT) (Yes in S966), the device reports a DUT
reception success to the 5 data updating unit (S967). If the data updating
processing has failed (No in S966), the device reports a DUT reception
error to the data updating unit (S968). The data updating unit receives the
DUT reception result (S954), and determ nes the DUT processing result. If
10 the DUT reception result indicates an error (No in S955), the process is
termnated as an error. |If the DUT re@g@ti-on result indicates a success
(Yes in S955), a session clear command is sent and received (S956 and
S969), and the authentication table generated in the device is discarded
15 (S970)3; rHe ggroqﬁﬁﬁvls then conpleted. The authentication table is the
tabl e generate In e mutual authentication processing in steps S951 and

S960, and haslkh%hgoagk uf, ghbgﬁngs QW%esgl ha%lBu%%e@%%sR%%%o%@iigssed in

the processing using t artitroh registration tick

descri beqoa%\éedetsfaerltbq;q%td NG mkec%%%aﬁglﬁﬁaé&ecl@@t &hef)edydy e device
is executed by using the data update ticket . The data updatlng

oper ati 0B 9(63965) Hen@leded r'egbotxh-_% Wpdaj %ﬁ%%%ﬁ'é&déssd'*é&%d bel ow
wth reference to Fig. 94. 25 The processing flow of Fig. 94 is executed
inthe - 334 wemMitGad hati thaggenel vat the dalas upsaie dd galcdddihg and
has failed (No in S966), the device reports a DUT reception
error to the data updating unit (S5968).
The data updating unit receives the DUT reception
result (S954), and determines the DUT processing result. If

10 the DUT reception result indicates an error (No in S955),
the process is terminated as an error. If the DUT reception
result indicates a success (Yes in $955), a session clear
command is sent and received (5956 and $969), and the
authentication table generated in the device is discarded

15 (§970) . The process is then completed. The authentication
table is the table generated in the mutual authentication
processing in steps S951 and S$960, and has the configuration
shown in Fig. 51, as has been discussed in the processing
using the partition registration ticket (PRT).

20 As described above, the updating processing.of the data
stored in the device is executed by using the data update
ticket (DUT). The data updating operation (S965) included
in the updating processing is discussed below with reference
to Fig. 94.

25 The processing flow of Fig. 94 is executed in the



is perforned after the nutual authentication wth the unit that has sent
the data update ticket (DUT) has been successfully conducted and the ticket
verification has 5 succeeded. In step S971, the device first searches for
the version of the data to be updated fromthe old data code of the data
update ticket (DUT). The version is recorded in the device nmanagenent
information block (see Fig. 15) if the data to be 10 updated is the device
manager code (DMC). The version is recorded in the partition nanagenent
information block (see Fig. 20) if-tR87data to be updated is the partition
manager code (PMC). The version of the partition registration ticket (PRT)
i ssuing neans (PRT Issuer) is contained in the 15 device definition block

(see Fi géle.%@ce The v engl 9 fi Jde tIhLeet ?C?i Aﬂéti‘fj#e@& ([))@alégTe)cE:?IOacngi\/) s

contained in the revocation 11 st. nner, on of

the versi;gn iRl At det 48lemgdied %W&lﬂ%é&&rh%ittﬁpettrhegfu it

informati on, and the device searches for the version of 20 ata to be

updat ed fham hhe elftdata ¢rde tpdedpdated: (DUEN.Ldd &P S972, the

devi ce checks the version condition [Data Version Rule] for updating the

data recendedssifillife cdaidadtRdnad ittkett (dUID veand deiwerdi nes whet her the
version condition is set to [Any]. 25 As discussed above, there are three

t ypess of swekceiedad. 338 conditions [Data Version Rule], such as Any, Exact,
and In step S971, the device first searches for the version
of the data to be updated from tﬁe old data code of the data
update ticket (DUT). The version is recorded in the device
management information block (see Fig. 15) if the data to be
10 updated is the device manager code (DMC). The version is
recorded in the partition management information block (see
Fig. 20) if the data to be updated is the partition manager
code (PMC). The version of the partition registration
ticket (PRT) issuing means (PRT Issuer) is contained in the
15 device definition block (see Fig. 16). The version of the
revocation list (IRL DEV, CRL DEV) is contained in the
revocation list. In this manner, the storage location of
the version information is determined according to the type
of information, and the device searches for the version of
20 the data to be updated from the old data code to be updated.
Then, in step $972, the device checks the version
condition [Data Version Rule] for updating the data recorded
in the data update ticket (DUT), and determines whether the

version condition is set to [Any].

25 As discussed above, there are three types of version



A der, -when perform ng data updating. "Any" indicates that data can be
updat ed regardl ess of the version condition; "Exact" nmeans that data can
be updated when the version 5 value is the sane as the val ue designated in
t he subsequent filed [Data Version Condition]; and "O der" nmeans that data
can be updated only when the new data version is newer. If the version
condition [Data Version Rule] is Any or Oder, [Data Version Condition] is
not used or ignored. 10 If [Data Version Condition] of the data update
ticket (DUT) is not set to [Any], thé&3@ ecessing in accordance with the
version condition [Data Version Rule] is performed. This processing
corresponds to steps S973 through S975. In step S973, the device checks the

version Cc%’?filhtt'l% s 1[ a[é%atvaer\éq.rogxi[ Q{h&%ﬂ:_:,;ké%h t{%@ a éipad@tt et%r{;ﬂ-Cket (DUT),

and determnes ether it i7s’s 1 means’ data can

be_updat e dehen /it VRIS RS &Jﬁ@ﬁ] asiadfie uplisdestgnated | n

t he subsequent [ Dat a Ver'sion he version condition

[Data Verssian B ele upddQ et dofd ddRGTlo £ e drvi Sy et aididigm in step
S974 whether the version of the data to be updated [O d Data] coincides

Wi th the "wiagiton méalnde theaoiadad idar Bat aipisdonvieandid adrs 1fn the data
update ticket (DUT). If the version values coincide with each other, the

process piaQeeeds tthd hemb ssuhsequenuestepigitdd thenaraliddwngnt, the
process is - 339 termnated as an error w thout perform ng the updating
filed [Data Version Condition]; and "Older" means that data
can be updated only when the new data version is newer. If
the version condition [Data Version Rule] is Any or Older,
[Data Version Condition] is not used or ignored.

10 If [Data Version Condition] of the data update ticket
(DUT) is not set to [Any], the processing in accordance with
the version condition [Data Version Rule] is performed.

This processing corresponds to steps $973 through S975.
In step S973, the device checks the version condition

15 [Data Version Rule] of the data update ticket (DUT), and
determines whether it is set to [EXACT]. [Exact] means that
data can be updated when the version value is the same as
the value designated in the subsequent filed [Data Version
Condition]. TIf the version condition [Data Version Rule] is

20 set to [EXACT], the device determines in step $974 whether
the version of the data to be updated [0ld Data] coincides
with the version value recorded in [Data Version Condition]
of the data update ticket (DUT). If the version values
coincide with each other, the process proceeds to the

25 subsequent step, and if they are different, the process is



processing. If it is determned in step S973 that the version

condi tion

[Data Version Rule] of the data update ticket 5 (DUT) is not [EXACT], it

should be [Oder]. According to the setting of [Oder], data can be
updated only when [New Data Version] indicating the version of new data

[ New Dat a]

of the data update ticket (DUT) is newer than the version of

data to be updated [Od Data]. In this case, it is 10 determned in step

S975 whet her

[ New Data Version] indicating the version of new data [ New

Data] of the data wupdate ticket (DYTB3i9s newer than the version of the

data to be updated [Od Data]. Only when [New Data Version] is newver,
process proceeds to the subsequent step. If not, 15 the process is

t er m nat reQr it t r.form . tin cessing. Then,
o otop SoEpetEd A Sh MR M AL GRAGRE (et e

ticket (BYbkeslsERgrypted Flag] is the data indicating whether data to be
updated i's encrypted 20 (encrypted: Encrypted/ unencrypted: none). If

[Encrypted Fragli ndi gatesmthal &hesngasb@3b%hqu§g§gv£3sgB%anypted

data, in step S977, the new data [ New Data] of the p

ate ticket

t he

(DUT) iscoepliaged hyathe velrd idat &1 be s updated d Ahlal alisdared in the

device menory, and the 25 process is conpleted. If the version is added to
the data (Du340ist acke [Epdatred, itthehnwens e dfolidee- Jupdatddigrdiaip {dNew Dat a

the setting of [Older], data can be updated only when [New

Data Version] indicating the version of new data [New Datal

of the data update ticket (DUT) is newer than the version of

data to be updated [0ld Data]. 1In this case, it is

10 determined in step S975 whether [New Data Version]

indicating the version of new data [New Data)] of the data

update ticket (DUT) is newer than the version of the data to

be updated [0ld Data]. Only when [NewlData Version] is

newer, the process proceeds to the subsequent step.

If not,

15 the process is terminated as an error without performing the

updating processing.

Then, in step S976, the device verifies [Encrypted

Flag] of the data update ticket (DUT). [Encrypted Flag] is

the data indicating whether data to be updated is encrypted

20 (encrypted: Encrypted/unencrypted: none). If [Encrypted

Flag] indicates that the data to be updated is unencrypted

data, in step S$977, the new data [New Data] of the data

update ticket (DUT) is replaced by the old data to be

updated [0ld Data] stored in the device memory, and the

25 process is completed. If the version is added to the data



Version) stored in the data update ticket (DUT) is stored in the version
storage area, which is set in correspondence -with the updating data in the
device. 5 If it is determned in step S976 that [Encrypted Flag] of the
data update ticket (DUT) indicates that the data to be updated is
encrypted, in step S978, the device verifies [Ticket Type] of the data
update ticket (DUT). [Ticket Type] indicates the type of ticket

(DUT(DEV)/ DUT(PAR)). 10 DUT(DEV) indicates that the data update ticket
(DUT) is a ticket for executing the dgdatdi ng processing of a data item
managed by the device manager. DUT(PAR) indicates that the data update
ticket (DUT) is a ticket for executing t he updating processing of a data

t titd d t X t T
i cat ec DT B et R st o R gl ARIRL oy DY, T EY
Typel | ngicalies) DJUCRAR 1n $heP% Sop Sduara SO0 a5 gé%% d T3] Ti cket

Type] indicates I's deter Fer 't he

dat a reprt%%e@fe%l% gt@r@?eaa%e wWraede sof steh.e e} dcdiazt@s Shd dpdat ed)
indicated in the data update ticket (DUT(DEV)) is Kdut 1 (NAC checki ng

key of thendahe updRiEnd Gstla (BUbhe ety DEV2 (data updating
encryption key) stored in the device key area (see Fig. 18). 25 If the data

represented byrthe datacebriitdeBata Gedp s$9341 tnheodeneiryphedordadata to be
updated) indicated in the data

of the data update ticket (DUT) indicates that the data to

be updated 1s encrypted, in step S978, the device verifies

(Ticket Type] of the data update ticket (DUT). [Ticket

Type] indicates the type of ticket (DUT(DEV)/DUT (PAR)).

10 DUT (DEV) indicates that the data update ticket (DUT) is a
ticket for executing the updating processing of a data item
managed by the device manager. DUT(PAR) indicates that the
data update ticket (DUT) is a ticket for executing the
updating processing of a data item in a partition managed by

15 the partition manager.

If [Ticket Type] indicates DUT(DEV), steps S979 through
5982 are executed, and if [Ticket Type] indicates DUT(PAﬁ),
steps S983 through 5986 are executed.

If [Ticket Type] indicates DUT(DEV), it is determined

20 in step S979 whether the data represented by 01d Data Code
(code of the old data to be updated) indicated in the data
update ticket (DUT(DEV)) is Kdut DEV1 (MAC checking key of
the data update ticket (DUT)) or Kdut DEV2 (data updating
encryption key) stored in the device key area (see Fig. 18).

25 If the data represented by the data of 01d Data Code



update ticket (DUT(DEV)) is Kdut_ DEV1 (MAC checking key of the data update
ticket (DUT)) or Kdut-DEV2 (data updating encryption key) stored in the
device key area (see Fig. 18), 5 the process proceeds to step S980. In step
S980, by using Kdut_ DEV4 (data updating encryption key) stored in the
device key area (see Fig. 18) of the device, Kdut DEV1 and Kdut DEV2 as
the new data [New Data] stored in the data update ticket (DUT(DEV)) are
decrypted, and Kdut DUT1 and 10 Kdut-DEV2 stored in the device key area of
the device are overwitten by the de@rypted data. Al so, the version of the
updating data (New Data Version) stored in the data update ticket
(DUT(DEV)) is stored in the version storage area, which is set in

ored versi on stora vhich is set in
Che devi a6 oRey O cas 20 B 1 W Redhrald, FhfRAaR of SpEET

ig. vice. en, p

Kdut _DEVEMAG GReRnG s o) jNe s dehit Al g%cck&{e&gk@ @ Jglut_DUTS

(MAC checking key of the data up e ticket ( store evi ce key
t

area 20 (3Qe d5Q: uhhQf tti@eqev(i&)ggr%rsmp@%@dd@eg ifpta
updati ng encryption key) and Kdut DEV4 (data updating encryption key) are

al so swappRGyptIRnPkRLES S torddah tFRMILAL e D%y aRPi NG Kauty DR and
Kdut DEV3 and swappi ng 25 Kdut-DEV2 and Kdut DEV4, a pair of éﬁut_DEV3 (MAC
checks ng the3$2odksy @frdcheddata wady edgocketrd RYBY suwbd Kyt JEWy (data
Kdut DEV4 (data updating encryption key) stored in the
device key area (see Fig. 18) of the device, Kdut_DEV1 and
Kdut_ DEVZ as the new data [New Datal stored in the data
update ticket (DUT(DEV)) are decrypted, and Kdut DUTLl and
10 Kdut_DEV2 stored in the device key area of the device are
overwritten by the decrypted data. Also, the version of the
updating data (New Data Version) stored in the data update
ticket (DUT(DEV)) is stored in the version storage area,
which is set in correspondence with the updating data in the
15 device, in this case, in the device key area (see Fig. 18)
of the device.

Then, in step S981, Kdut_DEV1 (MAC checking key of the
data update ticket (DUT) and Kdut_DUT3 (MAC checking key of
the data update ticket (DUT) stored in the device key area

20 (see Fig. 18) of the device are swapped, and Kdut DEV2 (data
updating encryption key) and Kdut DEV4 (data updating
encryption key) are also swapped. The process is then
completed.

By swapping Kdut_DEV1 and Kdut DEV3 and swapping

25 Kdut_DEVZ and Kdut DEV4, a pair of Kdut DEV3 (MAC checking



updating encryption key) is always nmaintained to be newer versions than a
pair of Kdut DEV1 (MAC checking key of the data update ticket (DUT)) and
Kdut DEV2 (data updating 5 encryption key). It is possible to perform
processing by setting that Kdut DEV1 and Kdut DEV2 are always to be
updated. If it is found in step S979 that the data represented by O d Data
Code (code of the old data to be updated) 10 indicated in the data update
ticket (DUT) is neither Kdut_ DEV1 (MAC checking key of the data update
ticket (DUT)) nor Kdut_ DEV2 (data up@dat2 m/g encryption key) stored in the
device key area (see Fig. 18), the process proceeds to step S982. In step
S982, by using Kdut DEV2 (data updating 15 encryption key) stored in the

devi ce kgy.arga t(h%e%&g:i?gfl OCfiCt(%f'}r? ; )q dde Aan A [Jr}]%vﬁ t a]

stored in the data ticket is decrypted, a e area

i ndi cat ed iy Qg %%ﬁ%%% ofs the L) Ipaaitr&béi% etd&e@@tﬁéi)depf the

data update ticket ) I's overwitten 20 by t crypted data. If

the versi@rsiisnaddedn @ the dat kdd prwipdaiRd. cidia MY dan & dhe
updating data (New Data "Version) stored in the data update ticket
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correspondence with the updating data in the device. 25 If it 1s found in

step $978&nichgiptiilee kieghet typas pdd3iHlH aketpehymeim ipwh &afesPY PAR) ,
steps S983 t hrough S986
setting that Kdut_DEV1 and Kdut_DEV2 are always to be
updated.
If it is found in step S979 that the data represented

by 0ld Data Code (code of the old data to be updated)

10 indicated in the data update ticket (DUT) is neither
Kdut_ DEV1 (MAC checking key of the data update ticket (DUT))
nor Kdut DEV2 (data updating encryption key) stored in tﬁe
device key area (see Fig. 18), the process proceeds to step
S982. 1In step S982, by using Kdut DEV2 (data updating

15 encryption key) stored in the device key area (see Fig. 18)
of the device, the new data [New Datal] stored in the data
update ticket (DUT(DEV)) is decrypted, and the area
indicated by 0ld Data Code (code of the old data to be
updated) of the data update ticket (DUT(DEV)) 1s overwritten

20 by the decrypted data. If the version i1s added to the data
to be updated, the version of the updating data (New Data
Version) stored in the data update ticket (DUT(DEV)) is
stored in the version storage area, which is set in

correspondence with the updating data in the device.

25 If it is found in step S978 that the ticket type



are executed. If the ticket type [Ticket Type] indicates DUT(PAR), it is
determ ned in step S983 whether the data represented by 5 A d Data Code
(code of the old data to be updated) indicated in the data update ticket
(DUT(PAR)) is Kdut PARL (MAC checking key of the data update ticket (DUT))
or Kdut PAR2 (data updating encryption key) stored in the partition key
area (see Fig. 23). 10 If the data represented by A d Data Code (code of
the old data to be updated) indicated in the data update ticket

(DUT(PAR)) is Kdut_ PARL (MAC checkinrng 348y -of the data update ticket (DUT))
or Kdut PAR2 (data updating encryption key) stored in the partition key
area (see Fig. 23), the process 15 proceeds to step S984. In step S984, by

usi ng Kdytr;R sypdat.i on ition key
area (seetTI:llcg%%Zré of tlh g;w ce, [gd A’I?1§<€ér(1ac1ls %d%fd% &ih #geé new dat a
[ New Dat @]reSteideR@itidy t he data update ticket (DUT(PAR)) are decrypted, and
Kdut PAR1 and Kdut PAR2 stored 20 in the partition key area of the device

are overwittes bye thexdecryptedrdakatr A9 tlh;%il\é%rt%lSOfbuqf(PtA@? upgat i ng
data (New Data Version) stored in the dafa update ticket DUT(PAR)) is

stored inst kieteahind STOIAGDH FIBB wHH el SchS&latd LY FEsRONeEnGe W th
the updating data in the device, 25 in this case, in the partition key area
(see ¥i gO0l2BPpafa thele @b4le daVittR old data to be updated) indicated
in the data update ticket (DUT(PAR)) is Kdut PAR1 (MAC
checking key of the data update ticket (DUT)) or Kdut_ PAR2
(data updating encryption key) stored in the partition key
area (see Fig. 23).
10 If the data represented by 0ld Data Code (code of the
old data to be updated) indicated in the data update ticket
(DUT (PAR)) is Kdut_PARl (MAC checking key of the data update
ticket (DUT)) or Kdut PAR2 (data updating encryption key)
stored in the partition key area (see Fig. 23), the process
15 proceeds to step S5984. In step S984, by using Kdut_ PAR4
(data updating encryption key) stored in the partition key
area (see Fig. 23) of the device, Kdut_PARl and Kdut PAR2 as
the new data [New Data] stored in the data update ticket
(DUT (PAR)) are decrypted, and Kdut_PARl and Kdut PAR2 stored
20 in the partition key area of the device are overwritten by
the decrypted data. Also, the version of the updating data
(New Data Version) stored in the data update ticket
(DUT (PAR)) 1s stored in the version storage area, which is
set in correspondence with the updating data in the device,

25 in this case, in the partition key area (see Fig. 23) of the



Then, in step S985, Kdut_ PAR1 (MAC checking key of the data update ticket
(DUT)) and Kdut PAR3 (MAC checking key of the data update ticket (DUT))
stored in the partition key 5 area (see Fig. 23) of the device are swapped,
and Kdut PAR2 (data updating encryption key) and Kdut PAR4 (data updating
encryption key) are swapped. The process is then conpleted. By swapping
Kdut PAR1 and Kdut PAR3 and swappi ng Kdut PAR2 and Kdut PAR4, a pair of
Kdut PAR3 (MAC checking 10 key of the data update ticket (DUT)) and

Kdut PAR4 (data wupdating encryptior Bay) -i s al ways nmai ntained to be newer
versions than a pair of Kdut_ PARL (MAC checking value of the data update
ticket (DUT)) and Kdut PAR2 (data updating encryption key). It is thus
possi bl e 4.0 R&rform processing 15 by setting that Kdut_PARL and Kdut_PAR2
are always to be wupdated. If it is found in step S983 that the data

d d. f d d
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encryption key) stored in the partition key area (see Fig. 18),

process pheceeds LRdateCRi3RE: (DHTHER IR BY 4 Mk KAWL ARG dat a
updating encryption key) stored in the partition key area (see Fig. 25 23)

of the deviese,(skleFriew daha dtNewDateali it ered dwaphhRl - b kdiat aardat e
ticket (DUT(PAR)) is decrypted, and the area -
(data updating encryption key) and Kdut PAR4 (data updating
encryption key) are swapped. The process 1s then completed.

By swapping Kdut PARl and Kdut_ PAR3 and swapping
Kdut_PAR2 and Kdut PAR4, a pair of Kdut PAR3 (MAC checking

10 key of theldata update ticket (DUT)) and Kdut_ PAR4 (data
updating encryption key) is always maintained to be newer
versions than a pair of Kdut_PARl1 (MAC checking value of the
data update ticket (DUT)) and Kdut_PAR2 (data updating
encryption key). It is thus possible to perform processing

15 Dby setting that Kdut_PARl and Kdut_PAR2 are always to be
updated.

If it is found in step S$983 that the data represented
by 0ld Data Code (code of the old data to be updated)
indicated in the data update ticket (DUT(PAR)) is neither

20 Kdut_DEV1 (MAC checking key of the data update ticket (DUT))
nor Kdut DEVZ (data updating encryption key) stored in the
partition key area (see Fig. 18), the process proceeds to
step S986. In step S986, by using Kdut PAR2 (data updating
encryption key) stored in the partition key area (see Fig.

25 23) of the device, the new data [New Datal] stored in the



indicated by Od Data Code (code of the old data to be updated) of
data update ticket (DUT(PAR)) is overwitten by the decrypted data.

ver si on

is added to the data 5 to be updated, the version of updatin

(New Data Version) stored in the data update ticket (DUT(PAR)) is

in the version storage area, which is set in correspondence with th
updating data in the device. The above-descri bed processing is the d
updating 10 operation executed in the device based on the data update

ticket.
updat ed

or Kdut _

area, o
or Kdut

As is seen fromthe above-des@ditbed' flow when the data to
is Kdut DEV1 (MAC checking key of the data update ticket 15

DEV2 (data updating encryption key), stored in the device k
ut R hecki fot p e 20
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20

25

by the decrypted data. If the version is added to the data
to be updated, the version of updating data (New Data
Version) stored in the data update ticket (DUT(PAR)) is
stored in the version storage area, which is set in
correspondence with the updating data in the device.

The above-described processing is the data updating
operation executed in the device based on the data update
ticket.

As is seen from the above—desCribed‘flow, when the data
to be updated is

Kdut DEV1 (MAC checking key of the data update ticket
(DUT)) or

Kdut DEVZ2 (data updating encryption key)., stored in the
device key area,

or

Kdut_PAR1 (MAC checking key of the data update ticket
(DUT)) or

Kdut_PARZ (data updating encryption key), stored in the
partition key area,
the processing other than the normal updating processing is
performed.

A brief summary of the updating processing for

t he

If the
g data
stored
e
at a

be
(DUT))
ey
(DUM))
n key



Kdut DEV2 (data updating encryption key), Kdut PARL (MAC checking key of
the data update ticket (DUT)), and Kdut PAR2 (data updating encryption
key) is shown in Fig. 95. The 5 updating processing is described in the
order from (1) to (3). Since the processing of Kdut DEV1,2 is simlar to
that of Kdut_PAR1, 2, the updating processing for Kdut_DEV1, 2 is only

di scussed. (1) After encrypting Kdut-DEV1 and Kdut DEV2 as the new 10 data
[ New Data] to be stored in the data update ticket (DUT) by using Kdut_ DEV4
(data updating encryption key) stored3id® -the device key area (see Fig. 18)
of the device, the encrypted data is stored in the data update ticket

(DUT). The data update ticket (DUT) is then sent to the device. In 15

st knog e “SAvS Bt e pRlAe” B GpbrorEEahEaRt, ﬁ?‘%é%i”ﬁgﬁ?édDE“z
ok Y. . . ) K
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(data updakichd ngNKiey Pl OR HEL Y 3t AR ddh iR& o 1de key,
devi ce, andcovggﬂmfygs Kdut DEVl aﬁggkdutjDEéb sggﬁga'iﬁugﬁgéﬁg%fie ey

area of t(aetdevipel thvigt ke et G g uti-sDEVbwand Kduty DB\, regpectively.
(3) Then, the device swaps newy stored Kdut DEV1 (NAéL 25 checki ng key of

t he dhat aupgdatiegt pekelescPdD )is Mde idrd Ga thdbrdey mf@a (19ee-di g. 18)
of the device and the previously
(3). Since the processing of Kdut DEV1,2 is similar to that
of Kdut_PAR1l,2, the updating processing for Kdut_DEV1,2 is
only discussed.
(1) After encrypting Kdut_DEV1 and Kdut DEV2 as the new
10 data [New Data] to be stored in the data update ticket (DUT)
by using Kdut_DEV4 (data updating encryption key) stored in
the device key area (see Fig. 18) of the device, the
encrypted data is stored in the data update ticket (DUT).
The data update ticket (DUT) is then sent to the device. 1In
15 this case, the ticket issuer that is able to update
Kdut_DEV1 and Kdut_DEV2 must know Kdut_DEV3 and Kdut_ DEV4.
(2) Upon receiving the data update ticket (DUT), the
device decrypts Kdut_DEV1 and Kdut DEV2 as the new data [New
Data] stored in the date update ticket (DUT) by using
20 Kdut_ DEV4 (data updating encryption key) stored in the
device key area of the device, and overwrites Kdut DEV1 and
Kdut_DEVZ stored in the device key area of the device by the
decrypted Kdut DEV1 and Kdut DEV2, respectively.
(3) Then, the device swaps newly stored Kdut DEV1 (MAC

25 checking key of the data update ticket (DUT)) in the device



stored Kdut DEV3 (MAC checking key of the data update ticket (DUT)). The
devi ce al so swaps newy stored Kdut DEV2 (data wupdating encryption key)
and the previously stored Kdut DEV4 5 (data updating encryption key). By
swappi ng Kdut DEV1 and Kdut DEV3 and swappi ng Kdut_ DEV2 and Kdut_ DEV4, a
pai r of Kdut_ DEV3 (MAC checking key of the data update ticket (DUT)) and
Kdut DEV4 (data wupdating encryption key) is always maintained to be newer
10 versions than a pair of Kdut_ DEV1 (MAC checking value of the data
update ticket (DUT)) and Kdut_ DEV2 (da&t4d updating ~encryption key). That

is, Kdut_ DUVl and Kdut_ DEV2 are keys that are normally used, and Kdut_DEV3
and Kdut DEV4 are keys that update Kdut DEV1 and Kdut DEV2, respectively,
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are also used as a pair. The present inventiion has been described 1 n detai
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those who are skilled in the art are able to nodify or 25 arrange the
enbod$ nentdawiat hdla tdepardndiy Fuion tey)spirit and - 348 scope of the
invention. That is, the invention has been
By swapping Kdut_DEV1 and Kdut DEV3 and swapping
Kdut_DEVZ2 and Kdut_DEV4, a pair of Kdut_DEV3 (MAC checking
key of the data update ticket (DUT)) and Kdut_DEV4 (data
updating encryption key) is always maintained to be newer
10 versions than a pair of Kdut DEV1 (MAC checking value of the
data update ticket (DUT)) and Kdut DEVZ (data updating
encryption key). That is, Kdut_DUV1l and Kdut_DEVZ2 are keys
that are normally used, and Kdut DEV3 and Kdut DEV4 are keys
that update Kdut_ DEV1 and Kdut_ DEVZ2, respectively, in the
15 event of an emergency, which serve as backup keys to replace
currently used Kdut DEV1 and Kdut DEV2, respectively.
Kdut_DEV1 (MAC checking key of the data update ticket
(DUT) ) and Kdut_DEV2 (data updating encryption key) are used
as a pair, and Kdut_DEV3 (MAC checking key of the data
20 update ticket (DUT)) and Kdut DEV4 (data updating encryption
key) are also used as a pair.
The present invention has been described in detail with
‘reference to a specific embodiment. It is apparent however

that those who are skilled in the art are able to modify or

25 arrange the embodiment without departing from the spirit and



di scl osed in an exanple only, and should not be interpreted in a
restricting manner. The scope of the invention should be determ ned by
taken the clainms recited at the head of the 5 specification into
consideration. A series of processings described in this specification can
be inpl enented by hardware or software, or a conposite construction

i ncl udi ng both hardware and software. |If the processings are executed by
software, a programin which a 10 processing sequence is recorded may be
installed into a nenory of a conputeB4igntegrated i nto dedi cated hardware,
or the programmay be installed into a general -purpose conputer which is
able to execute various processings For exanple, the program may be

recor ded dvan |n 15 recordi nedl such .as a.hard disk or a ROM
(Read Onl yIgp rrg'sry nt‘"eernrtf'éftc’ln\/eI ﬁlatr%e or (}glr@a T 5eh é}ﬁ)o(rjbaerﬁqy or -

per maneny; %cﬁto%gg‘_jlg{éw% 9:%5’%; fye”%g{%f’ ﬁou‘%]\sgrnddﬂ‘%e”%%t%gp(s%c% as a

fl oppy disk D% ¢ YRed eto
optical) 1‘3' %k’re%tl;_)\.{gt(lgggh\ta nel20 \’fﬁr'{es%tdol ?f?_];c)hr% m C cﬁﬁd or a

senlconductor menory renovable re unlcanrbe provi ded as

so- call gd GRREKAGR ROLMRLKen The RNQGLAM JEuA Ry Iarbst@Jel ok dd YR tie
above- descrlbed renmovabl e recording nediuminto a conputer, as discussed

25 ahpvespéb&Q&@a&uwglMntbh%dmgyaéygﬂn@h be wirelessly - 349 transferred
froma download site to a conputer, or nay be
A series of processings described in this specification
can be implemented by hardware or software, or a composite
construction including both hardware and software. If the
processings are executed by software, a program in which a.
10 processing sequence 1s recorded may be installed into a
memory of a computer integrated into dedicated hardware, or
the program may be installed into a general-purpose computer
which is able to execute various processings.
For example, the program may be recorded in advance in
15 a recording medium, such as a hard disk or a ROM (Read Only
Memory) . Alternatively, the program may be temporarily or
permanently stored (recorded) in a removable recording
medium, such as a floppy disk, a CD-~ROM (Compact Disc Read
Only Memory), an MO (Magneto optical) disk, a DVD (Digital
20 Versatile Disc), a magnetic disk, or a semiconductor memory.
Such a removable recording medium can be provided as so-
called '"package software".
The program may be installed from the above-described
removable recording medium into a computer, as discussed

25 above. Alternatively, the program may be wirelessly



transferred to a conputer by cable via a network, such as a LAN (Local
Area Network) or the Internet. Then, the conputer receives the transferred
program and installs the 5 programinto a recording nmedium such as a
built-in hard disk. The various processings described in the specification
can be executed in chronol ogi cal order as disclosed in the specification.
Alternatively, the processings may be 10 executed in parallel or

i ndi vidually according to the processing performance of the unit to
execute the processing or accordi ng B3d9% ke necessity. Mrreover, in this
specification, the systemis a logical group of a plurality of devices,
and the individual devices do not- have to be in 15 the sanme casing.

I ndust ri al. AR cab ld ty As dosrSeely fdi9m the f %%%g;gj%gf Vdeo%c rrdagﬁagbgé;é 20

according to the nmenory access control system ice nma

appar at Us.; ohfig el oo r@@g@ﬁg&ﬁﬂ%%ﬁyﬁ e NGJRBNY. deaded device,

the nmenory access contr program storade medium 1t is

possi bl e 1@ i(MRIATRAlr e Ne¥MIrHY dfd Mhd Ttk Glevar i,  wgs of access
control tickets are issued in response to access to a nenory having 25 a

pluralitycabutdier dedcRafls thans Adhdee thR) GHYdRIm OfarRBCGhsta39Q 1dRVi ce or
partition managenent entity, and processing based on the rules described
in ea®h brelehm Sn@¥eeUredd?dinlde medium, such as a built-in hard
disk.
The various processings described in the specification
can be executed in chronological order as disclosed in the
specification. Alternatively, the processings may be
10 executed in parallel or individually according to the
processing performance of the unit to execute the processing
or according to the necessity. Moreover, in this
specification, the system is a logical group of a plurality

of devices, and the individual devices do not have to be in

15 the same casing.

Industrial Applicability

As is seen from the foregoing description, according to
the memory access control system, the device management

20 apparatus, the partition management apparatus, the memory-

loaded device, the memory access control method, and the
program storage medium, it 1s possible to implement a
configuration in which various types of access control
tickets are issued in response to access to a memory having

25 a plurality of divided partitions under the control of each



menory-| oaded device, thereby inplenenting a configuration in which data
in each partition is independently managed. 5 According to the nenory
access control system the device managenent apparatus, the partition
managenent apparatus, .the nmenory-|oaded device, the nenory access
control nethod, and the program storage nmedium the device is able to
execute partition authentication and device 10 authentication according to
a public key designation nethod or a common key designhation nethod so as
to enable the execution of secure daB&0cemunicati on between the device
and an access unit under various environnments. According to the nmenory
access control system the 15 device nmanagenent apparatus, the partition

”anagenegtﬁgiaep%&aga%utﬁ%nﬁ?n%}% %%%e%n%g%e ,antdﬁgafrfsﬁggsyrié%g%% q control

met hod, the program storage rum t nory ry-1oaded

devi ce i I S 0 I rtiti fs rd i ich serve
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as nenory areas manage by a partition manage

area mnﬁgﬁgrybio_@d@%Vid%%i%r)aQWére‘ﬂgﬂ GhpQnees: 133 & PREAQfu Rt itde
menory-| oaded devi ce. The nenory-| oaded device thén receives from an

access Uft wAAcACaass Gantkheh bb&kq&iomaa%QQQd@péﬂaédkmy<m%n@§ﬁﬁger or an
access control ticket 25 nanaged by the partition manager as the access

contr®ol - 35lactbedehgl 06 the membry, aabdsexeeHteslpsgeessi, nghaccording to
a description in the received ticket. Accordingly, the

device management apparatus, the partition management
apparatus, the memory-loaded device, the memory access
control method, and the program storage medium, the device
is able to execute partition authentication and device

10 authentication according to a public key deéignation method
or a common key designation method so as to enable the
execution of secure data communication between the device
and an access unit under various environments.

According to the memory access control system, the

15 device manageﬁent apparatus, the partition management
apparatus, the memory-loaded device, the memory access
control method, and the program storage medium, the memory
of the memory-loaded device includes one or more partitions
for storing data files, which serve as memory areas managed

20 by a partition manager, and a device management area managed
by a device manager, which serves as a manager of the
memory—-loaded device. The memory—-loaded device then
receives from an access unit an access control ticket

managed by the device manager or an access control ticket

25 managed by the partition manager as the access control



mut ual aut hentication node and the access control ticket wverification node
to be conducted can be designated, and the 5 processing can be executed
according to the individual nodes, thereby enabling the execution of
secure data comunication between the device and the access unit under
various environments. According to the nmenory access control system the
10 devi ce managenent apparatus, the partition managenent apparatus, the
menory-| oaded device, the nenory access control method, and the program
storage nedium a partition registrat3isdn-ticket (PRT), a file registration
ticket (FRT), a service permssion ticket (SPT), and a data update ticket
15 (DUT) are issued under the nmanagenent of the device manager and the
artition, c ' ' Vi . erformed on the
p LAY AL Wi JHPCAR] N d LS HRdEs s PO AR on ! ;

condi ti on that aufhentlcatlo verificalion are succ
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control systemfor a nenory-loaded device having a nenory in ich a data
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i ncludes one or nore partitions for storing the data | e therein, which
5 processing can be executed according to the individual modes,

thereby enabling the execution of secure data communication
between the device and the access unit under various
environments.
According to the memory access control system, the

10 device management apparatus, the partition management
apparatus, the memory-loaded device, the memory access
control method, and the program storage medium, a partition
registration ticket (PRT), a file registration ticket (FRT),
a service permission ticket (SPT), and a data update ticket

15 (DUT) are issued under the management of the device manager
and the partition manager, and the processing in the device
is performed on the condition that authentication and ticket
verification are successfully conducted. It is thus
possible to achieve the provision of services and the data

20 management according to various processing modes under the

management of each service entity.



serve as nenory areas nmanaged by a partition nmanager, and a device manager
managenent area managed by a device nmanager, which serves as a manager of
sai d nenory-| oaded device; and 10 said nenory-| oaded device receives from"
an access unit an access control ticket managed by the devi ce manager or
an access control ticket managed by the partition nmanager as an access
control ticket for the nenory, and perforns processing according to a
description of the received ticket. 15 2. A nenory access control system
according to claiml1l, wherein: the-adSess control ticket includes nutual
aut henti cati on designation data that designates a nutual 20 authentication
node to be executed between said nenory | oaded device and the access unit
whi ch outputs the ticket; and said tyzl oaded device executes mutual

aut henti cati on according to the nutua au?hentication 25 designation data

of .Lhe aqcess R dd el AN NCTILE, -£5% ARSI ghagcording to a

description recorded in the recelve on the condition that

aut hent i RV iHaviSHE GEIRIMY Ay GORALCEh dath A TEMY Y- @5ca$s control
system according to claim1, "wherein: the access control ticket includes
ticket veHddeGat: on
5 the memory of said memory-loaded device includes éne or
more partitions for storing the data file therein, which
serve as memory areas managed by a partition manager, and a
device manager management area managed by a device managef,
which serves as a manager of said memory-loaded device; and
10 said memory-loaded device receives from an access unit
an access control ticket managed by the device manager or an
access control ticket managed by the partition manager as an
access control ticket for the memory, and perfo;ms
processing according to a description of the received ticket.
15
2. A memory access control system according to claim 1,
wherein:
the access control ticket includes mutual
authentication designation data that designates a mutual
20 authentication mode to be executed between said memory-
loaded device and the access unit which outputs the ticket;
and
said memory-loaded device executes mutual
authentication according to the mutual authentication

25 designation data of the access control ticket, and performs



designation data that designates a verification node of the access contro
ti cket received by said nenory-I| oaded device; 10 and said nenory-| oaded
devi ce executes ticket verification processing according to the ticket
verification designation data of the access control ticket, and perforns
processing according to a description recorded in the received ticket 15
on the condition that verification is successfully conducted. 4. A nenory
access control systemaccording to claim1l1l, wherein: the access control
ticket includes a category or an 206 i3dantifier of issuing neans of the
access control ticket; and said nenory-|oaded device executes processing to
check whether the ticket is a ticket issued by authorized issuing neans

based on ptrl%%e%%tﬁ%ora%c%rréfigg iet%e_rat id‘eihe rideitdie f%%gd%%ﬁ k s of the

access control ticket 1ndi int access - _ i cket
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description recorded in the received ticket on the con that the

checki Ng s FRERTHING icHneieaessful |y performed. 5 5. A nenory access
control systemaccording to claim1l, wherein: the access control ticket

i ncludes a category or an
5 3. A memory access control system according to claim 1,

wherein:

the access control ticket includes ticket verification
designation data that designates a verification mode of the
access control ticket received by said memory-loaded device;

10 and

said memory-loaded device executes ticket verification
processing according to the ticket verification designation
data of the access control ticket, and performs processing
accdrding to a description recorded in the received ticket

15 on the condition that verification is successfully conducted.

4. A memory access control system according to claim 1,
wherein:

the access control ticket includes a category or an

20 identifier of issuing means of the access contfol ticket;

and

said memory-loaded device executes processing to check
whether the ticket is a ticket issued by authorized issuing
means based on the category or the identifier of the issuing

25 means of the access control ticket indicated in the access



identifier of the access unit, which serves as using neans 10 of the
access control ticket; and said nenory-|oaded device perfornms processing to
check whether the ticket is a ticket provided by authorized using neans -
based on the category or the identifier of the access wunit, which serves
as the using neans of the access control 15 ticket, indicated in the access
control ticket received from the access unit, and perfornms processing
according to a description recorded in the received ticket on the
condition that the checking processi 3%4i s successfully performed. 20 6. A
menory access control systemaccording to claim1l, wherein: the access
control ticket managed by the device manager includes a partition

registr atciogtE rhe %?LE%%%RDe cterl%t[edalflfr%% H# ratd. cté QN fl8at Ic?q{rzrie EP[)eOrC S3id1g or

partition deletion processing for the nmenory of sdi ryngghed

devi ce; 0dcesdihg WoER g@@' NG }dé%o%rpéeitdnorferc%géd%& at Qi d i cket (PRT)

fromthe access unit, said rmenory-|loaded device perforns the partition

creati onrpegees R4 cRett BR R Idinei (ALt dHLERINGPccording to a
description recorded in the 5 received partition registration ticket (PRT).

7. A NENPEYcaeeesy GenkielesyFiamya¢earfdim@d o claim6, wherein the
partition registration ticket (PRT) is issued fromticket. issuing neans

managed by the device nanager to 10 the access unit, which serves as a
ti cket user nmanaged by
5. A memory access control system according to claim 1,
wherein:
the access control ticket includes a category or an
identifier of the access unit, which serves as using means
10 of the access control ticket; and
said memory-loaded device performs processing to check
whether the ticket is a ticket provided by authorized using
means based on the category or the identifier of the access
unit, which serves as the using means of the access control
15 ticket, indicated in the access control ticket received from
the access unit, and performs processing according to a

description recorded in the received ticket on the condition

that the checking processing is successfully performed.

20 6. A memory access control system accordiﬁg to claim 1,
wherein:
the access control ticket managed by the device manager
includes a partition registration ticket (PRT) that allows
partition creation processing or partition deletion

25 processing for the memory of said memory-loaded device; and



the partition manager. 8. A nenory access control system according to claim
1, wherein: 15 the access control ticket nanaged by the partition manager
includes a file registration ticket (FRT) that allows data-file creation-
processing or data-file deletion processing in a partition which is
generated in the nenory of said nenory-loaded device; and 20 when
receiving the file registration ticket (FRT) from the access unit, said
menory-| oaded device perfornms the file <creation processing or the file

del etion processing according to a-déséri-ption recorded in the received
file registration ticket (FRT). 25 - 356 9. A nenory access control
system according to claim8, wherein the file registration ticket (FRT) is

issued from ¢tjcket issuin ans naged by the partitiaqn n to the
access unit, &h%%hrggs%g%ngs%getPéggf%gggrrégﬁggéﬁ%ﬁﬁntﬁéc§g%a§%§&90n
manager . r C cqQnt.rol 2m aceording to claiml, . wherein:
t he acceéf:sk%f:noﬁglgg{g%t%ég%e%%%ﬁ;cda%e%&dg?eﬁ)%amr aalcfel(%nde 19" % neargfeorrnllsncﬁhuedes a
service r:ssi-on Li ( £ S Qg t tag filein a
arti 1 o R sy 0P Bx e, Yroa, A, A fAd

processing according to a description recorded in the

5 received partition registration ticket (PRT).

7. A memory access control system according to claim 6,

wherein the partition registration ticket (PRT) is issued

from ticket issuing means managed by the device manager to
10 the access unit, which serves as a ticket user managed by

the partition manager.

8. A memory access control system according to claim 1,
wherein:

15 the access control ticket managed by the partition
manager includes a file registration ticket (FRT) that
allows data-file creation processing or data-file deletion
processing in a partition which is generated in the memory
of said memory-loaded device; and

20 when receiving the file registratibn ticket (FRT) from
the access unit, said memory-loaded device performs the file
creation processing or the file deletion processing
according to a description recorded in the received file
registration ticket (FRT).

25



when receiving the service permssion ticket (SPT) from the access unit,
sai d nenory-1| oaded device accesses the data 15 file according to a
description recorded in the received service perm ssion ticket (SPT). 11. A
menory access control systemaccording to claim 10, wherein the service
perm ssion ticket (SPT) is issued from 20 ticket issuing nmeans managed by
the partition nmanager to the access unit, which serves as a ticket user
managed by the partition nanager. 12. A nmenory access control system
according to claiml1, 25 wherein: - 35566 the access control ticket nanaged
by the device manager or the partition manager includes a data update
ticket (DUT) that alloms dat a stored in the nenory of said nenory-| oaded

device t@ be UM sal% rrermry ega%ée%t;@céj@éfn pg@tceja%}[&kéat (DUT)

fron1the ‘access unlt evi ce per or s a ‘updating

processi g AOQ difag fthea RS R 5 eaarded i) e Jegelyed-gpta update

ticket (DUT). 10 13. A nenory access control systemaccording to claim12,

wher ei n: diba datias PR} enddiketar{ddEd dprenpdat i oge dat amérpaéé'&e tdemice

nmanager management area nanaged by the "device nanager is issued from

ticket i suddis WRARS MANRGEGdWwdhadevicald: egatatydd e pcaass unit,
which serves as a ticket user

5 partition manager.

10. A memory access control system according to claim 1,
wherein: |
the access control ticket managed by the partition
10 manager includes a service permission ticket (SPT) that
allows access to the data file in a partition in the memory
of said memory-loaded device; and
when receiving the service permission ticket (SPT) from
the access unit, said memory-loaded device accesses the data
15 file according to a description recorded in the received

service permission ticket (SPT).

11. A memory access control system according to claim 10,

wherein the service permission ticket (SPT) is issued from
20 ticket issuing means managed by thé partition manager to the

access unit, which serves as a ticket user managed by the

partition manager.

12. A memory access control system according to claim 1,

25 wherein:



managed by the device nmanager; and the data update ticket (DUT) for
updating the data in the partition managed by the partition nanager is
issued fromticket issuing nmeans managed by the partition manager 20 to

t he access unit, which serves as a ticket user managed by the partition
manager. 14. A devi ce managenent apparatus for executing device nmanagenent
of a nenory-1|oaded device, said nenory-|oaded 25 device including one or
nore partitions for storing a data - 358 file therein, which serve as
menory areas nanaged by a partition Bé&vagenent apparatus, and a device
manager nmanagenent area managed by said devi ce nmanagenent apparatus, said
devi ce nmanagenent apparatus conprising issuing neans 5 for a partition

registration thekehobBRTE AR B1MIRALAREESYe LYY [le LKA tAL Al ows

partition creation processing or parti on processi ng

memory Olb:Sainé PRI IPMBRAR G b % S PSR, MRNAQRIRN! (ARPAr al us

according to claim14, whereln sa ce manhage apparatus conpri ses

I Strphatd i I i i i public
a registuhatd QN 13Nty St ure W %W%l%%Angéeﬁ%%lﬁdaéSde

key certificate to said nenory-| oaded devi ce. ment
appar at Ugleaq @@ Hopd apgdaidd ;14nd Wherein the partition registration ticket

(PRT) includes nutual authentication designation data that designates a
mut uab aut henwheat ireBetibdagt @hbedaxacupad tRettweaR tSqDBT) from the
access unit, said memory-loaded device performs data

updating processing according to a description recorded in

the received data update ticket (DUT).

10 13. A memory access control system according to claim 12,
wherein:
the data update ticket (DUT) for updating data in the
device manager management area managed by the device manager
is issued from ticket issuing means managed by the device
15 manager to the access unit, which serves as a ticket user
managed by the device manager; and
the data update ticket (DUT) for updating the data in
the partition managed by the partition manager is issued
from ticket issuing means managed by the partition manager
20 to the access unit, which serves as a ticket user managed by

the partition manager.

14. A device management apparatus for executing device
management of a memory-loaded device, sald memory-loaded

25 device including one or more partitions for storing a data



menory-| oaded device and an access unit which outputs the 20 ticket. 17. A
devi ce managenent apparatus according to claim 14, wherein the partition
registration ticket (PRT) includes ticket verification designation data
that designates a 25 verification node of the access control ticket
received by - 359 said nenory-|oaded device. 18. A device nmanagenent
apparatus according to claim 14, wherein the partition registration ticket
(PRT) includes a 5 category or an identifier of the issuing neans of the
access control ticket. 19. A device m@8agenent apparatus according to
claim14, wherein the partition registration ticket (PRT) includes a 10
category or an identifier of an access unit, which serves as using neans

of the aGE(§3s t(fl%@eri(?ll, Wh&é‘%%t 'S et%Q/ef %so %{Eegnf%%ﬂf{goa L d%”r?an%e@ %)ar atus for

executing partition ‘managenent of a DI\ eviTe, Sai% menory 15
| oaded dgul-ae il WG ARAOLIING RA LIS dfi & fd g data file
t herein, "whi ch serve as nenory areas nanaged by said partition nmanagenent

appar at Usanaidn@ndeire® WRRAYR HIRNAGRIRMy L3 JBNAged, DY deMm &
managenent apparatus, said partition managenent apparatus npri si ng
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partition generated in a menory of said nenory-l|oaded device. 21. A

partisi oforaRagerRitt 3PP Heafikt rAGerditiG ke C{ERT AL a memory access
control ticket that allows partition creation processing or

partition deletioh'processing for a memory of said memory-—

loaded device.

10 15. A device management apparatus according to claim 14,
wherein said device management apparatus comprises a
registration authority structure which manages the issuing

of a public key certificate to said memory-loaded device.

15 _ 16. A device management apparatus according to claim 14,
wherein the partition registration ticket (PRT) includes
mutual authentication designation data that designates a
mutual authentication mode to be executed between said
memory-loaded device and an access unit which outputs the

20 ticket.

17. A device management apparatus according to claim 14,
wherein the partition registration ticket (PRT) includes
ticket verification designation data that designates a

25 verification mode of the access control ticket received by



wherein the access control ticket is a file registration 25 ticket (FRT)
that allows data-file creation processing or - 360 data-file deletion
processing in a partition generated in the nmenory of said nenory-I| oaded
device. 22. A partition nmanagenent apparatus according to claim?20, 5
wherein the access control ticket is a service perm ssion ticket (SPT) that
all ows access to the data file in a partition in the nenory of said
menory-| oaded device. 23. A partition managenent apparatus according to
claim?20, 10 wherein said partitior B@9%agenent apparatus conprises a _
registration authority structure which manages the issuing of a public key
certificate to said nenory-|l oaded device. 24. A partition nanagenent

appar at ug ,3%¢ @mo JT%AEJ%'@&%% e 15 wherein the access control ticket
i ncl udes nutual authéntication designation data that designates a mnutual

aut henti cati on node to be executed between said nenory- | oaded device and
an access unit which outputs the ticket. 20 25. A partition managenent

appar at ug gaccar dieRd cle0 nfeh@lgBmedit MMpaReIthd he ARCESYy GUd1Y 14 i16Ket

includes ticket verification designation data that designates a

verifi cayh@heiMDdR0hale tAGFL TS LAY I akitikdec@imgd e 19Ri<L nenory-

| oaded device. 25 - 361 26. A partition nmanagenent apparatus according to
clai g 20category or an identifier of the issuing means of the access

control ticket.

19. A device management apparatus according to claim 14,
wherein the partition registration ticket (PRT) includes a
10 category or an identifier of an access unit, which serves as

using means of the access control ticket.

20. A partition management apparatus for executing
. partition management of a memory-loaded device, said memory-
15 loaded device including one or more partitions for storing a
data file therein, which serve as memory areas managed b?
said partition management apparatus, and a device manager
management area managed by a device management apparatus,
said partition management apparatus comprising issuing means
20 for an access control ticket that allows access to a

partition generated in a memory of said memory-loaded device.

21l. A partition management apparatus according to claim 20,
wherein the access control ticket is a file registration

25 ticket (FRT) that allows data-file creation processing or



wherein the access control ticket includes a category or an identifier of
the issuing neans of the access control ticket. 5 27. A partition
managenent apparatus according to claim 20, wherein the access control
ticket includes a category or an identifier of an access unit, which
serves as using neans of the access control ticket. 10 28. A nenory-| oaded
devi ce having a nenory in which data can be stored, wherein: the nenory of
sai d nenory-| oaded device includes one or nore partitions, which serve as
menory areas nmanaged by a partitionr d@&fager, and a devi ce nmanager
managenment area 15 managed by a devi ce manager, which serves as a nmanager
of said nenory-| oaded device; and said nenory-|oaded device conprises

cont rol RARS 10l JAGAIVINGIIABANAGESS WL A AGHSSS SO gl i cket

managed by the devi ce nanag cess managed by -t he

partiti ORHERRRGRITAS fAR AL GRIAYUNRddd Wekficd or the menory, and for
perform ng procesSing according to a description of the received ticket.

29. A nenory-| oaded device according to claim 28, wherein: 25 the access
control ticket includes nutual - 362 authentication designation data that

desi gnat @z .a muUpaaltitabinhaninaCriet MRt ke fxemdaty kel weenwaid
menory- | oaded device and the access unit which outputs the ticket; and
5 wherein the access control ticket is a service permission

ticket (SPT) that allows access to the data file in a

partition in the memory of said memory-loaded device.

23. A partition management apparatus according to claim 20,
10 wherein said partition management apparatus comprises a
registration authority structure which manages the issuing

of a public key certificate to said memory-loaded device.

24. A partition management apparatus according to claim 20,
15 wherein the access control ticket includes mutual

authentication designation data that designates a mutual

authentication mode to be executed between said memory-

loaded device and an access unit which outputs the ticket.

20 25. A partition management apparatus according to claim 20,
wherein the access control ticket includes ticket
verification designation data that designates a verification
mode of the access control ticket received by séid memory-
loaded device.

25



5 said control neans executes nutual authentication according to the

mut ual aut henti cation designation data of the access control ticket, and
perfornms processing according to a description recorded in the received
ticket on the condition that authentication is successfully conducted. 10
30. A nenory-| oaded device according to claim28, wherein: the access
control ticket includes ticket verification designation data that
designates a verification node of the access control ticket received by
sai d nenory-| oaded device; 15 and said3dlcentrol neans executes ticket
verification processing according to the ticket verification designation
data of the access control ticket, and performs processing according to a

d i pt t
deser) DL ACUR I R TERRINAS e D gt £0 g 1
accor di Ngred kAR G RS %d}rtr&lhecm&eésu&%dé% 41 &kedqdAp!qides, a

category or an identifier of 1ssuing neans of the access control t1cket;

25 and - ;363 tisaied Gty lm@&ﬁ@éﬁgsoereﬁesabegsgoc@,h%mw&%h}%& the
ticket is a ticket issued by authorized issuing neans based on the

category or the identifier of the issuing nmeans of the access control
ticket indicated in the access control 5 ticket received fromthe access
uni t,5an@7per @ tition management apparatus according to claim 20,

wherein the access control ticket includes a category or an
identifier of an access unit, which serves as using means of

the access control ticket.

10 28. A memory-loaded device having a memory in which data
can be stored, wherein: |
the memory of said memory-loaded device includes one or
more partitions, which serve as memory areas managed by a
partition manager, and a device manager management area
15 managed by a device manager, which serves as a manager of
sald memory-loaded device; and
said memory-loaded device comprises control means for
receiving from an access unit an access control ticket
managed by the device manager or an access control ticket
20 managed by the partition manager as an access control ticket
for the memory, and for performing processing according to a

description of the received ticket.

29. A memory-loaded device according to claim 28, wherein:

25 the access control ticket includes mutual



processi ng according to a description recorded in the received ticket on
the condition that the checking processing is successfully perfornmed. 10
32. A nenory-1l oaded device according to claim 28, wherein: the access
control ticket includes a category or an identifier of the access unit,
whi ch serves as using neans of the access control ticket; and said control
nmeans perforns processing to check whether 15 the ticket is a ticket
provi ded by authorized using neans based on the category or the identifier
of the access unit, which serves as-t3&2using neans of the access control
ticket, indicated in the access control ticket received fromthe access
unit, and perforns processing according to a 20 description recorded in the
recei ved jy C jtion: th h ecki ocessing i
éﬁE%@ﬁt?OrnE gggiééggloﬁ Sété ghg@ 8Fg9$n%é?ﬁoa ?Bguaf

successful ly per NMenory access con
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wherein: - 364 the nmenory of said nenory-loaded device inc Udes one or
nmore partiddoas &éﬁl@é(Hﬁ@gtﬂ@eag@égsfﬁﬁftt@ﬁighnouwﬁagg tRET YE R TEMOTY
areas nmanaged by a partition manager, and devi ce nager managenént area

managed nd devi ce manager, 5 which serves as a manager of said
menor y-| oaded devi ce; and sai.d nenory-| oaded device receives from an

acces$ unit amiareestredniedng iceiutanaged:dly ddenddevi &a imnager or an
according to the mutual authentication designation data of
the access control ticket, and perfdrms processing according
to a description recorded in the received ticket on the

condition that authentication is successfully conducted.

10
30. A memory-loaded device according to claim 28, wherein:
the access control ticket includes ticket verification
designation data that designates a verification mode of the
access control ticket received by said memory-loaded device;
15 and

said control means executes ticket verification
processing according to the ticket verification designation
data of the access control ticket, and performs processing
according to a description recorded in the received ticket

20 on the condition that verification is successfully conducted.

31. A memory-loaded device according to claim 28, wherein:
the access control ticket includes a category or an

identifier of issuing means of the access control ticket;

25 and



access control ticket nmanaged by the partition nmanager as an access
control ticket forthe nmenory, and perforns 10 processing according to a
description of the received ticket. 34. A nmenory access control method
according to claim33, wherein: the access control ticket includes nutual
15 authentication designation data that designates a nutual authentication
node to be executed between said nenory- | oaded device and the access unit
whi ch outputs the ticket; and said nenory-| oaded devi ce executes mutual 20
aut henti cation according to the nutwaB6é8uthentication designation data of
the access control ticket, and perforns processing according to a
description recorded in the received ticket on the condition that

aut hent  cat 001§ oSHEEERShUbLY GAAAUELETE 2R 305 (35 crAcieURLLLagoess

control nethod according to claim el n: access co i cket
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verification node o access control ticket receive y said
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verification processing according to the ticket verification designation
' of the access control ticket indicated in the access control
5 ticket received from the access unit, and performs
processing according to a description recorded in the

received ticket on the condition that the checking

processing is successfully performed.

10 32. A memory-loaded device according to claim 28, wherein:
the access control ticket includes a category or an
identifier of the access unit, which serves as using means
of the access control ticket; and
said control means performs processing to check whether
15 the ticket is a ticket provided by authorized using means
based on the category or the identifier of the access unit,
which serves as the using means of the access control ticket,
indicated in the access control ticket received from the
access unit, and performs processing according to a
20 description recorded in the received ticket on the condition

that the checking processing is successfully performed.

33. A memory access control method for a memory-loaded
device having a memory in which a data file is stored,

25 wherein:



data of the access control ticket, and perforns processing 10 according to
a description recorded in the received ticket on the condition that
verification is successfully conducted. 36. A nenory access control nethod
according to claim33, wherein: 15 the access control ticket includes a
category or an identifier of issuing neans of the access control ticket;
and sai d nenory-| oaded devi ce executes processing to check whether the
ticket is a ticket issued by authorized issuing 20 nmeans based on the
category or the identifier of the issgiedg- neans of the access control
ticket indicated in the access control ticket received fromthe access
unit, and perforns processing according to a description recorded in the

oceived 1) cheheOBchig,Cor, LAl LUE SHECHL0RCe2 RUBRESELRS L2, o

successful |y perforned: 3 MOry "acCess Co

to clai mgde pahenel it %@%&%ﬁ\ﬁ%@mda@ac@lé NGldides, a gatggory or an

5 identifier of the access unit, serves as using neans of the access

control islegh@t 5 saRdmdahd JrRnRr %-aln%@%?ggqﬁ\éj %mrgiqymaq{a%qssia% to check

whet her the ticket is a ticket provi y aut hori zed usi 'méans based on

the categer) cer mahe gedefanbigemedft bhea26eeR%et) BiNid ML mflRs. as the
usi ng neans of the access control
5 which serves as a manager of said memory-loaded device; and
sald memory-loaded device receives from an access unit
an access control ticket managed by the device manager or an
access control ticket managed by the partition manager as an

access control ticket for the memory, and performs

10 processing according to a description of the received ticket.

34. A memory access control method according to claim 33,
wherein:
the access control ticket includes mutual
15 authentication designation data that designates a mutual
authentication mode to be executed between said memory-
loaded device and the access unit which outputs the ticket;
and
said memory-loaded device executes mutual
20 authentication according to the mutual authentication
designation data of the access control ticket, and performs
processing according to a description recorded in the
received ticket on the condition that authentication is
successfully conducted.

25



ticket, indicated in the access control ticket received from the access
unit, and performs processing according to a description recorded in the
recei ved ticket on the condition that the checki ng processing is
successfully perfornmed. 15 38. A nmenory access control method according to
claim 33, wherein: the access control ticket managed by the device manager
includes a partition registration ticket (PRT) that allows 20 partition
creation processing or partition deletion processing for the nenory of said
menory-| oaded device; and when recei 96hg-the partition registration ticket
(PRT) fromthe access unit, said nenory-|oaded device perforns the
partition creation processing or the partition deletion 25 processing

accor dingsto 4 feRBtiPLLABsseeardedyl Dty (385 ace vad dant ion

reglstratlon tlc menory access contr accdrdlng to
cIa|n138whe@@§5e|n the partition registration ticket (PRT) is issued 5 from
ticket issuing neans managed by the device nmanager to the access unit,

whi ch serves @ge aaéé§§§tcé'§€£oﬂaﬂﬁgﬁgtanciG&eQa{:Ebkb@nvgﬁﬁlﬁgéétlég A
menory access control nethod according to claim 33 10 wherein: the access

OnFr0| Hb@K@haﬁEBQQGQtEYthEQ paktighbess ﬁaQéﬁﬁﬁlb%Qh%@e&o@éfbEethe
registration ticket (FRT) that
5 access control ticket received by sald memory-loaded device;
and
sald memory-loaded device executes ticket verification
processing according to the ticket verification designation
data of the access control ticket, and performs processing

10 according to a description recorded in the received ticket

on the condition that verification is successfully conducted.

36. A memory access control method according to ciaim 33,
wherein:

15 the access control ticket includes a category or an
identifier of issuing means of the acceés control ticket;
and

said memory-loaded device executes processing to check
whether the ticket is a ticket issued by authorized issuing

20 means based on the category or the identifier of the issuing
means of the access control ticket indicated in the access
control ticket received from the access unit, and performs
processing according to a description recorded in the
received ticket on the condition that the checking

25 processing is successfully performed.



allows data-file creation processing or data-file deletion processing in a
partition which is generated in the nenory 15 of said nenory-| oaded

devi ce; and when receiving the file registration ticket (FRT) from the
access-unit, said nmenory-|oaded device perforns the file «creation
processing or the file deletion processing according to a description
recorded in the received file 20 registration ticket (FRT). 41. A nenory
access control nmethod according to claim40, wherein the file registration
ticket (FRT) is issued from ticket-i886i rRg neans nmanaged by the partition
manager to the 25 access unit, which serves as a ticket user nanaged by the
- 368 partition nmanager. 42. A nenory access control method according to
claim 33, wherein: 5 the access control ticket managed by the partition
manager includes a service perm ssion ticket (SPT) that allows access to

the datasfil el ReRoRr bicklean 'centt@%mﬁ@c&mdofacz@r@l m%%v J1234ed sdevi ce;

and when receiving the service perm ssion ticket from 10 the access
uni t, sawdemermry-| oaded device accesses the data file according to a
description recorded in the received service permssion ticket (SPT). 43.
A menory acceshe Cadte9s o8hHOE1 agCOkELNIntOuaksi B d3tegdByWier ghn the

service permssion ticket (SPT) is issued from
5 identifier of the access unit, which serves as using means
of the access control ticket; and
said memory-loaded device performs processing to check
whether the ticket is a ticket provided by authorized using
means based on the category or the identifier of the access
10 unit, which serves as the using means of.the access control
ticket, indicated in the access control ticket received from
the access unit, and performs processing according to a
description recorded in the received ticket on the condition
that the checking processing is successfully performed.
15
38. A memory access control method according to claim 33,
wherein:
the access control ticket managed by the device manager
includes a partition registration ticket (PRT) that allows
20 partition creation processing or partition deletion
processing for the memory of said memory-loaded device; and
when receiving the partition registration ticket (PRT)
from the access unit, said memory-loaded device performs the
partition creation processing or the partition deletion

25 processing according to a description recorded in the



ticket issuing neans nmanaged by the partition manager to the access unit,
whi ch serves as a ticket user nmanaged by the partition nmanager. 20 44. A
menory access control nethod according to claim33, wherein: the access
control ticket managed by the device nmanager or the partition manager

i ncludes a data update ticket (DUT) that allows data stored in the nmenory
of said nenory-loaded 25 device to be updated; and - 369 when receiving
the data update ticket (DUT) fromthe access unit, said nenory-l| oaded
device perforns data wupdating processSierig-according to a description
recorded in the received data update ticket (DUT). 5 45. A nenory access
control nethod according to claim33, wherein: the data update ticket

(DUT) fo&e%%q@%hn%agié%ﬁg%iggﬁgﬁg$¥hgﬁnpqﬁﬁg§%%gﬁﬁﬁgenent area nmanaged by

t he devi ce manage rom ti cket ‘means nmanaged by the
devi ce manager to the access unit, which serves as a ticket user nmanaged
by the device manager; and the data update ticket (DUT) for updating the

data in sphe papfddrQN JSRRAGEEIN Ae RAHId ILJERNAALILd TiSses, 15 from
ticket issuing means nanaged by the partition manager to the access unit,
whi ch sei¥eseds ankl @il i4Sen mRAgeddMon ticket (PRT) is issued

5 from ticket issuing means managed by the device manager to

the access unit, which serves as a ticket user managed by

the partition manager.

40. A memory access control method according to claim 33,
10 wherein:
the access control ticket managed by the partition
manager includes a file registration ticket (FRT) that
allows data-file creation processing or data-file deletion
processing in a partition which is generated in the memory
15 of said memory-loaded device; and
when receiving the file registration ticket (FRT) from
the access -unit, said memory-loaded device performs the file
creation processing or the file deletion processing
according to a description recorded in the received file

20' registration ticket (FRT).

41. A memory access control method according to claim 40,
wherein the file registration ticket (FRT) is issued from
ticket issuing means managed by the partition manager to the

25 access unit, which serves as a ticket user managed by the



the partition manager. 46. A program storage nmedi umfor providing a
conputer 20 program for executing nmenory access control processing on a
conput er system said nmenory access control processing being performed for
a nenory-| oaded device having a nenory, said nenory including one or nore
partitions for storing a data file therein, which serve as nenory areas
managed by a 25 partition nmanager, and a devi ce nanager nanagenent area -
370 nmanaged by a device nanager, which serves as a manager of said
menory-| oaded devi ce, sai d conputer -pBé@ am conprising: a step of receiving
froman access unit an access control ticket managed by the devi ce manager
or an access 5 control ticket managed by the partition nanager as an access

control tiscket ;bor g agmory; a step of executing nutual authentication
with the” access unit; "a step of executing ticket verification processing

10 according to a description of the received ticket; and a step of
perform ng processing according to the description of the received ticket.

42. A memory access control method according to claim 33,
wherein:

5 the access control ticket managed by the partition
manager includes a service permission ticket (SPT) that
allows access to the data file in a partition in the memory
of said memory-loaded device; and

when receiving the service permission ticket (SPT) from
10 the access unit, said memory-loaded device accesses the data
file according to a description recorded in the received

service permission ticket (SPT).

43. A memory access control method according to claim 42,
15 wherein the service permission ticket (SPT) is issued from

ticket issuing means managed by the partition manager to the

access unit, which serves as a ticket user managed by the

partition manager.

20 44. A memory access control method according to claim 33,
wherein:
the access control ticket managed by the device manager
or the partition manager includes a data update ticket (DUT)
that allows data stored in the memory of said memory-loaded

25 device to be updated; and
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- 369 -

when receiving the data update ticket (DUT) from the
access unit, said memory-loaded device performs data
updating processing according to a description recorded in

the received data update ticket (DUT).

45. A memory access control method according to claim 33,
wherein:

the data update ticket (DUT) for updating data in the
device manager management area managed by the device manager
is issued from ticket issuing means managed by the device
manager to the access unit, which serves as a ticket user
managed by the device manager; and

the data update ticket (DUT) for updating the data in
the partition managed by the partition manager is issued
from ticket issuing means managed by the partition manager
to the access unit, which serves as a ticket user managed by

the partition manager.

46. A program storage medium for providing a computer
program for executing memory access control processing on a
computer system, said memory access control processing being
performed for a memory-loaded device having a memory, said
memory including one or more partitions for storing a data
file therein, which serve as memory areas managed by a

partition manager, and a device manager management area



10

- 370 -

managed by a device manager, which serves as a manager of
said memory-loaded device, said computer program comprising:

a step of receiving from an access unit an access
control ticket managed by the device manager or an access
control ticket managed by the partition manager as an access
control ticket for the memory;

a step of executing mutual authentication with the
access unit; |

a step of executing ticket verification processing
according to a description of the received ticket; and

a step of performing processing according to the

description of the received ticket.



