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TRANSLATION
DESCRIPTION

ENCRYPTED PROGRAM EXECUTING APPARATUS

Technical Field

The present invention relates to an encrybted
program executing apparatus loaded into a computer or
the like which has a function of decrypting an encfypted
program and executing the decrypted program.
Background Art

A variety of types of software have recently been
contrived in accordance with the remarkable spread of
computers and can be utilized as general-purpose

software irrespective of a type of computer. However,

" an illegal copy of software is increasing and thus some

~measures have to be taken immediately to prevent an

illegal copy.

As one measure to prevent'sottware from being
illegally copied, there is provided a copy prevention
method wherein a software is encryptéd and only an
authorized uSer is infé:med of a decrypting program and
the encrypted software is decrypted before execution.

The conventional encryption is perfofmed mainly
using. a software conversion aigorithm. The more
complicated the conversion algorithm, the more difficult
the decryption of software, however, it is actually very

hard to create such an encryption algorithm. Further,
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the conventional encryption method has drawbacks in

which a decrypting program itself is copied and the

encrypted software is decrypted and the decrypted
program is cdpied and used, and so on.

Stated another way,_the copy of the software is
prevented in the conventional éystem by a software
method using a password. However, the software method
is not an almighty measure and can not pe;fectly prevent
an illegal copy. It is possible to cbmpletely copy ;he
software. The complete copy can not be distinguished
from the original.

The present invention has been developed in
consideration of the above and its object is to provide
an encrypted program executing apparatus capable of
preventing an encrypted progrém from being copied and
used. |
Disclosure of Invention

According to a first aspect of the present
invention, there is provided .an encrypted program
executing apparatus for executing ah encrypted program
at least a part of which is encrypted, the apparatus
comprising first memory means for stbring a decrypting
program, means for decrypting the enqrypted program by
using the decrypting program stored in the first memory
means, second memory means for storing a program
decrypted by the decrypting means, and means for

inhibiting the decrypted program stored in the second

s Sheet Has Been ReIpIaced
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According to a second aspect of the present

memory means from being read out.

invention, there is provided an encrjpted program
according to the first aspect, in which the decrypting
means comprises a CPU, formed in an LSI, for executing
the decrypting program stored in the first storing means,
and the second storing means cbmprises a cache memory
formed in the Lsi.

According to a third aspect of the present
invention, there is provided an encrypted program
acgording to the second aspect, in which the inhibiting
meané'comprises a control register, formed in the LSI,
to which an inhibit flag is set.when the deérypting
program'is executed; and a cache function of the cache
memory is inhibited if the inhibit flag is set in the |
control register.

According to a fourth aspect of the present
invention, there is provided an encrypted program
according to the second aspect, in which the inhibiting
means comprises a flip-flop, formed in the LSI, to.which
an inhibit flag is set when the CPU executes an
instruction to write the decrypted program into the
cache memory, and a cache function of the céche memory
is inhibited if the inhibit flag is set in the flip-flop.

According to a fifth aspeét of the present
invention, there is provided an encrypted program

according to the second aspect, which further comprises
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means for inputting a program, third memory means for

storing a specific information of the apparatus, and in

- which when the inputting means inputs a program

including a password calculation program which is
encrypted, the CPU decrypts the password calculation
program, stores the decrypted passwprd calculation
program.in'the second memory means, calculates the
password based on the specific information using the
decrypted password calculation program, and compares the
calculated password and a password input by a user.
According to a sixth aspect of the present
invention, there is provided an encrypted program
according to the second aspett,.which'further comprises
means for inputting a program, and in which when the

inputting means inputs a program including a copyright

claiming program for displaying a copyright claiming

message and a processing progrém at least a part of

- which is encrypted, the CPU decrypts the encrypted

copyright claiming program.and displays the copyright

"claiming message.

Brief Description of Drawings

FIG. 1 is a block diagram showing a computer loaded
with an encrypted program executing apparatus according
to a first embodiment of the présent invention;

FIG. 2 is a flowchart showing a sequence of

execution of an encrypted program according to the first

embodiment of the present invention;
Sheet Has Been Rerlaced
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FIG. 3 is a block diagram showing a computer loaded
with an encrypted program executing apparatus according
to a second embodiment of the present invention;

FIG. 4 is a flowchart showing a sequence of
execution of an encrypted program according to the
second embodiment of the present invention;

FIG. 5 is a block diagram showing a computer loaded

with an encrypted program executing apparatus according

'to a third embodiment of the present invention;

FIG. 6 is a flowchart showing a sequence of
execution of an encrypted program according to the third
embodiment of the present invention;

FIG. 7 is a block diagram sﬁowing a computer loaded

with an encrypted program executing apparatus according

to a fourth embodiment of the present invention; and

FIG. 8 is a flowchart showing a sequence of
execution of an encrypted program according to the
fourth embodiment of the present invention.
Best Mode of Carrying Out the Invention

A preferred embodiment of an encrypted program
executihg apparatus according to the present invention
will now be described with reference to the accompanying
drawings. |

FIG. 1 is a block diagram of the whole
configuration of a computer loaded with an encrypted
program executing apparatus according to a first

embodiment of the present invention. The computer
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comprises a one-éhip microcomputer 10 and an external
memory device 15. The one-chip microcomputer 10
comprises a CPU (Central Processing Unit) 11 for
controlling fhe whole apparatus. The CPU 11 controls
the operations of the respective circuits in the
computer according to the programs stored in advance in

an internal ROM (Read Only Memory) 12. The one-chip

.microcomputer 10 also comprises a cache memory 13 and a

control register 14 for storing control data for

controlling a cache function of the cache memory 13.

" The ROM 12 and cache memory 13 are connected to the-CPU

11 through a system bus 16 formed of a data bus, address
bus and control bus.

The cache memory 13 is so constituted that a cache
function (purging and writing of data)'for a storage
area is inhibited or allowed in accordance with a set
"1l" or reset "O" of a.flag stored in the control
register 14 and cor;esponding to the storage area. When
the cache function for a given area is inhibited, the
data stored in the area.can be resident data. The CPU
11 sets and resets the flag.

The system bus 16 of the one-chip microcomputer 10
is connected to the memory device 15 via an I/0 buffer
17. A portion of the bus between the I/0 buffer 17 and
the memory device 15 is called an external bus. The
memory device 15 stores two types of programs including

an encrypted program which must be decrypted before
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execution and a non-encrypted program.. The whole
program is not necessarily encrypted, but it is

sufficient that at least a part of the program is

encrypted. The memory device 15 is not limited to a

semiconductor memory device, bﬁt may be a memory card,
hard disk drive and floppy disk drive. It is possible
to dowh load programs into the ﬁemory device 15 from a
network.

When reading a program stored in the memory device
15, the CPU 11 performs a control operation in
accordance with the program. A decrypting program is
previously written in the ROM 12. When the ehcrypted

program is read, the program is executed after an

encrypted portion thereof is decrypted. The decrypted

program is stored in the cache memory 13 as a resident
file. If the program read from the memory device 15_is
a non-encrypted program, the CPU 11 executes the program
using a cache function for all areas of the cache memory
13. Since the I/0 buffer 17 is connected betﬁeen the
system bus 16 and the external bus (memofy device 15),
the contents of the ROM 12 including the decrypting
program cannot be read out of the.one-chip microcomputer
10.

An operation of executing ah encrypted program in
the computer loaded with an encrypted program executing
apparatus having the above configuration according to

the first embodiment, will now be described.
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FIG. 2 is a flewchart showing a process of
executing the encrypted program in the computer loaded
with the encrypted program executing apparatus according
to the first embodiment.

At step S11, an encrypted program which must be
deerypted is loeded into the memory device 15. A part
or whole of the program is encrypted irrespective of
Commaﬁd and data and information indicative of an
encrypted program is added to the header of the program
or the like. Based on the information added to the
header or the like, the CPU 11 determines that the
program read out from the memory device 15 is an
encrypted program.

At step S12, the encrypted part of the read program
is taken into the CPﬁ 11. At step S13, the encrypted
part is decrypted.

When the encrypted part of the program is taken
into the CPU 11, the encrypted part is decrypted in
accordance with the decrypting program stored in the ROM
12. The decrypted program is written into the cache
memory 13 et step S14.

As descriﬁed abqve, since the contents of the ROM
12 cannot be read out to the external bus, it is
unlikely that the algorithm of the decrypting program
will be analyzed by a third party.

| After the encrypted part of the encrypted program

is decrypted and this decrypted program is written into
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the cache memory 13, a cache inhibit flag stored in the
control régister 14 and controlling a cache function,
such as a data purge of a storage area of the memory 13
where the decrypted program is written, is set at step
S13. Therefore, the decrypted program is inhibited from
being read out to the external bus.

The decrypted program written to the cache function
inhibition area of the cache memorf 13, islcombined with
a non-encrypted part of the encryptéd program loaded in
the memory device 15. The combined program is executed
by the CPU 11 (step S16). Of the encrypted program
loaded in the memory device 15, the encrypted part is
decrypted and stored in the cache memory 13 as a
resident file, whereas the non-encrypted part is
executed through a normal cache function using the
remaining part of the cache memory 13.

When the encrypted program need not be executed,
the decrypted part stored in the cache memory 13 is
erased, and the cache function inhibition flag set in
the control register 14 in accordance with the storége
area corresponding of the decrypted program is reset to
release the cache function inhibition.

According to a computer loaded with the encrypted
program executing apparatus according to the first
embodiment, the encrypted part of the encrypted program
loaded in the memory device 15 is taken in the one-chip

microcomputer 11 and is decrypted based on the
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decrypting program stored in advance in the ROM 12 which
cannot be read out to the external bus. The decrypted
program is written in the cache memory 13, and a flag
stored in the control register 14 and corresponding to
the storage area of the decrypted program is set,
thereby inhibiting the cache function of the storage
area and decrypted program from being read out to the
external bus. The decrypted.program stored in the cache
memory 13 and.the non-encrypted program stored in the

memory device 15 are combined and executed by the CPU 11.

Therefore, the conventional drawbacks wherein the

decrypting program itself is copied and the encrypted
program is decrypted or the decrypted program is copied
and used, can be eliminated by a simple'modification to
the configuration of the computer.

When an encrypted program is decrypted by its
dedicated decrypting program in a specific computer, an
encrypted program executihg apparatus with high

reliability, which prevents the decrypting program or

.decrypted program from being read out by a third party,

can be provided.

In the above embodiment, when the decrypted program
is written to the cache memory 13, the cache function in
its storage area is inhibited by the control register 14,
and the decrypted program is inhibited from being sent
out to the external bus. If, as in an encrypted program

executing apparatus according to a second embodiment of
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the present invention shown in FIGS. 3 and 4, an
instruction (enforced write instruction) to write a
decrypted ﬁrogram to the cache memory 13 and
simultanéously to add a cache inhibition flag is
included in the system program of a CPU 21, the
fbregoing control register 14 for inhibiting the cache
function and releasing the ihhibition is unnecessary,
thus making it more difficult to read out the decrypted
program.

Other embodimenté of the encrypted program
executing apparatus according to the presént invention
will be described.

FIG. 3 is a block diagram of the whole
configuratioﬁ of a computer loaded with an encrypted
brogram executing apparatus according to a second

embodiment of the present invention. The computer

comprises a one-chip microcomputer 20 and an external

memory device 25. The one—chip.microcompufer 20

comprises a CPU 21 for controlling the whole apparatus.

Thé CPU 21 controls the operations.of the respective
circﬁits in the computer according to the programs
stored in advance in an internal ROM 22. The one-chip
microcomputer 20 also comprises a cache memory 23 and a
flip-flop 27 for storing control data for cohtrolling a
cache function of the cache memory 23. The ROM 22 and
cache memory 23 are connected to the CPU 21 through a

system bus 26 formed of a data bus, address bus and
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control bus.

The caéhe memory 23 is so constituted that a cache
function (purging énd writing of data) for a
predetermined storage area is inhibited when the data is
written into the storage area by the CPU 21 with an
enforced write instruction.  The flip-flop 27 is
provided in correspondence with the predetermined
storage area of the cache memory 23 into which the data
is written under the enforced write instruction.
Therefore, when the CPU 21 writes data into the cache
memory 23 under the enfbrced write instruction, the flag
is set in the flip-flop 27 so that the cache function of
the cache memory 23 is inhibited. When the céche
function is inhibited, fhe data in the caché memory 23
can be resident data. |

The system bus 26 of the one-chip microcomputer 20
is connected to the memory device 25 via an I/0 buffer
28. A portion of the bus between the I/0 buffér 27 and
the memory device 25 is called an external bus. The
memory device 25 stores two types of programs including
an encrypted program which must be decrypted before
execution and a non-encrypted program. The whole
program is not necessarily encrypted, but it is
sufficient that at least a part of the program is
eﬁcrypted. The memory device 25 is not limited to a
semiconductor memory device, but may be a memory card,

hard disk drive and floppy disk drive. It is possible
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to down load programs into the memory device 25 from a
network. |

When reading a program stored in the memory device
25, the CPU 21 performs a control Qperation in
accordance with the program. A decrypting program is
previously written in the ROM 22. When the encrypted
program is read, the program is executed after an
encrypted portion thereof is decrypted. The decrypted
program is stored in the cache memory 23 as a resident'
file. If the program read from the memory device 25 is
a non-encrypted prograﬁ, the CPU 21 executes the program
using a cache function for all areas of the cache memory
23. Since the I/O buffer 28 is connected between the
system bus 26 and the external bus (memory device 15),
the contents of the ROM 22 including the decrypting
program'cannot.be read out of the one-chip microcomputer
20.

An operation of executiﬁg an encrypted program in
the computer loaded with an encrypted program executing
apparatus having the above configuration according to
the second embodiment, will now_be described.

FIG. 4 is a flbwcharﬁ showing a prodess of
executing the encrypted program in the computer loaded
with the encrypted program executing apparatus accqrding
to the second embodiment.

At step 521, an encrypted program which must be

decrypted is loaded into the memory device 25. A part
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or whole of the program is encrypted itrespective of
éommand and data and information indicative of an |
encrypted program is added to the header of the program
or the like. Based on the information added to the
header or the like, the CPﬁ 21 determines that the
program read out from the memory device 25 is an
encrypted program.

At step S22, the encrthed part of the read program
is taken into the CPU 21. At step S23, the encrypted
part is decrypted.

When the encrypted part of the program is taken
into the CPU 21, the encrypted part is decrypted in
accordance with the decrypting program stored in the ROM
22. The decrypted program is written into a
predetermined storage area of the cache memory 23 at
step S24. This data wfiting is performed by an enforced
write instruction of the CUP 21 and a cache inhibiting
flag is set in the flip-flop 27 as well as the data
writing so that the decrypted ptogram is prevented from
being read out to the external bus.

As described above, since the contents of the ROM
22 cannot be read out to the external bus, it is
unlikely that the algorithm of the decrypting program
will be analyzed by a third party.

The decrypted part of the encrypted program which
is written into the cache inhibiting area of the cache

memory 23 is combined with a non-encrypted'part of the
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encrypted program loaded in the memory device 25. The
combined prégram is executed by the CPU 21 (step 825);
Of the encrypted program loaded in the memory device 15,
the encrypted part is decrypted and stored in the cache
memory 23 as a resident file, whereas the non-encrypte§
part is executed through a normal cache function using
the remaining part of the cache memory 23.

When the encrypted program need not be executed,
the cache function inhibition flag set in the flip-flop
27 is reset and the decrypted program stored.in the
cache memory 23 is erased.

According to a computer loaded with the encrypted

program executing apparatus according to the second

~ embodiment, the encrypted part of the encrypted program

loaded in the memory device 25 is taken in the one-chip
microcomputer 20 aﬁd is decrypted based on the |
decrypting.program stored in advance in the ROM 22 which
cannot be read out to the external bus. The decrypted
program is written in the cache memory 23 undér the
enforced write instruction, and a flag for inhibiting
the cache function of the storage area of the cache
memory 23 is set in the flip-flop 27. The decrypted
program stored in the cache memory 23 and the non-
encrypted program stored in the memory device 25 are
combined and executed by the CPU 21. Therefore, the
conventional drawbacks wherein the decrypting program

itself is copied and the encrypted program is decrypted
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or the decrypted program is'copied and used, can be
eliminated by a simple modification to the configuration
of the computer.

The present embodiment uses the flip-flop 27 for.
storing the cache inhibit flag instead of the control
register 14 of the first embodiment. The control
register.14 may be accessed from the outside and the
cache inhibit flag may be reset. However, the flip-flop
27 cannot be accessed from the outside. |

As described above, the prior.art has a drawback in
that the dead copy cannot be distinguished from the
original program. Hereinafter described is a third
embodiment which checks an illegal execution of an
illegal copf of the program by using a specific data of
the device executing the pfogram.

FIG. 5 is a block diagram of the whole
configuration of a computer loaded with an encrypted
program executing apparatus according to a third
embodiment of the present invention. The computer
comprises a one-chip microcomputer 30 and an external
memory device 35. The one-chip microcomputer 30
comprises a CPU 31 for controlling the whole apparatus.
The CPU 31 controls the operations of the respective
cifcuits in the computer according to the programs
stored in advance in an internal ROM 32. The one-chip
microcomputer 30 also'comprises a cache memory 33, a

nonvolatile memory 34 for.storing a specific data of the
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device, such as a serial number of the computer and a

flip-flop 37 for storing control data for controlling a

cache function of the cache memory 33. The ROM 32,

cache memory 33 and nonvolatile memory 34 are connected
to the CPU 31 through a system bus 36 formed of a data
bus, address bus and control bus. |

The cache memory 33 is so constituted that a cache
function (purging and writing of data) for a
predetermined storage area is inhibited when the data is
written into the storage area by the CPU 31 with an-
enforced write instruction. The flip-flop 37 is
provided in correspondence with the predetermined
storage area of the cache memory 33 into which the data
is written under the enforced write instruction.
Therefore, whep the CPU 31 writes data into the cache
memory 33 under the enforced write instruction, the flag
is set in the flip-flop 37 so that the cache function of
the cache memory 33 is inhibited. When the cache
function is inhibited, the data in the cache memory 33
can be resident data.

The syétem bus 36 of the one-chip microcomputer 30
is connected to the memory device 35 via an I/0 buffer
38. A portion of the bus between the I/0 buffer 37 and
the memory device 35 is called an external bus. The
memory device 35 stores a software-program purchased
form a software company (at least a part.of which is

encrypted), a password determined by the software
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company at the time of purchése and an encrypted
coméarison program. The memory device 35 is not limited
to a semiconductor memory device, but may be a memory
card, hard disk drive and floppy disk drive. It is
possible to dqwn.load programs into the memory device 35
from a network.

When reading a program stéred in the memory device
35, the CPU 31 performs a control operation in
accordance with the program. A decrypting program is
previously written in the ROM 32. When the encrypted
program is read, the program is executed after an
encrypted portion thereof is decrypfed. The decrypted
program is stored in the cache memory 33 as a residént
file. If the program read from the memory device 35 is
a non-encrypted program, the CPU 31 executes the program
using a cache function for all areas of the cache memory
33. Since thg I/0 buffer 38 is connected between the
system bus 36 and the external bus (memory device 35),
the contents of the ROM 32 including the decrypting
program cannot be read out of the one-chip microcomputer
30.

An operation of checking an execution of an illegal
copy of the software in the computer loading an
encrypted program executing apparatus having the above
configuration according to the third embodiment, will |
now be described with reference to a.flowchart shown in

FI1G. 6.
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As shown in step S31,'the user informs the software
company or the software shop of the serial number of the

computer as the specific data at the time of purchasing

-the software.

At step S32, the softwaré'company or the software
shbp determines a péssword based on the serial number by
using a predetermined program and  informs the user of
the password. Ih fact, the password is written in the
software program which is purchased by the user. The
purchased program also contains a comparison program
(function thereof will be described later) including the
above-mentioned.predetermined.program in an encrypted
form.

When the software is utilized, as shown in step S33,
the software is installed in the memory device 35 and
starts.

Immediately after the start of the program, at step
S34, the encrypted comparison program in the software
program is taken into the one-chip microcomputer 30 and
decrypted by means of the decrypting program storéd in
the ROM 32. The decrypted comparison program is stored
in the cache memory 33 és a resident file.

When the comparison program starts, a message for
prompting the user to input a password is displayed at
step S35.

When the password is input, the.specific data in

the memory 34 is calculated in accordance with the
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predetermined program to obtain a password at step S36.
The calculated.paSSWOrd is compared with the input
password. Since the password is calculated based on the
specific data, it is possible to verify the input
password, i.e., that the usér executing.the software is
a purchaser of the software by referring to the specific
data. The password is not nécessarily-input by the usef
but can be automatically read from the memory 35.

If the verification is affirmed, the software is
normally executed at step S37. If the verification is
not affirmed, the execution of software is inhibited at
step S38.

According to the third embodiment, the seriai

number as the specific data of the computer and the

- password obtained from the serial number are necessary

to execute a software. It is inhibited that the

software is executed by a hardware other than that which

is registered at the time of purchase of the software.
The illegal copy of the software can be prevented in a
simple hardware. Since the compariéon program including
the predetermined program calculating the password is '
decrypted, the password is never calculate even if the
serial number is known;
The specific data is not limited to the serial

number. In the case of an electronic notebook, the name
of the owner is registered. Therefore, the owner name

can be the specific data.
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The above description is made for a case in which a
user purchases a software package at the shop. It is
possible to down load the software program from a .
communication network. For example, a desired software
is cited in a home page of the software company in the
internet. .The'user of the network issues an order for
the software. The order list is added wiﬁh the owner
name of the hardware or the card. A password is
calculated in accordance with the owner name. When the
order is completed, the software is down loaded into the
memory device 35. At the time of down load of software,
a password is encrypted and the encrypted password is
attached to the software. If the down loaded program is
to be installed into a hardware, fhe comparison program
starts to check the owner name of the hardware.
Therefore, if the down loaded program is to be installed
into another hardware, the comparison program issues an
NG result so that the illegal install is prevented. Due
to this system, the user is not aware of the comparison
program.

Hereinafter described is a fourth embodiment as a
countermeasure for an illegal dead copy of the program.

FIG. 7 is a block diagram of the whole
configuration of a computer loaded with an encrypted
program executing apparatus according to the fourth
embodiment of the present invention. The one-chip

microcomputer 40 comprises a CPU 41 for controlling the
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whole apparatus. The CPU 41 controls the operations of
the respective circuits in the computer according to the
programs stored in advance in an internal ROM 42. The
one-chip microcomputer 40 also comprises a cache. memory
43,.a display controller 44 and a flip-flop 47 for
storing control data for controlling a cache function of
the cache ﬁemory 43. The ROM 42, cache memory 43 and
display controller 44 are connected to the CPU 41
through a system bus 46 formed of a data bus, address
bus and control bus.

The cache memory 43 is so constituted that a cache

function (purging and writing of data) for a

' predetermined storagé area is inhibited when the data is

written into the storage area by the CPU 41 with an
enforced write instruction. The flip-flop 47 is
provided in correspondence with the predetermined
storaQe area of the cache memory 43 into which the data
is written under the enforced write instruction.
Therefore, when the CPU 41 writes data into the cache
memory 43 under the enforced write instruction, the flag
is set in the flip-flop 47 so that the cache function of

the cache memory 43 is inhibited. When the cache

function is inhibited, the data in the cache memory 43

can be resident data.
The system bus 46 of the one-chip microcomputer 40
is connected to an external ROM 45 via an I/0 buffer 48.

A portion of the bus between the I/0 buffer 48 and the
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external ROM 45 is called an external bus. The external

ROM 45 stores a software program purchased form a

software company (at least a part'of which is encrypted)
and a copyright claiming program which is-also encrypted.
The external ROM 45 is not limited to a semiconductor

memory device, but may be a memory card. It is possible

- to down load programs into the external ROM 45 from a

network.

When reading a program stqred in the external ROM
45, the CPU 41 performs a control operation in
accordance with the program. A decrypting program is
previously written in the ROM 42. When the encrypted
program (the copyright claiming program and at least -
part of the software program) is read, the program is
executed after an encrypted portion thereof is decrypted.
The decrypted program is stéred in the cache memory 43
as a resident file. If the program read from the |
external ROM 45 is a non-encrypted program, the CPU 41
executes the ptogram using a cache function for all
areas of the cache memory 43. Since the I/0 buffer 48
is connected between the system'bus 46 and the external
bus (external ROM 45),-the contents of the ROM 42
including the decrypting program cannot be read out of
the one-chip microcomputer 40.

A software execution procedure of the compﬁter
loading an encrypted program ekecuting apparatus having

the above configuration according to the fourth
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embodiment, will now be described with reference to a
flowcharﬁ shown in FIG. 8.

When the software starts at step S41, the encrypted
copyright claiming program is taken info the one-chip
microcomputer 40 and decrypted by means of the
decrypting program stored in the ROM 42 as .shown in step
S42. The decrypted copyright claiming program is stored.
in the cache memory 43 as a resident file.

When the copyright claiming program starts at step
S43, a copyright claiming message, for example, “éuper
Software Ver. 2.0, Copyright CASIO Co., Ltd;" Is
displayed on the display 47.

Then, the software is ﬁormally executed at step S44.

~ According to the fourth embodiment, the user can
know the copyright of the software and recognize that
the illegal copy of the software infringes the copyright
before the execution of the software.

It is not possible to copy the software excluding
the copyright claiming program in order to turn off the
copyright claiming message due to the following reason.
Since not only the copyright claiming program but also a
part of the program necessary for_the_execution of the -
software are encrypted, it is not possible to delete the
encrypted portion. lFurther, the encrypted portion
cannot be decrypted similarly in the above embodiments.
Therefore, it is not possible to turn off the copyright

claiming message.
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Industrial Applicability

According to the encrypted program executing
apparatus of the present invention, the program
decrypted by the decrypting program is stored in a
memory. The decrypted program is inhibited from being
read out and then from being copied. The specific
information of the apparatus and an identification
iﬁformation which is deviated from the specific
information and is given to a legal user of the
encrypted program are verified so that the execution of
the encrypted program is allowed/inhibited and an
illegal usage of the encrypted program is inhibited.

Various modifications may be made without departing
from the spirit or scope of the general inventive
concept as defined by the appended claims and their

equivalents. For example, the embodiments can be

" combined with one another.
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1. An encrypted program executing apparatus for
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executing an encrypted program at least a part of which
is encrypted, the apparatus comprising:

first memory means for storing a decrypting
prog:aﬁ; _

means for decrypting the encrypted program by using
the decrypting program stored in said first memory
means;

second memory means for storing a program decrypted
by said decrypting means; and

meane for inhibiting_the decrypted pfogram stored
in said second memory means from being read out.

2. . The encrypted program executing apparatus
according to claim 1, in which

said decrypting means comprises a CPU, formed in an
LSI, for executing the decrypting program stoted in said
first.storing means, and

said second storing means comprises a cache memory
formed in the LSI.

3. The encrypted program executing apparatus
according to claim 2, in which_said inhibiting means
comprises a control register, formed in the LSI, to
which an inhibit flag is set when said decrypting
program is executed, and a cache function of said cache
memory is inhibited if the inhibit flag'is set in said

control register.
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4. The encrypted program executing apparatus

217

according to claim 2, in which said inhibiting means
comprises a flip—flop, formed in the LSI, to which an
inhibit flag is sét ﬁhen said CPU executes an
instruction to write the decrypted program into the
cache memory, and a cache function of said cache memory
is inhibitedlif the inhibit flag is set in said flip-
flop.

S. The encrypted program executing apparatus
according to claim 1, which further comprises:

means for inputting a program;

third memory means for storing a specific
information of the apparatus, and in which

when said inputting means inputs a program
including a password calculation program which is
encrypted, said CPU decrypts the password calculation
program, stores the decrypted password calculation
program in said-second memory means, calculates the
password based on the specific information using the
decrypted p&sswprd calculation program, and compaies the
calculated password and a password input by a user.

6. The_enCrypted program executing apparatus
according to claim 1, which further cbmprises means for
inputting a program, and in which

when said inputting means inputs a program
including a copyright claiming program for displaying a

copyright claiming message and a processing program at

| ) DB " e
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least a part of which is encrypted, said CPU decrypts
. the encrypted copyright claiming program and displays

the copyright claiming message.
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