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[ 0001] The disclosure relates to a nethod, system and an article of

manuf act ur e y;ghgosidlidikd zi Ng host nmenory from an offload a
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Def ense Advanced Projects Researc . publ i shed Septenber 1981).

[ 0003] FOEladapFields may performall or mmjor parts of the TCP/IP protocol
processi ng e ! I pt.er f.ormtransm ssion and
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of f | oadi ngutilizifig hgorieinaty Bomandfifldadadgeabl y of packets. Hi gh speed sw tching
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host systemto a network. As a result a TCE adapter coupled to the host

system myzhavegg&g@@ e a large nunber of network connections. The flow of
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15  the TCP/IP protocol are described in the publication entitled “Transmission Control

Protocol: DARPA Internet Program Protocol Specification,” prepared for the Defense
Advanced Projects Research (RFC 793, published September 1981).
[0003] TOE adapters may perform all or major parts of the TCP/IP protocol processing,
whereas other network adapters may perform transmission and reception of network

20  packets and provide some support for checksum offloading or fragmentation and
reassembly of packets. High speed switching technologies, such as, Gigabit Ethernet, may
be used for connecting the host system to a network. As a result a TOE adapter coupled to
the host system may have to handle a large number of network connections. The flow of
packets to and from the host system in such high speed switching technologies may be

25  bigh. The TOE adapter may be required to process a large number of packets at a rate that
is adequate for the flow of packets. Further details of the TOE adapter in the Gigabit
Ethernet environment are described in the publication entitled “Introduction to the TCP/IP
Offload Engine” available from the 10 Gigabit Ethernet Alliance (published April, 2002).

30 BRIEF DESCRIPTION OF THE DRAWINGS
[0004] Referring now to the drawings in which like reference numbers represent

corresponding parts throughout:



FIG 1 illustrates a block diagram of a conputing environnent, in accordance
with certain described enbodiments of the invention; FIG 2 illustrates a
bl ock di agram of data structures inplenented in the conputing environment,

i n accor dangg WodhiseRrt ai n described enbodi ments of the } gy/gggonﬁ@ 8 FI G 3
Il lustrates operations, in accordance with certain descri dinments of
the invention; FIG 4 illustrates operations, in accordance wth certain
descri bed enbo vent i S il ustr r ns

accor dance w tﬁ‘JI@EfP@‘F‘ﬁatase%@P?‘B garcﬂ@%&ngoefmm v %%g‘%/"en*ﬁ %%n”gand FIG

6 illust raieﬁslnaleh:lnbecke:dbcaﬁmm Ofthanﬁ:eﬂﬂmt er ar chi tect ure in which certain
descri bed enbo of th entio are I eme ed | LED DESCRI PTI ON
15 [0005] In t égegrlf"éwﬁsga ek ﬁ\ﬁﬁw datPé e g Wﬁ%‘g%tg uln

acconpanyi dagirekrAdt, 18 accordlindhw iR bétatn BAGHbARNBOAInRAL meclhvéﬂﬁloust rate several
enbodi nents. It is understood that other enbodi nents maé be utilized and
&

struct dral and Rfed dlusiesies oneratingadn srsgrdpecervstheoertaindesniibed epRpdimegisef om t he
scope of th @m@%ﬁﬁ)‘ﬁm enbodi nents. [0006] The enbodi ments conprise a protocol
processor, suc a protocol processing 20 application, in a network
adapt er coupl eFlGo4 dlusivates apesdtiens, iaqeoniomeolithregeingiesaribied emapdlbieets obf

pr ocessi ng nds related to a networking protocol. In these enbodi ments,
the prot b E?(?essr ng ‘application utilizes the menory in the host system
for protocol mgcsﬁmsﬁae réliohs) i iREIdAteaith dBrBindei@bediMbYinteBEWIT enent s
in the network adapter [ 0007] FIG | illustrates a block di agram of a
computlithg @ﬁWP’éﬁﬂ%‘m in accordance 25 with certain enbodi nents of the

i nvention. : r
conput at i onal evr ces ?%%o%ﬁ%ﬁgggﬁ ‘?t&’o%r%%ﬁ?fm #h@!ﬂh%béﬁ system 100
sends and desaritied esibpdicierts of theanventien aretimpletnediedl. The packets nmay be for
comuni cation between the host system 100 and one or nore of the

conput ati onal devices 102a...102n. The host system 100 nay be any

conput ati onal device known i n DREARED DRSCRIPEION 30 personal conputer, a
wor kstation, a server, a rrar nframe, a hand hel d conputer, a palmtop
conput Br , [B093(pt Bishe ilowing deserintionaisfrasnpe ayadedo the aﬁ@wwnecslme?r etc.
The  COMDWAbh R a ShEMicRid? andefich iIABRAe BBl BEbOMARNA etrﬁldamegt
conputers, routers,” storage devices, net wor K any
networ k knsber embodllrreanarmay tsuxtﬂlzabartdrsa'uctural and operational changes may be made

without departing from the scope of the present embodiments.

[0006] The embodiments comprise a protocol processor, such as, a protocol processing

20  application, in a network adapter coupled to a host system. A protocol processor is capable
of processing commands related to a networking protocol. In these embodiments, the
protocol processing application utilizes the memory in the host system for protocol
processing and data staging and minimizes memory requirements in the network adapter.
[0007] FIG. 1 illusirates a block diagram of a computing environment, in accordance

25  with certain embodiments of the invention, A host system 100 may be connected to a
plurality of computational devices 102a...102n over a network 104. The host system 100
sends and receives packets over the network 104. The packets may be for communication
between the host system 100 and one or more of the computational devices 102a...102n.
The host system 100 may be any computational device known in the art, such as a

30  personal computer, a workstation, a server, a mainframe, a hand held computer, a palm top
computer, a laptop computer, a telephony device, a network computer, efc. The
computational devices 102a...102n may include various types of computers, routers,

storage devices, etc. The network 104 may be any network known in the art, such as the
2



2 WD 2005/ 018179 PCT/ US2004/ 024468 Internet, an intranet, a Local area
network (LAN), a Storage area network (SAN), a Wde area network (WAN), a
wirel ess network etc. Also the network 104 may be part of one or nore

| ar ger net WoglgSfNip188Y be an independent network or may ,ﬁﬁﬂg of

mul tiple interconnected networks. In certain enbodi nents blec 64/0?%8% k 104
may be i npl enent ed 5 wi th high speed sw tching technol ogl es, such as,

G gabit Etherne | o 1000 h te se at
| east one E%tg{h %F’%& Ot %%al argaﬁ%t&r{)}i( @é@@ Sf%@ aetanl'E= or}?{lone \Q%d%
applicati orareh]:ﬁtwcmadwamaﬁ mksmb&mrkretclAKo thersdtworkt 1100 msay Helpatt of ongsrn se t he

host applicatipon 110 be stored jn the host rrermr 108 an uted by
the host priRre lsgsr nelorksermay;bs ap dndependenimepyek gHTRY WW%&Q?WH& mpri se

a buffer 1%te&eﬁneéaeémmsem &ﬁaﬁ‘éﬁﬁb@&nﬁ%&' thl-ahéwoﬁc m&yb@ﬁnﬂ&ﬁeﬂi&ﬁt system
100 that is utilized processing by t he net wor k adagllll 112. The buffer
0

pool 114 i svikikigh $M@Swwnﬁe@0mesmﬁwﬁwbﬁﬂh@ettﬁg a9 because the
dd f b th
host marmor JO0B gt Bh B 100 9 Rorhfiideds oy Bat bl plobeSly IRCRREA"S (0 1 0

exposed di mesidry 108, at ledstroae hbsy apydichtivm ﬁ0$¢ndameltwmrktadapterﬂ:m Inkizitctions on t he
15 host system 100, j.e., the buff 114 anonynous he host
appl | cat | ot EoDrHiRehe BishpR Geronu e T Fecin A g PHEP USSR B GrAR Ly o

menory buf fgrge hok Bé%%rlO@HE’ért Gidelifs dfitfle RELY nBRIRES PIMSPEBTRAILS albltfed ed to
t he TCP/IPﬁbgr ot ooco ? for the netaworEﬁ adapter 112. g{:or eﬁ}grrpl e, the host

appl i cdOi omogllmrraghe@eth@lbwﬁferrpe@lelqléés lﬁia@klé’tﬂsf the hpst gystemnk00thatiis wiliged &r 112. 20
cl ass=Sect i 0 %ssntgfog%é’ll twﬂ»ﬁ?a?&%}fyttJ P}% REL WRES g&ﬁﬁ&% SR 1b BEkfrde any
{ , e Bttt p

net wor k ade? har ware support for
processi ng aabnﬂmmsbuﬁ'mobb?ﬂrhuﬂse tl:eladﬂmsb dfaoheattuffee pedl ldAean bdinpr ot ocol , such

oo g e has B o R S BB RS 6 BB R

[00111 The naghavekbeeiiobar dirkdly badinadas tihe as@aplﬂfcaﬁéxppﬁﬁtmrmﬂsl& thgn adapter
menory 118, and a protocol processor, such as, pr ot ocol proce55|ng

appl i cddi orhoatzswstemHQQ, i epﬁ%@ﬁ&ém@dMrmmgn:r@lﬁtt@ﬁwth@sta@pnb@%nRIO The
t t ed
communt o2t WABARR AR pool 164 AAPALSH PHAAREF Qfmenh lBtksDRod i erent ed o an

may be any applioatign kHbmay penetdtecammanda ndateditoche TEPAP erdboxe for hesnetmgrie

adapter 112, For example, the host application 110 may send or receive packets via the

network adapter 112.

20  class=Section3>
[0009]

[0010] The network adapter 112 may include any network adapter known in the art that
includes hardware support for processing at least some commands related to at least one
IP protocol, such as, the TCP/IP protocol. For example, the network adapter 112 may

25  inciude a TCP offload engine adapter or any other offload adapter known in the art.
[0811] The network adapter 112 includes an adapter processor 116, an adapter memory
118, and a protocol processor, such as, a protocol processing application 120, that
processes commands related to a network communications protocol. The adapter processor
116 may be implemented as an application specific integrated circuit {ASIC). The adapter

30 memory 118 may be any memory known in the art, and in certain embodiments may be
referred to as a side random access memory (side RAM). In certain embodiments, the
storage capacity of the adapter memory 116 is significantly less that of the host memory
108. The protocol processing application 120 may be implemented in hardware or

3



referred to as a side random access nenory (side RAM. In certain

enbodi nents, the storage capacity of the adapter nenory 116 is
significantly | ess that of the host nenory 108. The protocol processing
appl i cati on wi@ehosBigtee 1 npl enented in hardware or 3 WO 2??'{:/[] 82468
PCT/ US2004/ 024468 software in the network adapter 112. t he protocol
processing application 120 is inplenented in software,.code for the

protocol p | L.cat | 2 [ ' menory 118 or
any ot her gso?tgﬁr%ge;%Q%n@ﬁéﬁkn%%%%ﬁa@%%%?&ﬁf?&le%sghdgea&)p g?a%l%ggzg(ﬁ)sdi ments, the
prot ocol pirmpdesaitaign apfware atoide for RChrateyol peodesyi geapplitatidn 420 amy Fesidephi cat i on
Specific iptegrated circuit in hardware ag part of .the twork .adapter 112.
T al t er e PO ARG & any ol AR oF thePSpuk PRt JIPHTRERTAR 150 ny
resi de outghlsilith&ifs, tRSroREH pACLRRIRY apblicatiod 120In@§ be tmpleRemes bs AENOry 108 of
the host system 100. In_yet additional enbodinents, the network adapter 112

i ncl udihg #wécatiogSpesific hitegsaad sirryit inhartvargas part ebibe Relodeadapist dheM ed in t he
host proce . | : [ y s 20

i1 Des. ATy mbdBmhl il prbtoRi el Rt alpliCR R DR AT

t her eby mi mitworkiadgptershhd; such agjin thehashtnemofy 1(8eof teeckeget systeneHitk In ¥%t8. Si nce t he
adapter nmenpt 18 b ignificantl | et | st orage capacity than

t he host n@ﬁ?@%@%ﬁ%?@q}?g‘wg3@@?%@?“‘8@%%@%3@%0 Ogﬁo S8ster rate
when the hgplicARAURY nk)Delimplétehied @rkhbYodt Pirckiset B0 processi ng application
15 120, Furthernore, since the nenpry requirenents of the adapter nenory are
reduced t 10812]c oEhe gptopeldropsssig applicaisn d 40 yiilizephe hogt peraerydd8 1910013) FIG 1
i1l ustrat LACH ' | ' wor k

adapt er 1.?%0{1}? Pﬂér Q%gﬂti%e angangé%%a%téf%? él? H%g%l gﬁlﬂﬂ ir%?etqﬁiéanh%ﬂs%teo%érmry 108

f or TCP/ | Padaptentmemoty pifo Simss thegdaer ey 11§ may be sighifigenily-smedleninb| ock

di agram representin at tructuressd nplemented in th host Q, in
accor dance™fireh°® 3?18'53?‘?1 @1?%8% RIS ?%4’ rﬁ?ﬂ%{é}%ﬁaﬁy@ﬁm" o1 ﬁ%?rg G%Stg?d}fgta ures
i npl enent efisteFrateehdhabé hosbflendey RtaUENAE by teaFotbeR pesefingWppcaiasi on 200,
a packet 202, a  host application buffer 204, and the anonynous buffer pool
114. Tht dHCaPeihenmprsy guce the pemesHedvHEpments of thesidapienmemorsae pdpssd; 902, t he

host appl iﬁﬂ{&ﬂﬂ Qé}&,%ﬁ{ad%]%rmtg aucagonynous buffer pool 114 may be
i npl emented 1 n t%e ost nmenory 108. [0015] The session 200 may represent a

TCP/ | P sesiDd3, Kiked dlustratey mpw KR prefged! processing applisation 12@inghedetdatia exchanges
establi shegy bR YRRl BPHAAREny R0 Gkt P01 1 AN Hhéthd:§ 18 for TCP/IP

protocol processing.

20 [0014] FIG. 2 illustrates a block diagram representing data structures implemented in the
host 100, in accordance with certain embodiments of the invention. Data structures
implemented in the host include data structures representing a session 200, a packet 202, a
host application buffer 204, and the anonymous buffer pool 114, The data structures
representing the session 200, the packet 202, the host application buffer 204 and the

25  anonymous buffer pool 114 may be implemented in the host memory 108,

[0015] The session 200 may represent a TCP/IP session, where the TCP/IP session is a
set of related data exchanges established between the host sjrstem 100 and a computational
device 102a...102n. Although data structures corresponding fo a single session 200 are
shown in FIG. 2, a plurality of sessions may be established between the host system 100

30  and the computational devices 102a...102n, Corresponding to session 200 there is a
session control block 206 and a receive queue 208. The session control block 206 stores
information representing the state of a session. For example, the session control block 206

may include the number of packets received in a particular session, the number of packets
. 4



devi ce 102a...102n. Al though data structures corresponding to a single
session 200 are shown in FIG 2, a plurality of sessions maybe established
bet ween the host system 100 30 and the conputational devices 102a...102n.

Cor r espondi Rgo bddsefee® on 200 there is a session control pphRskedR4aNd 2
recei ve queue 208. The session control block 206 stores ?nforna??on

representing the state of a session. For exanple, the session control bl ock
206 nmay i r 1S I hyved,) | r sion, the
number of it b 195 bR ch RS bR AR RRG et A oeBER 0T, )
sessi on, etoa hiffepadiess intheanantytmoiis biiffer podlld 4 veherapasketidatl reldizdao thei nter to a
buffer address ip.the an nous b er poo 4 wher.e pack ata related to
the pac keP%cﬁ'Eﬂs OF the Sgsé’é’gﬁﬁﬁ a@@@rgfg{lg F"é?‘@’a 500}-%95 ALy e%gé%tggt a receive
queue 208 ¢diRbponddtd B8 BAEIES 20® Thb feceRe JualRk 280G a dNILsHRERE YDrab@iR thO8 is a
data structure representing the 5 packets received and queued for processing

i n t he Sespackets poeived st queped fon propessiag ythy gesgion 208 Theeasis oppreceive HECURost

menory 108 ' gﬁ\%g ' a

conput at i o%%?éségéﬁ@@%%g% .. }ﬁg%ﬁg%g?@g% ﬁﬁﬁﬁp%ﬁ%@fgﬁ%%ggt?ﬁgﬁ ecei ve
queue 208 amimycdngputesiedalasviae 102and 021, Imcertatn i2@Brhantations ismetdivegrepad®et s.

[ 0016] The ket ,202 may .repre TCR/ 1 P _packet for communication

bet ween th@gﬁﬁuﬁgé’f a&?@%@ﬁﬂ"%@@@%ﬁ”%ﬁ%ﬁ%&?@@ al device 102a...102n. FIG
2 i1l ustrafogs6]0MEhe paRRE 2L Riad répréeRACKER/IP pREETOOSINTRRicatioh bbidReh théent i on, a
plurality of packets are used for_ _comunication. The packet 202 may incl ude

a headt? " 2heyt gsterp HO@nd apgmputational festiee 103a... 1075 REG. 2gHusdrafes oge dat a payl oad.
The header

' . o : a : cessi ng
appl i cat | o Psgt e pa.E 1CAORTmERRLE Bl e, £ EmulpSrpRlk ok fEde B 05
based on i ednonmEcation. Thecpackis @02 may inehideadeadec 310 anal paokeickia2l 2 wikredhpacket
202 that has, been recei ved vi he net work .104. Additipnal.ly, e protocol
processi ngpaﬁb?)tlcﬁﬁadf?gﬁtafﬁg‘oaq{ﬁﬁgﬁiﬁﬁ @a%wcﬁgﬁﬁp?aﬁfgr? Oﬁ@%l% lchgﬂ? rol bl ock
212 of a ppeluebl 26¢Re8ns eitflicitich 12065 284HIB bRupdathaihe kestiba cotist bibck 266
informati on to update the header control block 21 extracted from

2 may be
the sedbi obrsede mEITsHeR iachide inthe haadarropntrplblok ol Zab pbadkst 2HBBRs or 204 | s
a region : t : : i cation
110 e pheeh ¥oelin i T REorORal Addiordity bt BicficEpobedtie alfiRbudiPPlo 0211 08
f or stori nig capadhlepofopdatirigribe biatier conirdl it 2il & opaphedeisheitg@ABdEa THeametwrwky nous

buf fer pool, 114 ri ses. |lurality of, huffers 2 . 214 al so
referred t %dagér l\ﬁ%ﬁ@lﬁfﬁf © Wg‘frﬁ'@ﬁ - ﬂ’é?‘t? f‘h’j‘?&?ﬁéeﬁ&%‘ﬁéﬁﬁ}%g%gﬁyg’gses of the
plurality eftracted from the session control block 206.

20 [0017] The host application buffer 204 is a region of the host memory 108 that is

allocated to the host application 110, The host application 110 may allocate the host
application buffer 204 for storing and processing data included in packets.
[0018] The anonymous buffer pool 114 comprises a plurality of buffers 214a....214n,
also referred to as anonymous buffers 214a...214n because the addresses of the plurality of
25  buffers 214a...214n do not have to be exposed directly or indirecily to the host application
110, i.e., the buffers 214a...214n are anonymous to the host application 110. The
anonymous buffers 214a...214n are buffers in the host memory 108 that are used by the
protocol processing application 120 for TCP/IP protocol processing. The anonymous
buffers 214a...214n are registered with the protocol processing application 120 and an
30  anonymous buffer 214a...214n may be a coniiguous, non-pageable memory reserved from
the operating system that runs on the host system 100.
[0019] An anonymous buffer, such as, anonymous buffer 214a, may include a plurality

of packet regions 216a...216n that are registered with the protocol processing application
5



25 buffers 214a...214n do not have to be exposed directly or indirectly to
the host application 110, i.e., the buffers 214a...214n are anonynous to
the host application 110. The anonynous buffers 214a...214n are buffers in
the host nmegyaoskfi$ivhat are used by the protocol processiigorRldsgat i on
120 for TCP/IP protocol processing. The anonynous buffers 214a...214n are
regi stered wwth the protocol processing application 120 and an 30 anonynous

buf f 21438, : t - I d f
the. oper at 0y TES Rl Ehlycdfinébel U A Y BptdPRERAOTED. A TSR OBRTE URD ot
buf fer, suide cdishe nderying trenspoft’s dMaxdfiivdia  Transfer Unitl(WMI8)aThe MIAT oftapackdt packet

regions 216a...216n that, are reqgi stered wth th LQt Qcol praqcessin

oppl §oat | oSG BuIRYsd £ BT DU ot of 5 Bafeani RGP

embodi nentig oné PigysithPRarfé. PorRASKELE id QathBenbbBnents? Comibimend audllintip t he

size of the underl%/l ng transport's Maxi mum Transfer Unit (MIU). The MIU of a

packet 3 sviransisrsig 10@Leriess pEdata rer frame,laseripp embpdimsats opp angayBARs IMICHT dat a

t hat can r f ' : We e : | tain
enbodi rren?zsi,l 4 a'Ggghgbﬁfl%?ﬁgfrl Hléftaﬁﬁléig | mﬁ ‘%}L %ﬁ({hr a’ns?gggmct%g%%%sg Oi(‘)icﬁfa gﬁst of data
per frame.byts Agecketiregiendldai. bt may bewrquetyidonisfiddbyftes idetifien of th214n may have

an uni que identification, such as e _physica ddreess @of . the.first byte.
A packet raélﬁ?%ﬂmﬁfgﬁlﬁ tgﬁffgﬁu&ﬁiﬁeb@cg‘ﬂ Fﬁﬁ@lﬁgazh@ ?“idiﬁe %@SB{ i?fgatfoc?e tifier of
the anonyh®pskbuttdion 216wt lon GlitiieBe ddvayRagKaiffek.egi on 216a...216n and the

of fset | ocation of the packet region 216a...216n within the anonynous
buf f erl0 1cplaspaiestiendt i onda> [0020] [0021] Dividing the anonymous buffer

pool 114 il@9i ndi vi dual anonyrmpus buffers 214a...214n allows the protocol
processin | irg:aiy FRS 214n in a
size all o%ggﬁﬁy @ﬁ@k%ﬁ%%@g%ﬁ%%@%@ @Eﬁt}%s ond%ﬁéﬁcﬁgﬁoaéélgtfeésm 100. As 15
a resul t, Xven2dpallaws iy pytetd psocessatg applicativn dRGioamtdeamanosymbesbwdfepage si ze

of contig ) nmory. t o,be reserved and | oc -down .in a, singl uest can
be used | rEdmRTR izt Surved 7R VSR AR B S b nG Rl L ocat es
Menor yis 0 grefify bastopaiting Ofddnitahatdantdt EiGari@ M6 tineMaigtk Sizo bhemtiasiest s
fromwiting to the allocated nenory. [0022] Dividing an_ anonynous buffer

214a. . . 214RFPoY do Parreved wyi lotked Zowa in 4 5ingls Tegues capbe wied GhamPHEMBRISt ocol
Pr 0cess | ey RNkl &fibh WheteRolebritl o aR Aol HHGY 1) 8 rafil shiocfifka  payl oad

in a full sized 1ncomng packe he paCket region to t
appr opr i atdewn the memory prevents other requests from writing to the allocated memory.

[0022] Dividing an anonymous buffer 214a...214n into packet regions 216a...216n also
20 allows the protocol processing application 120 to use a packet region to save the data
payload in a full sized incoming packet, and link the packet region to the appropriate
protocol control block (PCB) context of the session the packet belongs to. A packet region
216a...216n is a region of memory in the anonymous buffers 214a...214n, where the size
of a packet region 216a...216n may be equal to the size of the underlying transport’s MTU,
25  and a full sized incoming packet may be equal o the size of the underlying transport’s
MTU, The packet regions may be recycled, i.e., reused, after packets have been
reassembled.
[0023] Certain embodiments implement a single anonymous buffer pool 114 for all
network sessions. The network adapter 112 may use the anonymous buffers 214a...214n
30  in the anonymous buffer pool 114 for a plurality of sessions, Therefore, FIG. 2 illustrates
how anonymous buffers 214a...214n may be used for staging incoming and outgoing

packets of a network session.



protocol control block (PCB) context of the session the packet belongs to. A
packet region 216a...216n is a region of nmenory in the anonynous buffers
214a...214n, where the size of a packet region 216a...216n may be equal to
the size of widwwediges! yi ng transport’'s MU, 25 and a ful pesid@shdig®m ng
packet may be equal to the size of the underlying transport’s MU The
packet regions may be recycled, i.e., reused, after packets have been

bl 0 ' ' ' ' . buf f
ool 114 1100241813 sl oS Fcher B IR BlorfboFbBE SR ABNEERYE, 11T 1
anonynous 120f fnewsor@dnta with2tAmin eBOodimebt of thedmyenders buf f er pool 114 for a
I lit ' .. Ther ef FIG .2 illustrat how. buf f
a1 ffondly ubiluarr gtk e e R oA s G e gh et s of o
net wor ks egediai a packéh) sabl0Ry, Paddkdirid2Pleliviiod ORAhORAHE& 1042 bnddfGhe 3

Il lustrates operations inplenented by the protocol processing application
120, i ackamyisteral WpyirescloRe-al $2ne RroRIPipeeitsocsssingeppiipaiiont 28 deteriness]  Cont r ol

starts at t@ﬁ&i&?gh&’é’@&i&l %gﬁmﬁ%@@g@?ﬁ&&%ﬁﬂ{d@% Q%Ei&ﬁ%@%?ﬁbﬂ@ receives

a packet, as, ~packet 2 vi a the networ romone of the
5 conput atlicadexicontent bbuek 210 dwluded drthe haader Pi0af deokecqivaiqmslsdt 392.alfithd cati on 120

det i t. bl ock 302). th S tr.ol bl.ack 206 that ds t
R Tt R b N PN e
of the recHiokd coredpeids20 Zhe refeitddacket, Hicdphirslp@6RESH 16 GlaRBLE ehtteqhe 120

detern nes that there exi sts, no_session control block 206 that corresponds
to t heldt edBPioee] PRoseRsing apphegiionddp fargs dedeerived pagiieh fthe aronymope buler 10

pr ot ocol pil%? foRdsDeRBR idﬁﬁésia%w nég&ef 196%@85& ds o?fﬁl%drcﬁﬁt%it‘ﬁﬁreggfg klind © the

anonynous buffer 214a”in host nory as a raw packet because no offl oad
cont ext i sregaiesigatcket.ofhetshgsionrasuphbdatk 286 kiores ifffvrmativnseeseoting thoktatsiadck 206

stores i nformation.cepresenti te of  .a ssion apd,.i.f .n0 sessi on
control bl e ESRIGSENbbRHL R 206 Brclins oo iEE 1ol ARt Js 08

cor r espondiongsgoading € the ¢edeired ppckek Ghe offfoad edrfid: acferd ad theXxbntettf iffoSmitiont he

cont extssi nformatt'o_r&l 15 associated with g,rqﬁcei ved acligt {éhgé .S stored in
the seSsi FHSUHRTBI BIGER® pRpkeit "f‘tr’l%Sto@ YYD ACSEGRE ol plas Ig d699 s present
then ther esegsffomnﬁmllseﬁzom& ﬂegagﬁ R 4RASRE abiekt WhibinatlBG8io¢RkdRARKet Stored

in the session control block 206. [ I'f the protocol processing
appl i cat i onceived paeled intadds thesessisinportrd®X)ckii6t a  sessi on control bl ock 206

correspondpld Pfhe'pFSiSiol pooBAHsHhphdiRln 12tPadihRE Ot BRIR S0P ibh

session control block 206 corresponds to the received packet then the protocol processing

20  application 120 determines (at block 306) whether there is an exception condition
associated with the session 200 corresponding to the session control block 206. If so, the
protocol processing application 120 handles (at block 308) the exception protocol
processing associated with the received packet. An exception condition is a condition
assumed by a device or application when the device or application receives a command

25  that the device or application cannot execute. For example, an exception condition may be
associated with the session 200 because the session 200 is unable to normally process a
packet because of some error. In such circumstances, the protocol processing application
120 may execute operations to recover from the exception condition by.perfonning
exception protocol processing.

30 [0027] The protocol processing application 120 determines (at block 310) whether there
ig any data payload in the received packet, where the data payload may include new data
or may be a response to the host application 110. If there is no data payload in the

received packet then the protocol processing application 120 completes (at block 312)
7



20 application 120 determ nes (at bl ock 306) whether there is an exception
condition associated with the session 200 corresponding to the session
control block 206. If so, the protocol processing application 120 handl es
(at bl ock 3G} 2008818@7cepti on protocol processing associ abggisyodthaidie

recei ved packet. An exception condition is a condition assuned by a device
or application when the device or application receives a command 25 that the

d dit

may bo astoneufEllbeofiRaabicE ERL btk Piro CAMRE e LARRIGARE B 100 (g

normal |y pblode&lﬁ)) that ﬂuamlqea dbin payles] infthesrocaivedrpacket tHen tb&nnrbtocolrmonessumg\ces, t he
t I t t f

Phe except MBTiouRnAEe Alten ( blatk t A TP ortiRB RO b R POt GuBRp Rt Sing. 0

[0027] Thed4 pdyisa@lintpa aﬁe‘ﬁtdgﬂmaﬁi%hla@%hcﬂ@ﬂreé%ﬁﬂeiQﬁﬁhﬁlﬁﬁnyﬁﬁﬁsmmk 310)

whet her there 'is an <§1 yload in the recei ved packet, where the dat a

payl oad® meglHRae thepp ta il todhp cyerent spssion sABIEC] nbsoralgpli cat i on
9142 gad ligks Céf Pl oty cyeent lbcl)(’ctkt%% Rt
110. 1f t @esfl %Q;%bllﬂéﬁ@n PR Qt Bl? @%%Efﬁgi%gﬁ‘%ﬁéﬁé 5%%@))01 % ot ocol

processi ng appl | on 120 conp et Fock
PCT/ US2004the gzm%ingmf deosedivag pableet wéaemwdbr;dataheavaﬂable,t ires, airthe pachéts

processi ng,_a ication 120 det rm ne at .bl oc 10 at a data
oyl oad 1 iR arivE it Faucrss ApE S FRC mt i BE P el SRS i ploBiy' on 120
queues ( at31) psesdibg)thd hrketendi ng packet data 211 corresponding to the data
payl oad into_a packet region, such as, packgett region 216a, in an anonynous

buf f er 1& 2wﬁ%ﬂlaﬂéfh°mw§cq méoqs%ﬁengea@phf&ilan 40 determines (R Hlock065bakthers it ont r ol
bl ock 206. nJ&%eﬁfoﬁtcgﬁ&hon &@9&%&%& tﬁ%@%]sso%aéob%nés%@n&ﬁgﬁf ES&sibat bl ock 316)

a conpl etion signal corresponding t e processing o e recei ved packet
when i n- oretatrodzeck 20§, ﬁwautheamb‘recol|prce:esmrelappludaao1pé%0<éqtmnm\(et tdeakidt8H i n

sequence, | etes (at bl ock
312) proce@ggnégrm? T pa ayPQfg @gﬁ%]gw?‘?%*e pr ﬂ}etz)@’o%??r;ﬂjer c’sefssrllﬁé application
120 det er mappésatioatl20 conplets 6t bldnata 12)pesc@ssing the packst: &fthé proteohpiotdssing

assom ted with, th session 200 correa}atc:)@g&eggato the session _control block

206, n $nplicatio éFtep% Ehlagk 24$) qdafp ppdpad ipithiecqird bl ock 318)
whet her thﬁ"cfcﬁet' t’ﬁe th@%&&o&ﬂgm@&qg@@@u&ﬁ% HBAmARE KR tolock320PknethdindPr Ot OCOl

processing application 120 conple at bl ock 312) processing the packet.
| f the proreodivd qtpn@a@&ﬁnrﬂiga deserapst sasatpnaaﬂ BZ2optiat.es therre@l‘(aaquem YW 318) that

or cesst ngSnf RANERY 2otk el RLES 1 RERE oS Prookd bRt

120 queues (at block 314) the pending packet data into a packet region from the

20  anonymous buffer.
[0029] If the protocol processing application 120 determines (at block 320) that the
receive queue 208 for the determined session 200 is not empty, then the protocol
processing application 120 determines (at block 322) whether the total buffer size in the
receive queue 208 is greater than the data payload in the packet. If not, the protocol

25  processing application 120 places (at block 324) partial data payload into the receive
queue and queues (at block 314) the packet data into a packet region from the anonymous
buffer.
[0030] Ifthe protocol processing application 120 determines (at block 322) that the total
host application buffer in the receive queue 208 is greater than the data payload of the

30 received packet then the protocol processing application 120 places (at block 326) the data
payload directly into host application buffer 204 via receive queue 208. The protocol
processing application 120 dequeues (at block 328) the receive queue and completes (at

block 312) processing the received packet.



recei ve queue 208 for the determ ned session 200 is enpty, i.e., the receive
queue 208 does not include any host application buffers. If so, the
protocol processing application 120 queues (at block 314) the pending
packet dat awigHogs@ispacket region fromthe 20 anonynous bpdfeéad@99] T the
protocol processing application 120 determ nes (at bl ock 320§ that the
recei ve queue 208 for the determ ned session 200 is not enpty, then the

pr ot ocol essl application et.erIm _nes het her the
total buf P iHetbtore e °P%%%°|“\S/8f1§ eg’élts“é%’g]aﬁ nyéé@%tbg#f&% ?é%az"%lé‘ a g payl oad
i n the padiatmerhéryriO8 fortgrecepsing the dhta Daylpadosfescived pagiels, Batpravessiizdhel aces (at

bl ock 324 tjal dat | pad.into th ' d t bl ock
514t he W phe R BT b et it memon B8 bt Ro ROt BB R o1 - [ 0030)
I f the profa9ral M@ﬁ@@ﬁéfmﬂaﬁphmw;ﬁaoaozgmigﬁsﬁ{grgppﬁéatmt12@hﬁ9lspe%aa%: t hat

the total ost application buffer i'n the receive queue 208 is greater than
t he datda phypoaessisg of packsn. Qe bighyeced pelavestts thokeacivebbaskels sty be BRBEEYS | ng

applicati t %gﬁ% 8@9 X i nt o host

applicati gﬁld%qf @ﬁgg@og}lﬁé’ frglé%gl&ve q e%gsegzogl@aﬁpﬁgﬁ%ér 0 ocg{)ftﬁ%%%essi ng

glopl ikcgt1 i2§merﬁc2(5) ld&qmgtmfﬁ:r\&ise hm_tecredgme&&i r:itb\et wls\gegaggp%eaédﬁglmiemml etes (at
oc cessjn e regeive et..

PCT/ U200 BN (RORraa e e thegnere, e SHOGHOr FOTEH Tomary I e

anonynous 1gfck @ieScodtlfahe netdik ddaptbn| 2. host menory 108 for processing the

dat a payl oad of received packets. By processing the data payl oad of

recei vEH P8R4t FIEnd Hbstatpiersrafionpimniementaddyahe proiqrebpresessing applicaiinn a

payl oad i : .hrocessi ng application 120
may speednluzrg’hﬁa?ﬂ@@%?égg@g?ﬁgméﬁﬁgg@@?gfﬁ&%ﬁ%ﬁ{'speed net wor ks t he

recei ved pif8333t Camixgl diertsaiibbockd80 wherd theyeotoed predssimgapplicafond@@pt er nmenory
118 conpared.to the anmou of, t.he host . ry 108, ma t herwi se have
reduced  HE™ 5 @ Seid RATRETirai e By PHRERtoR 18 arebhe dgas Fates! ATkateS R aaNd be
processed. a fadkdt HRHMAE Bostishsterh € 00 e criptifibn ide WA DORL.. LOBNBYS tHelfetwidtk T educe
the cost of the network adapter 112. 10 [0032] FIG 4 illustrates operations

i npl enkht ed4plhametopplorerssiinginplieaion g0 dppmriass (pidHoclaHB) whetheiaessesdethce with
certain e @UB%&?‘E&F&B%&%Q the' s@ﬂc?ﬂgilégpis il 89%%&}[&5 Rloastidf tig th%ﬁo@s@&ik 400
0 recel ve

where the protoc rocessi ng application s d send request from
t he host dppsdssion 2ethpatkérs mblyde sem dsynelrorsisly by mt medingfor dchnewlndgzments

after sending a packet. In asynchronous mode new packets may be sent without waiting

for acknowledgments of earlier sent packets. In synchronous mode new packets may be
20  sent only after acknowledgments have been received for earlier sent packets. If the session
200 is in an asynchronous mode, then the protocol processing application 120 generates
(at block 404) a send descriptor with an application send buffer, such as, the host
application buffer 204, that is associated with the packet and sends the packet. The
protocol processing application 120 does not wait for acknowledgments before sending the
25  next packet and the protocol processing application 120 completes (at block 406) the send
request,
[0034] If the protocol processing application 120 determines (at block 402) that the
underlying session 200 is not in asynchronous mode, i.e., the session 200 is in
synchronous mode, then the protocol processing application 120 performs (at block 408) a
30 lookup of the measured round-irip time (RTT) estimate for the session 200 from the
session control block 206 of the session 200. RTT estimate is a measure of the time it
takes for a packet to travel from a computer, across a network to another computer, and

back. Transport protocols like TCP which expect an acknowledgment to arrive after data
9



a packet fromthe host system 100 to a conputational device 102a...102n over
the network 15 104. The protocol processing application 120 determ nes (at
bl ock 402) whether a session 200 that corresponds to the send request is in
an asynchr opeusodiRsee i-€.. in the course of the sessi qgprARQoRAckel s my be
sent asynchronously by not waiting for acknow edgnents after sending a
packet. I n asynchronous node new packets may be sent without waiting for
acknow ed | er . el . packets may
be 20 senth%ﬁ%e;l Sﬁh%%&%ﬁ%ﬁ%e%@%@%? gtl éﬁép%lééﬁlg%cei end&?gr&n{ehgr 0?lér sent
packets. |dndtubethe BT eatima2Q0 detsrnrine bow hmy hetvaid fores avkhdevledgnent bdferepr ot ocol

processi ng application 120 generates al, bl.ock 404 n scriptor with
an appl i caFISH IEHE T@’ﬁﬁ’f(&?‘foqgi?@ﬁss%,ap?%éﬁ%@ em‘%eégﬁtﬁ’g‘f‘?ﬂﬁgﬁ)f@?eﬂ%(ﬁa t hat
I s associ ah@HTMchiindtd & HVCKLhreReldSERE IhdntBe PREIEET proddiSing BpslcaEs 41Rr ocessi ng
application 120 does not wait for acknow edgnents before sending the 25 next

packet Sandcliopries{pidilerkot12) pwanosgmeys bussr.iseeh FSopnonymospbyies2éda. (@t bl ock 406)
o o o EeS™ o
the sen ﬁ'a?ﬂgxf[dﬁ%r}g &a&ﬁ%%%hetp&ot&&? Riébrc«@s{sjfr%g gbﬁﬂ&ﬁﬁ&? PR P ﬂ%odéaﬁﬁédtﬁﬂ sehdl

determnes (a at t ylng sessron IS not In
asynchr onousgfentedhe anongmout biffes 8444 fontr@Gmitiisg.iThe psgtoedi powesssgrappliicativhen t he

prot ocol prQcessi | i Lon 120 rf.o t block 408 | ookup of
Phe moasur 0 ian it oRRR 41 5fibe Brerroutfr ol b Hte RSttt 2Bl U om ¢ he
sessi on codbsici 200! DidkpréfRolProdcleing GptitAidn 200 mafik thesdplioRion sefd Rquiogur e of
the tine it takes for a packet to travel froma conputer, across a network

to anotthercompigiansicompaiss (3 Rlaek 490)thepropessipe of e sengl request- It ch expect an

acknow ed . | . / 024468 has
been succ gé@%mé%ts?g@e%{%%te %Elsehecgﬂ%ﬁsegg %’éﬁﬁés? g?éc?ﬂ@%% %%ag ﬁgea hitﬁg%@flﬂyo n each
connect i orgssocéatidg abecledrevaRiitlcovith evatyeapplicatien esndireqichiond lassigningtheai t f or an

acknow edgnent bef retransm tting. Th rot.ocol pr.ocessi ng application
120 det er richiben PaiiaBls g S MG igipublicaion i r I PRlEES < above a

t hr eshol d. [0035] S Qf tht bedtodo prd@é@ingh@blidﬁﬁm EXBdofgmaies (it bidckan0yikat the RTOCat es
(at block 412) an anonynpus buffer, such as, anonynous, buffer 214a, for

t r ansni t | FHMplg dseat gboveriae hiresheldothenihe prosadohprossssing aaplicghon 539 aeaprtss t he
li cati f - itting. Th
appl i cati oy sisdchobi sglfd dRcti 6 BRORY Tl (§§§& Bﬁfgég%na% skgRpgyr tting. The

protocol processing applicati'on 120 queues k 414 1€ ‘anonynous
buf f er 214=@miptetesiat tlockmde) thepueressing0d thef sendhrequess SEhenthg ®J'T eptimaterivt ocol

processi ng.a L cat ko 20 mar t.he application d reguest as.l1l0 conplete
bna conper bRty i8R, Rty dhecBBiia PRt B ST R A BERL ¢ B8 cor i
that is too long for acknowledgments before retransmission of packets.

20 [0036] FIG. 4 illustrates how the protocol processing application 120 uses the
anonymous buffers 214a...214n in the host memory 108 to queue data for sending over the
network 104, The protocol processing application 120 uses the relatively greater storage
capacity of the host memory 108 rather than the relatively lesser storage capacity of
adapter memory 118 for queuing packets while transmitting packets over the network 104,

25  Asaresult, the overall throughput of the host application 110 may increase when
compared to situations where the packets are queued in the adapter memory 118.

[0037] FIG. 5 illustrates operations implemented by the protocol processor 120, such as,
the protocol processing application 120, in accordance with certain embodiments of the
invention.

30 [0038] Control starts at block 500 where protocol processor 120 allocates the memory
buffer 214a in the host memory 108, where the host memory 108 is comprised in the host
100 that is coupled to the network adapter 112. The protocol processor 120 processes a

packet 202 at the network adapter 112 to generate data for offloading to the memory
10



enbodi nents, marking the application send request as conplete nmay be

achi eved by associating a boolean variable with every application send
request and assigning the boolean variable to true when the application
send requeskyg sosEPlet ed. [00351 If the protocol processipgsRARR&at1 on 120
determ nes (at block 410) that the RTT 15 estimate is not a%ove tﬁe
threshol d, then the protocol processing application 120 generates (at bl ock

404) the s Cri | | i ' f : uently
compl et os- {rtrar S st o Tht BB 6RLd: 270 SR oBle BT R BRERL T
esti mat e | mematythndfet ABdatih ttestost 100, Offtading thegentatedidatanoes therpgnaptpd | cat i on
120 is waiting f a perigd  that i.s too |ong fqr acknow ments before
retransm séart%ﬁmﬂ?f%ep’é %@%ﬁ%{%ﬁ%é’ffﬁﬂ@wﬁuﬂ?ﬁ é??%'ggg‘oﬂg&ﬁ't he pr ot ocol
processi ngSﬂﬁB%ﬂeﬁﬁi},it%r&%@oll{ﬁ@&séoh%o poeRyd¥RhSofadadedidata?14a. . . 214n in the
host nmenory 108 to queue data for sendi n? over the network 104. The

pr ot oco? p?@é%‘ssmf‘geﬂﬁﬁéim@ﬁ% pagprise  prpiecs! preespe 120i speh gs, gseiped st or age
capaci ty O‘E:roEélﬁngQ%ﬁlicQﬁéﬂ)f%i gb eﬁieﬁ?ﬁaﬁ&%rﬁﬁ@g{eﬂﬁm%o‘ﬁﬂeﬁ 1) £R5&" Storage
adapter menory or q g packets Whi

capacity o ueurn e transmtting
packet s ovsystethE On€EhaxprotocdDptoc@sin@sppdicatimn R utititees tien/iestinembhy W8ghfhet of t he

host appligation 1 L ncyr ease .when onpar e o,Sityations where the
packet s ar B paRatt I BT Hrot i PERs e Al SR B b5 Seidthe & TReeRe o, co
oper at i onspdcket eiEmielizy meh®rpPleghifsmntsih etk 4ddhterdugh as, the protocol
processi ng application 120, in accordance with certain enbodi nents of the

i nvent 1&n. [0840] obeeembodiments reducerthenesd foy dgtstaging Rk gAGHIIBIMYY ocessor
120 al | 00akiih b JHIMEYadebl) hfmoRld3 BBNGPHA ORIRIOH:ch Bk © the host

menory 108 1s conprised In O that 1s couple t he network
adapt er 11procesbesl hyrtbe onbddiments cBwembedimepts aaysdwpracespfiagmaent@Rackdts.t he

net wor k ad er 112..to generate dat or floading tqQ t nmor v+10 WO
Do0n! 0151y Qe PR E S b8 R Ret B8N an Rt Aok bR BT 8 oo
processor dmbodirhélioadlsbReitaReTORsteglafich t@rddassor chapeéty. Thefehbodidiedn i n t he

host 100. O fl oading the generated daja noyves the generated data fromthe
net wor k> ad®8Y @FPPQIIZ%?%?‘H@H%YR%PVSIB%}P# %thqrhaotpw?%ﬁ@rﬁwupm@@upméauem ly,

the prot OC@ilrecPHé%Qﬁlggé?ﬁen%%Qd W&&%@m&rﬁ&y‘&%&g?é@qﬁqgﬁoo&. [r@e39] The

embodi ments conpr a protocol processo , suc a protocol
pr ocessi ngempgslimends alénw the@etwask edapter brproeessia egawmiben diprckets atipratedhadl ed to a
host system,110. .T rot ecol. proc i appl.icat | 120 utjlizes the host
mermory 1 0815{9%6(?1%%@ foxh ffie AGR' packeps by o%ﬁgadﬂ% panPet aedd £l ho& melfndry.
Additional Embodiment Details
20 §0041] The described techniques may be implemented as a method, apparatus or article

of manufacture involving sofiware, firmware, micro-code, hardware or any combination
thereof, The term “article of manufacture” as used herein refers to code or logic
implemented in hardware logic (¢.g., an integrated circuit chip, Programmable Gate Array
(PGA), ASIC, ete.) or a computer readable medium (e.g., magnetic storage medium, such

25  as hard disk drives, floppy disks, tape), optical storage (e.g., CD-ROMs, DVD-ROME,
optical disks, etc.), volatile and non-volatile memory devices {e.g., Electrically Erasable
Programmable Read Only Memories (EEPROMs), Read Only Memories (ROMs),
Programmable Read Only Memories (PROMs), Random Access Memories (RAMs),
Dynamic Random Access Memories (DRAMSs), Static Random Access Memories

30  (SRAMS), flash, firmware, programmable logic, etc.). Code in the computer readable
medium may be accessed and executed by a machine, such as, a processor. The code in
which embodiments are made may further be accessible through a transmission medium or

from a file server via a network. In such cases, the article of manufacture in which the
11



host system 110 for protocol processing and data staging for both sending
and receiving packets and mnimzes nenory requirenents in the network
adapter 112. 10 [0040] The embodi nents reduce the need for data staging

buf fers inpgdapkpigifEemory resulting in a smaller adapt @priR5RIN4%dsZe: Both
I n-order and out-of-order packets are processed by the enbodi nents. The
enbodi nents may al so process fragnented packets. Certain enbodi nents nay be

i npl enent -0 h:0NS i ments are al so
sui ted fo(régdfd%l I"nt egr a{‘&%ﬁ@@@ﬁ%@g@@%@?ﬂ%ﬁ%&sﬁ& %‘?“%é‘ne%’ggi ments 15 may
suppor It [ Mmyéiﬂﬁmﬂ:ﬂegw:ielemmmsm?g nmﬂlamgnmgrrﬂrgpngaﬂngmkmgh igpacapywdisu E) port )
upper -l ayer direc a nmen r, e, direg cess ( RDVA
pr ot ocol s ¥¥§ell ﬂé’i?ﬁl&ﬁnﬁ]gn@%a(gqeqow’ttﬁ ﬁlgﬁ%lrul{th%@'éﬁ? Fec?@“f)%/tggte@@ Ya | arge
nunber of npamFiealichsMayberAdd® wiltdht ddpartiag &Ghﬁh@séo?é of dne ehdbedinRhispaeket s by
offload| ngﬁagacket data to the host nenor Addi ti onal Enbodi nent Details 20

[ 0041] 5 Thékbs ertickeef mastfasiue B8y AIpPIFE apﬁmf@mﬁpebemganm KeOWIhipar at us or
article %a@nufacture i nvol ving software, firmnare, mcro-code, hardware
or any conbination thereof. The term™"article of manufacture" as used

herei n re{®M2] t Bl@ édilusiratbogblock dingrhmm avenipiter draiteareinl wytlcediing. , an

I nt egrated cwt chi Pr te Arr.a P | C,, et ) or a
conput er P@g dFE’?ﬁr?e@%a ﬁ%dﬁ@? S 1% o%lb%l h\ hé?ﬁ Kot 1§2 har d

di sk drivese hcﬁdt Q_sl%ﬂifn dcHay ithFleRint a@Binh Y arS]i1€b6ﬁlﬁ£6((05ha@mg dGirodiedds 60DVD- ROVS,
optlcal dISkS etc.), volatile and non-volatile nenory devices

El ect AP calgugh ﬁtaehw@rocm’g}%}ﬁdm@wé% (% @vw@%me@@wéﬁmﬁawead only
Menori es ) Resyd dompdecess
Menori es ?RAI\/B )mem%&%ir?ﬁ‘mmbﬁgm C;[‘feié'ést&a nor | e??{&%@@{)ﬁﬁwgﬁg{él C d%gdom
Access Medenicesge.SQOEEBRAMs) ROMm EROMs, ReiMis, DR AV diRAMsflash, | fogivare,et ¢c. ) . Code
in the conpu Eabl & nedi um be acces %l.g. nd exec ed b machi ne,
such as, RABTBERIERe i), pttend ARGAHER. SREBLTRE Moo, RO SNE: By Thetr tner be

accessi bl gtofa3e 60§Maf complis inSticHal md%auav% arf dtathed stdrh@ dediceef a vi aa
network. In such cases, the_ article of manufacture in V\/mch the 11 WO

2005/ disﬂ@%@@@@ﬁ@ﬁ&%@lc% SErgramas in ks dorarr €9 may deloadnd te the
transm Sshﬁﬁm 64U ek wy@csrksoz& AR %hoWn ﬂﬂasgrtwml ess

transmi ssi on dla signal's pro agating t rough space, 10 waves,
infrared sichitehss mey duriter inchude saetwoiosaed 608 (Suddasmtwtbrk adapieniill) to ecogni ze
that many . Rl L7k RRE W R R oMb ERAT Bl #MGo5c0Pe Of the

input 610, such as a keyboard, a touchscreen, a pen, voice-activated input, etc., and at least

20 one output 612, such as a display device, a speaker, a printer, etc.
[0043] In certain implementations, network adapter may be included in a computer
system including any storage controller, such as a Small Computer System Interface
(SCSI), AT Attachment Interface (ATA), Redundant Array of Independent Disk (RAID),
etc., controller, that manages access to a non-volatile storage device, such as a magnetic
25  disk drive, tape media, optical disk, etc. In alternative implementations, the network
adapter embodiments may be included in a system that does not include a storage
controller, such as certain hubs and switches. Further details of SCSI are described in the
publication entitled “Information Technology: SCSI-3 Architecture Model,” prepared by
the X3T10 Technical Committee (published November 1995). Further details of ATA are
30  described in the publication entitled “AT Attachment-3 Interface (ATA-3)” prepared by
the X3T10 Technical Committee (published October 1995).
[0044] In certain implementations, the embodiments may be implemented in a computer

system including a video controller to render information to display on a monitor coupled
12



5 that the article of manufacture may conprise any information bearing
medi um known in the art. [0042] FIG 6 illustrates a block diagramof a
conputer architecture in which certain enbodinents are inplenmented. FIG 6
i I Tustratesyanaosiaed nent of the host system 100. The pgg%-ﬁ%ﬁ $:§1p 100 may
i npl enent a conputer architecture 600 having a processor such as the
host processor 106), a nenory 604 (e.g., a volatile nenory device, such as,

e s b TRk ot 0 A 200G BB e PR B ERES  ,
SR;A!VB, | f ::Ia&il?lpﬂsmgmshcp’ wwrmﬁmrmb{ee, Ih‘ﬁ@ﬂt'?ﬁl;le, ?ﬁp@op), haxg%glﬂébhxputéi’r slc. Ani (/es
optl Ca |1 S | Vves et cC St orage |sean
N 10 R Ty R A Syt S T AT s e S it

accessi bl eceptolladha gﬂi@ﬁdéi%r pEchGﬁt?ﬁﬁfld MtdcAtioRd VIRER BRRLARYysRe. | oaded into

t he rns*rrt)rélr 604 and execut éed he processor 602 in a manner known in the
art. temnativebst meeemmglm@t&mwbei inplemeated ima comprtersysigmabs dostdi as

net wor k adﬁ%ﬁéa@d@c&ﬁ% dg@é gd[S%] ggfgwlr&ﬁélj&g with a network. The

architecture nma oné’ “Thput 610, such as a keyboard, a
t ouchscr eef§f43 mme;ast/m‘tam-ﬁcthei opatatidns oﬂ’f«lﬁ@s Jet,cand Sam:y laﬁpdrmad id(paratie]l out put

ol oot 28 B AR s R R o cBiR of e aPBHtE besyatom

i ncl udi ng rrﬁé&fnaé}(ﬁfi@ﬁﬂidrﬁéﬂ fbdified 6hreasvéd, Smal | Conputer System Interface

(SCsl) Attachment |nt erface (ATA), Redundant Array of |ndependent D sk
(RAI D )10 eE084] c Sutthesmoes; maﬂhafthﬁﬁnfa‘gaé% T GOTHPYNSALS PBY SRR e st or age
devi ce, etc. In
alter natl ve |I%rr% tlfgﬁgﬁéjﬂfﬁbg \%/%)M llu p?e@g%%%mg%}efr%’?]léayqr#gy be

i ncl uded |mtegra$e;dsnnmrfrsw&atundmeef goadpohentd motbwdec‘smmla@r mooberoftdmponestach as
certain hu%ﬁ ﬁnd 1svmtches Eurt her d&t ai | descri bed |bn the
publ i cat i onOUHPRAY ertanPSrARRS deRcribad ARRS F’pffgl CHPOBEE TP Rbdel |

prepared byerforhied Bi3dther c&%ﬂé&@ﬁn@ﬁ[ﬂiﬁkﬁne&%@hé $16 Qtwew Gl mh B8 k.
Furt her dgl?,al | s o?szATA are 30 described in the publicati oﬁdﬁgntlt ed "AT

At t achhent spacipkined ppe 0é thespmirad procpssigaini @f Bip hopt#sstsdT) O Techni cal Conmittee
(publ i Shed;ﬂ% Obﬂ{ djagags@ucuﬁ&%élzorh n%ﬁt%tsﬁdvﬂl r’@ﬁg@%iﬁt @9S.¢ hiae erbodi ment s

may be inpte nte I'n a conputer steminc ng a Vvi eo controller to
render i nfdnscsdied(amhamgislmpifmyypm oﬁmﬁmmalmnx Im:dl;qnﬂlaéﬂe ethRodimeBObE A48179

T 200400 1 Sub R R e R S i Y B RS SN iR o 112
fields or dlffcrent functmns than those shown or referred to in the figures. Furthermore,
20  although the embodiments have been described with respect to TCP/IP any other protocol
may also be used by the embodiments.
[0048] Therefore, the foregoing description of the embodiments has been presented for
the purposes of illustration and description. It is not intended to be exhanstive or to limit
the invention to the precise form disclosed. Many modifications and variations are

25  possible in light of the above teaching,
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conprising a desktop, workstation, server, mainfranme, |aptop, handheld
conputer, etc. An operating system may be capabl e of execution by the
conput er system and the video controller may render graphics output via
interactions with the operating system 5 Alternatively, the enbodi nents nmay
be inplenented in a conputer systemthat does not include a video
controller, such as a switch, router, etc. [00451 At |east certain of the
operations of FIGs. 3, 4, and 5 naybe perfornmed in parallel as well as
sequentially. In alternative enbodi nents, certain of the operations may be
performed in a different order, nodified or renoved. 10 [00461 Furthernore,
many of . , I nd hardware conponents have been described in
separat@iﬂggﬁﬁégxﬁﬂﬁggéFposes of illustration. Such conponents may be
integrated into fewer number of conponents or divided into |arger numnber of
conponents. Additionally, certain operations described as performed by a
speci fi ¢ conponedt medpdempsisingor med by ot her conponents. In certain

i npl enent at i e r k r. jalized r t he
central proé@@%?%gﬁﬁﬂ?ér6¥0¥ﬂ§aﬁ%§fn@@%?gﬁ?%T%%ﬂ§%ﬁ$k§Eﬂé?gogﬁ?%% %?%s and
conponeissmemomnwhtreinghehést theirry (3 dohpBisedlin@ kdsethatiBoiplbed tas ndtawiing

specific types of information. In alternative enmbodi ments, the data
struct #%8B%®End conponents may be structured differently and have fewer, nore

or different: «dj i j : red to
" the 1 gur B B B Bk A R A B B 01 bea
wi t h r espeety nffeili@Rhd Fosgny ot her protocol nmy al so be used by the

enmbodi nents. 00481, Therefore, the foreqgoin scription of,the.epbodi nents
b br St by I et richtioh hF Botdtled FaE T B mpof b e 1T &
not intgRrgeddto be exhaustive or to limt the invention to the precise form

di scl osed. Many nodifications and variations are 25 possible in Iight of the
above t eachishbsequent WHRT of fipading byt pratorol progrsidi o thesngrpied idatg Lo Hiel ocat i ng,

b I . ) ; :
nost meiengid buBEPATRS Rl RiceRE b bRt e RUERAEL o RRL KB B 1 3
to the mehwdfirthensbapirizes: initially processing a packet at the network

adapter to gener ?B%ivqgiglg tl];eolglen?glfylb% eli' ir1]1 0 glg)lu;[aﬁll?y o%%;snggje}canhe iplrclratlitt])? O]h ost;
buffers stores packet data associated with a plurality of network sessions, wherein an
address of the memory buffer is not exposed directly or indirectly to a host application
that executes in the host, and wherein the memory buffer comprises a non-pageable
memory;
(ii) dividing a buffer into one or more packet regions, wherein a size of a packet
region exceeds a size of a maximum transmission unit of packets associated with a
protocol; and
(iii) storing a first packet data associated with a first packet in a first packet
region, wherein if a data payload in the first packet exceeds a size of the host application

buffer, then queuing the data payload into the memory buffer.

2. The method of claim 1, further comprising:

receiving a send request at the protocol processor from a host application on the host;

14



of f| oadi ng, by the protocol processor, the generated data to the nenory
buffer in the host; and subsequent to the offl oading by the protocol
processor of the generated data to the nenory buffer in the host,
processing, by the protocol processor, the offl oaded data, wherein the

met hod further conprises: (i) dividing the nenory buffer into a plurality of
buffers, wherein the plurality of buffers stores packet data associ at ed
with a plurality of network sessions, wherein an address of the nmenory
butfer 1 5. NQluBtRASER a dbdofifildsdochied Wi 18 GdcRsfis P byt RbEARLAN | L hat
executes in the host, and wherein the nmenory uf er conprises a non-pageabl e
menor y; wiidréip itthe betsing isinbhd $yachrionew noote then offipalipnidk e¢ndrregueashie,thavher ei n a
size of a §g§¥§%. r&gion exceeds a size of a maximumtransm ssion unit of
packet sPHBYIAEFRd™ M th a protocol; and (iii) storing a first packet data
associ at ed Vhdibatigfte EfethoRPdpplEation (idat e sehd RAGKEEs cohplitan, wherein if a data
payload in the first packet exceeds a size of the host application buffer,

t hen queuing the data payload into the nenory buffer. 2. The nethod of claim
1, further npr i-si.ngd. VI Ng st at the protocol processor
froma hostqupl{@%Eﬁ%ﬁ&gﬁq%ﬁ@qhgggéF&%%&gﬂﬁgrnining if a session associated
W th the sendcdivingesénd squest @ tisgrofocapootessvp flom a hdseamilicatidn drhthe Bes,si on i s

in the synchronous node then of fl oadi .the send request to the nenory
buf f er ; WATHN2AAP g@tlwgsetnsbtlﬁfs“ﬁaw@ﬁgf"*f@éﬁ? Eﬁ%‘r‘]tf?f&'tegi_ send request is
conpl eted.  cpyifbdbliofioRisafd Bffl b th Hcdey HERFPr i Sing: T ecel ving a send
request at the protocol processor froma host application on the host,
wherein an application send buffer is associated with the send request; and

copying the appli-cati on buffer to.the neppry buffer. 4 he net hod of
i m s, wheber n TRESREERt sBeebtnt PORBIRREr Y e IR ap or
wher ei nadapr, Reeéd the adARIrk bddplerdfaréfiloabehgaitgidagen dad WA treinathél hadd feftiofy t he
host nenory .is larger in size than an adapter nenory coupled to the network
adapt eris lasgerimsizerhan gy adagptermgmery coyped teithe Retworkesdap®r-buf f er conpri ses a
plurality of buffers, wherein the nenory buffer stores the offloaded data
for a plurality of sessions, and

5. The method of claim 1, wherein the memory buffer comprises a plurality of

buffers, wherein the memory buffer stores the offloaded data for a plurality of sessions, and

wherein the offloaded data for a first session is stored in at least one buifer.

6. The method of claim 1, wherein the protocol processor is implemented in
hardware or software, and wherein the network adapter is a part of a central processing unit of

the host.

7. A network adapter, wherein the network adapter is coupled to a host having a host
memory, and wherein a memory buffer is implemented in the host memory, the network adapter
comprising:

a memory coupled to the network adapter;

a protocol processor included in the network adapter, wherein the protocol processor is
allocates the memory buffer, wherein the protocol processor initially processes a packet at the
network adapter to generate data to offload to the memory buffer, wherein the protocol processor

offloads the generated data to the memory buffer in the host, and wherein the protocol processor
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wherein the offl oaded data for a first session is stored in at |east one
buffer. 6. The nethod of claim1l, wherein the protocol processor is

i npl enented in hardware or software, and wherein the network adapter is a
part of a central processing unit of the host. 7. A network adapter,
wherein the network adapter is coupled to a host having a host nenory, and
wherein a nenory buffer is inplenmented in the host nenory, the network
adapter conprising: a nenory coupled to the network adapter; a protocol

Pr oces §Rbcekdds kedttodddd HRG sUBURAK (PSRRI RAg thahen@hBd HAE tPhehRER)y PifRGesSOr 1S
al l ocates the menory buffer, wherein the protocol processor initially

pr oces dbehest, yaterain therpretheo] precesser Rirtguprrms:o generate data to offload to

the nmenory buffer. W L I : f s t ner at ed
data to the nenn#?dﬁﬁﬁﬁgyﬁfﬁgﬁﬂgtﬁ%%ﬁgkgﬁ@&%ﬁgag&ﬁﬂgﬁéb%%%vg%oﬁiﬁgoCessor 15
processes t hesoofafddoriceslipladiay siitxseciiaadsions, vaickdin an addycdshe tligananayedffdat a t o
the menory huffer in_ the host, wherein the protocol processor fug%ger

to

perforns:  (i!§ "RHiSFPeseR giredily qrardirestly iora hgst f’mpéigat%?nﬁhe}remw iy thehgpts

store packetyifalif theasGRsy Btk Mntdhisés aoﬂldhr-ﬁ?slgie&l:}{e Rlmdf;wor k sessi ons, wherein
an address of the menory buffer "I's not exposed directly or indirectly to a

host application (ﬁ}ﬁvigli;)ge’cbjxfés iritgn otcher ﬂ;mspgclahmgiqt;me}vlmrﬁmahizemﬁéﬂpaqkebuf fer
conpri ses a _hon-page e ry;. (i ividing a.buffer into ong or nore
backet " reg; Hgon RREFE T G DR Gpb daotpifhion I BpRdid Sash B Ga G 0, "

maxi mum t r angstbsdi @ unit of packets associated with a protocol; and (iii)

storing a first packet data associated wth a first packet in a first packet
regi on, wherein i(fl) &ogag a fisypreeldats agspaated path afysiqeeke iz e Best packst ze of the

host appl | C?E%Qﬁ‘ wﬂ%PJi:}(ﬁg%fig%zft‘%i}vldgy%'é"'rh@%&t?ﬁc@%;?ce%bfd .ﬁf’edofitﬁ'é Rost AFpIITRIEA" Y

buffer. 8. riet wor aim wherein the protocol "‘processor
perforns: rbafer, ienguanisg it dacpagkiad into theandrosly baffpd. i cati on on t he host;
determining if a session associated with the send request is in a
synchronous node; offloading the send request to the nenory buffer if the
session is in the synchronous node; and indicating to the host application
that the send request is conpleted. 9. The network adapter of claim7,
wherei n the %rot Inetyyosk adapisr op elafnp 7 isherein the protocol processor performs:

receiving a send request from a host application on the host;

determining if a session associated with the send request is in a synchronous mode;

offloading the send request to the memory buffer if the session is in the synchronous
mode; and

indicating to the host application that the send request is completed.

9. The network adapter of claim 7, wherein the protocol processor performs:
receiving a send request from a host application on the host, wherein an application send
buffer is associated with the send request; and

copying the application send buffer to the memory buffer.
10.  The network adapter of claim 7, wherein the protocol processor is coupled to the
network adapter, wherein the network adapter is an offload engine adapter, and wherein the host

memory is larger in size than the memory coupled to the network adapter,

11, The network adapter of claim 7, wherein the protocol processor performs:
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receiving a send request froma host application on the host, wherein an
application send buffer is associated with the send request; and copyi ng
the application send buffer to the nmenory buffer. 10. The network adapter of
claim7, wherein the protocol processor is coupled to the network adapter,
wherein the network adapter is an offl oad engi ne adapter, and wherein the
host nenory is larger in size than the nenory coupled to the network
adapter. 11. The network adapter of claim7, wherein the protocol processor
performs: 18,@dingited Bgm’bﬂﬁomwa:ﬂ}ﬁfrélﬁj} of BifRr@ plurality of buffers;
storing offloaded data for a plurality of sessions in the plurality of
buf f ers; andstorgigoffleaged detadérf 4 placdity efsewichein the plurdity o€bglifast and at | east one
buffer. 12. The t K ter of claim.7, wherein. the protocol processor
is inpl errentslcc'{m%qﬁe ﬁﬁ“&‘é@?‘%‘ aoforggifstt\?\%sﬁlé’? “b?‘utc}eﬁeﬁ%?eel?%%ef'he network adapter is
a part of a central processing unit of the host. 13. A systemin
communi cation with data storage, conprising: a host; a data, stora%)e
control I er t1é mandgaetwpkadayigndclaim /opheeipdagprptpephrogrssy istgtemeaitedyher ei n
t he dat; j ; :

i O G e R S SR

i npl englt ledt.i n t he host nenory, wherein a protocol processor included in
the network adapter is allocates the nenory buffer, wherein the protocol
processor initially processes a packet at the network adapter to generate
data to offlijgad taosykiam iRRERMNRfibEwvith deIRige, doheprRi@t ocol processor is

of fl oads the generated data to the nenory buffer in the host, and wherein

t he protocol2heplocessor processes the of fl oaded data subsequent to of floading
the genera t i t ei.n. (i e
romorybut £ &iieetre Sl tE Ml iRyl OF @880 B S gt bl
of buf fthe datsiiongs comoket isdatifledwabehat,ed With a plurality of network

sessi ons, wherein an addreﬁf OL Ehe menory buffer is not exposed directly
or i ndi r ect Ryeterk agaptar cappled to40¢ BeSL t hat executes in the host, and wherein

the menory Qujf@hek@RObAESiANORGPageabl e menory; (ii) a buffer is divided
into one or nore packet regions, wherein a size of a packet
a memory buffer implemented in the host memory, wherein a protocol processor included

in the network adapter is allocates the memory buffer, wherein the protocol processor initially
processes a packet at the network adapter to generate data to offload to the memory buffer,
wherein the protocol processor is offloads the generated data to the memory buffer in the host,
and wherein the protocol processor processes the offloaded data subsequent to offloading the
generated data to the memory buffer in the host, wherein:

(i) the memory buffer is divided into a plurality of buffers, wherein the plurality
of buffers stores packet data associated with a plurality of network sessions, wherein an
address of the memory buffer is not exposed directly or indirectly to a host application
that executes in the host, and wherein the memory buffer comprises a non-pageable
memory;

(it) a buffer is divided into one or more packet regions, wherein a size of a packet
region exceeds a size of a maximum transmission unit of packets associated with a
protocol; and

(iii) a first packet data associated with a first packet is stored in a first packet
region, wherein if a data payload in the first packet exceeds a size of the host application

buffer, then queuing the data payload into the memory buffer.
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regi on exceeds a size of a maxi mumtransm ssion unit of packets associ ated
wth a protocol; and (iii) a first packet data associated with a first
packet is stored in a first packet region, wherein if a data payload in the
first packet exceeds a size of the host application buffer, then queuing
the data payload into the nmenory buffer. 17 14. The system of claim 13,
further conprising: a host application on the host, wherein the protocol
processor receives a send request fromthe host application, wherein the
protocol processor determnes if a session associated with the send request
is in an synchronous node, wherein the protocol processor perforns the

of fl oadi ng of the send request to the nenory buffer if the sessionis in the

synchr onous de,~. and wherein.th rotocal. processor indicates to the host
ap 1 cat ton That THaSehdt rBylde irbstBRerabed “Ie. an articie of
nmanuf act ur e, a KRMRPliSARG oh thé A6RIChaIEIA tHEPriBYM PocebRF BldeitvBEA Gnfl reduB&tt ruct i ons
t hat when executed by a machine results in the follow ng: allocating a

nmenory Bemnilr hashappliggion, whersinthe protgce] progaseoridsterminsnifaysessioncaspisiatedediti n a
y 2B Pt

host th i . r d i QAT i packet at
the net A AGANELF PeRish M ibdes ARk end Holdepl e L RO P e
t he hosbffloadifig ofxtle send rbyueat tprtind mebryrubiee s sior sebsiml is die theispndhifenone tnade, k :
adapter, the generated data to, the mepnory buffer. in the host; and
subsequ@ﬁlt"blieégfl RSPIOF Q) RSB {rchoaies 5o Heseaepplicitien Dt Rt Tfehr at ed dat a
to the ¢ £y buffer in the host, processing, by the protocol processor,
the of fl oaded data, wherein the instructions when executed further results
inthe following: (i) dividing the menory buffer into a plurality of

buf fers, whejein pl.ural i f . QIS r ket .da oGl at ed
wtn e pluraltty o gt ehbtelhe, cBtbifhes REAGE S HRG BN REREN S
buf f er instriibnethposksh aketieed bya anachindteswlatih yhet follawingst appl i cation that
executes in tGg host, and wherein the nenorﬁﬁpufgeé conpri ses a non-pageabl e
menory; (i )3@Fing agemoy sy in alest HREOE: Wil e ARE METKBY BrfompiskhiBian a

si ze of héstﬂﬁ?ﬂﬁ%lépdéﬁ@itaq{étﬁ&k%ﬂﬁe@ size of a maxi mum transm ssion unit of

packets associ at h a protocol; and
initially processing a packet at the network adapter to generate data for offloading to the

memory buffer in the host;

offloading, by a protocol processor included in the network adapter, the generated data to
the memory buffer in the host; and

subsequent to the offloading by the protocol processor of the generated data to the
memory buffer in the host, processing, by the protocol processor, the offloaded data, wherein the
instructions when executed further results in the following:

(i) dividing the memory buffer into a plurality of buffers, wherein the plurality of
buffers stores packet data associated with a plurality of network sessions, wherein an
address of the memory buffer is not exposed directly or indirectly to a host application
that executes in the host, and wherein the memory buffer comprises a non-pageable
memory;

(ii) dividing a buffer into one or more packet regions, wherein a size of a packet
region exceeds a size of a maximum transmission unit of packets associated with a

protocol; and
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18 (iii) storing a first packet data associated wth a first packet in a
first packet region, wherein if a data payload in the first packet exceeds
a size of the host application buffer, then queuing the data payload into
the nenory buffer. 16. The article of manufacture of claim 15, wherein the

i nstructions when executed further results in the follow ng: receiving a
send request at the network adapter froma host application on the host;
determining if a session associated with the send request is in a
synchronous node, ml)mﬁhgh@hgt&)a&ﬂ&ed&@&ebeﬁi&e& ith ﬁr@tepaél}(é?%hﬁ ﬁe@g&kepde then
perform ng the offloading o he send request to the rrermrﬁ/ uffer; and

i ndi cating tregiemevheon ifzagatd mlqadmtminstmhéceﬁemedm;mf thshasoapillicsted. 17.
The article,0 Ef nufacturg}ﬁif l:o c55 . tf}e i nstructions when
executed f UPFReFRERg faqeyiost it %ﬁdﬂe%’éé’f’ g a send request at the
networ k adapter froma host application on the host, wherein an application
send buffer is associated with the send request; and copying the application
send buffer to the nenory buffer. 18. The article of manufacture of claim
16, wherein t6he nﬁ{e] i(Lfle aﬁﬁgﬁlﬁﬁcthr% oﬁ@laﬂﬁflk%ﬁierelﬁ@l%lﬂﬁtr%qgﬂstﬁ en &@&t%er ein
the host nenory is larger 1n sizet n’ermry coupled to net wor k
adapt erfurti@ reshifte iretht fadlosviod: manuf acture of claim 17, wherein the menory
buffer conprises a lurality of buffers ere t h structions when
oxecut ed st GRETar s isaal dRgetors R &hos sBSiceBRLos fetRa: monory
buffer, and jshenfidy 1E‘B§e§sfé>§ta§é&fatéaﬂﬁt%ﬂ@Qen@?@@é%ﬁg P4 §yreRdne@tdodedr a first
session in at |east one buffer. 20. The article of manufacture of claim18,
wher ei nvhasein iftbe ﬁqselpn avis taer wnelirphenyernde dheni perfremidgdiiceofpading elihe ssndand
wher ei n r i,s a part of a central processing unit of the
host . a‘?%to% %dbg]%ef anfial m 1, wherein while transmtting packets the
pr ot ocol pl’dﬁ(ﬁS&&ﬁhgtoﬂﬁ&ﬁsﬁdpphéﬁiloﬁ&lia#&ie}se@f&qﬁ@fis&bmlpm@l.CapaCity of the host
menory rather than the relatively | esser storage capacity of an adapter
menory for queuing packets, wherein the adapter nenory is coupled to the

networ k adapyer . e artitheofMRid Lt 8 dhitd 15, WetdiPthe GNMRE S REHen executed
further results in the following:

receiving a send request at the network adapter from a host application on the host,
wherein an application send buffer is associated with the send request; and

copying the application send buffer to the memory buffer.

18. The article of manufacture of claim 16, wherein the network adapter is an offload
engine adapter, and wherein the host memory is larger in size than a memory coupled to the

network adapter.

19.  The article of manufacture of claim 17, wherein the memory buffer comprises a
plurality of buffers, wherein the instructions when executed store offloaded data for a plurality of
sessions in the memory buffer, and wherein the instructions when executed offload data for a

first session in at least one buffer.
20. The article of manufacture of claim 18, wherein the instructions are implemented

in hardware or software, and wherein the network adapter is a part of a central processing unit of

the host.
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receiving, at the protocol processor, a send request fromthe host
application; determning if a nmeasured roundtrip tinme estimate for a
network session is above a threshold, in response to determning that the
network session is in a synchronous node; allocating an anonynous transmt
buffer and copying an application send buffer to the anonynous transmt
buffer, in response to determ ning that the neasured roundtrip tinme estimate
for the network session is above the threshold; and queui ng the anonynous
transmt buffer to a session receive queue and marking the send request as
conplete. 23. The network adapter of claim7, wherein while transmtting
packet s the pt.ot otlnd methodobdsior 1,udeseit hile hmsmittmlgypacietsihe prasecot prgeess@paci ty

f the host t than th latively | t : ity of
adapt or USSR Bey SR g4ea creeety offiehest ety RES R e BB g0l ed
to the BefeEiH0fRHE 8T adagtr mEMBrNRE Yk gAshaRite fwhRfeif iRl adbptds myhgat n t he

prot ocol processor further perforns: receiving a send request fromthe host
appl i cacoupied te dhearetverkmganter. a measured roundtrip tine estimate for a network
session is above a threshold, in response to determ ning that the network
session is in a synchronous node; allocating an anonynous transmt buffer
and copyi ng 2h apphé @athbdnlaiendt, forthdrebmprsihfte anonymous transmt buffer, in
response to determning that the measurgd rouEdtri p.time estimate for the

net wor k sessi6HVING: #ikrprotosel Rraresitat t0d seayess dom thg hesePBlisHYMous transni t

buffer 10 a_aaasiffle IOLAEXAAUGHRIADAmTBIITAO I AGCARR sekRARCHovEs COMPI ete.
20 25. The system ol claim 13, wherein while transmtting packets the

pr ot ocolhreghplble merseponsestosietehmining thati thengtwgrkemssion istima sywhwepecintde; of t he host
menory rather,than the relatively,l esser storage capacit n .adapt er
remory for qUiP e el SO el o fREeY AhTRENR afdRGfor eoB bpRE L ne
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further perfornms: receiving a send request fromthe host application;

det er ni ferie netwerkrigssicnris abevsubrithrasholdiand estimate for a network session is
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23.  The network adapter of claim 7, wherein while transmitting packets the protocol
processor uses the relatively greater storage capacity of the host memory rather than the
relatively lesser storage capacity of an adapter memory for queuing packets, wherein the adapter

memory is coupled to the network adapter.

24,  The network adapter of claim 23, wherein the protocol processor further
petrforms;

receiving a send request from the host application;

determining if a measured roundtrip time estimate for a network session is above a
threshold, in response to determining that the network session is in a synchronous mode;

allocating an anonymous transmit buffer and copying an application send buffer to the
anonymous transmit buffer, in response to determining that the measured roundtrip time estimate
for the network session is above the threshold; and

queuing the anonymous transmit buffer to a session receive queue and marking the send

request as complete.
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anonynous transmt buffer, in response to determ ning that the neasured
roundtrip tine estimate for the network session is above the threshold; and
gueui ng the anonynous transmt buffer to a session receive queue and narKki ng
the send request as conplete. 27. The article of manufacture of claim 15,
wherein while transmtting packets the protocol processor uses the
relatively greater storage capacity of the host nenory rather than the
relatively | esser storage capacity of an adapter nenory for queui ng packets,
wherein the adapter mnenory is coupled to the network adapter. 28. The
article of manufacture of claim 27, wherein the instructions when executed
further resu2is iThetsystemalfickmiviigd; whercioiwhila dransmittingpapkess theprotpeadcessor, a

send request fromthe host application; . determning if asyred roundtrip
Cime eobORare oy Mt et BBt e el S mPdangrfiel FAS Msponse t o
det er m RidigelyNexkertstRa WYty oFas Sll4pferintentdty forsiiBEiRE pAGKYS, WhREkGIn tBd Adgrti ng an
anonynous transmt buffer and copying an application send buffer to the
anony noRemeryaf seimledygfthenctwprk adeplgonse t o determini ng that the measured
roundtrip time estimate for the network session is above the threshold; and

gueui ng the anonynous transmt buffer to a session receive queue and nmarKking
the send rezfiestTasysempifelatm 23 lwherein the protocol processor further performs:

receiving a send request from the host application;

determining if a measured roundtrip time estimate for a network session is above a
threshold, in response to determining that the network session is iq a synchronous mode;

allocating an anonymous transmit buffer and copying an application send buffer to the
anonymous transmit buffer, in response to determining that the measured roundtrip time estimate
for the network session is above the threshold; and

queuing the anonymous transmit buffer to a session receive queue and marking the send

request as complete.

27.  The article of manufacture of claim 15, wherein while transmitting packets the
protocol processor uses the relatively greater storage capacity of the host memory rather than the
relatively lesser storage capacity of an adapter memory for queuing packets, wherein the adapter

memory is coupled to the network adapter.

28.  The article of manufacture of claim 27, wherein the instructions when executed
further results in the following:

receiving, at the protocol processor, a send request from the host application;

determining if a measured roundtrip time estimate for a network session is above a
threshold, in response to determining that the network session is in a synchronous mode;

allocating an anonymous transmit buffer and copying an application send buffer to the
anonymous transmit buffer, in response to determining that the measured roundtrip time estimate
for the network session is above the threshold; and

queuing the anonymous transmit buffer to a session receive queue and marking the send

request as complete.
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