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START

RECEIVING, BY THE PROCESSOR, AT LEAST ONE ARTEFACT OF A
SANDBOX ENVIRONMENT TO BE INSTALLED IN THE COMPUTER SYSTEM
FOR SIMULATING THE SANDBOX ENVIRONMENT IN THE COMPUTER
SYSTEM

RECEIVING, BY THE PROCESSOR, AN INDICATION OF AT LEAST ONE
INTERACTION OF A GIVEN APPLICATION WITH THE AT LEAST ONE
ARTEFACT

ANALYZING, BY THE PROCESSOR, AN ACTIVITY OF THE GIVEN
APPLICATION TO DETECT AT LEAST ONE OF A FIRST TYPE EVENT AND A
SECOND TYPE EVENT TRIGGERED THEREBY AFTER EXECUTING THE AT

LEAST ONE INTERACTION

IN RESPONSE TO THE ANALYZING RENDERING A POSITIVE RESULT:
IDENTIFYING THE GIVEN APPLICATION AS BEING THE MALWARE
APPLICATION; AND USING DATA INDICATIVE OF A DIGITAL FOOTPRINT OF
THE GIVEN APPLICATION IN THE COMPUTER SYSTEM FOR UPDATING THE
AT LEAST ONE ARTEFACT FOR FURTHER PREVENTING THE ACTIVITY OF
THE MALWARE APPLICATION

FINISH

FIG. 2

210

220

230

240



3/4

€ old

_‘ 11| uondaoxa

ON Buiupuerend

-

— 40 8yepdn ‘asemyos uni o} UoISsIWIad

8€¢

6€¢

ON
J81ua2 ayepdn pue S3A

sisAreue ue o} uiidiooy [enbip ays Buipuas pue Bunds|jod

S3A
ove

S3A  gge

éploysaiyy
e anoge 1yBiam e Buiney

£ Sluswiuoldinua

JSIPioeIq B 10 ISIIBIYM B

awnunI [eal pue pajeinNwis

S]OBJILIE U}IM UOIIO3UUO0D UO puUNo) 8IBMIOS B} S

Ul SIaIp J0IARYS( SIeM0S 9527 vez
Ul Pa1In220 1UsAg
_ cee
ssausnoldijew
10} %982 81emyos Jaypn4
\ . y

1€c

|| 8dA pue | adA) Buipiooay

(0574



4/4

90y SUESH G0¥ suesw saneLiaul
uonesIuNWWoo dinonndu vﬂm -~ _.L_l_ah .
e indinondul indinozndul
0T¥ shg
A
£0v abelols 20 NV TOY 10SS3001d
00t




