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FIG. 2 

200 

RECEIVING, BY THE PROCESSOR, AT LEAST ONE ARTEFACT OF A 

SANDBOX ENVIRONMENT TO BE INSTALLED IN THE COMPUTER SYSTEM 

FOR SIMULATING THE SANDBOX ENVIRONMENT IN THE COMPUTER 

SYSTEM 

210 

START 

RECEIVING, BY THE PROCESSOR, AN INDICATION OF AT LEAST ONE 

INTERACTION OF A GIVEN APPLICATION WITH THE AT LEAST ONE 

ARTEFACT 

220 

ANALYZING, BY THE PROCESSOR, AN ACTIVITY OF THE GIVEN 

APPLICATION TO DETECT AT LEAST ONE OF A FIRST TYPE EVENT AND A 

SECOND TYPE EVENT TRIGGERED THEREBY AFTER EXECUTING THE AT 

LEAST ONE INTERACTION 

230 

IN RESPONSE TO THE ANALYZING RENDERING A POSITIVE RESULT: 

IDENTIFYING THE GIVEN APPLICATION AS BEING THE MALWARE 

APPLICATION; AND USING DATA INDICATIVE OF A DIGITAL FOOTPRINT OF 

THE GIVEN APPLICATION IN THE COMPUTER SYSTEM FOR UPDATING THE 

AT LEAST ONE ARTEFACT FOR FURTHER PREVENTING THE ACTIVITY OF 

THE MALWARE APPLICATION 
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FINISH 
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