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*159159* Method and system for authenticating-and

val idating position information reported by a
devi ce The present invention relates to a net hlﬂﬂmmﬂm"mmmHm
systemfor 5 authenticating and validating po

information reported by a nobile device. Lt appli@¥™®

notably to the field of highway, notorway and urban
1%[é_mdtoll s stenms and to any other geol ocated

pj‘ao a'é?hsd/é “T'JOEIéPéii'?ﬁtl'\%at!'Fﬂaaﬂéé‘l&'id@ﬁ'"GfP%S'tlon

vehi cl e, tnﬁom‘éﬂ'&nrr‘% trfeotﬂgla IH%B IESRevids € ei t her

signalling portals tlone at s ra eglc pl aces on
roads subject to 10 a toll, or an onboard |ocating
device on the vehicle periodically reporting its

posi tTied petsentriingshiiin ae@NSS toGphabthay gt i0system for
Satelllte Syste satellite positioning system for

RS RBERLINGE a@ﬂsve IBW rosHion dMPHYatigtieppriefl bzapi mapile
dé\Y@@ It ép?l?ésehét'abﬁ teqayﬂemm.gﬁm Iemdtérvs}a% @Ad [ifart note

i npl ementation o renot& tofl syste
tol syltenys ande anmﬁmrag@lwabam papmientdévioas but the
ition inf on that it

of
el 1 vEp SelpiRm S aPaion ofa velvdr nier o Bresieriobgeypes
u%eﬁﬁ%@ﬁal%§oﬁ§%%dé¢ﬁodé& ét@réf@@b‘ﬁlé‘c&r% Fois subject to

reliabilrt the billing produced by a position
a delf,varaniep ﬂasﬂ wicating Idgvige emite vpbisia periodinaky nepdrting its

o8 R DAL SRR By 3R S e

posifiofingt systempl fordadnple t e GROS(Glbbal PBENBRHINY SYystem) or
| gcati on device. A positioning error may be due to a

GelleRdYR@l probl em on reception of the GNSS si gnal s,
SU.Chué’zsa(;t{alﬂ{%g%?ﬁi?hrﬁﬁaﬁstém el oeea?ffi)egﬁ%;iﬁﬁ)ﬁée%gﬁta%naof a

fail on transm t
repooist tell | systeom forf hightvalyk tr&ﬁomm@ ardersarn applicatioakssut the

reahh" §F “tnse Apsiiet: Epbralaghrthat it siefidersoficpends Solely on
lnf&Haﬁéﬂ‘JtF‘éjdéﬁﬁittb@ 5 & 69805:‘3@@3N§S ﬁ:éélféﬁﬂtthér\)%ﬁ}]élé‘%nd the

pl ace where the véhicle Is actua ocat ed
recﬂebthvy @feﬁhﬁd)lhhbg @roguaeeskby faqnoseumrpdarwer depen@s dmﬂ;gomfthns
ener ator of f.al

p@yiERBorREork SRR ke e SRR Py B oScRETising rror
th@ﬂtcﬁm C(&hﬂrcﬁhﬂsﬁltﬁétv@h@lty 8P tHerpbsitin MToRNSLIGH uPWa@e@N@Sthe
nals and for detecting a partial failure o

p05| on server by a location device. A positioning error may be due to a
technical problem on reception of the GNSS signals, such as, for example, a
failure of the receiver or a failure of the information transmitted by the
constellation of satellites used. The error can also originate from the
deliberate use of a decoy by the owner of the vehicle to report information
corresponding to a place that is different from the place where the vehicle is
actualiy located, the decoy being able to use, for example, a programming of
a predefined trajectory or a generator of false GNSS signals.

A first known solution making it possible to detect and eliminate a
failure on one or more GNSS signals and for detecting a partial failure of the

GNSS receiver, on one or more reception channels, consists in using, within
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G\SS receiver, on one or nore reception channels,
consists in using, within ~ll~~~~ 1111 1Il1]
111111111212111 ~~~~ VIl *cooooz* 2 the GN\SS
receiver, an algorithmknow by the name of RAI M
(Recei ver Autononous Integrity Mnitoring). A second
known sol ution consists in analysing, in the position

B i e biVern TP KEOVE S R nasha i RBIM AReceiver

AGDhEMORE Ihdighity Ronfiofilgn detected and processed when a
positioon b%lg(;ﬁvesoinngéﬁg?stent relative to the

pr ecetibaePbknewn soluion ¢ansisty Fnasalysing eingthepiusitigrusepver,

BSHIRE, PSSR H RS LRah SE TBId-2Ry e e Kistor
degal et eton ot fail@le ishienv@dteeledl A0 RbEAWd1RNEIRWE \S/gition

these two known sol utions nmake it possible to reso
bageenespinsignsistestt Takativgr te ytheluwreseding pesitiorsaindnilreveals a

cope . IRl bl
ORI JiHip, LRRNP B8 sucteBlic! BYitiR {frdingb3F hofns very
muclv greatenthias the difsrence it ipesitioprtiodt thetassthdl GaRticadf the

nmet hod of authenticating and validating position
vehigle CRRABW: reported by a 15 nobile device that does

not _IHife i CUSIRRL kilo@h SollftidkBAMEKS } IS 18756108 tne
makes it possible to effectively validate the position
problesr ahintegrity duel to arcunintentioaatfadlurevbet theyy ddrot in any way

i tegrity dusl o ari e :
L EPERB© Fotsfh oY VSRR AL gBPEMAR o of the mobi l e

devi OeCaifh BEthedRIEAESh iR @%b]\fer‘ﬂh%setd?ébliemée€ﬁ%§f?%ogse a

relates to a nethod of authenticating and wvali
mehedt ploauthentiealing endr eglisiatieg nesittonminfomeatisy ireported by a

b Sl ' L i the mobile. . :

Al HEHEEatod T A ik aRRRRRS GeyfE 4PBBlShlvtgns and

th&\Bakeavit gakssibie $6 @iRkcsvelyi idiiddtdyhe poeiheinfeHiRBdnoMh all
.satellites gnd in transmtting the position

C'ﬁCHW%SOH"aﬂ%%ﬁ sy Infermaatipgsig i hes derre rofvgaprdinates or of

mEasifericitd bRt whicAPIHE %oSRﬂﬁ%BEC@ft 0 fi6bid! [ Vice can be
network, the base station avi ng a coverage ar e€a,
declackéd a cell, in which the nobile device is |ocated.
For this, the invention relates to a method of authenticating and
validating position information reported by a mobile device consisting in
determining, on board the mobile device, the position of the mobile device
based on GNSS navigation signals emitted by a constellation of satellites and
in transmitting the position information obtained to a position server via a
base station of a mobile communication cellular network, the base station
having a coverage area, called a cell, in which the mobile device is located.
The method also consists in transmitting to the position server position
information concerning the cell in which the base station to which the mobile
device is connected is located, in checking, in the position server, that the
position of the mobile device received is included in the cell of the base
station corresponding to the cell position information received and, following

the result of the check, in deciding whether the position determined by the
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The nmethod al so consists in transmtting to the
position server position information concerning the
cell in which the base station to which the nobile
device is connected is |ocaged, in checking, in the
position server, that the 30 position of the nobile
device received is included in the cell of the base

mPbf KRGS SR Vi getafs ol AP E e dBIS pRSiton

seto8i idiNBh MR Breif tHepg i9Rgud ! on determ ned by the 3
nobi | e devi ce based on the navigation signals and

t r anshdtandageaudhethponethashcossisteein fransmittirento ¢heoposition

there is fraud. Advant ageously, the nethod cansists in.
SqVEn & e Rerath o EOTEP TRGEmaten JETS Cicerats dhegmobie
deisd bh@m SudoRisBRN S SitRIFBinEEHATRION ifiné BBn8&RINFthedcells in

devi ce and a succession of position information itens
whigh dlae hiagg stationsearedogatedninggeraparingathe sicgeseiop afpesitions

I 0 [ Caession. iLtio f ..
of, P 1ichic, BoSREPRS 1HY, qulceRUBHCEP piRiuBhsPEP bid Yths 8l in
dediding ewhsthemdthien sudesdsib mgfwpesitiens tthensmitted sisy dheOfmobile
dVositions tr nsm’tteg bﬁqthe m)billf devi ce i _

575 SURBTRANASJO A adfPRBNE fralectely deysd by themabilsdevics.

nobi | ' V, [ I | teic

F or rieteGEoushy gL el BEERUR iqrimBpfias | ar Kertr@F of the
baseaatationt ansmwittelde tp diee tpositiove semver thy thee nmattild device in a

' ' : , t ai ni ng the positipn .
SR b Raind T8 BB B bRl 8 el o e
idetifldh@f e Basé atdtioR. According to a variant of the

invention, the cell position information 15 for the

base ARrdipg tpsa vagaBhPE thedinventine, thestcell pasiienvisforimation

o yROSA4 0B O RdRanflod PGB TN ALSISES) 5 Auupo nose
ofathe evellukze ettivork of reéshensess ageintambgationngf theep@sigon sefver

i nformation concerning the nobile device transmtted
afigy repRPliARLPT e dBosRage cnntaipig theoagsitigshinforrtasiomeranseming
thé Omnddie B@@i%esgr%éﬁ%ﬂté"oarb;bfihé”nfo%g?t a&igé_ Fhe! r&:%nb§8§ition

station or a 20 geographi’c area obfal ned by procesSing
infoemation fenthe base staionecarnte arp aemtifiby ohthenbase station or a

oL BB A T oL Bl s e e e
povit® 9P emdBRe oRtmBhicalibl® trASmitéridc8er placed on board the
mobile device or a geographic area corresponding to the coverage area of
the base station.

The invention also relates to a system for authenticating and

validating position information reported by a mobile device, comprising:

- on board the mobile device, a location and broadcasting device
for generating and sending a message containing position
information concerning the mobile device,

- a cellular communication network comprising at least one base
station having a geographic coverage area, called the cell, for
transmitting the message containing the position information

concerning the mobile device,
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The invention also relates to a systemfor

aut henticating and 25 validating position information
reported by a nobil e device, conprising: - on board
the nobil e device, a |locatign and broadcasting device
for generating and sendi ng a nessage contai ni ng
position information concerning the nobile device, -

et BTN SRR 5 R 2ob st on

area, Capkdist AeCahbssdd¥ chARINAY L thed Ho@ﬁloﬁesﬁﬁﬂﬁwtlon

contai ning the position 1nformationh concerning t
nmobi | e getcer@ingitheanpbits devaeser ver connected to the

cont AT A ST BORm S HFWHIE At it eRS e oating

thendsll ef thevbase staienarlwiitBIthe onBiilY RabtafedRF \WlliteMe$ And
conprises neans of locating 5 the cell of the base

raRspitiyig Pesilgn trommrtioRugncerniag|seicheeltitor e rpsitioreservgr.
and tzw[ear%lﬁééﬂdﬁ 589ePeSH, rges'aﬁe%k f) @ggngfr&csméwag #tdhe

cel | position server I on ser
pasitign iof ¢be chebike mgcme@ssflncludheqhimg tdlnbof tthe base station

osi tion of b|Ie received is included in the
C@éﬁf&‘rp%ﬁ'w@ B é’loéttl%‘rfng ¥piaties serRived and. darending on the
reBORI &fi B ICREEK, R)r | @8LidingeivhetherNthe mﬁsgﬁaﬁl' eﬁﬂmteaebyl%e
result of the check, for deci di ng et her position

m@btlredﬁwﬁednasgedtqnethemgainomwgn@stamletdarmmrttad to the position

nal s _and tr nsmtted to the position
se%%/% aqﬂg %{[[ft‘% ﬁ{neéebsrfr?? here is fraud.
Advan«t\ma@éwsly hBe! |@@éﬁ¢ro@nan§1roba@a§trr@saéﬂee CL%fhﬁr@ses a
conpri ses recei ver of GNSS navi gation signals

regetver i nﬁN;S$ Heavigation signsls tfae deiernnﬁm @euemsd@n of the
{
BPRE R BEBALAP IR SIS Bt A HERERHSN o

sdtelitesyi ¢drerecte££be®varcélmllar s:endmmtgcém MEaRAgRer- recelver for
i ni the positiaon of the nobile device to th

coptainin
SCRBURG (167, BerTAGS CABRUTIDG JBBLRTYIION 1 thECEOPER dRvaR taithe
pddifort§bvepf the base station in 20 which the nmobile
device is located conprise an identifier of the base
st at i Advantageously, the location means of the cell of the base station in

which the mobile device is located comprise an identifier of the base station
transmitted to the position server by the cellular communication transmitter-
receiver with the message containing the position information concerning the
mobile device.

Alternatively, the location means of the cell of the base station in
which the mobile device is located comprise a positioning node of the celiular
network for transmitting to the position server position information concerning
the base station corresponding to the celi in which the mobile is located. The
cell position information for the base station can be an identifier of the base
station or a geographic area obtained by processing measurements of
receive mode power performed on the base station by a mobile
communication transmitter-receiver placed on board the mobile device or a

geographic area corresponding to the coverage area of the base station.
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transmtted to the position server by the cellular

comruni cation transmtter- receiver with the nessage

contai ning the position information concerning the

nobi | e device. Alternatively, the |ocation nmeans of

the cell of the base station in 25 which the nobile

device is | ocated conprise a positioning node of the

cel | wor k f r tr nsnit to the o ition

servgéi)ﬁi%sﬁatt%ﬁsi ﬂ?‘ '(tﬁ‘i Q,fo e ¥eRgon; gegme clearly
a@;seﬂbhprhe%ihéﬂéipwoihegdégbridi@nceiihicii s vq‘i 3k b;yh ayDBf |Rirely

is located. The cell position infor
ilpsteativer Aanconn@dimitieg apxaneia,.i Wity referehee bis ethes tapipended

e PR PR B P R 355 e power perf or med on the

base skiglifedm: Meﬁeﬁi@iﬁr%%yst“e@rﬂ”fﬂ#%é‘émgoé‘ mobile device, such as
transmtter-recei ver placed on board the nobile device

a @ yahbigleaphisatellitea corresponding to the coverage
ar ea pf:sgtulg§ Dage A m%thc@ %?rdétgﬁﬁiﬁ n%? @enggﬁglpen?f a

benefit the inventron wlT" becone cl e:

her ei GbiSSereceiver lire adesthite gevics, aduoeding so gie/mnehyom/ay

of pure | lustrative and nanlimt Itiq% exanp Wi th
t

refer en@é rq 3: RSXTRIAREdransmyssianal p@ﬁﬁwmgéormlen to
repr apgositon sé:HVGHB%eHorﬁ‘i‘éde??e%e%bér %ﬁkﬁrﬂp cfcg'{i/munication

| ocating a nobile device, suc vehi ¢
sat elteEhrigue, &eprdingo the inseatiphar y net hod of

det n n of a _CNSS.receiver in a :
m(ibielr Q'leevglcterggrfggﬁkdi o SEEMPIRLY; R g?i ?Ocaigpgu?e”@b"e

d@’b@xafmlea(ampiéraanémi%slbgrsa@éiinteherhié%i:étidmsisnéwémiibﬁébs
to 10 the position server 3 performed by a cellular

omhdoRE Ithe orehiske clat @ decatioac ARd dureadeastipgdilerjce @ intended to

e poni BnbigrRECSENE of M HEEIS ato B RTE s

Iosaticni Iimfbafnafl'dme tb og apdgiitiors yseham 8 oat iis a8 sporidiblBORYr dstoring
e veh ]@J@J ocat i on_and broadcasti ng device 2
afi Pl ﬁaé Stfisl i pEpatiore The Ipeatian sndabrerdrasting dpvise 2

cthplidtd Ehbebitend 40 dNBES fobtah'iﬁ?\ﬁggt?l S'§é‘tellite System)

information to a position s rver responsi
navigationosigngls andi ars an@Ps i Glpbish P asitfamimpSystemNoe Galileo
re|(:8i 8t | Shitf bbr Oac%%% etlliaﬂgndoef\/isé:tglli%es 5a, 5b and a transmitter-
receiver 6 for mobile communication by cellular network, for example of GSM
(Global System for Mobile communications), UMTS (Universal Mobile
Telecommunications System) or CDMA (Code Division Multiple Access)
type. The position information is calculated by the GNSS receiver 4 by
analysing signals 13a and 13b emitted by the satellites 5a, 5b. The number
of satellites must be at least equal to four to determine the four position
coordinates of the vehicle in space x, y, z and in time t. This position
information is then supplied to the mobile communication transmitter-receiver
6 which, according to a sequencing dependent on the application, the
sequencing possibly being limited to following a predetermined periodicity,
sends said position information to the position server 3 via a communication

channel 12 and via a base station 7a covering a coverage area, also called a
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conprises a receiver 4 of GNSS (d obal Navigation
Satellite System) navigation signals such as a GPS
(A obal Positioning System) or Galileo 20 receiver,
emtted by a constellation gf satellites 5a, 5b and a
transmtter- receiver 6 for nobile comunication by
cel | ul ar netvvork for exanple of GSM (d obal System
fo b| I | catigns UMIS (Uni versal Mobile
eﬁel"é\ﬁ’ ge@?%t dfjoHeEDVA (Code Di vi sion

(l\:/g: t Iu |'lé teeﬁgyatﬁ%emé@g Pg :;t%tgrgﬁlhtjgg@h%gg ﬁ[ﬁ/ 'So‘?ﬂth'e GNSS

r&eegneal4sns]cﬁagrandnatﬁ¢allgrrbptMntgd tnhleigsied 2l Tl'heemetﬁad cﬁmsnsts

he nunmber tellite be a as ual
fof s Rt r i defmipico e alanies . <Ehth sehaettd it from
att RasY aRred SatdliiteBasE Bb, Bbc &f W ddmstd|iEBoh - thERI deducmg
position information is then supplied to the nobi

theeeframi ther ingintt phnistersedionr déeiot ethe epme@hwmﬁocdmhn@ is
o SefisR O TR EBGFITIEE il REIPRRL bR Payl% oo

bprm@etd@sstahe@si @Erldel diBtYI'he S;ﬁmﬁﬁ)rﬁ&bfd tiﬁ’@SGN881 receiver 4
information to the position server_ 3 vi

CIFRSRANASAI0 Hiis PeiErefeintarsestion Via T@eba§éar§qe§t¢bnd?/ad3 are
mv\ﬁgﬁféon% &}héor‘%%éﬁ)%? 4T nﬁh&oth‘éaé}rggl infe c?fel'aidloi’réhuency

ch the nobi evi c sl ocate n exe
signailsousbrts‘tltlﬁeigea mavigajionhraepsexyd baginating Hmrﬁﬂ‘tﬁs satellltes 5a,

cbratitugea) i rEs o
83 T cr0EN Y Gatont Qo REG Gy sAch, SARIIE Vi the

ngkﬁésﬁdm Mtgabb twa@ﬂs‘ee?eé&verqﬁustd&o%%@behg.g& %ft the date
fromb5 at | east three satellites ba, 5b

ofc tressatission qof theemnessa@edaod nipe phentleﬁroinﬂnmesqmeliltet apfthe
t t 14 of wh i S, :

iR 5o o B AP GRS ThE e wpppvs

mWﬁQw@édbhlfmé&a@éPﬁlg%%enWldéﬁe (KMt BSrathetefs), erbibling

The position of the S receiver 4 corresponds to
thenreceiarnt tofcaleylaies the ipesition. ofTie gptallifa cwihiala system of

cc%gl'dﬂ{a? ﬁ fkﬁeg%%ﬁ]l?.t'hﬁe e ﬁSh\é‘?Beé q@‘n rls'gI 9 ﬁe{f%sge gf a

arri va 0 reque si gnal's const

Gmls@tal,onSnpammem repezéd rm/e‘ry B0 sdveomit B thd emvigation
5b, 5c. The essential information originating from
MEseRA9%atel lite via the navigation nessage and that

ROyt B BESRaAIRRHS 1orl AR | B o
theateseivier doadetebie the time of ?ransmlssmn o? the message in order to
deduce the propagation time of the signal transmitted by the satellite and the
distance separating it from the satellite, then the radius of one of the 4
necessary spheres, and the position of the vehicle 1.

The method of transmitting position information to the position server
3 is performed by a cellular network communication technique as
diagrammatically represented in Figure 3. The cellular communication
network is based on a geographic mesh whose individual meshes constitute
geographic coverage areas 8a, 8b, 8c, called cells. The geographic coverage
areas 8a, 8b, 8c correspond respectively to radiofrequency coverage areas

of the base stations 7a, 7b, 7c. A mobile communication transmitter-receiver
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15 nmonment of transm ssion of the radi of requency
signal. The satellite transmts, in its navigation
nessage, its ephenerides (Kepl erian paraneters)
enabling the receiver 4 toycalculate the position of
the satellite wwthin a system of coordinates |inked
to the earth. The epheneri des conprise, in the case of

a GPS si naI ers repeated every 30 s

6 Eanepm s vafh BRSNS SebRl B sod Bb Y RsReER Rotne
rddisfreielcl| dovehayd Red & NoMDRIthE hadet stalits a, f 13, 7¢ and
the receiver to detect the time of transm ssion of the

theeefge@essnome@etIStI@cateédrm@eetqiéhqapglﬁfa%t%@q i ne of

L1, SEAR AP 9 B Sbeh]bhee AR Ccqquoter o

raféfled 2o s aNBSCf (Bdﬁé Statitm G@ﬁ&SB@f) yin SBERT €6 anaRNG Radio
position of the vehicle 1. nmet hod of transmitting

NBBSrki ot alicst iraUMIS 1 Ehe 888 0 1B Daep R IOrCpRITOIIEY © is
toog\va&f HRd chivs ﬂ'aﬁ]e H&Wbll@%mﬁhn%gﬂgﬁ“ﬂﬂaﬁ%gh@é} receiver 6 but

tec ue as llagrammatically represented in Figure
aldo td hnenatyslel alsetrofradivineiquabcy measeatamweitsi repbasé dydhe mobile

j c pesh ose i .ndi yi dual h tjtut
oJotirahop Foourine ares Bun geTdn delaimdg tne pEodraphic
ard 8 989 AP \ﬁhf&ﬂ"tﬁé%%snﬂftéﬁﬁe&%er%%s |B6ate@’ BAg ms@;n it a
respectively to radiof requency coverage areas

chmewiritationottanne) 12b~|tr7the mqwbpp@pr@herbase@tatm 7a that is

¢ 820 ok S eRERP A ing gn B e SHEBHR, GG Wikl e mobile

dedde of lrseraamaéym@%@n@gm@mméamn@tﬁvdrheob@w and UMTS
stations 7a, 7b, 7c and therefore as soon as it is

typsc ate @enaraliyeeanippad with s psitioping Bede EH hrefersed to as a

t
Aol ISR SR oliee) 10 40 £ SR 1570 7
isGiRMntified nuriiiel Raylizo unideewaetiient catietecgll iid) |UI\/§SGSM+Eype

function of the base statiqn controller is to
C§W'?rcHewkcihﬁ§°ﬁtm"i%808r%b|q 5 EoRAGHPIEarieR request from

ahr gPBmaﬁfoﬁr of eF6inY {qubprieht te&ifal Qo 2 Bb‘éﬁul%rsﬁétv@frk for

requency maasuremants reported by the nobil
debvanng ethénthe idardifiet ofrthe coasey stationi ha dodthOhothe cellular

AR B 98095 BDbRod B 88, Hinall s 5l Htiagion

c6REETAH eI ABbithasned 11Faskdt dh tHiegdBhpRiRRIOVBFARY grea 8a of
base station_7a, that is

the base station 7a. A mobile device 1 knows perfectly the identifier of the
base station to which it is connected.

According to the inventidn, the method consists in transmitting to the
position server 3 the position information determined by the receiver 4 of
GNSS navigation signals and the identifier of the base station to which it is
connected and in checking, in the position server 3, that the position
information received is included in the coverage area of the base station
corresponding to the received identifier. The identifier of the base station can
be transmitted in various ways to the position server 3.

According to a first embodiment of the invention, the method consists

in analysing cell identifier information known to the mobile device 1 so as to
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to say the one corresponding to the geographic area in
which the nobile device 1 is |ocated. The cellul ar
comuni cati on networks of GSM and UMIS type are
general | y equi pped with a pgsitioning node 10,
referred to as a 15 GWC (Gateway Mbil e Location
Centre), and each base station 7a, 7b, 7c is

vAIERFE I Bo3lian BRaitn Teatial By Naumeple denee. For this, the
mBERId ESHYiStd |H%e}$t > ih@RRIOSA RIS ané‘%ﬁ’@?cﬁf&'ﬁﬁﬁtdefvf&nb a

an application or equl pnent ext er na
meesaad gpntainingrtke rbcnmtlordmfprmaimg amidt ther ideimdéifier of the base

' i fie .which th .
TR e e o -
st/ OW, reBEstid 8NtHNFrRISERGE, ot'ﬂe FOYRTSH SeMer B%e@?@'ﬂ#& the

devi ce 1 based on the geographic coverage area
pPasiiony irdernaatian secefeed is ms%mq!@ e the sovetagenergzeof dua lbase

{ hoit i
S"%ﬂ‘ﬁ'}] g@fr@%b&kcﬁﬁ%qg thgqgeptﬁez :Iactna\all:bﬁgqgn e\'\ﬁlg%ﬁ%é% 8|8nt If it is
naipmlserstasfnandtmaasmdtilemgurt thd fd@wcé&sp@étédtém @9f1&r¢élly3 the
the positi n information determ ned by the receiver
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3. According to a first enbodi nent of the I nvention

andwéhere&u%assj@rmfspgsnmn iafermagiongiterss| contembingi the cells in
whSh THE BB AR ol loRa B s kS 10 456 BpSitR server 3

armm;mrdew ce. For thls the nethod consists in

enerating, in the location and broadcasti ng device 2,
g é‘%”@otﬁt ai PRERNY IRENBsimenk fi theoinvantiom thed metbod

oo RerShati BENTig 2odko1d B g ool ustyops o

otﬁamepcwa’norﬁmfﬁ:rmatﬂmepbnoerrm‘ig thee coit 91s agsich tthe u@@éi dthfidn to
checks that t sition . informatio

Wrﬁgé\éﬁr@e{gan@| E‘Irﬁ?félﬂer % ?ﬁgg%%t\‘?gr\é(ﬁﬁ f&\eegec&vqrh@ YaSNSS
naVicgitiofn si@?fa'l@ﬁ@oﬁghﬁ&tbe H"%éeﬂ@&‘t 'Ffdre"tm?lt ttﬁéhf%?aflé?n and

t he nmessage sent. It is not hen a fraud
broadeassingi w¢ﬁ-:'2<mxncbea |me@m@cccmtamm:g then absition titfermation
concerning the mobile device 1 determined by the receiver 4 of GNSS
navigation signals, on reception of this message, the position server 3
interrogates the positioning node 10 of the cellular network to obtain position
information concerning the cell in which the base station to which the
transmitter-receiver 6 associated with the receiver 4 of GNSS navigation
signals is connected is located. The position server 3 then checks that the
position information received from the location and broadcasting device 2 is
included in the coverage area of the base station. This second embodiment
of the invention can also be used as an optional additional step in the method

according to the first embodiment.
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met hod can include an additional step consisting in
validating the identifier 10 transmtted in the
nessage sent by the | ocation and broadcasti ng device
2, this step consisting ingchecking, in the position
server 3, the consistency between the succession of
the different identifiers received. Advantageously,
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reception of this nessage, the position server 3 25

i nterrogates the positioning node 10 of the cellular
network to obtain position information concerning the
cell in which the base station to which the
transmtter-receiver 6 associated with the receiver 4
of GNSS navigation signals is connected is |ocated.
The position server 3 then checks that the position
information received fromthe | ocation and
broadcasting device 2 is 30 included in the coverage
area of the base station. This second enbodi nent of
the invention can al so be used as an optiona
additional step in the nethod according to the first
enbodinment. 9 The cell position information can be
the identifier of the base station or a geographic
area obtai ned by processing neasurenents of receive
node power perforned by the transmtter-receiver 6 on
at |l east the base station, or a geographic area
corresponding to the coverage area of the base station
5 identified by its identifier.
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2.

Al t hough the invention has been described in
conjunction with particular enbodinents, it is
obvious that it is by no neans limted thereto and
that it includes all the tq@hnical equi val ents of the
means descri bed and their conbinations provided that
they fall within the context of the invention. 10 10
CLAIMS 1. Method of authenticating and validating
position information reported by 5 a nobile device
consi sting in determ ni n&,r‘m‘\gMSboard the nobil e device
(1), the position of the e device (1) based on
GNSS navigation signals emtted by a constell ation of
satellites (5a, 5b, 5¢c) and in transmtting the
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check in deciding whether the position eter
t hihfaippation eenGareinglthemedlad vaich thee baaer isgtiono(7 as 76N AL Bto
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chaoammarsem (BN thhathd PoSIGELS b tHe MBbilé HRVREI ( t1§)'r&9eu$éh is
t he Fo | L on server a succession of posit

. nfG iBrine cetof é%é@ﬁﬁusmlan@rm@pndur@am the oell)poaitidn

concer ni ﬁjgot c‘éfve% @@f‘fﬁﬁléﬁ[@h feg{sensghsog%gtgﬁ%ng‘ degiding

I owbatmar the poel’tpardetgrmimedwmmo@ne eleviRes(1) baB8d ¥n the
ﬁ ile. de QQ o the succession of positions
of ?Wga Qi figna ancli] nsmltted to the position server is authentic or

if there is fraud.

Method according to Claim 1, characterized in that it consists in
transmitting to the position server (3) a succession of position
information items concerning the mobile device (1) and a succession of
position information items concerning the cells in which the base
stations are located, in comparing the succession of positions of the
mobile device (1) to the succession of positions of the cells and in
deciding whether the succession of positions transmitted by the mobile

device corresponds to an authentic trajectory followed by the mobile

device.
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deci di ng whet her the succession of positions
transmtted by the nobile device corresponds to an
authentic trajectory foll owed by the nobile 30
device. 11 3. Method according to one of Clainms 1 or
2, characterized in that the cell position information
is an identifier of the base station (7a, 7b, 7c)

dtqg.t 3) by the.mbil
o R 55 B DL BB 7 PheBB T3P e
| nf QiR GAFoFPBEEH NE NSn tiBENtTRPI dfethed HARY] §t§t|6|3r) 7@n¢b 7c)
the identifier of the base station (7a, 7b )

Vet inansraittedr ti e thosiien server 4Byl the mobile device (‘I) in a

For meredgs @t fipo s SR inioftREoq ek ThEanegfhoie
t hedewes 1) a1t SR iwentif(c?)of tye aasv@stettibar(vagm,oxtg_ (10) of

the cellular network in 10 response to an
interrogation of the position server (3) after

4 eCI@IQ’&H&Paé’ct,ordFn?etor@ﬁf-:S Bgﬁléiﬁ’i@t@f)mz n@hér]é%te‘?%%titih QRat the cell

nformati on concernin
t r apISS'Iildm Edortmyattdrrefamm baselstatioa (7&) 7b,57/c)Netraadmitted to the
he cel |

accor dj. to d h t t hat
oSS serar (B b P Péﬁ%@lﬁgfwzeo@én%@? Uiy gietweyk in
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according to Caim characterized in that the cel
posihei messageg containing the postiieniatsmatianicomceming e moblle
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comuni cation transmtter-receiver (6) placed on board
the nobile device (1). 7. Method accordi n% to daim

54, Mehetasepiding ita Eiem 4.nehararieriged in Biat ths cell position
I nf iR étf@;‘ﬁ ifo?rthé %%seasigtloﬂ el %%b (7 |s ER |d23ﬁﬁflérsof61he ase
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geogr I'C area corresp ond ng tot erage ar

t hestaéise. station. 8. Systen1for authentlcatlng and
validating position information reported by a nobile
devi ce, conprising: 30 - on board the nobile device

6(1) Me%é@%%‘cbﬁﬂn%ﬁg fRde ashargter@8Y4 | e 1HzR) thkCell position
generating an ndi ng a message contai ni ng
information for the base station (7a, 7b, 7c¢) is a geographic area
obtained by processing measurements of receive mode power by a
mobile communication transmitter-receiver (6) placed on board the

mobile device (1).

7. Method according to Claim 4, characterized in that the cell position
information for the base station (7a, 7b, 7¢) is a geographic area

corresponding to the coverage area of the base station.

8. System for authenticating and validating position information reported
by a mobile device, comprising:

- on board the mobile device (1), a location and broadcasting

device (2) for generating and sending a message containing

position information concerning the mobile device (1),
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posi tion information concerning the nobile device (1),
.12 a cellular conmunication network conprising at

| east one base station (7a, 7b, 7c) having a

geogr aphi c coverage area (8@ 8b, 8c), called the
cell, for transmtting the nessage containing the
position information concerning the nobile device (1),
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t heghgge station (7a, 7b, 7c) in 30 which the nobile
deV| ce (1) is located conprise an identifier of the

base

9. System according to Claim 8, characterized in that the location and

broadcasting device (2) comprises a receiver (4) of GNSS navigation
signals for determining the position of the mobile device (1) based on
navigation signals emitted by a constellation of satellites, connected to
a cellular communication transmitter-receiver (6) for sending the
message containing the position of the mobile device (1) to the position

server (3).

10. System according to one of Claims 8 or 9, characterized in that the
location means of the cell (8a, 8b, 8c) of the base station (7a, 7b, 7¢) in
which the mobile device (1) is located comprise an identifier of the base
station transmitted to the position server by the cellular communication

transmitter-receiver (6) with the message containing the position
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station transmtted to the position server by the
cellular communication transmtter-receiver (6) wth
t he nessage containing the position 13 information
concerning the nobile devicgs (1). 11. System according
to one of Clains 8 or 9, characterized in that the

| ocati on neans of the cell (8a, 8b, 8c) of the base
station (.7a, 7b, 7c).in .Whj ch t nobi | e device (1)
s iR sogeriad s mabiFeiais QSde (10) of the
cellular network for transmtting to the position

server (3) position information concerning the base
1%t abysianc acecersing & rape of tGlaime8lon 8, chatastenzed irohatethe

o ot e R R0 43¢ 808 S LERE Yl 7o, 700 i

i nf @hisatthermbBile HEECcHASpisSbaitedncdmgrise’ 8 poéftibonirfy Adde (10)
identifier of the base station. 13. System according
t o o thergellular fiedwa for ittasgmitingHatthe wesitien| sepvel (3) psition

15 fn% Jﬁ%‘hi egnéé?ﬁwphﬁebgﬁgeSéta{i&?rbowe%pomi’ng7fc) tiiu—:3 ARl in
geographic area obfal ned by processi ng neasdrenents

of whithkithe molile dewies (1)is tduatedmobi | e conmuni cati on
transmtter-receiver (6). 14. Systemaccording to

G aim 11, characterized in that the cell position 20
12f QL &RH @BcdRiind e BaRe 13t @hafabtérAed P thdiCthd el position

geographi c area ~ corresponding to the coverage area of
t heinferswtionafor dine base station (7a, 7b, 7¢) is an identifier of the base

station.

13. System according to Claim 11, characterized in that the cell position
information for the base station (7a, 7b, 7c) is a geographic area
obtained by processing measurements of receive mode power by the

mobile communication transmitter-receiver (6).

14. System according to Claim 11, characterized in that the cell position
information for the base station (7a, 7b, 7c) is a geographic area

corresponding to the coverage area of the base station.



