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FIG. 1

RECEIVE AN ORIGINAL CARD NUMBER FOR A REQUEST TO PROCESS TO A SERVICE

CALCULATE A HASH VALUE CORRESPONDING TO THE ORIGINAL CARD NUMBER BASED ON
THE ORIGINAL CARD NUMBER, AND OBTAIN AN INDEX CARD NUMBER CORRESPONDING
TO THE ORIGINAL CARD NUMBER BASED ON THE HASH VALUE CORRESPONDING TO THE

ORIGINAL CARD NUMBER

SEND THE INDEX CARD NUMBER TO AN ENTITY TO PROCESS THE SERVICE BASED ON THE
INDEX CARD NUMBER
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2/7RECEIVE AN ORIGINAL CARD NUMBER FOR A REQUEST TO
PROCESS A TRANSACTION

CALCULATE A HASH VALUE CORRESPONDING TO THE ORIGINAL
CARD NUMBER BASED ON THE ORIGINAL CARD NUMBER

SEARCH IN A DATABASE TO
DETERMINE WHETHER A CARD NUMBER

RECORD HAVING THE HASH VALUE IS
STORED

ALLOCATE AN INDEX CARD NUMBER TO THE ORIGINAL CARD
NUMBER

OBTAIN A LATEST SECRET KEY AND A VERSION OF THE LATEST
SECRET KEY FROM A SECRET KEY DICTIONARY, ENCRYPT THE

ORIGINAL CARD NUMBER USING THE LATEST SECRET KEY, 
COMBINE THE VERSION OF THE LATEST SECRET KEY WITH A

FRONT END OF A CIPHER TEXT OBTAINED FROM THE
ENCRYPTION TO OBTAIN A CIPHER TEXT CORRESPONDING TO

THE ORIGINAL CARD NUMBER

USE THE ALLOCATED INDEX CARD NUMBER, THE CIPHER TEXT
CORRESPONDING TO THE ORIGINAL CARD NUMBER, THE HASH
VALUE CORRESPONDING TO THE ORIGINAL CARD NUMBER AND
THE HASH NUMBER CORRESPONDING TO THE HASH VALUE AS A

CARD NUMBER RECORD CORRESPONDING TO THE ORIGINAL
CARD NUMBER, AND STORE THEM IN THE DATABASE

SET THE ORIGINAL CARD NUMBER AS A NEW CARD NUMBER, 
AND SET A HASH NUMBER CORRESPONDING TO THE ORIGINAL

CARD NUMBER TO BE A FIRST VALUE

DETERMINE
WHETHER THERE

IS ANY VIOLATION OF A RESTRICTION ON THE HASH
VALUE AND THE HASH NUMBER WHEN STORING

THE CARD NUMBER RECORD CORRESPONDING TO
THE ORIGINAL CARD NUMBER

IN THE DATABASE

DETERMINE THAT THE INDEX CARD NUMBER IS NOT
SUCCESSFULLY ALLOCATED TO THE ORIGINAL CARD NUMBER, 

RETURN AN EXCEPTION MESSAGE, AND PROMPT THE USER TO
RETRY

END

SEND THE INDEX CARD NUMBER TO AN ENTITY THAT
PROCESSES THE SERVICE TO ENABLE THE ENTITY TO

PROCESS THE SERVICE ACCORDING TO THE INDEX CARD
NUMBER

OBTAIN A CARD NUMBER CIPHER TEXT IN EACH CARD
NUMBER RECORD THAT IS FOUND IN THE DATABASE, 
INTERCEPT A VERSION OF A SECRET KEY IN THE CARD

NUMBER CIPHER TEXT, READ A SECRET KEY DICTIONARY
ACCORDING TO A SECRET KEY VERSION TO OBTAIN A

SECRET KEY USED FOR ENCRYPTING THE CARD NUMBER
CIPHER TEXT

DECRYPT THE CARD NUMBER CIPHER TEXT USING THE
SECRET KEY TO OBTAIN AN ORIGINAL CARD NUMBER IN

EACH CARD NUMBER RECORD, AND COMPARE THE
OBTAINED ORIGINAL CARD NUMBERS WITH THE
RECEIVED ORIGINAL CARD NUMBER ONE BY ONE

DETERMINE WHETHER A CARD NUMBER
THAT IS IDENTICAL WITH THE RECEIVED
ORIGINAL CARD NUMBER EXISTS IN THE

OBTAINED ORIGINAL CARD NUMBERS

OBTAIN AN INDEX CARD NUMBER CORRESPONDING TO
THE RECEIVED ORIGINAL CARD NUMBER FROM THE
CARD NUMBER RECORD CORRESPONDING TO THE

IDENTICAL CARD NUMBER

DETERMINE THE RECEIVED ORIGINAL CARD NUMBER AS
A NEW CARD NUMBER, AND SET A HASH NUMBER

CORRESPONDING TO THE ORIGINAL CARD NUMBER TO
BE A SECOND VALUE

DETERMINE THAT THE INDEX CARD NUMBER IS
SUCCESSFULLY ALLOCATED TO THE ORIGINAL CARD

NUMBER

201

202

203

204

205

206

207

208

210

211

209

216

215

214

213

212

YES

YES

NO

NO

NO

YES

FIG. 2

2/7



3/7

303

302

301

NO

YES

RECEIVE AN ORIGINAL CARD NUMBER USED FOR REQUESTING TO PROCESS A
TRANSACTION

CALCULATE A HASH VALUE CORRESPONDING TO THE ORIGINAL CARD NUMBER
ACCORDING TO THE ORIGINAL CARD NUMBER

OBTAIN A CARD NUMBER CIPHER TEXT FROM EACH CARD NUMBER RECORD THAT
IS FOUND, INTERCEPT A SECRET KEY VERSION FROM THE CARD NUMBER CIPHER

TEXT, AND READ A SECRET KEY DICTIONARY ACCORDING TO THE SECRET KEY
VERSION TO OBTAIN A SECRET KEY USED FOR ENCRYPTING THE CARD NUMBER

CIPHER TEXT
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FIG. 3

IS A CARD NUMBER RECORD HAVING THE HASH VALUE
STORED IN A DATABASE?

IS THERE ANY CARD NUMBER FROM AMONG
THE OBTAINED ORIGINAL CARD NUMBERS THAT IS IDENTICAL WITH

THE RECEIVED ORIGINAL CARD NUMBER?

DECRYPT THE CARD NUMBER CIPHER TEXT USING THE SECRET KEY TO OBTAIN A
RESPECTIVE ORIGINAL CARD NUMBER FROM EACH CARD NUMBER RECORD, AND

COMPARE THE OBTAINED ORIGINAL CARD NUMBERS WITH THE RECEIVED ORIGINAL
CARD NUMBER ONE BY ONE

YES

OBTAIN AN INDEX CARD NUMBER CORRESPONDING TO THE RECEIVED ORIGINAL
CARD NUMBER FROM A CARD NUMBER RECORD CORRESPONDING TO THE

IDENTICAL CARD NUMBER

307

308

SEND THE INDEX CARD NUMBER CORRESPONDING TO THE RECEIVED ORIGINAL
CARD NUMBER TO AN ENTITY THAT PROCESSES A CARD NUMBER DATA QUERY TO

ENABLE THE ENTITY TO QUERY CARD NUMBER DATA CORRESPONDING TO THE
INDEX CARD NUMBER ACCORDING TO THE INDEX CARD NUMBER AND RETURN THE

QUERIED CARD NUMBER DATA

306

RETURN A NULL RESULT IN
RESPONSE TO DETERMINING

THAT NO CARD NUMBER
RECORD CORRESPONDING TO
THE RECEIVED ORIGINAL CARD

NUMBER EXISTS IN THE
DATABASE

309

END
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END

404
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401

402

YES

NO

TRAVERSE CARD NUMBER RECORDS STORED IN A DATABASE

ACQUIRE A CARD NUMBER CIPHER TEXT FROM A CURRENTLY TRAVERSED CARD
NUMBER RECORD, AND INTERCEPT A SECRET KEY VERSION FROM THE CARD

NUMBER CIPHER TEXT

COMPARE THE SECRET KEY VERSION IN THE CARD NUMBER CIPHER TEXT WITH A
LATEST SECRET KEY VERSION ACQUIRED FROM A SECRET KEY DICTIONARY

OBTAIN A SECRET KEY CORRESPONDING TO THE SECRET KEY VERSION IN THE CARD
NUMBER CIPHER TEXT FROM THE SECRET KEY DICTIONARY, AND DECRYPT THE CARD

NUMBER CIPHER TEXT BY USING THE OBTAINED SECRET KEY TO ACQUIRE AN
ORIGINAL CARD NUMBER

405

ACQUIRE A NEW SECRET KEY CORRESPONDING TO THE LATEST SECRET KEY
VERSION FROM THE SECRET KEY DICTIONARY, ENCRYPT THE ORIGINAL CARD

NUMBER USING THE NEW SECRET KEY, AND COMBINE THE CIPHER TEXT ACQUIRED
FROM THE ENCRYPTION WITH THE LATEST SECRET KEY VERSION TO OBTAIN AN

UPDATED CARD NUMBER CIPHER TEXT

406

UPDATE CONTENT IN A FIELD OF THE CARD NUMBER CIPHER TEXT IN THE CURRENTLY
TRAVERSED CARD NUMBER RECORD AS AN UPDATED CARD NUMBER CIPHER TEXT

407

NO

FIG. 4

IS THE SECRET KEY
VERSION IN THE CARD NUMBER CIPHER TEXT THE LATEST SECRET KEY

VERSION?

HAVE ALL CARD NUMBER RECORDS BEEN TRAVERSED?

408
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APPARATUS 700

PROCESSOR(S) 702

MEMORY 708

INPUT/OUTPUT
INTERFACE 704

NETWORK INTERFACE
706

PROGRAM DATA
712

FIG. 7

PROGRAM MODULES
710
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