1 . APPARATUS AND METHOD OF Cl PHERI NG | N W RELESS TELECOVMUNI CATI ONS USER
EQUI PMENT OPERATI VE W TH A PLURALI TY OF RADI O ACCESS NETWORKS BACKGROUND
5TECHNI CAL FI ELD [ 00011 This application relates to nobile

t el econmuni cations systens in general, having particular application in
UMTS (Uni versal Mbbile Tel ecommunications ISysten) in general, and in
particular relates to an apparatus and nethod of ciphering in wireless

t el econmuni cati ons user equi prent operative with a plurality of radio

access networks. 10DESCR| RT I ypi cal
cellular radio system @&4@?%256%gﬁ%ﬁ%ﬁﬁéﬁ??ﬁﬁ%@hﬁggi#@%ﬁ%gﬁiunicates vi a
one or nore r r

netvorks. 1 n CRne@GERRTcehRedRCE Oy E bk e EA B ERA e g
Equi prent (HE) and in GSM such dgyi ' referred to as Mbile
Stations (MS). Such devices conp§¥?%§ééﬁﬁﬁﬁ§&ﬁ§gak¥§es of equi pnent such as
nobi | e tel ephones (al so known as cellular or cell phones), lap tops with

Wi rel ess conmuni cation capability, p igital assistants (PDAs) etc.
These may be portable, hand held, pogﬁﬁgﬁékgg%gjinstalled in a vehicle etc
and comruni cate voice and/or data signals with the radi o access networKk.
[0003] In the following, reference will be made to UMIS, GSM and to
particul%r standards. 20 However i t!ESHNICOLEEE M Rder st ood that the
invention is not intended to be limted to any particular nobile

t el ecommuni cdf9Uhs Bysamlication0ed} tAmohidé tlescmmesicat@mnsveydtenssoinegeseral, having
geographical area typically divided into a plurality of cell areas. Each
cel | area is mdgicviedapjicaion|is ABMTD (eniersa Mabale iTetecomimingibations By dWE® imeggndrd,
referred to as a Node B. Each cell is typically identified by a unique
identifier whndhin spartRubr osditersttoi an t fmparels| andrheetbad eofstciphieons iwommelrscat e
at radio frequencies over an air interface with the UEs within range of the
base st ati on.tclSmuwernamicahersaisgtegtipmast opaytivrewvidonplectitoirali@ascesingtwogdtswor k
controller (RNC) which controls various activities of the base stations.

The radi o network controllers are typically connected to a core network.
10 DESCRIPTION OF THE RELATED ART

[0002] In a typical cellular radio system, a wireless telecommunication device communicates
via one or more radio access radio networks (RANSs) to one or more core networks. In UMTS
system such devices are typically referred to as User Equipment (UE) and in GSM such
devices are typically referred to as Mobile Stations (MS). Such devices comprise various
15 types of equipment such as mobile telephones (also known as cellular or cell phones), lap tops
with wireless communication capability, personal digital assistants (PDAs) etc. These may be
portable, hand held, pocket sized, installed in a vehicle etc and communicate voice and/or
data signals with the radio access network.
[0003] In the following, reference will be made to UMTS, GSM and to particular standards.
20 However it should be understood that the invention is not intended to be limited to any
particular mobile telecommunications system.
[0004] A radioc access network covers a geographical area typically divided into a plurality of
cell areas. Each cell area is served by at least one base station, which in UMTS may be

referred to as a Node B. Each cell is typically identified by a unique identifier which is



5100051 GSMis a so-called second generation public |and nobile

t el ecommuni cations system UMIS is a third generation public |and nobile
t el econmuni cati on system Various standardi zati on bodies are known to
publish and set standards for UMIS, each in their respective areas of
conpet ence. For instance, the 3GPP (Third Zeneration Partnership Project)
has been known to publish and set standards for GSM (d obal System for
Mobil e 10 Conmuni cations) based UMIS, and the 3GPP2 (Third Generation

Partnership Project.2) has_._been known to puplish and set standards. for CDVA
(Code Di Vi i oMY %C‘%cc]g@gj‘seﬁéi‘é‘%%f %W%@CW@WW%%&H%’I&%&V%FH gjr interface
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operative w rks.. BRI EF DESCRI PTI ON OF

[ f radi o access_net
THE DRAW NGSternalqglw%rtg lplutt)l}/sh%nd seat standargs f%r CDMA (Code Division Multiple Access) based

UMTS. Within the scope of a particular standardization body, specific partners publish and
set standards in their respective areas.
[0006] In telecommunications, typically ciphering is used to reduce the likelihood of
15 unauthorised interception and examination of the content of data transmitted between the
mobile device and the network. Signalling protocols are typically used to set up ciphering
within radio connections and ciphering information is transmitted between the wireless
communications device and the network. Issues may arise when a wireless
telecommunications device handovers during a call from operating with a first radio access
20 network to a second radio access network. For instance, the ciphering protocol used in the
first radio access network may not be appropriate for the second radio access network.
[0007] There are thus proposed strategies for apparatus and a method of ciphering in
wireless telecommunications devices operative with a plurality of radio access networks. A
number of such strategies are detailed below.
25 [0008] Other aspects and features of the proposed strategy will become apparent to those

ordinarily skilled in the art upon review of the following description of specific embodiments



[ 0009] Enbodi nents will now be described, by way of exanple only, with

reference to the 5attached drawi ngs, in which: Figure 1 shows an
overview of two radi o access networks and a wirel ess tel ecomruni cations
devi ce; Figure 2 is a flowdiagramillustrating a first enbodi nent

of a nmethod applicable to a wireless tel egonmuni cati ons devi ce operative
with a plurality of radio access technologies; 10 Figure 3 is a flow
diagramillustrating a second enbodi nent of a nethod applicable to a

wirel ess tel ecommuni cations device operative with a plurality of radio
-access t echnoifowparstus Ring pethegsi of giphsrine klnd‘iVlé‘?;}?Sén‘FleFW&@WP‘éﬁt‘P% USER SHPEEMrent
of a UMIS protocol stack paratus provided with a RRC bl ock, in accordance
with the presf@ﬁltaﬁwp‘bllth%almagﬁOflgiﬂ?@fe?séngwpé(sa bl ock diagramillustrating a
Wi rel ess tel econmuni cations device. The sanme reference nunerals are used in
different figures to denote sim|lar elenents. DETAILED DESCRI PTI ON OF THE
DRAW NGS [0010] An appar at U§WDE§?W§I%NQ§BHEH%V'N A wirel ess

t el econmuni cati ons device operative with a plurality of radi o access

net wor ks ar e [0@09¢r i Bnstebdinhemtst Wil ool Healabaniyed, 20 vaig o exapiploenly, fvoth refeeengritogbs es
of expl anation, numerous specific details are set forth in order to provide
a thorough uratiechsd dradingg, iofwhidhe present invention. It will be apparent,
however, to one skilled in the art that the technique may be practised

wi t hout these spediifire Hethaws san brerakiwepf itwst mdive secevse Inetworiowand tar watelase s
and devices arc shown in block diagramformin order to avoid unnecessarily
obscuri ng t heelproamostiomstdavide;

Figure 2 is a flow diagram illustrating a first embodiment of a method applicable to a
wireless telecommunications device operative with a plurality of radio access technologies;

10 Figure 3 is a flow diagram illustrating a second embodiment of a method applicable
to a wireless telecommunications device operative with a plurality of radio access
technologies;

Figure 4 is a block diagram illustrating an embodiment of a UMTS protocol stack
apparatus provided with a RRC block, in accordance with the present application;

15 Figure 5 is a block diagram illustrating a wireless telecommunications device.

The same reference numerals are used in different figures to denote similar elements.

DETAILED DESCRIPTION OF THE DRAWINGS

[0010] An apparatus and method of ciphering in a wireless telecommunications device
operative with a plurality of radio access networks are described. In the following
20 description, for the purposes of explanation, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. It will be apparent, however, to
one skilled in the art that the technique may be practised without these specific details. In
other instances, well-known structures and devices are shown in block diagram form in order

to avoid unnecessarily obscuring the proposed method.



4 [0011] The needs identified in the foregoing Background, and ot her needs
and objects that will becone apparent fromthe follow ng description, are
achi eved by, in one aspect, a nethod of ciphering in a wireless

t el econmuni cati ons device operative with a plurality of radio access
networks. I n other aspects, the inventiongenconpasses apparatus and a 5
conput er -readabl e nmedi um configured to carry out the foregoing actions. In
particular, the nethod may be inplenmented in a nobile tel econmunications
device, with or without voice capabilities, or other electronic devices
such as handHB801d] ckhepsedsapendifigdin e oregaimr Backpiogud énd o8igh peedn andoRieal &gl of
a tel ecommuni cations network and a multinode w rel ess tel ecomuni cations
devi ce 500. Crildrecyme appsrent tiose thenoHewing ydepsiptiam yare igelicsd \ive é» ong @spect, a
operating with the network but, for the sake of sinplicity, Figure 1 only
shows a si nglneethidr &ff ciphering free oviteless telacpramynigtiong dedgrooperbive MHE ppivpsdsest of
illustration, Figure 1 also shows a network having a few conponents. It
wi |1 be cl earadip agcqsemspyrerieki |Ih exthdr naspepts, dhe inteation gnemmpessee appariey wod ke

wi || include fax nore conponents than those shown. Furthernore, Figure 1
shows orfly twempegi-isadpbleanedivie copiigused tagaity opt theifpreging edtions- I pagicyar, ke
skilled in the art 15 that typical nobile tel ecomunications set-up my

i nvol ve nor e metiifidomaycheeiseplomeaniodrik ¢ maabile delecginprfuaicatigns dgwicd vehca ssithent vdesks.
[ 0013] Across a q_e'ogr aphical area, there nay be one or nore radi o access
net wor ks ( RAN8Dabilisigs ler efpenciacirorjc deviess sichgs handheld oveatabledaviessd. For t he

purposes of illustration, we will consider two radi o access networks. The
first radi o 4eHakFigvee woshewarrd avkeviaye 0badtelegeiimpunicgiont aetwerknand e mulbpedat e,
again for purposes of illustration, according to the radi o access

t echnol ogi es "&Sisaitcevmsnieasiopedaviop P, Clesily mrmactivrbergrmeaytbepans sudedeyises and
third generation wireless tel econmuni cati ons access technol ogi es

r espect 10vel y opargtiiec with yheepgiWorkallit.ofos dlecesake métsivanlicity nEigwg els onls dhews é cénpde
devices 6 to provide the physical radio Iink between the wireless

t el ecomruni c &tiicleastelyeqmeniGhionsdryice AA0. r s thegfurpases af dldsatipacligere d elspoheys
25These radi o access devices 6 are known as base stations in GSM and Node
Bs in UMIS. Fuetwrek havingedentcompinentie IGSI padlicer wer persomekiliodrin ther @t that in

i ndi cated by reference nuneral 10 )
practice a network will include far more components than those shown. Furthermore, Figure

1 shows only two radio access networks. Again it will be clear to a person skilled in the art
15 that t&pical mobile telecommunications set-up may involve more radio access networks
and/or different radio access networks.
[0013] Across a geographical area, there may be one or more radio access networks (RANs),
each operating according to a given standard. For the purposes of illustration, we will
consider two radio access networks. The first radio access network and the second radio
20 access network operate, again for purposes of illustration, according to the radio access
technologies GSM and UMTS respectively. GSM and UMTS are typical second and third
generation wireless telecommunications access technologies respectively. Typically each
radio access network includes radio access devices 6 to provide the physical radio link
between the wireless telecommunications device 500 and the rest of the radio access network.
25 These radio access devices 6 are known as base stations in GSM and Node Bs in UMTS.

Further components of the GSM radio access network are indicated by reference numeral 10



5 and conprise for exanple Mbile Swtching Centres (MSCs), Base Station
Controllers (BSCs), GSM Switching Centres, the GSM Core Network etc.

Furt her conponents of the UMIS radi o access network are indicated by
reference nuneral 12 and conprise for exanple Radi o Network Subsystens
(RNSs), Radio Network Controllers (RNCs), 533G nobile 5 switching centres
(3G MsC), 3G serving GPRS support nodes (3G SGSNs), the UMIS Core Network
etc. Typically each radio access network is ultimtely connected to a

Public Swi tched Tel ephgne Network (PSTN). .14. [0014 (reless .

't el ecommuni c&f c?ﬁglp’dgfv %é%@@engﬁblg?eg%l\%\‘??e i @]I%V\fg g%ﬁii %até‘lf’cgglétroners
net wor k. Radi nnections . (indicated he straight dotted |ines

Figure 1) arég§§§a§§Véh¥ﬂ§Tﬁ% ?ﬁ@%ﬁh?ﬁ%xﬁﬁ?@ﬂ§§gmﬁé¥%chWﬁﬁF%@FP@W%oggWice
and one or f the radi o access,. deyjces 6. [0015] The radi.o access
devi ces 6 (gié\?'f? FrEIBSRAspAS OB At inéwgte%ﬁhxﬂr@%@lﬁ@kxﬁ@%%ﬂéﬁmem%?xawﬁ@ or
nore cells. jcally the radi o access_devices 6 e unt igh.e.g.. up a
mast and maypé locﬂeivﬁ’élét%’@sﬁ?eﬁqs § a&ggtgﬁﬁWBH%aéﬂ?H%Wéﬁﬁgge %é ‘B&bl{ehe
sane mast. 15 Figure 1 sho sone radi o access deyice ei ingl e
mode (e.%. 2 GV HF Gﬁﬁ%éﬁéewg@%wm nﬁ%&@? §8§§52%6&ﬁ\%f ’%éf?qe A
UTRAN accessbgoinF is a cpnfeg%%al point within the UTRAN perf nnin%Bradio
transmi ssi on NRYPTF ¢t plivaigallyacashafjosgeeess nefyprk s jultimately qonpestyd ip 14 Pl
specific cell, i.e., there exists one UTRAN access point for each cell. It
is the UTRAI\I-SéVﬂtB%edéI?‘Fi)"pg‘éﬂeﬂ‘fe“ﬁ‘PrE‘;SP$13‘§i161' link. A single physical Node B may

o e 3P RS S Sr TaCBE SS5 B B s

network. Radio connections (indicated by the straight dotted lines in Figure 1) are established
10 between the wireless telecommunications device and one or more of the radio access devices
6.
[0015] The radio access devices 6 (e.g. the GSM Base stations and the UMTS Node Bs)
control one or more cells. Typically the radio access devices 6 are mounted high e.g. up a
mast and may be co-located e.g. GSM base stations and UMTS Node Bs on the same mast.
15 Figure 1 shows some radio access devices 6 as being single mode (e.g. 2G or 3G only) and
some as being dual mode (e.g. 2G and 3G). A UTRAN access point is a conceptual point
within the UTRAN performing radio transmission and reception. A UTRAN access point is
associated with one specific cell i.e., there exists one UTRAN access point for each cell. It is
the UTRAN-side end point of a radio link. A single physical Node B may operate as more
20 than one cell since it may operate at multiple frequencies and/or with multiple scrambling
codes.
[0016] Consider a wireless telecommunications device 500 that is operative with a plurality
of radio access technologies e.g. one that complies with the 3GPP specifications for the
UMTS protocol and also complies with the specifications for the GSM network. The 3GPP
25 25.331 specification, v.5.19.0, incorporated herein by reference in its entirety and referred to

herein as the 25.331 specification, addresses the subject of UMTS RRC (Radio Resource



100161 Consider a wirel ess tel econmunications device 500 that is operative
with a plurality of radio access technol ogies e.g. one that conplies wth
the 3GPP specifications for the UMIS protocol and also conplies with the
specifications for the GSM network. The 3GPP 2525. 331 specification,
v.5.19.0, incorporated herein by reference in its entirety and referred to
herein as the 25.331 specification, addresses the subject of UNITS RRC
(Radi o0 Resource 6 Control) protocol requirenments between the UMIS
Terrestrial Radio Access Network (UTRAN) and the wireless

t el ecommuni c&tIEAY MIeir erequirranesispmtueenoths YMIS flpaestiabRadip gieogss Network

i ncorporated herein by reference in its entirety, addresses the subject of
GSM Radi o sulSy A& anl fke ddnstess felqsprampriptions dayice mdfie SBBt 1ed§ wreficagon,
Terrestrial Radi o Access 5Network and the wireless tel ecommunications

devi ce. [0017}°-22y ingornsrasasisherein b rfpiense Euits @HEtH addresses psubiact 9f G Radiss
with a physically secure device, typically an IC cardM(V%r "smart card),

that can be isHe¥feBdinknepnirelngrologolf iegiicrisels deviese the FSMVFgTestial RadiogAgesss
known as a Universal Integrated Circuit Card (U CC). The card nmay contain
one or rore AFPYIIEang bayircloprdelspommmicapnsidedes-ons may be a Universal 10
Subscri ber Identi tqy Modul e SUSI M, which is an application used for

accessi ng sedW1dbsThsmialese telasompypications devigsr Bicalyhonrgatesvithe physisklle scien i s
able to register with the appropriate security. [0018] Ciphering and its

i mpl enent at i GAViEH dyrieally G Kgﬁarﬁﬁ?ry'srp@i serd),i thatt ¢ra BQpperisp agd remeeyed drrsn died a
person skilled in the art of ciphering in the UMIS field would be fam|liar
15wi t h t hi s. degee. | IsUMdSethisgaed is kapwmn aea Unitersab[nggaaed siredihhardi(HECG)s Eheause
8.3.6.3 of the 25.331 specification, which relates to how a w rel ess

t el econmuni c&MHORY eRaEIR enh ahEloEs apligdioner One af Hee epmXieplionh &1y diset Monivisesahi t h
anot her radi o access technol o?ya%;RAT) for exanmple GSM W Fi, cdi na2000,
GRPS, HBOGE etSeyscritgsddensity Modulea(UBIMY, whigh 46 an gippligtion ased) 96 agfessing sqreises

provided by mobile networks, on which the application is able to register with the appropriate
security.
[0018] Ciphering and its implementation are set out at many points in the 3GPP
specifications and a person skilled in the art of ciphering in the UMTS field would be familiar
15 with this. For instance, one instance that relates to ciphering is clause 8.3.6.3 of the 25.331
specification, which relates to how a wireless telecommunications device handles handover to
the UTRAN when operating with another radio access technology (RAT) (for example GSM,
WiFi, cdma2000, GRPS, EDGE etc). Sections 8.1.3.3, 8.5.2 and 8.5.9 are also of interest.
[0019] In ciphering, typically a key is used to encrypt data to be transmitted. So that one
20 device (for instance a wireless telecommunications device) and another (for instance the
telecommunications network) can ensure that each is synchronized, ciphering data is sent
between each based on ciphering parameters. Typical ciphering parameters include a
ciphering key, which is used to encrypt/decrypt the data, as well as a counter number which
typically is incremented each time data is encrypted. A ciphering key is typically a code used

25 in conjunction with a security algorithm to encode and decode user and/or signalling data.



[0019] In ciphering, typically a key is used to encrypt data to be
transmtted. So that one 20 device (for instance a wreless

t el econmuni cati ons device) and another (for instance the tel econmunications
networ k) can ensure that each is synchroni zed, ciphering data is sent

bet ween each based on ciphering paraneterg. Typical ciphering paraneters

i nclude a ciphering key, which is used to encrypt/decrypt the data, as well
as a counter nunber which typically is increnmented each tine data is
encrypted. A ciphering key is typically a code used 25in conjunction with a
security al gdf420hf el siaciegertsinclafci? SIPheTgey! 3 PRIUERSE Aumber
100201 In UMIS, typical cipherin araneters include a _ciphering key, a
sequence nuntéeh), @énsaye,rframﬁywe‘?@rrr(a%ﬁ? Atthb Bpdip Henpr €Y kst Dhepdplicans kR
nunber. The ciphering key is used to encrypt/decrypt the data. The sequence
number (SN) iUsed csreneiidestyre dierlatd. nEhesqgrenek némb‘a'a(t%ﬁ)) ii% insrgiepist sach tige 2
sequence nunber typically has a maxi num val ue and when this is reached, the
SN i's reset, bfask Oi{ﬁ@@ Hrfoerypsdz dhe seappnse pymberityRisatly g @rexiopmnyalpg and when
incremented each time the sequence nunber is reset. The Radi o Bearer (RB)
number indi c&tigds reachrpi bR SRBix FeectcfosHetaeg t9 gerapplheckiprdramprpymber SENSE a
ci phering paranmeter known as START which is used to initialise the MSBs of
HFNs. 100211 ingrraientedviacle|tisss theeteaeapiminmbert s onsst.d ethecBadiniiRepigr 4BBX npmbifro
connection (for instance 10 to establish a voice call or a data

connect i on), indirstefie whigk RBithq diphsping ifiapplidebles Thewriizelse delplering oarmest Kromat i | e
menory of the device or fromthe Universal Subscriber Identity Mdule
(USIM of t hés PEARGathichdipged teinitigliseribe MaBaef BFN® vari abl e START. This is

t hen used in the ciphering procedure, The wireless tel ecommunjcations

devi ce then &WBHIYheas wirglesy iglesemarunisatiqey deviep ipitiatepigradie conpeqiigh (Ipp ingiengee
menory of the device) with the value THRESHOLD 15 stored in the variable
START THIRESHE £5tabjigh 2 Heiceerdl @fa dptacequpectionle the yigsless éelqcemerisicaings dariporsads
device | ooks at the stored Hyperframe Nunbers (HENs) for each Radi o Bearer
and cal cul at &emananeiplajily memeryrofSrarqviger ¢ from dheqHpiversal Swbpcriben Idppiity dqdulsn
8.5.9 of the 25.331 specification). The value of START is then witten to

t he vari abl e (Keidlrpfdle wyidgut smaxt spiddhe Malpopal &/ warieble T Ao L Yis df themuseddyithee or
on the USIMof the device if present. The UE 20 al so stores a variable
START THRESHEREFTgirepreers. dbe avipiesy (aEEamoupicatiopy davicethen Querapites dhe wpleeaed |
the value of START is equal to or greater than the value of THRESHOLD, the
val ue of STARTARZ (ypthe or pgaxolatilqrmemomgf she dgvice) &ithebre valt EHRESHEERS

t he val ue of START as being THRESHOLD. This may cause the ciphering.

aut hentliscat | 8aredr Bic diguvariable FIHRT_IRRESHOLRY| udt ohe STAR?T i& celhether Bigless f or
instance to zero, 25[0022] However, if a wireless tel econmuni cations device
exits an RRClelsprBERicyipnaEneeaiapksyatitie sierpd Hypgfamp Nugba(HFNsLfr paehtliagio

w rel ess tel ecormuni cati ons device or

Bearer and calculates a new value for START (for instance as set out in section 8.5.9 of the
25.331 specification). The value of START is then written to the variable known as START,
stored in non-volatile memory of the device or on the USIM of the device if present. The UE

20 also stores a variable START THRESHOLD which has a value THRESHOLD.. When, at
the end of a call, the value of START is equal to or greater than the value of THRESHOLD,
the value of START is not reset. Next time a UMTS call is made, the UE reads the value of
START as being THRESHOLD. This may cause the ciphering authentication procedure to
begin and the value of START is then reset, for instance to zerc,

25 [0022] However, if a wireless telecommunications device exits an RRC Connection

abnormally it may leave the START value in the wireless telecommunications device or



8 USLM set to THRESHOLD. This may happen for instance if the device crashes
or the battery is renoved during a call. If the wreless tel ecomuni cations
device then canps on a cell of a network other than the UMIS network and

t hen makes a call on that network, when the device tries to handover the
call to UMIS network, the UMIS Security Msde Procedure will 5fail due to

t he START val ue being THRESHOLD. [0023] There is therefore a problemfor a
mul ti mode wirel ess tel ecomruni cati ons devi ce when the device ends up with a
ci phering paraneter setting that means that ciphering cannot proceed in a
“network prioUS4 S&h“éﬂ%‘r&?%ﬁ%ﬂ“ﬁf@@@ﬁhﬁ%mﬁﬁ@ﬁ iGthe deviesristshesorfiadatitRide
to handover a connection to that network. 10[0024] There is therefore

provi ded a mét isBQvestdusing pepll AGthe wisglescislecommpticatippredeice dica samps on a cell of a

t el econmuni cati ons devi ce, when connected to a first radi o access network
and att enpt i mgtvosk eberathen die EMISnprEwenk giad \ihanhmakes dcei ey Bl BetyaiKewden the
networ k, exam nes at | east one ciphering paranmeter for use with the second
radi o access dgetasektodsadovanibn call to] [BYEP nefiterke thsHAVT A geqratuMeteFroggstiyregvill
prohibit the device fromapplying ciphering in the second radi o access 15
net wor k,5 set $2it ¢s te the|$&A g“ablﬁrbﬁ%ffégzﬁtsé{%%ﬁef ault val ue such that

ci phering may be applied. [0025] Figure 2 is a flow diagramillustrating a
first enbodi iR8] dhers iphareiore i pigblsip for @i pgtimede WW@%W%&W&@F@H%S fexisece.
First (102) a wireless tel econmnunications device operable with a plurality
of radi o acc®dsn Hetdmiek gnds $p aniih seiBlicriag papmetg) tefing that meens e drherpgeapnot
network (for instance a call with a GSM network, a WFi Network, a cdnma2000
network, a POCEERS aetwRsk Iprion e FORtheateafion Rrosedurg wheran aligmpt j§ Rt pRe 19 1 st
radi o access network being ci phered. The wirel ess tel econmuni cati ons device
then reads (DeBlovera coriestiongadha ngfivers ng parameter of the second radio
access network. The wireless tel ecommunications device then detennines
(108) wet hel0®RAhHbeterig therefongepravidesng methed of sibedng etish 1@ Mgtimgdgwireless

f easi bl e using the cjiphering paraneter. |f so, the wreless ,

t el econmuni c&tl¢comaugisetions deges wharn comesieshior g rpdie asrsesaretvor eyd atgmeHng e

W rel ess tel econmuni cations device determ nes %108) that ciphering in the
second radi ocHetliska caprapiiek Wit @1s8cane radip asrePREveRrki FIgINe 2k Feﬁﬁé’InF fiphering
paranmeter, the wireless tel ecormuni cations device uses a substitute val ue
for the ci ph@iariaﬁgtexpg}r aye ath tpg_ :gg)o_nd radio access network and, when at least one ciphering

parameter would prohibit the device from applying ciphering in the second radio access
15 network, sets the ciphering parameter to a default value such that ciphering may be applied.
[0025] Figure 2 is a flow diagram illustrating a first embodiment of a method used by a
wireless telecommunications device. First (102) a wireless telecommunications device
operable with a plurality of radio access networks establishes a call with a first radio access
network (for instance a call with a GSM network, a WiFi Network, a cdma2000 network, a
20 GPRS network, an EDGE network etc.), the call with the first radio access network being
ciphered. The wireless telecommunications device then reads (106) at least one ciphering
parameter of the second radio access network. The wireless telecommunications device then
determines (108) whether ciphering in the second radio access network would be feasible
using the ciphering parameter. If so, the wireless telecommunications device uses the
25 ciphering parameter (110). When the wireless telecommunications device determines (108)

that ciphering in the second radio access network would be infeasible using the ciphering



[ 0026] Thus a wirel ess tel ecommuni cations device, on handing over a

ci phered call to the second radi o access network, does not attenpt to use a
ci phering paraneter that would nmean 5that ciphering would not be enabl ed
when operating with the second radi o access network. Instead a substitute
ci phering paraneter is used. [0027] Figuré@ 3 is a flow diagramillustrating
one enbodi nent of the nmethod when applied to UMIS radi o access technol ogy.
In this enbodi ment, the presence of a USIMis assuned. Fbmever as is well

k f the 25 33 ficat t
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stores val ues for 6@Eﬁl n non-volatile nenory. Where it is stated that a
value i s storPBFYeHT a reader will understand that the val ue may
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(210), e 0g,ELohp LFLTLnat e L s SPE Y St mner (21g), L v oo
new val ue of S%‘A%%Iin non-volatile memory. Where it is stated that a value is stored in USIM a reader

will understand that the value may alternatively be stored in memory of the device.

[0028] As shown in Figure 3, a wireless telecommunications device operable with a plurality

of radio access networks establishes a ciphered call with a first radio network (e.g. GSM,

15 WiFi, cdma2000 etc) (200). The device then reads (202) the value of START, from the

USIM or non-volatile memory of the device. If the value of START is not equal to

THRESHOLD (204) then the multimode wireless telecommunications device sends the value

of START to the network (206) and this value is used by the wireless telecommunications

device for ciphering purposes in the UMTS network. The device then monitors (207) whether

20 the call is ciphered and handed over to the UMTS network. When the device monitors that

this is so, the device then writes the value of THRESHOLD into the variable for START in

the USIM (208) (if available) or non-volatile memory of the device. The device then

proceeds with the UMTS call, incrementing the value of START in the device in the usual

manner (210). When the call is terminated in the approved manner (212), the device then

25 calculates a new value for START based on HFNs and writes (214) the new value of START

into the variable for START in the USIM or the non-volatile memory of the device (214).



into the variable for START in the USIMor the non-volatile nenory of the
device (214). 10 The device therefore has a record of the value of START
achieved in the nost recent call established by the wrel ess
t el econmuni cati ons device. The process then ends (216). Simlarly if the
call is never handed over to the UMIS netwerk, then the process continues
until the GSMcall is termnated (217) and the process ends (218). 5[0029]
The START value is typically sent by the device to the first radi o access
network (in this e M net wor i war ds he i nformation
to the secondﬂ}éﬁwge§5€%@§ ﬁ%?dﬂWﬁP?$%'MhW§OE§E %fWﬁPﬁ %€m8d§§meﬂkhe
GSM net wor Kk, ﬁgllgii i on . may pe sent. to the net rk usin
UTRANCLASS MARECIPES &u ki3 VOGS Of R BB e AR Fes o aPe Husresy are”idﬁ 216).
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the first q 15 wirel ess
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The next time a call is established on the first radio access network (200) the multimode
15 wireless telecommunications device reads from the USIM (202) the value of START. If the
value of START is equal to THRESHOLD (204) then the multimode wireless
telecommunications device sends a substitute value of START to the network (222) and this
value is used by the wireless telecommunications device and UTRAN for ciphering purposes.
On handover to the UMTS network (210), the device then proceeds with the UMTS call as
20 before, writing the value of THRESHOLD into the variable for START (208) and
incrementing the value of START in the device in the usual manner (210). When the call is
terminated in the approved manner (212), the device then calculates a new value for START
based on HFNs and writes (214) the new value of START into the variable for START in the
USIM (214) or the non-volatile memory of the device. The USIM therefore has a record of
25 the value of START achieved in the most recent call established by the wireless

telecommunications device. The process then ends (216).



11 [0031] Sending a substitute value for START to the network allows the
mul ti node wirel ess tel ecommuni cations device to start a call in the other
radi o access technology (e.g. GSM and to handover the call to UMIS radio
access technol ogy even when the ciphering paranmeters stored on the USIM
woul d nean that ciphering would not be feHlsible before an authentication 5
procedure is carried out. The default value may be a constant (for instance
0000 0000 0000 0010 in binary) or nay be calculated by the wrel ess
teleconnunlciélons vice according to a forrmula, for instance THRESHOLD

m nus vy, .S§n ng & sePsiipis vairue% SR Snide ety otkeatloma theqnyfimpds wireless
conprising a 503|t|ve integer in the range 1 to (THRESHOLD- 1). [0032]
Figure 3 thel@f9PEugisatns ée‘ﬂ%qtﬁa@rt apall i Pé?hé"s'é‘leé‘F%@é%ﬁ"r?ﬁilﬁloééﬁ B M ce
operative th a pluralit radi o access networks, the nethod

conpri si ng eéq\aM Hidpethgeal] g %vr%dw apeers riecmtesy: ian 3vhap diesdphisaipgBRRmeters
readi ng the value of a UMIS variable START fromthe device; and when the
val ue of STARPIGPrtheUSM, Mewdmean thatgipheging would jat beripgstiliafore aa Anhsigication
substitute value for START to_the network; otherw se, sending the val ue of
START i1 t he PERSGUERISt8TICH Quin skhsiefault yalup ey bepiransiant Kgringaace 980 00400 ed
with reference to handover of a call froma first radi o access technol ogy
to UMTS radi §0Htindinen O Aap PoeRIcuatesti be wikeled telecosamugisatians devicg agsprdingder son
skilled in the ar that t he net hod has application to handover between
other radio &d t@dﬁmceaﬂé@sﬁ%%mwu WAFTetYhiS SraRqomly Phptspderagdomly
threshol d val ue that neans that ciphering cannot be applied before further
aut hent i cat i 8FPeF rbl&?ﬁfrc‘roéwmlz@fe@%w\]e iptegsy iipthy range é%ﬁ%&@%ﬁ% -bn
illustrating an embodinent of a UMIS protocol stack provided in a wreless
t el econmuni cH%B38nS1gyEs terefore sours 8 g 8 virelsit telspquapuniciteys dsvise RPAZD S| s a
sub Iayer of Lﬁyer 3.430 of a UMIS protocol stack 400. The RRC 432 exjsts
in the ‘Qont r Bt mI&Wéh‘éfrﬂfﬁadéﬁ’]accﬁ?so‘W%gs dbe MReT FePTETNg ffsg?ﬁg%hérrg g3l ek 2t o

t he non-access stratum NAS 434. The RRC 432 is responsible for controlling
the conf i gur BF-BHH S efigdicerss ﬁ?té’f”fkéé“éadﬁ‘gl_tﬁ‘;/é?l“‘iOﬁiéﬁ\éﬁ%l vpsgpls SBARYD dromphen

t he UTRAN wi shes to, change the configuration of the wreless

t el econmuni ¢ Wf&ngn%@%gﬁq Yalyg pf STABLenghendedcryes g2l e mlﬁ%ﬂé@smw,

sending a substitute value for START to the network; otherwise, sending the value of START
in the device to the network.

15 [0033] The method has been described with reference to handover of a call from a first radio
access technology to UMTS radio access technology. However it will be appreciated by a
person skilled in the art that the method has application to handover between other radio
access technologies, in particular those that involve a threshold value that means that
ciphering cannot be applied before further authentication has occurred.

20 [0034] Figure 4 is a block diagram illustrating an embodiment of a UMTS protocol stack
provided in a wireless telecommunications device. A Radio Resource Controller (RRC)
block 432 is a sub layer of Layer 3 430 of a UMTS protocol stack 400. The RRC 432 exists in
the control plane only and provides an information transfer service to the non-access stratum
NAS 434. The RRC 432 is responsible for controlling the configuration of radio interface

25 Layer 1 410 and Layer 2 420. When the UTRAN wishes to change the configuration of the

wireless telecommunications device it will issue a message to the wireless



12 tel ecommuni cations device containing a conmand to i nvoke a specific RRC
procedure. The RRC | ayer 432 of the wirel ess tel ecommuni cations device
decodes this nmessage and initiates the appropriate ARC procedure. Generally
when the procedure has been conpleted (either successfully or not) then the
RRC sends a response nessage to the UTRANIZvia the lower 5 |ayers)

inform ng the UTRAN of the outcone. It should be noted that there are a few
scenari os where the RAC will not issue a response nessage to the UTRAN and,

in those cases, the RRC need not and does not 0
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[0036] Turnin ure bI ocC ramil | ing a

wirel ess tel egﬁggﬁ\gv?ért%ﬁ *%ﬁ?r‘?fééﬁr‘& e‘\ﬁmlﬁ I’f"héﬁ ASaRIPC ;llaagll?e%’hﬁo‘?#ﬁ%’%%éﬁ?r t he
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referred to nessagi n a two-way pager, a wireless e-mail
device, a ceI ‘iﬁ%&n{j e ‘H’éﬁg Wgotth’p ata nmessagi ng capabilities, a wireless
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osci 11 54r o ¢ty Basneipshe RBE A 43 mdul o such as a digital signal

processor ( As w || ppar.ent oth illed,. n the field of
25conmuni cat EE@QFZJ?O“H%“%)QP%@u?’ﬁ?redgsfﬁﬂre %%M?W@ﬁt45ﬁra§%§y¥Féﬁf%ll
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vary dependin on the type of network
y 1p5 axgd Hﬁa commumcgl P on capabﬂ?ttl;es ObIE station 500 preferably has the capability to

communicate with other computer systems on the Internet. Depending on the exact
functionality provided, the wireless device may be referred to as a data messaging device, a
two-way pager, a wireless e-mail device, a cellular telephone with data messaging
capabilities, a wireless Internet appliance, or a data communication device, as examples.

20 [0037] Where mobile station 500 is enabled for two-way communication, it will incorporate
a communication subsystem 511, including both a receiver 512 and a transmitter 514, as well
as associated components such as. one or more, preferably embedded or internal, antenna
elements 516 and 518, local oscillators (LLOs) 513, and a processing module such as a digital
signal processor (DSP) 520. As will be apparent to those skilled in the field of

25 communications, the particular design of the communication subsystem 511 will be

dependent upon the communication networks in which the device is intended to operate. For



exanple, in the Mbitex and DataTAC networ ks, nobile station 500 is

regi stered on the network using a unique identification nunber associ ated
with each nobile station. In GSM UMIS and GPRS networ ks, however, network
access is associated with a subscriber or user of nobile station 500 and a
smart card is provided to subscribers forlinsertion into the 10 wireless
t el ecommuni cati ons device. A GPRS nobile station therefore requires a
subscriber identity nodule (SIM card in order to operate on a GPRS
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comuni cati on..subs em511. Mcrapracessor. 538 also interacts with further
dovi oo subsy ST DHETERIEHO S8 e 417 Sffngprnon ipYOLERE Fafppg et over the nbtwtk

The mobile station 500 therefore includes a SIM interface 544, which is normally similar to a

20 card-slot into which a card can be inserted and ejected like a diskette or PCMCIA card. The

card has memory and holds many key configuration 551, and other information 553 such as

identification, and subscriber related information as well as applications.

[0039] When required network registration or activation procedures have been completed,

mobile station 500 may send and receive communication signals over the network. Signals

25 received by antenna 516 through the communication network are input to receiver 512, which

may perform such common receiver functions as signal amplification, frequency down



15 random access nmenory (RAM 526, auxiliary input/output (1/0O subsystens
528, serial port 530, keyboard 532, speaker 534, m crophone 536, a
short-range conmuni cati ons subsystem 540 and any ot her devi ce subsystens
general ly designated as 542. [0041] Sone of the subsystens shown in Figure
5 perform communication-rel ated functionsl4whereas other subsystens may
provide "resident" or on-device functions. Notably, sonme 20subsystens, such
as keyboard 532 and display 522, for exanple may be used for both

C o b e PR a0 A L B obE PRt FuiRtrois
such as a caHpuIa r ga - 0042 %H“p en1éoftmar ggd by
the m or opr odabue auls & B Ry e OR?IR R ERGE S e
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for both Corrpualog conversion, frequency up conversion, filtering, amplification and transmission over the
communication network via antenna 518. DSP 520 not only processes communication
signals, but also provides for receiver and transmitter control. For example, the gains applied
to communication signals in receiver 512 and transmitter 514 may be adaptively controlled
10 through automatic gain control algorithms implemented in DSP 520.
[0040] Mobile station 500 also includes a microprocessor 538 which controls the overall
operation of the device. Communication functions, including at least data and voice
communications, are performed through communication subsystem 511. Microprocessor 538
also interacts with further device subsystems such as the display 522, flash memory 524,
15 random access memory (RAM) 526, auxiliary input/output (I/O) subsystems 528, serial port
530, keyboard 532, speaker 534, microphone 536, a short-range communications subsystem
540 and any other device subsystems generally designated as 542.
[0041] Some of the subsystems shown in Figure 5 perform communication-related functions,
whereas other subsystems may provide “resident” or on-device functions. Notably, some
20 subsystems, such as keyboard 532 and display 522, for example, may be used for both
communication-related functions, such as entering a text message for transmission over a
communication network, and device-resident functions such as a calculator or task list.
[0042] Operating system software used by the microprocessor 538 is preferably stored in a
persistent store such as flash memory 524, which may instead be a read-only memory (ROM)

25 or similar storage element (not shown). Those skilled in the art will appreciate that the

operating system, specific device applications, or parts thereof, may be temporarily loaded



prograns 558 and program data storage 550, 552, 554 and 556. These
different storage types 5 indicate that each programcan allocate a
portion of flash nmenory 524 for their own data storage requirenents.

M croprocessor 538, in addition to its operating system functions,
preferably enabl es execution of software &pplications on the nobile
station. A predeterm ned set of applications that control basic operations,
including at |east data and voice connunication applications for exanple,
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20 530, short-range communications subsystem 540 or any other suitable subsystem 542, and
installed by a user in the RAM 526 or preferably a non-volatile store (not shown) for
execution by the microprocessor 538. Such flexibility in application installation increases the
functionality of the device and may provide enhanced on-device functions, communication-
related functions, or both. For example, secure communication applications may enable

25 electronic commerce functions and other such financial transactions to be performed using the

mobile station 500.



15 speaker 534, display 522 may al so be used to provide an indication of
the identity of a calling party, the duration of a voice call, or other
voice call related informati on for exanple. [0046] Serial port 530 in
Figure 5 would normally be inplenented in a personal digital assistant

(PDA) -type nmobile station for which synchtni zation with a user's desktop
conputer (not shown) may be desirable, but is an optional device conponent.
Such a port 20 530 would enable a user to set preferences through an

ext ernal devi r. sqftware applicatjion and would extend the capabilities
of mobil e st VPR 83 AGOBPBUFRIOG R RS SETIGHIDRS ST oA %S t o
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plurality of {Gfio access 1lOnetworks. [0049] There has thus been provided
a method in A Wireless tel econmuni cations device operative with a plurality
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would be generated by a microphone 536. Alternative voice or audio I/O subsystems, such as
a voice message recording subsystem, may also be implemented on mobile station 500.
Although voice or audio signal output is preferably accomplished primarily through the
15 speaker 534, display 522 may also be used to provide an indication of the identity of a calling
party, the duration of a voice call, or other voice call related information for example.
[0046] Serial port 530 in Figure 5 would normally be implemented in a personal digital
assistant (PDA)-type mobile station for which synchronization with a user’s desktop
computer (not shown) may be desirable, but is an optional device component. Such a port
20 530 would enable a user to set preferencesl through»gn external device or software application
and would extend the capabilities of mobile station 500 by providing for information or
software downloads to mobile station 500 other than through a wireless communication
network. The alternate download path may for example be used to load an encryption key

onto the device through a direct and thus reliable and trusted connection to thereby enable

25 secure device communication.



15 radi o access network renders ciphering in the second radi o access
networ k i nfeasible wi thout further authentication, using a substitute val ue
for the ciphering paranmeter when establishing a connection with the second
radi o access network. [0050] When the second radi o access network is a
"UMIS network, the nethod may further conprise: when in connected node with
a first radio access network, reading the value of a 20 UMIS vari abl e
START fromthe device; and when the value of START is equal to a val ue
THRESHOLD, uibénrg 3)§Ub5ti tute value for START and sending the substitute
val ue for ST | Sherecqpunypicakions subsyHEaY S4thesuchiist 7 tUPRTRASF (RO HRIPIEoNg
constant (e.g., 0000 0000 0000, 0000 0010 in hinary). Al ternatively, the
substitute vg}ﬂff Stergy 1S SFIEERET ROIBLCUIOBEH YUY BRCHPUIR GOt SRR IR Atgeen
25THRESHOLD mi nus vy, ere vy, J.s one of a randomy generated nunber

" conpri sing amOi%le ﬁf\é‘;ﬁ’f?’? eaﬁdrﬁl%a@%t YFephar feitge WhiethnqedneEasgesprly)besiailay
pseudo randomnd y. generated numnber conprising a positive integer in the range
1to (THRESH&%&E%)'. of (ssmRle e SEhsyeem 4l v Reuds aph dfipsidk devisrand asiasiaed may
be one of a GSM.network, a Wfi network, a cdma2000 network, a GPRS networ k
and an EDGE ABEHISr kMY PmeeistisTRE 2 Rlstogths’h spmumpnifeticn deedule \ipr aroxgls for
communi cati ons devi ce (@tﬁrat,' ve wwth a plurality of radi o access networks,

the device cSNPPEraign wathsimjiaely epahled sygiems pndflekics: i ng and recei vi ng radi o
signals; a proc r; and a nenory having stored therein one or nore
routines exeé‘ﬁ’t“gﬁ@l%mbﬂ%dwmégg dotpergifeahdMdp wigeauipPBEtt praoceatapks 546
adapted to: wh opsfyﬁii ng with a first radio access network reading at

| east one ci B}?E\%Fr?g i Biogolagipak; o5 Jmelemntingeanpaaiy ind moethodyph crbemgsin

net wor k, when.a{e I eailest one cj phering variabl e applicable in the second

radi 0 access “HECHo FICCPBRYRIFLIORS J1Er FHEPTGR taperalise 8 ¢ adtirality cfediongacisr k

i nfeasihle wi thouyt further authentication, using a substitute value for the
ci pheri'ng paP%{WQ T when establishing a connection with the second radio

access network. 54 en the second radi 0 access network is a UMIS
network. th efﬂhé%]l[)g erﬁ.]&]?s ebeen prov(l;ded a method in a wireless telecommunications device

operative with a plurality of radio access networks, the method comprising: when operating
with a first radio access network reading at least one ciphering variable applicable in the
second radio access network, when at least one ciphering variable applicable in the second
15 radio access network renders ciphering in the second radio access network infeasible without
further authentication, using a substitute value for the ciphering parameter when establishing
a connection with the second radio access network.
[0050] When the second radio access network is a UMTS network, the method may further
comprise: when in connected mode with a first radio access network, reading the value of a
20 UMTS variable START from the device; and when the value of START is equal to a value
THRESHOLD, using a substitute value for START and sending the substitute value for
START to the network.
[0051] The substitute value may be a constant (e.g. 0000 0000 0000 06000 0010 in binary).
Alternatively, the substitute value for START may be calculated according to the formula

25 THRESHOLD minus y, where y is one of a randomly generated number comprising a



15 stored therein one or nore further routines executable by the processor,
the one or nore routines being adapted to: when in connected node with a
first radio access network, reading the value of a UMIS vari abl e START from
t he device; and when the value of START is equal to a val ue THRESHOLD,

using a substitute value for START and sehdling the substitute val ue for
START to the network. 20[0055] The substitute value nmay be a constant (e.g.
0000 0000 0000 0000 0010 in binary). Alternatively, the substitute val ue

for START na cal cul.at.ed accordi formul a, THRESHOLD mi nus v,
where y is oypé)lg@f/ © 1étlkerg(?’arn1 hﬁ?%é%%?%ﬂ%%&ﬁ%@ a’&%ﬁ’rﬁ?ﬁ‘i?“&r OH‘I%%?F’fafe\?é‘“T“%?reger
in the range | (. THRESHOLD- 1) a a_pseu gener at ed nunber
conprising a °|8¥6‘ f‘%lf‘%aep?Sﬁivsgé? °f ’rﬁ‘qﬁ%réngealn@g?ﬁﬁggﬂ SHOLD-1). 25100561
12. The first i o.access.network may be, for exanple, one of a M
network. o Wil R R BBt B, TG O i ISV SRF. £
network. 19 7] T as al een provjd [of0) ter-readabl e
storage nedi ﬁlﬁ%"ﬁogl\(siia]ﬁgmgﬁﬁggwf’ﬂ(e?g}%ﬁginﬁg‘fﬂﬁ{@‘#a&ﬁ)%f‘%ﬁ Ean be executed by
a deviceto d ut the actions o({ any.of the nethqods described. |
EXTENS A %‘ ﬂﬁc&?ﬁﬁﬁf\?ﬁg BEER A it t e‘gﬁiVFF CREPRYE Vithe

i nvention ha lLPel(-%n deser | be}e\%i t r](a]; f%rence to.érglg}:fiﬁfigxg .embodi nent s
thereof. It 3& T RoWEV et e h B8 ’etﬁ? PHSS CArrisEEs2 HARFT YL 4075 Eanemyig and

changes may made t.hereto without departing fromthe scope of the
t echni que. Tlr?\%elsvbn&:rﬁl? Y819 A PESE Y ?ﬂﬂe %@gmﬁrry f""‘&%étB’FeHiﬂf‘F&P?/?net‘H H¥C FfaTded

inan ill Us”%ciut\é rbatt}peer than a restrictive sense. 10[0059] It is to be
noted that t e HatRodS ALOGESE HosRg ChBgE Qutnes huingadapigd toa hFepesine ivitha
particul ar orﬁg&rr.dié—lgm\/\cg\/sere,t i %rwoul d tag %:Ioear. Eé). a ae.r on %lkcl |led in the art
that the order of any acti on FEie? ) CWhEPETRe DN &Rt ARle i the seeand pe
Y?‘H te:jnlgnd t pa"éi%o Eic%gssor{e &Jri(,nwghe%satqga;ss? roxllebgi%hyn%rge\}aplall)lg agﬁ}call)lg tine t %es%ccgn% rtz)lgio
access network renders ciphering in the second radio access network infeasible without
further authentication, using a substitute value for the ciphering parameter when establishing
a connection with the second radio access network.
[0054] When the second radio access network is a UMTS network, the memory may have
15 stored therein one or more further routines executable by the processor, the one or more
routines being adapted to: when in connected mode with a first radio access network, reading
the value of a UMTS variable START from the device; and when the value of START is
equal to a value THRESHOLD, using a substitute value for START and sending the
substitute value for START to the network.
20 [0055] The substitute value may be a constant (e.g. 0000 0000 0000 0000 0010 in binary).
Alternatively, the substitute value for START may be calculated according to the formula
THRESHOLD minus y, where y is one of a randomly generated number comprising a
positive integer in the range 1 to (THRESHOLD-1) and a pseudo randomly generated number
comprising a positive integer in the range 1 to (THRESHOLD-1).

25 [06056] 12. The first radio access network may be, for example, one of a GSM network, a

Wifi network, a cdma2000 network, a GPRS network and an EDGE network.



[0060] It is also to be noted that where a nmethod has been described it is
al so intended that 15 protection is also sought for a device arranged to
carry out the nethod and where features have been cl ai ned i ndependently of
each other these may be used together with other clainmed features. [0061]
Furthernore it will be noted that the app&fatus described herein may
conprise a single conponent such as a wirel ess tel econmuni cati ons device or
UTRAN or other user 20 equi pnent or access network conponents, a

nmbi nat i | 1.i pl ch. conponents for exanpl.e in comuni ¢at.ion with
one_ anot her 3?’0’%91' SR B PIoGh BRI o TSl HOSPBHEHE S2Vipe seHd
Enbodi t b d i.bed herein ip relation to 3GPP specifications.
Fowever the BT RUG AHEOSH o Shid SECeHED By e GFBoh St OB L R B g

to the 255peci&'%€tion€ or the versions thereof referred to herein but may
be applicablém?%’ de59P® 4 er si ons or other specifications. 20 100631 A

7S Subject 1o copyright prot EXHEOISTENS ANGALITOWARhas no obj ection to
_the facsimle reproduction by an¥one of the patent docunent or patent
di scl osure, 490381 Inghefaregoing srpeili@gipwrife drvgntionabrsnieek dercribedewpihirefatends toe or
records, but otherw se reserves all copyright rights 5what soever
specific embodiments thereof. It will, however, be evident that various modifications and
changes may be made thereto without departing from the scope of the technique. The
specification and drawings are, accordingly, to be regarded in an illustrative rather than a
restrictive sense.

10 [0059] It is to be noted that the methods as described have actions being carried out in a
particular order. However, it would be clear to a person skilled in the art that the order of any
actions performed, where the context permits, can be varied and thus the ordering as
described herein is not intended to be limiting.

[0060] It is also to be noted that where a method has been described it is also intended that

15 protection is also sought for a device arranged to carry out the method and where features
have been claimed independently of each other these may be used together with other claimed
features.

[0061] Furthermore it will be noted that the apparatus described herein may comprise a
single component such as a wireless telecommunications device or UTRAN or other user

20 equipment or access network components, a combination of multiple such components for
example in communication with one another or a sub-network or full network of such
components.

[0062] Embodiments have been described herein in relation to 3GPP specifications.
However the method and apparatus described are not intended to be limited to the

25 specifications or the versions thereof referred to herein but may be applicable to future

versions or other specifications.



21 Cains 1. Anethod in a wirel ess tel econmuni cati ons devi ce operative
with a plurality of radio access networks including a UMIS radi o access
networ k, the nethod conprising: when in connected node with a first
radi o access network reading the value of a UMIS vari abl e START fromthe
devi ce, when the val ue of START is2kqual to a threshold val ue
THRESHOLD, using a substitute value for START and sending the substitute
value for START to the first radi o access network, and usi ng the
substitute val for STA en estab).ishing a connection with the UMIS
radi o accessalﬂgf’s\]/\& Rortign o th%’?ﬂ%%‘rea t]&‘F'H‘i‘tﬁ‘Eglo?“ﬁneEF SRR TS VRICR fgsubject
substitute value is a constant. 3.. nmet hod accordin E‘o claim 1l wherein
the substi tut'® OGR! RGFCUSEARTS PLPYEEMANTSE AT %@&Fa%%t dlectwile sprghion
THRESHOLD minus y, where is one of a random y generated nunber conpri sing
a positive i Eve@g%?nfi i3 fhﬁegﬁt%&@wreeat (”‘rHﬁE’éH%E‘E?SPje’ ahd' APRSEEUNGNT BAGRNTY
generated nu el cq(rr%:f%si ng a Ezgqsitive inttg‘?er in the range 1 to. .

( THRESHOLD- 1) TadeBara Qe GACHs 119 QF P n RF BT Isinerersi theortebt itightse
val ue for START is 0000 0000 0000 0000 00 10 in binary. 5. A nethod as
claimed 1 n afPaPPRERdi ng cl ai m wherein the first radio access network is
one of a GSM network, a Wfi network, a cdma2000 network, a GPRS network
and an EDGE network. 6. A wireless conmuni cations device operative with a
plurality of radio access networks including a UMIS radi o access networKk,
t he device conprising a transceiver for transmtting and receiving radio
si gnal s;



a processor; and a nenory having stored therein: one or nore
routines executable by the processor, Epe one or nore routines being
adapted to: when in connected nbde with a first radi o access network
readi ng the value of a UMIS vari abl e START fromthe device, when t he
val ue oqn§%$BT Is equal to a threshold value THRESHOLD, using a substitute
val ue for ART and sending the substitute value for START to the first
radi o access network, and 22 usi ng the substitute value for START

when estsabl i shi - . ' ' he. . ' ; 7 A
devi ce a?s' cl Zlmrgg%olaﬁﬁgwgg%%%?ﬂﬁ%gr@%ﬁ'?ﬁgwggég% ?tg E?réa‘ﬁﬁﬁ@a pg&%ﬂg!gfnrggém .
8. A dewAccessawtedris mestliding £ UNITS rédigtaecessmatierksiesnéthod eorapiisirg f or START i s

cal cul ated aggondj e&ﬁ%tetdhﬁoéé)\yvﬁﬁ'g%rs-{% s Mefitek YeadMIGRE vYiuL B Qne of a

random y generated nunber conprising a positive integer i'n the range Ito
( THRESHOINIF § yariaiie S§TABE (o thartdeicky gener at ed nunber conprising a positive

Integer int ﬁlﬁlﬁ,s . V4 W in claim6
wherein the sue@?ﬁgg?léeégﬁﬁg org@laﬁ‘#g tlhsre%’(?gélaggeogﬁgsgglo%ggggﬁggfo in

bi nary. subgfituta vakeifereSBART badl sentingntharsybstitutelvaluegfocS TARD taherfisstmadine fi r st
radio a rk.js one of a GSM network, a Wfi network, a cdna2000
netmrk%ﬁg%%g%\gté\?\bdrk and an EDCE network. 11. A conputer-readable

st orage nedi weingdhe sigbstitute ealue FrsiSTART wisen establishingwhiapheetion vioth tbg sMited by
a devi ce,di0 st LRkt he actions of any of clainms 1 to 5.

2. A method as claimed in claim 1 wherein the substitute value is a constant.

3. A method according to claim 1 wherein the substitute value for START is calculated
according to the formula THRESHOLD minus y, where y is one of a randomly generated
number comprising a positive integer in the range 1 to (THRESHOLD-1) and a pseudo
randomly generated number comprising a positive integer in the range 1 to (THRESHOLD-1).

4, A method as claimed in claim 1 wherein the substitute value for START is 0000 0000
0000 0000 00 10 in binary.

5. A method as claimed in any preceding claim wherein the first radio access network is
one of a GSM network, a Wifi network, a cdma2000 network, a GPRS network and an
EDGE network.

6. A wireless communications device operative with a plurality of radio access networks
including a UMTS radio access network, the device comprising
a transceiver for transmitting and receiving radio signals;
a processor; and
a memory having stored therein: one or more routines executable by the processor,
the one or more routines being adapted to:
when in connected mode with a first radio access network reading the value
of a UMTS variable START from the device,
when the value of START is equal to a threshold value THRESHOLD, using a
substitute value for START and sending the substitute value for START to the first

radio access hetwork, and
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using the substitute value for START when establishing a connection with the

UMTS radio access network.
7. A device as claimed in claim 6 wherein the substitute value is a constant.

8. A device as claimed in claim 6 wherein the substitute value for START is calculated
according to the formula THRESHOLD minus y, where y is one of a randomly generated
number comprising a positive integer in the range 1 to (THRESHOLD-1) and a pseudo
randomly generated number comprising a positive integer in the range 1 to (THRESHOLD-1).

9. A device as claimed in claim 6 wherein the substitute value for START is 0000 0000
0000 0000 0010 in binary.

10. A device as claimed in any of claims 6 to 9 wherein the first radio access network is
one of a GSM network, a Wifi network, a cdma2000 network, a GPRS network and an
EDGE network.

1. A computer-readable storage medium having stored thereon instructions which can

be executed by a device to carry out the actions of any of claims 1 to 5.



