1 Method and Apparatus for Securing Network Communications The present invention relates to methods
and apparatus for securing network communications.In particular, though not 5 exclusively, the invention
relates to communications using a computer network or internetwork. One of the most common methods
for providing secure network access to network components (e.g. servers, such as internet 10 servers
etc) is that of "authentication”. This aims to provide accéss to a given network component only to specific
users (persons or network components/applications). A simple example is the requirement of a user login
S RS at-onrh the ust s wWhHemA 15 password is
issued will ever be able to use that password and so any such use must be authentic. This provides only
a low level of securityesince dmay be.asimple mattercto oblainandse a passwerd dlegitimately. 20 An
alternative method Si,% ccl:llirelntgc%rg{ivggy]gn g\é}%@ %@9!%% Sg:lient ggrtiggggels&ﬁégf insétggeghonn%scers' web
browsers or the like, to authenticate users. Onry users with the correct certificate credentials may be
granted accesSto & HetworksdompbRent@rployiiy Chért Eertifcatifiiitiatso?s A &ligat Gertificate is
typically issued by actrusted ThirdoRarty-( FFR} kmownas. a Certificate Authority which checks whether or
not the applicant for a certificate is trustworthy. If so, a certificate may be issued to the applicant. The 30
Certificate Authorit%s the ep:)!ktru%te% to adgguatglyggu her}ticate user ,t%efore issruin cgrtifiiates to
them. This means that networ ecorﬁgs)oné:r?{‘é ré]Iyina on Iien?%e?ﬁﬁgétlén%esé%cgnﬁ/ check the validity of
a certificate presemtéddthém iRGieerto Hithenticate tife Sertifioatetoldér (lient), aREE35 Yo not need to
authenticate the halderthemselvess 2 Certificates:may thus hiensed by clieatsto verfy dhatithey are

whom/what they claim to.be when sgeking access,to a,network cq)rp%pn@gt reguiring client certification
S

before conferring access. However, certificates may fall into_the hands of
(persons or network components/applications)

A simple example
is the requirement of a user login and password. The basis of
this method is the assumption that only the user to whom a

15 password is issued will ever be able to use that password and
so any such use must be authentic. This provides only a low
level of security since it may be a simple matter to obtain or

use a password illegitimately.

20 An alternative method is Client Certification which employs
client certificates, e.g. installed on users’ web browsers or
the like, to authenticate users. Only users with the correct
certificate credentials may be granted access to a network
component employing Client Certification methods.

25
A client certificate 1is typically issued by a Trusted Third
Party (TTP) known as a Certificate Authority which checks
whether or not the applicant for a certificate is trustworthy.
If so, a certificate may be 1issued to the applicant. The

30 Certificate Authority is thereby trusted to adequately
authenticate users before issuing certificates to them. This
means that network components relying on Client Certification
need only check the validity of a certificate presented to them
in order to authenticate the certificate holder (client), and

35 do not need to authenticate the holder themselves.



5 others, or may be altered in some way illegitimately. Network systems typically need to maintain private
and public certificates to establish a secure channel to allow network components to secure information
sent to, or requested by, 10 users. This, in turn, requires that the network components must manage the
security relationship with any user, and know details about user equipment, typically including: the type of
browser (or client software) connecting to the publisher;Zpublic security certificate details; certificate
authorisation 15 details; and, what level of security the client can support. A user/client often must

establish a relationSAp With e hetwérk e8hpdneht Fwithe§ toécesCand mary syateni& Féquest that
users 'log in' to the etwadrkn¢emmgoriéntvincdrder too20<establishahis relatiorstip tFor mebitedhternet

systems, for examplenthiscintroduces amynnecessary step thateftesresults,in-the:loss of petential

audience for the publisher.  The present invention aims to 8r0¥i means and methods which 25 may
access. owever, certlricalres ma a nto e ands or |
be used to address one or more of these matters. At its most'general, the invention proposed is means

and methods t@ préVideierificafign dfeadtheiticity'to aSdHfessde St retigient bf a network
communication not directly from the 30 source of the communication (e.g. a certificate offered by the

source to the intended,fecipiept)ut, rather, independently, and:separately: sueh asfrom.a separate

trusted third party (;I'e'I'P),. g\/losg gsrefggabelg,t\é%rlifj% tioap ogeac%tpenté%i%rilsé 9el{voer%qlggq means are arranged
for its delivery, to the 35 addresSee or reC|p|en]t of the network communication, e.g. from the TTP, via a

communications rottéfrathia wiichste'seurégformation sent to, o3 cxAfABEEEAMGHIcate with the
Hﬂendedreckﬂentﬂheﬁyaunxﬁs, in turn, requires that the network components must

manage the security relationship with any user, and know
details about user equipment, typically including: the type of
browser (or client software) connecting to the publisher;
public security certificate details; certificate authorisation

15 details; and, what level of security the client can support.

A user/client often must establish a relationship with the
network component it wishes to access and many systems request
that wusers “‘log in’ to the network component 1in order to
20 establish this relationship. For mobile Internet systems, for
example, this introduces an unnecessary step that often results

in the loss of potential audience for the publisher.

The present invention aims to provide means and methods which

25 may be used to address one or more of these matters.

At 1its most general, the invention proposed is means and
methods to provide verification of authenticity to an addressee
or recipient of a network communication not directly from the
30 source of the communication (e.g. a certificate offered by the
source to the intended recipient) but, rather, independently
and separately such as from a separate trusted third party
(TTP) . Most preferably, verification of authenticity 1is
delivered, or means are arranged for its delivery, to the
35 addressee or recipient of the network communication, e.g. from

the TTP, via a communications route/path via which the source



and/or recipient/addressee may send a request to the TTP to issue verification of the authenticity of a
communication sent bythesource(e.g.previously,contemporaneously, 5
concurrently,ortobesentsubsequently)tothe recipient/addressee. Most preferably, the communication may
be encrypted so as to be decryptable by the intended recipient only using information issued to the
intended recipient, e.g. by the TTP, upon verification of the source of the network 10 communication. In
this way, the invention may provide a verifier to actively and contemporaneously bear witness to the
authenticity of a cofftiicatigh"6r tfé idertity of B Commtiidating REtROTR 15 comiongnt: The invention
may provide the digital/ equivalentichthe fisnctiona Netary may performdantverifyindg physicaltsignatures.
According to the present iRvention these is provideg.an 20 apparatis andsnethad asi set fasth in the
appended claims. Qther features of trrlgeinven}i(g)pgwill be apparent 31/‘rom the rg@éan%%d%@lte %@Siqlf, and the
description which follows. In a first of its aspects, the present invenfion may providre a 25 verifier for
verifying the atthefif&ity of FEofmunitatiort Sent ¥fa a coiftmuniéafidRsYTaiwark frohfa firskhetwork
component to a secendmenvorddomperent includingeinputaheansharrangec forateceivimg viesthe

communications nefwarkanencrypied eempunication fromethe firstnetwork component, ikey means 30
operable to issue to e secontgl1 network cotmggnent a Iéeytassﬁ%ciatenq:wgtéw Hwerfirs.t netr\{\éork component on
condition that the verifier has Verified the elncryﬁ)tsesd1 commuriication to be decerflﬁfalt?le USiﬁgq[he key
thereby to enable thé seednd Fetwdieeompohertabidecrypt encryptedr ésmatfunidationstfert the first 35
network compinent sentrindependently of the verifier apparatus. Preferably, the verifier is operable to
communicate to the second network component an identifier which identifies the key as being associated

with the first network component.
In this way, the invention may provide a verifier to actively

and contemporaneously Dbear witness to the authenticity of a
communication or the identity of a communicating network
15 component. The invention may provide the digital equivalent of
the function a Notary may perform in verifying physical

signatures.

According to the present invention there 1s provided an
20 apparatus and method as set forth in the appended claims. Other
features of the invention will be apparent from the dependent

claims, and the description which follows.

In a first of its aspects, the present invention may provide a
25 wverifier for verifying the authenticity of a communication sent
via a communications network from a first network component to
a second network component including input means arranged for
receiving via the communications network an encrypted
communication from the first network component, key means
30 operable to issue to a second network component a key
associated with the first network component on condition that
the verifier has verified the encrypted communication to be
decryptable using the key thereby to enable the second network
component to decrypt encrypted communications from the first

35 network component sent independently of the verifier apparatus.

Preferably, the verifier 1is operable to communicate to the
second network component an identifier which identifies the key

as being associated with the first network component.

40



4 The encrypted communication from the first network component is preferably received by the verifier
independently of the second network component. The second network component is preferably
responsive to a communication received thereby from the first 5 component (e.g. encrypted) to transmit to
the verifier a requestfor verification oftheauthenticity of the communication it has received from the first
component. In this way, most preferably, the first and seécond components may send communications in
tandem to the verifier. Alternatively, 10 the second network component may not be so responsive and

may await receipt of Verificatioh HoMmINEVerfier WitHdut'séeking it 5in 5" Way, SGreHter deliee of
security may be enabtédinpls movddirrpthat thiesfirst netivorkicotrporiemttinitiate sitet uestsran
independent companent fthevarifies2.0. anETR):to piovide,authentigationand copyaemicats, that
authentication to the second network component independently of the first network component (e.g. via a
ponsive CO CcO unicatlio recelwvs hére Y ro the Iirst
network path/channe[snot involving the 20 first network component). The second ' component may be
responsive to receipt AT heryptéd corrfifuication from theFiet hetivork dsmpbiteritiF retain, store or
keep the communicatiorin encrypted-forit {eag.i25 to defer deeryptionhenattempts théreathand await

receipt from the verifigr, of thekey, requirgd for. decryption:of the.gemmunication,.The-second,component
may be responsivettgirsece%%t‘lof althe I§feey érroarE the \é%réfiefr therewriitcy to gleg&ypct a stored encrypted
f wor

message it has received from the Tirst ne 30 componléfr?f The web gecurltoymﬁwoélr?éﬁér B? ferably

receives a key fronf¢he veriier tuiiaiting a RetwadcBormpohent identifiar -5 fikéSTRé fitsehgtwork
component may be:ae(:&mpeﬂ@nhetwork component may not be so responsive and may

await receipt of verification from the verifier without seeking

it.

In this way, a greater degree of security may be enabled by
15 providing that the first network component initiates/requests
an independent component (the verifier, e.g. a TTP) to provide
authentication and communicate that authentication to the
second network component independently of the first network
component (e.g. via a network path/channel not involving the

20 first network component).

The second component may be responsive to receipt of an
encrypted communication from the first network component to
retain, store or keep the communication in encrypted form (e.g.
25 to defer decryption, or attempts thereat) and await receipt
from the verifier of the key required for decryption of the
communication. The second component may be responsive to
receipt of a/the key from the verifier therewith to decrypt a
stored encrypted message it has received from the first network

30 component.

The web security manager preferably receives a key from the

verifier containing a network component identifier.

35 The second network component may be, for example, a web

security manager, network manager component or node, or the



containing a network/web browser application operable to communicate, or request a communication
channel, with the second component via the network. The verifier may comprise a 5 verifier part or unit for
receiving encrypted communications from the first component and verifying that such communication is
decryptable using a key stored thereby, and security server means for issuing the key in response to a
command from the verifier unit to do so. The security se?ver means may be 10 separateorseparated from
the verifier part by a communications channel therebetween. Communications/commands between the

verifier and the secttit§ server fifay b&™&fcryptélioThe ESMMURICatidife chifinef may HE0GR a second
verifier according totheanvéntionan its=firstaspedt arrangedrsuctpbithat icommursicatioas ftom the

verifier to the securitysener-must be indegeadently verfied-hy the second vesifier. kA this latter example,
the verifier represents a first network component ang the security server represents a second

. . sSecon compaonent vi The Tie work . e’ ver ler’ may comprise a
communications component. 26 Encryptea communications from the first component to ﬂsje second
component may corftaint aConiiunictionies<age 6F thé Tikesinfeiided f6f a tHfd HEMRSTke 8Smponent
such as a web/network date nfamagerongoweab/networkesengce providers Tdte secondizb network

component may be; arranged-to enable/provideforward.communication.gfa yaessage received from the
first network component infer}crygted form, anq(decriy ted usingea kt%y %rovidecglrpé( t@e verifier, on to an

intended destinatiorrqlegf1 ﬁ'nle r%essaalél\rlllg tﬁgenet\f/}érk. Orfﬁgo\?enfier may ngénrrangeé 10 a eempt
decryption of a rec&retf epErypted cormmbfication Usihg B8R 6E More KeYRrstaieri thefelly pifor to receipt
of the encryptedl commimicatiorrand tesetectthe keydo issue-fromeamongst theaone obinore stored

35keys. 6 The verifiar may he aperable.qr further operable dp conditignally issus,the key tg the second
network component in response to a request thereto from the second network component tg verify the

authenticity of an eRcrypted E8mmthidatidn o 5 the fifdt netivark &Sinpohient. TREVERTiE! may be
further arranged toreeeivieewithh iive ererypted commmuriiedtioarfirstddentity dateeidentifyinid tlse first
network componenictereceiye fromibe second Betwork compaenent segend identity.dataddentifying a
neUNOH(COﬂu¥gKﬂqgQ§Sggﬁ%}ﬁ%gg@gﬁ?&g?&n the wverifier to the security server
must be independently verified by the second verifier. In this
latter example, the wverifier represents a first network
component and the security server represents a second
communications component.
20
Encrypted communications from the first component to the second
component may contain a communication/message or the 1like
intended for a third network component such as a web/network
data manager or a web/network service provider. The second
25 network component may be arranged to enable/provide forward
communication of a message received from the first network
component in encrypted form, and decrypted using a key provided
by the wverifier, on to an intended destination of the message
via the network.
30
The wverifier may Dbe arranged to attempt decryption of a
received encrypted communication using one or more keys stored
thereby prior to receipt of the encrypted communication and to
select the key to issue from amongst the one or more stored

35 keys.



10 request, to compare the first identity data to the second identity data and to issue the key on condition
that the comparison reveals an identity match. The verifier may be arranged to render the key to be
issued to 15 the second network component identifiable by the second network component as associated
with the first network component. For example, use of a network component identifier such as a browser
identifier, or the like, may be employed to this end. 20 The key means may be arranged to issue to the
second network component a second key for use by the second network component and the first network

component in subsEquent 8htyfted CEMmuiications tHerebefibeert “iié Secofd Hétwstk cotponent
may be arranged tocommiumicate the seconitekéy Yo thre finst nretwork 25tcomponemtoThietkey means may

be arranged to issue te thesecond netwesk compensnt aothird keyasseciated with the st petwork
componentforuset@ec)reggirniefril/cr)g tingsubsequent googorgrrlnuenr;%a%ng Jor, torgnql%gnicss{% to the verifier. The
second network component may be arrangecj{ fo communicate the t?nrd key to the first networ
component. THe verifier fidi?be afaHYEY t6 YRIEILE theéy iNF85pbRSe 785 &%ey HE(iEst from the
first network compementaad to commuriicatetherequested keyrtoethe dirstinetwerk component 7 for use

thereby in encrypting compmunications to the verifier and the;secondaigtwerk compoenent. The verifier may
be arranged to genéargtei 5he %(ggmbat%ed oencgnccgegegtqigﬁ asggci(;sggdtwigg CtQE fir% nrcleEvivork ggmponent
provided thereby with the ﬁey reques?. For exampﬁe, a higﬁerﬁeve?of encry&ion fe.g.tﬁo. ot %its), or
different types of eA€RFSticY 1rfayhe ehisIoy el FBrgeReratéthie Ry based orfore b meré tredentials
selected fromiGetwedaeemponentdBiderowsene first identity data to the second

identity data and to issue the key on condition that the

comparison reveals an identity match.

The verifier may be arranged to render the key to be issued to
15 the second network component identifiable by the second network
component as associated with the first network component. For
example, use of a network component identifier such as a

browser identifier, or the like, may be employed to this end.

20 The key means may be arranged to issue to the second network
component a second key for use by the second network component
and the first network component in subsequent encrypted
communications therebetween. The second network component may
be arranged to communicate the second key to the first network

25 component.

The key means may be arranged to issue to the second network
component a third key associated with the first network
component for use thereby in encrypting subsequent
30 communications for transmission to the verifier. The second
network component may be arranged to communicate the third key

to the first network component.

The verifier may be arranged to generate the key in response to
35 a key request from the first network component and to

communicate the requested key to the first network component



10ID; user ID; location of the network component (e.g. network location). In a second of its aspects, the
invention may provide a communications network including a verifier described above in 15 relation to the
invention in its first aspect. The communications network may include the first network component
arranged to generate the first identity data. 20 The first network component may contain the key and may
be arranged to encrypt communications to the verifier add to a second network component therewith. A
communications network may include the second network 25 component arranged to be responsive to an
encrypted communiCatiott frof & fifst Hetwork EampBnsnt td issie t6 e Verifica FEqdéstto verify the
authenticity of an emctypted eenemrunieationk 3@Therfirst network component may be arranged to issue
with said encrypted communication first identity data identifying the first network component. The
second network co%%on‘ggrtirgggrbem%gar&ed tloriasrslge dWiEhothge%% Verification reque t second identity data
identifying a network component the subject of a verification request. 8 The second network component
may be arrang8d tG T8E8R/e frbin e Verifitra seddnd keyor u%énc?} the'§&EBhY netifiBtR Edthponent in
encrypted communicationsdvitththefiystretworkd ¢cemponemtsthe Secondanetizorkecompobnent may be

arranged to receive fram the verifief, andito issye todhedirstnetwork,componenh@ types ot
encryption, may be employed to generate the key based on one or

more credentials selected from: network component ID; Dbrowser

10 ID; user ID; location of the network component (e.g. network

location).

In a second of its aspects, the invention may provide a
communications network including a verifier described above in

15 relation to the invention in its first aspect.

The communications network may include the first network

component arranged to generate the first identity data.

20 The first network component may contain the key and may be
arranged to encrypt communications to the verifier and to a

second network component therewith.

A communications network may include the second network
25 component arranged to be responsive to an encrypted
communication from the first network component to issue to the
verifier a request to verify the authenticity of an encrypted

communication.

30 The first network component may be arranged to issue with said
encrypted communication first identity data identifying the

first network component.

The second network component may be arranged to issue with the
35  verification request second identity data identifying a network

component the subject of a verification request.



third key associated with the first network component for use 10
therebyinencryptingsubsequentcommunicationsfor transmission from the first network component to the
verifier. The first network component may be operable to issue to the verifier a request to generate the
key for use thereby in 15 encrypting communications to the verifier and the second network component.
The first network component may be arranged to issue ®ith the key generation request one or more
credentials associated with 20 the first network component In a third of its aspects, the invention may
provide a method for verifying the authenticity of a communication sent via a communications network
from a first networkléemporent to < 25rdecomntaetwbrkregmponent arcledingerecedgingeat fa verifier an

encrypted communigationsent: from thedfirst netwark cepyponent vig thercomimupicatians.hetwork,

verifying at the verifig that the encrypled sommunication is decrviable uging a key asspgiated with the
first network component, issuing the key {o 30 the second network component ﬁ1ereby to enable the

second networR cofifIBABATto decrypt encrypted communications from the first network component sent
independently of the verifier. 9 and selecting the issued key from amongst the one or more stored keys.

The method may inglude conditionally.issuing.the key to-the, second nefwork component.ig.fesponse to
a request from the second network c%rgp(ggent to vergfgl t@geaughenticity of aq{erég%)ted comgnunication

. t&e Ver1f1e¥, a issue 1rst networ onent,
from the first network component.
third key associated with the first network component for use

10 thereby in encrypting subsequent communications for

transmission from the first network component to the verifier.

The first network component may be operable to issue to the
verifier a request to generate the key for use thereby in
15 encrypting communications to the wverifier and the second

network component.

The first network component may be arranged to issue with the
key generation request one or more credentials associated with

20 the first network component

In a third of its aspects, the invention may provide a method
for verifying the authenticity of a communication sent wvia a
communications network from a first network component to a
25 second network component including receiving at a verifier an
encrypted communication sent from the first network component
via the communications network, verifying at the verifier that
the encrypted communication is decryptable using a key
associated with the first network component, issuing the key to
30 the second network component thereby to enable the second
network component to decrypt encrypted communications from the

first network component sent independently of the verifier.

The method may include storing one or more keys at the verifier

35 and therewith attempting decryption of the received encrypted,



The method may include receiving with said encrypted 10 communication first identity data identifying the
first network component, receiving at the verifier second identity data from the second network
component identifying a network component the subject of a verification request, comparing at the verifier
the first identity data to the second identity data 15 and issuing the key on condition that the comparison
reveals an identity match. The method may include re®dering the key to be issued to the second
network component identifiable thereby as associated 20 with the first network component. The method
may include issuing 18 triE $8EbhnetiWork ESHipbneRY a SEEBNGREYbmthe vetfierand G5y the
second key at the secard retwork component and the first network component in 25 subsequent
encrypted communications therebetween. The method may include issuing to the second network
component a third lf%X frnqengﬁggbv%@ieri%g%ggieatec% M&Q%e Hﬂ/ nelts\{\éqlrlkn%orggon%ty g_r]Edou ing the third
key thereat in encrypting 30 subsequent communications for transmission to the vetifier, The method may
include generafing TREKEY dthEV&rifie? IRTeEPondd to 8 IR\ FEquiEst frorhtfiesfifst ABRork Component
and communicating ¢herkey te thefirst retworkncomponent faryusenss therebytinencryptingan

communications todhe verifier ang.the second retnork COMPOREeAt york component .

The method may include receiving with said encrypted
10 communication first identity data identifying the first network
component, receiving at the verifier second identity data from
the second network component identifying a network component
the subject of a wverification request, comparing at the
verifier the first identity data to the second identity data
15 and issuing the key on condition that the comparison reveals an

identity match.

The method may include rendering the key to be issued to the
second network component identifiable thereby as associated

20 with the first network component.

The method may include issuing to the second network component
a second key from the verifier and using the second key at the
second network component and the first network component in

25 subsequent encrypted communications therebetween.

The method may include issuing to the second network component
a third key from the verifier associated with the first network
component and wusing the third key thereat in encrypting

30 subsequent communications for transmission to the verifier.

The method may include generating the key at the verifier in
response to a key request from the first network component and
communicating the key to the first network component for use
35 thereby in encrypting communications to the verifier and the

second network component.



10 The method may include generating the key based on credentials associated with the first network
component provided thereby with the key request. 5 Exemplary, but non-limiting embodiments of the
invention follow described with reference selected of the drawings in which: Figure 1 schematically
illustrates a web service provider 10 and a user connected to it via a network security system; Figure
2 schematically illustrates a browser, a web security mdfager and a web data manager communicating;
15Figure 3 schematically illustrates steps of verifier-led registration; Figure 4 schematically illustrates
a topology of the apparatus illustrated in Figure 3; 20 Figure 5 schematically illustrates a plug-in structure;
Figure 6 illustrates &eustorer registration process: 125 indhéldrainvingb dikedreferencel aumetals refer to

like features. Figure Jsshowsa diagrammatiec representation of arpembedimentided thereby
theinvention.Informvgltiaqlnp%%gliig%r(%ggggﬁr'oviding published information (1) to a user (2000) either directly

or
5

Exemplary, but non-limiting embodiments of the invention follow

described with reference selected of the drawings in which:

Figure 1 schematically illustrates a web service provider

10 and a user connected to it via a network security system;

Figure 2 schematically illustrates a browser, a web

security manager and a web data manager communicating;

15 Figure 3 schematically illustrates steps of verifier-led

registration;

Figure 4 schematically illustrates a topology of the
apparatus illustrated in Figure 3;

20

Figure 5 schematically illustrates a plug-in structure;
Figure 6 illustrates a customer registration process.
25 In the drawings like reference numerals refer to like features.

Figure 1 shows a diagrammatic representation of an embodiment
the invention. Information publisher (1000), providing
published information (1) to a user (2000) either directly or
30 as a result of a user request (2) via a networked security
system. The networked security system translates the published
information (1) into information (3) in a format suitable for
consumption by the wuser (2000). In this context, the term
“user” includes individuals or systems that may use the

35 information provided by the publisher.



30 as a result of a user request (2) via a networked security system. The networked security system
translates the published information (1) into information (3) in a format suitable for consumption by the
user (2000). In this context, the term "user" includes individuals or systems that may use the 35
information provided by the publisher. 11 As discussed in more detail below, embodiments of the
invention may be arranged to secure Internet communidations where an Internet user employs a browser
to access secured resources existing behind a secure ‘front-end' server. In a wider 5 implementation,

embodiments of th&n¥eRtidRTray dpp/fo SRy omponeht GBI 6r genefatiftg tWd’ Simufaneous
network connectionsandhavingesufficient proeessingpowerdd enerypirand decryptéemmuirications data,

e.g. such as in a twortieredsecyeity mesel as deseribgekbelow. 10 kigures2 shaws andpstance of an
embodiment of the invegtion. vy)hi}gh rC?moves the need ffor certifi%ates entirely. ﬁverifier apcparatus (verifier
eX1sST1l [S) n a secure . ront—en server” n a W er .
lllustrated for vengln the authenticity of a communication sent via a
nt

unit 20 and security serve?%lO) 15 is . ' '
communicatior’s netWKFBAT first netReTk ESthpoA OWSET 1O td d%econt Hetivbrk'@dmponent

(web security managep303includirginput meanseinethe form of eoverifien unitn@)sarrarged-for receiving

via the 20 communicatians network anencrypted eommunication{110) from.tbe first network component

(browser 10). The se%ur% server 82; ITtHrgu(?n\/i%rbjtfier QEOVAQ%E keé/ means %p%rglblle toa isgmge_gzoiteq% gecond
network componenﬂwe se@ﬁrlty manager §6fa key associated with the first network component

(browser 10) on 255€sHdition featetherVefifief UrtERal/érified the encrypted communication (110) to be
decryptable using the key thereby to enable the second network component (web security manager) to

decrypt encrypted gommunications.from the.first network component (provyser) sent indepgndently of the
verifier 30 apparatus. A web or network browser apparatus (10) is arranged to issue

twosimultaneousenctypted ESMTTunicatioH fedUésts{100" betoming' 110°akd 120) via a data container
500: one to a web or 35 network security manager apparatus(30), the other to the

A verifier apparatus (verifier unit 20 and security server 40)
15  is illustrated for verifying the authenticity of a
communication sent via a communications network from a first
network component (browser 10) to a second network component
(web security manager 30) including input means in the form of
a verifier unit (20) arranged for receiving via the
20 communications network an encrypted communication (110) from
the first network component (browser 10). The security server
of the verifier provides key means operable to issue to the
second network component (web security manager 30) a key
associated with the first network component (browser 10) on
25 condition that the verifier wunit has verified the encrypted
communication (110) to be decryptable using the key thereby to
enable the second network component (web security manager) to
decrypt encrypted communications from the first network
component (browser) sent independently of the verifier

30 apparatus.

A web or network browser apparatus (10) is arranged to issue
two simultaneous encrypted communication requests (100,
becoming 110 and 120) via a data container 500: one to a web or

35 network security manager apparatus(30), the other to the



12 verifier unit (20) each linked to the browser via a web and/or network connection. The web security
manager is responsive to the encrypted request 5 (120) to merely store the request initially by storing a
lock request (130) in a lock code store (520) as it has insufficient information to decrypt the incoming
request. The verifier unit (20) is arranged to respond to the encrypted 10 communication request to
establish the identity of the browser (10) and the user (2800) by decrypting the incoming request (110)
using a previously stored key associated with the browser (10). 15 The verifier unit (20) may optionally
apply a series of bUSheSsFUIEE S thé Thcbiifg Tetist (216) by Pasing the'request (116)16 the
publisher (1000) as:ah"authertication request (250). The verifier unit may obtain an authentication (260)
from the publisher (1000) in this case. This allows for 20 new user or browser registration, for example.
Once the verifier unit (20) has estahished the validiy,of the verifier request (110). the verifiet unit (20) is
arranged to generateasu|tabf'ef|rst‘newkey'?oruseln 25 encrypting/decrypting ongoing communication
between the browséet{1b) ahdiwED ' Sectfty mahager €365 fTHE Verfiidrtiurit aigéheérdtes - $econd 'new
key' for encrypting/decnypting lcommunicatioris betiweendhe browwser andeverfier, forn USecbythe browser

the next time the browser,£10) is required.to-establish-30:a gonnggtign to the verifier unit (20). The verifier
unit is arranged to send these new keys via a permission store (510) to the security server (40). In

addition to this, and along with the first and second 'new keys', the verifier unit issues to the security
server, via the permissiol store (5 10) a flfthleri35 ReyapGeCrypt IRERTCY pfed BBNTRTNI®AGEN request
sent from the tWowsern(10) ta therweb @ectirity snanager {30) beforehand.ty of the browser

(10) and the wuser (2000) Dby decrypting the incoming request
(110) using a previously stored key associated with the browser

(10) .

15 The verifier wunit (20) may optionally apply a series of
business rules to the incoming request (110) by passing the
request (110) to the publisher (1000) as an authentication
request (250). The verifier unit may obtain an authentication
(260) from the publisher (1000) in this case. This allows for

20 new user or browser registration, for example.

Once the verifier unit (20) has established the wvalidity of the
verifier request (110), the verifier unit (20) 1is arranged to

4

generate a suitable first new key’ for use in
25 encrypting/decrypting ongoing communication between the browser
(10) and web security manager (30). The wverifier unit also

Vi

generates a second new key’ for encrypting/decrypting
communications between the browser and verifier, for use by the
browser the next time the browser (10) is required to establish
30 a connection to the verifier unit (20). The verifier unit is
arranged to send these new keys via a permission store (510) to
the security server (40). In addition to this, and along with
the first and second ‘new keys’, the verifier unit issues to
the security server, via the permission store (510) a further

35 key to decrypt the encrypted communication request sent from

the browser (10) to the web security manager (30) beforehand.



13 In some cases, the verifier unit (20) may be operable to send to the browser the newly generated
further key - directly to the browser (10) - and encrypted using the key previously used 5 to encrypt
communications between the verifier and browser. At this point, the security server (40) may issue
verification that the user request (2) comes from a known user (2000) and a known browser (10) and that
the verifier unit (20) has granted 10 access to the resoutée requested from the user (2000). The web
security manager is operable to identify, associate or link the verification it receives from the verifier as
being associated with the user request (2) by using the common browser (10) ID accompanying, or part
of, both the user reguest(2) anddhe 5 verificafiorrsignat. ReéquestilBdndicateste the verifier that the

browser wishes to egmimunigate; vdth the websecuyitysnanager,;bub prefesably dogs-pet gontain
information about the content of tf?(f gsquest (100, 120) it has sent to the web security manager. The latter
) TOWSer —“and entrypted Using the Key previously us .
includes the browser?lO) ID. 20 Both the request to the verifier and to the web security manager contain

the browser IDn uhREHPEET FGATTE CpriRNRXES HHETPL 30 Toitalnd B copy SFihiesféquest (120) to the
web security manager and a request to the security server (40) to obtain the key from the verifier (20). 25

Assuming that the secufitysseryer(40)hassyetifiedthedntegrity,ef the, Uset reduest as;described above,
the security server }Sﬂgl ist ﬁlérang@ted to pass to tge \évgrpege%uggy manager {13806)]%‘ vi(% &%%Ig coggsastore (520),

the necessary key to decrypt 30the's urey%tieé communication reques .nEncryptlon mayabe based on any

method of encrypti6ACERdPEBRE ke EncrpfioRtsit pfivate’Reyereryptibh hal) bé ket aFfiéeb security
manager is operable-subsequently todfosward 3= the diser request(2) tethe web datamanager (50) as an

authorised requeStg«gg‘Qrgt%p)mf%a%%tpWpi%g\ggkpl@\/jc%e Wﬁpltify, associate or link the
verification it receives from the verifier as being associated
with the user request (2) by using the common browser (10) ID
accompanying, or part of, both the user request (2) and the
15 verification signal. Request 110 indicates to the verifier that
the browser wishes to communicate with the web security
manager, but preferably does not contain information about the
content of the request (100, 120) it has sent to the web
security manager. The latter includes the browser (10) 1ID.
20 Both the request to the verifier and to the web security
manager contain the browser ID in unencrypted form (e.g. plain
text) . Item 130 contains a copy of the request (120) to the
web security manager and a request to the security server (40)
to obtain the key from the verifier (20).
25
Assuming that the security server (40) has wverified the
integrity of the user request as described above, the security
server (40) 1s arranged to pass to the web security manager
(30), via lock codes store (520), the necessary key to decrypt
30 the encrypted communication request. Encryption may be based on
any method of encryption, and public key encryption or private

key encryption may be used.

The web security manager is operable subsequently to forward
35 the user request (2) to the web data manager (50) as an

authorised request (230, 240) for data which will provide web



14 data(530)as in a conventional web-based transaction involviong a request for a web service, and a
corresponding response (210, 220). 5 When the web data manager (50) has provided its data (530), the
web security manager (30) is operable to generate a new key for the ongoing service-level encrypted
communication, and then encrypts all this information using the key data retrieved thereby from the lock
codes (530) store. 10 The web security manager (30) is 4rranged subsequently to send the now secured
(encrypted) response (190) of the web data manager to the browser (10) decryptable at the browser as a
secure response fotPrésentation as inforMatin (3)%0 fHE h%%?ﬁS(fﬁ@O%a’fﬁg bréwder{16j Hay then
decrypt the secure regponse(200) andvextractall datar€incledingthe serdice-level keano20iThe browser
(10) may replace the gsiginal keyousegto. establish communication with the verifier (20), with the
'service-level' key for use in encrypting and decrypting ongoing communication between the browser (10)
and web security manager (30). 25 Such ongoing communications can now occur between the browser

(10) and the wab sBRGFity aif5gef t30) Wittt ndeling'ts gorthrotigh the' vefificationBrodess as
described above. 3@:At aayupoint, the drewseror securitrmarager nway chiange tier Keys used for

ongoing service management Ry sepdinga neveverification tequest.on sending.a newkey within the

encrypted service data such thaltlthe hew kler}/f (r)%%Iaalges the old. 1§h'£hekweb grvice manager, may

enforce rules defingacﬁgﬁﬁé the verification process,l%ﬂovl\;ﬁﬂlgn%ings such as BUSInéss tulfes or timer
based connection MTERRMEMISBY irfentedthig this type 8f Security model, services can provide a

high level of stexurity that remains completely transparent (from a user perspective). Different services can

employ diffef_rlent levels ofsecrity.and prblishers can defing rples thatallow for dynamic mapagement of
SQCUny[JH)IeS the now secured (encrypted) response (190) of the web data
manager to the browser (10) decryptable at the browser as a

secure response for presentation as information (3) to the user

15 (2000) .

The browser (10) may then decrypt the secure response (200) and

extract all data (including the service-level key).

20 The Dbrowser (10) may replace the original key, used to
establish communication with the verifier (20), with the
‘service-level’ key for use 1n encrypting and decrypting
ongoing communication between the browser (10) and web security
manager (30).

25
Such ongoing communications can now occur between the browser
(10) and the web security manager (30) without needing to go

through the verification process as described above.

30 At any point, the browser or security manager may change the
keys wused for ongoing service management by sending a new
verification request or sending a new key within the encrypted

service data such that the new key replaces the old.



10 (automatically making information or services public after an embargo period elapses, for example).
The model also allows infrastructure managers to control the flow of information by allowing the security
model to route traffic to the most appropriate data manager. 15 A particular feature of the system
described above is that of making two independent requests, both encrypted using e.g. a 'browser level'
key. The initial user request (including login details) (figife 2, item 2) is encrypted using a predefined key
20 that is later exchanged for a new key, once the verifier (20) can establish the credentials of the user
and the validity of cotmettionTeqliest. TRrEFShoVEE a ety wEaRhieSS it ttfretit “cibar-t8%t service
registrations. 25 A netablecfeatore wfthessystem ¢g that ohamsexternal verificatiorsmeans:sending its
responses to an independes service, 1ot kRowihtothe browser. This enables that the browser connects
to a valid web security manager. The browser desirably has no knowledge of the security server address

or 30 the keys used to encrypt traffic between the verifier (20) and security server (40), or those used
between the security setVef {20} aiitPthé Wb Seétrity manager {30). THifs: the BroWEEF préférably cannot
'spoof' a request tora avebsecurityimandgerandod false-vetifier preferablyrcannot spaofeadirowser

35connection. 16 The system mayalse secleintia:companent camadnicationdn this casg, the system
may apply to all comm#nica i-Opr{?Q{]VEeT resPecg¥e gorn?onents, e.%. Mth he verifier %{te”}SliQ a

- . _em 1 vels ec ty_and Qublishers ca .
recursion-detection method to prevent infinite recursion. This' 5 would enable the prontectlon of all internal

communications datal Eitherjtistaheqnitiaf Feq@stror allregdests sertifroiniel igercean eraploy this
system and mthod 210dn=effeet, the system allowsrfet aminitial security setup (usingra drowser-level key,

that provides service level encryptign keys for ongging.communicatiqn), gr hoth andpitial and.ongoing
connection verification process (where both browser , ,
infrastructure managers to control the flow of information by
allowing the security model to route traffic to the most
appropriate data manager.
15
A particular feature of the system described above is that of
making two independent requests, both encrypted using e.g. a
‘browser level’ key. The initial user request (including login
details) (figure 2, item 2) 1is encrypted using a predefined key
20 that is later exchanged for a new key, once the verifier (20)
can establish the credentials of the user and the validity of

connection request. This removes a security weakness in current

‘clear-text’ service registrations.

25 A notable feature of the system is that of an external
verification means sending its responses to an independent
service, not known to the browser. This enables that the
browser connects to a valid web security manager. The browser
desirably has no knowledge of the security server address or

30 the keys used to encrypt traffic between the verifier (20) and
security server (40), or those used between the security server
(40) and the web security manager (30). Thus, the browser
preferably cannot ‘spoof’ a request to a web security manager
and a false verifier preferably cannot ‘spoof’ a Dbrowser

35 connection.



15 and ongoing communication change keys for each request). Browser services may convert data
between the secured channel and a format that browsers understand. The example described above
depicts a browser. However, preferred embodiments of the 20 invention may employ an intermediary that
converts the secured data into a format a browser 'understands'. In its simplest form, computers could
use this as a local proxy server that automatically switch@s between secured and unsecured (e.g.
standard Internet connections) transport streams as necessary. 25 Security models may include business
rules. Unlike currert Thodéis Preférred Eifibsaiments ot fite FVERIGA provide 8 mathst of intfoducing
business rules as part of the evetrdlt secwtigrmoeel atlisimay, fek example) atlow systermgtervary security
30 profiles dynamically,without having.te medify other systems g software.cFhis,also allews the verifier to
re-route communicglions.Qr, preyentnetyork gecess according o es defined by indjvidyal publishers
(for example, if a server load in the UK exceeds a certain threshold then route traffic to an 35 alternate
web data mandger'iAthe USAR Thid itay Separate the Sécufity mouetfrhh tHeapphitatiohtaad allows for
a completely 17 flexibke security context where even encryption algorithms can change between
components. In order to use the system/method, users may install a protocol 5 management component

on the system used o connect to ng secured network. Th|§: component may most pégfer{agh/e be required

. : n 1
to register with a verifier in order to corﬁrr?ﬁl}rllﬁ‘:atéf \e/\ﬂﬂle%%yoweb servég’rqmanagere.nlto e?glstratlon may
cater for at least thFe€ Scetarfd® (@) Usein% prvateérormextdhere exactly one user requires access to a
secured netwaek 1. using exactly one device (for example, use by an employee using a 15corporate

Iaptop to ConneCttqgheeggma;nytrﬂ%twglé)éem allows for an initial security setup
(using a browser-level key, that provides service level
encryption keys for ongoing communication), or both an initial
and ongoing connection verification process (where both browser

15 and ongoing communication change keys for each request).

Browser services may convert data between the secured channel
and a format that browsers understand. The example described
above depicts a browser. However, preferred embodiments of the
20 invention may employ an intermediary that converts the secured
data into a format a Dbrowser ‘understands’. In its simplest
form, computers could use this as a local proxy server that
automatically switches Dbetween secured and unsecured (e.g.
standard Internet connections) transport streams as necessary.
25
Security models may include business rules. Unlike current
models, preferred embodiments of the invention provide a method
of introducing business rules as part of the overall security
model - this may, for example, allow systems to vary security
30 profiles dynamically without having to modify other systems or
software. This also allows the verifier to re-route
communications or prevent network access according to rules
defined by individual publishers (for example, if a server load
in the UK exceeds a certain threshold then route traffic to an
35 alternate web data manager in the USA). This may separate the

security model from the application and allows for a completely



(2) Public use, where an individual may require access to a service but via a shared computer; and, (3)
Machine to machine communications, where no user 20interaction occurs but the service must encrypt all
data carried by the underlying network. The first in the above list provides the highest level of security as
the verification process enables establishment of a 25 relationship between the connecting device, the
user and a specific service. This would provide a high lé¥el of security as the credentials used to establish
a connection can rely on the use of a password or PIN as part of the encryption key (using a pre-stored
key in combination Wit ‘& t8er-eritéréd PiRP36°0r PASSWold T0 enerystthe thifiaPeonheefiofitd the
verifier). The secorh provides-assiighthytowenstandard of security as the initial connection relies only on a
pre-stored key within the connecting device to establish the initial connection to 35 the verifier. In this

case, the service-leyel communication may, 18 use, a yser name. and BIN ar password in combination
with the service-level key to secure data. Impfementatlons can define the level of security for the third 5

method of regiStratisit2Serites EGURE B lexafplel protipt dimitigtrators forttedentids td*8stablish the
initial communicatier betweere camponegnis, oruseramembeddedtconfiguratiorny item tesupply registration

credentials. 10 In each,Qf the threg Gases listed ahgve; the verifier may.alse, base-thg;agceptance of any
request on either a st t %fe QusJifnemsasngngs (typically defined by a publisher) or by an external service
(usually operated by the puﬁlsher or-a trusted third party - for example, age verification). This would allow
the

10 Registration may cater for at least three scenarios:

(1) Use 1n a private context where exactly one user
requires access to a secured network 1. using exactly
one device (for example, use by an employee using a

15 corporate laptop to connect to the company network);

(2) Public use, where an individual may require access to a
service but via a shared computer; and,

(3) Machine to machine communications, where no user

20 interaction occurs but the service must encrypt all

data carried by the underlying network.

The first 1in the above 1list provides the highest level of
security as the verification process enables establishment of a
25 relationship between the connecting device, the wuser and a
specific service. This would provide a high level of security
as the credentials used to establish a connection can rely on
the use of a password or PIN as part of the encryption key
(using a pre-stored key in combination with a user-entered PIN

30 or password to encrypt the initial connection to the verifier).

The second provides a slightly lower standard of security as
the initial connection relies only on a pre-stored key within
the connecting device to establish the initial connection to

35 the verifier. In this case, the service-level communication may



15 verifier to construct rules at a component level or at a global site level, as required. This approach also
allows the verifier to establish connections with known trusted third parties that specialise in a particular
aspect of security to ensure that each registration, and any subsequent authorisation requests, 20
conform to the security requirements defined by the publisher. Figure 3 shows a typical implementation of
the registration method. One aspect of preferred embodfnents of the invention allows the publisher to
upload one or more credentials to allow 25 for easy migration from extant security systems. However, in

figure 3, the user in&ianfiatss the 184Gesttd the'VerticRon"Séfver in HhHiLEASE the USEF alrBady has

access to an installetrtonmporent - the deliveryuotetiis tomponent can utilise already existing transmission
and installation method. 30 During installation of the secure component, the installer is arranged to

generate a unique identifier for,the component, typically based on details collected from the underlying
hardware (such as am%?si(mﬁﬂv%t\}glﬁ?nec %ent?:‘}lteir or se?ia%\éenurcﬁ e?)e.C‘Igﬁécal%sta?llédtcgmtbo?\rént also
contains a single UBB K& usEd €87 SoléRthP8end e fifial registiatiordatgd*as Kiter Proévifing a set of

user credentials (typicaly atuseprnamefand passiword); the installed compenentissoperable4d send a

request to a trusted.ygrification: servicgtypically, the S installed compongat alsg, sends the;cgnfiguration
record defining which verification service to connect to%. The componen referfilgly sends the component

t
unique identifier in %féléfrl?éuxﬁav%ft "all other dafa %%&yﬁ ed:t reagémpongﬁ%ﬁ%ﬁerably should also employ a
‘one-way hash' of the password 10 and send the hash, rather than the full password within the encrypted
registration pagloadnAtthis paintibetverfierestablishesswhethee the nserdasier may also

base the acceptance of any request on either a set of business
rules (typically defined by a publisher) or by an external
service (usually operated by the publisher or a trusted third
party - for example, age verification). This would allow the
15 verifier to construct rules at a component level or at a global
site level, as required. This approach also allows the verifier
to establish connections with known trusted third parties that
specialise in a particular aspect of security to ensure that
each registration, and any subsequent authorisation requests,

20 conform to the security requirements defined by the publisher.

Figure 3 shows a typical implementation of the registration
method. One aspect of preferred embodiments of the invention
allows the publisher to upload one or more credentials to allow
25 for easy migration from extant security systems. However, in
figure 3, the user instantiates the request to the verification
server. In this case, the wuser already has access to an
installed component - the delivery of this component can

utilise already existing transmission and installation method.

30
During installation of the secure component, the installer is
arranged to generate a unique identifier for the component,
typically Dbased on details collected from the wunderlying
hardware (such as a disk drive volume identifier or serial
35 number). The installed component also contains a single use key

used e.g. solely to send the initial registration data.



permission to access the service. Typically, this occurs in two 15 stages: by applying external business
rules (for example, does the service recognise the credentials provided in step 2); and, a set of local (to
the verifier) rules. This allows for a flexible method of controlling subscription and registration to services.
However, in other embodiments of this invention, a 20 variety of local and remote rules may apply in any
sequence. If the registration request satisfies all of the dBplied rules, the verifier generates a new key and
a registration token. The verifier stores this for future use and encrypts this data 25(using the 'one-time
use' key) before sending the encrypted data to the user's installed security component. Any failed
requests may generatea securityiexception andfurther busipésstidés maythendpply (fosexample to

report 30 the exceptigr ta aifraugkdetegtion servicerarn ieporting systam).sFep priviate cantextsi(where one
user accesses the sery(ie%% from the same device each ftilmaegi%hne verifier, sétlsq tsﬁ;grecs Efi?/ ong; 35 way
hashed version of the users' PIN or passworcf and uses this as an extension theakey generated by the
verifier (the full® 20 K& thereforé “EBRisHSes Gfaggretiteof thBSgerfetatéd Key AR theGivévay hashed
pin or password). Atethis point, the dnstalledi secarityocomgzonenthas establisked to). The

component preferably sends the component unique identifier in
clear text with all other data encrypted; the component
preferably should also employ a ‘one-way hash’ of the password
10 and send the hash, rather than the full password within the

encrypted registration payload.

At this point, the verifier establishes whether the user has
permission to access the service. Typically, this occurs in two
15 stages: by applying external business rules (for example, does
the service recognise the credentials provided in step 2); and,
a set of local (to the wverifier) rules. This allows for a
flexible method of controlling subscription and registration to
services. However, 1in other embodiments of this invention, a

20 wvariety of local and remote rules may apply in any sequence.

If the registration request satisfies all of the applied rules,
the verifier generates a new key and a registration token. The
verifier stores this for future use and encrypts this data
25 (using the “‘one-time use’ key) before sending the encrypted

data to the user’s installed security component.

Any failed requests may generate a security exception and
further business rules may then apply (for example to report
30 the exception to a fraud detection service or reporting

system) .

For private contexts (where one user accesses the service from
the same device each time), the verifier also stores the one-
35 way hashed version of the users’ PIN or password and uses this

as an extension to the key generated by the verifier (the full



5 a relationship with the verifier service and exchanged a key for future communications. Although the
rules applied during registration may perform additional security validation steps, the registration process
does not assume that the service and user have an established relationship until the user attempts 10 to
connect to the service. This 'one-time' registration process merely associates the security component with
a verifier, not necessarily with any services that may us&the verifier. Business rules may be used to
determine whether the verifier should make any such association between user, component, 15 verifier
and component. N&f&’ that thie"didgiant d83Umes (Werr8fti§or estaplishin five alitial %?é(dgﬁﬁals. Some
embodiments of thishinvertiors may sittiderpre-configeredrcredentials to obviate this requirement. 20 Also,
some implementations may be arranged to have the publisher provide the component keys, rather than
leaving this to the verifier, (this allows, g public, senvige fo make an initial gannection, byha dloged o private
service to perform 25 and manage'the verlﬂcatlon). By taﬁlng this approach to mma? registration,
information puBlishers fidy have aBeesd to &%y steihithat separdtes sedirity FromPapplicatibRs and
provides a commorn security: framework that:30rcan supportagranutar cohtrol epsecertityd Fntber, this

method introduces thg;concept.af ‘secupity- farms' wheretrusted third partjgs can agt oghehalf of multiple
secure services (for example, a sin,%le authority can provide the securtilg}/ for c}%hildren Wantizna% C}o access

school systems on tbheenaﬁfe df thé %leaugéﬁgﬁsasut 8rifie§?s%1v?nsgs uenéechlaﬁ%otﬂ ﬁtﬁg ‘effort required to
vet and secure eachSG5er® AuRter66SIRdniaaal systems) Sthe extérnal Fifesthay aS6%AIUW services to
federate user B credentials {allowing ieesingte 1ag-inoi multiple-sendce sk ovithreach publishescapable of
controlling their owp data security: level (for example; iy %B%%%&vimneat -2 single. Jog:in would
suffice to access national databases but each database publisher can control the level of access required
to necessarily with any services that may wuse the verifier.

Business rules may be used to determine whether the verifier

should make any such association between wuser, component,

15 verifier and component.

Note that the diagram assumes user-entry for establishing the
initial credentials. Some embodiments of this invention may
utilise pre-configured credentials to obviate this requirement.
20
Also, some implementations may be arranged to have the
publisher provide the component keys, rather than leaving this
to the wverifier (this allows a public service to make an
initial connection, but a closed or private service to perform

25 and manage the verification).

By taking this approach to initial registration, information
publishers may have access to a system that separates security
from applications and provides a common security framework that
30 can support granular control of security. Further, this method
introduces the concept of ‘security farms’, where trusted third
parties can act on behalf of multiple secure services (for
example, a single authority can provide the security for
children wanting to access school systems on behalf of the

35 education authorities, saving each authority +the effort



10 obtain data from that specific system). Once a user has registered an installed security component, the
component may request a connection to a specific service. 15 In order to associate a service with a
security context, publishers may register a service identifier and the route to the security server used to
service any requests. Optionally, publishers may provide business rules (or a link to a computer capable
of enforcing rules) that impose restrictions on access 28%r user-registration. When using preferred
embodiments of the invention, users may see very little difference to other security sg,ste.ms commercially

available. However: 18 tiiderlying fiteti6d/sy&tEth 25 réterdbly us8s AWS-tidted 8acttity iodel: one to

protect the initial coméetion,- and a higher level of security to deal with intra-service communication.
Figure 4 shows a typical implementation of the secure component 30 in a browser, although other
embodiments may yse different ways of implementing this method, In figure 4.2 brawser establishes two
connections: one to a verﬁier, the other to a web-security manager. 22 the web data manager with which
the web security mahagetisdsle t6 totiiiicate 1 White figare 2 showd thelBéBurityServet and web
security manager asitwo distinctdevicesesomesmbedinfentsomay Uséra singtkel deviee, odamaltiple
devices to 5 perforgnthese functiens. instead.of sending a single request o, a-single yweb;seryer e.g. via a
web data manager (as in curreryc{n(astgg s), this embodiment of the E”V%QQQB introd%%%s er;cni}/ption for

- 16g-1n. :
both the initial 10 connection to a web secuerltytPnaﬁgag?sana Tntroduices a second encrypteecf request that

the browser sends 6 '&@Pafdepefrdént verifier. UAtiFaplindepehtlént selcutity setververifies the integrity of
the user, and tas detesminedfensured that the brawserfias enade a matching request to the web security
15 manager, the web data manager remains unaware that a browser connection request exists (removing

potential denial-of-service attacks against,cor orate servers). In another embodiment of this invention, the

web security managlfcah provide additivnal Busindls rifes proceSSy capabiity s wouls allow, for

component may request a connection to a specific service.

15 In order to associate a service with a security context,
publishers may register a service identifier and the route to
the security server used to service any requests. Optionally,
publishers may provide business rules (or a link to a computer
capable of enforcing rules) that impose restrictions on access

20 or user-registration.

When using preferred embodiments of the invention, users may
see very little difference to other security systems
commercially available. However, the underlying method/system
25 preferably uses a two-tiered security model: one to protect the
initial connection, and a higher level of security to deal with

intra-service communication.

Figure 4 shows a typical implementation of the secure component
30 in a browser, although other embodiments may use different ways
of implementing this method. In figure 4, a browser establishes
two connections: one to a verifier, the other to a web-security

manager.

35 The web security manager and verifier can both communicate with

a security server but the browser has no reference to this, or



20 example, automatically re-routing requests to alternate web data managers should security rules
dictate - or to facilitate seamless fail-over from one web data management site to another). 25 This
embodiment of the invention defines three primary security processes: (1) the establishment of a secured
communication channel through an independent trusted third party that validates 30preferably all devices
(and, optionally, users) involved in the communication; £2) theestablishmentofasecond'service-specific'
communication channel that uses the first channel (defined 35in step (1), above) to exchange security
credentials and cortrl dttes8tbddtal 25 (3) the provision 't a d&ies of Hiles thAf B4R ontibl e.g. some
or every single ongoig requestiforinfermatioh atsa B granular vels ordynaavicallyichamgesthe security
context for publisheg information: based,on kusigess rdles defined byt the infosmation publisher or the
browser user (for example, allowing ypa{l%nts o set a security context tgl%tlgultoqrgag%%q% prohibits data
unsuitable for children, but 10allows'all ot(!:ﬁer data to pass through). This foﬁowmg discussion assumes
that: (1) a useror BBRTptIter'Sistant) R55 redfstered a component

Instead of sending a single request to a single web-server e.g.
via a web data manager (as in current methods), this embodiment
of the invention introduces encryption for both the initial
10 connection to a web security manager and introduces a second
encrypted request that the browser sends to an independent
verifier. Until an independent security server verifies the
integrity of the wuser, and has determined/ensured that the
browser has made a matching request to the web security
15 manager, the web data manager remains unaware that a Dbrowser
connection request exists (removing potential denial-of-service
attacks against corporate servers). In another embodiment of
this invention, the web security manager can provide additional
business rules processing capability (this would allow, for
20 example, automatically re-routing requests to alternate web
data managers should security rules dictate - or to facilitate
seamless fail-over from one web data management site to

another) .

25 This embodiment of the invention defines three primary security

processes:

(1) the establishment of a secured communication channel
through an independent trusted third party that validates
30 preferably all devices (and, optionally, users) involved

in the communication;

(2) the establishment of a second ‘service-specific’
communication channel that uses the first channel (defined
35 in step (1), above) to exchange security credentials and

control access to data;



15with a verifier; (2) an information publisher has registered a publishing service with a verifier; and,
20(3)the 'Browser component' has successfully registered itself and has an initial connection key.
Creating a secure channel will now be discussed. 25 To aid clarity, this document refers to securing
Internet browsing, however the methods described can equally apply to other networking systems not
reliant on the Internet or associated technologies. 30 Figlire 5 shows a security component representing
one possible implementation of preferred embodiments of this invention. In this diagram, an embodiment
of the secure component may act as a plug-in to an Internet browser, being activated by a MIME 35 type
protocol identifier such as "secure:". This suggests that 24 a browser may have one or more instances of
a security protocol handlerd hersecurity, pratogokhandlerireferably assumes respensibility .

some or every single ongoing request for information at a

5 granular level, or dynamically change the security context

for published information based on business rules defined

by the information publisher or the Dbrowser wuser (for

example, allowing parents to set a security context that

automatically prohibits data unsuitable for children, but

10 allows all other data to pass through).

This following discussion assumes that:

(1) a user (or computer system) has registered a component
15 with a verifier;
(2) an information publisher has registered a publishing

service with a verifier; and,

20 (3) the “‘Browser component’ has successfully registered

itself and has an initial connection key.

Creating a secure channel will now be discussed.

25 To aid clarity, this document refers to securing Internet
browsing, however the methods described can equally apply to
other networking systems not reliant on the Internet or

associated technologies.

30
Figure 5 shows a security component representing one possible
implementation of preferred embodiments of this invention. In
this diagram, an embodiment of the secure component may act as
a plug-in to an Internet browser, being activated by a MIME

35 type protocol identifier such as “secure:”. This suggests that



5 for establishing the initial communication channel between a service hosted within a web security
manager and the verifier service. At this point, this embodiment assumes that a service-specific handler
(the service manager, in figure 5), will then create as many secure channels as required. The verifier will
10 establish the authenticity of each 'browser-level’ request and then pass the appropriate credentials to
the security servers in order to allow the service to operdte. Taking this approach allows the browser to
establish multiple 15 secure connections, each potentially using different encryption algorithms or
verification service€. BRtHGroWseEr Eatfd 3o Stor& iriformatish 8hotit spetific sehvicesto afidw security
managers to 'lock dewalbrowsers to specific verifiers or users. 20 Service provider registration will now
be discussed. In another embodiment, a service provider may wish to perform the verification tasks
before granting access to customers, 25 Figu}qen%fggv%sr such an yexaasrgglln%sln this case, a customer (101)

. . o a respo M
contacts a service prowder 102) to enroT or a service or to access restricted mfsormatlon. The customer

(101) provides any Tequirtdatseto- 30 theSeiceProvitdo)3hiorder forile séRfide Provider (102) to
apply a set of businesy fulesH34)todetermire wiiether the custemer<10d)showd gain aceess to the

service provider's data, ;23 . (:Q2) storesall relevant cystomer-data (38Q) and.createsa yerifier request
that includes a unique oﬁn Li?aendd;o ]_gzls%%ieate the.customer %Ol)ito %sépecifi% instgnﬁe (%fn'%he customer

t
data subsequently Td ]by the Verification ser\snecrevffﬁsf?afﬁg tustomer never )gain§ access to this

unique token, thus preventing a'élstorrer Shodtitiy & Fectiest Forra VerificatisAserice. Bitthis point, the
verification setgice 103) cash rumanal0 iedditional set okades tofurther-validate thesuser data before

storing the user tokgn. for future yse. .The yerification sarvice (103) then, seads, the, tesult, of.both the
rules-check and any user status data generated d,urlngtthe verifier rules process. The communication

between the servicd providér (£02) 1% andvéifidation serdice (163) has its own encryption layer (possibly
established using methods according to embodiments of the invention) to prevent interception or
modification of the registration: eesubisrby dnaliciousshirdpastiess 20 Rrovided thatthenboth the service
provider and vgification service accept the tegisiration request,(420). the service proyider generates a
unique token and encryption keys for use specifically with this service (item 450). The Service can, in
preferred embodinetfts aist defiie Wiether the User fias aetesd ach browser  could also

store information about specific services to allow security
managers to ‘lock down’ Dbrowsers to specific verifiers or
users.

20

Service provider registration will now be discussed.

In another embodiment, a service provider may wish to perform
the wverification tasks Dbefore granting access to customers.

25 Figure 6 shows such an example.

In this case, a customer (101) contacts a service provider
(102) to enrol for a service or to access restricted
information. The customer (101) provides any required data to
30 the service provider (102) in order for the service provider
(102) to apply a set of business rules (340) to determine
whether the customer (101) should gain access to the service

provider’s data.

35 Assuming that the customer (101) passes all tests defined in

the service provider’s rules (340, 350), the service provider



25 to the service from one of the following types of browser instance: (1) A single user registering a single
computer for use with the service (the most secure level as this creates 30an association between the
user, the browser instance on a specific computer and the service); or, (2) A single user registering from a
group of known computers (for example, a works desk top and a laptop, 35thus providing an
association between a user, a group of machines and &@8pecific service); or, 26 (3) A single user
registering on a public or communal computer system where the service can only verify an association
between the user ahid tHe SERACE providér: 5012 1th) AUGioulsbf G8ers alctessiny'd sefviceSfror either
dedicated computersorfpeblic eompatersa i OiHaviag €stablished thektypeugkdohneetionc(aatd:the

associated security:level); $benservice provisles cap-sendappropriate browser credentials {460) to the
customer's browser. %gg%lrpeiplgltyat the Olreg[i)strai;cigg process.was.completed ggtisf&cﬁg;i[y, tpgecustomer's
browser processes the security cregentlals to 15 establish a secure connection with thé service provider
(470). Having Sstalslisié8the stalii€ of B tagistticit préCess the browssr cah Higplay tHe'gervice
registration status @80)kandnif registeredethe’ browséndasasuffigienttdatacto estabtishian2®encrypted
channel for subsequent;cemmunication with the service provider. Commercial usage shall now be
discussed.

At this point, the wverification service (103) can run an
10 additional set of rules to further validate the user data
before storing the user token for future use. The verification
service (103) then sends the result of both the rules-check and
any user status data generated during the verifier rules
process. The communication between the service provider (102)
15 and verification service (103) has its own encryption layer
(possibly established using methods according to embodiments of
the invention) to prevent interception or modification of the

registration results by malicious third parties.

20 Provided that the both the service provider and verification
service accept the registration request (420), the service
provider generates a unique token and encryption keys for use
specifically with this service (item 450). The service can, in
preferred embodiments, also define whether the user has access

25 to the service from one of the following types of browser

instance:

(1) A single user registering a single computer for use
with the service (the most secure level as this creates
30 an association between the user, the browser instance

on a specific computer and the service); or,

(2) A single user registering from a group of known
computers (for example, a works desk top and a laptop,
35 thus providing an association between a user, a group

of machines and a specific service); or,



25 In order to establish a secure connection, a browser may ask for a resource locator (for example,
"isec://myservice.com") optionally along with a generated 'transaction reference' user name and
password. The browser may use the password in addition to the key stored within the browser (provided
during browser 30 registration) to encrypt the remainder of the data required by the service provider. Note
that the browser does not need to send the password a&this is preferably used as part of the key to
encrypt the request payload. By using e.g. a check-sum or cyclic redundancy code (or similar method),
the service 35 provider and verifier have sufficient information to verify the integrity of the payload and
determine whether the(Suppleds279password anddirgwsenkeyoallowed theé browser torencrypt the data

correctly. The browser sends this.ererypted data,along with a tnique Shrowseridentifier, (also provided
during the registration process). to the service provider (this ensures that this method secures all initial

" as’soCla '}L]Ol’l et eﬁl’l US%C an 1]e serv&ce prqQviaer, .
requests, unlike current certificate exc ange methods). The browser also sends its unique identifier and
the encrypted Gser name to fHe verifier.

(4) A group of wusers accessing a service from either

dedicated computers or public computers.

10 Having established the type of connection (and the associated
security level), the service provider can send appropriate
browser credentials (460) to the customer’s Dbrowser. Assuming
that the registration process was completed satisfactorily, the
customer’s Dbrowser processes the security <credentials to

15 establish a secure connection with the service provider (470).

Having established the status of the registration process, the
browser can display the service registration status (480) and,
if registered, the browser has sufficient data to establish an
20 encrypted channel for subsequent communication with the service

provider.
Commercial usage shall now be discussed.

25 In order to establish a secure connection, a browser may ask
for a resource locator (for example, *“isec://myservice.com”)
optionally along with a generated ‘transaction reference’ user
name and password. The browser may use the password in addition
to the key stored within the browser (provided during browser

30 registration) to encrypt the remainder of the data required Dby
the service provider. Note that the browser does not need to
send the password as this is preferably used as part of the key
to encrypt the request payload. By using e.g. a check-sum or
cyclic redundancy code (or similar method), the service

35 provider and verifier have sufficient information to verify the

integrity of the payload and determine whether the supplied



10 At this point, the service provider does not have the key required to decrypt the request data it has
received from the browser. Therefore, it preferably sends the request to a security server to await
validation. This frees the front-end 15 server from any additional processing overhead. The verifier
decrypts the user name using the browser identifier and a pre-stored hashed version of the browser-level
password (stored during registration). The verifier is opéfable 20 to then check that the user has an
association with the service provider resource requested by the browser. Assuming that the service
provider registeredﬁﬁ%sgﬁégifié%epfgﬁa?Bpt]ft?ﬁall?/}%ﬁg%i}:)\m%%r)%ﬁ?dj ranted actes®lo the®2s resource
requested, the verifiet mayraacany additional business rules and pass the result to a security server over
a secured network (possibly employing this method). The security server now has sufficient data to
decrypt the 30 original data sent to it. The security server decrypts the data and yerifies the integrity of the
data (possibly by u@fneg a% E%ﬁg ?ed%enncfé’nc?/%olrssir%ﬁg? 3r/r%;gt@F\%d)é.(% ?hegéoéﬁgecﬁédtskhcgeeé?%ﬁgesecurity
server sends tRe uRBAEATSted A5t {6 tRE web didta MENEGES ogtitndlfy tHrdtight e Wels s5eurity
manager, and sends 35ca successhstatas indicator to doth theiverfierand thewethsecurtyrmanager. 28

The verifier then engrypts & new-key: far-use in subsequent communications with thehrewseg, using the
same credentials ogi}g(i:%ally storeqqfor ghe brovxﬂoser. Both tpe browger and the

ange methods The browser also sends 1ts unique identifier
and the encrypted user name to the verifier.
10
At this point, the service provider does not have the key
required to decrypt the request data it has received from the
browser. Therefore, 1t preferably sends the request to a
security server to await validation. This frees the front-end

15 server from any additional processing overhead.

The wverifier decrypts the user name using the Dbrowser
identifier and a pre-stored hashed version of the browser-level
password (stored during registration). The verifier is operable
20 to then check that the user has an association with the service

provider resource requested by the browser.

Assuming that the service provider registered the specific user
(and, optionally, the Dbrowser) and granted access to the
25 resource requested, the wverifier may run any additional
business rules and pass the result to a security server over a

secured network (possibly employing this method) .

The security server now has sufficient data to decrypt the
30 original data sent to it. The security server decrypts the data
and verifies the integrity of the data (possibly by using a
cyclic redundancy or similar method). If these checks succeed,
the security server sends the unencrypted data to the web data
manager, optionally through the web security manager, and sends
35 a success status indicator to both the verifier and the web

security manager.



5 verifier store this new key for use when establishing a new verification request. This ensures the
uniqueness of every request. The web security manager passes the decrypted request to the 10 web data
manager and awaits a response. When it receives the response, the web security manager encrypts the
response using the key provided by the security manager along with a new key for use with the next
request. 15 Subsequent requests that do not require ful&erification then use this newly generated key to
encrypt traffic, with each response providing a new key for use with the next request. Some embodiments
may use a second password to encrypt the 20 service-level data (the first used to authenticate the
browser and initiat€ 'connectibns1o the serice)rElis secemd pagsword ca® operatelpdtiuamoptional
hidden browser passwerd fox tisenin public lecatiopsHibehrowses establishesdts evansecuse £hannel for

the initial request but P&Sn%”yﬁics!%% g_gtafgorz decrypt Wtglgrs:er}éiocteﬁle\tnglemgf*:,svev:}geel). This embodiment
suggests the use of twd protocol identifiers such as "secure:" and "isec:" to advise a browser whether to
request a full \erifisd" $&hdite TpaE&ing thFouli tHeHull 30 vérifierprotessl,bris i5e% Tonfitiuing' secure
context where, followinicf aresinitial verfication reguest,alksubsequent requestsmerely passthrough the
web security managey,thus reducing the impact of the dual-method employed to establish initial
connections. This approach allows publishers 35 to define the level of security required on a per-resource
basis. 29 Forexample,arequeststartingwiththeform "secure://myservice.com" would demand a full
verification processiiwhiretiséeIriysetvieelesi wowletrgse-fite dreagyted request to the

10 web data manager and awaits a response. When it receives the
response, the web security manager encrypts the response using
the key provided by the security manager along with a new key

for use with the next request.

15 Subsequent requests that do not require full verification then
use this newly generated key to encrypt traffic, with each

response providing a new key for use with the next request.

Some embodiments may use a second password to encrypt the
20 service-level data (the first used to authenticate the browser
and initiate connections to the service). This second password
can operate with an optional hidden browser password for use in
public locations (the browser establishes its own secure
channel for the initial request but has insufficient data to

25 decrypt the service-level message) .

This embodiment suggests the use of two protocol identifiers
such as “secure:” and “isec:” to advise a browser whether to
request a full “‘verified’ service (passing through the full
30 wverifier process), or to use a ‘continuing’ secure context
where, following an initial verification request, all
subsequent requests merely pass through the web security
manager thus reducing the impact of the dual-method employed to
establish initial connections. This approach allows publishers
35 to define the 1level of security required on a per-resource

basis.



5 established channel (forcing the browser to perform a full verification, should the channel not already
exist) and leaving the standard 'http’ style resource locators for unsecured data. Note: the uses of the
format 'secure:' and 'isec:' are for 10 illustration purposes only. Other embodiments may use other names
or methods for describing the different levels of security required for secure communication. Note that
while the following refers to a 'browser plug-in' 15 other®®mbodiments may utilise different technologies or
methods of implementation. In order to establish a unique identifier for each browser 'plug-in’, the use
may be made of either a 'global unique 20 identifier' (GUID) at a software or hardware level) possibly
based on the configarationsofthiel component mstakation devicecona dedicated hardsvare fdentifier); or, a

GUID generated by the vesifiensewvice aponinitialkagistrationa 28 Whensused with- ashatdware-based
GUID (either generated or provided in a.hardware deyice), C%Qﬁowv?c‘?&i%'“%'é‘é according to preferred

embodiments of the invention, includes this information as part of the initial encrypted payload sent to the

verifier. This provides-aheehahisit 10 ideéntify & 30 hardfivare CBisWsercand<i<er i réquited. Further, the
browser plug-in mayehavedts bwn secority rules, possibly storediwithity the pltig-iarcorhpenients data store,

ideally in an encrypted form.qEhis allows; far example, a-32 parenttosset.a 'safe list of contacts in a
secure 'chat' environment,or restrict access to Internet components 30 independently of the rules defined

within the verifier or publisher. By having a local security rules ‘engine’, a local set of 5 '‘browser rules' can
also base rules on ¥c$RaredrSecufity pSlicythat aR6wztan’ sRyarization{Such a8 Sclié6l of Corporate
environment) 10 createusatextists-fop speciic bromisers,atis prevesnting iadvertent aseesstto=unsuitable

Internet resources. 10 Reseffing prowser ingtancesds discyssedRelow.reerent  1evels of

security required for secure communication.

Note that while the following refers to a ‘browser plug-in’
15 other embodiments may utilise different technologies or methods

of implementation.

In order to establish a unique identifier for each browser
‘plug-in’, the use may be made of either a “‘global unique
20 identifier’ (GUID) at a software or hardware level) possibly
based on the configuration of the component installation device
or a dedicated hardware identifier); or, a GUID generated by

the verifier service upon initial registration.

25 When wused with a hardware-based GUID (either generated or
provided in a hardware device), a browser-plug in, according to
preferred embodiments of the invention, includes this
information as part of the initial encrypted payload sent to
the wverifier. This provides a mechanism to identify the

30 hardware, browser and user, if required.

Further, the browser plug-in may have its own security rules,
possibly stored within the plug-in components data store,
ideally in an encrypted form. This allows, for example, a
35 parent to set a ‘safe list’ of contacts in a secure ‘chat’

environment, or restrict access to Internet components



As this method may depend on several communicating parties to secure a service, the browser may
require resetting should keys get out of alignment or messages fail to respond. The rules 15 engines in
both the browser and verifier service can provide the 'business rules' to follow when a browser plug-in
issues a 'reset’' request. The standard method for resetting a browser requires the user 20 to instigate a
'browser plug-in reset' request. At this point, the verifier38referably issues a new browser GUID or
requests a new GUID from the browser plug-in (dependierngon the rules for the previously authorised

conenctions). 25 Boti tREBToWser plig-ifind tHeVerifler préferdbiythen fiit a 88t of tifes &gainst all

known and previoushpautherised sites to either re-enable them to use the new browser identifier, or, to
send re-registration requests to each service that previously used the 'old' browser plug-in GUID. 30 At

the same time, the yerifier preferably marks the ‘old’ GUID as 'expired’ and any reguests,coming from the
By aving oca securlly rules gine’, & ocd set. O .
‘old" browser plug-in"GUID t ere%y cause a security exception, thus removing risks associated with

impersonation dr attBReEto E8PYDrowiderdshIGgsn's to dther devites eFhisSmisthbd asdérsures that
verifiers 31 can maimain @n accurate auditiaibof drowserhreset and registration requestsatdf the rules so

dictate, the verifier can; alsonefey reset-3 Lgquests-o publishers toallowthem to fe=establish the integrity
of any service user. Publisher transmissions are now discussed. JQ In order to épush' secure content to

éﬁﬁv$?tln%alnadverteqF aa%ess tO unsua%a le Int?rne resources.
browsers or update the browser component itself, service providers or verifiers can issue updates by
reversing the usual request cycle (pushing a message to a browser by sending it an encrypted 'alert' that
requires the velifierkeytoiencryptiheralert): e brawser sk eagnthen establish a secure connection in
the normal way to obtain an update.

As this method may depend on several communicating parties to

secure a service, the browser may require resetting should keys

get out of alignment or messages fail to respond. The rules

15 engines in both the browser and verifier service can provide

the ‘business rules’ to follow when a browser plug-in issues a

‘reset’ request.

The standard method for resetting a browser requires the user
20 to instigate a ‘browser plug-in reset’ request. At this point,
the verifier preferably issues a new browser GUID or requests a
new GUID from the browser plug-in (depending on the rules for

the previously authorised conenctions).

25 Both the browser plug-in and the verifier preferably then run a
set of rules against all known and previously authorised sites
to either re-enable them to use the new browser identifier, or,
to send re-registration requests to each service that
previously used the ‘old’ browser plug-in GUID.

30
At the same time, the verifier preferably marks the ‘old’ GUID
as ‘expired’ and any requests coming from the ‘o0ld’ browser
plug-in GUID thereby cause a security exception, thus removing
risks associated with impersonation or attempts to copy browser

35 plug-in’s to other devices. This method also ensures that

verifiers



In this instance, the publisher requests a key from a verifier (using a secure channel) and uses this to
encrypt a 'push’ or 20 alert message to the browser plug-in. Upon receipt of the alert, the browser
requests the decryption key from the verifier using the methods defined previously. The embodiments of
the invention described herein present a 25 method of securing information sent over a network of
computer systems without the need for digital certificated or other complex requirements. There is
provided a method of identifying all parties in any network communication in order to verify the integrity of
communications arid the"gutHehticity 'of EHIESts or 30 rdspbhes cohtrdifed’ B the fitdthods Yescribed
within this documentdVlest pricrrsecuristrodels utilise methods based on parties obtaining and
managing certificates from verification service 35 providers.Thesecertificatesoften expireorrequire
significant management effort %g]aisnotaigiac JE%\{%I,of security 32 that épE[ote(gj:Es softvevgé% conne ting to a

t

. . ru irie o] i
service, rather than protecting the actual software users. The metrho escrlf)ed rhereln provides a security

framework thas caRBsiate entirdly MRt atorporate tita céfitte (owitiFebaddriRs td*own' the
security system usedtnytheiy services)s erasparisefa larger shared service hosted by a trusted third
party. Embodiments of the invention allow each component to have a different level of security to other

components or data, %Q,egabling concurrent deliverx of secured and unsecured items over the same
ublis trans d d

network transport channel. Tﬂfroposedn methods afso aflow a’software service to operate independently of
another. This enables isolated yet concurrently operating security contexts, all using e.g. a single network
connection. 15y providiag-rmuliplesesurityecontexts;there are pravides-methodsto:sapper public

computer access (those, devices,lsed by mote than, one: person) and private cantexts (for systems locked

down to support exactly one user, a corporate I; I|lotop ,
isste updates by Treversing the usual request cycle (pushing a

message to a browser by sending it an encrypted “‘alert’ that
requires the verifier key to encrypt the alert). The browser
15 can then establish a secure connection in the normal way to

obtain an update.

In this instance, the publisher requests a key from a verifier
(using a secure channel) and uses this to encrypt a ‘push’ or
20 alert message to the browser plug-in. Upon receipt of the
alert, the Dbrowser requests the decryption key from the

verifier using the methods defined previously.

The embodiments of the invention described herein present a
25 method of securing information sent over a network of computer
systems without the need for digital certificates or other
complex requirements. There is provided a method of identifying
all parties in any network communication in order to verify the
integrity of communications and the authenticity of requests or
30 responses controlled by the methods described within this

document.

Most prior security models utilise methods Dbased on parties
obtaining and managing certificates from verification service
35 providers. These certificates often expire or require

significant management effort to maintain a level of security



20 computer, for example). The methods described can apply to provide security between systems
without user interaction. There is also provided a mechanism to deliver content to specific users of
specific devices within a given time period - 25 allowing, for example, the delivery of media or other
streaming content in a secure environment where only a licensed user of a licensed device can access
published information. This approach reduces the com@étation overhead required by traditional
encryption services, thus reducing power consumption and, 30 potentially, the number of devices needed
to maintain a security bodrddry: - SWHNE didtlostres Hereld refér 1 Irterhiet conriunfdatibha the methods
described may alseappty toathercommanicatiordssystems: 33 The foregoing description provides
exemplary embodiments. Variants to, and modification of, those embodiments such as would be readily
apparent o the skilied persan.are encomnassed within the-scone ofthe Invention &g, sueh 4s is defined
by 5the claims. 10 15 34 CLAIMS: 1. A verifierfor verifying t%eauthentlcity ofa

can operate entirely within a corporate data centre (allowing

Vi

companies to ‘own’ the security system used by their services),
or as part of a larger shared service hosted by a trusted third
party. Embodiments of the invention allow each component to
have a different level of security to other components or data,
10 enabling concurrent delivery of secured and unsecured items
over the same network transport channel. Proposed methods also
allow a software service to operate independently of another.

This enables isolated vyet concurrently operating security

contexts, all using e.g. a single network connection.

15
By providing multiple security contexts, there are provided
methods to support public computer access (those devices used
by more than one person) and private contexts (for systems
locked down to support exactly one user, a corporate laptop
20 computer, for example). The methods described can apply to

provide security between systems without user interaction.

There 1is also provided a mechanism to deliver content to
specific users of specific devices within a given time period -
25 allowing, for example, the delivery of media or other streaming
content in a secure environment where only a licensed user of a
licensed device can access published information. This approach
reduces the computation overhead required Dby traditional
encryption services, thus reducing power consumption and,
30 potentially, the number of devices needed to maintain a

security boundary.

While disclosures herein refer to Internet communications, the
methods described may also apply to other communication

35 systems.



communication sent via a communications network from a 5first network component to a second network
component including: input means arranged for receiving via the communications network an
encrypted communication from 10a said first network component; key means operable to issue to a said
second network component a key associated with the first network component on condition that the
verifier has verified 15 the encrypted communication to3®e decryptable using said key thereby to enable
the second network component to decrypt encrypted communications from the first network component
sent independently’8fthe™V&fifir Bppalatis: 3t 2°A vérifidr Qctording ol any préBaTHY Cikif in which the
verifier is arranged\erattenpt decryptidnofd feceivedheridry pteldosemaiidationtysing ©neasr more keys
stored thereby prioy¢e receipt.of-the enepyptedheorununication 2&and-te selecttheqkeydadssue from
amongst the one of, mere stored keys 3, & yeiifier,accarding to gy precedling claimdyither,gperable to
conditionally issue said key to a said second 30 network component in response to a request thereto
from the secoril néttﬂforﬁlé&%onent to verify the authenticity of an encrypted communication from the
first network component. 354. A verifier according to Claim 3 further arranged to receive with said
encrypted communication first identity 35

10

15



data identifying the first network component, to receive from a said second network component second
identity data identifying a network component the subject of a verification request, to compare the first
identity data 5to the second identity data and to issue said key on condition that the comparison reveals
an identity match. 5. A verifier according to any preceding claim in which the key means is arranged to
issue to the second network 10 component a second k& for use by the second network component and
the first network component in subsequent encrypted communications therebetween. 6. A verifier
according to any pr%é&éiﬁg claim in which the 15 key means is arranged to issue to the second network
component a third key associated with the first network component for use thereby in encrypting
subsequent communigatians fas.transmission to the-verjfier, 207 A verifier-aegerding ta,any preceding
claim arranged to generate the key_in response to a key rg%uﬁsrtl from.the first Qggvl;/grkf%%rnpp%nent and to
t

. (e]e) un 10 uni . . .
communicate the key to the first network component for use ere%y In encrypting communications to the

verifier and thePsecond nétiork 25eorRpONETR™R I Veriffet atcotding'to CRINP 7<anz il 18 'generate the
key based on credentials associated with the first network component provided thereby with the key
request. 30 9. A communications network including a verifier according to any preceding claim. 10. A

method for verifying the authenticity of a 35communijcation sent via a commHnications network from a 36
input’ means arrange Oor recelving via the

communications network an encrypted communication from

10 a said first network component;

key means operable to issue to a said second network
component a key associated with the first network
component on condition that the verifier has verified
15 the encrypted communication to Dbe decryptable using
said key thereby to enable the second network
component to decrypt encrypted communications from the
first network component sent independently of the
verifier apparatus.
20
2. A verifier according to any preceding claim in which the
verifier 1is arranged to attempt decryption of a received
encrypted communication using one or more keys stored
thereby prior to receipt of the encrypted communication
25 and to select the key to issue from amongst the one or

more stored keys.

3. A verifier according to any preceding claim further
operable to conditionally issue said key to a said second

30 network component in response to a request thereto from
the second network component to verify the authenticity of

an encrypted communication from the first network

component.

35 4., A verifier according to Claim 3 further arranged to

receive with said encrypted communication first identity



first network component to a second network component including: receiving at a verifier an
encrypted communication 5sent from the first network component via the communications network;
verifying at the verifier that the encrypted communication is decryptable using a key associated 10with the
first network component; and subsequently, issuing the key to the second network component thereby to
enable the second network component to decrypt encryg®ted communications from the first 15network
component sent independently of the verifier. 11. A method according to Claim 10 including storing one or
more keys at the verifier &idthef&hith BH&hptinG dedi§ptioh ‘Sfthe redd8a Ericrypiet dnd Selecting the
20issued key from amondstathe=orre bt rmerestored keys. ¢on#onsethotkacedrdingntolamy &ftelaims 10 to

11 including conditionally igsuingthe key 40 the sgsond netyerkeempenent n,pgspense to afequest from
the second network 25companent ta ggng the authenticity of an eaqlceryegerds comm Hpiﬁ%tlocpa]éraom the first

network component. 13. A method accor enqg to Claim 12 fﬁ%ﬁging receiving with said encrypted

communicatiorPfirst identity daf 305aerifyity thé fifstifétvork Corponrént Secéivihg attheVerifier
second identity data fromdhedsecondmetwotieccompoemenbidentifying asnetwerk compenent the subject of
a verification request, comparing at the verifier the first identity data to the second identity data and
issuing the 35key on c5o.nczj\ition thg,t the com%{ir;s,on reveals an identit)é m%tch.

verifler acco g to any preceding claim in which the

key means 1is arranged to issue to the second network

10 component a second key for use by the second network
component and the first network component in subsequent

encrypted communications therebetween.

6. A verifier according to any preceding claim in which the

15 key means 1is arranged to 1issue to the second network
component a third key associated with the first network

component for use thereby 1in encrypting subsequent

communications for transmission to the verifier.

20 7. A verifier according to any preceding claim arranged to
generate the key 1in response to a key request from the
first network component and to communicate the key to the
first network component for use thereby 1in encrypting
communications to the verifier and the second network

25 component .

8. A verifier according to Claim 7 arranged to generate the
key based on credentials associated with the first network
component provided thereby with the key request.

30
9. A communications network including a verifier according to

any preceding claim.

10. A  method for wverifying the authenticity of a

35 communication sent via a communications network from a



37 14. A method according to any of claims 10 to 13 including issuing to the second network component a
second key from the verifier and using the second key at the second 5network component and the first
network component in subsequent encrypted communications therebetween. 15. A computer program
product containing computer program means including instructions executable on a computer(s) to
implement the method according to any of claims 10 to3014. 16. A one or more computers programmed
with computer program means including instructions arranged, when executed, to implement the method

according to any of 15claim& o 8417, A HBWOTR of E8mputérs Brogrammeti wi E8misiter program

means including instructions arfamged, when executed, to implement the method according to any of
20claims 10 to 14.

receiving at a verifier an encrypted communication
5 sent from the first network component via the

communications network;

verifying at the verifier that the encrypted
communication is decryptable using a key associated

10 with the first network component; and subsequently,

issuing the key to the second network component
thereby to enable the second network component to
decrypt encrypted communications from the first

15 network component sent independently of the verifier.

11. A method according to Claim 10 including storing one
or more keys at the wverifier and therewith attempting
decryption of the received encrypted, and selecting the

20 issued key from amongst the one or more stored keys.

12. A method according to any of claims 10 to 11 including
conditionally issuing the key to the second network
component in response to a request from the second network

25 component to verify the authenticity of an encrypted

communication from the first network component.

13. A method according to Claim 12 including receiving

with said encrypted communication first identity data

30 identifying the first network component, receiving at the
verifier second identity data from the second network

component identifying a network component the subject of a
verification request, comparing at the verifier the first

identity data to the second identity data and issuing the

35 key on condition that the comparison reveals an identity

match.
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15

20

14.

15.

16.

17.

37

A method according to any of claims 10 to 13 including
issuing to the second network component a second key from
the wverifier and wusing the second key at the second
network component and the first network component in
subsequent encrypted communications therebetween.

A computer program product containing computer program
means including instructions executable on a computer(s)
to implement the method according to any of claims 10 to

14.

A one or more computers programmed with computer
program means including instructions arranged, when
executed, to implement the method according to any of

claims 10 to 14.

A network of computers programmed with computer
program means including instructions arranged, when
executed, to implement the method according to any of

claims 10 to 14.



