1 Mbile Patient Health Record System Field of the Invention [0001] The
present invention relates to a nobile health record systemfor patients.
In particular, the present invention relates to a systemthat allows
portability 5 of the patient's health records by allowi ng the patient to
downl oad to his/her nobile phone or alljowing the patient to access the
health records via an online portal. Background [0002] As there is an

i ncreasi ng awareness in public health, the health care industry has becone
one of the |argest indust Melsile PatieghblealthiReoand Syst€here are 10 vari ous
sectors available in the health care industry. One main group of the health
care industry is the health care equi pnent and services, which conprises
conpani es that provides health 18of RALCAHogauUl prent and nedi ca
supplies, such as hospitals, nedical professionals and nursing hones.
[0003] A health record, or nedical record, is a witten account of a

patient's xam nag,i.o . 1 i¢ch_ingluydes the patient'.s

medi cal hi éé@? § and ?tellfre e& elé—fir)ﬁ? lhgegﬁltog‘ra lllyieaste,sv?%ésrenoﬁlg%meﬁlﬁ} é%‘i?f@ssyﬁtgg’efoﬂeen
recorded in hard copi es by nmedical . professional, which ing¢lude the.
patient's @aggrﬁgsfggadrﬁaulﬁq\: S PresRy “??%Elf“&%ﬁfiiﬁﬁ%t.o 1 B5En H]af aﬁ%“’bf’%"ﬁ%ﬂ@ﬁt t hat
various private practitioners store their patient's health records in hard
copi es. SPatof dhg gatigng’s isalth eccpuisluepllawing khe patigst & downlond o histheamabile20
records effortlessly. There have been cases where patients provide

i naccur at e phoné of adlovang tie petiertt he bccepsettie bedlthhiesdrds yia antvintihe padads to future

m sdi agnosis fromthe

Background

[0002] As there is an increasing awareness in public health, the health care
industry has become one of the largest industries throughout the world. There are
10 various sectors available in the health care industry. One main group of the health care
industry is the health care equipment and services, which comprises companies that
provides health care, medical equipment and medical supplies, such as hospitals,

medical professionals and nursing homes.

[0003] A health record, or medical record, is a written account of a patient’s
15 examination and treatment, which includes the patient’s medical history and care. For
centuries, these health records have been recorded in hard copies by medical

professional, which include the patient’s diagnosis and prescribed medications.

[0004] It is prevalent that various private practitioners store their patient’s
health records in hard copies. Patients are unable to keep track or access to their health

20 records effortlessly. There have been cases where patients provide inaccurate



heal th care provider. This undoubtedly caused additional costs incurred.

[ 0005] Newer generation of the health records are nmanaged as el ectronic
health records (EHR). Typically, it would require sone specialized or
custom zed software 5 prograns and dat abase, such as Cinical Mnagenent
System (CMVB), to facilitate the daily operations. CMS are conputer software
products that help coordinate and integrate all the inherent activities

i nvol ved i nnﬁormatﬂmnagdhgntmml rhistaiyngvioeh deddedd tature anisdibgreisisi frgm thef ew
exanpl es available in the market today include 3 oco Medical OCM5, Crinson

Logi c, O i mealttAsst ptovadetl sl h2RBtedndcb@l addionheddes iduriedt € 10
practitioners to organi ze their patient's health records, which includes
the patient nedical history, item zed bill, patient appointnment

managenent, éooib'sﬁgms' sqevwr%%ﬁérm%rﬂgf th&héalﬁﬂ%e&uglgreqhm{age’d Séélb&ﬂ%uéﬂéﬁltﬁ
paranmeter data and charting. A few exanples of paraneter data and charting
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travel across different countries or even continents in order to seek
medi cal as$PEY aeEationshEMY Gre compuies safygire aneductrathat tielp aoordinae andal t h
records can be accessed anytinme and anywhere as they w sh. However, it
exi st s conadategrateol thhaentl@endattinaties mvolyedin thhesmagidR andvamingef £héalth' t a
common aut henticated ground for these EHR [0007] A web-based personal
heal t h i nf amefacidity, SRT f¢iwCexapiptes Sesably ﬁqﬁglnearketbc@aé;emcmvgloaﬁ Nieqedie

Health, allows users (or patients) to manually enter their
CMS, Crimson Logic, Clinic Assist and Medi2000 and etc. CMS helps private
10 practitioners to organize their patient’s health records, which includes the patient
medical history, itemized bill, patient appointment management, diagnosis, prescribing
& dispensing of medications and parameter data and charting, A few examples of

parameter data and charting are Body Mass Index (BMI), blood pressure, HbAlc test

and Fasting Blood Sugar (FBS) test.

15 {0006] It is getting more common that patients sourcing for medical assistances
or seeking for alternative opinions from different medical practitioners/professionals,
There are patients who travel across different countries or even continents in order to
seek medical assistances. Therefore, it is important that the patients’ health records can
be accessed anytime and anywhere as they wish. However, it exists concerns on the

20  authenticity of these EHR because there isn’t a common authenticated ground for these

EHR.

[0007) A web-based personal health information service provided by Google,

better known as Google Health, allows users (or patients) to manually enter their



personal health records or nerging their health records with partnered

heal th services providers through web-browsers. However, it is inportant
to note that this service is a purely user-controlled service and it is
entirely voluntarily by the patient. Therefore, there is no guarantee on
the authenticity and the accuracy of thg data recorded in the 5 Google
Health. Further, this information is not verified for integrity and

legal ity, &trgonal henlds ecerdsiar mergingl theis bicaliibrasofdsrwife partiresdd besdttl sonviges
Summary [0008] In one aspect of the present invention, there is provided a
mobi | e heabptdvidaretoogsh wyisbmwstsr Howeagi itds ahpetanon fotbaldtidhis seveds aof
patients created by different 10 medi cal professionals. The nobile health

records syphel) agiRohesiedsdpbs and ithigalntifely VBRIl %Whe SRAMRT THaMRY a
dat abase for stori ng the health records and a clinical fmanagenent system

remotel y | geat &d, oL ? B{?'ﬁlés }{S{tlcﬁ dndGhE aééupz{& oq"t{'lg %Lﬂa%eg&fdé%f in tlhgaSt

one nedi cal pr of es I ona I ni ca managenent “system i1 s operabl e

conmuni cat PHR. server. throu at.i on.ne rk.to create
new 15 :E‘\f’cgt?gi aIktglal ]{(u%hre%&]&lrs d"l'g E{H?f‘q%e‘?ﬂ"g\ygrnﬁﬁ}egqr H@F%‘i’%ﬁ’é’m?’@éﬂ% ’fecor ds
for updat| g. -The, .individual records are accessible by the respective
patients tHIEERIgH- ithernly seblefor pemenmvsed 9wk devi ce via the comunication
network; and the PHR server is adapted to prevent any changes nmade by the
medi cal professionals and the respective patients to the individual health
records stored thereon, such that th&umbryi dual health records can 20 be
treated as adm ssi bl e individual records. [0009] In one enbodi nent, the
clinical managenent system nay be connected wth the PHR server via a
secured co[f008]i cat i oin med wepedt.of4he present invention, there is provided a mobile health

records system for managing electronic health records of patients created by different
10 medical professionals. The mobile health records system comprises a patient health
record (PHR) server having a database for storing the health records and a clinical
management system remotely located off the PHR server and accessible directly by at
least one medical professional. The clinical management system is operable to
communicate with the PHR server through a communication network to create new
15 individual health records and retrieve the individual health records for updating. The
individual records are accessible by the respective patients through their mobile
communication device via the communication network; and the PHR server is adapted
to prevent any changes made by the medical professionals and the respective patients to
the individual health records stored thereon, such that the individual health records can

20  be treated as admissible individual records.

[0009] In one embodiment, the clinical management system may be connected

with the PHR server via a secured communication network.



[0010] In an alternative enbodi nent, the patients are accessible to the
health records through nobile conmunication device. It is possible that
the nobile comunication device conprises a dedicated program adapted to
access the PHR server to retrieve the individual health records. The

i ndi vidual health records may also 5 begqdownl oaded onto the nobile

communi cation device for off-line view. The individual health records may
al so be dodflléhded ot @ntdiernatibé lembodimmnhi thatpatentsl exd aeedsibleXM._ theolreakdi ML
format. Alternatively, the nobile conmunication device may access the PHR

server andréidd el@uphemobild dotiahnibaidht leviee 0MdSs t hyssibizh titat Pehet aobilesi de
at the PHR server. 10 [0011] In a further enbodinent, the patients are

prohi bi t ed hHAMNEAABYI dick NQmpRES w&&dw&gb@?&i@ﬁ%& dyalcchgaht prggcor ds

created by the nedical practitioner. [001 e respective patients
may be oper, t S. ry through. i nputting a.correct

aut hent i cats‘?kghletgorgter&%% 8%61'§l?nﬁ%ga ?Eﬁg)trﬁggrrdse' 5d gg}%’hclu?f)#%ghlsgﬁr e P{:Sﬂay
further conprjise a, 15 newscaster operable fo, broadgast nmedical news to the
patient §. PRGoRRieaded Gup haymompast wﬁe%vsont%vméorr&g-gaewwelfﬁam@wgal
depending on the patients' profiles recorded on the individual health
record. ThéepResardyamymisp hgldogmniasded ortortbelmehile prmmupicationdayingsded@dl.s from

the nedical practitioners through the respective clinical nmanagenent
systens. 20r BIIME f@amtrAlpdrnagivedf, tHehmoheawinngsnif@bhdlevithinmyiaovepthiedtii | | be
described by way of non-limting enbodinents of the present invention,

W th refereaeer bt tdiferCERMAGRIUAD heIMWOSRls thidudhiaChortad reside at the PHR

server,

10 [0011] In a further embodiment, the patients are prohibited from changing the

information of the individual health records created by the medical practitioner.

[0012] Yet, the respective patients may be operable to access the PHR server

through inputting a correct authentication code.

[0013] In a further embodiment, the PHR server may further comprise a
15  newscaster operable to broadcast medical news to the patients. The PHR server
broadcasts news to the respective patients depending on the patients’ profiles recorded
on the individual health record. The PHR server may also receive medical news or
announcements from the medical practitioners through the respective clinical

management systems,
20 Brief Description of the Drawings

[0014] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:



[0015] FIG 1 is a block diagramillustrating the process flow of a nobile
health record systemin accordance with an enbodi nent of the present
invention; [0016] FIG 2 is a sequence diagram of the nobile health record
systemas a patient visits a nedical professional for treatment; 5 [0017]
FIG 3 is a sequence diagram of informakive health news transmtted into
the nobile health record system [0018] FIG 4 is a sequence diagramof a
met hod t hatl0@#8] ows t HdGpatis @hlock diageane dbwstriting the prasess flowabf imobdehetdthor
informative health news through the nobile comunication device; 10 [0019]
FIG 5 is acsedupsan ithagrdntoith anetibodinidnabl tk passnttilenfahi ent to access
hi s/ her own health records or informative health news through the nobile
comuni cation device in a MPHR portal; [0020] FIG 6 is a sequence diagram

of a nethododiept al | queE;. Dhig PRGLERE difradCTaRS n{ibsie MHRAIIOYEoRE & <idi hegor ds
or informative health news through a dedicated 15 program and [0021] FIG

7 is a flow,diaaram.ofed; | g i.nto the MPHR server. Detailed
Descripti o\r?aFOOZé? %hee(?{;)ﬁqlpg(?mgéﬁgﬁgle%g%ig%ﬁgglﬁs of a nunber of specific and
alternative enbodinents are provided to understand the inventive features

of the pre i nventd,@n., . 20 1t shall be apparent.tq o skilled in.the
art, novevaifhat ¢ nider avizt peheRigy el B Pb R e thealE ekl o
details. Sone g‘je tpfg geqitgils may not be described in 6 length so as to not
obscure t hdtiediemepinheatifirecord &ysfgmy of er ence, conmon ref erence

[0018] FIG. 4 is a sequence diagram of a method that allows the patient to
access his/her own health records or informative health news through the mobile

communication device;

10 [0019] FIG. 5 is a sequence diagram of a method that allows the patient to
access his/her own health records or informative health news through the mobile

communication device in a MPHR portal;

[0020) FIG. 6 is a sequence diagram of a method that allows the patient to
access his/her own health records or informative health news through a dedicated

156  program; and

[0021] FIG. 7 is a flow diagram of the patient logging into the MPHR server.

Detailed Description

[0022] The following descriptions of a number of specific and alternative
embodiments are provided to understand the inventive features of the present invention.
20 It shall be apparent to one skilled in the art, however that this invention may be

practiced without such specific details. Some of the details may not be described in



nunerals will be used throughout the figures when referring to same or
simlar features common to the figures. [0023] It is widely recognized
that medical records are inportant references to 5 nedical practitioners
to provide a continuity of care to the patients. But these nedical records
are not available fromone practitionergto another under the current

practice, i.e. the information is not shared. In fact, sharing of these
medi cal r edgds s¢ $s notnot obsndthe prventicne Eor espedt mif¢ryndeo comhos erefeplice al
records that are still being kept in papers form [0024] Mdern nedi cal

centers ancugklp®ilbbe Gdednh@abhdl iiciaess Wamerchene idsaatoditsiflar¥atRes t o
keep these nedical records electronically. These records, however, are

kept as pr@Rmhfindb Ynd figkdrati on and these nedical records are under the
control of the respective nedical practitioner, or nedical groups.
Therefore, fromthe patients' point of view, it nmay be hassle for the
patients t ain their, . tngiavi A I £ i Is
needed. 15?10831;5] Ac?ﬁfrs di ‘ﬁgﬁ?,‘t&g"%ﬁﬁeﬁgf@gﬁ wsai/g% g%r(]%'g?lﬁ% nﬁ@ﬁ#ﬁ% r?fé‘{‘éﬁ%stt%t e a
central Lzed nobile.patient health recard stem for provjdi nmobj. |

e cal 51 oce! PRAGEGSH ReroRann anta o e oaht PG PubRy et  ve
| i censed medi cal practitioners through their respective clinical software
via web sef§HoEdssare gokgyaileble from oneauadisiontieiomapthenpnder 8ig quiyeplarastipesiyst em
for the patients. The respective clinical software may include any 20
gener al cl it inEdrmetion isaroe sipaek dgdacty shiating bethose mbdicataedoeds is @ot @oymmon
proprietary/in-house software adapting by the respective practitioners. It
i s desired ptdetite, hRSRilNEot ©idke meEEMreGrdOMEErE EANBEIE ket ih Pagdneformbi | e
patient health record system shall be tenpered- proof on the systemto
ensure the integrity and legality. Preferably, only approved 7

[6024] Modern medical centers and groups of clinical alliances have been

10 adapting systems to keep these medical records electronically. These records, however,
are kept as proprietary information and these medical records are under the control of
the respective medical practitioner, or medical groups. Therefore, from the patients’
point of view, it may be hassle for the patients to obtain their updated individual

medical records, when it is needed.

15  [0025] Accordingly, the present system and method facilitate a centralized
mobile patient health record system for providing mobile medical records. The mobile
medical records are transmitted by respective licensed medical practitioners through
their respective clinical software via web services to the centralized mobile patient
health record system for the patients. The respective clinical software may include any

20  general clinical software package available on the market, or any proprietary/in-house
software adapting by the respective practitioners. It is desired that these medical
records, once transmitted to the mobile patient health record system, shall be tempered-

proof on the system to ensure the integrity and legality. Preferably, only approved



clinical software can send nedical records to the central nobile health
record system In view of that, the nobile patient health record system
shall be adapted to protect the nedical records fromany anmendnents. It is
al so desired that the nobile patient health records system be devel oped as
a trusted source of nedical records, which is 5 recogni zed and usabl e

medi cal ly and |l egally. [0026] The respective nmedical record stored on the
central i zedlinwpl saftwase icamsendhpedied reeoedsy t thavenferiambikyhealéinrecord $ystenot her
hand, is also accessible by the individual patient renotely for view ng
and shari ndn vidveof thdi, thel umbilp paticanhealdh@bdrdngstemhhall ibe iatdgptedio pro@hi theo

nodi fied, edit any substantive information in the respective 10 nedi cal

record thougdilical R cRB k@R bfly aRen@REAE NtiHRSE atwdatied RN Pideatndmdi cal
records anytime, anywhere wth any suitable portable device. In one

proposed ‘%ﬂ%‘?&%g?ﬁém Bgedeg@%-g&f‘lasr gclgﬁsgﬁoﬁglﬂwpf%fd%lcgﬁqa%r L ‘glii%grltsabl €

device by t lents an carrie atrents.

portabl e device. incl ude bi l.e .. phane, ,personal data assistant (PDA) or the
li ke that 53%%1‘28%8g§u§aﬁgor88%§gﬂggegag§0rd 15 thereon directly. Further,
the patients are given further option to access their respective nedical
record online through, any suitable npobile comunication device through a

conmmuni cat if¥het wor Kejregpectivy wedisal reperdspyredionghe yentaliged mobilp patisied a
nobil e health records system for managing electronic health records of
patients t hapithcascosd mansgementbyystespent theeothedihead, is28@spraotessibleobnl he The
nobi |l e health records system has a patient health record (PHR) server

havi ng a datdibidsal gatientstearotelg foheieWanl 4ddl shagag dShe Rideviduat lphtfidréakhaleagement
systemrenotely | ocated off the PHR server for creating the individual

heal th r eC(BECEivi_ngTﬁ? HER ®CMY&iticl S edf 88y S AE Ry iRtnd Raplciope
nmedi cal professional operable to
10 medical record though. The patients can obtain these updated and compiled medical
records anytime, anywhere with any suitable portable device. In one proposed
embodiment, the medical records can be downloaded to a portable device by the
patients and be carried along with the patients, The portable device include mobile
phone, personal data assistant (PDA) or the like that can process the downloaded record
15 thereon directly. Further, the patients are given further option to access their respective

medical record online through any suitable mobile communication device through a

communication network, 1.e. Internet.

[0027) Briefly, there is provided a mobile health records system for managing
electronic health records of patients that can be created by respective medical
20  professionals. The mobile health records system has a patient health record (PHR)
server having a database for storing the health records; and a clinical management
system remotely located off the PHR server for creating the individual health records.
The PHR server is accessible directly by at least one medical professional operable to

communicate with the PHR server through a communication network to create new



communi cate with the PHR server through a communication network to create
new 8 individual health records and retrieves the individual health
records for updating. The individual records are accessible by the
respective patients through their nobile conmmunication device via the
communi cation network; and the PHR servgr is adapted to prevent any
changes nmade by the nedical professionals and the respective patients to 5
t he i ndi vi dedividuelaheaith recosdsomndsetitends theandivipalsheahih révardst foe updalingi dikel
health records can be treated as adm ssible individual records. [0028]

FIG | is andicheantécordl aekactiesgislandy Itheisespattiveg pationabitreudieahdih masger d
system 100 in accordance with an enbodi nent of tﬁe present invention. The

mobi | & heabidhunkGeod dsvist O thO QomAldaB6s nBwiRli 8 tﬁ@f)ﬁg\ rdéggé &J@ﬁéﬁcor d
(MPHR) server 10 101 having a MPHR portal 107 and a dat abase 2. e

nmobi | e heal t tient 3.to retriev

per sonal hé{')iﬁe[\{gl(r&g@grcgé%éfg@,ad%ggér dI(lggXYg&f/] pgﬁfg%gornaﬁ%ﬁlgilg’%&? THe B?tbef@stgi onal s
104 cregted thr.ough i ni cal managenment system (, ) 06, The nedi cal
pr of ess ongll“esmfaﬁ‘%farlug?%h'ere §F E@W%cf grgR-suc ‘&eén @‘ﬁ’é?‘é!qal}h r¢qoEdsfEBd t o
provi de nedi cal services. The health records 105 keyed into the CV5 106 15
are t r ansmibetisater g gdmissibleindividial reoordsf t he MPHR server 101. The dat abase
102 may be a Mcrosoft SQL-based database. The patient 103 may access the
health record 105 via the Internet MPHR portal 107 or a personal nobile
conmmuni cat i[¥28devi ce F1G8] iFheschammtic tdododmenainciliustorting evinobild Béalthl leomd t he
patients 103 to renotely access their owmm health records 105 through the
MPHR ser verysté.100hie sobideceC@iinani gaddenesterfi the phledG8vemdonC PRA@Ebik0 the

system 100 via any nobil e comruni cati on network, such as 3G networks. In
an al ter nahiygh RIEBRASYTRR 100 REmbRS ) MAFR MSiedOReATBYRDS FMPLEY L rver
10 101 having a MPHR portal 107 and a database 102. The mobile health record system
100 aliows the patient 103 to retrieve personal health records 105, recorded by one or
more medical professionals 104 created through a clinical management system (CMS)
106. The medical professionals 104 include medical doctors, who are generally
licensed to provide medical services. The health records 105 keyed into the CMS 106
16 are transmitted into the database 102 of the MPHR server 101. The database 102 may
be a Microsoft SQL-based database. The patient 103 may access the health record 105
via the Internet MPHR portal 107 or a personal mobile communication device 108, The
mobile communication device 108 allows the patients 103 to remotely access their own
health records 105 through the MPHR server 101. The mobile communication device
20 108 may connect to the system 100 via any mobile communication network, such as
3G networks. In an alternative embodiment, the health records 105 may be retrieved
by downloading the information via the mobile phone application or the like. The

health records 105 may be a mobile device readable file, such as XML, HTML files,

retricved (or downloaded) and stored on the mobile communication device, which



by downl oading the information via the nobile phone application or the
like. The health records 105 nay be a nobile device readable file, such as
XM., HTM. files, retrieved (or downl oaded) and stored on the nobile
conmruni cation device, which 9 allow offline usage. Alternatively, the
mobi | e health record system 100 may allgw the patient 103 to view the
health records 105 as web contents. Suitably, the retrieved individual

heal t h r ecébew offimeasescheh igyndtbiehnthenobiteihenlthyernre dystem 4 08 wiayadlosr thay out

vi ewabl e t hrough the nobil e comunicati on device 108 or the MPHR portal

107. As 5 tpheéerthddiBtto vieeaheldedldbrapsisulS amived Yostens e Bandlye et realidveed i nto
the database 102 that is accessible to through any suitable comrunication

net wor ks (iinddvididitiRfanBtrcordN 09 a8 béing TeeME] 108 éir@s%ﬁ&&vl% AftablSayout
i ndi vi dual patient 103 is always the nost updated record even the records

wer e suppl iV?t%f.’:l'B)é ﬁk&JJg%g@gTdisﬁgicsmm&ﬁ&%ﬁ %!ieﬁg?ggﬁi %P% Wg@g@mmy e

heal th reco system SO serves as a ne t1on broadcast

system t hat, al | th di cal. prof essional s 104, nedical heal agenci es
170 and® pndidheltiFecon M5Bt 07 B Bt TP i ianatoe HRRAS nows
113 to the selected patients 103 via the MPHR server 101. Typically, the

i nf or mat i véccerghletty tﬁ@}&gh ER sitahle gemaumication aetwmie Hemilnfestepathsrheelts f or
review ng and subsequently inputting into the MPHR server 101. The MPHR
admi ni st r areord 165 meiyievk® Iy thiei individual paticned03 14 0i3valys thedmost dpdated record
particulars and records that have been stored in the MPHR server 101. The

par ti cul ar svémthe veterdgecre Sepplicdbediférenafeden peofaidfbnhiRa 04! espect i ve nedi cal
hi story etc. Through the profiling, the informative health news 113 my be

sent to the appropriate patients 103. The patients 103 may al so subscri be
to the infeeeptive haal MabNeVWealih3retBtNy@Eh! Y00 also serves as a medical
10 information broadcast system that allows the medical professionais 104, medical health
agencies 110 and pharmaceutical companies 111 to broadcast informative health news
113 1o the selected patients 103 via the MPHR server 101. Typically, the informative
health news 113 will be sent to a MPHR administrator 116 for reviewing and
subsequently inputting into the MPHR server 101. The MPHR administrator 116 may
16 profile the patients 103 based on their particulars and records that have been stored in
the MPHR server 101. The particulars include age, sex, area of residence and the
respective medical history etc. Through the profiling, the informative health news 113

may be sent to the appropriate patients 103. The patients 103 may also subscribe to the

informative health news 113 voluntarily.

20  [0030] The to and fro transmissions of the MPHR server 101 is also protected
via a firewall 112. Accessibility to the MPHR server 101 due to confidentiality issues

of the patient’s 103 health record 105 will be described in further details below.



20 [0030] The to and fro transm ssions of the MPHR server 101 is al so
protected via a firewall 112. Accessibility to the MPHR server 101 due to
confidentiality issues of the patient's 103 health record 105 will be
described in further details below 10 [0031] Still referring to FIG 1,
the patient 103 is any person who receiygs nedical attention, care or
treatnment fromthe nedi cal professionals 104. The nedical professionals
104 are qud®d3fl ed andbtilli mbersiog tpdriSorindhe whtdend diOB visrany preogar whe akddivesar e
in a systematic way professionally to any individuals in need of health

care servi asslical atténtione cire &f arvathdii €t G, mbdiali proferdichdd $04. THRaREHIIe
better known as the patient 103. [0032] FIG 2 illustrates a sequence

di agr am 20Qy&tbssidialsmmai d{g ghﬁ?ﬁédrhﬁd%&ﬁééd &Y@hﬁéﬂvhgpn%%ﬁieﬁse ;%‘taﬁ%r?{%tﬁﬁﬂ'gée\/i Sits

a nmedi cal professional for treatnment 'in one e present
i nvention. ; cess. t.h t ake | ace,.as_the, patient
103 vi si ts ' ey Sl A BT AR RS i B RSB R Rargrop g B

prof essional 104 utilizes _the,! Q6 to, retrieye the ypdated health
records 102“? WS?ﬁng{nrYSntl\ﬂﬂH?@es‘B?%al%dﬁ neeffre %f gWp&s g‘el g 1934d- syst em
adapted to manage the health records 105 in conjunction wth the MPHR

server 101. The nedical é)g,rof essional 104 may retrieve, or.?ani ze, search
and updat e [$932 nedi callGheallluptrgies a seppenapdiagiam &dfh of the wrble baithTheordeal t h

records 105 include the patient information, 15 patient nedical history and
pati ent dr ggsteth| d0gises patitrd Hidabisits nenedicd H0fesabdrsad Tiddclondeatnpant dneher dat a
and charting that has been tested by the nedical professional 104 and has

been updat eghbodinent bethvirResenverttioh A st DPBBIhodls (BE BRcERnatlties MRk 68l
professional 104 is required to pass through the firewall 112 in order to

access the\PiHRisR" Y63 viSh e Mool Yhorellioth CP0LOR: &UF 202, the medical
10 professional 104 utilizes the CMS 106 to retrieve the updated health records 105 from

the MPHR server 101. The CMS 106 is a localized-system adapted to manage the

health records 105 in conjunction with the MPHR server 101. The medical

professional 104 may retrieve, organize, search and update the medical health records

105 through the CMS 106. The health records 105 include the patient information,

15 patient medical history and patient drug allergies. The health records 105 also include
parameter data and charting that has been tested by the medical professional 104 and

has been updated into the MPHR server 101.

[0033] At step 203, the medical professional 104 is required to pass through the
firewall 112 in order to access the MPHR server 101 at step 204. At step 205, the
20 MPHR server 101 accesses the database 102 to retrieve the requested health records
105 at step 206. The retrieved health record 105 is exported into the MPHR server 101
at step 207. At step 208, the health record 105 passes through the firewall 112 and

transmits to the CMS 106 at step 209. Accordingly, the medical professional 104 may



20 MPHR server 101 accesses the database 102 to retrieve the requested
health records 105 at step 206. The retrieved health record 105 is exported
into the MPHR server 101 at step 207. At step 208, the health record 105
passes through the firewall 112 and transmts to the CV5 106 at step 209.
Accordingly, the nedical professional 194 may 11 review the updated health
record 105 at step 210 before carrying out diagnosis on the patient 103.
[0034] Sti lrevipwrthe updajed beafthaecard 10fat stegi2dflibefrotessignal did@apsti aytheses
the patient 103 at step 211. During the visit, the nedical professional
104 recor dyatitre 103. di agnosis and treatnent result on the CVS 106 at step
212. Simlarly, the updated health record 105 passes through the firewall
112 at step 213 before it is transmtted to the MPHR server 101 at step

214. At st egagfl5, theinedifaeing eqas, 108 médcal Rieteatbrand 04 disyRted et he
dat abase 102. [0035] As the patient 103 is able to visit and seek

al ternati Vg)aﬁﬂit | (3N gtEIFS; @11.1@uﬂil%ftﬁé S, TR ?‘r&ﬁlcaf?éﬁ%&é@h@ggﬁf Sélct% is he

patient 103 1s able to present the past hea e hew

medi cal .professi.onal 104, even,when t jcal professional 104 is .not
abl e t05ac@é@g%lggnﬂ/ﬂsﬂm%eéﬁyéﬁmtlmﬂwl @ﬁﬁﬁ%ﬁg??ﬁﬁ#&t oﬁ%{g@yt tha undaied
patient 103 can access the nost updated version of the personal health
record 105 tegerd 1030astcs thrpugh Sedpgwall Hpat sigr2 Bhpefpreot isszanemiftedioq
menti oned above in the same 15 schematic way illustrated in FIG 2. [0036]
FIG 3 is dhaMPibhsesvetilfdramepdbd.oft stape1iSn fhomedidal eschetsl 108 anewslatedZind
transmtted into the nobile health record system 100 i n accordance with
anot her entweel imght dathbdsb@0r esent i nvention. The nedical heal th agencies
110 or the

[0035] As the patient 103 is able to visit and seek alternative opinions from
10 different medical professionals 104, the patient 103 is able to present the past health
records 105 to the new medical professional 104, even when the medical professional
104 1s not able to access the MPHR server 101. It is important to note that the patient
103 can access the most updated version of the personal health record 105 whenever
he/she visits any of the medical professional 104 mentioned above in the same

15 schematic way illustrated in FIG. 2.

[0036] FIG. 3 is a sequence diagram 300 of the informative health news 113
transmitted into the mobile health record system 100 in accordance with another
embodiment of the present invention. The medical health agencies 110 or the
pharmaceutical companies 111 send the new informative health news 113 to the MPHR
20  administrator 116 for broadcasting at step 301. The new informative health news 113,
upon approved by the MPHR administrator 116, is sent through the firewall 112 at step
302 to the MPHR server 101 at step 303. At step 304, the new informative health news

113 is stored and maintained in the database 102.



phar maceuti cal conpanies 111 send the new informative health news 113 to
the MPHR 20 adm nistrator 116 for broadcasting at step 301. The new
informative health news 113, upon approved by the MPHR adm ni strator 116,
is sent through the firewall 112 at step 302 to the MPHR server 101 at

step 303. At step 304, the new infornmat gge health news 113 is stored and
mai ntai ned in the database 102. 12 [003/] Simlarly, the nedical

pr of essi ondf03ID4 nay Sndarlhathe imeflisrihprdfesionhie 404 hmmevidsol have frefbrivenrds t o
be transmitted to the patients through the MPHR server 101. At step 305,

the new i nfheslttehéwelIBdiat heode'ts bd Lidnan@ed @ MRS sheidnts Ghiohigh WRHEPHR server
adm ni strator 116 for broadcasting. The new i nformative health news 113,

upon 5 apprigyed: kieptdns, MRHRGoRhVelalh hils 118 R Mrwhilaudhnt Mpikr eval |
A 8
112 at step 306 to the MPHR server 101 at step 307. At step 3038, the new

LS S S TR 2,

[ 0038] The 1 nformative heal NEWs =1

may be | nformati r s.that are health re|lated and useful to the
pat i ont & 1080r0va By WBFA 4G irir oo 1fi appaiaye dhcptenad Y2k Ssgridg ¢ ne
informative health news 113 to the relevant patients 103. This is through

t he pati entl® edBHBsstverd@l ataiteth3&h ofysten 308 dhetrieninformatise headrngad 13 om t he
health records 105 stored in the database 102. These infornmative health
news 113 ois steisd age sameyined aathe databdased0pati ent 103 via Short Message
Service (SM5). All the informative health news 113 are al so posted on the
15 MPHR portal 107 for online retrieval by the patients 103. The net hods

that descrigdnss] how aTpatinfofthatkR®hdaRh hb®Y €53 Ghndhaaed ULS tHeIPHRNPFrDI ON
health news 113 are further elaborated in FIG 4 and FIG 5.
may be information or messages that are health related and useful to the patients 103,

10 The MPHR server 101 is able to selectively transmit the informative health news 113 to
the relevant patients 103. This is through the patient’s 103 past medical history or
particulars as recorded from the health records 105 stored in the database 102, These
informative health news 113 or messages maybe sent to the patient 103 via Short
Message Service (SMS). All the informative health news 113 are also posted on the

15 MPHR portal 107 for online retrieval by the patients 103, The methods that describe

how a patient 103 retrieves or receives this information health news 113 are further

elaborated in FIG. 4 and FIG. 5.

[0039] FIG. 4 is a sequence diagram 400 of a method that allows the patient
103 to access the health records 105 or informative heaith news 113 through the
20  personal mobile communication device 108 upon request in accordance with one
embodiment of the present invention. At step 401, the patient 103 uses the mobile
communication device 108 to request for the health records 105 and/or informative
health news 113 at step 401. The request passes through the telecommunication

provider 109 at step 402, and then the firewall 112 at step 403 before reaching the



[0039] FIG 4 is a sequence diagram 400 of a nethod that allows the patient
103 to access the health records 105 or informative health news 113 through
the 20 personal nobile conmmunication device 108 upon request in accordance
wi th one enbodi nent of the present invention. At step 401, the patient 103
uses the nobile communication device 1¢8 to request for the health records
105 and/or informative health news 113 at step 401. The request passes

t hr ough t hMPdResewemlfl cdtsteprdldpr Onpeidre EQOesats sedfedi@rbe maldl, the MRHHR
firewall 112 at step 403 before reaching the 13 MPHR server 101 at step
404. Once sheer édlesticvs therefevad inforimativaltirdugh e MREHRse 162 \e@rsteh0405.
retrieves the relevant information through the database 102 at step 405.

Once the hegick he IRGRR Ascoddd™ 0818 fedlidve@ UEHe i R A0RandhIBYd &'1Ge MEDRM tt ed
to the MPHR server 101 at step 407. At the same’'step 407, the informative

0
heal th newg.1d3;d gste%g?glfAPﬂlec%farnifg&e?)r@'ztéthte%fo%%@%tﬁe%ﬂfcﬁj n%\gglg thl%ln ﬁxgy TRt ve

transmtted into t server hea recor

heal th pe 113 passes .t hrou e firewall. 112 from MPHR seryer 102
st opoa08° nBrap s PTE! A Fep SBTHLT Jato e MPBR T4 tindar
news 113 are sent to the tel econmunications provider 109 for subsequently
f or war di ng EYth 1seordd®S| & inlormetivecheelth Rewe ¥ 13 passersthequebithg fireyall HRdrom

t el econmuni cati ons provider 109 nay send the nedical record 105 and/or the
i nfor mat i véhenkEHR serees10218 step 408. AtctepXd, de baalthnycandb p@Fjer fndommedtiveo t he
patient's 103 nobil e comunication device 108. At step 411, the patient

103 may ut hedldenéde 11366k calt toeertdeddbmanidaiinsi prboident 0y Fohaisbduengys 113
as desired. [0040] FIG 5 is a sequence diagram 500 of a nmethod that all ows

the pat i enforhidd3 b0 BECRSHIR StiRRmuRNRiRRAMERCL ©a980S, 108" 41BfRL ML i ve
heal th news 113 through
10 telecommunications provider 109 may send the medical record 105 and/or the
informative health news 113 in form of XML or as any webpage format to the patient’s

103 mobile communication device 108. At step 411, the patient 103 may utilize the

medical record 105 and/or informative health news 113 as desired.

(0040} FIG. 5 is a sequence diagram 500 of a method that allows the patient
15 103 o access his’her own health records 105 or informative health news 113 through
the mobile communication device 108 through the MPHR portal 107 in accordance
with one embodiment of the present invention. The MPHR portal 107 is an online
portal that allows the patient 103 to access his’her health records 105 or informative
health news 113. At step 501, the patient 103 uses the mobile communication device
20 108 to connect to the telecommunications provider 109 at step 502, Once the
connection is established, the patient’s 103 request to access the MPHR portal 107 is
verified for authenticity through the firewall 112 at step 503 and the patient 103 is
allowed to access the MPHR portal 107 at step 504. The MPHR portal 107 searches for

the requested information on the database 102 at step 505, and once the requested



t he nobi |l e conmuni cati on device 108 through the MPHR portal 107 in
accordance wth one enbodi nent of the present invention. The MPHR portal
107 is an online portal that allows the patient 103 to access his/ her
health records 105 or informative health news 113. At step 501, the
patient 103 uses the nobile communicatipp device 20 108 to connect to the
t el ecommuni cati ons provider 109 at step 502. Once the connection is
establishe@@ﬁﬂhémpafﬂ@ﬁﬁﬂénﬁmﬁaﬁ@nheﬂﬁlnmwaétkésﬁmhd.NPHR)ﬁﬁGJﬁklkﬁHhis
verified for authenticity through the firewall 112 at step 503 and the

patient 103edosds HII aweihférmatioc aesitt favdVPIRispesded! ont® thealAPSIRe oAl 407 The MPHR
portal 107 searches for the requested information on the database 102 at

step 505, %ﬁ 150"?(3 eThd ichl80 YRk &d 054 and SR tuk'fofzﬁ&t?wred hddim géwé nfar Eﬁgt g

heal t h news 3 is found at step 506, the health records 105 an

L;Sf?‘”?ﬁé' Said AR ’foé’% iﬁv{ SR iR 108 NLTRORLIbe 1ol

transm t hrough the fi 112 at_st 508 nd t hr ough the patlent S
103" B1 ol RS IR A9 GisPoa s T 0Bt [P oN s b4 BRI 81 ng +o
t he patlent S 103 nobil e communi cation device 108 at step 510.

Accor di ngl Y03 mpbils somemnicatign dayice W08t sthie SHbacpordinghy, dhel pBieaht0} ey
informative health news 113 directly on the nobile comunication device
108 at st epichithe heplth oavard 105 drkdethp dfoendtiviQzalttayeves i dirdchigsm the nfabdileat i on,
whol Iy or selectively, fromthe MPHR portal 107 to the nobile 10

comuni cat comniakiatien YeBce 1094l kep F11 hopabais, ﬁ‘[é?%dieﬁ?%‘ﬁ?g mta?%xﬁé‘itt hgRks 103
e inform

access their individual health records 105 and ive health news

113 thr Oughhfwﬁaﬂ&b'dvﬁol %?Uéyiécﬁ%l& fr&ﬁv{h‘éehﬁ%{ WG M1FAT LRI GRblY Pe a

nmobi | e phone. For ihe purpose t

10  communication device 108.

[0041] In the above embodiment, the patients 103 access their individual health
records 105 and the informative health news 113 through the mobile communication
device 108, which can typically be a mobile phone. For the purpose the present
invention, it is understood that the patients 103 may access the information via any
16 devices capable of communicating with the communication network, i.e. Internet.

Such devices may include a personal computer, a personal data assistant, or the like.

[0042] As the patient 103 is accessing to his/her own MPHR portal 107, the
filtered and/or subscribed informative health news 113 will also be shown to the patient

103 accordingly.

20  [0043] FIG. 6 is a sequence diagram 600 of a method that allows the patient
103 to access his/her own health record 105 through a dedicated program 117 deployed
on the mobile communication device 108 of the patient 103 in accordance with an

alternative embodiment of the present invention. At step 601, the patient 103 executes



invention, it is understood that the patients 103 nmay access the
information via any 15 devices capable of comrunicating with the

comuni cation network, i.e. Internet. Such devices may include a personal
conputer, a personal data assistant, or the like. [0042] As the patient
103 is accessing to his/her own MPHR pojkal 107, the filtered and/or
subscri bed informative health news 113 wll also be shown to the patient
103 accor dithgyisdicapgl pogse) 1K @ a®eisstha MRIdReaver #0hgiharre@estdd aecenethhod
that allows the patient 103 to access his/her own health record 105

t hrough a ddBHBakesdr B0Dbgiildfirst pdsstbpiuglielit fiewvaling 2 fobidtertioniondt GaRpiGoD
device 108 of the patient 103 in accordance with an alternative enbodi nent

of the pres@iithdne8akeDR. st 603t aDn&Qhe atdiEntRatibERsudQ3EX B PRI rvd NE
dedi cated program 117 to access the MPHR server 101. The request to access

the, oVPHR 561 uehcQlrohld il BT HAEOUE hDS GLIAMBLL H2u(Sh goa

aut henti cation a en accessed a ep ' A

aut hent Lcat,,on,i s sucgessful, the MPHR server 101 requests for t

Cndi vi dial HBafabee A0 Seagpes thBFn‘{PH%te‘éi e&B‘ésfé"OIg% 195 %tt@ﬁ g6, 605. b

dat abase 1Q2 searches for updated health records 105 at the stg) 605. The
i ndi vi dual "digidppl headthrgoordslOSsistised intptthe MRHRPIves d0¥ eat stap1604t asitely 606
as it is retrieved. The MPHR server 101 may process the individual health

record 105 rétnievedanThealdPHRosdredre 0fl onayaprotess the mdiiduat hewdthtrbeard g05 tifte an
firewall 112 at step 607. The appropriate format can be any device

readabl e f epp@priascafdrml dot erabfigitiBbithRudl) GemeRagalirnt ey ©87108he
Thereafter, the individual health record 105 is downl oaded onto the npbile

comuni cat i,gprod@NieC forhd8 @h bdGnpakbgas ti5ihR [O8abid ekl 103
may t hen viagt\?vm?he inéli%v?d%al {lgngth recorré%ﬁ?%S %ﬁ%ec%lgyaonh@hg?emnﬁﬁg
10 communication device 108. Thereafter, the individual health record 105 is downloaded
onto the mobile communication device 108 of the patient 103 at step 608. The patient
103 may then view the individual health record 105 directly on the mobile

communication device 108, even when the mobile communication device 108 is not

connected to the communication network.

15 [0044)] FIG, 7 is a flow diagram 700 of the patient 103 logging into the MPHR
server 101 in accordance with yet another embodiment of the present invention.
Similarly, the patient 103 is able to log into the MPHR server 101 via the mobile
communication device 108 through the dedicated program 117 or the MPHR portal
107, Each patient 103 is assigned a unique code number 114 for accessing the MPHR

20 server 101. The unique code number 114 can be specifically assigned to the patient
103, or selected by the patient 103, The unique code number 114 may include a user
name and a password, When logging into the MPHR server 101 at step 701, the unique
code number 114 is inputted into the MPHR server 101 at step 702. At step 703, the

unique code number 114 entered is checked if it is valid or invalid. If the unique code



communi cation device 108, even when the nobil e comunication device 108 is
not connected to the conmmunication network. 15 [0044] FIG 7 is a flow

di agram 700 of the patient 103 logging into the MPHR server 101 in
accordance with yet another enbodi nent of the present invention.

Simlarly, the patient 103 is able to lﬁ@ into the MPHR server 101 via the
nobi |l e comruni cati on device 108 through the dedi cated program 117 or the
MPHR por t alnumber7 114antaredatyi thetpatio® 103 mswilignte ptiomi Hi3eiscablke tonacbsrthdé 14 f or
accessing the MPHR 20 server 101. The uni que code nunber 114 can be

speci fi cal IMPHRStgoLst diep T0% [P@E uBifue cd@Snudber 24 eCin@FlidYr falke, Pathgsf 103.
The uni que code nunber 114 may include a user nanme and a password. Wen

| oggi ng i ntyg3t e P 0l i : 114
o P npat eds reme WERME 203 b PPt HaighD R0l i GEIRQUTRRE 1ol
code nunber red . hecked i.f it...s vali invalid. If the unique
code 16 nUn éé~ﬁgﬂﬁgﬁ‘é%@%ﬁ%&m¥ﬁ§m%§F?Zﬁﬁﬁiﬁé“wgIQ%F?%?ﬁ¥ﬁ8°$§§W8HW€103 is
able to_access the HR serv at step.704. |If the unique code nunber 114
i s invaPid°Bye pup lyﬁpﬁgoﬁﬁ@h@ SIS IBét urns to the step 702 that requires
the patient 103 to enter the unique code nunber 114 again. This process
continues till the patient 103 enters the correct unique 5 code nunber 114

into the MA98ker ver Tho1mopdesbgalthhaeqondi systeneal @ alssc allgwsy sheemadienl al so

all ows the nedical professionals 104, the nedical health agencies 110 and
t he phar mapsdtisoahlsd@dptei eadicd htalflo agenids AR0 ané ltiey pintrmiacdunicatedonyanizeal t h
news 113 to the patient 103. The MPHR server 101 is able to selectively

choose thel1phté etld d@IekagfdnRAmbiie: Rallthaivss1 1303 A9 pheal tib3hirsd prRNd
information fromthe health record 105. The informative health news
server 101 is able to selectively choose the patient 103 based on the patient’s 103
10 health history and information from the health record 105. The informative health news

113 sent to the MPHR server 101 may also include news to inform the patient 103

about available health screenings or promotional packages.

[0046] In another embodiment of the present invention, the medical records in

the electronic form may further include digital certificate/signature.

15 [0047] The above description illustrates various embodiments of the present
invention along with examples of how aspects of the present invention may be
implemented, While specific embodiments have been described and illustrated it is
understood that many charges, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the present

20  invention. The above examples, embodiments, instructions semantics, and drawings
should not be deemed to be the only embodiments, and are presented to illustrate the

flexibility and advantages of the present invention as defined by the following claims.



113 sent to the MPHR server 101 may al so include news to informthe patient
103 about avail abl e health screenings or pronotional packages. [0046] In
anot her enbodi nent of the present invention, the nedical records in the

el ectronic formmay further include digital certificate/signature. 15
[0047] The above description illustrategyvarious enbodi nents of the present
invention along with exanples of how aspects of the present invention may
be inplenented. Wile specific enbodid@iftss have been described and
illustrated it is wunderstood that many charges, nodifications, variations
and conbi nations thereof could be made to the present invention wi t hout
departing fromthe scopebif hehith presbmyst2d fonwenbgiog clcthrenialieyleh escanpl es,
enbodi ments, instructions semantics, and drawi ngs should not be deened to
be the only enbedipaisitscreand b?fdefféiréﬁt&ﬁéﬁl@d ptcTedsidndit RtSobilReealth febids! 11 Y
and advant ages of the present invention as defined by the follow ng cl ai ns.
17 dainms 1. fehichephedkt h records system for managing el ectronic
heal t h records o¥ patlents reated by different nedical professionals, the
nobi | e health records systemconprising: 5 a patient health record (PHR)

Tanagendnt 23sf‘eﬂf‘ﬁ R s T g R

directly by at %% g ﬁl cal professional, the clinical managenent
systemis oper aBfEH5UGMAli cate with the PHR server through a 10
comuni cation network to create new individual health records and retrieve

t he
a clinical management system remotely located off the PHR server and

accessible directly by at least one medical professional, the clinical management
system is operable to communicate with the PHR server through a
10 communication network to create new individual health records and retrieve the

individual health records for updating,

wherein the individual records are accessible by the respective patients

through their mobile communication device via the communication network;

and the PHR server is adapted to prevent any changes made by the medical

15 professionals and the respective patients to the individual health records stored
thereon, such that the individual health records can be treated as admissible

individual records.

2. The mobile health records system according to claim 1, wherein the
clinical management system is connected with the PHR server via a secured

20 communication network.



i ndi vi dual health records for updating, wherein the individual records are
accessi ble by the respective patients through their nobile conmunication
device via the comruni cati on network; and the PHR server is adapted to
prevent any changes nade by the nedical 15 professionals and the respective
patients to the individual health recorgs stored thereon, such that the

i ndi vi dual health records can be treated as adm ssible individual records.
2. The nobi | e3-heal t h Thecoebite beadtherecars oy stemgadcordingitonclhjmwh ewlsdreint the
clinical managenent systemis connected with the PHR server via a secured

20 communi cat i ompatieitsvarek acckfsibl3. to Tthe hvakh Irecdi@atirbughe aRbils cowmigaassor di ng
to claiml1, wherein the patients are accessible to the health records

t hrough nobil e gewpaini cati on device. 4. The nobile health records system
according to claim3, wherein the 5 nobile comunication device conprises
a dedi cated program adapted to access the PHR server to retrieve the

i ndividual health re b, i I or ds;.s em according to

claim 4, vvher‘gi n theqﬂﬁﬁg?‘v?:dﬁgl hlregg td%es?’gglg[récfgoﬁ@ Eo%f%?’dew %Fllfloth? he

nmobi | e gom*runi cati gn device .for, aff-1ine vi %\év 10.6. The rmb#ee heal t h

recor ds° syst em HIER0F GPRGUPEAEPRE ARYIES copprSes A dpfigateq REASTATY AdAPTeLIICHESH ecor ds

are downl oaded onto _the nobile comrunication device in XM. or HTM. fornmat.
the PHR server to retrieve the individual health records.

5. The mobile health records system according to claim 4, wherein the
individual health records are downloaded onto the mobile communication

device for off-line view.

10 6. The mobile health records system according to claim 5, wherein the
individual health records are downloaded onto the mobile communication

device in XML or HTML format.

7. The mobile health record system according to claim 3, wherein the
mobile communication device accesses the PHR server and retrieves the

15 individual health records through a portal resides at the PHR server.

8. The mobile health records system according to claim 1, wherein the
patients are prohibited from changing the information of the individual health

records created by the medical practitioner.,

9. The mobile health records system according to claim 1, wherein the
20 respective patients are operable to access the PHR server through inputting a

correct authentication code.



7. The nobile health record system according to claim 3, wherein the

nobi | e communi cati on device accesses the PHR server and retrieves the 15
i ndi vidual health records through a portal resides at the PHR server. 8.
The nobile health records systemaccording to claiml, wherein the
patients are prohibited fromchanging the information of the individual
health records created by the nedical practitioner. 9. The nobile health
records systekl-accor dibagnelle heglth tecondheyetem adserdimD to elnpuct.i wherpiat thent s
are operable to access the PHR server through inputting a correct

aut henti cati on ®blResertd fufitber chngriveba hewivasbt dperado tadroagakiemedicaaredsng to
claim1, wherein the PHR server further conprises a newscaster operable to
broadcast nedi cab thagaents.0 the patients. 11. The nobile health records
system according to claim10, wherein the 5 PHR server broadcasts news to
the respective patients depending on the patients' profiles recorded on

t he individualy healt : | S

according to i(:Il'ai m 1(*‘{%%2(?1&} I%éla?t er-gg%ﬂgeggl?@él?&grgfenga%ﬁgﬁ%g??’e%g%r\g/@ tr}rl\("z\di cal
ractitioners thr Oue%'&i t he

news or .announc t rQam nmedi cal
5 X !
respective cli n?ca S?r%’f‘r?%gaé(r)r&e&]ﬁ:? Stssynsegvgrrg’. thicp fespective” patients " depending on - the

patients’ profiles recorded on the individual health record.

12. The mobile health records system according to claim 10, wherein the
PHR server operable to receive medical news or announcements from the

medical practitioners through the respective clinical management systems,

10



