17 Cctober 2005 1 Title A Secure On-line Paynent System5 Field of the

I nvention The present invention relates to the field of e-commerce and in
particular to nmaking purchases on-line using paynent cardsy;7 Hefoberaiss
debit, charge or credit 10 cards. Background to the Invention Significant
research and resources have been applied . in devel oping, 15 inplenenting
and mai ntai ning secure payment systens lech facilitate the use of
credlt/charaﬁggards by cardhol ders in comercial transactions conducted
over the net of these secure systens are based on cardhol ders
having to "process" thelr 20 card nunber each tinme, which | eaves the
"capturing"Ap§mﬁﬂgﬁ q%m&ﬁ{ated information transmtted at tinme of
pur chase, open to ers an ot her fraudsters who can gain access to
card nunbers and expiry dates. One solution is to use secure (encrypted)
met hods “of comuni cati on n sending 25 credit card details over the

| nt ernet tokigl ve maki ng a purchase. Exanples of such secure

met hods i ncl ude Secure Socket Layer (SSL) and the Secure Electronic (SET)
protocol. These net hods have been devel oped by | eadi ng conputer conpanies
and busi nesses i Thtresenethventiar eclatad us tiey fisldesi é-comireycef ard irhparivulposes  of
performng electronjc transm ssion of credit card details on the Internet.
However, th8rkingspyehases gadingnesine PAYRCRt eards: daf ex¥RRlE isbita charge ok qrefﬁt

whi | st (;anag]gted somewhat securely are not vulnerable to attack when
stored on the nerchant's system It is a strong possibility that the card
details could be hacked or used by a nerchant or an enpl oyee of the

mer chant for fraudul ent purposes. 17 Cctober 2005
Background to the Invention

Significant research and resources have been applied in developing,
15  implementing and maintaining secure payment systems which facilitate the use of
credit/charge cards by cardholders in commercial transactions conducted over the

Internet.

All of these secure systems are based on cardholders having to “process” their
20  card number each time, which leaves the ‘“capturing” of card numbers and related
information transmitted at time of purchase, open to hackers and/or other fraudsters who

can gain access to card numbers and expiry dates.

One solution is to use secure (encrypted) methods of communication in sending

25  credit card details over the Internet to a merchant when making a purchase. Examples
of such secure methods include Secure Socket Layer (SSL) and the Secure Electronic
(SET) protocol. These methods have been developed by leading computer companies

and businesses in the credit card industry specifically for the purposes of performing
electronic transmission of credit card details on the Internet. However, there is no

30  guarantee that the credit/charge card details whilst transmitted somewhat securely are
not vulnerable to attack when stored on the merchant’s system. It is a strong possibility

that the card details could be hacked or used by a merchant or an employee of the

merchant for fraudulent purposes.



2 A further concern mtigating against on-line commerce, as perceived by
cardhol ders, is the reliability of the e-commerce nerchants and the | ack of
recourse available to card holders having made a purchase.17Tbetobar 30¢8 der
has no guarantee that itens ordered will be delivered in a tinmely nmanner
and be of an appropriate quality 5 and/or, quantity etc. It may be
difficult, once card details have been s@‘ppl ied and appropriate funds

debi t ed h der' nt.. f hol d bt ai
cati stact i on Trof (RAMToPRREHt RGNS RBPIEoRBAPN CanrRae: (RoPRePkeRety

guar ant ee t RAHhAIABR! ENBRE relifViliASSOMe - E8nméfc RRESRAIE hndVie TRY dTaéCo@sEess
to the cardholders details, wll not use the cardholders card details in

subsequent awalabledpiceabhalders badtg orde aqurghass Thiasaidhplslerrhas mnhgwmanies that d
parties for.crimnal, purposes. On the other hand significant. concern for
merchants i $°HA Ardgred, E?é‘ﬁ g?’ee‘?%‘é’F’iOeAi P} ;‘)meﬁl]%n‘ﬁg?‘irl éé’dla}f%P P Bléfaé’P’é)pHP?p%lfa@h

i.e. thay theyeRidasifyaiid Siansy OEMicloDneeArd aBRNOade etk seffliddenmnt by
the card schene acquiter and that the card details and cardhol der

i nf or mat i on apgropeataifmels dERiIt@BO1AT Sardhseldbrs escoants éaur eardlonidartp ohtaioproper
mechani sm f or,. conmuni cati n h20 credit card or other sensitive information
bet ween a c&FUFRSPARAOMLIGIEFIAhd a server which conmunicate over a data
network (e.g. Internet). For secure or private comunication of sensitive

information over a data network, a tel ephone connection is established
bet ween the ori giAn&triheg comdeen hethabeheré ¢en®roneadiee thatSPnesehant ror tassaskdtech t he

cardhol der is connected for access to th ta _network and the serv

provi det? t QPWSPWI SH0TRYY Ej%‘f?sqcf’?’st?éo ither @Fﬁﬁ%ﬁ’ﬁl&éﬁ d?@ﬁ%iwlﬁé’coé&i‘.se Eﬁ ar({h.o?({ers
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credit card or other sensitive information are effected, however, on a
second conneaitied fortchinong pueposed. ephone cal |l placed to a tel ephone nunber of

the termnating ISP server. After receiving a call, and by associating such
call with the cardholder's request over the Internet for information

and/or interacti ' ; 28085 itsald¥ iAsld e nadlig1wo0ds

or services, the%é&g%%fﬂggﬁ élégg eﬁgyg%ﬁ%)g}?%gr WE{Cﬁ%tﬁe rec}uesstaed ifely)

i nf or mats onseted fur befry didpatchyri.eafhat theeardiddtailseand anfounhkasimmen “approved” for
settlement by the card scheme acquirer and that the card details and cardholder

information is genuine.

EP 0801479 discloses a secure communication mechanism for communicating

20  credit card or other sensitive information between a cardholder terminal and a server
which communicate over a data network (e.g. Internet). For secure or private
communication of sensitive information over a data network, a telephone connection is
established between the originating Internet Service Provider (ISP) server to which the
cardholder is connected for access to the data network and the server provider to which

25  the sensitive information is directed. Any communications or transactions to a
terminating ISP server involving credit card or other sensitive information are effected,
however, on a second connection through a telephone call placed to a telephone number

of the terminating ISP server. After receiving a call, and by associating such call with

the cardholder's request over the Internet for information and/or interactive services,

30  and/or non-electronically deliverable goods or services, the ISP provides the cardholder

with the requested information and/or service, or approves delivery of the non-



17 Cctober 2005 3 electronically deliverable goods or services. Wth this
arrangenent, paynent is effected wthout providing credit card information
via the Internet routing servers and without establishing §70cfe8tei2805
relationship with the I1SP. Preferably, the comrunication of information
over the tel ephone |line between the origipating server and the term nating
5 ISE server is also subject to encryption. The problemw th this approach
is that is ssential .for Ps_and nerchant.s, t ' j to
the | nstal | SIRBARSHTY Gl Re R grnicear ' ahae Jriastiort hab iSnd £ Rftcl8, | 2
secure Ccommypiioat bRfvidiflg chidit &eC pifeAnationhan iRl Intérté loatin®kevershad without
requi rement for a separate tel ephone call adds additional cost to the

process and establishing asfindnciahgelgiienshipt withf the iSPh Erefenabliyo Ithfe pommunipation of
per specti ve., 97/ 03410 discl oses..an. Internet bi.lling nmetho onprisi.n
est abl i shi ndng AN} Q¥ ‘?&’E %Hn%hetlwﬁflé%We?n%{%%tg]éseﬁ‘f%\?flgéﬁe %‘Emaahng

custoners angpaRrid ri@%l@%néubg&ett&/%ﬁ&yw@n.! THhe prdlenR GFEES $hid raﬁidio@l@lﬁ i night as
vendor, wherein the Internet access provider 15 agrees with the custoner

and the vendssential Birl ISPshandcustabemnts tansign ewi to the tdse andntother mstallpfier wét s

and i u d er.the |Int t i h f h )
The “pr ovi dariiioga: EmREECROT eI TGN a5 Reeohy Lo Iee e RS

customer or q;@&ﬁld?ig PLAHMC trutthedfdr¥ | 68 RYGiferhidlf tbaeidpaiatd IEPhdny RAMOIdds
transactional Iinformation transmtted between the customer ‘and the vendor

i s al so trandditiohaldcdso to Hhe pravesdend thidre iprstilli mhe gu@dntetirompithe sardhelder’s
transacti on anount to the custonmer and remts a portion of the transaction
anount 19 t MSTSPEGHSr, keeping the differential as a fee for providing the
service. As a result of this nethod, there is no need for any custoner
account nunbers or vendor account nunbers to be transmtted over the

| nt er net, ther ebywoar/Bai didisgldsese as daterriet pilbhg mdiadd corhprising iestablishing emense
difficulty with th approach is that agreepents are 25 required between

i
the ISP's aﬁ&r%eéhiﬁtt“ée%e@fnoi[%e%ﬁﬁ/ agGest PIAGes rAndc & PUSIQETH UL 81 EELRGE | 736

G sclores S KR MBEr LS ASTI) et g e deosaans
Provi dens t hragtegh wath thetestereér ahdaks serfdoota billrthd tviR)merldnd merod o det vendoofor t he
products and services purchased over the Internet by the customer from the vendor. The
provider creates access to the Internet for the customer. When the customer orders a
product or service over the Internet from a vendor, transactional information transmitted
between the customer and the vendor is also transmitted to the provider. The provider
20  then bills the transaction amount to the customer and remits a portion of the transaction
amount to the vendor, keeping the differential as a fee for providing the service. As a
result of this method, there is no need for any customer account numbers or vendor
account numbers to be transmitted over the Internet, thereby maintaining the security of

that information. An immense difficulty with this approach is that agreements are

25  required between the ISP’s and merchants before any transactions can take place.

US5,905,736 discloses a method for performing centralised billing for
transactions conducted over the Internet between a cardholder and an Internet Service
Provider through an Internet Access Provider (IAP). Upon connection of the

30  cardholder's terminal to the IAP, the IAP transmits to a billing platform a message that
associates the cardholder's identity and the temporary Internet Protocol (IP) address that
is assigned by the IAP to the cardholder's session for use by to that cardholder's



30 cardholder's termnal to the AP, the AP transmts to a billing

pl atform a nessage that associates the cardholder's identity and the
tenporary Internet Protocol (IP) address that is assigned pyoihybelAb04 O
the cardhol der's session for use by to that cardholder's 17 Cctober 2005 4
termnal. In response to a chargeable transaction with an ISP, the | SP
transmts to the billing platformthe |IP address of the cardhol der nmaking

the t i or the ch for.the t i T : |
Such' {1 anealtTOML Brisesuiu abeacmyt HinbGiE S Sisre MLl 1 an
account on g{liiAs pRffoih ke HRARRASQfitkeedrifid1esd mhlkiy ieranshdtioaddans ckdrgé he

requesting termnal. At the end of the cardhol der”s session, the charges
for all thefar &resérensastisn.diihe nchatgee Sesall snch Heansantions tase cagcanulaied by a

t ti dat ab in.th t identifi ith, t P. ,
ar o char ed TBERRPT TR R SReebis o wRORR e eap kBt At enlfid M a0

I's stored O'i'%ﬂddjr%sacfﬁﬁ@réaﬁeﬁngitéﬁﬂiﬁkg. AEMéRNd BY theCdafdtivldet 86R1vh 1 chhiged P
address to the cardholder's 1dentity fromthe previously received 10 and

st or ed nessdageall Ithe ¢ansictlensatlinong olic s¢ssiopr thet awer storeidt omdlg drahsactioly satvagyeous
if a method of purchasin opds .on-li.ne _coyl d.be provi ded i ch woul d
pernit a cafa@bigel B’t? ?F&gl%‘%ald%ﬁ’ﬁﬁ & l"é’nﬂleewf iaéﬁ?réﬁ‘? arr%ccg‘ﬂ%gh o} ggeount
e-conmerce | oEi}a?c'atvr]i't}{‘thteQ dBYRIRE's ﬂ%ntﬁym abrall onjaﬁilagaboal I abiflingtsBeer be

desirable, if a nethod could be provided, which wou allow a consuner to
make a pur chkaserefarchting thvd IPhedidtessliosthi ogidhgldetseidentin fidndthegir¢ \dousty tekéived
parties. 20 Summary of the Invention The concept of the present invention
adopts bh aPR@PRERAVESS3or oach to security methods presently enpl oyed to
protect cardhol ders. The concept obviates the need for a cardholder to
transmt card nunbers along with other purchasing details at the time of 25
purchase and couph esnéibiération tolfi théverios eriofit avquid decadvahegtanself amehadentier s
the transaction akin to a bank cash w

) ) i t hdrawal that banks/c¢a schenes are
total Iy happyrehaging 2eqdsanglingcayid Wpr@amg Vﬂvgi%wew mfmgraecaff@}% AnPayepd
al l ow e- Comgﬁlﬂﬁ:lg R YR er@Weourse to the e-commerce merchant in the event of a complaint.
15
It would further be desirable, if a method could be provided, which would allow

a consumer to make a purchase on-line without disclosing their card details to third

parties.

20 Summary of the Invention

The concept of the present invention adopts an alternative approach to security

methods presently employed to protect cardholders. The concept obviates the need for a
cardholder to transmit card numbers along with other purchasing details at the time of

25  purchase and couples this with the use of a password feature. This renders the
transaction akin to a bank cash withdrawal that banks/card schemes are totally happy

with from a security point of view but are reluctant to allow e-commerce and/or any

others access to their “network” to ensure Security.

30 In a first embodiment, a computer data processing method is provided for

processing an on-line payment transaction, comprising the steps of:



others access to their "network™ to ensure Security. 30 In a first

enbodi nent, a conputer data processing nethod is provided for processing
an on-line paynent transaction, conprising the steps of: 17110tehRF 28095 5
receiving a request froma cardholder to connect to a network, said request
i ncluding a cardhol der password, authenygcating sai d cardhol der request
and provi ding access by said cardholder to the network, receiving a

. [ ith th dhol der, ' | .
aent 1 yi ng R aRn e e aroia aror SN i s AR SUNT st R

transaction c¥ahyRer pREWHRAYI Ng paynent card details for the cardhol der from
a cardhol der details database, submitting a_paynment authorisation request
for the paymwethentoatidg deidatardholddnaequest st proxiding agesgu by tsaidrardhpldey to e

mer chant code and transaction value to an 1 ut.pori sat i host. .f or.

aut hori si ng nFW@_ﬂ?’r HEREE B2y W?Sgtfﬁﬁ?fl Q%‘ié\"ﬁ’t &i?f Ca&%}%%ﬂt %%19 i 24k

f orwar di ng 9&%@&6 0B i 9 heOhetcASntAMFIRIali SR AN hS o RAerdRBRIC Ot ideddteer cAPAIt er
data processi ng nethod may further conprise the step of requesting a

mer chant codensadeon vdlugr from the nerchant. The conputer data processing 15

met hod may include the ste f posting th nt reqye tQ nt
host for prEHEQEE pgyHent: ¢ed gﬁ?ﬁé% r ?‘gﬁg‘g’@?‘ﬁ% E&’W/\ﬂe%atﬂ’ﬁiie idﬁta%F 213%3%&5@,
performed, (G, GAPY SlayiRhe aiRess NYquet hRd RY phithéhtecatiodRiiISEe thoie
step of delaying posting the paynent request until a confirmation of

del i very hasuthessationc etquest. irOpidinpahe ymetchentc ooghutand transctipn ocdussithgan

met hod may further, copprise the ste f verifying to ensure that. the 20
car dhol #er iaHtIhSPﬁ@é’LOPng r 8 a¥goryn ﬁﬁr%ﬂgﬁ?t}l%t?f’ﬁieéy LPARD | ETP! o an

i nfor mati on ,540Ked;ohTordA&ing bAMABh of tehldBatti BRRSMerchintd second

enbodi ment, a conputer data~processing nethod is provided for processing
an on-1line paynent transaction, conprising the steps of: 25 receiving a

request from a cardhol der to connect  a netvvo({k, safjudhre uest inclu ing a
cardhol der passwdmg, computer data processing method may turther comprise the step Of

requesting a merchant code identifier from the merchant. The computer data processing
15 method may include the step of posting the payment request to a payment host for
processing of the payment transaction. Where posting is performed, the computer data
processing method may further comprise the step of delaying posting the payment
request until a confirmation of delivery has been received. Optionally, the computer data
processing method may further comprise the step of verifying to ensure that the
20  cardholder information provided to a merchant matches cardholder information stored in

the cardholder’s details database.

In a second embodiment, a computer data processing method is provided for
processing an on-line payment transaction, comprising the steps of:
25  receiving a request from a cardholder to connect a network, said request including a
cardholder password,
authenticating said cardholder request and providing access by said cardholder to the
network, receiving a first transaction request associated with a transaction between a
merchant and the cardholder,

30  retrieving payment card details for the cardholder from a database,



aut henti cati ng said cardhol der request and providing access by said
cardhol der to the network, receiving a first transaction request
associated with a transaction between a nerchant and the c{f gapideroos0
retrieving paynent card details for the cardhol der froma database, 17

Oct ober 2005 6 submitting a paynent authorisation request for the paynent
card details, the authorisation request‘fncluding a system nerchant code

and transaction value to an authorjsation host for authqrisin he
transact i on SURAHIRH 3 RATIL o IHISARTh JPHLH |%ﬁ {hﬁr RAYHFH g card; %5%‘251 %
request to faﬁﬁmﬁ%ﬁg% est I?ﬁclu(ﬁn%%qé’fs%n infigbiadi REdE af@ANSIcEBA VARKEMBNEN card
code. The conputer data processing rethod may further conprise the step of
requesti ng aufierishwnthosiofde autbending thertrahsastron,ne nerchant. The conputer data

processing nethod may jnclude th t f ti th

payment hostn¢ gp ri@?‘ﬁ?‘ﬁé@s@#’i‘é‘%‘f“’eﬁ %E‘%EWO%EI%%P%% éﬁ‘leqegﬁ%%té?%c Ej}gﬁ‘%tgoig

per f or megl, Ll COBHERE L dholdef tBdTBadiod may further conprise the
Ing

step of delaying postil e payhent request until a confirmation of
delivery has been received. Optionally, the conputer data processing

met hod may further conprise the step.of verifyin 0, ensure.that the
car dhol der i nf or ] Wblﬂtéﬁlidé@dpf%eﬁ“}ger“&ﬁg Iﬂ%)?é{ﬁ]@]%erca‘?laﬂ%ﬁedgl?e Spep of

i nformation ' - ' ' ’
oo nont " SR Rt 08 canlhe A58, g ARialu 98l aRRAR: bt st
transacti onmdthal sastiacubavhagep of pustng itien paymdriterequese tmetpagmenahosirfoher
connection via a_ local network to the_term nal i

of dhal d i ng:
20 receill¥i n@repsasing phbihernaymicnt Wapsactiong Yhare ppiess d’g’ffg%’réffcﬂgbe ?cénﬁtﬁ%ﬁci%’?l gg

net wor k, said > i dj r.dholide S oC ;ln%
means for a@? %Cgésﬁlﬁggl?eﬁ}ﬁ%dq@aa dirucl;:]t g?@ﬁ%ﬁé@% &%q%g}gta& aql%{}g?go? P%}P%Smaec@é Ss lt)y
sai d car dholrgiiesttyintil B ool of deldekyhastheor adtsivedr Optinnaily, thg camputesdata

transaction request associated with a transactjon_ 25 between ahnerchant
and the car dhesessng method may further comprise the step of verifying to ensure that the

cardholder information provided to a merchant matches cardholder information stored in

15 the cardholder’s details database.

In a third embodiment, a system is provided for processing an on-line payment
transaction, the system having a connection to the Internet and a further connection via a
local network to the terminal of a cardholder comprising:
20  receiving means for receiving a request from a cardholder to connect a network, said
request including a cardholder password,
authentication means for authenticating said cardholder request and providing access by
said cardholder to the network,
receiving means for receiving a first transaction request associated with a transaction
25  between a merchant and the cardholder,
retrieval means for retrieving payment card details for the cardholder from a database,
authorising means for submitting a payment authorisation request for the payment card
details, the authorisation request including a system merchant code and transaction value
to an authorisation host for authorising the transaction,
30  and transaction means responsive to receipt of an authorisation from the authorisation
host and adapted to forward a transaction request to the merchant, the request including

a system cardholder account code.



retrieval nmeans for retrieving paynent card details for the cardhol der from
a dat abase, authorising neans for submitting a paynent authorisation
request for the payment card details, the authorisation regu@sfobeRrgbosli Ng
a system nmerchant code and transaction value to an authorisation host for
authorising the transaction, 30 and transacti on neans responsive to receipt
of an authorisation fromthe authorisatidn host and adapted to forward a

transaction request .to the merchant, the request includin system
car dhol der accoufit thiberabodimens, fhayystesypay Furter, C?Iﬂpgseemﬁﬁg’ﬁﬁﬁﬁeﬂx?sﬁ “&5tem

may further .co | raguest Iea OHRSSvsieeh MalBichind
code identi F(?rerr%#érsgﬁg ?r?g@&ngggﬁﬁgﬁtlsg#ﬁgsystg%%h?ﬁcl ud%aylsa pamnt
posting neapsyth@ft pesingn@eidse fpayosing theqpagbertt orequgshytoeat pdyosmnt flgst for
processing of the paynent transaction. In this option, the paynent Q]osti ng
means del ay §rocsssifgse th@Pﬁme%é‘?ﬁ%ar‘ﬁwl?'éaﬁ@%f’Pﬁ?ﬂ’iﬂlg)e B P§ingraFng felays
del i very_ has _Rhe ' ' | .
verificati oﬁo%l%ﬁ}slé %%???u%té%ﬁgﬁ%%m%eﬁ g?‘?héla ecorlljt'ejé}\i?’eergi6i1ce ?(gati on to
ensure that the cardhol der information provided to a nerchant matches

cardhol der information stored in the database._10 In a fo r.th.en‘go i rent a
paynment processi Qptiopalierthe sysseravnaeinclusie avelicdiongneans "(‘L;lﬂdll ithé ?}gﬁ(ﬁt
transacti on_bet ween a rc . kSR PRARGed
recei vi ng apﬁrgg%ﬁtsef?nérﬁﬁ‘é%{c |ra %%I??éejaﬁsgg%?ggg#%g%ggﬂg%?m;ozgﬁgg? i déntd:c ?}y? ng
mer chant i nfeefhi @atchectadliolder anfoRnstivantored itethe deabasei er and a transaction
val ue, 15 associ ation neans for associating a cardholder with the received
paynent 1¢ equest, neans for retrieving paynent card details for the

cardhol der from a_dat ast or f .C g I i L
means for submt ?’il ﬁg" p%@ﬁ%ﬁ?’egtu?h%ésn g? foc?%?sﬁ%q%g{se?{ %i,rro?hléeyggtpr??ég\b/%gg
payment car ¢n@atifiel paymbfarapeydiion besttch @am@elianoand £ cardsdldérncomplisige:t he

retrieved paynment 20 card details, the merchant code of the payé’ren .
request and ndaes tfomreseivingon paEnER BAnsagtion wayerbnial¢ dgrasyt feguesh 1dentilying

authori sati Cl)rl?erc Oa%% iJfgrrma 1%}1 r1]19<:r11|1d'511|1g g I‘I}Cli‘]&a}ltr AT ?&eﬁm‘h‘ﬁ@r and a transaction value,

15  association means for associating a cardholder with the received payment request,

means for retrieving payment card details for the cardholder from a datastore of

cardholder card details,

authorisation means for submitting a payment authorisation request for the retrieved

payment card details, the payment authorisation request including the retrieved payment
20  card details, the merchant code of the payment request and the transaction value of the

payment request to an authorisation host for authorising the transaction,

confirmation means which is adapted to forward confirmation of an authorisation

received in response to a submitted payment authorisation request.

25 In this embodiment, the system may further comprise a merchant request means
for requesting a merchant code identifier from the merchant. The system may include a
payment posting means for posting the payment request to a payment host for
processing of the payment transaction. In this option, the payment posting means delays
posting the payment request until a confirmation of delivery has been received.

30



confirmation nmeans which is adapted to forward confirmati on of an

aut horisation received in response to a submtted paynent authorisation
request. 25 In this enbodi nent, the system may further conpi+ gridbetR0gHant
request neans for requesting a nerchant code identifier fromthe merchant.
The system may include a paynment posting neans for posting the paynent
request to a paynent host for processindg of the paynent transaction. In
this option, the paynment posting neans. del ays sting the paynent request
until a confirma néhcdg?ﬁv%? Iﬁ@é“ﬁ@gﬁ é@%ﬁ@gﬁnl§%ﬂf7wkﬁﬁdﬁéa1?8%3
Optionally, @%S&&@m&ﬁdaﬁw% eﬂsu\f@maft AL AraRo10B AT MR préviadBR @d to
performa second verification to ensure that the cardhol der information
provi ded t o ngerclivt mhshts cadlediés infardatdrdeored nd terdatabase. st ored in the
database. 5 In a fifth enbodi mrent a paynent processing systemis provided
for processing an on-line paynent transaction between a nerchant and a

car dhol der conprj, §i r I\ st
sai d paytent T equ e e g o Bt Rt
code Identlhhaﬁwqmgm@nﬁwamsmmmﬂmﬂw%aMUEmchanamtaamdhﬁdmeamspmsngaSSOC|atlng

a cardhol der with the received paynent request, 10 nmeans for retri ¥hng
paynent car dn@@s afml ECRiyIng ﬁ@awﬁ%m@éw% FAPESt TG PEMENtReauEsE idena Y

card details fo?r%& foﬁle%}i%m[ (#enﬁeﬁthfp&ymng P ARIOh SO N

request forr?%% trleve pa merm ccar e paynment aut horisation

request i nclagghcnigioh ieaheioriassoetitingy kridholdeawith det recdised payment equestr chant
code and the transaction value of the paynent request to . 15 an

aut hor i $&it i emeanssfor fremeamghmwrsqnhg;afdnélekarl&rf%éb? sardholden frup gdlatpstore of
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i dentifier fpapmentreardigetaitsathe paymentyuherisatien raayes §t jigduding the retneve((ia payment

card details, a system merchant code and the transaction value of the payment request to
15  an authorisation host for authorising the transaction,

response means responsive to receipt of an authorisation and adapted to forward a

transaction request to the merchant, the request including a system cardholder account

code.

20 In this embodiment, the system may further comprise a merchant request means
for requesting a merchant code identifier from the merchant. The system may include a
payment posting means for posting the payment request to a payment host for
processing of the payment transaction. In this option, the payment posting means delays

posting the payment request until a confirmation of delivery has been received.

25
Optionally, the system may include a verification means which is adapted to
perform a second verification to ensure that the cardholder information provided to a
merchant matches cardholder information stored in the database.
30 In one embodiment, the first set of information identifying a cardholder and the

second set of information identifying the merchant are received using an Internet

submission protocol, for example the POST action associated with HTML forms.



paynment posting neans for posting the paynent request to a paynent host for
processi ng of the paynent transaction. In this option, the paynent posting
means del ays posting the paynment request until a confirmatipg.Ribef8bosery
has been received. 25 Optionally, the systemmay include a verification
means which is adapted to performa secqnd verification to ensure that the
cardhol der information provided to a nerchant matches cardhol der

infornmation stored in the, dat abase.,. .30, I n one odi nent ,. the f.irst . ,set of
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Oct ober 2005 9 These and ot her aspects of the invention will be apparent
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her ei naf t er BrigfiDescintion ot the Drax¢ings,o pr awi ngs 5 The i nvention will now be
described in gre g h! wit 6 84 LR ASER PR YEfRENEE AWItRYS 1N
whi ch: Fgljgure 1 ?fglgamgi&{é?grwm Bpgpre?g%?%t?én %?Eﬁ%rhe arrangenment of a
payment trans@gipaafingsedveings mockickti ng to the invention, Figure 2 is a nore
detail ed representation of the arrangem%n of figure éf 10 Fi ﬂure 3 {'.s a
scherma of akig¥enplsapyPigariahspeesepiation of ine ArRAgEPrisAng RAYPSHL F8RSCURR gur e
4 is a flowhart of a. . ding to a first aspect of the invention,
Figure 5 issg%r eepar%%@h %F@%ngg&g{nf ormintended for use with the invention,

and Fi gur e Fgiré2 @ 4 hoyedasiledatprasemeitbadf decorapagertof figeeciond aspect of
the invention. 15 Detail ed Description of the Draw ngs An arrangenent of

t he on- 19 ne Figuan3 aca schemsof ensxemplandiatbascior Hee WD Smareient YA i n fi gure
1, involves nunber ~of di r i i i a network.
In particul I’g,ur? ggs ?:)P ‘(’:V((élgasrlI ‘if)fga @%8@?%@6‘%%% ?(La gksft gﬁ{eﬂféﬂfg&%%ﬂﬁdr}lrér ce)

transacti on F2ré 9 i¢lalfdpesieinativvesin forpayieBddd foaust Witly fiedavdnyion, abebi t, credit

or charge card) cardhol der 4 . . .
Figure 6 is a flowchart of a method according to a second aspect of the invention.

15 Detailed Description of the Drawings

An arrangement of the on-line transaction scheme according to the invention,

shown in figure 1, involves a number of different parties at different nodes in a network.

In particular, the process is concerned with an on-line (e-commerce) transaction

20  conducted between a payment card (typically a debit, credit or charge card) cardholder 4

and a merchant 2.

Communication between the merchant and cardholder is conducted over a
network 3 (the Internet). The merchant, or more precisely the merchant’s server 2, is,
25  conventionally, continuously connected to the network so as to allow consumers

unhindered access to the merchant’s web site.

The cardholder’s computer may on the other hand be configured to connect to

the Internet 3 only as required. Typically, the cardholder’s computer connects to the

30  Internet 3 via an Internet Service Provider (ISP) 5. The connection to the ISP may be
made using a modem over a conventional or ISDN telephone line or by other suitable

communication means.



and a nerchant 2. Conmmuni cati on between the nerchant and cardhol der is
conducted over a network 3 (the Internet). The nerchant, or nore precisely
the merchant's server 2, is, 25 conventionally, continuouslyi, 6efbesbess to
the network so as to allow consunmers unhindered access to the nmerchant's
web site. The cardhol der's conputer may on the other hand be configured to
connect to the Internet 3 only as requi ridd. Typically, the cardhol der's

conput er connects to the 30 Intern 3 via an_|l nternet ,Servi.ce, Provjde
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aut henti cati on neans, for _exanple a secu,ritz so%t re modu ertorms a
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and_ passhor G4 e DL e b P o e e

network of toh@etwditk Sf SR I88rs sebp@nUpet vérificatibonf tfe dahdhobderning atel prsseomnd

password, the cardholder's conputer is granted access thro he .| SP
network to ﬁhmcardh@qﬁ’étqonwﬁﬂre%mwdﬁwﬁ@Fﬂ%gﬁ%lsg’f§ tﬁgl%gb‘ fted to

the Internet 3 using routers and 10 other associ ated hardware devices.
Security and protection for the ISP server and associ ated | ocal network may

be provided by fimyewalll, HeWKasvas 5 sefytbsadoanecidd 1 the brttrinetad boing ofuteroandr
technol ogy and security features allows ISP's to nmake service avai |l abl e

on the IGP othererssocidted hardwarg alexicew sSecurity pad mrgteeion: forgths By sevehARLti ng
through the |ISP. w thout the necessjity f t n_rgigci . r [T
request s an&sioéi'a\\{/\éélr tl]ofoa} g}gg%%ﬁsglgyzl\)/ee&r ‘}r?\(éedl Frtl’? eﬁnettisl ?‘?\k’l‘t? N gﬁﬁgf}%&e This
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conmput er connecting to the Internet through the |SP Netvvolr&ﬁ are not .
general |y i rveilabégpomBielSByservery whishrmaseke ansessae diraethy precardpglders CApResHyS

structure f c% od Jth%PISpc%Eh%% Ih%rnegéscs)i\{}ll gdr%gm{:sglrog e lc&ﬁflolﬁgrcx%ﬁﬁesrtsoand server
15  responses over the Internet. In this way, communications between a server on the ISP
network and a cardholder’s computer connecting to the Internet through the ISP

Network are not generally interceptable by third parties on the Internet.

An exemplary structure for an ISP system for providing a cardholder access to

20  the Internet and an associated payment/validation processing system for processing an
on-line transaction between the cardholder and a merchant according to an embodiment

of the invention is illustrated in figure 2. The associated payment processing system may

be integrated within the ISP or maintained in a separate system in association with the

ISP. In this exemplary structure, the cardholder database 100, 101 of the ISP described

25  above is expanded to include further cardholder information, as illustrated in the
exemplary database structure of Figure 3, which may include the names 12, addresses 13

and payment card details of cardholders 14, 15, 16. The payment card key details may
typically include details of the card payment scheme 14 (e.g. VISA™, AMERICAN
EXPRESS™, DINERS CLUB™, MASTER CARD™ etc.), card number 15 and expiry

30 date 16 of the individual cardholders.



20 the Internet and an associ ated paynent/validati on processing systemfor
processing an on-line transaction between the cardhol der and a nerchant
according to an enbodiment of the invention is illustrated;4 ﬁc&jb@’ﬁﬁﬂg'
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key 5 det ai lpsefomgd trebgtimentdsgulsiallow etaghie te snier theirkex detaps ondideof et her
of these methods would ensure that a cardhol der's key details are not
transmtted over the Internet. Aless preferred enbodinent, would allow a

cardhol der to entipiii BehpprkQitcdThaichSdaRbaksé BRuctirc dy be hieplamprited usingne hat
t he database structure nay be inplenented using one 10 or nore tables 100,

101 in aor eloatrharahbldai Gatd. irfacklatenaletabese. Zeel ¢ardhaldyr RespnhBIRY RaNan

one associ ated set of key.card details,, i.e where a_car e
than one creEthanene asﬁ%lﬁtﬁﬁq §et§§tekr‘?¥|‘zlmg, éeitatﬁsml'?‘lw%eée gpc%rr%g?daef g%s Jt{)k?/’iset ﬁgée
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.e.g. a cardhol der nbe igh i . t
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details 101 nay be stored I1n a separate )

time of entry of the cardholder to the database and is unique to each cardholder. It will
be appreciated further that the cardholder card details 101 may be stored in a separate
system altogether to the cardholder security data store 100, in particular where the
transaction processing system is distinct from the ISP.
20

Generally, the methods of the invention commence with a cardholder
establishing 20 a connection to the Internet via an ISP including the conventional steps
of cardholder verification (authentication) 21. At the time of connection, the ISP may
associate the connection ID (e.g. the assigned IP number) of the cardholder’s computer

25  with the cardholder. This may be used subsequently by the ISP to identify the cardholder

in a transaction.

Once a cardholder has established 22 a connection to the Internet through the
ISP, the cardholder may use appropriate browser software e.g. NETSCAPE
30 NAVIGATOR or MICROSOFT INTERNET EXPLORER to navigate the Internet and

browse merchants’ web sites.



system al together to the cardhol der security data store 100, in particular
where the transaction processing systemis distinct fromthe |ISP. 20
General ly, the nmethods of the invention commrence with a car ol 0
establishing 20 a connection to the Internet via an ISP incfﬁgknge{ﬁg >
conventional steps of cardholder verification (authentication) 21. At the
time of connection, the ISP may associ atlé t he connection ID (e.g. the
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or service _ _ S or services, and sel ect
itens to purghgse 23. Techniques for inplementing these facilities on a
website server are well known in the art. 10 Upon receipt of a request to

Pg:\f\g??i?%g‘nai ;g?]rrngg] Ege Ica'[idh(r)ll gerJE ht he mcai[]chant server may respond by
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program i nclyded 1.0 £434E By BAVarRGUH foRsh fok bfiplcAbE by ARP caidasldpr. dmeribsm
may be a Hyper Text Mark-Up Language (HTML) document, with a small
JAVASCRIPT program included to ensure that required fields are completed properly,

15 although any browser readable form may be used.

HTML forms which are well known in the art and permit the inclusion of a
number of fields which indicate to the browser software what action to take with the
form, how and where to send the information provided by a cardholder in a form.

20

An example form 40 is shown in Figure 4. The form allows the cardholder to

enter some information, e.g. their name 44a, address 44b and phone number 44c, using

their browser software.

25 The form 40 may also contain information detailing the transaction including for
example a description of the goods 43b, the quantities 43c, prices 43d and a merchant
transaction reference number 43a. All of this information may be stored as fields in the
form. Certain fields may be marked as hidden, e.g. the merchant transaction reference
number.

30
Once the cardholder has filled in the form 24 and clicked on an appropriate

button 41 the form 40 is submitted by the browser software to a location defined in the



15 al though any browser readable form may be used. HTM. forns which are
vveljl known |nht hg art and permt the inclusion of a nunber of fields which
indicate to the browser software what action to take with t w
and where to send the infornmation provided by a cardhol der ?ﬁogio%?]rzn{)“z)o An
exanple form40 is shown in Figure 4. The formallows the cardholder to
enter sone information, e.g. their nane 442, address 44b and phone nunber

44c, using their browser software. 25 The form 40 may al so,cqntain....
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nerchant transaction reference nunber. 30 Once the cardholder has filled

in the form24 and clicked on an appropriate button 41 the form40 is

subm tted by the, browser .s ware to a | ti i s P er
2005 13 >form | fts'@f’fmetioguﬁ Ilgvgr%:tlrolnppagﬁ%eé(g{ehﬁ%d Elﬁgphﬁe Hﬁgg‘ﬁarrm t%ﬁay
check the valfrdedtivaydl Inf 4 8t emdodimeat, ue sviesh B efbrclfant’s eyaemlieadaptesictoiopt

m ght pronpt the cardholder to re- enter their details if the nanmg field

had been | efopetatcamhith GicThansagtidiodyssim tcfethenip@ntthemereRang SYSEMr PRI 6
operate in a Vca:}%?gséﬁ%@nﬁ%&%&éﬁl%aﬁ%&semeltgt IfSIPI:St enbodi ment, in which

t he mer chant®™$ 0-" Operate wth the transaction system
of the ISP, the nmerchant system provides the nerchant's nerchant code for
a card schene to the ISP. 10 This may be inpl enented by the merchant

Er ovi di m(gl a pu[1 c Hﬁﬁemﬁalizgﬁnplemiedl’vy thememherisperiding Pwchase PREpe OPiPRe.
or exanpl e, the cardhol de be ahle to sglgct . = t f
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box. the payment scheme of the ISP or an associate from a drop down list in a form, or using

a check box.

15 In one embodiment in which the cardholder selects the payment method prior to
completing the above described form, upon selection of the option that the cardholder
wishes to make a purchase using the cardholder’s credit card details which are stored on
their ISP or an associate, the form described above is forwarded to the cardholder by the
merchant for completion. The form contains fields, which may be hidden, identifying

20  merchant card information, e.g. the merchant’s merchant code, an identifier of the card

scheme.

Upon completion of the form by the cardholder, the form is submitted 25 to the

ISP server or an associated server hosting the transaction processor 102. The transaction

25  processor 102, which includes a receiving means for receiving the form, extracts 26
information from the form including the the merchant’s merchant code and the amount

of the transaction.

The transaction processor includes an association means which determines from
30 which cardholder the form has been submitted, for example using the IP address of the
computer from which the request was sent and associates the transaction with that

cardholder.



15 I'n one enbodi ment in which the cardhol der selects the payment nethod
prior to conpleting the above described form upon selection of the option
that the cardholder wi shes to make a purchase using the caj-A8el8ef 2605
credit card details which are stored on their ISP or an associ e?te, t%e
form described above is forwarded to the cardholder by the nerchant for
conpl etion. The formcontains fields, whi léh may be hidden, identifying 20

merchant card information, e.g. the merchant's nerchant cede, ' ifi
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14 Once the transaction processor has determned the identjty of the

car dhol der, cbhsectivatistietauthoripatvndwsomay &rreyample beopade exer palpdicated spurity
retrieves 26 cardhol der .card details for the associated cardhol der from
the cardhol JEFE&PH2T ‘FI&PHB '’¥n dat abase. The transaction processor 102
(or an associated authorisation device) then establishes (if not 5 already
establ i shed) a connection to a card scheme authorisation host 7 and subnits
27 theipaynent dArthe detlairisstiont Hostreejcttanthe coansaetind, tthe TASALIN: PEIFCIEF ue

for approval. Th Ct i fo . th i i
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aut hori sati q&ng‘%%n'iseéaﬁﬁélﬁedt he transaction, the transacti on processor

responds by sending a suitable message to the cardhol der and/ or merchant

and the transaction is cancell ed.
If the transaction is approved, the authorisation host provides the transaction
15  processor 102 with a transaction authorisation number as per conventional payment
transaction. The transaction processor using a confirmation means then forwards 28
confirmation of the authorisation, for example by insertion of the authorisation code as a

field with the form details already completed by the cardholder, to the merchant server.

20 The details of the transaction including the merchant information, cardholder
information and transaction details may be stored by the transaction processor or in a
transactions datastore either locally or on an associated server for subsequent processing
29 (e.g. by a posting means of the transaction processor posting the transaction
information to a card payment scheme for processing of the transaction). Although, this

25  step may be completed simultaneously with authorisation.

Upon receipt of a confirmation, e.g. an authorisation code, with the transaction
details, the merchant has an effective guarantee that the transaction will be valid and that
the merchant will receive settlement in due course from the card scheme. With this

30  guarantee, the merchant can allow the transaction, for example, the supplying the goods

or services requested to proceed.



If the transaction is approved, the authorisation host provides the
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and for ;fhe erchant or the merchant’s server software may simply identify the domain of the ISP

gateway from the header information provided by the cardholder’s browser software
when connecting to the merchant. The merchant or the merchant’s server software may
forward a transaction request to a pre-designated sub-domain (previously indicated by
the ISP to the merchant) or a pre-defined standard domain. For example, if the header

20  information received from the cardholder indicated that it was sent from the domain
TESTISP.COM, then the merchant software may select the standard sub domain of
PAYMENT.TESTISP.COM to send the request to.

In a second embodiment, the merchant may not have an agreement with the ISP

25  or an associated transaction processor to facilitate use of the method described above. In
this second embodiment, the transaction processor intercepts 31 the transaction form
which has been completed 30 by the cardholder. This interception may for example be
effected by the cardholder clicking a button on their graphical interface, the selection of
which effects the running of a software module which directs the completed form to the

30 ISP transaction processor.



transacti on processor to obtain the nmerchant's card schene details. For
exanpl e, the 15 nerchant or the nerchant's server software may sinply
identify the domain of the ISP gateway fromthe header inf IRP 2005
provi ded by the cardhol der's browser software when connect?%gﬁ%ggtﬁe
merchant. The nerchant or the nmerchant's server software may forward a
transaction request to a pre-designated skfb- domai n (previously indicated by

the ISP to the nerchant) or_ a pre-defined standard daonmin. For ]g’xaf%gl &4 if
the header 20 i nfnoneretept ofcbeiforn the sransacEon FFeAsscad 2 imel makially Thrsk 9 ¢

was sent fr the domain TESTI SP t r NiLeS BE VRI &sdBMed

sel ect the n%fﬁaglredwﬁ erd(% o anpgiﬂmkﬁg‘}&%%%%%hg i;gengﬁlt h(sa re(equest
to. In a se¢QnshcaFR MitER Nithet Bigedi@hanansyr paty. Taeepprovalmag izt benirt & t he
| SP 25 or an associated transaction processor to facilitate use of the

met hod descmiepasiyelbexpeessechwelti is which mecrehmiorrabisnned: Remy ysies HEtyaiRm, -8

processor intercepts 31 the transacti f ! . 30
by the car dﬁé}e&‘e&% I?Fﬁcéar}t ﬁ}ag PE%‘%WS? nn%erﬁ)(%@% %\Q%#rsp#é&gg nl?gi? ?\ééé?lggéog%}g? he
car dhol der  Gljvedes NG t8isOwiy, canreﬁabiﬁ{fa,efabtog caPbé ¢dludedtwelidnoerdhdldes asd élingn of
whi ch effects the running of a software nodul e which directs the conpleted
formto the wiBDmeSRantsaAsmetchant goulstbe ptaced pp abamsisd lisp dlPWige aUPRCERL ei pt
of the form the . transact,i processor 102 may initially check to determ ne
whet her the© gﬁ%‘rﬁ”“?"%ﬁ‘p@éved for use with the ISP or associ at ed
transaction systemeither directly or via another party. The approval may
also be in a negatively expressed way, in which nerchants are banned from
usi ng the systemThe. transdctinhgrecesioe nrayra$oa HEing asnegrchbalt gedicyt meanspatamtied

tisfactoril i del i i d . i ., n thi [ 4 Llit
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by a cardhol der. ransaction processor may al so, using a nerchant
request meansbmitddeiypintdrmg therbwitagaimbeldagbthe dransastioe farmaend abriitigeithese

merchant to provide their neychant dl.%gai ls .t 1o rrocessi n ,
transacti on @llﬁrtﬁc@édperlﬁb?megx%‘?re, $,05 H%rgglgla ynq&ge(g o sTruations \%Lerteht%e
15  transaction processing on the merchant’s website is manually performed, ie. in
situations where a person manually re-keys submitted card information via a Point of
Sale (POS) or virtual POS payment card device. In situations, where the payment

transaction part of a website is automated, it is possible that the merchant’s server would

generate an error message.

20
In the event that the merchant responds to such a request and provides their
merchant card scheme details, the transaction may be processed as described above with
respect to the processing of the transaction request in the first embodiment.
25 In the event that a merchant responds negatively or fails to respond within a

period of time, the method proceeds along the following lines:

As described above with respect to the first embodiment, the transaction
processor determines the identity of the cardholder and extracts 32 the cardholder

30 information for the cardholder from the cardholder card key details datastore.



submtted by entering the nessage in fields of the transaction form and
submtting these details to the nerchant's server. This is particularly
suited to situations where the 15 transaction processing Oﬁfﬁﬁtoﬂ@fﬁﬂﬁnt' S
website is manually perforned, i.e. in situations where a ‘person nmanually
re-keys submtted card information via a Point of Sale (POS) or virtual
POS paynent card device. In situations, Wiere the payment transaction part
of a website is autonmated, it is possible that the merchant's server ul d
generate an errofOptiesalgéhe panspetiqn-proessseit mey Hicludser NertiigeinR Weégi)ﬁﬁi@éé,&)o

such a request and provides thelr. .ner t r t fltdbsise tA&h
transaction %V?%Hl %F}beékg‘%gﬁsué‘%%h&é%h&rf e élogsaggﬁ%ﬁt%m?%g%e%}tt to the
processi ng gfat bil}plicd BP SRk dHd I de@ U@ Sltrahsuctibe fdrid. st enbodinent. 25 In the
event that a nmerchant responds negatively or fails to respond within a

period of tinme, the nethod proceeds along the following lines: As described

above with respegltéﬁﬁgt %Frég?‘i i@ogﬁpn%ﬁditﬁ?}agsaég& t ?é’;&t QR ndt! gz?%ﬁss%e

determ mes the i o] nd extrac 32 the ¢ ol der

30 i nf or mat ,QRA-HaRPs titecHast B6R) Bedmiatiom Ade reqillhomde mot de goksihle detdiretidy
datastore. 17 Cctober 2005 17 Optionally, the transaction processor nmay

i ncl ude a verdckssthe tramsantiemas indbgtase of hefisstiesrhedinetdeseribed-ensure that t he
nane and/ or address etc. on the database matches that supplied by the
cardhol der in the transaction form 5 In this second enbodi ment, the

transaction procqgs@erdARSHIOthPPNARRt bRRessBEEGPRYS asmérekaadde oDide own,
information. As a result, It may not be possible to directly process the

t ransactd oni.asa nmerthuat cadseassbcinted Witlr e teansadtionenocasess conerer, (63 the B one

this, the paynment, processor enplo a nerchant .co f it b2 a
mer chant codEreH¥diSErefEd Wi ¢h rﬁfenéy Sf%ﬁ%%fs’ﬁ“gﬁ"ﬂ?-oﬁ% grgPsaS%%r %cres%)g.tg?r?t he
| SP), herei paften 18 eradnlty asmbAgidSleqidsims Chaappropdse alifitoristaiors aokt on
processor then transm'ts 33 a paynent authorisation request to an
appr opri at e sabimhong hetsysemhmstchantodesi the amguutied thy sansastiner (Ckrated:Bem, the he
anmount of t F%gmtl)ra%gsﬂ?ec ct:zilrg}?olétgz(stpra?lr%tegtdca];é 8<gc1aitlsh(30ard number and expiry date).

15

If the authorisation host rejects the transaction, then a suitable message is sent to

the cardholder and the transaction is cancelled as described previously.

If the authorisation host approves the transaction, it forwards an authorisation

20  code to the transaction processor 102.

Upon receipt of the authorisation code, the transaction processor stores it along
with the other details of the transactions in the transactions datastore for further
processing (e.g. payment) 35.

25

It will be appreciated that once this transaction is processed for settlement with
the card scheme, the amount of the transaction will be debited from the cardholder and
credited to the system merchant (transaction processor scheme operator) account
corresponding to the system_merchant code. This first transaction does not involve the

30  merchant, only the transaction processor scheme operator and the cardholder.



form and the cardhol der's paynent card details (card nunber and expiry
date). 15 If the authorisation host rejects the transaction, then a
suitabl e message is sent to the cardhol der and the transac{i gpobsr 2005
cancel l ed as described previously. If the authorisation host approves the
transaction, it forwards an authorisation_20 code to the transaction
processor 102. Upon receipt of the aut horlsati on code, the transaction
processor stores it along wth the other details of the tgansactigg tin
125 It

the transacti ons Injardss topessissitiemgpt Hegm thy BanSaeiRGPIPESSSOr $FACHE PP
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wtn e g gleRin, 1R wEREih oo HIRBAILS BurlfolBeORRRRfAfloh har® BT

the cardhol dgd capily dafeedbr@goiding he amyadcenntnef dieatrinsattian pawesson opembEssor
schenme operator) account corresponding tqQ the system ner %Qﬁtgﬁ_bcode. Thi s

first transheweinafietiséaradde af theolystem redhadenacceuiine they R £ GEent on
F{)Og:zzoi ets ({:I}hagﬁ%(gegéa asé%@&eﬁa&%#dﬁ&ld&%i{n%&'aﬂ@ﬁ in thé c%e@h gﬁal O Inthis %e@oﬂf der

ransaction processor s me operator) to the
merchant, t R@ndacAOS aGt | temsavtion 86 &dssdr heme sopertcthefsthet_cardhotdentacamnt ¢ar d
nunber and expiry date corresponding to an_account of the transaction
processor odebitedand theveershartts ascounsiseredited: & epmbipgion witly Fheégi SiFRRsaon,

account, to th rchant . The. nmerchan Y. i 3 | der
i nformati on?j ﬁﬁfﬂgveé%ﬁ%%?f‘%%%ﬁ’m&g ?arﬁt“h(ﬁ?%?ssacgge@gﬁ%& tﬁe%%gg%l? }Sg%%&t%ﬁggp
transacti onyps geRMEMn SRBEAE meﬁﬁis@étio%Y?xbeéESGﬁS@ﬁﬂWntbebf aloc owo ttransactidadi t ed
and the nmerchant's account is credited. In conmbination with the first

t ransacta on effegtivebf danctli ve debit is nade fromthe cardhol der's account and
the nmerchant is credited for the transaction anpbunt. The transacti on
processor segnments of the two transactions 10 effectively cancel. One

met hod in which idig thamsactihOnyRERCaRS Oltrai¥tiPh OpkdiRsdok S may provide its
system cardhol der information to the nerchant is by insertion 34 of the
rel evant system_cardholder information to the merchant is by ‘insertion 34 of the relevant
system_cardholder card information in the appropriate fields of the form previously

15 completed by the cardholder and submitted to the transaction processor and forwarding

this revised form to the merchant’s server.

Upon receipt of the form, the merchant’s server processes the form in a
conventional manner. In this instance, however, the merchant’s server submits a
20  authorisation and (subsequent) payment request for the system_cardholder card number

and not the cardholder’s card number details.

The transaction processor in turn forwards confirmation of acceptance of the
transaction to the merchant along with the authorisation code. The merchant is not

25  forwarded the payment card details of the cardholder.

The transaction processor stores the details of the transaction subsequently
posting the transaction (e.g. in a day end posting) for payment in accordance with
conventional methods. Alternatively, the transaction could be posted at the time of

30 authorisation.



system car dhol der card information in the appropriate fields of the form
previously 15 conpleted by the cardhol der and submitted to the transaction
processor and forwarding this revised formto the merchant;-s038h%f5005P0N
recei pt of the form the nerchant's server processes the formin a
conventional manner. In this instance, however, the nerchant's server
submts a 20 authorisation and (subsequerit9) paynment request for the

syst em car dhol der card nunber _and not the cardhol der’

~ - S B
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ransact equa
val ue. The fji4 gfe dnugirgaction i s between the transacti on processor schene
operator and the cardhol der. The second transaction is between the
transacti on processor schene operator and the nerchant. To prevent fraud,

t he transaction E‘rég essor ﬂ’?‘%&}'\%% §’Z ui %Rf ei/sr%gg%‘%qn&% RarPSiid ‘?"?@})ﬁlgngmg to

reconciliations actions, 1dent

transacti ongpe bPdHordb&d WEMINA! In fhils @nbodimbey tRndwedisrofvach tlhvided] derdsmapy
have nore than one card belonging to one or nore card schenes. In this

enbodi ment , behsoradtmithesdaibasacht thedime @f ghtesiag dheragrdholdgrenaype pad) PATFWORE

dat abase. At the tine of enterjng the cardhol der.na a n
connecti ng tBepFENRGENG o glﬂe g#n‘élg%ttﬁ’i’é‘?e ABE TR glg’ r?é?h%t %g&gogg%ﬂg?%\gg nay
be asked t%slléat%ﬁti&efnﬁfy\@hf‘cﬁ GItHey RAYK tWughfol thatis@sibar that session.

Al ternatively, e cardhol der may identify a particular card for a
transaction at 15 the time of submtting the form e.g. be selection of an
appropriate butt C}X "cerr-lract)iv(ealr;/,s "Eilreecardholder may identify a particular card for a transaction at
15 the time of submitting the form, e.g. be selection of an appropriate button. To ensure
greater security, each card may be assigned a reference identifier by the cardholder at the
time of submitting details to the ISP. For example, a cardholder may assign a name
“VISA - household” to a VISA™ credit card used primarily for purchasing for the
household or “AMEX-business” to identify an AMERICAN EXPRESS™ card used for
20  business purposes. By providing the cardholder with a list of card identifiers to select
from, the cardholder can identify the card they wish to use without the necessity for the

cardholder or transaction processor to transmit data disclosing the card details to the

cardholder.

25 Frequently, a cardholder will have more than one address associated with one or
more cards. For example, a cardholder may have a business address for a card associated
with work and a home address for other cards. In addition, cardholder’s frequently may
wish to have goods delivered to an address, which is not the cardholder’s actual address,
e.g. a present to a loved one.

30
In a further embodiment of the present system, the cardholder card key details

database is structured so as to allow more than one address to be associated with a



greater security, each card may be assigned a reference identifier by the
cardhol der at the tinme of submtting details to the I SP. For exanple, a
cardhol der may assign a name "VISA - household" to a VISA i used
primarily for purchasing for the household or "ANEX—businegéégtﬁwpggﬁ%ify
an AMERI CAN EXPRESSTM card used for 20 busi ness purposes. By providing the
cardhol der with a list of card identifier® to select from the cardhol der
can identify the card they wish to use without the n%cessity for the,
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at the sane tmnssetiommatched paihddressrongheditalase ferrthe partigplpscard of ppsdhodgerr  ay
be anmended at a subsequent date to renobve or add for addresses. 5 At the
time of conducting a validation check, the transaction processor could
check to confir mAlﬁﬁfuﬁlﬁ R Rdne fiveRiiY hakeskehebdibed ah &inlsAATH ML foems,iite of
the transaction nmatched an address on the database for the particular card
or cardhol devill bl dppoacipted hye tpr skilbest pérsareint therarhihet peerieefctiffersat msthods ns
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cardholder or response from a merchant server, e.g. where the merchant server responds

15  with a particular file format upon receipt of a purchase request from the cardholder.

As herein described the present invention directed towards the routing of a
payment transaction through an ISP and access only being permitted by a cardholder
using a password, it includes the possibility of correlation/verification that cardholders

20  database name/address etc. agrees with transaction order’s name/address and permits the
obtaining of payment authorisation independent, but on behalf, of a merchant. If
declined, the declination is passed on to the cardholder and the transaction is not

processed. If approved, then a confirmation is sent to the cardholder and the merchant.

25 As a further separate confidence building measure, settlement of the transaction
vis a vis the merchant can be delayed until independent confirmation of dispatch has

been received.

The words “comprises/comprising” and the words “having/including” when
30  used herein with reference to the present invention are used to specify the presence of
stated features, integers, steps or components but does not preclude the presence or

addition of one or more other features, integers, steps, components or groups thereof.



cardhol der or response froma nmerchant server, e.g. where the nerchant
server responds 15 with a particular file format upon recei pt of a

pur chase request fromthe cardholder. As herein described t OQﬁﬁ%ﬁQBOS
invention directed towards the routing of a paynent transaction through an
| SP and access only being permtted by a cardhol der wusing a password, it

i ncl udes the possibility of correlation/Vvdrification that cardhol ders 20
dat abase nane/ address etc. agrees with transaction order's nane/ address and
perm ts theClaimsai ni ng of paynment authorisation independent, but on behal f,
of a merchant. If declined, the declination is passed on to the cardhol der
and the transaction is not processed. |If approved, then a confirmation is
sent to the jcar dhpl dekpadd dhile pRREGRANtmetRE] Abr aproésking! as epidiat epayment
confidence buil ding nmeasure, settlenent of the transaction vis a vis the
mer chant caitrabsactied,apegprisimgithe tegbegdendent confirmati on of di spatch has

been received. The wards "co i ses/conprisi,ng” ..a h r .
"havi ng/{ ncl udi ng®cheH 2 rg@aeggéaml.pepm@nwc?qq (%éqhé)?(geﬁé%%?%ﬁ)? gnﬁtr“éosﬂé’n?ald
invention ar, tg§qu5@n?gqﬁkkakpgm@@gﬁgnce of stated features, integers,
steps or conponents but does not preclude the presence or addition of one
or more ot her feattheescatingsadensihokieersgyest endproaiting ancessrioipgis eardhioddsr to 17
Oct ober 2005 21 Clains 1. A conputer data processing nethod for processing
an on-1ine pRERREWPTSt ransaction, conprising the steps of 5 receiving a

request from a paynealeak domRtRohaREctidhs CHPBRSHT, FedtlinprK ?jsg?érd refj@€pest

i ncl udi ng a cardhol der password, authenticating said cardho _request and
provi di ng acsesmtddywithithe cadhididérdeaid tpoymettereqetsivistektifying merpbanioinkoragtpect ed
transacti ons processor, rece'vin%_a ﬁgfnent rﬁ@f@ﬁt 10 associated with the
car dhol der , BdndingaypaEchant ntifigemid ¢ FrMge ‘&t i nformation

i ncluding a ner chankq 4906 G rbéds&rs, 3edicRink padmamt dafd Al URr il cafdbottier
transactions processors, retri‘eving paynent card details for the cardhol der
from a cardholder details database,
at said transactions processor, submitting a payment authorisation request for the
15  payment card details, the authorisation request including the merchant code and
transaction value to an authorisation host for authorising the transaction, and

whereupon receipt of an authorisation forwarding confirmation of the

authorisation to the merchant.

20 2. The computer data processing method according to claim 1, further comprising

the step of requesting a merchant code identifier from the merchant.

3. The computer data processing method for processing an on-line payment
transaction of claim 1 or claim 2, further comprising the step of posting the payment

25  request to a payment host for processing of the payment transaction.

4, The computer data processing method for processing an on-line payment
transaction according to claim 3, further comprising the step of delaying posting the
payment request until a confirmation of delivery has been received.

30



froma cardhol der details database, at said transactions processor,

subm tting a paynent authorisation request for the 15 paynent card
details, the authorisation request including the nmerchant Cf7d 200
transaction value to an authorisation host for authorising h@cﬁ)r ansacsti on,
and wher eupon recei pt of an authorisation forwarding confirmation of the
authorisation to the nmerchant. 20 2. The 2Zonputer data processing nethod
according to claim1, further conprising the step of requesting a nerchant
code identifier fromthe nerchant. 3. The conmputer data processing nethod

for processing an,on-line paynment transacti l.al . ak "k@sher
further conprisit &et?‘?gl%’feép‘?%? Pb%°§§ﬁl%“ﬁ%’é°dp§§%e%t°%ezg r%l(ﬁl%(ra%tcéot% a p})lgryment
host for pr QALY 10 stE6F RAMPRPLo EARASAAE iHRMbardhol (BN trfomnatishrrovddtdito a
processing nethod for processing an on-line paynent transaction according

to clai m 3, nfactanematchepeardiobder ifornsation stiredial thy icrrghpldet s Ajails1databsss, nent
request until a confirmation of delivery has been received. 30 17 Cctober
2005 22 5. The conputer data processing nethod of any one of clains 1 to 4,

further cogpri Swgcé,h%tét BRtaObrotedsirey indhd P i%f‘g%—b@esbihgt af hen-Gias dpeyhebar

information provided to a nerchant matches cardhol der "i nf ormati on stored
in the car dmahshetids, cdetpaising thkastegsade. 5 6. A conputer data processing

nmet hod for processing an on-lin aymen rapsacti opn, compri Si t eps
of : receiving a FrEGHERE a Fves gﬁg’dﬁo?aﬂ 01‘3‘3 g)or‘fﬂ%rbe(cpél ﬁ‘%ttr‘;}\/%\)/(gl?’k,g‘{}galitegﬁeS§
request ing \; fgassword, 10 authenticating said cardhol der
request andq%#%%}?%?%ﬂg@g%g‘éaqﬁgoséid cardholder to the network, at a

net wor kigonnect edutheatiasiag issid sapholdessqnest retpioviding acckisrbytsaid candhwddar én

request associated with a transaction between a nmerchant and the
car dhol der, the network,

at a network-connected transactions processor, receiving a first transaction
request associated with a transaction between a merchant and the cardholder,

at said transactions processor, retrieving payment card details for the cardholder

15 from a database,

at said transactions processor, submitting a payment authorisation request for the
payment card details, the authorisation request including a system merchant code and
transaction value to an authorisation host for authorising the transaction, and

on receipt of an authorisation forwarding a transaction request to the merchant,

20  the request including a system cardholder payment card code.

7. The computer data processing method according to claim 6, further comprising

the step of requesting a merchant code identifier from the merchant.

25 & The computer data processing method for processing an on-line payment
transaction according to claim 6 or claim 7, further comprising the step of posting the

payment request to a payment host for processing of the payment transaction.



at said transactions processor, retrieving paynent card details for the
cardhol der 15 from a database, at said transactions processor, submtting
a paynent authorisation request for the paynment card detai i‘?Oc{ori)%r 005
aut horisation request including a system nerchant code and “transacti on
val ue to an authorisation host for authorising the transaction, and on
recei pt of an authorisation forwarding a%3ansaction request to the
merchant, 20 the request including a system cardhol der paynment card code.
7. The conputer data processing nethod according to claim6, further

conprising ,the ep.of r.eq ti . er t CO I i.tierqfro
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on-1ine paym@nsactibs aB&rEih A0 Rifm08 dfuitiet Gorapadifiy Gheostep lodidelaging postingrthe
conprising the step of posting the paynent request to a paynent host for
processi ng ORyméns requestamtil 8 ceprmation of dalivep:hasheen 250593 9. The conput er
data processing nethod for processing an on-line paynent transaction
accordi nsg to claim8, further conprising the step of delaying posting the

paynment request tbi bordpi@nidbtapidceRingf ntbehddv €61y phaesdgennr 66-¢ing epayndend 0.
The conputer data processing nethod for processing an on-1ine paynent
t ransact i on traosastion ngeardingriy anyeonsf of chims 66tot 8, whenghepclurther verifiqatien is

verification i erformed,to .ensure.that . the.cardhol der | '

provi ded toP rfa%?‘%h{&’n‘fnsﬂjéﬁ %’ﬁggle %agﬁl%%qrdgfoqnﬁ?%r} %Q[Vil(%)e(l’% @t%meegéﬁgﬁ{ h%gc hes

dat abase. 1Qadholdér BYShRRLA HorddiQCRSStiAs@n on-1ine paynent transaction,
the system having a connection to the Internet and a further connection

via a lozal network to the terminal of a cardholder conprising: receiving
means for r%_ei ving a riguest froma c_zr dhol der E

g 0 connectf‘ a_net rl% 15
sai d request i ncludYSgn 4O BFSASTHY 952 Dot MCaL TR h %ﬁy%%%\r@wf G ?
aut hent i cat i;Bghe3abs @b deideind £AMGSE cAREctRINAMA i1M@1 network to the terminal of

a cardholder comprising:
receiving means for receiving a request from a cardholder to connect a network,
15  said request including a cardholder password,
authentication means for authenticating said cardholder request and providing
access by said cardholder to the network,
receiving means at a transactions processor for receiving a first transaction
request associated with a transaction between a merchant and the cardholder,
20 retrieval means at a transactions processor for retrieving payment card details for
the cardholder from a database,
authorising means at a transactions processor for submitting a payment
authorisation request for the payment card details, the authorisation request including a
system merchant code and transaction value to an authorisation host for authorising the
25  transaction, and
transaction means at a transactions processor responsive to receipt of an
authorisation from the authorisation host and adapted to forward a transaction request to

the merchant, the request including a system cardholder account code.



access by said cardhol der to the network, receiving neans at a transactions
processor for receiving a first transaction request associated with a
transaction between a merchant and the cardhol der, 20 r_etrlfyélctori;%p%ogﬂ a
transactions processor for retrieving paynent card details Tor th
cardhol der from a dat abase, authorising neans at a transacti ons processor
for submtting a paynent authorisation rQéquest for the paynent card
details, the authorisation request including a system nmerchant code and
transaction value to an authorisation host for authorising the 25
transaction, ,and. transacti gn n r cLi.0 I Lve
to receipt 3? anﬂguiﬁ%m sht Fl?a)ﬁffi‘ f ﬁoM&‘t zfgjpﬁ)glg#gaﬁ%{)%a og?ﬁ%ﬁdhg%g%[%g to
forward a tr@psaie OMefcBaMRBHe ldentifidtdromtehaetchadthe request including a
system car dhol der ‘account code. 17 October 2005 24 12. The system of claim
11, further conprising nerchant request neans for requesting a nerchant

code identifier om t he chant. 5. | p i m
12, "t urther 'domprierHics opapiRa oboli iz HEGeSectiui il GhcR foidl nicelt
request to FoPPyIIRBL thBOSdynieAt réfuesie®s b Nehyhlent RBstPRY NEOEessing asfsthet payment 4.
The system of claim 13, wherein the paynment posting neans del ays posting
the 10 paymmensactiequest until a confirmation of delivery has been received.
15. The system according to any one of clains 11 to 14, wherein the
verification means is adapted to performa second verification to ensure
that the canghol dgg syitBhQIMeMimOrs, RiRYdiA ek pBmniBotihgthedBidehgs posing!thé der
information stored inh the 15 database. 16. A paynent processing system for
processihg aaymentirequespentire sonfimeatioaof deliverpbasheen regeivsichant and a
cardhol der, conprising: neans for receiving a paynent transaction request,
said paynent request 20 identifying nmerchant information including a

merchant codg i demfi di@hm ARGrdng (ARSAGAE 8N claims 11 to 14, wherein the verification

means is adapted to perform a second verification to ensure that the cardholder

information provided to a merchant matches cardholder information stored in the

15 database.

16. A payment processing system for processing an on-line payment transaction
between a merchant and a cardholder, comprising:
means for receiving a payment transaction request, said payment request
20  identifying merchant information including a merchant code identifier and a transaction
value, said payment request being optionally received from a module activated by said
cardholder,
association means for associating a cardholder with the received payment
request,
25 means for retrieving payment card details for the cardholder from a datastore of
cardholder card details,
authorisation means for submitting a payment authorisation request for the
retrieved payment card details, the payment authorisation request including the retrieved
payment card details, the merchant code of the payment request and the transaction

30  value of the payment request to an authorisation host for authorising the transaction,



val ue, said paynent request being optionally received froma nodul e
activated by said cardhol der, association neans for associating a

cardhol der with the received paynent request, 25 neans for eyl
paynent card details for the cardholder froma datastore oflfggpgﬁ%eggg
card details, authorisation nmeans for submtting a paynment authorisation
request for the retrieved paynent card details, the paynment aut horisation
request including the retrieved paynment card details, the nmerchant code of
t he paynent request and the transaction 30 value of the paynent request to

an aut horisation h for risiag th sactd 1 8h 280%, 25
confirmation rrear?ggﬁiwaélr?ni ?%%gp#@é&tgolgf g(rk\ikg%g @onf?%%t iZ%n of an

aut hori sat i eRtHogsRionadcdived @SRPOEER tha sabmittudi gay@entpayineishtiautehasst.sat i on
request. 5 17. The systemof claim 16, further conprising nerchant request
means for requesting a nerchant code identifier fromthe nerchant. 18. The

systemof cl.aim or. claim 1/, furt o) =Y | ans
for post%ng 1t he éjvnﬂﬁgel?egf’uglsa%mt gg’aﬁgglf?regﬁﬁ%r%ks%gf%rra%%{ggg “s‘igﬁgﬁ%a gt’ﬁl)‘ea
payment 10 rbgiREEREA iRfbhadtbodd Ientifist oM Ghe bhantl8, wherein the paynent
posti ng neans del ays posting the paynment request until a confirmation of

delivery has been received. 15 20. The system according to any one of
clainms 16 tq 19, erein the.verificati.gn | S rf a
second veri Oligcati W%e@nogﬁfaémtelﬁarc e lga@dﬁgﬁgﬁ?ﬁéﬁlr%‘d%?%n%ﬁogﬁ \}I? ¢ ed to
a merchant 178¢ ¢B&eC HedpAniel redMedr bRtk paynsdnoRe: ot prloeessihgt ab drepaydfien?l. A
paynment procesSing systemfor processing an on-line paynent transaction

bet ween 1& ndrapkastibnand a car dhol der, conprising: neans for receiving a
paynent transaction request, said paynment request identifying nmerchant
information including a nmerchant code identifier and a transaction

19.  The system of claim 18, wherein the payment posting means delays posting the

payment request until a confirmation of delivery has been received.

15 20.  The system according to any one of claims 16 to 19, wherein the verification
means is adapted to perform a second verification to ensure that the cardholder
information provided to a merchant matches cardholder information stored in the

database.

20 21. A payment processing system for processing an on-line payment transaction
between a merchant and a cardholder, comprising:
means for receiving a payment transaction request, said payment request
identifying merchant information including a merchant code identifier and a transaction
value, said payment request being optionally received from a module activated by said
25 cardholder,
association means for associating a cardholder with the received payment
request,
means for retrieving payment card details for the cardholder from a datastore of
cardholder card details,
30 authorisation means for submitting a payment authorisation request for the

retrieved payment card details, the payment authorisation request including the



val ue, said paynent request being optionally received froma nodul e
activated by said 25 cardhol der, association nmeans for associating a
cardhol der with the received paynent request, neans for re ment
card details for the cardholder froma datastore of car dhomg:aldc%?éaay
details, 30 authorisation neans for submfting a paynent authorisation
request for the retrieved paynent card ails, the paynent authorisation
request including the 17 Cctober 2005 26 retrieved paynent card details, a
system merchant code and the transaction value of the paynent request to
an aut hori sgty;ap. eilg&aralakﬁﬁg]l S4y3%ni Hx@rctlﬁ%rb%ggtah@ he HRRRABASRAThe
responsive to receipt of an aut jori'sation an apted to forward

transact i on paggeestquest tohaa anthocibativh, hosthfer aettjoeshg theafanshdtlgn,a syst em
cardhol der account code. 22. The system of _claim 21, r co I‘ISI g
mer chant request 'HPAR PEANS FPPGOUEE [N C%PMWOWBH@? ?’ff ?efié t he

merchants  1Q o3, TG réé{.%gtetmtﬂéf mELRhiP i rOduet 1ﬁbl'ﬁh ad eﬁP@a'}d}ﬁ)(?&g? ra'c g a

payment pOStI ng neans or posting the paynent req est to a payment host
for processicoge.of the paynment transaction. 15 24. The system of claim 23,
wherein the paynent posting neans del ays posting the paynent request until
a confirmation of delivery has been received. 25. The systemaccording to

any one of ohal Mg lodifenf b WARACLD KMol UoblohSRl RlbrcHIRERSsS: HBRI OB, 10

performa second verification to erisure eecardnol der
provi ded t o reguestirpwmerchRditcoas ideati fldrdtode the mérchamt | on stor ed in the

dat abase.
10

23.  The system of claim 21 or claim 22, further comprising a payment posting means

for posting the payment request to a payment host for processing of the payment

transaction.

15 24.  The system of claim 23, wherein the payment posting means delays posting the

payment request until a confirmation of delivery has been received.

25.  The system according to any one of claims 21 to 24, wherein the verification
means is adapted to perform a second verification to ensure that the cardholder
20  information provided to a merchant matches cardholder information stored in the

database.



