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FEATURE ENCODING IN ONLINE APPLICATION ORIGINATION (OAO)
SERVICE FOR A FRAUD PREVENTION SYSTEM

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to and the benefit of U.S. Provisional Application
No. 62/909,035, filed on October 1, 2019, the entire contents of which is incorporated herein

by reference.

FIELD OF INVENTION

[0002] The present disclosure generally relates to fraud detection. More specifically, the
present disclosure relates to feature encoding in an online application origination (OAQ)

service for a fraud prevention system.

BACKGROUND

[0003] Preventing identity fraud is a major area of attention for merchants and financial
institutions. It is estimated there were more than sixteen million victims of identity fraud in
2017, with $16.8 billion in losses attributed to identity theft alone. Credit card fraud was also
the most reported form of identity theft with over one hundred and thirty thousand reports in
2017. More concerning, it is estimated that more than fifty-eight million records have been

exposed between January and November of 2018.

[0004] Identity theft is typically difficult to prevent for two main reasons. First,
conventional detection methods tend to fail because those methods are based on analysis of
personally identifiable information (also referred to as “PII””) (which may be stolen) or
analysis of traffic properties (which may be obscured or faked). Second, conventional
detection methods do not prevent loss because the conventional methods look only or
primarily at the data being entered. In general, the conventional detection methods are
reactive because the conventional detection methods require analysis after-the-fact to detect

fraud and do not prevent fraud losses.



WO 2021/062545 PCT/CA2020/051315

SUMMARY

[0005] Embodiments described herein relate to an online application origination service
(also referred to as “OAO service™) for fraud prevention systems. The OAO service analyzes
a user’s behavior at the point of online application submission, providing real-time risk
assessment and detecting high-risk application attempts, while enabling friction-free
processing of low-risk applications. Behavioral biometrics provide a more reliable means of
loss prevention by analyzing reliable behavior signals and detecting fraud at application-time,
prior to possible losses. The OAO service provides fraud prevention and good user
verification at the point of online application origination, providing case-specific risk

assessment and escalation of fraudulent application attempts.

[0006] One advantage to the OAO service over conventional methods is a higher capture
rate of nefarious actors by utilizing behavioral analysis. Another advantage is more efficient
use of computer resources by a client server. For example, the higher capture rate by the
fraud prevention server results in more fraudulent on-line applications being denied at the
client server, which allows the client server to more efficiently and effectively focus its
resources on other tasks. Additionally, the feature encoding as described herein further
increases efficiency with respect to the use of computer resources by the client server because
the OAO model trained with a feature encoded matrix is more precise in differentiating
between behavior of a nefarious actor and behavior of a normal user than an OAO model that

is not trained with a feature encoded matrix.

[0007] One embodiment described herein is a fraud prevention system that includes a
client server and a fraud prevention server. The fraud prevention server includes an
electronic processor and a memory. The memory includes an online application origination
(OAO) service. The electronic processor, when executing the OAO service, is configured to
receive a training dataset of fraudulent applications, and generate, with machine learing, an
online application origination (OAQO) model of the OAO service based on the training dataset,
the OAO model differentiating between a behavior of a normal user and a fraudulent
behavior of a nefarious actor during a submission of an online application on a device. The
electronic processor, when executing the OAO service, is configured to perform feature
encoding on one or more categorical variables in a first matrix to generate one or more
feature encoded categorical variables, the first matrix including the one or more categorical
variables and numerical features, and the one or more feature encoded categorical variables

are feature encoded with one or more numerical values of the numerical features, generate a
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second matrix including the one or more feature encoded categorical variables, and generate a
feature encoded OAO model by training the OAO model with the second matrix. The
electronic processor, when executing the OAO service, is also configured to receive
information regarding the submission of the online application on the device, determine a
fraud score of the online application based on the information that is received and the feature
encoded OAO model, the feature encoded OAO model being more precise than the OAO
model, and control the client server to approve, hold, or deny the online application based on

the fraud score that is determined.

[0008] Another embodiment described herein is a method for operating a fraud
prevention system. The method includes receiving, with an electronic processor, a training
dataset of fraudulent applications. The method includes generating, with the electronic
processor and machine learning, an online application origination (OAO) model of the OAO
service based on the training dataset, the OAO model differentiating between a behavior of a
normal user and a fraudulent behavior of a nefarious actor during a submission of an online
application on a device. The method includes performing, with the electronic processor,
feature encoding on one or more categorical variables in a first matrix to generate one or
more feature encoded categorical variables, the first matrix including the one or more
categorical variables and numerical features, and the one or more feature encoded categorical
variables are feature encoded with one or more numerical values of the numerical features.
The method includes generating, with the electronic processor, a second matrix including the
one or more feature encoded categorical variables. The method includes generating, with the
electronic processor, a feature encoded OAO model by training the OAO model with the
second matrix. The method includes receiving, with the electronic processor, information
regarding the submission of the online application on the device. The method includes
determining, with the electronic processor, a fraud score of the online application based on
the information that is received and the feature encoded OAO model, the feature encoded
OAO model being more precise than the OAO model. The method also includes controlling,
with the electronic processor, a server to approve, hold, or deny the online application based

on the fraud score that is determined.

[0009] Yet another embodiment described herein is a non-transitory computer-readable
medium comprising instructions that, when executed by an electronic processor, causes the

electronic processor to perform a set of operations. The set of operations includes receiving a
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training dataset of fraudulent applications. The set of operations includes generating, with
machine learning, an online application origination (OAO) model of the OAO service based
on the training dataset, the OAO model differentiating between a behavior of a normal user
and a fraudulent behavior of a nefarious actor during a submission of an online application on
a device. The set of operations includes performing feature encoding on one or more
categorical variables in a first matrix to generate one or more feature encoded categorical
variables, the first matrix including the one or more categorical variables and numerical
features, and the one or more feature encoded categorical variables are feature encoded with
one or more numerical values of the numerical features. The set of operations includes
generating a second matrix including the one or more feature encoded categorical variables.
The set of operations includes generating a feature encoded OAO model by training the OAO
model with the second matrix. The set of operations includes receiving information
regarding the submission of the online application on the device. The set of operations
includes determining a fraud score of the online application based on the information that is
received and the feature encoded OAO model, the feature encoded OAO model being more
precise than the OAO model. The set of operations also includes controlling a server to

approve, hold, or deny the online application based on the fraud score that is determined.

[0010] Before any embodiments are explained in detail, it is to be understood that the
embodiments are not limited in its application to the details of the configuration and
arrangement of components set forth in the following description or illustrated in the
accompanying drawings. The embodiments are capable of being practiced or of being carried
out in various ways. Also, it is to be understood that the phraseology and terminology used
herein are for the purpose of description and should not be regarded as limiting. The use of

2

“including,” “comprising,” or “having” and variations thereof are meant to encompass the
items listed thereafter and equivalents thereof as well as additional items. Unless specified or
limited otherwise, the terms “mounted,” “connected,” “supported,” and “coupled” and
variations thereof are used broadly and encompass both direct and indirect mountings,

connections, supports, and couplings.

[0011] In addition, it should be understood that embodiments may include hardware,
software, and electronic components or modules that, for purposes of discussion, may be
illustrated and described as if the majority of the components were implemented solely in
hardware. However, one of ordinary skill in the art, and based on a reading of this detailed

description, would recognize that, in at least one embodiment, the electronic-based aspects
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may be implemented in software (e.g., stored on non-transitory computer-readable medium)
executable by one or more electronic processors, such as a microprocessor and/or application
specific integrated circuits (“ASICs™). As such, it should be noted that a plurality of
hardware and software based devices, as well as a plurality of different structural
components, may be utilized to implement the embodiments. For example, “servers” and
“computing devices™ described in the specification can include one or more electronic
processors, one or more computer-readable medium modules, one or more input/output

interfaces, and various connections (e.g., a system bus) connecting the various components.

[0012] Other aspects of the embodiments will become apparent by consideration of the

detailed description and accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a diagram that illustrates a fraud prevention system 100 for an OAO
service that evaluates a user’s behavior while opening an online account, according to

embodiments described herein.

[0014] FIG. 2 is a block diagram that illustrates the server of the fraud prevention system

of FIG. 1, according to embodiments described herein.

[0015] FIG. 3 is a flowchart that illustrates a method for performing feature encoding of

categorical variables.

[0016] FIG. 4 is a flowchart that illustrates an alternative method for performing feature

encoding of categorical variables.

[0017] FIG. 5 is a flowchart that illustrates a method for operating a fraud prevention

system.
DETAILED DESCRIPTION

[0018] Embodiments described herein relate to an online application origination service
(also referred to as “OAO service™) for a fraud prevention system, and environments and
systems utilizing this service. The OAO service analyzes form completion behavior,
evaluating hundreds of non-identifying and zero-permission attributes against each
application. These attributes capture a variety of distinctive behavioral markers that are

predictive of application fraud risk.

[0019] Nefarious actors tend to display a familiarity with, e.g., form content and

technological fluency that allows them to complete forms quickly, surely and by leveraging

5



WO 2021/062545 PCT/CA2020/051315

technological tricks and shortcuts. The OAO service monitors dozens of attributes related to
typing speed and cadence, fluency of field navigation, shortcut use and form familiarity
(expressed through such behaviors as skipping optional fields and avoiding form completion
errors). The OAQ service evaluates a range of directness, exploratory and detail-checking

behaviors that differ significantly between good and nefarious actors.

[0020] FIG. 1 illustrates a fraud prevention system 100 for an OAO service that evaluates
a user’s behavior while opening an online account. The system 100 includes a plurality of
user devices 105-125, a network 130, a fraud prevention server 135, a database 140, a server-
side user interface 145 (e.g., a workstation), and a client server 150. The plurality of user
devices 105-125 include, for example, a personal, desktop computer 105, a laptop computer
110, a tablet computer 115, a personal digital assistant (“PDA”™) (e.g., an iPod touch, an e-
reader, etc.) 120, and a mobile phone (e.g., a smart phone) 125. Each of the user devices
105-125 is configured to communicatively connect to the fraud prevention server 135 through
the network 130 and provide information to the fraud prevention server 135 related to
attributes or values for attributes of the user devices 105-125. Attributes of the user devices
105-125 include, for example, user agent, operating system, account ID, location, time of
day, mouse location, or other suitable attribute information regarding both the user device
and a user of the user device. Attribute information received from the user devices 105-125

at the fraud prevention server 135 may be stored in the database 140.

[0021] The network 130 is, for example, a wide area network (“WAN") (e.g., a TCP/IP
based network), a local area network (“LAN™), a neighborhood area network (“NAN™), a
home area network (“HAN™), or personal area network (“PAN") employing any of a variety
of communications protocols, such as Wi-Fi, Bluetooth, ZigBee, etc. In some
implementations, the network 130 is a cellular network, such as, for example, a Global
System for Mobile Communications (“GSM™) network, a General Packet Radio Service
(“GPRS”) network, a Code Division Multiple Access (“CDMA”) network, an Evolution-Data
Optimized (“EV-DO”) network, an Enhanced Data Rates for GSM Evolution (“EDGE")
network, a 3GSM network, a 4GSM network, a 4G LTE network, a Digital Enhanced
Cordless Telecommunications (“DECT?) network, a Digital AMPS (“IS-136/TDMA™)
network, or an Integrated Digital Enhanced Network (“iDEN”) network, etc.

[0022] The connections between the user devices 105-125 and the network 130 are, for
example, wired connections, wireless connections, or a combination of wireless and wired

connections. The connection between the fraud prevention server 135 and the network 130 is
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a wired connection, wireless connection, or a combination of wireless and wired connections.
The connection between the client server 150 and the network 130 is a wired connection,

wireless connection, or a combination of wireless and wired connections.

[0023] The client server 150 is a server of a resource provider. For example, the client
server 150 is a bank server that provides a credit card to a user that establishes an account
with the bank by performing an online application origination (e.g., filling out a form, either
as part or all of what is required to establish an account). The remainder of the disclosure
refers to a “credit card” as the resource that is provided by the resource provider. However,
any resource that is available by an online application origination may be considered in place

of the “credit card™ as described herein.

[0024] FIG. 2 is a block diagram that illustrates the fraud prevention server 135 of the
fraud prevention system 100 of FIG. 1. The fraud prevention server 135 is electrically and/or
communicatively connected to a variety of modules or components of the system 100. For
example, the illustrated fraud prevention server 135 is connected to the database 140 and the
user interface 145. The fraud prevention server 135 includes a controller 200, a power supply
module 205, and a network communications module 210. The controller 200 includes
combinations of hardware and software that are configured to, for example, provide the OAO
service to evaluate the behaviors of the users associated with the devices 105-125 while the
users are opening an online account. The controller 200 includes a plurality of electrical and
electronic components that provide power, operational control, and protection to the
components and modules within the controller 200 and/or the system 100. For example, the
controller 200 includes, among other things, an electronic processor 215 (e.g., a
microprocessor, a microcontroller, or other suitable processing device), a memory 220, input
units 225, and output units 230. The electronic processor 215, the memory 220, the input
units 225, and the output units 230, as well as the various modules connected to the controller
200 are connected by one or more control and/or data buses (e.g., common bus 250). The

control and/or data buses are shown schematically in FIG. 2 for illustrative purposes.

[0025] The memory 220 is a non-transitory computer readable medium and includes, for
example, a program storage area and a data storage area. The program storage area and the
data storage area can include combinations of different types of memory, such as read-only
memory (“ROM?), random access memory (“RAM”) (e.g., dynamic RAM [“DRAM™],
synchronous DRAM [“SDRAM], etc.), electrically erasable programmable read-only
memory (“EEPROM?”), flash memory, a hard disk, an SD card, or other suitable magnetic,
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optical, physical, electronic memory devices, or other data structures. In some examples, the
program storage area may store the instructions regarding the OAO service program (referred
to herein as “OAO service”) as described in greater detail below and a machine learing

function.

[0026] The electronic processor 215 executes machine-readable instructions stored in the
memory 220. For example, the electronic processor 215 may execute instructions stored in
the memory 220 to perform the functionality of the OAQ service and/or the machine learning

function.

[0027] Machine learning generally refers to the ability of a computer program to learn
without being explicitly programmed. In some embodiments, a computer program (for
example, a learning engine) is configured to construct an algorithm based on inputs.
Supervised learning involves presenting a computer program with example inputs and their
desired outputs. The computer program is configured to learn a general rule that maps the
inputs to the outputs from the training data it receives. Example machine learning engines
include decision tree learning, association rule learning, artificial neural networks, classifiers,
inductive logic programming, support vector machines, clustering, Bayesian networks,
reinforcement learning, representation learning, similarity and metric learning, sparse
dictionary learning, and genetic algorithms. Using one or more of the approaches described
above, a computer program can ingest, parse, and understand data and progressively refine

algorithms for data analytics.

[0028] In some embodiments, the controller 200 or network communications module 210
includes one or more communications ports (e.g., Ethernet, serial advanced technology
attachment [“SATA™], universal serial bus [“USB”], integrated drive electronics [“IDE”],
etc.) for transferring, receiving, or storing data associated with the system 100 or the
operation of the system 100. Software included in the implementation of the system 100 can
be stored in the memory 220 of the controller 200. The software includes, for example,
firmware, one or more applications, program data, filters, rules, one or more program
modules, and other executable instructions. The controller 200 is configured to retrieve from
memory and execute, among other things, instructions related to the OAO service described

herein.

[0029] The power supply module 205 supplies a nominal AC or DC voltage to the

controller 200 or other components or modules of the system 100. The power supply module
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205 is powered by, for example, mains power having nominal line voltages between 100V
and 240V AC and frequencies of approximately 50-60Hz. The power supply module 205 is
also configured to supply lower voltages to operate circuits and components within the

controller 200 or system 100.

[0030] The user interface 145 includes a combination of digital and analog input or
output devices required to achieve a desired level of control and monitoring of the system
100. For example, the user interface 145 includes a display (e.g., a primary display, a
secondary display, etc.) and input devices such as a mouse, touch-screen displays, a plurality
of knobs, dials, switches, buttons, or other suitable input device. The display is, for example,
a liquid crystal display (“LCD?), a light-emitting diode (“LED”) display, an organic LED
(“OLED”) display, or other suitable display.

[0031] The fraud prevention server 135 is configured to perform the OAO service to
evaluate how fields have been completed, evaluating a broad set of attributes that enable the
model to distinguish between benign autofill and scripted form completion. By looking at
fields that are challenging to autofill (e.g., 3-part phone number fields), the fraud prevention
server 135 is able to separate autofill from scripted automation by detecting the effectiveness
of form-specific scripted solutions. Similarly, the fraud prevention server 135 separates good
users and nefarious actors by differentiating their behavior, for example, by detecting
common manual fraud approaches (e.g., copy-paste) and even assessing user familiarity with

the data in highly memorable fields (e.g., a Full Name field and a Phone Number field).

[0032] The following data points are an illustrative subset of the data that may be used by
the fraud prevention server 135 in performing the OAO service to detect fraudulent behavior
(and consequently, application risk): 1) cadence of completing the form, 2) method of
moving through the form (click or tab), 3) progression through the form, 4) field order and
‘circle back” behavior, 5) cadence and speed of user typing, 6) form focus and window-
switching behavior, 7) detail-checking, and pausing behavior, 7) dynamics of mouse and
touch interactions, 8) device orientation and accelerometer, 9) form field autocomplete or
copy-paste behavior, and 10) familiarity with the form, e.g., omission of optional fields and

error incidence rate.

[0033] The OAO service executed by the fraud prevention server 135 includes an OAO
model. In some embodiments, the fraud prevention server 135 uses the machine learning

function to receive a dataset of fraudulent applications (e.g., hundreds or thousands of
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example fraudulent applications) and output an OAO model that accounts for the various
fraudulent aspects of the dataset. The fraud prevention server 135 may then use the OAO
model that is generated to perform advanced classifications and generate a “Fraud Risk”
score against application attempts in real-time. The “Fraud Risk™ score measures the
probability that the current application attempt was performed by a nefarious actor using
manual or automated identify fraud. This probability is calculated using real-world data,
where the fraud prevention server 135 compares thousands of model variants using the

dataset from tens of thousands of applications across various application forms.

[0034] As explained above, the use of feature encoding increases efficiency in the OAO
model. Specifically, the OAO service includes feature encoding that translates a one-
dimensional array of strings into a two-dimensional array of real numbers, which in turn
improves the precision of the OAO model by up to 15% over a similar model based on

unencoded categorical features.

[0035] For ease of understanding, one example of feature encoding a categorical variable
in the OAO model, i.e., a country categorical variable, is described herein. However, the
feature encoding may be applied to some or all of the categorical variables in the OAO
model. Additionally, the greater number of categorical variables that are feature encoded
represents greater precision in the OAO model, and consequently, increased efficiency in the

fraud prevention server 135.

[0036] In this example, a one dimensional array of the country categorical variable to be
encoded with feature encoding is ["US", "CAN", JAP"]. Further, in this example, a one-
dimensional array of existing numerical OAO features to be used for the above-noted feature
encoding is ["words_per minute", "time_on_page"|, which are some of the features

(statistically) driving the highest precision of the OAO model prediction.

[0037] To perform feature encoding for each of the numerical OAQ features selected
above, the fraud prevention server 135 performs several determinations. The fraud
prevention server 135 determines the average feature value (e.g. average input words per
minute) for each country categorical variable value. The fraud prevention server 135
determines the number of times each country categorical variable value (e.g. each country)
was recorded in a training dataset, a retaining dataset, or other trusted data source. The fraud

prevention server 135 determines the average feature value across the entire population of
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records (e.g., in the last n days) scored by the OAO model. The fraud prevention server 135
adjusts the average feature value that is determined based on the number of times each
country categorical variable was recorded and the average feature value across the entire
population of records. This adjustment better models categorical variable values which were

recorded very few times.

[0038] The OAO model implemented by the fraud prevention server 135 also includes an
integer parameter, min_samples_leaf. This integer parameter defines the minimum samples
required to take the average feature value (e.g., the average of country categorical variable

value) into account.

[0039] Additionally, the OAO model implemented by the fraud prevention server 135
also includes a second integer parameter, smoothing. This integer parameter balances the

effect of categorical variable average versus the population average.

[0040] The fraud prevention server 135 calculates an updated smoothing value based on
the number of observations, min_samples_leaf and smoothing as defined by Equation 1

below.

)] Updated Smoothing = 1 / (1 + exp(-(count of times categorical variable is

recorded — min_samples_leaf) / smoothing))

[0041] The fraud prevent server 135 applies the updated smoothing value to adjust the

country categorical variable value as defined by Equation 2 below.

2 Adjusted_categorical variable value = population_average feature value * (1
— updated smoothing) + average feature value for categorical variable value

*updated smoothing

[0042] After adjusting the country categorical variable value, the fraud prevention server
135 adds random noise to the resulting adjusted_categorical variable value. By performing
the above operations for each categorical variable value in the one-dimensional array ["US",
"CAN", JAP"], the fraud prevention server 135 determines a one-dimensional array, for
example, [0.32, 0.34, 0.10].
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[0043] As explained above, each country categorical variable is encoded using multiple
features, and hence the fraud prevention server 135 determines a two-dimensional array. For
example, the two-dimensional array is [[0.32, 0.34, 0.10], [0.11, 0.18, 0.20]], where the
number of elements in the outer array represents the number of features used to encode a
categorical feature. Specifically, the fraud prevention server 135 used two features
["words_per minute", "time on_page"] to feature encode the country categorical variable of
size 3, ["US", "CAN", JAP"]. The resulting array determined by the fraud prevention server
135 after performing feature encoding is a two-dimensional feature encoded array / matrix
with dimensions of four by two. The feature encoded matrix improves the precision of the
OAO model after training the OAO model with the feature encoded matrix because the OAO
model now has access to new encoded features, which will allow the underlying machine
learning algorithm to produce more efficient steps towards finding the optimum. These new
encoded features allow the machine learning to find the optimum more efficiently because
the categorical variable may now be easily sorted with respect to its fraudulent behavior, as
implicitly determined by the statistically important numeric features used to encode them.
These new encoded features may also be updated periodically or in real-time (with each

transaction).

[0044] The following is a sample of code, written in Python and leveraging Pandas and
Numpy APIs, that explains how the fraud prevention server 135 performs feature encoding

during the model training phase of the OAO model.

import pandas as pd

import numpy as np

def add noise(series, noise_level, noise_lvl seed):

Adds random noise to estimated category targets to reduce overfitting
if series is not None:
np.random.seed(noise lvl seed)
return series * (1 + noise_level * np.random.randn(len(series))) else:

return None
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def target_encode train_valid(tm_series=None,
target=None,
min_samples leaf=1,
smoothing=1,
noise_level=0,
noise_lvl seed=100):
trm_series : categorical variable as pd.Series
target : numerical feature to use for encoding as a pd.Series
min_samples_leaf (int) : minimum samples to take category average into
account smoothing (int) : smoothing effect to balance categorical average vs
population average
noise level : this parameter is passed to the add noise function as it affects the
variance of noise distribution
assert len(trn_series) == len(target)
temp = pd.concat([trn_series, target], axis=1)
# Compute the average feature value for each categorical variable value
averages = temp.groupby(by=trn_series.name)[target.name|.agg(["mean", "count"])
# Compute an updated smoothing value
smoothing =1/ (1 + np.exp(-(averages["count"] - min_samples_leaf) /
smoothing))
# Calculte prior i.e. population average of an existing numerical feature prior =
target.mean()
# Calculate the adjusted categorical variable value
# The bigger the count the less population average (prior) is taken into account
averages|target.name| = prior * (1 - smoothing) + averages["mean"| *
smoothing
averages.drop(["mean", "count"], axis=1, inplace=True)
# Apply averages to trn series
ft_trn_series = pd.merge(
trn_series.to_frame(trn_series.name),
averages.reset_index().rename(columns={'index": target.name,

target.name: 'average'}),
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on=trn_series.name,
how="left')['average']. rename(trn_series.name +' avg '+
target.name).fillna(prior)
ft trn_series.index = trn_series.index
return add noise(ft_trn_series, noise_level, noise vl seed),
averages.reset_index().rename(columns= {'index': target.name, target.name:

'average'})

[0045] FIG. 3 is a flowchart that illustrates a method 300 for performing feature encoding
of categorical variables (also referred to as “categorical features™). The method 300 includes
two components: 1) Feature Transformation 302 and 2) Model Training and Inference 314

and is described with respect to the fraud prevention server 135 of FIGS. 1 and 2.

[0046] In implementing the feature transformation 302 of the method 300, the fraud
prevention server 135 generates a dataset for training a machine learning model (at block
304). For example, the fraud prevention server 135 generates a dataset for training an OAQ
model. The method 300 also includes the fraud prevention server 135 subsetting the dataset

to generate the features matrix (e.g., numerical and categorical features) (at block 306).

[0047] The method 300 includes the fraud prevention server 135 determining whether
each feature in the features matrix is a categorical feature (at decision block 308). When the
feature in the features matrix is not a categorical feature (“NO” at decision block 308), the
fraud prevention server 135 inserts the feature into a processed feature matrix (at block 312).
For example, when the feature in the features matrix is a numerical feature and not a
categorical feature (“NO” at decision block 308), the fraud prevention server 135 inserts the

numerical feature into a processed feature matrix (at block 312).

[0048] When the feature in the features matrix is a categorical feature (“YES™ at decision
block 308), the fraud prevention server 135 applies feature encoding using numerical features
(at block 310). After apply featuring encoding on the categorical feature using numerical
features (at block 310), the fraud prevention server 135 inserts the feature encoded

categorical feature into the processed feature matrix (at block 312).

[0049] After implementing the feature transformation 302 of the method 300, the fraud
prevention server 135 implements model training and inference 314 by training the machine
learning model based on the processed feature matrix (at block 316) and predicting a target

variable based on the newly trained machine learning model (at block 318).
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[0050] FIG. 4 is a flowchart that illustrates an alternative method 400 for performing
feature encoding of categorical variables (also referred to as “categorical features™). FIG. 4 is

described with respect to the fraud prevention server 135 of FIGS. 1 and 2.

[0051] The method 400 includes the fraud prevention server 135 sourcing a training
dataset for machine learning (at block 402). The method 400 includes the fraud prevention
server 135 retrieving a first matrix of categorical features and numerical features (at block
404). The method 400 includes the fraud prevention server 135 selecting a statistically

important subset of numerical features to use for feature encoding (at block 406).

[0052] The method 400 includes the fraud prevention server 135 determining a
population average and a category average for all numerical features in the statistically
important subset of numerical features (at block 408). The method 400 includes the fraud
prevention server 135 determining counts of each category in each categorical feature (at
block 410). The method 400 includes the fraud prevention server 135 determining an
encoded categorical feature value for all numerical values in statistically important subset of
numerical values using population average and category-specific average balanced by
smoothing parameter (at block 412). The fraud prevention server 135 repeats blocks 406—
412 for all categorical features in the first matrix (at arrow 414).

[0053] After determining encoded categorical feature values for all categorical features in
the first matrix, the fraud prevention server 135 combines all of the encoded categorical
feature values with the original numerical features in a second matrix (at block 416). The
fraud prevention server 135 trains the machine learning model (e.g., the OAO model) with

the second matrix to improve the precision of the machine learning model (at block 418).

[0054] FIG. 5 is a flowchart that illustrates a method 500 for operating a fraud prevention
system. FIG. 5 is described with respect to the fraud prevention server 135 of FIGS. 1 and 2.

[0055] The method 500 includes receiving, with an electronic processor, a training
dataset of fraudulent applications (at block 502). For example, the electronic processor 215

of the fraud prevention server 135 receives a training dataset of fraudulent applications.

[0056] The method 500 includes generating, with the electronic processor and machine
learning, an online application origination (OAQO) model of the OAO service based on the
training dataset, the OAO model differentiating between a behavior of a normal user and a

fraudulent behavior of a nefarious actor during a submission of an online application on a
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device (at block 504). For example, the electronic processor 215 generates an OAO model of
the OAO service based on the training dataset, the OAO model differentiating between a
behavior of a normal user and a fraudulent behavior of a nefarious actor during a submission

of an online application on one of the user devices 105-125.

[0057] The method 500 includes performing, with the electronic processor, feature
encoding on one or more categorical variables in a first matrix to generate one or more
feature encoded categorical variables, the first matrix including the one or more categorical
variables and numerical features, and the one or more feature encoded categorical variables
are feature encoded with one or more numerical values of the numerical features (at block
506). For example, the electronic processor 215 performs feature encoding on one or more
categorical variables (e.g., a country categorical variable) in a first matrix (e.g., ["US",
"CAN", JAP", "US"]) to generate one or more feature encoded categorical variables (e.g.,
[[0.32,0.34, 0.10, 0.32], [0.11, 0.18, 0.20, 0.11]]), the first matrix including the one or more
categorical variables and numerical features (e.g., ["words_per_minute", "time _on_page"]),
and the one or more feature encoded categorical variables are feature encoded with one or

more numerical values of the numerical features (e.g., numerical values for

["words_per minute", "time on_page"]).

[0058] The method 500 includes generating, with the electronic processor, a second
matrix including the one or more feature encoded categorical variables (at block 508). For
example, the electronic processor 215 generates a second matrix including the one or more
feature encoded categorical variables (e.g., [[0.32, 0.34, 0.10, 0.32], [0.11, 0.18, 0.20, 0.11]]).
In some examples, the second matrix includes the one or more numerical values in addition
the one or more feature encoded categorical variables. In other examples, the second matrix

may only the one or more feature encoded categorical variables.

[0059] The method 500 includes generating, with the electronic processor, a feature
encoded OAO model by training the OAO model with the second matrix (at block 510). For
example, the electronic processor 215 generates a feature encoded OAO by training the OAO

model with the second matrix.

[0060] The method 500 includes receiving, with the electronic processor, information

regarding the submission of the online application on the device (at block 512). For example,
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the electronic processor 215 receives information regarding the submission of the online

application on one of the user device 105-125 from the client server 150.

[0061] The method 500 includes determining, with the electronic processor, a fraud score
of the online application based on the information that is received and the feature encoded
OAO model, the feature encoded OAO model being more precise than the OAO model (at
block 514). For example, the electronic processor 215 determines a fraud score of the online
application based on the information that is received and the feature encoded OAO model
that is more precise in indicating fraudulent activity by a nefarious actor than a fraud score

based on the OAO model.

[0062] The method 500 also includes controlling, with the electronic processor, a server
to approve, hold, or deny the online application based on the fraud score that is determined
(at block 516). For example, the electronic processor 215 controls the network
communications 210 to output a control message to the client server 150, the control message
controlling the client server 150 to approve, hold, or deny the online application based on the

fraud score that is determined.

[0063] In some examples, performing the feature encoding on the one or more categorical
variables in the first matrix to generate the one or more feature encoded categorical variables
may further include determining an average feature value of one of the numerical features in
the training dataset for one of the one or more categorical variables, determining a number of
times the one of the one or more categorical variables was recorded in the training dataset,
determining a population average feature value of the one of the numerical features across a
specific time period in the training dataset, and adjusting the average feature value based on
the number of times the one of the one or more categorical variables was recorded in the

training dataset and the population average feature value.

[0064] In these examples, performing the feature encoding on the one or more categorical
variables in the first matrix to generate the one or more feature encoded categorical variables
may further include determining a smoothing value based on a first integer parameter and a
second integer parameter. The first integer parameter defines a minimum number of samples
required to determine the average feature value. The second integer parameter balances an

effect of the average feature value and the population average feature value.

17



WO 2021/062545 PCT/CA2020/051315

[0065] In these examples, performing the feature encoding on the one or more categorical
variables in the first matrix to generate the one or more feature encoded categorical variables
may further include determining an encoded categorical variable value that is equal to the
population average feature value multiplied by one minus the smoothing value and an

addition of the average feature value multiplied by the smoothing value.

[0066] In these examples, performing the feature encoding on the one or more categorical
variables in the first matrix to generate the one or more feature encoded categorical variables

may further include adding random noise to the encoded categorical variable value.

[0067] In these examples, generating the second matrix including the one or more feature
encoded categorical variables may further include generating the second matrix by

determining the encoded categorical variable value for each categorical variable.

[0068] In some examples, the first matrix may be a one-dimensional array, and the
second matrix may be a two-dimensional array. Additionally, in some examples, the one or
more categorical variables may include a country categorical variable, and the numerical
features may include a words-per-minute numerical feature and a time-on-page numerical

feature.

[0069] Thus, embodiments described herein provide, among other things, feature
encoding in an online application origination (OAQ) service for a fraud prevention system.

Various features and advantages are set forth in the following claims.
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