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SYSTEMS AND METHODS FOR ADAPTI VE AUTHENTI CATI ON
BACKGROUND OF THE INVENTION 5 1. Field of the
Invention [001] This invention relates generally to
networ ks, and nore particularly to device

aut i [ ' _ i '

Do ST STEMS 3D MIETHAS KO ABWRTEPENGPRERTICATIO
use of information continues to increase, individuals
and . 10 busi nesses seek additional ways to proce

and store information. One option available to usmmﬂm
I s informati og A@RUROUNTY HIETHE INVERIIORL | ON
handl i ng system generally processes, conpiles,
stores, and/or comruni cates information or data for

busi nesg.. ,.per.sqnal .. or ot her purposes thereby
al I'ow né'iﬂ%@m advant age of the value of the-
[001] NPT R veRon BERANY SEeneREINNR AstwokY] dndl Mof@tpaiitularly to device
handl i ng needs and requirements vary 15 between
authghtigation gn nefwerkingenvifppmestst i ons, i nformati on handling
systens may al so vary regarding what information is
handl ed, how the information is handl ed, how nuch
i nfor matp QR b NEERSBRd A or ed, or communi cated, and
how qui Kty and efficrentty the information may be
[002]r dcesise dalust anddise oof Efomuationatetinuds go vimcreasd, oindiviidnals and .

informatiqn. . handling systens allaw for.infaormatjion .
busiiHIEH Tk 09 LOBRARIS 1B BrGERRRE) S IERPRGRI €he GPUGH Bpglable to
user$ PRCidfbiiaRR" hatldlBp e§ystdnts. US&n Sifbiniitioh | RARIGihA! system generally

transaction processSing, airline reservations, _
proasssess goinpdesdastarest endlge copymuplientes ieformatinne ot i datg . for rbusiness,

addi tiaop, infor iop handlin SYS ay. i.n
persgagh bt sy ppPabeRlin RO Bher SR R tloger 0 Rofhe of the

infoBrflatici0 NBe@uEE tbchiolpg P 86S fnfordiiadion, hahdling A¢6ds Rind dtquirements vary
i nformati on and may i nclude one or nore. conputer

betwapa diffgreng sars selo ApRJicatignsy: dpformatien handlie SYRieras Jnayglso vary
0 ' ypi cal - w | t. W r:el - .
resslpb ik ol SEhahég 58 RE RS ' rBRdiea. how much
infobrdativinisi pratexsed) atared; arcoonmauiicatedt andr kove euicktyeand sfficiently the
. .granted. To acconp]ish this task, an, ipformation, . .
inforfpaAN Ay BPSRIERRSEhISER < GompRcatEd- m1de wpations in information

h&n@ﬁﬂé}?fehﬁaﬂbgﬁf& Sr¥RhatRh RhABKg syskRS BfbeRn¥AI br configured for a

authentication device may be set” up to support a large
specifieriesr @fspogifieluss suchaant fimanciat stansnction phesdssing aithige fresepvations,

of .secyri nodes and al gorithos. A;given W . 30 .
entePiisy ORIE ESFeRarth B OuR BHP BRI Catngol ol handling
systéin mhPandlQis kafetyhenthaf@idr®nd software components that may be

configured to process, store, and communicate information and may include one or more

*159159*

computer systems, data storage systems, and networking systems.

[003] In a typical wireless network, wireless information handling system devices must
be authenticated before access to network services is granted. To accomplish this task, an
information handling system configured in the form of an authentication server or other
type of network authentication device may be set up to support a large number of wireless
authentication methods in the form of security modes and algorithms. A given wireless

information handling system communicating as a client with the network authentication

*G00002*
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1 device is typically set up to use one of these

W rel ess aut hentication nethods. When authenticating

the wireless client, the authentication device nust

take the tine to cycle through all of the wireless

aut t thad [ S e
dev1%é’?£ F)gﬁeaﬁ@ %Je?h ! cgaét |81(1)éJn ok tl%eﬁ frél@ég @ﬁhgut%&fcfnhﬁfethods When
authehticatihg the B».QfMHss Ichient eheC auttha’(ticaﬂmaldewe& sk take the time to cycle

ayt hent catlon schene, .edge . guthentjcatjaon for .
throigh oflcob T MRS CERUCaHly DTS rEitiah T dog copeei wireless
thefte& g seedEsethe Mig@h or  wrel ess access
a poi nt n t suggorts a nurr‘% of different
aut hent| cati on nethods and chooses the proper

aut hentication nethod for a given client prior to
[0043r dmt ey canvestionalo netork canﬂeenﬁeatm lschgmes; eedggr apfbentication for

wir e(u§% Reat ' ﬁf %f;lc{e? Eﬁe{gfﬁé«? 1& c s anhe es%ta%ngsg p%1 i nr%ﬂesg‘ Wwitch or

wireld3b e{cees& poigt) B4 $upPortasknurabereof( diffekent Rﬁﬁmﬁﬁéatlohomethods and
Comrents (RFC) 3746. EAP defines a rocedure for.

chogsgg theshrPpRy e Fation; MehA faict &ivem e Prige frgrapting access to the
corcaﬁéttﬂ @rE'ﬂ}Rh : nhEéﬁon%Hglo!:éﬁr. { £ standard mechanism for

Aut henti cati on al - ervi ce (RADI US) server.
granBAR netwdrk eceess hadhissiefihed iralntdreettHnpatcening Task Forhe (IETF) Request

. . o
for Gheats (BRE) BP4GEEAP, detigs h proedine S0t 1Caue e Rd grapting network
acce%%%%n?% hdthddtRABSn 'aﬁ‘th@n{}ﬁXﬁﬁall%' WIREbtO TAUhTRicATch Dial-In User

1) network. Figure ["ustrat es conventi onal
Ser8@2. (RADRAR) E&Rer.derBAR yisc olwemgehaosns coe nauthenticatiors  but the

iced i the |or rt en client
autabipS Shegifios f-F drBled ifla EAP THEES, AR Hie§ i, gre caried
withi JEEE B020X frhme§ én @I lagéit 2 Gamdcer wirklesd (8022100 &6work. Figure 1
poi nt. As described further below, convergence to a

lllusaé@s cenveationd f0Rda% arshEABt iHentityggn tesgencesehiems) as it is practiced in

the ?ﬁe 5 uegfs){)it}vgc\éﬁ) %%S\Ze%;%}eglgg?gé%?{q)ﬁ W{E\%P s§ ggt%&/ﬁ? ﬁgé’egg@oiﬁe‘?ollowmg

assodﬁtdbﬁ; eofnbet cliggt edevicet With BAP awédsepomc at Aorlesoribed dfurthexd below,
the given wireless client device by repeatedly
comterawgﬁnt@ ta desincdrautheaticatiop methed spay takiet wult@&‘c httffre@faewh each

e B Ly B B e P Y ecpons 1o oach
EAP Identity Request with an EAP ldentity Response

that 25 contains a negative acknow edgenent (NAK) when
[005] hdn Figies |cthe Bpgess destied mystiigyesss the lﬂogguﬁhentw@aﬂn smethod used by

the gﬂgg%{‘élgsétclxexp ﬁe eﬁﬁpgéet/é%{ag]w%ﬁﬁﬂtt I&O%hﬁgntﬁt rRécEﬁ@sts with

cess con
eacla feqii@stycdntdiRinigo® dmaéremsqw ofNEAP aﬁ%ﬁémow&r geiwd (TYPE). The

wireless client responds to each EAP Identity Request with an EAP Identity Response that

contains a negative acknowledgement (NAK) when the received EAP Identity Request
does not contain the correct type of EAP authentication method for the given wireless
client device. This process continues as many times as necessary until EAP convergence
occurs (i.e., agreement between the client device and the gateway device on a particular
EAP authentication method), and the wireless client responds to a particular EAP Identity
Request with an EAP Identity Response that contains a positive acknowledgement (TYPE)
of the correct EAP authentication method used by the client. Because the EAP protocol
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occurs (i.e., agreenent between the client device and
t he gateway device on a particular EAP authentication
nmet hod), and the wireless client responds to a
particular EAP Identity 30 Request with an EAP

suppggtg nwoy ag%%@ﬁ@gt?céﬁﬁ)m&ﬁ&st ‘gﬁ(’; %}é}géb&gﬁ authentication methods
currémt Wi &) b@ﬁsdmem@ EAPE chy tdkBea siphifichnt Beamu o€ tinefor EAP

protocol 2 supports up to 256 authentication
conwesqn@@ d0 ogFurh Rue 4o tthis drigloand e methedplogy n¥imklsss authentication

con&i‘%ernﬁghh}{ ANk 2EUAROE )fﬂ’t(ﬁ EAEble Autheitidadbs P?otocol) based
anount of ti convergence t
metlozis unay Bossuinee hh‘elint/ellyallargmainemntomf thnie has dthe asgane t1me that many
rel ess authenticatiaon ve e usi,. ng tradi ti onal
WIres59 Sqryices Y opeRpVide r&ﬂ‘élf%llog" %ﬁﬁ“ﬁgﬁ‘(‘ﬁ 8%‘1‘9388 ‘Prot ocol ) . .
based 5 met hods may consune a relatively |arge anmount
of tinme at the sane tinme that many wreless services
(voice, video) SEMIMARYOF THEINYENTIONt i cation.
SUMVARY OF THE TNVENTTON [006] Disclosed herein are

systenms and net hods for aut hentication of information .
[00610 Disoheiteil nereips arsnsyseme | andnmethodh clos authantiqation of information

anl o] S8 BT DT B8 S

metiiRisJone 3t/ bdded tharadtefdtics BIdRE authoatication rmdthdiﬂls Xe g., authentication
(&{ evi ously used by a given client deyice
modgsy @deélﬁo’éﬂhﬁéﬁt preyiopslycysedeRy Beeivqnorlignt (dévb?e Yeign wigelees client
t I
devigEyRaY be Ny (2L 1B ol mBbHY Yy £HRNE Sncicuon dovice (e,
authehticajiof cservms ewlrglesshgatewtyh ecdese pbintnerd foeusebyithe tahélentlcatlon

sel.ection of the authentication t hod f . . .
devige ity seleqtiog o the 4!121& i Teftoar apimicadne it the given

cherﬁl&ck}fac@t 'Siﬁh'a‘&[heﬁﬁ&ﬁﬁﬂ Iﬁ&ﬁb@%ﬁ%&tﬁﬁét&% ih©164e) Rt aRVhotAiited to,
not linmted to, identity of the |ast authentication

ldcnt[Bt dfatie mewtmtmateoxgmv@nd obddebyt the géteatalient, terl@tqwefmg}aemsf of use
ffer%b ut henti cati on meth

of r§ Sy, B atRenticalipn FETHS TG et iy betil & S88 of two or

mor8li &fiﬁfeﬁf‘tauﬁiéhh@dlidnc alettfids B ROEsveRY cleend) \é@xlﬁbﬁﬂatleﬂibt thereof, etc.
conmbi nations thereof, etc. 20 Advant ageousl y, th

Advantegeaysky t§9sthé¢1§sea1n dysiempownsl mesthords may bﬁeﬁp@ammﬁd in one
embggjt en?r{gqg@@rﬂle ttﬁné ﬁgé%ﬁﬁ ttohfchielv uﬁ?e%ﬂ@éh&lo cﬁﬁgfgt%lﬁﬁ% over the

entrcatl on convergence ov conver gence
conveRgihice amd}qummmdn@aalonabmhaﬂds [007] In one
exenpl ary enbodi nent, a cache nmechani sm nay be

i mpl enmented on a w reless authentication device to

[QOﬂt %@eoieg%egﬁ)iq{g c}?e:%#‘?l\é\nwr %Les 8ﬁgt%ahe§nl'1§hc aL NG neélg&;nted on a
wuéléh@ aWhEﬁﬁ&E%n @b‘ﬁb@ﬂi $t6RIth@ ot ¥L&iR wiless dhthemtidatiah enethod (e.g.,
given wireless client device. The next tine the given

authghtication s mode eand @dgarighm) used by the wireless authentication device to

authenticate a given wireless client device. The next time the given wireless client device

attempts to authenticate with the wireless authentication device, the wireless authentication
device may default to the stored wireless authentication method in an attempt to shorten
the authentication time by more quickly identifying the correct authentication method
being currently employed by the given wireless client device. For example, a wireless

device may cache, or save, the last authentication method chosen by an EAP exchange and
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attenpts to authenticate with the wirel ess
aut henti cation device, the wireless authentication
device nmay default to the stored wrel ess
authentication method in an attenpt to shorten the
use ﬁ%& rﬁgsg Ihgtg%?} g(ﬁ tt%léc gfslt g%erﬁ@ aﬁ a %Mhénﬁ@%drnr ﬁél%tﬁ?d Eagcuon event.
In oaa‘mlnﬂmddndsm theadigplosed systemb @ad mdthedst mdye‘be ampleﬁmnted for use in
. exanp wi rel ess device nmay cache, or save,
wirgless e tneamrh%mar B2 OB ERRINS Vi G taﬁu%nwogm%én order to
caclﬁ:%ll BAP $ethPindERaiBh 84 pf IﬁEthB@ Bover sncd bR 3 ireless device
future authentication nethod selectioh event. In one
and emithedtication, wirklesd asthentaatios \deviens(egn dacgesshpalst) nnya iseanner that
d,for use in wreless networks that are
COHﬁ%BE‘gﬁ@Hﬁéd Swith regard to authentication nethods in -
order to cache an EAP nethod and stream i ne EAP
nmet hod convergence between a wirel ess device 5 and
[008jutTheat fueaiet Oﬁem'play esmbadinBRr)t 4 Cairtless dttieaticdti®ngdevice may
access poi nt) in manner _t hat conforrrs to standards.

additigna}y @rraltarrfamlbrélfac’é {efpPsing 2 SoMer Thih frequenyy @ nugaber of times
a [ [ I

i B0 SEAER G GBS ] SN | Kpiaton, i (.

authentcption ayoder anduaipeithm rélatieesto dthatwmelgsswthem’twﬂioasnethod/s In

client uses a gjven rel aut henpti cati on net ho
such an gmplepeniation ¢ it raeatoaing VIS ERe e isksg relative
freqhéhc@'t SELseVof &l Si9en ISR duBiRintiOAti B mBRIASto HribritBHCvABr more
inpllementati on"the wirel ess authentication device may
differemt autkenticatidretetholdat iKoe examplpuéhthe mpsturseend fmest geaesh wireless

oS3 B . TE 51 5bh Subiflon et

empldyeli by aWEtlesLEARME dEASE, thRCBB twitdldse |a@t$1§ntlcatlon device may then try
aut hentication nmethod is not a correct nmatch for the

the gamaieing passinienwireless avthertication meethods) igythe gsgersof tracked relative
freq}%r[cﬁeﬁf i€ defit geé/dri:e%t c'ilpr?ﬂ W{aé%f a‘%e“?iga}%).nn ,n}ﬁ*éh()d is found.

|cat|on ev ce

AltepeftiseRR] @ wdréleéseaﬁhauichmﬁ dedtd ﬁfayrmrh beisrying thepossibds wireless
of tracked relative f requenca of .use until the
authepfigagion raethednin therasdersel wipknd felptys flsAuspey R gisp.srather than by

startfxdrgjmh the'%fr@l@&azfu't Bli¥atiod ﬁﬁ‘étﬁﬁé fa3tused By e V\%i@ WwiBless client.
Ice may start y try| ng the possibfe rel ess
aut hentication nmethods in the order of tracked

rel ative frequency of use, rather than by 20 startjng
[009; {In one ecsppetedisalascd herin is & Bicthod ofompanmicasing wﬁuaxbylfonnatlon

T s e

comnfnddatiBg i the idearid) ioTgtiry sélested t awork Imdaenﬁcduudl Agthod to the
sel ect |a@§la net wor kK aut hent i catl on_net hod;
1

infopraatiamhansling gystera, ingwhich the arthentisation wethed lggetl%ff%ased on one
or Rk &RhiaG RS mﬁ& Gt %O‘ieatsf dnl2® authBhaB, %@glﬁanﬂkﬂ&g sed to
system I'n Ic eted

e AUt hent f catl on et Is"se
autheas@tke the infoemation handling system for network communications.

[0010] In another respect, disclosed herein is a method of communicating with a first
information handling system configured as a client device, the method including: storing
in a memory of a second information handling system configured as a network

authentication device one or more characteristics of at least one authentication method
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25 or nore characteristics of at |east one
aut henti cation nmethod previously used to authenticate
the information handling system for network
comuni cations. [0010] In another respect, disclosed
prex!f&;sgl ﬂse’dsbaathh el ROch A AHEM YN R dA%o Eﬂénﬁcafté 'Ek%t chent device for
in mat | andl i ng systemconfigured as a
wiradleui eareldshenetreoftocbmmuonhigcaliiony; reteoringi@n alnhentlnm yequf:st in the

netv?fg{%e g%%;%fggtdg& gé{}? ndc|>rI ng lgéSt o gﬁg rc?ndl (56 client device;

seleSi R Fiks® nb&fdrk %ufBEnt%atle ARdth A Wased bh BhY brfeAdrl RGre BRRABRristics of
4 previously used by the network authentication device

the tab leaaat lopetauthenticativn methodt preeipiely wsed bynitheegetgiork authentication

devi S afbeRegRe FUFRAEYCr 64 kO e b RERR hFeBemprisgtions the

are SRYCH ¥ Mbh6E 6f thel HedlvB&S atReNTIealiSrR b wBe;f dndnddni@unicating the
client device; " selecting a first network

idengitiy Hafn thec dirsto ﬁelﬁ@fafh ozetwarke @uthentieasionnmeghodmby ewired or wireless
o) the at | east one authentication
m?r@ﬁﬁ%gl%s}ew C?Elé% %/Jeﬁgzgd by the network authentication
device to authenticate the client device for wired or

W rel ess network comuni cations that are stored in
[00213dn nentineyr  oefspedte divetosed kheatin hisntah ciforonatide vhand]ing ngystem, the

e RN M
basdOSH B SrathbRchlafhcteriatisd éfeﬁtledgﬁ‘é!ﬂ&ﬁlth&{@lcﬁwﬁqbthbﬂ previously used

anot her respect, disclosed herein is an information
to austmitwaug asglene rnforationi hauslingt $ystenh é@rdmtwg’rlgygmmmcatwns and

contBu? Y8 of e SPLGED AT R RST AL 9 e ctn

infoliaasdn Kuadli g‘ﬁ,@éﬂll cation nethod previously used to
aut hent i cat e a client information handling system for

networ kK conmuni cati ons; and communicate the identity
of the sel ected network authentication method to the -
client 15 information handling system BRI EF

DESCR PTI O“B%E%gg%ﬂ @i‘liiaEFbRwWIﬂGs
illustrates [y_conver gence schene

between a wireless 20 client device and a wrel ess

o0 5 TSSO er i BB b o virtss

cliefRVRE AN a%@&é’ds?&%a?facééﬁpginﬁd osed systens and
nmet hods. [0014] Figuré 3 is sinplified diagramof a

net wor ki ng envi ronnent according to one exenplary
enhodi ment. of the dlsclose sy ste . and et hods. 25

[OOHJ(ﬁglilre,_—z g% sunplified gla,gyaﬁ:m 4 élat g Qﬂvggpg]ﬁpt according to one
exetnplatp EMBoAiRnCONTY ﬁis@l%ﬁécp%s&%s"ﬁﬁ%éfﬂods.

[0014] Figure 3 is simplified diagram of a networking environment according to one

exemplary embodiment of the disclosed systems and methods.

[0015] Figure 4 is a simplified block diagram illustrating communication between an

authentication device and client device according to one exemplary embodiment of the
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aut henti cati on device and client device according to
one exenpl ary enbodi nent of the 5 disclosed systens
and methods. [0016] Figure 5 is a flowhart
illustrating authentication methodol ogy according to

: £ rMethgdodi ment of the disclosed systens and
d1sc¥TH§t?"s)§s. H@lﬁﬁt lgure 6 illustrates an identity

convergence schene between a wireless client 5 device

and a wirel ess gateway access point according to one
[0016] di:@lrarillsem’@@mcmmlwratmg au@tﬁstmausedn@@d@w ggedrding to one

exef B b diIPR o e SR ER GO of &

net wor ki ng enV|ronnent 200 according to one 10
exenpl ary enbodi nent in which the disclosed systens
[OOHG d*“igm‘e ho ddustmates ban idontigmeotetgdnoe amhdsmcl theomden bovineless client
red and w rel ess network devigces.

devige Aip RYIFRESS GRIGPRB ATRERt PUBHASCARIIREIOLONS %WVBV&W gbodiment of the
dlscf‘(k@a?’@i's?érﬂs WMdrhbEss. and wired devices that may be
configured to conmuni cate with each other via wreless
or wired comunications, respectively. Al though both
wi rel ess and wired devices ar e illustrated, |t WI 'l be
15 underk RIPHE TR A RAXTY 4BOD LY
may be inplenented to aut hentl cate deV| ces for
net wor ki ng conmuni cations in any other type of
[00183 tRAgurk 2rig a elivplifiedrdiapramef @ networkinpeinwirokieg 200 accordmg to one

envi ronments that_ jinclude only wrel ess devij ces, . or
exenplafb P menhir Wihdha élsqlﬂ%?fl syptems dad sratgodsi papbe implemented

to zﬂﬁl‘{%glﬂ:l e botht Weﬁofnﬁi wilgeddi ﬁ&%ﬁﬁ depyeat. emﬁ"\sagﬁowxll( networking
s may be inplenented to authenticate netwo
envicommenti208 tindudesi ananbez of ekgmplary?@irelesswardwirgd devices that may be
nvi ronnent t hone netvvorelil ng env ronment

pes,
configyrp eton%qrwapﬁﬁ Wéthv?qcanﬂ@ﬁ& Jia gyizelgss” o gitad Fﬂmffwgmaﬂons
respBABIERY. AT K1th 'b@ﬁmwﬂ%flesg' SHY Syifod QBYINEY KbdGllustrated, it will be
envi rronnment 0 includes- wreless client devices 210
understo@ 1Rattthadisglosed kysierns and theftmods anayabé emphmnwdttpmthentlcate

he for not ok, co
deviginfos aPorhE s aliali b ey BB RSk Bhment e,
in MNRWORKiKg NGvEBNmERSNBAE iROAd& sifly | Witkleske HeRiced,l 6l in networking
client device 206 in the formof a desktop conputer

envm@l@%wat dadpdep pnly; wised dgviges. e Furthrriose ¢he disclgsgd systems and

metfd i &gﬂ 1684t G0 'Xﬂ%b&@a&@ n\éﬁv&d? %Hﬁﬁurﬂga\ﬁoﬁ?%n of vanety of
ne I nNg nvi r onnent la W re ess access ol n

netv&ﬁ&n@ndwlilehmﬁnﬂ(t}@u tef, Aome MWtweorking eavitorthesnits; eofﬂ% net'worlqng

shown configured to 6
environments, etc.).

[0019] In the exemplary embodiment of Figure 2, networking environment 200 includes
wireless client devices 210 and 212 that are illustrated as portable information handling
systems in the form of a notebook computer and personal data assistant (PDA),
respecﬁvely. Networking environment 200 also includes a wired client device 206 in the
form of a desktop computer. As shown, each of wireless client devices 210 and 212 are
configured to communicate with other devices of networking environment 200 via wireless

access point 208 and network switch 202. Wired client device 206 is shown configured to
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conmuni cate with ot her devices of networking

envi ronnent 200 via switch 202. An authentication

device 204 is shown coupled to switch 202 for

conmuni cation with wired and wireless client devices

) . I ed.

com%r}.bm%'i {fx 8@11@16 Eg{fl(:gsg Hglﬁ&gw (mﬁ téhg%t{alﬁ%lnﬁtj dg@d éfga ggﬁd} é’).02. An
authehhvation lesice 204 He lhmmbbtqﬂecsﬁf sreitch( 20 for coAlnhdafeabion with wired

server) that |s coupled.to comuni i

cate with, other .
and r‘i@fﬁ}&fﬁ liepi flewices of BEIWAFkINE PRV RBAIGEE ?ﬁSQ; nin tﬁie ﬂﬁiﬂrmfi jembodiment

h RAD
of F§%ﬂné 2 ur a‘f%lngh %f@@é@(gdg 15%9?‘{‘]9 2t ﬁ?td@gl ﬁjr%erllé?%rg%f (teﬁéit 1us
servbi‘)&hatumxmplelhm do;mmﬁnﬂfte with welier atiwbrividewdesavial havidwide @oanection
nt devjces are exenplary only, and that the
tonﬁﬁ“@& 6@%%‘% tems and nmethods may be practiced with
any ot her nunber and/or 10 type/s of information
handl i ng systens suitably configured for wi red and/or
[0020] Witk $6gard dTtHendxeRipl 2 cohfifiiritich of FigoreBtivilk b8 @inderstood that
environnent. Furthernore, it will be_ understood that
the pyEbeszand; typeseet lustiated wited 8¢ r\‘rlrewls sliprdeyice afapieraplary only,
andglll(ﬁt%tgqllgcg%stefi‘g#tgljél?%%dr m%ﬁ%ﬁ? ﬁlag gwif%c)%(lggd ?Jﬂﬂ a.n%n her nurﬁlaer and/or
type/haf iafoymatidrehandlifigl aystems enitabgyl rc@hﬁgmted)fforl eﬁmﬂf knd/or wireless
comuni cation and,aut hentication device/s be 15
COmMIMHNAER, wign A &l netarking| EVHERARATL d o UEReRBRLE, it Will be
und&@f&t)ﬂ GHEehe! &ﬂ&oﬂfﬁk&ﬁ@d tc@ﬁf'fg%r%on W rn@ivﬁfrﬁ sHifchSH2, wireless
pol nt, netwo router and aut hentication device.
acce[ss)oam} 209 anénaﬂuphta;at@n genver 204 is| alst exemgdary alyyping thatdny other

of .a n rki.ng environnent ., 300 i.n which.the
suitf1E ARG 1 Ak FaRiinietRay S bl Geite’S may be
emphsiRHNRT ex@NFRPA @In!le%ﬂﬁﬁﬂbrﬁﬁéﬁlcé fha@ﬁrcfoﬁﬁglll&d@@perform the tasks of
aut hentication for network devices. As Sh own, 20

wireless weqeRs pejnk motwask seurer @dquthestication dgvisenber of
exenplary wireless client devices 310, 312 and 314
that may be configured to communicate with each other
S
(0024) ol bR Ghy3e g T AL £ o el ol oF Y BRI LS EhHonment
300winr elhicts tigatdisotosed caystemspanditmetbods. mayOBe lidipemesad in another

shown then i cat devi.ce 302.is coupl g
exe )Pl P BRdRA B PRI o8 uthEICART. Kt M5ia GRIiceyDAS shown,
netwdtkilg aenmﬁ&tzﬁ)ﬁﬁélﬁﬁés) a WhhBéroft X8 mpRirf wikled® thiend evices 310,

Authentlcatlon device 302 is configured to receive
312 aandh @4 i thatt imay beqesbigeredrtoncommaniosts wathi eaph gther vay awireless

confiifihéet ERbut T Shndn PRl e s R B8 q peree
a wieleo gareezdg Facc@slstﬂlﬁ‘m legat 80M1XYaceasshuift. N@si sHowmatthentication

Wi th the requesting client device in_ order to
dew@@ A2 igeoupled Ha warsdconnecsion fhe AR ABhentinatin seryer M 6re-tRADIUS

serv@é t‘QMqu‘IZ ggre‘l’ﬁ]ert?htgts?%(f ustﬁ{r’htgfla%%gﬁ‘zdo gi%etébfz 8 %oﬁﬂétﬁ"ed to receive

WOr
authetitidueioh i reqidstnfromr wizelesiOdeviices 310, 312 and 314 that do not identify the

authentication method in use by the requesting client device, and to perform edge

.-1

authentication by exchanging information with the requesting client device in order to
converge on the correct authentication method prior to allowing the wireless client access
to the core network 320. In the illustrated embodiment, authentication server 304 is

configured to perform core network authentication tasks (e.g., user validation, ezc.) after a
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configured to performcore network authentication
tasks (e.g., user validation, etc.) after a 7 given
client device 310 is edge-authenticated and al |l owed
access to the core network 320 by authentication

. deyice,302. .SQ ;sh 0 [ i 1.5 N r
sive Qe s 0 Lo AU BRR M Mg bt B B o peowork 320
by atfHegticAtidnaletRRBaR! eXlseUshoWnOtonithesicatpe®ithinocaz® metwork 320 are
_ network 320. 5 &0022 Al t hough hoth wirel ess and w red
wiredpsyichert dgvicep |31gsandal dawhichiiava pepp Pserusiy, granged access to core
net%‘?% king environnents of Figures 2 and 3, it will be
understood that the disclosed systens and nmet hods may
be i nplemented to authenticate devices for networking
conmuni cations in any other types of networkin
[0022hAlthonghe both wirgless amd matedoddviaey are ilustratedeast being gresent in the

i ncl ude_ onl i rel ess deyices, .or .j.n _networKki .
netwiiing SivIREReRtn AT Fgtienct aRE ol yilli eotindhypaddhat the disclosed
systéHS Ldnar ARERds t ARy dbes GnPReibntels t6 RutiRdichlt Aadees Bt B&working -

i npl enented to authenticate network conmunications in )
commupigatiensy infanyepihor kypey obmetwaskingnenviygparent,ee.g., | inh gptavorking

net wor Ki.ng .envi.r onnent. fii n r ki . .
enviBFP R ENAE AR Vi3 sy 5L 15 L IGkn, opviponppmes
inchitleosiy dvizgd deviced. UFurthérnitge, CohaTdisilosedi 9stehst meke metiods may be

15 aut hentication device 402 and cl|lient device 42

implemented Ry aughepticate x BRYIORE CUMBBHCAHNS &t & NETEHs cq(%o%tamﬂdng
. - d . i .
envil L%fﬁxj 0l By g, ) gﬁhgﬂg %etvﬂrkﬁg%ﬂblrgﬁﬁérftﬁsofﬁgg n&%ﬂﬁgg gﬁ"%’?‘onments,

communi cating wrelessly 1n Figu
etct wll be understood that comruni cati on between
aut henti cati on device 402 and 420 may alternatively be
via wired connection. In this regard, the

entication capabilities of wreless authenti.catlon
00T #63 hoymBreaibitrcoBoedn MBalil PHilHAER Seleen an
authéiAlbh ideVies 400 aadichenttdevalei 420 ®esrdalg 0¢hedxefriplity @mbodiment
or wirel ess gateway access point 302 of Figure

3.
of thepdisalpsadnsysteans; andumethadsd Adthough devicesof02-ppyd 420 are illustrated as

confh 52 AR RSTLED, SSVAEE, Bl iod OE gyogionvtwee
authewticariyn 4188icantD2t rad 426 mayoultdrgativety be vie wdredecammection. In this

produce_ netwark co nications viag a.coupled w rel ess
regasd; the pyBFKIGEHPR FF%?én’gﬂEé wirgless a&@*&ﬂﬁf?dwa Yigh 407 1323 be taken
, . . V . »
o B 48 o MARUSSS BNt ER 0 dEmpBhont, wicis gcvey
accesepuint/3026f Figaret3hat is configured to receive and

produce networ k commruni cations via a coupled wreless
network interface card (NIC) 422 and antenna 428.

[00% R %e%ﬁ§stﬁ@eqi é‘&%gocﬂ'ﬁ%np &f %@ﬁre 4, wireless authentication device 402 is

shown configured with a processor 406 that is coupled to memory 408 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 404 and antenna 414. Likewise, wireless client device 420 is
shown configured with a processor 424 that is coupled to memory 426 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 422 and antenna 428. Memory 408 and 426 may be any
suitable memory devices (e.g., solid state memory, hard disk, etc.) or combination of

memory devices suitable for storing information necessary or desirable for accomplishing
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suitable nmenory devices (e.g., solid state nenory,
hard di sk, etc.) or conbination of 30 nenory devices
suitable for storing information necessary or
desirable for acconplishing 8 the features of the
e RSP URIAE FATTAD 5] s BEEEDE Al 1085, Simisay,
progessaeesd mgy devny progedsimgiieviosisqe.gp micwpsaessor, microcontroller, efc.)

.mcrocontroller, etc.) ,suitable for retrieving,and
suitahle fop Jetrisyigenaad storing infermahion tﬁea%qcbe% dUSIRYY, deyiges, and for

el X440 0L M ML SRt s o

eatures of 5
the disslobaussydtesgsind mpetbods aselesuibed derthbe dereim eNIEu404and 428 may be

herein.. N 404 and, 42 be an et wor.k i ntetface.
any GEPPTE iRt R0 SR UG CHRRORER SRS o SRbliRE Sirelss
netWSR o AutibdtRInESsiwedte eleks GaiRBRtatiah ideRichef0peid wireless client
W rel ess authentication device 402 and wirel ess client

devigev#2® iz (antanaastldnaad 4884 inrkeing ginderstopd thgt a wired network
under st ood, t hat, a w r,ed net i .
et Rt ol BbiReb R A ERIC o PEBEN Tl for Fired geowork
com@ind&ition béfveed Awind CaithedtictRinRete antMa rveiekd client device.
aut hentication device and a wired client device.
[0025] In this enbodi nent, processor 424 and nenory

4 of. wreless client device 420 are configured to .
(003518 eHbOHEBL!: BRECSiPT ey lgamﬁghi‘%e% a{? PR s Sl device 420
are g&%urecﬁf‘o%bﬁ% ARGt o&r\g{rélﬁssailﬁl%n'ti%{]tgn l!ingthgﬁ d&k., k&urity mode

roduce authentication infornation . . )
andfoo atgonithyal dorder taaprodesst autkanitioatiateinfermaion that as pprgmunicated to

428. Wrel es uth i 63t ion V] iS nf jQud. e
sty agopr G ER20P AL KTbiR: PR AP Rid S TRAR  Bintigured
to procedR e AltBEHicEOORTINTOGRtioANreBElVed Gronf #reldls @U@hunication device
antenna 414 and NIC 404 using two or nore different

420\Akm0/@g1@ atepnp AhandNIG 404 using fiwe or morgdiffesent rifelgss ppdeatication
L gor ' 4 2
e Q3 @', AP OB G BEGEr Rr d20

devi ce 402 may be capable of supporting a plurality

of wireless authentication nethods 416, for exanple,
[0026] rStidks pederding go Fogure 4diwifedese rantheppiesioanttvive 4)2amdy befcapable of

clji.ent devj.ces, di.fferent .networ ljcies (e.q,, .
sop e p G it B R BRAR. 16 xGiPle, rampsponding
to deéerﬁtQ?ﬁesOAddﬁﬁ‘tbrﬁﬁMidf REieRdYves, U HERnt BdtGorkl pélfctes (e.ér., security

multiple wirel ess security nethods 416 may be store
level gr ol groupa®listesinfor different winelpasrrlientadavines @adioe aseap ztc. These

] - US e ry.t t.henti .
B SHRRS0 QY BoPs IE° TR0/ Ko SRR oRELER. S8 o wires

authdyfiedtion @S/ides0E dardachcsen Bal! Wed dsSnezBssarse b hathyniddate different
_listing of wirel ess authentication nethods 416 that
wirgless chientdeyicas and{omiserrQn udmagic agneeded basis. Table 1is an exemplary

istify (PCRILEA LteARAliES MlRodNS1d Fhdl Fhay BeeRGRE ih 408 of
hsuc%n‘%r ekel(r%gslt ve, ellﬂt Bell?ng %c%dg%ést%%ogh%%at tﬁ‘g n1ug%grrnog% ©

wiraléssr esthedtioatiens sdexvidehd02 i andt isomotrehtendisi 44 6Geomgprelizmsive, it being
undgrrs?o%tdet{lat the number of stored wireless authentication methods 416 may be greater
or lesser, and/or that different types of wireless authentication methods may also be stored

in memory 408.



or

| esser,

aut henti cati on nethods may al so be stored
408. 9 Table 1-Authentication Methods
SecurityNet wor kTunnel i ng Pr ot ocol Dat aNet wor kCache
TypeAut henti cati onEncrypti onAut henticati on ModeEntry

I D Al gorithmvet hod NoneQpenN AW red Equi val ent N A
Privacy (WEP)1 None2 Basi cShar edN AWEPN A3 Noned4 W - Fi

Pr ot ect edN AWEPN/ A5 Access, Pre- Shar.edTenpor al
Tahie dCauthentioafion Mothods

(WPA-PSK) I ntegri t

Encryption Standard AES)7 AdvancedMessage
Di gest N AWEP802. 1x8 Al gorithm 5 (MD5) Ci sco Key

and/or that different types of wreless

in nmenory

Key Key

ced

SectitiyE JRétwafk PT 0T 0G Qlinnkitrh Piptdcdi I ghilwetaght N AcUNefwork Cf SCO | Cache
TYExt endithAnic@iont r al i zed Key Aut heriffnbien onVEPHEAZIGERRH | Enty D
( CCKMMER™B} ot ocdl  ( LEAP) 802. 1x, Sco Conplati bl e
Ndr& L ENTEhdATT CRIP( T, CCRMIT™ W | hfired HoGNaRAIT E0N/A KI PACCESS
PA) , | CCKML2 Privacy (WEP) 1
None 2
Basic Shared N/A WEP N/A 3
None 4
Wi-Fi Protected N/A N/A
WEP 5
Access Pre-Shared
Temporal Key
Key (WPA-PSK) Integrity Protoco!
(TKIP) 6
Advanced
Encryption
Standard (AES) 7
Advanced | Message Digest N/A WEP 802.1x 8
Algorithm 5 (MD5) Cisco Key Integrity
Protocol (CKIP) 9
Lightweight N/A 802.1x, Cisco
Extensible Centralized Key
Authentication WEP Management (CCKM) 10
Protocol (LEAP) 802.1x, Cisco
Compatible Extension
CKIP {CCX), CCKM 11
Wi-Fi Protected
TKIP Access (WPA), CCKM 12
Transport Layer N/A WEP 2.1
Security (TLS) 802.1x 13
CKIP 802.1x 14
TKIP WPA 15
AES WPA 16
Protected Generic Token Card (GTC),
Extensible TLS, Microsoft Challenge WEP 802.1x 17
Authentication Handshake Authentication | CKIP 802.1x 18
Protocol (PEAP) Protocol (MS-CHAP) v2 TKIP WPA 19
AES WPA 20
Tunneled Transport | Password Authentication
Layer Security Protocol (PAP), Challenge WEP 8021 21
(TTLS) Handshake Authentication | CKIP 802.1x 22
Protocol (CHAP), MD5, TKIP WPA 23
MS-CHAP, MS-CHAP v2
AES WPA 24

[0027] As shown in Table 1, each wireless authentication method of this exemplary

wireless authentication embodiment may be selected to correspond to a particular

combination of authentication characteristics, i.e., wireless WLAN security type (e.g.,

none, basic or advanced), network authentication algorithm, tunneling protocol, data

encryption method and network authentication mode. However, it will be understood that

in other embodiments an individual wired or wireless authentication method may
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Transport Layer NN AWVEP802. 1x13 Security (TLS)

CKI P802. 1x14 TKI PWPALS5 AESWPAL6 Prot ectedCeneric Token
Card (GIC), WEP802. | x17 Extensi bl eTLS, M crosoft

Chal | enge Aut henti cati onHandshake '

corr%@gpl%ﬁ;n é@ﬁgéb@%g%c kéé\ﬁg%g{e%u ic € ﬁ chﬁﬁ:)lfe[tﬁ'h%f) buthentication

charhéteristRerdsRaay beorsilitdble fenuse it imple¥bPRMis dn® br Inxyerfeatures of the
SecurityProtqcol (PAP), Challenge (TT S).Handshake
dlscmq’q SWPIRA (ANG RRIPAD 31 |3 BY e B IESS Nt g environment. In one

@(ﬁg%'f %Ihﬁa Tﬁ@{m Nﬁlecme MSnCHARANG AESHIAZ4 1OR2B4 fred as an

eac W rel ess aut hentication nethod
autlmﬁtmdmoa nmthmbloakyup tabledin sleamsy 408 béwmebat aghentication device 402.

%O g%gf Zgﬁt:acgaﬁ{}},ﬁﬁ gfepéﬁ iﬂ}a EHHE‘) go 1icfc)anﬁfy each combination

of aﬁﬂﬁéﬁtﬁ,‘&h% bﬁdrb&émsulcs SuppoWed 8Y mléé\téﬁdh&ﬁrcuﬁbﬁ HevideP402.
(e.g., none, basic or advanced), network

aut hentication al gorithm tunneling protocol, dat a

encryption nethod and network authentjcati on nod
[00283\,@5\,@\0wn| ip Figyre 4pmemea:Q8 ebwireless authentigatern dev1ce 402 may also

1ncl§(§gjg ori'jl @aéh@?ﬂ\ﬁ' £y %aﬂf%fnfrggr ﬁffm‘%eft e&ﬁﬁcemmgt tﬁlg r1dent1ty of

|on e respond to any
autmundsmbhlmahodfl mlﬂlaedibyanmamscclmnt devibé #20iand aher wireless client
ication chara teris ui,t abl e

h
devx?gé‘*%e@?wl}?ﬁpéﬁ%m )i 0 Biistng 3t bRt hoh Bevioukf used by

eacl%vﬁ%ie@ss&gm? ASHE B (R ik Mé?nﬁ@ﬁldn%@th@d YR uMds! 8B wireless client
networ ki ng environment. In one exenplary enbodi nment,

deviché20 ¢ listmgtaf aH autimntaq:aﬁl@d merthqtbksluppqrtqddw eneh sriteles client device

420%2%3}\/?6@%022 gbgc at) ngPh od l gggo 4?P fgr t?fcgp gythg' Qrgquency

of US@SL curdulaffdBsa2B tchntl fde Badhf Wﬁéleésl Brhdrezathm ®ehbayegd., algorithm
identify each conbination of authentication

andclmeht%&ﬁérwsﬂap]w’lf§19§§)@iiqnéde‘ﬂ‘}c % el ess authentication
devi ce 402. -

[0029] Table 2 shows an exemplary embodiment of authentication method tracking table
as it may be maintained by optional counter 410 (when present) of a wireless
authentication device 402 for multiple wireless client devices 420. As shown in Table 2, a
usage counter (e.g., since last system boot-up) may be maintained for each wireless client
device 420 (e.g.,. Client A, Client B, etc.) for each wireless authentication method
employed by the given wireless client device 420. In the illustrated embodiment, time
stamps may also be kept for the last date and time of use for each authentication method
utilized by each wireless client device 420, although this is not necessary. As shown,
Table 2 includes a cache entry identiﬁér (ID) that corresponds to the cache entry identifiers
of Table 1 to allow identification of each wireless authentication method included in Table
2.
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[0028] As shown in Figure 4, nenory 408 of wreless
aut henti cation device 402 may al so include

aut henti cati on cache 412 for nmamintaining information
concerning the identity of 10 authentication nmethod/s
utilized by wireless client device 420 and ot her

Wi reless client devices 420 (when present), e.g., a
listing of all authentication methods previously used
by each wireless client device 420, the

aut hent i cat i ofabletzheAuthasticatiomdViethoddErackinge| ess
client device 420, a listing of all authentication
nmet hods supported by each Wi reI ess client devi ce 420,

cajie\é Meror-y H-E")enmy at-so—tneHude—an upti U¢|%htB;UUII[CT
£

'Fraruu:'\r\n 15 0 ucao nr r\nmnlg Lo
E e O
%z tlé thids dﬁ§ Last dage Counter- ast used Date [, Last used
0s ag Om At S, p eac M Uz ingel’ﬂaﬁ k %t ?;E? ?]O dT|me
(e. gsincal gorithm and ) used by eadh w reI ess

; . Sta
cl i enbstdevilce 420. [0038mpThbl e 2 sho an exenpl afy me
enmhaddepent tof authentilcatioh method tr i

U)

as

it ey helnmi nt 81420831y 135 | 410 (when

prégent) 8ff a wi ¥&e®W4s B0F henticati oW ldevice 402 for
muBtli ple dilrel ess cli¢nt delices 420. 0As shown in

Tablle 2, a]20 usage counter](e.d.. sirkge | ase/12¢2083bm _ 16:15

bosbtl- up) tAY be mai ntdi ned Jor each warlel es$/1ei2oemht 15:30

device 420 (e.g.,. Cient A Cient B, etc.) for each
wi rel ess authentication nethod enployed by the given
wirel ess client device 420. In the illustrated

on RS s 5 ARt S, KB ey e

maitthinkdl 38¢adhé BEMBry\t 1 EbL GSrelehd BithestRtio® déeiee 483 bbsvidig to one
this. is not necessary. As shown, 25 Table I ncl udes

exergplegterabediment qfdbmhsﬂp&qd S(yptB;nStanéﬁn%hﬂdﬁeéﬁ@h@ynt Bablh includes
a res%ggﬂfe @Qﬁtff%’er 'Ag . ggm %Ielﬁir-ggsb(l)r ot rtsn{tﬁle ?&@ntlﬂ%% tc:%ré%spondlng

IC&IOHO ess au I Ca

to ehdhCofudizelessclicabldevides Alto TatHae have Beenhfetivaay aothendidabedd(or that
Tracki ng CacheClient ACient B EntryUsagelLast used
maypeatesnp sauthengisattn) e plirelass @gthgniigationadavices4Qp. In this exemplary

embgﬁ)%gee LRL gbﬁg}mfﬁgﬁé{? :J‘agﬁo Ptﬁg ?@%&oﬁ%ﬁ éncl%dd:s the cache entry

identifier for the last used (LU) authent1cat1on method for each wireless client device A to
Z, as well as the cache entry identifier for the most used (MU) authentication method for

each wireless client device A to Z.

Table 3 — Authentication Method Cache

Client MAC Address | LU MU
Cache Entry ID Cache Entry ID

N|le|eoe]|e |D|>
Ole|ele NN
N|je|e|eo [N
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223/ 1/ 20048: 000 300 4026/ 12/ 200316: 15
5035/ 12/ 200315: 30 [0030] Table 3 shows an
aut henti cation nmethod cache information table as it
may be 5 maintained in cache nenory 412 of wrel ess
aut henti cation device 402 according to one exenplary
enbodi nent of the disclosed systens and net hods. As
shown, Table 3 includes a respective identifier Ato
Z (e.g., MAC address or other suitable identifier
[00333 Figse Snidi s flowrhare dbistratingrauthentivation imathodpegyc s itomay be

. t hat, have,.been previ ousl hent i cat ! t
impfEaie AR, AERSERE TR e Sy BmiMce e thet Rlseibr pystoms and
meth®i] €@.,482part Bf tHAhdshake Bpbatiynsl Bet@Eb@di BrBless tchiént device and a

_authentication node cache structure of Table 3
wirgless |aythentieation dguise.. eMiethpdology PO0fmey be spplementeds for gxagple, by

aut h inGat.i o . . ' | £5S ie :
s B SRR 7" GSRYIRIORY (s 960 e D54l clen
devicey 2 10 nd Mt of Figdte QMBovidieh @NivilC B imderst®ddthdt §intilar f@todology
wireless client device Ato Z, Table 3 -

maydps Walenented By oRier 1iyres ch@HtheryiGasinn deiicesnitipg drelysg/and/or wired
i RGER! Y., Brag) tdalewldy AccesBYbint 36820f1 Fid03H Ifor ed
Mg gulitr%}a\1 5 ie§’a9$?ov\hgﬁ§rqtgaiel Ial?stratslgﬁgm%ut hentication o &
autheptidatido lporppsé&00 as it may be inplenented according to
one exenpl ary enbodi ment of the disclosed systens and
nmet hods, e.g., as part of handshake operations between

i reless client device,an W reles .
o0y Rbs Paelisshe. SenBiRiofe eliisctt Yim, g3 where a waiting
authelfid 4868 N§cefor FeReiveX adipladthehticatiott hegnédtCabinoa ghexetlient. The

204 to authenticate wired client device 206 and/or | )
authgnticatien gequestadpes not identify the authentication method used by the given client.

In response to the authentication request, the authentication server accesses authentication

method cache information (e.g., Table 3 contained in authentication cache 412 of Figure 4)

~ in step 504 and looks up the last used (LU) cache entry identifier (ID) corresponding to the

last used authentication method for the MAC address of the given client that has requested
authentication. In step 506, the authentication server accesses authentication method
information (e.g., Table 1 maintained in authentication method information 416 of Figure
4) and looks up the last used authentication method corresponding to the LU cache entry
identifier obtained in step 504. In step 508, the authentication server sends an identity
request to the given client that contains the last used authentication method obtained in step
506.

[0033] Still referring to Figure 5, the requesting client device receives the identity request
sent in step 506 from the authentication server and determines in step 510 if the last used
authentication method contained in the identity request matches the current client
authentication method configuration. If the last used authentication method contained in
the identity request matches the current client authentication method configuration, then
the client device responds to the authentication server in step 512 with a positive identity

response, and the authentication server in turn selects the authentication method (e.g.,
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devi ces 210 and 212 of Figure 2. However, it will be

understood that simlar nethodol ogy may be

i npl enented by other types of authentication devi ces

using wireless and/or wwred communication, e.g.,

. o S e

auth%ﬁ%lalt%a ean?:?% a%ﬁ?i()l) eord po)S ggérﬂ 6%@%&&1&5 ngEtﬁo§ lfn@ﬁlole}dgﬁG and
autlmnﬁd:mtth«:glvemreqmeﬁthxgd:dnlemg;evh:egl ns in step 502 where a

waiting authentication server receives an

aut hent i cati on request froma given cli ent The

thenti |on [ est does not nt
ro0 B T Sfe! S3 M B R oS e B s S qnry ideptifier of the
authe 8600 endtRod b@ha irifbeniticnakigq bR esitaintd & cache memory 412 of
aut henti cation server accesses authentication 15

Figure ¢h gidththe peche rwtr_w rwmtl@ﬁr ¢aregponding,iogthg idegtity,0f{be apthentication
t. i gu
metﬁcgcf Eger&ullg s?s%# qua gé/]eﬁ %])Ent]: a%h%gpe §%4 th@ 8 ?ﬁ%égén 38er also
upditeOrhecamnd spvenadage cbﬁ)ntt:lh ¢thatl refiects! semhurmw eotntosft usage) and time
met hod for the MAC address of the given % ent that

starpss Corigied t 18 thea ihientiqaEian | BAthof n“%‘tké‘bg gplormagen (e.g, Table 2
conﬁHJeEQREb&ﬁéﬂ £ équxgﬁ% 4??&%%33@3 BHd F@g‘k'aﬁﬁfehﬂ&tl@ﬁmﬁ’od used in
Information (e.g elmaltalne

stepaii2hfen thecgawma:hamtat Imsiep ﬁi@rﬂm&mtbcnt&ﬁﬁomﬁerﬁrgmdeteﬂ CheqyIU cache

entef 9ot BBE AR gtsmiipiop e e EheB Py FRpSh e TAPLe 3 contained in
caclPineinBfd4 i NosFRproN with e éRRe eRBy idenffistiédiRRporidig &the most

server ‘'sends an identit request  to the given client
used hatheatination mectherk aftersper %cu@ﬁ stap iSdatfoo thenstvan ¢lient. At this
poi btnqc%tg&golbg}hzg(fog e SOSatﬁ 3 E%te tléatlggf Séergééliq\%‘é&slgt I%’or the next

autheﬂ@élihbh)’reqmuwtbe &5e1$&{1tfrdnn aSélmt a0ick rinrstép1602, at which time
aut henti cati on server and determnes in step 510 if

- methoologysI00 siasts QVGE A2 ICRIPFSR th?ét@ﬁbaltbwaql%r&qmtt he

identity request matches the current client
aut henti cation met hod configuration. If the |ast used

t ' [ t {
[0035 ﬂk@ﬁﬁﬂn‘ﬁgt Sip ST he Cﬁ&@@ A RE Gast Bsed! {HendnfieMtidnt Method contained

request rrent client authentication
in thet hdegktityo rr&qlgast addesnpott heatch tthe currentt clisayi swherdizpdord smethod

t he ati pn, server
configurpiifh, eI PEG BioB Shimbat Yt Pedya ideid usspopse that i
rece?ﬁdeW thd’lalithérmc%ﬁb@@éﬁei e septignt | ?@ﬁ iredeipredtho degative identity
.0., 13 authentication node and algorithm_ from

(e
respanseh el | §eRt | O, néhmowth@mm}ommr‘émd aughenHeatione HeBer  accesses

|
ot SR UGS AR 1 Y418 2 LA htgaon cche
412Qﬁ¥1:ﬁgure a3 i so‘ep sr0@hd t]ditﬂcs @Llhh emdst asddi (MU )redche @ntraddentifier (ID)
i nformati on [

comppngRagohe st e, gabentUITRBABORIOT ook FAGrES f the given
cliefOfa AROALLETed QuihbftidaAEAT ith Y%t 53718ndubieRtidatih s@fer accesses
authentication method information (e.g., Table 1 maintained in authentication method
information 416 of Figure 4) and looks up the most used authentication method
corresponding to the MU cache entry identifier obtained in step 520. In step 524, the
authentication server sends an identity request to the given client that contains the most

used authentication method obtained in step 522.
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nmet hod used in step 512 for the given client. In step
514, the authentication server also updates the
curmul ati ve usage counter (that reflects cunulative
count of usage) and time stanps contained in the

o050 R B AR ARHEITE 0 iy s
sentGf 6le@ SRATEbrh chet dvehemtititioit seevatr iand dewethinds irsstep 526 ifGhe most used

step 512 for the given client. In step 516, the )
authgpiightiag | mattiogncaupiped ip s ddentifie TRAGEH AMChesnihey current client

[ a4 fi enf | j soad 3
w0 o ] oS ) A B et comine
the #HERtiGf refuept meatehes the butrére addizoheutbenticationl erethdd eonfiguration, then

e G SERRTLRE L0 e IR oSS UL LGPl 08 TELAGH sni

respbfided m&’@éxﬁl%lcteﬁr?fegng 2ayYs BOR 4 Rhifepat prevaidly described. However,
aut hentication server waits for the next 15

if inssteph&26t the andsb nsademythesticatipniyacthed epntaised intheddentity srquest sent in

dgyj ce in step..502, at which tj I . I
stepgy 4 BF 10 aHERieRon Sy bEs o dnelT S AR HistP hypontiation
meth@Pe@Fourdtid8 3fkn ied clidhk devit® respeilsSiith afefatiueriderdiity rdsponse in

the | ast used authentication nethod contained in the
stepid@8ntity request does not match the current client

aut henti cation method configuration, then the client

devi ce responds with a negative identity response that

[00%7? & L%géip’ 6f 2 heghfie ﬁiéhglifﬁe\klgcﬁll%é QBnSHRr MEF 528, Bk YRthentication

ecel pt cof a ne dentity ‘response in
servet dpfablt8in step 580t toemséquantia) precasy of selectinghindivdidua rauthentication

e R g VARERS 5P TG PuPET o eshocs oo
time 8fdethe 41iéntOdevidediesSorfy tb Thes hidReZAtiah dervOOWSth UPpdsiteve identity
nost used (MJ) cache entry identifier (ID)

respf@oser @ﬁp shawmip Figuren®d. ndpan gseigt afisuchrt Psiiveddentty wesgonse from
t . i i .
e i i B BRBh s U 5400 thelindlRhc P etnod e

authRBfi¥edhi GRde Oind el ¥sthay CReme authantidaeiohi artliodn neaidrpd416 and
information (e.g., Table 1 maintained in
authgntiepsest the givemraguesing clicat devise.i o thisetinye, Flgeacke gpury ID, MU

x5 o R S AT L AT P i

thatadesaxribeddini mlasioa o 58ps 314 atdePlG 24t thisepoimty tHeemithendication server

.server sends an, identity reguest.tq th L. lient
waifsi{gk &’Gdﬁi‘h?‘ﬁge ficaliopisaudss o He Ecreiyt fiath A EUFRIF VifgdR gt 502
whi@PtiRle HEAhbdb1S3yes0Petaits dver bEIR &) prokédslthd #dx@ alithBstidabion request.
Figure 5, the requesting client device receives the

identity request sent in step 524 fromthe
aut hentication server and determnes in step

[0038]dt isd be usderstoad thas meathagdoiepy IO ddsws it iaieﬁ@ggh% 'fPIH&and that
e R Bl IRAGHES) SO HOEREE b, epocgimpos it
addRivnblest feadr istsps TRahatheledtiaimetodslogy 500, and/or using an alternative
sequence of steps. For example, it is possible to implement an authentication methodology
similar to methodology 500 that utilizes any one or more suitable authentication method
characteristics to select an authentication method for communicating with a given client
device, e.g., only using last used (LU) authentication information, only using most used

(MU) authentication information, or that uses most used (MU) authentication information
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5 the identity request matches the current client

aut henti cation nethod configuration, then the client

devi ce responds to the authentication server in step

512 with a positive identity response, and conpl etes

p
to sFsERE podkiolp MatithfoddbnPlRBRHioR 3o RIcHE PME Led BR0) htfithricarion
inforraitivnd Fortheainoe it will foe urderstactythateLie siot slemssam to stefqult to a
t he aut hent,i on server do

524 b S n
seqeA ARt TE98 RCHPT BOCTE A ERSAOEOAR MaaNSR Fptep 530,
and/oP €kt LRE of Ik ottt YuERnii &R TAGhYA thardctB®dRE inYsy be employed in
identity response in step 528. [0037] Upon receipt of
the &plﬂwgatan\aetheumlpnynﬂtb@bm semsumicating s¢idpa givgn clippt device, e.g.,

aut h | on t
usm§eaﬁ§n{l i pqsgcé eaSuZh 1c%téc1 Lf:o%%atloﬁdl ergtlg’r? of He:lt to most used
auth@ki d26iBh irfeirhAidn, bt hods and sending identity requests

for these selected authenticati on nethods one at a 15

time until the client device responds to the
aut hentication server with a SItI e identit
10039 g i alspnbn oadraipod shatimeihedalsey D mave e cpfiged g pse any
suit?ohtp Oéitfl% nNRati e Nhbdh¥d ' GSRRRRS T Ol'ﬁkthBH e whkhe @Sch@e\ﬁhéiﬁbry (e.g.,
authentication server In turn selects the
authenti¢ation icecteiddl of diguwel 4] eangains ncaptelwmms agthentigation dformation for a

. al i t.h f t t
givehftentipiiop e asig e 4Pt e s AR, Fbiele, F1bEn Bthe requests
autHeBiiSatioh)TBForle¥amplNE ndtathe dnkdy 1Mﬁt§fﬁr Q]@)h@foﬁﬂh’d_ic}h 1|s Bowiddin steps
504naﬂa&e counter and time stanmps be updated in

528 ifed 2 given csthenth@mqﬁeg@fh%@ gy P0Panay sidp te éte§t5éBsf°r first
nd 5 6, At {fhi oi N c n ver
ime, P8R, B e “SpsdetSert, ernd o? Me Bilchy e faciter Tater an
authefG&It6R dndthéMsused k@ pithelgicare gives ereldsd 211e1ﬂtfor thlei fixbt time, the

ti me met hodol ogy 500 starts over again to process the
LU paske ety HanMilkbeache antre e aad usape gawter andfime stggaps may be updated

t [
o T BB G Y 3791, 1
cliemmichived eMAﬁIyadkltess may éraddeitoimenndtyef napoesdousknpresanitt h

addi tional or fewer steps than included in nethodol ogy

500, and/or usi ng an alternative sequence of steps.

ol TPk LR A AR U5 s s e

onel &aémpléﬁyl eR®Bdidiint Ofte ti diRIcRed Udystetlse andit efhiods adsi & may be
met hod "characteristics to select an authentication
impiesnentad pesween araivancelignt glevice fnd agyirelest Batgway ggcess point device
foll&%}ﬁ Css c?atg)n’oﬁﬁé Xli&ﬁ'(ﬁgicle%fi{h H@?@c%sbgo Iﬂmlﬁgﬂlg'e%ddﬁﬁent the
ion, only usSing nbst use entication
w1r¢168‘scg“ama¢aycm:cess rpolirtdtas maﬂ&drmmlousmﬂhc(ﬂﬂomlon method 1nformat10n for
aut hentication_ informatjon 15_fo s ct a gosm

use 4 £ HBRYS EAF SrehaRgenods SRR 1 Blaes g B gegesh Sai dejpe begins by
sele@H%%%HtERPt éLEﬁEnuchtficﬁf PRt N baded! b nB W remotd chhrhbteR®ics of the

rstood t I's not necessary to default to a
authentication method/s previously used by the given client dev1ce (e.g., using

methodology similar to that illustrated and described in relation to Figure 5) and then
transmitting an EAP Identity Request containing the selected EAP authentication method
(TYPE). The wireless client responds to this first EAP Identity Request with an EAP
Identity Response that contains a positive acknowledgement (TYPE) of the correct EAP
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sequenti al authentication nethod sel ection process as

described in relation to step 530, and/or that one or

nore ot her authentication nethod characteristics my

be enployed in 5 the selection an authentication
auttTRHORGn LR GATIHRY GRS Lige Wi L @ given cl [ ent device,

€.0., using next“to l'ast used authentication

i nformation, selection of next to nost used

aut hentication information, etc. [0039] It will also
[0041¢ Thodeirs ttho e¢xemplaryrenitodsheng yof5 Bgurm b, envergérnoguioethe correct

o et S AL REEL AT ALY, o by i
EARUEhERItpdseNpaiaChahiklds ah EdbiptrRod) toC @i dhulEipleOattempts (and
previ ous authentication information for a given )
corrggpondingineultiplsEAR sravsstitagponse paits) Swicadly required bysthe gonentional

' | TR, iven, gl i en t u [ [ :
meté%cfro% ahfgfbg?lr? f1 ﬁ)oacglé%v%eéoenﬁg%gfe dg)n | fclt,cgfe'a% ?@Eﬁtﬁmwn method.
AltHongR itwill Beunderdtoohthat ih sinepeaseSR4s podibde tHaP @ widlrtake more than

gi ven client device, nethodolo 500 may skip.to st eg
one BHeMPi.ef Mae than HEngle FAR regHeresPRRSCAH M &npsiigle G vergence to

the gﬁx{r ?%u{h%flttiéﬁ%n%%’tﬁgd %Heﬁqfsir%et‘flh ‘iﬁethﬁfe&rl]%y 8NthbNisclosed systems

entication nethod I's used to aut cate a given
and wmetkdds willitgpitaliyorequire féwersittemiptse(and bess ptddessirggheme) to achieve

entry 1D _MJ cache entry | D and usage counte nd tine .
congatisge Yy Tp s eRY oF e SRl ivs i R et When sing
conf&RiohalEShddb16S) fich @R ilhRtrafe8RAd ddstriBadlinxbfutioh ko Figure 1.

necessary, the client device MAC address nay be added

to menory if not previously present. [0040] Figure 6
illustrates an 802, 1X and EAP identity convergence

[0042] toswugnases af Hys fisclopareopr inforpasion: RAndHing aysten tmayt include any
, scl t : ' .
ns AT L3RBT RN AR, o g0, classiy proces,

tranWnite lr&iveg aeaivay, acigiat, pwitth, destecdispiayl Imanifegt, detect, record,

associatjon of _.the cljent deyice with the access .
repragaoer handie. 95 Wilizeasi 196M of RFRIMAiPR oPisliEegSe cRiedpta for business,

scieﬁﬁﬁ@,%nﬁ&[ Qﬁt};ﬁ;ﬁﬁnﬁ:ﬂﬁ e gth@% Eﬁx‘lpeéé? Fak Q)@:[iﬁ}%l@,adni iﬁfbﬁsﬁﬁﬁbﬁ) Handling

ormation fo use In a ure EAP exchange. .
systeinomay ibe &ipgrsoralccommueraackiogd, pocomsumiew eleetrérégidevicya network

25 gel.ectin arn. EAP .faggehgnti catci on_net hod basettlj Qn_gne - nce
storgge flgies, APHCYBrS BHRRL d5vies 810 B RYARY iR 4140 Repe, petformance,
fundRhARY! and pAYE. OTRE MnfesRatidty hidtingi syS8mChnk R iicl6Ey inefhory, one or

(e.g., using nmethodology simlar to that illustrated
MOTg PEOCESSI G TeSeRrCPhsuch (g aiceniral Prevesting usi (G emizasdware or software

conb T A R TS AR BB 4 b e o
or Mbfeehtefape Cdovives, RS PONMsret corhfusichliomst pdrdPfdrdenihmbiyicating with

Request with an EAP 30 ldentity Rezﬁgnse that contaj n%
extesng) slevicey as WeklAs\aEigye iR apd-oBppt BYO) AgViessy sty asgkeyboard, a

mousE, & REAGdCAEHAP "RleNRfbrHRE0n Rindil §lstedlinay also include one or

more buses operable to transmit communications between the various hardware

components.

[0043] While the invention may be adaptable to various modifications and alternative
forms, specific embodiments have been shown by way of example and described herein.

However, it should be understood that the invention is not intended to be limited to the
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[0041] Thus, in the exenplary enbodi nent of Figure 6,
convergence to the correct authentication nethod
advant ageously takes only one attenpt, i.e.,
represented by a single EAP request/response pair.

S.iS i h .
partti? i el Re Bl SRl ge Fo R RGeS atlvaents,
and at@maavdsyfallguivitth e $piet andvespe onéle mvemimd a$ dgfinaf by the

Figure 1 to achieve convergence tqQ the correc

appeadedh elpims aMAROYest e litterant %ﬁ?&@tﬁ of ¢theydiseloged %bﬁ&?é?%%%alethods

mayttn:aﬁtﬂ{ir%d 30 Veri S c?)?nﬂlﬁ%do?xs RAGA Al g&ﬂ% ARy ltlrat ﬁ%@nhon is not
nor e one a , an’ a sing

limite@ g tte sénlly ethpsen snjbandtjont OShimm thmm:,o thue rgerc emap 1ItChEIe other
correct authentication nethod when using the

combipatoRfol ogy of the disclosed systems 10 and met hods,
it will typically require fewer attenpts (and | ess
processing tine) to achieve convergence with the
met hodol ogy of the disclosed systenms and net hods than
when using conventional nethodol ogy such as
illustrated and described in relation to Figure 1.
[0042] For purposes of this disclosure, an information
handl i ng system may include any instrunentality or
aggregate of instrunentalities operable to conpute,
classify, process, 15 transnit, receive, retrieve,
originate, switch, store, display, manifest, detect,
record, reproduce, handle, or utilize any form of
information, intelligence, or data for business,
scientific, control, entertainnent, or other purposes.
For exanple, an information handling systemmay be a
personal conputer, a PDA, a consuner electronic
device, a network storage device, or any other
sui tabl e device and may vary in size, shape,
performance, 20 functionality, and price. The
i nformati on handling system may i nclude nenory, one or
nore processing resources such as a central processing
unit (CPU) or hardware or software control | ogic.
Addi ti onal conponents of the information handling
system may i nclude one or nore storage devices, one
or nore conmuni cations ports for comrunicating with
external devices as well as various input and out put
(110) devices, such as a keyboard, a 25 nouse, and a
vi deo di splay. The information handling system nmay
al so include one or nore buses operable to transmt
conmuni cati ons between the various hardware
conmponents. [0043] While the invention may be
adaptable to various nodifications and alternative
forns, specific enbodi nents have been shown by way of
exanpl e and descri bed herein. 30 However, it should be
understood that the invention is not intended to be
limted to the 17
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particular forns disclosed. Rather, the invention is

to cover all nodifications, equivalents, and

alternatives falling within the spirit and scope of

the invention as defined by the appended cl ai ns.
WIrM’f‘?@YﬁfAI p&.fferent aspects of the disclosed

systens and nmethods may be utilized in various

conbi nati ons and/ or independently. Thus the invention

isnot 51limted to only those conbi nati ons shown
1. herfingthdsliof camiremioatipg iwith emlénfotrhation bandbing systems saidgmethod

VHAT | S CLAIMED IS: 1. A nmethod of conmmunicating with
COMPHSIN&T or mat i on handl i ng system said nethod

conprising: 5 selecting a network authentication

met hod; communi cating the identity of said selected

netspisenGynetwierk eutherdisatien medodo said i nformation

handl i ng system 10 wherein said authentication method

is selected based on one or nore characteristics of

at dofmsdnicutigahe fientitycstt saiiselaetddatktworkviuthestiyatiomatethod to said

aut henticate said information handling systemfor

net wor k iBRRAPERANAERS SYSte2 . The net hod of claim 1,

further conprising selecting said network

aut hentication nethod to be the sanme as the

autwien¢in caitli anthenéi¢ dtiod rhethod issekdcted basedamineca tngors ghatacteristics

i nformation _handling,system for. network . .

communi At dFast 0By agt.he t‘ﬂ%t"?‘f’é‘&o‘g?m&' jolisly, used g, apthepticate said

CoNpri siinhrmeHGChdridling 8ysterh SorMREWOR WohBRlidiSibhn

met hod to be the same as the authentication nethod

nost used previously used to authenticate said

i nformati on handling system for network

communi cations. 25 4. The nmethod of claim 1, wherein

2. SaiThenmbthod of Widikel, feipF b@rﬁﬁriﬁ@{fweétﬂ@ said) néwiotk authentication
identity of said selected network authentication

methed Ko b thes same i asf Bienauthentication) i method dgsttussfplp authenticate said
. | ' ' ) he.. hod of claim4, -
1nfo%nét?$enﬁk?]a§1§1 faiﬁgg% E‘Jtﬁ\;\gsrljkn%% %%ﬁﬁ“&ugﬂﬁgﬁﬁ&ﬁet hod conpri ses

an Extensible Authentication Protocol (EAP). 19 6.

The nethod of claim1, wherein said nethod conprises

sel ecting said network authentication nethod fromtwo

3. OF TR Ref8l WidfaidH | NRAthEE 8ohpRsiiE kE1Bs gPEfY nOWedrX adfRftication

method to be the same as the authentication method most used previously used to

authenticate said information handling system for network communications.

4. The method of claim 1, wherein said method further comprises communicating said
identity of said selected network authentication method to said information handling

system by wireless communication.

5. The method of claim 4, wherein said network authentication method comprises an

Extensible Authentication Protocol (EAP).
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to authenticate said information handling systemfor
networ k communi cations. 5 7. The nethod of claim1,
further conprising authenticating said informtion
handl i ng system for network comunications if said
sel ected network authentication nethod matches the
aut henti cation nmethod currently in use by said
6. i nfenmatthod df i ngwhysiesaid fiethod Aomptrised selécting said network
c ni
authéyétpﬁapommggcat Icggfrg\n@t tgqqag&%ng%te%%tgfgr rg&tl%l%gggl%an@d letlhggs ic’)ye‘:’lgoeugfy used
| o
to afifitilch A nfinalioh LAY o PR et oA RARCatons.
aut henti cati on device one or nore characteristics of
at | east one authentication nethod previously used by
sai d network authentication device to authenticate
7. SangheGhdthdH ol@MhLE fﬁRﬁerVMoﬁﬁﬁllsﬁlrg atHeRti®fmgReid¥Rfdfmation handling
communi cations; 20 25 receiving an aut hentication
systc:reqtmsnetwnrlg aotrptisasiors difitsaish seleeted oretwerk @atheyticgtion gmethod

xS et RSS! SR B e

on said one or nore characterlstlcs of said at | east
one aut hentication nethod previously used by said
net wor k aut hentication device to authenticate said

clig
5 ol RS epsethp SaCL o R Bl s contqured
acliﬁﬁﬁd@[d@,ﬂﬂhﬂﬂtdd@&tﬂp@@u@ew ce; and 30 conmuni cati ng

the identity of said first sel ected network

aut hentication nmethod by wred or wreless

CORPARIoCRAL & QHelﬁ?rKS@f' d s%éxﬁmnfgx%’{dti%ﬁ ha#dliflg sySemNBIdTRlred as a

of clail m8 further conprising: 5 10 recerving a first
r es pons @etwork siuthenticatinnkdeiechens Pt ardre wharecteratiasyof at least one

\éme\r,sgeoragﬁe tlch?fogt n}eggon‘gu ﬁ'g;&?(%u:q &lgciqo :ﬁa salg netw%ﬁé authentication
device to authenticate said client device for wired or wireless network

communications;

receiving an authentication request in said network authentication device by wired

or wireless communication from said client device;

selecting a first network authentication method based on said one or more
characteristics of said at least one authentication method previously used by
said network authentication device to authenticate said client device for
wired or wireless network communications that are stored in said memory

of said network authentication device; and

communicating the identity of said first selected network authentication method by

wired or wireless communication to said client device.
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10.

whet her said identity of said selected first network
aut henti cation nethod matches the authentication
nmet hod currently in use by said client device;
authenticating said client device for wired or

r e adn REH Bih ESTHBP SRR cccaiirst netvork

authentication met hod nmat ches t he aut henticati on
met hod .current| i n use

by i ent, evi c .
SV 8 S8 FAPRBIE M RIASH e bR Casian HETcr B e or wireless
devi ce {Bninifidiin OftbmO saillCEifent CRAIRC A ?&ttc&sgénsaamucaung

sel ecte netvvor aut henti cati on net hod

wher ei n vatmithebr rmidhxddntugmfrsasieselwceﬁrst rmgtvscakdauthenﬁcation method
net wor k aut he i on omiwo or, nor.e .. .

net wor k nafi}iffité wthengiation Infafg-gd ﬁil%wiwg 5° BY id Gljent geyices
net wor kK aut henti cation device to authenticate said

client device for wired or wrel ess network
corthenteatingreaid clieat deviehErevinedsall wirslsbeneteigrl pergmunications if
aut henti ¢ net hod i,.s th a a e .
ot hont 182 P8R RS Pty Byl 38, BPecldiirst petgropk authentication
aut hent ifg@hdd matkdiés ¢ hthéltiches hetiod Gatetitlydh ivB8by said client
device for wired or wireless network conmmuni cati ons.

25 30 10levicpeandet hod of claim 8, further conprising:
receiving a first response in said network

aut henti cati on device by wired or wirel ess

C O rapd atii igpdai dmefnoeyTo Ssai dinetvorkndutisnticatéon devicd thiincdtide one or more

response i ndicating whether said identit sai
sel ect edb F‘iaF@S'i‘Féﬂ%Gi’lahﬁlﬁftﬁgiﬁﬁt@ﬁt‘Y%ﬁ H%F%'b“d‘uo’i‘r&teg?%‘s
the authentication nethod currently in use by said

client device; selecting a second network
autwhentin saidi roethae chmgrisessetecting said dirgimetworknanthenticatipn method

10 15
2q‘rom two or more network authentication methods previously used by said
network authentication device to authenticate said client device for wired or

wireless network communications; and

wherein said selected first authentication method is the same as the authentication
method last used by said network authentication device to authenticate said

client device for wired or wireless network communications.

The method of claim 8, further comprising:

receiving a first response in said network authentication device by wired or wireless
communication from said client device, said first response indicating
whether said identity of said selected first network authentication method

matches the authentication method currently in use by said client device;

selecting a second network authentication method based on said one or more
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25 30 characteristics of said at | east one

aut henti cation nmethod previously used by said network

aut henti cation device to authenticate said client

device for wred or wrel ess net wor K communi cati ons

that ar echﬁtragt%ﬁg{ I g §ﬁ'dq!1t auti¥htiSAloil rﬂ@cﬁgﬁ)ﬁ%yiousl used by
aut henticati on ev ce | first response 1 ndicat gs

t hat sahid seiverk anthémttcatlom eieme ktoaauttiemtitate afpidoplient device for

met hod daes, not. match the authentica
current |vg,1rqdno n%,s refyvgr qugwpm&@t\x,q@ethataq{a stored]| in said memory

COMMUNI GRtghOndtRBrk g@t‘ﬁEﬁﬁdétl@lfn d%"v“icg if 848 'ﬂs@ﬁ!sﬁ&{sﬁ%dmates that
network authentication nethod by wired or wreless

conmuni satdi eeledted Sirstd neiwark ezsshmtllcetmn deafhase does not match the
rece|V|n a se ond response.in sai,d ne r .

aut hent i& g’FP% 188\??63@0 rwn}lgdn 8§ bwa}c} ﬁ\ﬁgeél device; and -
conmmuni cation from sai d client device, said second
response_indicating whether said identity of sajd

selcommitnieasias the identily ok said seqpad selected sptwiosk Ayhentigadopmethod
th t t

cl'ent  QEURERS TR BB Bl g Yl RalthRs ooy BBYiCe

wired or wireless network conmuni cations if said

second response indicates that said sel ected secon% .

ne SR WNg Ausasend reROPYh I BUARPIYEK: Aulentigation device by wired or
aut hent i5al A Ne %ﬁﬁi@a&&f I | shid @y&ﬁedcw}?é/e sald s@édnﬁnfesponse
devi ce; and updating sald nmenory sal d networ

aut hent iinditatorg debetber tsaid ntdbmtdg @lﬂe sad seleeted second network

it hont FEUEPARB IO ARALTER 5 AR T REHD Tegiph gty in use

sel ecti ng samll dieht deficeand second net wor k
aut henti Gati on met hods fromtwo or nmore network

authentication nmethods previously used by said

(r:1|elt ayg k s hent o‘?l \R} agvd olrc\%rt%cf 8aUt1rE oy gtv&;o?k Eahunications if

communi Gaidl %B&ond/\h@ﬁﬁinﬁe Sgiditates| Qﬁdtedaiﬁil fs&lected second network
aut hentication nethod is the sane as the

aut hent iagendeatiopametbed maseheg $bey apiertigatiom aefRndccurrently in use
aut hent 'bgrastdido&egfe év‘fcee th aut henti cate sai d _ cli ent

devi ce or w re ess network communi cati ons;
and 22 wherein said sel ected second aut henticati on

met h e sane as.the o . .
gatmg sagci1 memory ofa salci network authentication device to include one or more

characteristics of said selected second network authentication method;

wherein said method comprises selecting said first and second network
authentication methods from two or more network authentication methods
previously used by said network authentication device to authenticate said

client device for wired or wireless network communications;
wherein said selected first authentication method is the same as the authentication

method last used by said network authentication device to authenticate said

client device for wired or wireless network communications; and
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aut henti cati on nmethod nost used previously to
authenticate said client device for wired or wirel ess
net wor K comruni cations. 5 10 15 11. The net hod of
cI ai m 8, wherein said client device conprises a
?r? é:atld €0le té%levéeggnd anfh NRELRIN" Méthdd NRE WRE ksame as the
aut I ol Jevi ce conprises a wreless network
aut hent aothéntivatioe whethod ]rﬁostTlllEed neeiiodslyf toc athentichte said client
wherein said wreless netvvork aut hent i CC%P on devi ce
conpri s88vige fir Mareds YL 89@%? R%%nfi gur ed
to perform edge netvvork aut hentication. 13. The
net hod of claim8, wherein said network authentication
device conpri ses an authentication server configured

erfo c wor, k auth ntlctlon . .
11. | nf Prfﬁ?tg‘g&] ‘ﬁaﬁiﬂ h dorein, sat s‘éﬂ q |dﬁY18F r?ﬁmpﬁeﬁw?r}xéﬁrdess client
devigd SW@CW smﬁoﬁgtWGfkr aethbRicadidn SRVREcompREIAr Wireless network
aut henti cation nmethod based on one or nore
authemtanation deviet.i cs of at | east one authentication nethod
previously used to authenticate a client information
handl i ng system for network comuni cati ons; and
communi cate the identity of said sel ected network
aut hentication nmethod to said,  client informtjon, .. .
12. haddei methed afeptpinpd 13 svhergin saith SYFRESS JIFtW P‘?th‘gntlca“"n device
com?ig‘e% e Qlire (l,s@' g& ey IRES gjgﬁﬁ“ Qo fifuPsd b gQrfB‘x%'i‘dédgrég network
emis urt er configur to select said network
authamﬁdmohl cation nmethod fromtwo or nore network
aut henti cation nethods previously used to authenticate
said client 23 information handling system for network
conmuni cations; to communicate said identity of said
sel ect ed netvvork aut hentication nethod to said client
13. | nfmermthoxh ofy ahdm&wgvl@yesn emﬂ nea\n@rkt anthaptinatinn deyiee eqpprises an
nt [ nf o rra and in
aut hent i cat| on met hod rratches the aut henti cation
nmet hod currently

14.  An information handling system, said information handling system being

configured to:

select a network authentication method based on one or more characteristics of at
Jeast one authentication method previously used to authenticate a client

information handling system for network communications; and

communicate the identity of said selected network authentication method to said

client information handling system.

15.  The information handling system of claim 14, wherein said information handling
system is further configured to select said network authentication method from two or

more network authentication methods previously used to authenticate said client
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5 in use by said client information handling system
16. The information handling system of claim 15,
wherein said information handling systemis further
confi gured to sel ect said network authentication

ooy BB g UL LBl Tt o

said hieledtedngetwyrkt ﬁIthednoatlmEm&ﬂfold to craitcliiema tinforrmatich7handhisg system;

o L 0, SYSL e Of ISl 12, el S s i

smdtsgleééh%iw&ﬁ' éﬁtﬁé‘ﬁh&‘ﬁf&ﬁ AtthBE MRS HeNadiRdntestidomeoli R@rrently

same as the authentication nethod nost used previously

in ugedbyasaichelieni rdommation dandlingsysten or mat i on  handl i ng
system for network conmunications. 20 18. The
i nformati on handling system of claim15, wherein said
client device conprises a wireless client device; and
wherei n said network authentication device conprises a

16. wi ﬂaeass)rmemmhkncamgmﬁtpnm& ¢laim déw whereimgid gnformpation handling

syst?rnfl%ﬁ@{elf gc?p }gglﬂe% tor§ ec SStcf e oE)rk + e{%&ﬁio@é@%ﬁ%ﬁ ?)e daafhg same as

the AutMértiRh@GSmehbe \ay uéﬁdot@&‘a&tlﬁﬁudfdte saidh Eli gt defdrrhatiopetrahdlimg system
edge network authentication. 30 20. The information

for neswenk GgBYRERIANSS cl ai m 15, wherein said information
handling systemis further configured as an
aut henti cation server configured to performcore
networ k aut hentication. 24

17.  The information handling system of claim 15, wherein said information handling
system is further configured to select said network authentication method to be the same as
the authentication method most used previously to authenticate said client information

handling system for network communications.

18.  The information handling system of claim 15, wherein said client device comprises
a wireless client device; and wherein said network authentication device comprises a

wireless network authentication device.

19.  The information handling system of claim 18, wherein said information handling
system is further configured as a wireless gateway access point configured to perform edge

network authentication.

20.  The information handling system of claim 15, wherein said information handling
system is further configured as an authentication server configured to perform core

network authentication.
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