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,"""#- GTQ! \^Q_QZ`! UZbQZ`U[Z! ^QXM`Q_! `[! M! YQ__MSQ! `^MZ_YU``UZS!

_e_`QY%!MZP!Y[^Q!\M^`UOaXM^Xe!`[!M!YQ__MSQ!`^MZ_YU``UZS!_e_`QY!MPM\`QP!`[!

NQ!a_QP! UZ! M!Y[NUXQ! O[YYaZUOM`U[Z!ZQ`c[^W'!GTQ!\^Q_QZ`! UZbQZ`U[Z!MX_[!

^QXM`Q_! `[! M! a_Q^! PQbUOQ! MZP! M! TM^PcM^Q! _QOa^U`e! Y[PaXQ! a_QP! UZ! `TQ!

YQ__MSQ!`^MZ_YU``UZS!_e_`QY'! !

!

657?<ECHB8!C;!G=9!>BI9BG>CB!

,"""$- JU`T! O[Z`UZa[a_! PQbQX[\YQZ`! [R! Y[NUXQ! O[YYaZUOM`U[Z!

_e_`QY_!MZP!_USZURUOMZ`!QZTMZOQYQZ`![R!PM`M!`^MZ_YU__U[Z!NMZPcUP`T%!U`!U_!

Y[^Q! MZP! Y[^Q!\[\aXM^! R[^! \Q[\XQ! `[!a_Q! M!bM^UQ`e! [R! UZ_`MZ`!YQ__MSUZS!

_[R`cM^Q! `[! `^MZ_YU`! b[UOQ!O[ZbQ^_M`U[Z_%! `Qd`!YQ__MSQ_%! UYMSQ!PM`M%! Q`O'!

7[ZbQZ`U[ZMXXe%! `^MZ_YU__U[Z! [R! MXX! WUZP_! [R! PM`M! Ne! cMe! [R! MZ! UZ_`MZ`!

YQ__MSUZS! _[R`cM^Q! U_! O[ZPaO`QP! bUM! M! YQ__MSQ! QdOTMZSQ! OQZ`Q %̂! MZP! M!

NMOWa\! O[\e! [R! `TQ! `^MZ_YU``QP! PM`M! cUXX! NQ! _MbQP! UZ! M! _Q^bQ^! [R! `TQ!

_[R`cM^Q!\^[bUPQ^!\Q^YMZQZ`Xe![^!R[^!M`!XQM_`!M!OQ^`MUZ!\Q^U[P![R!`UYQ'! ! ! ! !

,"""%- 8aQ!`[!TUST!^Q]aU^QYQZ`![Z!PM`M!_QOa^U`e!Z[cMPMe_%!a_Q^_!M^Q!

Z[`! _M`U_RUQP! cU`T! _aOT! O[ZbQZ`U[ZMX! UZ_`MZ`! YQ__MSUZS! _[R`cM^Q%! cTUOT!

WQQ\_!\^UbM`Q!MZP! _QO^Q`!PM`M! UZ! `TQ! OX[aP'!7[Z_Q]aQZ`Xe%! _QOa^QP! UZ_`MZ`!

YQ__MSUZS! _[R`cM^Q! _aOT! M_! FUSZMX! [^! GQXQS^MY! U_! PQbQX[\QP'! GT^[aST!

_aOT! ZQc! UZ_`MZ`! YQ__MSUZS! _[R`cM^Q%! PM`M! M^Q! QZO^e\`QP! NQR[^Q!

`^MZ_YU__U[Z'! GTQ^QR[^Q%! QbQZ! UR! `TQ! PM`M! M^Q! UZ`Q^OQ\`QP! [Z! `TQ! cMe! [R!

`^MZ_YU__U[Z! [^! _`[XQZ! R^[Y! `TQ! OX[aP%! `TQ! QZO^e\`QP! PM`M! OMZ! _`UXX! NQ!

_QOa^QP! R^[Y! UZ`Q^\^Q`M`U[Z'! FUSZMX!AQ__QZSQ^! Ra^`TQ^! MZZ[aZOQ_! `TM`! Z[!
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`Qd`! YQ__MSQ! MZP! UYMSQ! PM`M! c[aXP!NQ! _MbQP! UZ! U`_! PM`M! _Q^bQ '̂! >Z! [`TQ^!

c[^P_%!`TQ!\^[NXQY![R!WQQ\UZS!\^UbM`Q!MZP!_QO^Q`!PM`M!UZ!`TQ!OX[aP!OMZ!NQ!

\^QbQZ`QP'! ! !

,"""&- F[! RM %̂!WQe_! R[^!QZO^e\`UZS!PM`M!a_QP!UZ! `TQ!MN[bQ&YQZ`U[ZQP!

_QOa^QP! UZ_`MZ`! YQ__MSUZS! _[R`cM^Q! M^Q! SQZQ^M`QP! Ne! OQZ`^MX! \^[OQ__UZS!

aZU`_!"7DH_#![R!a_Q^!PQbUOQ_'!>Z!SQZQ^MX%!M!WQe!U_!_`[^QP!UZ!M!_\QOURUO!PM`M!

_`[^MSQ!f[ZQ!UZ!M!a_Q^!PQbUOQ%!MZP!YMZMSQP!Ne!MZ![\Q^M`UZS!_e_`QY![R!`TQ!

a_Q^! PQbUOQ'! CZOQ! `TQ! a_Q^! PQbUOQ! U_! TMOWQP%! M! O[^Q! [R! `TQ! a_Q^! PQbUOQ%!

Q'S'%U'Q'!`TQ![\Q^M`UZS!_e_`QY%!YUST`!NQ!O[Z`^[XXQP'!5_!M!^Q_aX`%!`TQ!TMOWQ^!

O[aXP! SQ`! `TQ!WQe! R^[Y! `TQ! _\QOURUO!PM`M! _`[^MSQ! f[ZQ![R! `TQ!a_Q^!PQbUOQ!

MZP!PQO^e\`!`TQ!QZO^e\`QP!PM`M!cU`T!`TQ!WQe'!@[[\T[XQ_!UZ!PM`M!_QOa^U`e!M^Q!

`Ta_!OMa_QP'!
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,"""'- GTQ^QR[^Q%! MZ! [NVQO`! [R! `TQ! \^Q_QZ`! UZbQZ`U[Z! U_! `[! \^[bUPQ! M!

_[Xa`U[Z! `[! UY\^[bQ! PM`M! _QOa^U`e! R[^! PM`M! `^MZ_YU__U[Z! cU`T! UZ_`MZ`!

YQ__MSUZS!_[R`cM^Q'!

,"""(- 5Z! M_\QO`! [R! `TQ! \^Q_QZ`! UZbQZ`U[Z! ^QXM`Q_! `[! M! YQ__MSQ!

`^MZ_YU``UZS!_e_`QY%!O[Y\^U_UZS3!M!YQ__MSQ!QdOTMZSQ!OQZ`Q^4!MZP!M`!XQM_`!M!

RU^_`! a_Q^! PQbUOQ! MZP! M! _QO[ZP! a_Q^! PQbUOQ%! cTUOT! M^Q! UZ! O[YYaZUOM`U[Z!

cU`T!`TQ!YQ__MSQ!QdOTMZSQ!OQZ`Q '̂!GTQ!RU^_`!a_Q^!PQbUOQ!U_!UZ_`MXXQP!`TQ^QUZ!

M! TM^PcM^Q! _QOa^U`e! Y[PaXQ%! cTUOT! SQZQ^M`Q_! M! RU^_`! WQe! Q_`MNXU_TYQZ`!

O[YNUZM`U[Z!UZOXaPUZS!M`!XQM_`!M!RU^_`!\aNXUO&\^UbM`Q!WQe!\MU^!MOO[^PUZS!`[!M!

WQe!Q_`MNXU_TYQZ`!MXS[^U`TY'!5!RU^_`!\^UbM`Q!WQe![R!`TQ!RU^_`!\aNXUO&\^UbM`Q!

WQe!\MU^!U_![ZXe!_`[^QP!UZ!`TQ!TM^PcM^Q!_QOa^U`e!Y[PaXQ%!MZP!M!RU^_`!\aNXUO!

WQe! [R! `TQ! RU^_`! \aNXUO&\^UbM`Q! WQe! \MU^! U_! _QZ`! `[! `TQ! YQ__MSQ! QdOTMZSQ!

OQZ`Q '̂!;[^!`^MZ_YU``UZS!M!RU^_`!YQ__MSQ!R^[Y!`TQ!_QO[ZP!a_Q^!PQbUOQ!`[!`TQ!
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!

RU^_`!a_Q^!PQbUOQ%! `TQ!_QO[ZP!a_Q^!PQbUOQ![N`MUZ_!`TQ!RU^_`!\aNXUO!WQe!R^[Y!

`TQ!YQ__MSQ!QdOTMZSQ!OQZ`Q %̂!Q_`MNXU_TQ_!M!_TM^QP!WQe%!a_Q_!`TQ!_TM^QP!WQe!

`[! QZO^e\`! M! \XMUZ`Qd`! [R! `TQ! RU^_`! YQ__MSQ! UZ`[! M! OU\TQ^`Qd`! [R! `TQ! RU^_`!

YQ__MSQ%!MZP!`^MZ_YU`_!`TQ!OU\TQ^`Qd`![R!`TQ!RU^_`!YQ__MSQ!`[!`TQ!RU^_`!a_Q^!

PQbUOQ!bUM! `TQ! YQ__MSQ! QdOTMZSQ! OQZ`Q %̂! MZP! `TQ! RU^_`! a_Q^!PQbUOQ! a_Q_!M!

_\QOURUO! UZR[^YM`U[Z! `[!PQ^UbQ! `TQ!_TM^QP!WQe%! MZP!a_Q_! `TQ!_TM^QP!WQe! `[!

PQO^e\`! `TQ!OU\TQ^`Qd`![R! `TQ! RU^_`!YQ__MSQ! `[!^QO[bQ^! `TQ!\XMUZ`Qd`![R! `TQ!

RU^_`!YQ__MSQ'!

,""")- >Z!MZ[`TQ^!M_\QO`%!M!YQ__MSQ!`^MZ_YU``UZS!_e_`QY!O[Y\^U_Q_3!M!

RU^_`!a_Q^!PQbUOQ! UZ!O[YYaZUOM`U[Z!cU`T!MZ! >Z`Q^ZQ`%! `TQ! RU^_`!a_Q^!PQbUOQ!

NQUZS!UZ_`MXXQP!`TQ^QUZ!M!TM^PcM^Q!_QOa^U`e!Y[PaXQ%!cTUOT!SQZQ^M`Q_!M!RU^_`!

WQe!Q_`MNXU_TYQZ`!O[YNUZM`U[Z!UZOXaPUZS!M`!XQM_`!M!RU^_`!\aNXUO&\^UbM`Q!WQe!

\MU^! MOO[^PUZS! `[! M! WQe! Q_`MNXU_TYQZ`! MXS[^U`TY%! cTQ^QUZ! M! RU^_`! \^UbM`Q!

WQe! [R! `TQ! RU^_`! \aNXUO&\^UbM`Q! WQe! \MU^! U_! [ZXe! _`[^QP! UZ! `TQ! TM^PcM^Q!

_QOa^U`e! Y[PaXQ4! MZP! M! _QO[ZP! a_Q^! PQbUOQ! UZ! O[YYaZUOM`U[Z! cU`T! `TQ!

>Z`Q^ZQ`'!;[^! `^MZ_YU``UZS!M! RU^_`!YQ__MSQ! R^[Y! `TQ! _QO[ZP!a_Q^!PQbUOQ! `[!

`TQ!RU^_`!a_Q^!PQbUOQ%!`TQ!_QO[ZP!a_Q^!PQbUOQ!\^[bUPQ_!MZ!>D!MPP^Q__!R[^!`TQ!

RU^_`! a_Q^! PQbUOQ! bUM! `TQ! >Z`Q^ZQ`! `[! O[ZPaO`! MZ! QZP&`[&QZP! O[ZZQO`U[Z!

NQ`cQQZ! `TQ! RU^_`! a_Q^! PQbUOQ! MZP! `TQ! _QO[ZP! a_Q^! PQbUOQ%! Q_`MNXU_TQ_! M!

_TM^QP!WQe%!a_Q_!`TQ!_TM^QP!WQe!`[!QZO^e\`!M!\XMUZ`Qd`![R!`TQ!RU^_`!YQ__MSQ!

UZ`[!M!OU\TQ^`Qd`![R! `TQ! RU^_`!YQ__MSQ%! MZP! `^MZ_YU`_! `TQ!OU\TQ^`Qd`![R! `TQ!

RU^_`!YQ__MSQ!`[!`TQ!RU^_`!a_Q^!PQbUOQ!bUM!`TQ!QZP&`[&QZP!O[ZZQO`U[Z%!MZP!`TQ!

RU^_`!a_Q^!PQbUOQ!a_Q_!M!_\QOURUO!UZR[^YM`U[Z!`[!PQ^UbQ!`TQ!_TM^QP!WQe%!MZP!

a_Q_! `TQ! _TM^QP! WQe! `[! PQO^e\`! `TQ! OU\TQ^`Qd`! [R! `TQ! RU^_`! YQ__MSQ! `[!

^QO[bQ^!`TQ!\XMUZ`Qd`![R!`TQ!RU^_`!YQ__MSQ'!

,"""*- 5! Ra^`TQ^! M_\QO`! [R! `TQ! \^Q_QZ`! UZbQZ`U[Z! ^QXM`Q_! `[! M! a_Q^!

PQbUOQ'! GTQ! a_Q^! PQbUOQ! U_! MPM\`QP! `[! O[YYaZUOM`Q! cU`T! MZ[`TQ^! a_Q^!
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PQbUOQ! bUM! M! YQ__MSQ! QdOTMZSQ! OQZ`Q^! Ne! cMe! [R! M! _\QOURUO! M\\XUOM`U[Z!

\^[S^MY%!MZP!O[Y\^U_Q_3!M!T[a_UZS4!M!TM^PcM^Q!_QOa^U`e!Y[PaXQ!PU_\[_QP!

UZ! `TQ! T[a_UZS%! SQZQ^M`UZS! M! WQe! Q_`MNXU_TYQZ`! O[YNUZM`U[Z! UZOXaPUZS! M`!

XQM_`! M! RU^_`! \aNXUO&\^UbM`Q! WQe! \MU^! MOO[^PUZS! `[! M! WQe! Q_`MNXU_TYQZ`!

MXS[^U`TY%! MZP! QdOXa_UbQXe! _`[^UZS! `TQ^QUZ! M! RU^_`! \^UbM`Q! WQe! [R! `TQ! RU^_`!

\aNXUO&\^UbM`Q! WQe! \MU^4! MZP! M! O[YYaZUOM`U[Z! Y[PaXQ! PU_\[_QP! UZ! `TQ!

T[a_UZS!MZP!NQUZS!UZ!O[YYaZUOM`U[Z!cU`T!`TQ!TM^PcM^Q!_QOa^U`e!Y[PaXQ%!

MO`aM`QP!`[!_QZP!M!RU^_`!\aNXUO!WQe![R!`TQ!RU^_`!\aNXUO&\^UbM`Q!WQe!\MU^!`[!`TQ!

YQ__MSQ! QdOTMZSQ! OQZ`Q^! Ne! `TQ! _\QOURUO! M\\XUOM`U[Z! \^[S^MY'! JTQZ!

O[YYaZUOM`UZS! cU`T! `TQ! MZ[`TQ^! a_Q^! PQbUOQ! bUM! `TQ! YQ__MSQ! QdOTMZSQ!

OQZ`Q %̂!`TQ!a_Q^!PQbUOQ!a_Q_!M!_\QOURUO!UZR[^YM`U[Z!`[!PQ^UbQ!M!_TM^QP!WQe%!

MZP!a_Q_!`TQ!_TM^QP!WQe!`[!\^[OQ__!M!YQ__MSQ!`^MZ_YU``QP!R^[Y!`TQ!MZ[`TQ^!

a_Q^!PQbUOQ!Ne!cMe![R!`TQ!_\QOURUO!M\\XUOM`U[Z!\^[S^MY'!

,"""+- >Z!M!Ra^`TQ^!MZ[`TQ^!M_\QO`![R!`TQ!\^Q_QZ`!UZbQZ`U[Z%!M!TM^PcM^Q!

_QOa^U`e!Y[PaXQ!O[Y\^U_Q_!M!_QOa^Q!QXQYQZ`!MZP!U_!MPM\`QP!`[!NQ!UZ_`MXXQP!

UZ`[! M! T[a_UZS! [R! M! a_Q^! PQbUOQ! R[^! SQZQ^M`UZS! M! WQe! Q_`MNXU_TYQZ`!

O[YNUZM`U[Z! MOO[^PUZS! `[! M! WQe! Q_`MNXU_TYQZ`! MXS[^U`TY! cTQZ! `TQ! a_Q^!

PQbUOQ! U_! UZ! O[YYaZUOM`U[Z! cU`T! MZ[`TQ^! a_Q^! PQbUOQ! bUM! M! YQ__MSQ!

QdOTMZSQ! OQZ`Q^! [^! bUM! QZP&`[&QZP! O[ZZQO`U[Z'! GTQ! WQe! Q_`MNXU_TYQZ`!

O[YNUZM`U[Z! UZOXaPQ_! M`! XQM_`! M! RU^_`! \aNXUO&\^UbM`Q! WQe! \MU %̂! MZP! M! RU^_`!

\^UbM`Q!WQe![R!`TQ!RU^_`!\aNXUO&\^UbM`Q!WQe!\MU^!U_!QdOXa_UbQXe!_`[^QP!UZ!`TQ!

TM^PcM^Q!_QOa^U`e!Y[PaXQ%!MZP!cTQ^QUZ!`TQ!TM^PcM^Q!_QOa^U`e!Y[PaXQ!a_Q_!

M!_\QOURUO! UZR[^YM`U[Z! `[!PQ^UbQ!M!_TM^QP!WQe%! MZP!a_Q_! `TQ!_TM^QP!WQe! `[!

\^[OQ__! M! YQ__MSQ! `^MZ_YU``QP! R^[Y! `TQ! MZ[`TQ^! a_Q^! PQbUOQ! `[! `TQ! a_Q^!

PQbUOQ!Ne!cMe![R!M!_\QOURUO!M\\XUOM`U[Z!\^[S^MY'!

!
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,""#"- GTQ! UZbQZ`U[Z! cUXX! NQO[YQ! Y[^Q! ^QMPUXe! M\\M^QZ`! `[! `T[_Q!

[^PUZM^UXe! _WUXXQP! UZ! `TQ! M^`! MR`Q^! ^QbUQcUZS! `TQ! R[XX[cUZS! PQ`MUXQP!

PQ_O^U\`U[Z!MZP!MOO[Y\MZeUZS!P^McUZS_%!UZ!cTUOT3!

,""##- ;><'!*!U_!M!RaZO`U[ZMX!NX[OW!PUMS^MY![R!M!YQ__MSQ!`^MZ_YU``UZS!

_e_`QY!MOO[^PUZS!`[!MZ!QYN[PUYQZ`![R!`TQ!\^Q_QZ`!UZbQZ`U[Z4!

,""#$- ;><'! +! U_! M! RX[cOTM^`! _OTQYM`UOMXXe! UXXa_`^M`UZS! MZ!

QZO^e\`U[Z(PQO^e\`U[Z!YQ`T[P![R! `TQ!YQ__MSQ! `^MZ_YU``UZS! _e_`QY!_T[cZ!

UZ!;><'!*4!

,""#%- ;><'! ,5! U_! M! RaZO`U[ZMX! NX[OW! PUMS^MY! [R! M! YQ__MSQ!

`^MZ_YU``UZS! _e_`QY! MOO[^PUZS! `[! MZ[`TQ^! QYN[PUYQZ`! [R! `TQ! \^Q_QZ`!

UZbQZ`U[Z4!

,""#&- ;><'! ,6! U_! M! RX[cOTM^`! _OTQYM`UOMXXe! UXXa_`^M`UZS! MZ!

QZO^e\`U[Z(PQO^e\`U[Z!YQ`T[P![R! `TQ!YQ__MSQ! `^MZ_YU``UZS! _e_`QY!_T[cZ!

UZ!;><'!,54!

,""#'- ;><'! -5! U_! M! _OTQYM`UO! PUMS^MY! UXXa_`^M`UZS! M! TM^PcM^Q!

_QOa^U`e!Y[PaXQ!MOO[^PUZS!`[!MZ!QYN[PUYQZ`![R!`TQ!\^Q_QZ`!UZbQZ`U[Z4!

,""#(- ;><'! -6! U_! M! _OTQYM`UO! PUMS^MY! UXXa_`^M`UZS! M! TM^PcM^Q!

_QOa^U`e! Y[PaXQ! MOO[^PUZS! `[! MZ[`TQ^! QYN[PUYQZ`! [R! `TQ! \^Q_QZ`!

UZbQZ`U[Z4!

,""#)- ;><'! .! U_! M! RX[cOTM^`! _OTQYM`UOMXXe! UXXa_`^M`UZS! MZ!

QZO^e\`U[Z(PQO^e\`U[Z!YQ`T[P![R!M!YQ__MSQ!`^MZ_YU``UZS!_e_`QY!MOO[^PUZS!

`[!M!Ra^`TQ^!QYN[PUYQZ`![R!`TQ!\^Q_QZ`!UZbQZ`U[Z4!

,""#*- ;><'! /5! U_! M! RX[cOTM^`! _OTQYM`UOMXXe! UXXa_`^M`UZS! MZ[`TQ^!

QZO^e\`U[Z(PQO^e\`U[Z!YQ`T[P![R! `TQ!YQ__MSQ! `^MZ_YU``UZS! _e_`QY!_T[cZ!

UZ!;><'!*4!MZP!

,""#+- /6! U_! M! RX[cOTM^`! _OTQYM`UOMXXe! UXXa_`^M`UZS! M! Ra^`TQ^!
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QZO^e\`U[Z(PQO^e\`U[Z!YQ`T[P![R! `TQ!YQ__MSQ! `^MZ_YU``UZS! _e_`QY!_T[cZ!

UZ!;><'!*'!

!

89G5>@98!89F7E>DG>CB!C;!DE9;9EE98!9A6C8>A9BGF!

,""$"- GTQ! UZbQZ`U[Z! cUXX! Z[c! NQ! PQ_O^UNQP! Y[^Q! _\QOURUOMXXe! cU`T!

^QRQ^QZOQ! `[! `TQ! R[XX[cUZS! QYN[PUYQZ`_'! >`! U_! `[! NQ! Z[`QP! `TM`! `TQ!

R[XX[cUZS! PQ_O^U\`U[Z_! [R! \^QRQ^^QP! QYN[PUYQZ`_! [R! `TU_! UZbQZ`U[Z! M^Q!

\^Q_QZ`QP!TQ^QUZ! R[^!\a^\[_Q![R! UXXa_`^M`U[Z!MZP!PQ_O^U\`U[Z![ZXe'! >`! U_!Z[`!

UZ`QZPQP!`[!NQ!QdTMa_`UbQ![^!`[!NQ!XUYU`QP!`[!`TQ!\^QOU_Q!R[^Y!PU_OX[_QP'! !
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PQbUOQ! **! QdOQ\`! `TQ! TM^PcM^Q! _QOa^U`e! Y[PaXQ! **)'! ;[^! YUZUYUfUZS!

_QOa^U`e! ^U_W_%! `TQ! TM^PcM^Q! _QOa^U`e! Y[PaXQ! **)! YMe! \Q^U[PUOMXXe! [^!

O[ZPU`U[ZMXXe! a\PM`Q! `TQ! RU^_`! \aNXUO&\^UbM`Q! \MU '̂! ;[^! QdMY\XQ%! `TQ! RU^_`!

\aNXUO&\^UbM`Q!\MU^!YMe!NQ!a\PM`QP!M`!M!\^Q_Q`!`UYQ!UZ`Q^bMX![^!M`!M!\^Q_QZ`!

PM`M&MY[aZ`! UZ`Q^bMX'! 5X`Q^ZM`UbQXe%! UR! `TQ! [\Q^M`U[ZMX! OM\MNUXU`e! [R! `TQ!

TM^PcM^Q! _QOa^U`e! Y[PaXQ! **)! U_! TUST! QZ[aST! `[! P[! M! XM^SQ! MY[aZ`! [R!

O[Y\a`UZS%! `TQ! PQO^e\`U[Z! [R! `TQ! YQ__MSQ! YMe! NQ! QdQOa`QP! Ne! `TQ!

TM^PcM^Q!_QOa^U`e!Y[PaXQ!**)!U`_QXR!cU`T[a`!^QXQM_UZS!`TQ!RU^_`!\^UbM`Q!WQe!

HF9EL*&D^UbM`QLWQeL*![a`'!

,""$)- GTQ! bQ^URUOM`U[Z! \^[OQ__! YMe! NQ! UY\XQYQZ`QP! cU`T! UZ\a`! [R!

\M__c[^P![^!NU[YQ`^UO_!OTM^MO`Q^U_`UO!_aOT!M_!RUZSQ^\^UZ`'!GTQ!bQ^URUOM`U[Z!

\^[OQ__! YMe! UZOXaPQ! MZ! UZU`UMXUfM`U[Z! _`Q\%! UZ! cTUOT! M! \M__c[^P! [^! M!

NU[YQ`^UO!OTM^MO`Q^U_`UO!R[^!bQ^URUOM`U[Z!OMZ!NQ!QZ`Q^QP!MZP!_Q`!Ne!`TQ!a_Q^!

cTUXQ!UZ_`MXXUZS!`TQ!M\\XUOM`U[Z!\^[S^MY!***!UZ!`TQ!RU^_`!a_Q^!PQbUOQ!**!MZP!

NUZPUZS!`TQ!M\\XUOM`U[Z!\^[S^MY!***!`[!`TQ!TM^PcM^Q!_QOa^U`e!Y[PaXQ!**)'!

5R`Q^cM^P_%! UZ\a`! [R! `TQ! bMXUP! \M__c[^P! [^! NU[YQ`^UO! OTM^MO`Q^U_`UO! U_!

^Q]aU^QP!R[^!_aOOQ__RaXXe!X[SSUZS!UZ!`TQ!UZ_`MZ`!YQ__MSUZS!_[R`cM^Q!Ne!cMe!

[R!`TQ!M\\XUOM`U[Z!\^[S^MY!***'!G[!\^QbQZ`!R^[Y!^QY[`Q!M``MOW!Ne!TMOWQ^_%!

`TQ!bQ^URUOM`U[Z!\^[OQ__!YMe!Ra^`TQ^! ^Q]aU^Q! `TQ! UZ\a`![R!\M__c[^P!MZP([^!

NU[YQ`^UO_!OTM^MO`Q^U_`UO!`[!NQ!QdQOa`QP!YMZaMXXe'!>R!`TQ!UZ\a``QP!\M__c[^P!

MZP([^! NU[YQ`^UO_! OTM^MO`Q^U_`UO! M^Q! O[Z_U_`QZ`! `[! `TQ! \^Q_Q`! [ZQ_%! U`! U_!

PQ`Q^YUZQP! `TM`! `TQ! RU^_`! a_Q^! PQbUOQ! **! \M__Q_! `TQ! bQ^URUOM`U[Z! [R! a_Q^!

UPQZ`U`e'!;a^`TQ^Y[^Q%!cTQ`TQ^!M!YMZaMX!UZ\a`! U_!O[ZPaO`QP![^!Z[`!OMZ!NQ!

PQ`Q^YUZQP! Ne%! R[^! QdMY\XQ%! MZ! MO`U[Z! _QZ_[^! **)*! UZOXaPQP! UZ! `TQ! RU^_`!

a_Q^! PQbUOQ! **'! >`! U_! aZPQ^_`[[P! `TM`! M! YMZaMX! UZ\a`! [R! \M__c[^P! MZP([^!
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NU[YQ`^UO_!OTM^MO`Q^U_`UO!c[aXP!^Q_aX`!UZ!bUN^M`U[Z![R!`TQ!a_Q^!PQbUOQ'!>R!Z[!

bUN^M`U[Z! U_! PQ`QO`QP! Ne! `TQ! MO`U[Z! _QZ_[^! **)*%! U`! U_! PQ`Q^YUZQP! `TM`! `TQ!

UZ\a`! U_! Z[`! YMZaMXXe! O[ZPaO`QP%! `Ta_! UZbMXUP'! >Z! MZ! QYN[PUYQZ`%! `TQ!

MO`U[Z!_QZ_[^!**)*!YMe!NQ!PU_\[_QP!UZ!`TQ!TM^PcM^Q!_QOa^U`e!Y[PaXQ!**)'!

,""$*- EQRQ^!NMOW! `[!F`Q\_!+-!MZP!+/![R!;><'!+'! >Z!MZ!QYN[PUYQZ`%!

R[^! PQ^UbUZS! `TQ! _TM^QP! WQe! R^[Y! M`! XQM_`! `TQ! RU^_`! \aNXUO! WQe!

HF9EL*&DaNXUOLWQeL*! MZP! `TQ! _QO[ZP! \^UbM`Q! WQe!

HF9EL+&D^UbM`QLWQeL*! [^! R^[Y! `TQ! _QO[ZP! \aNXUO! WQe!

HF9EL+&DaNXUOLWQeL*!MZP!`TQ!RU^_`!\^UbM`Q!WQe!HF9EL*&D^UbM`QLWQeL*%!M!

_TM^QP! _QO^Q`! U_! RU^_`!SQZQ^M`QP!Ne!cMe! [R!WQe! Q_`MNXU_TYQZ`'!GTQ! _TM^QP!

WQe! U_! `TQZ! SQZQ^M`QP! NM_QP! [Z! `TQ! _TM^QP! _QO^Q`! MZP! M! WQe! PQ^UbM`U[Z!

RaZO`U[Z! "?8;#! O[YY[ZXe!a_QP! UZ! `TQ!M^`'! >`! U_!aZPQ^_`[[P! `TM`! PURRQ^QZ`!

WQe!PQ^UbM`U[Z!RaZO`U[Z_!c[aXP!PQ^UbQ!PURRQ^QZ`!_TM^QP!WQe_!cU`T!`TQ!_MYQ!

_TM^QP! _QO^Q`'! >`! U_! \^QRQ^MNXQ! `[! R^Q]aQZ`Xe! [^! \Q^U[PUOMXXe! a\PM`Q! `TQ!

_TM^QP!WQe!`[!YUZUYUfQ!`TQ!\^[NMNUXU`e![R!NQUZS!O^MOWQP'!

,""$+- 5X`Q^ZM`UbQXe%! `TQ! YQ__MSQ! `^MZ_YU``UZS! _e_`QY! MZP! U`_!

[\Q^M`UZS! YQ`T[P! MOO[^PUZS! `[! `TQ! \^Q_QZ`! UZbQZ`U[Z! YMe! NQ! a_QP! R[^!

QZP&`[&QZP! QZO^e\`U[Z(PQO^e\`U[Z%! UZ!cTUOT! `TQ!YQ__MSQ! QdOTMZSQ! OQZ`Q^!

*)!_T[cZ!UZ!;><'!*!OMZ!NQ![YU``QP!R^[Y!`TQ!_e_`QY%!M_!UXXa_`^M`QP!UZ!;><'!

,5'!5Z!QYN[PUYQZ`![R!QZP&`[&QZP!QZO^e\`U[Z(PQO^e\`U[Z!YQ`T[P!QdQOa`QP!

cTQZ!`TQ!_QO[ZP!a_Q^!PQbUOQ!*+!U_!_QZPUZS!M!YQ__MSQ%!Q'S'%!M!YaX`UYQPUM!

PM`M!UZOXaPUZS!MaPU[%!bUPQ[!MZP([^!`Qd`!PM`M%!`[!`TQ!RU^_`!a_Q^!PQbUOQ!**!cUXX!

NQ!UXXa_`^M`QP!TQ^QUZMR`Q^!cU`T!^QRQ^QZOQ!`[!`TQ!_e_`QY![R!;><'!,5!MZP!`TQ!

RX[cOTM^`![R!;><'!,6'!

,""%"- DXQM_Q! ^QRQ^! `[! ;><'! ,6'! >Z! F`Q\! ,*%! `TQ! TM^PcM^Q! _QOa^U`e!

Y[PaXQ!**)![R!`TQ!RU^_`!a_Q^!PQbUOQ!**!SQZQ^M`Q_!M!RU^_`!WQe!Q_`MNXU_TYQZ`!

O[YNUZM`U[Z! MOO[^PUZS! `[! M! WQe! Q_`MNXU_TYQZ`! MXS[^U`TY%! Q'S'%! WQe!



! ! !

!

*,!

!

Q_`MNXU_TYQZ`! MXS[^U`TY! [Z! QXXU\`UO! Oa^bQ'! GTQ! RU^_`! WQe! Q_`MNXU_TYQZ`!

O[YNUZM`U[Z! UZOXaPQ_! M`! XQM_`! M! RU^_`! \aNXUO&\^UbM`Q! WQe! \MU^!

HF9EL*&?Qe\MU^L*%! cTUOT! UZOXaPQ_! M! RU^_`! \^UbM`Q! WQe!

HF9EL*&D^UbM`QLWQeL*!_`[^QP![ZXe! UZ! `TQ!TM^PcM^Q!_QOa^U`e!Y[PaXQ!**)!

[`TQ^! `TMZ! MZe! Qd`Q^ZMX! PQbUOQ! `[! NQ! \^[`QO`QP! R^[Y! UXXQSMX! MOOQ__'!

;a^`TQ^Y[^Q%! Ne! _Q``UZS! `TQ! TM^PcM^Q! _QOa^U`e! Y[PaXQ! **)! `[! NQ! UZ! M!

O[ZPU`U[Z![R!^Q_`^UO`QP!MOOQ__!Ne!M!O[^Q!Q'S'%![\Q^M`UZS!_e_`QY%![R!`TQ!RU^_`!

a_Q^!PQbUOQ!**%! `TQ!WQe_! _`[^QP! UZ! `TQ!TM^PcM^Q! _QOa^U`e!Y[PaXQ!**)!MZP!

M__[OUM`QP! cU`T! `TQ! QZO^e\`QP! PM`M! O[aXP! NQ! Ra^`TQ^! _QOa^QP! R^[Y! NQUZS!

MOOQ__QP'! GTQ! RU^_`! \aNXUO&\^UbM`Q! WQe! \MU^! HF9EL*&?Qe\MU^L*! Ra^`TQ^!

UZOXaPQ_! M! RU^_`! \aNXUO!WQe!HF9EL*&DaNXUOLWQeL*'!@UWQcU_Q%! UZ!F`Q\!,+%!

`TQ!_QO[ZP!a_Q^!PQbUOQ!*+!O[ZZQO`QP!`[!`TQ!RU^_`!a_Q^!PQbUOQ!**!SQZQ^M`Q_!M!

WQe!Q_`MNXU_TYQZ`!O[YNUZM`U[Z! UZOXaPUZS!M`! XQM_`! M! _QO[ZP!\aNXUO&\^UbM`Q!

WQe! \MU^! HF9EL+&?Qe\MU^L*! O[Z_U_`UZS! [R! M! _QO[ZP! \aNXUO! WQe!

HF9EL+&DaNXUOLWQeL*!MZP!M!_QO[ZP!\^UbM`Q!WQe!HF9EL+&D^UbM`QLWQeL*'!

GTQ! _QO[ZP! \^UbM`Q! WQe! HF9EL+&D^UbM`QLWQeL*! U_! _`[^QP! [ZXe! UZ! `TQ!

_QO[ZP! a_Q^! PQbUOQ'! GTQ! _QO[ZP! a_Q^! PQbUOQ! *+! YMe! MX_[! NQ! UZ_`MXXQP!

`TQ^QUZ!M!TM^PcM^Q!_QOa^U`e!Y[PaXQ!"Z[`!_T[cZ#'!

,""%#- JTQZ!`TQ!_QO[ZP!a_Q^!PQbUOQ!*+!U_!a_UZS!`TQ!UZ_`MZ`!YQ__MSUZS!

_[R`cM^Q! `[! `^MZ_YU`! M! YQ__MSQ%! Q'S'%! YaX`UYQPUM! PM`M%! `[! `TQ! RU^_`! a_Q^!

PQbUOQ!**!UZ!F`Q\!,,%!`TQ!_QO[ZP!a_Q^!PQbUOQ!*+!\^[bUPQ_!MZ!>D!MPP^Q__!R[^!

`TQ! RU^_`! a_Q^! PQbUOQ! **! bUM! `TQ! >Z`Q^ZQ`! *! `[! O[ZPaO`! MZ! QZP&`[&QZP!

O[ZZQO`U[Z!NQ`cQQZ!`TQ!RU^_`!a_Q^!PQbUOQ!**!MZP!`TQ!_QO[ZP!a_Q^!PQbUOQ!*+!

"F`Q\!,-#'!CZOQ!`TQ!O[ZZQO`U[Z!U_!_Q`!a\%!`TQ!TM^PcM^Q!_QOa^U`e!Y[PaXQ!**)!

[R! `TQ! RU^_`! a_Q^! PQbUOQ! **! [N`MUZ_! `TQ! _QO[ZP! \aNXUO! WQe!

HF9EL+&DaNXUOLWQeL*! R^[Y! `TQ! _QO[ZP! a_Q^! PQbUOQ! *+! Ne! cMe! [R! `TQ!

QZP&`[&QZP!O[ZZQO`U[Z%!MZP!Q_`MNXU_TQ_!M!_TM^QP!WQe!MOO[^PUZS! `[!M`! XQM_`!
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`TQ!_QO[ZP!\aNXUO!WQe!HF9EL+&DaNXUOLWQeL*!MZP!U`_![cZ!RU^_`!\^UbM`Q!WQe!

HF9EL*&! D^UbM`QLWQeL*'! AQMZcTUXQ%! `TQ! _QO[ZP! a_Q^! PQbUOQ! *+! [N`MUZ_!

`TQ!RU^_`!\aNXUO!WQe!HF9EL*&!DaNXUOLWQeL*!R^[Y!`TQ!RU^_`!a_Q^!PQbUOQ!**%!

MZP!Q_`MNXU_TQ_!M!O[aZ`Q^\M^`!_TM^QP!WQe!MOO[^PUZS!`[!`TQ!RU^_`!\aNXUO!WQe!

HF9EL*&DaNXUOLWQeL*! MZP! U`_! [cZ! _QO[ZP! \^UbM`Q! WQe! HF9EL+&!

D^UbM`QLWQeL*!"F`Q\!,.#'!GTQ!_QO[ZP!a_Q^!PQbUOQ!*+!a_Q_!`TQ!_TM^QP!WQe!`[!

QZO^e\`! M! \XMUZ`Qd`! [R! `TQ! YQ__MSQ! UZ`[! M! OU\TQ^`Qd`%! MZP! `^MZ_YU`_! `TQ!

YQ__MSQ! UZ! `TQ! OU\TQ^`Qd`! R[^Y! `[! `TQ! RU^_`! a_Q^! PQbUOQ! **! "F`Q\! ,/#'!

FaN_Q]aQZ`Xe%!cTQZ!^QOQUbUZS!`TQ!YQ__MSQ!UZ!`TQ!OU\TQ^`Qd`!R[^Y%!`TQ!RU^_`!

a_Q^! PQbUOQ! **! a_Q_! M! _\QOURUO! UZR[^YM`U[Z%! Q'S'%! `TQ! _QO[ZP! \aNXUO! WQe!

HF9EL+&DaNXUOLWQeL*! [N`MUZQP! R^[Y! `TQ! _QO[ZP! a_Q^! PQbUOQ! Ne! cMe! [R!

QZP&`[&QZP! O[ZZQO`U[Z%! MZP! U`_! [cZ! RU^_`! \^UbM`Q! WQe!

HF9EL*&D^UbM`QLWQeL*!`[!PQ^UbQ!`TQ!_TM^QP!WQe%!MZP!a_Q_!`TQ!_TM^QP!WQe!

`[!^QO[bQ^!`TQ!\XMUZ`Qd`![R!`TQ!YQ__MSQ!R^[Y!`TQ!^QOQUbQP!OU\TQ^`Qd`!"F`Q\!

,0#'!

,""%$- GTQ! _TM^QP! WQe! YMe! NQ! SQZQ^M`QP! Ne%! R[^! QdMY\XQ%! 8URRUQi

=QXXYMZ! WQe! QdOTMZSQ! MXS[^U`TY%! [^! MZe! [`TQ^! _aU`MNXQ! MXS[^U`TY'!

8Q\QZPUZS! [Z! \^MO`UOMX! ^Q]aU^QYQZ`%! Q'S'%! R[^! YUZUYUfUZS! Na^PQZ! [R! `TQ!

_e_`QY%! `TQ! _TM^QP! WQe! PQ^UbQP! cTQZ! `TQ! _QO[ZP! a_Q^! PQbUOQ! *+!

O[YYaZUOM`Q_!cU`T! `TQ!RU^_`!a_Q^!PQbUOQ!**!M`! `TQ!bQ^e! RU^_`! `UYQ!YMe!NQ!

a_QP!UZ!_aN_Q]aQZ`!O[YYaZUOM`U[Z!a\!`[!M!\^Q_Q`!ZaYNQ^![R!`UYQ_![^!R[^!M!

\^Q_Q`!\Q^U[P![R!`UYQ'!

,""%%- >Z! `TQ! MN[bQ! QdMY\XQ%! `TQ! _TM^QP!WQe! R[^! PQO^e\`U[Z! MZP! `TQ!

_TM^QP! WQe! R[^! QZO^e\`U[Z! M^Q! O[aZ`Q^\M^`_! [R! `TQ! RU^_`! MZP! _QO[ZP!

\aNXUO&\^UbM`Q! WQe! \MU^_'! 5X`Q^ZM`UbQXe%! U`! U_! MX_[! RQM_UNXQ! `TM`! `TQ! _TM^QP!

WQe!YMe!NQ!a_QP!R[^!N[`T!QZO^e\`U[Z!MZP!PQO^e\`U[Z!R[^!_MbUZS!^Q_[a^OQ![R!

`TQ! _e_`QY'! ;[^! QdMY\XQ%! `TQ! TM^PcM^Q! _QOa^U`e! Y[PaXQ! **)! a_Q_! `TQ!
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_TM^QP!WQe! `[! QZO^e\`!M!\XMUZ`Qd`![R!YaX`UYQPUM!PM`M! `[!NQ!_QZ`! R^[Y! `TQ!

RU^_`!a_Q^!PQbUOQ!**!`[!`TQ!_QO[ZP!a_Q^!PQbUOQ!*+!UZ`[!M!OU\TQ^`Qd`%!MZP!a_Q_!

`TQ!_MYQ!_TM^QP!WQe!`[!PQO^e\`!M!OU\TQ^`Qd`![R!YaX`UYQPUM!PM`M!^QOQUbQP!Ne!

`TQ! RU^_`! a_Q^! PQbUOQ! **! R^[Y! `TQ! _QO[ZP! a_Q^! PQbUOQ! *+! UZ`[! M! \XMUZ`Qd`'!

@UWQcU_Q%!`TQ!_QO[ZP!a_Q^!PQbUOQ!*+!OMZ!SQZQ^M`Q!M!\aNXUO&\^UbM`Q!WQe!\MU^!

R[^!O[YYaZUOM`U[Z!cU`T!`TQ!RU^_`!a_Q^!PQbUOQ!**!MZP!PQ^UbQ_!M!_TM^QP!WQe!

MOO[^PUZSXe'!GTQ!_QO[ZP!a_Q^!PQbUOQ!*+!`TQZ!a_Q_!`TQ!_TM^QP!WQe!`[!QZO^e\`!

MZP!PQO^e\`!`TQ!YQ__MSQ!`^MZ_YU``QP!`[!MZP!R^[Y!`TQ!RU^_`!a_Q^!PQbUOQ!**'!

,""%&- 5_! PQ_O^UNQP! MN[bQ%! Ne! cMe! [R! QZP&`[&QZP!

QZO^e\`U[Z(PQO^e\`U[Z! bUM! `TQ! >Z`Q^ZQ`%! YQ__MSQ! `^MZ_YU__U[Z! OMZ! NQ!

\Q^R[^YQP!Ne!`TQ!M\\XUOM`U[Z!\^[S^MY!***![R!`TQ!RU^_`!a_Q^!PQbUOQ!**!MZP!

`TQ! M\\XUOM`U[Z! \^[S^MY! *+*! [R! `TQ! _QO[ZP! a_Q^! PQbUOQ! PU^QO`Xe!

UZ`Q^O[ZZQO`QP'! GTQ^QR[^Q%! `TQ! YQ__MSQ! `^MZ_YU__U[Z! _QOa^U`e! OMZ! NQ!

UY\^[bQP'!

,""%'- ;><'!-5!MZP!;><'!-6!UXXa_`^M`Q!`c[!QdMY\XQ_![R!`TQ!TM^PcM^Q!

_QOa^U`e! Y[PaXQ! **)! MPM\`QP! `[! NQ! a_QP! UZ! M! _e_`QY! MOO[^PUZS! `[! `TQ!

\^Q_QZ`!UZbQZ`U[Z'!>Z!`TQ!QdMY\XQ!_T[cZ!UZ!;><'!-5%!`TQ!TM^PcM^Q!_QOa^U`e!

Y[PaXQ!**)!U_!UY\XQYQZ`QP!cU`T!MZ!Qd`Q^ZMX!YQY[^e!OM^P!_aOT!M_!M!_QOa^Q!

PUSU`MX!YQY[^e!OM^P%!MZP!UZOXaPQ_!`TQ!MN[bQ&PQ_O^UNQP!MO`U[Z!_QZ_[^!**)*!

MZP!M!_QOa^Q!QXQYQZ`!**)+%!cTUOT!M^Q!MOO[YY[PM`QP! UZ!M!T[a_UZS!**))'!

GTQ! _\QOURUOM`U[Z! [R! `TQ! _QOa^Q! PUSU`MX! YQY[^e! OM^P! YMe! bM^e! cU`T!

\^MO`UOMX! M\\XUOM`U[Z_'! ;[^! QdMY\XQ%! U`! YMe! NQ! [R! M! _`MZPM^P! _UfQ!

",+')$+-')$+'*! YY#%! M! YUZU! _UfQ! "+*'.$+)')$*'-! YY#%! [^! M! YUO^[! _UfQ!
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WHAT IS CLAIMED IS: 

1. A message transmitting system, comprising: 

 a message exchange center;  

 at least a first user device and a second user device, which are both in 

communication with the message exchange center via a network for message 

exchange; and 

a hardware security module, which is adapted to be inserted into the 

first user device, 

 wherein after the hardware security module is inserted into the first 

user device, the  hardware security module generates a first key 

establishment combination including at least a first public-private key pair 

according to a key establishment algorithm, wherein a first private key of the 

first public-private key pair is only stored in the hardware security module, 

and a first public key of the first public-private key pair is sent to the message 

exchange center; and 

 wherein for transmitting a first message from the second user device 

to the first user device, the second user device obtains the first public key 

from the message exchange center for establishing or encrypting a shared 

key, uses the shared key to encrypt a plaintext of the first message into a 

ciphertext of the first message, and transmits the ciphertext of the first 

message to the first user device via the message exchange center, and the 

first user device performs key establishment or decryption with a specific 

information, which includes the first private key stored in the hardware 

security module, to derive the shared key, and uses the shared key to decrypt 

the ciphertext of the first message to recover the plaintext of the first 

message. 
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2. The system according to claim 1, wherein the second user device generates 

a second key establishment combination including at least a second public-

private key pair according to the key establishment algorithm, wherein a 

second private key of the second public-private key pair is only stored in the 

second user device, and a second public key of the second public-private key 

pair is sent to the message exchange center, and the shared key is established 

by the second user device according to at least the first public key and the 

second private key. 

 

3. The system according to claim 2, wherein the specific information further 

includes the second public key obtained from the message exchange center, 

and the hardware security module uses the second public key and the first 

private key to perform key establishment, thereby deriving the shared key.  

   

4. The system according to claim 2, wherein the message exchange center 

includes an identity register center, which receives the first public key and 

the second public key for identity verification of the first user device and the 

second user device, respectively, and the hardware security module executes 

identity verification of the first user device and does not generate the first 

key establishment combination and/or recover the shared key until the first 

user device is successfully verified. 

 

5. The system according to claim 4, wherein after being successfully verified, 

the first user device generates a digital signature with the first private key or 

another private key of the first user device, and the second user device 

receives the digital signature via the message exchange center, verifies the 

first user device by verifying the digital signature based on the first public 
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key or another public key of the first user device, and derives the shared key 

from a shared secret, which is generated according to at least the first public 

key and the second private key, after successfully verifying the digital 

signature.    

 

6. The system according to claim 5, wherein the first user device further 

includes an action sensor disposed in the hardware security module for 

detecting vibration of the first user device, and the identity verification is 

determined to fail if no vibration is detected by the action sensor.  

 

7. The system according to claim 1, wherein the shared key is established in 

a way that:  

the shared key is generated by the second user device randomly; 

the shared key is implemented with a constant that is stored in the 

second user device; or  

the shared key is derived from a key derivation function with a 

character string that is inputted to the second user device by a user. 

 

8. The system according to claim 1, wherein the first user device uses the 

first private key to decrypt the shared key, which is encrypted with the first 

public key by the second user device, so as to derive the shared key. 

 

9. The system according to claim 1, wherein the hardware security module 

includes a secure element generating and exclusively storing a main key, 

which is used to encrypt and recover the first private key, wherein the main 

key is randomly generated, is a constant value or is derived with a key 

derivation function in response to a character string inputted by a user. 
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10. A message transmitting system, comprising: 

 a first user device in communication with an Internet,  

a hardware security module adapted to be inserted into the first user 

device, and generating a first key establishment combination including at 

least a first public-private key pair according to a key establishment 

algorithm after the hardware security module is inserted into the first user 

device, wherein a first private key of the first public-private key pair is only 

stored in the hardware security module; and 

a second user device in communication with the Internet, 

 wherein for transmitting a first message from the second user device 

to the first user device, the second user device provides an IP address for the 

first user device via the Internet to conduct an end-to-end connection 

between the first user device and the second user device, obtains the first 

public key from the first user device for establishing or encrypting a shared 

key, uses the shared key to encrypt a plaintext of the first message into a 

ciphertext of the first message, and transmits the ciphertext of the first 

message to the first user device via the end-to-end connection, and the first 

user device performs key establishment or decryption with a specific 

information, which includes the first private key stored in the hardware 

security module, to derive the shared key, and uses the shared key to decrypt 

the ciphertext of the first message to recover the plaintext of the first 

message. 

 

11. The system according to claim 10, wherein the second user device 

generates a second key establishment combination including at least a second 

public-private key pair according to the key establishment algorithm, 
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wherein a second private key of the second public-private key pair is only 

stored in the second user device, and the shared key is established according 

to at least the first public key and the second private key. 

 

12. The system according to claim 11, wherein the specific information 

further includes the second public key obtained from the second user device 

by way of the end-to-end connection, and the hardware security module uses 

the second public key and the first private key to perform key establishment, 

thereby deriving the shared key. 

 

13. The system according to claim 10, wherein the shared key is established 

in a way that:  

the shared key is generated by the second user device randomly; 

the shared key is implemented with a constant that is stored in the 

second user device; or  

the shared key is derived from a key derivation function with a 

character string that is inputted to the second user device by a user. 

 

14. The system according to claim 10, wherein the shared key is encrypted 

by the second user device according to the first public key obtained from the 

first user device and then transmitted to the first user device by way of the 

end-to-end connection.  

 

15. The system according to claim 10, wherein the first user device uses the 

first private key to decrypt the shared key, which is encrypted with the first 

public key by the second user device, so as to derive the shared key. 
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16. A hardware security module, comprising a secure element and adapted 

to be inserted into a housing of a user device, wherein the hardware security 

module generates a key establishment combination according to a key 

establishment algorithm after the hardware security module is inserted into 

the user device and when the user device is in communication with another 

user device via a message exchange center or via an end-to-end connection, 

wherein the key establishment combination includes at least a first public-

private key pair, and a first private key of the first public-private key pair is 

exclusively stored in the hardware security module, and wherein the 

hardware security module uses a specific information, which includes the 

first private key stored therein, to derive a shared key received from the 

another user device via the message exchange center or the end-to-end 

connection, and uses the shared key to process a message transmitted from 

the another user device to the user device by way of a specific application 

program. 

 

 


