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SYSTEMS AND METHODS FOR MOBILITY MANAGEMENT IN A DISTRIBUTED 

SOFTWARE DEFINED NETWORK PACKET CORE SYSTEM 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] 	This application claims priority to U.S. Provisional Application No.: 62/222,406, 

filed September 23, 2015, entitled "DISTRIBUTED SOFTWARE DEFINED WIRELESS 

PACKET CORE SYSTEM"; U.S. Provisional Application No.: 62/242,668, filed October 16, 

2015, entitled "SYSTEMS AND METHODS FOR MOBILITY MANAGEMENT IN A 

DISTRIBUTED SOFTWARE DEFINED NETWORK PACKET CORE SYSTEM"; and 

U.S. Provisional Application No.: 62/242,677, filed October 16, 2015, entitled "SYSTEMS 

AND METHODS FOR LOAD BALANCING IN A DISTRIBUTED SOFTWARE 

DEFINED NETWORK PACKET CORE SYSTEM," the contents of all of which are 

incorporated herein by reference. 

FIELD OF THE DISCLOSURE 

[0002] 	The present disclosure relates generally to the field of wireless communication 

networks. 

BACKGROUND 

[0003] 	More users are switching to (or are more often using) mobile networks to access 

the Internet to communicate. Since many mobile devices are equipped with communication 

capabilities associated with a variety of radio access technologies, users have the flexibility 

to switch between distinct radio access networks based, for instance, on availability, cost, 

network performance or a combination thereof. 

SUMMARY 

[0004] 	According to at least one aspect of this disclosure, a distributed software defined 

network (SDN) packet core system includes a plurality of interconnected local SDN 

infrastructure instances. Each local SDN infrastructure instance corresponds to a respective 

local mobility domain (LMD) and includes a plurality of processors arranged geographically 

in proximity, and communicatively coupled, to a respective plurality of radio access 

technology (RAT) specific access points. The processors for each local SDN infrastructure 

instance are configured to execute a plurality of RAT-specific front-end modules and a 

mobility manager. The plurality of RAT-specific front-end modules are associated with at 

least one RATs. Each RAT-specific front-end module is configured to handle intra-RAT and 

intra-LMD mobility events that involve switching connectivity of client devices between two 

-1- 



WO 2017/053303 
	

PCT/US2016/052676 

radio access points coupled to the local SDN infrastructure instance and associated with a 

first common RAT that is also associated with that RAT-specific front-end module. The 

mobility manager is coupled to the front-end modules and is configured to handle intra-RAT 

and inter-LIVID mobility events that involve switching connectivity of client devices between 

two radio access points coupled to separate local SDN infrastructure instances and associated 

with a second common RAT. 

[0005] 	According to at least one aspect of this disclosure, a method of managing mobility 

events in a distributed software defined network (SDN) packet core system includes a SDN 

mobility controller receiving a handover request associated with a client device switching 

connectivity between a first radio access point and a second radio access point. The SDN 

mobility controller is located within a local SDN infrastructure instance among a plurality of 

local SDN infrastructure instances of the distributed SDN packet core system. The first and 

second radio access points are associated with distinct radio access technologies (RATs) and 

are served by the local SDN infrastructure instance. The method includes, responsive to the 

handover request, the SDN mobility controller sending a request to a mobility manager of the 

local SDN infrastructure instance to update a first binding between an Internet protocol (IP) 

address of the client device and a first IP address of a first front-end module serving the client 

device. The method also includes the mobility manager modifying the first IP address of the 

first RAT-specific front-end module with a second IP address of a second RAT-specific 

front-end module. The first and second RAT-specific front-end modules are located in the 

local SDN infrastructure instance and are associated with different RATs. The method also 

includes the SDN mobility controller sending a request to the second RAT-specific front-end 

module requesting an update of a second binding between an identifier of the client device 

and a first identifier of the first radio access point. The method also includes the second 

RAT-specific front-end module updating the second binding by changing the first identifier 

of the first access point with a second identifier of the second access point. The method also 

includes the SDN mobility controller sending a handover response to the client device via the 

first radio access point. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] 	Figure 1 shows a block diagram illustrating an overview of an example 

communication environment employing a distributed software defined network (SDN) packet 

core system. 
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[0007] 	Figures 2A and 2B are block diagrams illustrating an example hierarchical mobility 

model for handling mobility events within the distributed SDN packet core system shown in 

Figure 1. 

[0008] 	Figure 3 is a flow diagram illustrating an example method of handling a tier-1 

mobility event. 

[0009] 	Figure 4 is a flow diagram illustrating an example method for handling an inter- 

LMD mobility event. 

[0010] 	Figure 5 is a flow diagram illustrating a method for handling an inter-RAT mobility 

event, where a UE is roaming from a first AP associated with a first RAT to a second AP 

associated with a second RAT. 

DETAILED DESCRIPTION 

[0011] 	Increasing numbers of mobile users and increasing volumes of mobile data traffic 

call for continuous and costly investments in network infrastructure by mobile network 

operators. Mobile users are more frequently accessing content provider data through a 

variety of wireless access networks. Mobile devices can be equipped with capabilities for 

accessing different radio access networks associated with different radio access technologies 

(RATs) such as 3rd  generation (3G) mobile telecommunications technology, long-term 

evolution (LTE) mobile telecommunications technology, Wi-Fi, proprietary high-altitude 

platforms or other radio access technologies. 

[0012] 	When accessing the Internet, a mobile user can switch between different modes of 

connectivity depending on a respective user context. For instance, the mobile user can access 

the Internet through Wi-Fi at home, through cellular access networks outdoors or through 

guest Wi-Fi services in retail spaces, airports or other public places. Users usually have 

different ways to authenticate themselves to distinct access networks, different billing 

arrangements and different security guarantees or policies. Also, roaming between distinct 

access networks results in connectivity interruption. These factors lead to a fragmented user 

experience. Mobile users would appreciate a unified service that provides a combination of 

heterogeneous radio access solutions with seamless mobility between various RATs. 

[0013] 	One of the ways to improve user experience is to provide a system architecture that 

enables cohesion of heterogeneous radio access networks into a single service domain. In 

designing such system architecture, different factors are to be considered, including system 

scalability (e.g., with respect to new RATs or with respect increase in network capacity), 

system complexity, infrastructure cost, intra-RAT mobility and inter-RAT mobility. With 
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regard to mobility, in particular, providing seamless mobility across a plurality of radio 

access networks associated with at least two distinct RATs poses several technical 

challenges. First, communication networks associated with distinct RATs tend to employ 

distinct mobility functions and different anchor points. Such mobility functions are usually 

computationally intensive. As such, implementing separate mobility functions for distinct 

RATs can significantly increase the complexity and the cost of the system architecture as the 

number of supported RATs increases. Also, providing seamless inter-RAT mobility may 

require implementing interworking solutions to allow communication between separate 

mobility functions and coordination between anchor points associated with distinct RATs. 

Implementing such interworking solutions can be complex and can also hinder the scalability 

of the system architecture with respect to new RATs. Second, scalability of the system 

architecture depends on the scalability of the mobility functions associated with various 

RATs. For instance, the amount of state information maintained and processed by mobility 

functions increases linearly with the number of client devices served by the system. If the 

mobility functions are not scalable, increases in the number of client devices served can lead 

to unacceptable service latency. Third, mobility is a latency sensitive network function. For 

instance, the length of communication links between client devices and the network devices 

executing the mobility functions can have substantial effect on service latency. Accordingly, 

designing the system architecture that enables cohesion of heterogeneous radio access 

networks can involve taking into account the effect of the distribution of mobility functions 

within the system on service latency. 

[0014] 	In this disclosure, a distributed software defined network (SDN) packet core system 

is configured to operate as a large scale single service domain providing cohesion of 

heterogeneous radio access networks. The distributed SDN packet core system can provide 

seamless connectivity to end users independent of the access network to which they connect 

and enables transparent mobility between separate access networks. The distributed SDN 

packet core system is also referred to herein as a distributed virtual evolved packet core 

(vEPC) system. 

[0015] 	Figure 1 shows a block diagram illustrating an overview of a communication 

environment 10 employing a distributed software defined network (SDN) packet core system. 

The communication environment 10 can include a plurality of radio access points (APs) 30 

serving mobile devices 20 in their proximity, a plurality of local SDN infrastructure instances 

110, a central SDN infrastructure instance 120, one or more metropolitan area networks 12, a 

first transit network 15, one or more second transit networks 18 and one or more data centers 
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90. Each local SDN infrastructure instance 110 can include a plurality of computer devices 

115 configured to execute network functions for serving mobile devices 20 in the proximity 

of that SDN infrastructure instance 110. 

[0016] 	The mobile devices 20 can include without limitation a mobile phone, smart phone, 

tablet, laptop, smart watch, wearable item with communications capabilities, audio playing 

device (such as an MP3 player), video playing device, gaming device, global positioning 

system (GPS) device, automotive computer or any other client device with communication 

capabilities. The mobile device 20 can attach to a mobile access network via wireless links 

at respective access points 30. In some implementations, the mobile device 20 can be 

configured to request and access content associated with a content provider network via the 

distributed SDN packet core system. For instance, an application (such as a browser, media 

player, game application/platform, email application, enterprise application, social media 

application, cloud application or the like) running on the mobile device 20 can request 

content available from a data center 90 for display on a screen of the mobile device 20. 

[0017] 	The radio access points (APs) 30 can be configured to communicate with mobile 

devices 20 via wireless links. The APs 30 can be part of separate radio access networks (such 

as a Wi-Fi hotspot network, universal mobile telecommunications system (UMTS) network, 

long-term evolution (LTE) network or any other mobile communication network) associated 

with at least two distinct radio access technologies (RATs) such as 3G, LTE, LTE-A, Wi-Fi 

or other RATs. For instance the APs 30 can include a Node B, evolved Node B (eNode B), 

Wi-Fi hotspot access point or radio access points of other types. The APs 30 can be 

distributed over a large geographical area defining one or more states, a country or multiple 

countries. Each AP 30 can be configured to serve mobile devices 20 in a respective 

geographical neighborhood. Each AP 30 can be configured to communicate directly with 

mobile devices 20 in its neighborhood through an air interface and can be coupled to a 

respective local SDN infrastructure instance 110 through a metro ISP network 12. As a 

mobile device 20 moves from one geographical location to another, the respective wireless 

connection can be transferred (or handed over) from one AP 30 to another based on the 

proximity of the mobile device 20 to distinct APs 30. 

[0018] 	The plurality of local SDN infrastructure instances 110 represent a set of distributed 

computing or network processing resource pools deployed in close proximity to and serving 

radio access networks or the APs 30 thereof. For instance, each SDN infrastructure instance 

110 can be associated with a respective metropolitan area and can be coupled to APs 30 

serving mobile devices 20 within that metropolitan area. Each local SDN infrastructure 
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instance 110 can include a respective plurality (such as a dozen, few dozens, or other 

number) of computer devices 115, such as computer servers or racks of servers configured to 

carry out network operations or functions implemented as SDN elements to serve data traffic 

associated with APs 30 coupled (or served) by that local SDN infrastructure instance 110. In 

some implementations, the computer devices 115 associated with a respective local SDN 

infrastructure instance 110 can be configured to carry out latency sensitive network functions. 

For instance, control-plane signaling, data plane anchoring and mobility operations can be 

implemented as SDN elements executable by (or running on) the respective computer devices 

115. 

[0019] 	In some implementations, each local SDN infrastructure instance 110 can include 

load balancing entities configured to balance the load between the respective computer 

devices 115 or the SDN elements running thereon. In some implementations, each local SDN 

infrastructure instance 110 can be configured to locally cache Internet data associated with 

one or more content providers, cloud data, intranet data or a combination thereof. For 

instance, each local SDN infrastructure instance 110 can include one or more caching servers. 

The local SDN infrastructure instance 110 can be configured to serve Internet data in 

response to requests from mobile devices 20 from local caches whenever the requested 

Internet data is locally cached. Internet data can include webpages, data associated with 

online services (such as email, social media, etc.), data associated with games, video 

streaming data (such as Netflix or YouTube), or the like. In some implementations, the local 

SDN infrastructure instances 110 can be configured to locally cache (and serve) Internet data, 

intranet data, cloud data or a combination thereof 

[0020] 	The central SDN infrastructure instance 120 can include one or more computer 

devices with SDN elements running thereon and configured to carry out network functions 

that are not (or are at least less) latency sensitive or network functions involving multiple 

local SDN infrastructure instances 110. The SDN elements running in the central SDN 

infrastructure instance 120 can include, for instance, a subscription policy module, a global 

module for managing mobility (or roaming) between local SDN infrastructure instances 110 

or a combination thereof. The subscription policy module can include an authorization, 

authentication and accounting (AAA) server, subscription profile repository (SPR), policy 

and charging control module or other module for managing subscription policies. During 

attachment of a mobile device 20 to the distributed SDN packet core system, a local SDN 

infrastructure instance 110 can request authentication or authorization of a mobile device 20 

(or a user thereof) from a subscription and policy module associated with the central SDN 
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infrastructure instance 120. The central SDN infrastructure instance 120 also can include a 

global load balancing module for balancing load between the plurality of local SDN 

infrastructure instances 110. The central SDN infrastructure instance 120 can be arranged in 

the cloud, such as in a host data center 91. 

[0021] 	Each local SDN infrastructure instance 110 can be coupled to APs 30 in its 

proximity through a respective metropolitan area network 12. The metropolitan area 

networks 12 can differ from one local SDN infrastructure instance 110 to another. In some 

implementations, a local SDN infrastructure instance can be coupled to respective APs 30 

through one or more metropolitan area networks 12. For a given local SDN infrastructure 

instance 110, the respective metropolitan area network(s) 12 can be one or more 

communications networks serving a metropolitan area associated with that local SDN 

infrastructure instance 110. In some implementations, one or more of the metropolitan area 

networks 12 can be owned or managed by respective third-party network providers and may 

not be part of the distributed SDN packet core network. In some implementations, one 

metropolitan area network 12 can serve multiple local SDN infrastructure instances 110. In 

some implementations, each AP 30 can be coupled to (and served by) the geographically 

closest local SDN infrastructure instance 110. In some implementations, coupling between 

the APs 30 and entities (such as computer devices 115 or SDN element(s) running thereon) 

within the local SDN infrastructure instance 110 can be achieved through respective transport 

tunnels 35 over the metropolitan area network(s) 12. For instance, transport tunnels 35, such 

as Ethernet-over-IP (EoIP) tunnels, can be used over metropolitan area networks 12 that 

provide IP connectivity to local SDN infrastructure instances 110. In some implementations, 

the transport tunnels 35 can include an Ethernet-over-IP tunnel, generic user datagram 

protocol (UDP) encapsulation (GUE) tunnel, generic route encapsulation (GRE) tunnel, 

802.11 over GUE tunnel, GPRS tunneling protocol (GTP) tunnel, Internet Protocol (IP) 

security (IPSec) tunnel, other type of tunnel or a combination thereof. 

[0022] 	In some implementations, the plurality of local SDN infrastructure instances 110 can 

be inter-connected through a first transit network 15. The first transit network 15 allows for 

communication between separate local SDN infrastructure instances 110, for instance, to 

handle mobility (or roaming) and signaling between local SDN infrastructure instances 110. 

In some implementations, the first transit network 15 can be configured to couple the local 

SDN infrastructure instances 110 to the central infrastructure instance 120. The first transit 

network 15 can include a fiber-optic data network, an Internet service provider (ISP) network 

or other communication network. The first transit network 15 and the plurality of local SDN 
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infrastructure instances 110 can be managed (or owned) by a single entity or separate entities. 

In some implementations, the first transit network 15 can be owned or managed separately 

from the local SDN infrastructure instances 110. That is, the first transit network 15 may not 

be part of the distributed SDN packet core system but rather an external network used to 

communicatively couple the local SDN infrastructure instances 110 to each other. 

[0023] 	The communication environment 10 can include a plurality of data centers 90. Each 

data center 90 can include computing devices for storing and providing access to content 

provider data, web pages, cloud data or a combination thereof. For instance, the data centers 

90 can be configured to receive data requests from the local SDN infrastructure instances 110 

and, in response, provide the requested data. The data centers 90 can be configured to host 

web pages and respective content, video streaming applications such as YouTube or Netflix, 

social media applications and content, gaming applications, enterprise applications or any 

other cloud applications or services. In some implementations, the central SDN infrastructure 

instance(s) 120 can be implemented within the host data center 91. 

[0024] 	Each local SDN infrastructure instance 110 can be communicatively coupled to the 

data centers 90 through one or more second transit networks 18. The second transit 

network(s) 18 can be coupled to the local SDN infrastructure instances 110 through the first 

transit network 15. In some implementations, the second transit network(s) 18 can be directly 

coupled to the local SDN infrastructure instances 110. In some implementations, the second 

transit network(s) 18 can be configured to couple the central SDN infrastructure instance 120 

to the local infrastructure instances 110. In some implementations, the second transit 

network(s) 18 can be optional. In such implementations, the data centers 90 can be directly 

coupled to the first transit network 15. In some implementations, the first and second transit 

networks 15 and 18 can be part of a single communications network. 

[0025] 	In some implementations, the distributed SDN packet core system can be viewed as 

the combination of the local SDN infrastructure instances 110 and the central SDN 

infrastructure instance 120. In some implementations, the distributed SDN packet core 

system can also include the first transit network 15. In some implementations, the distributed 

SDN packet core system can also include the second transit network(s) 18. The architecture 

of the distributed SDN packet core system (as described with respect to Figure 1) allows for 

data traffic to be routed and broken-out locally, for instance, at the local SDN infrastructure 

instances 110. Arranging local SDN infrastructure instances 110 at close proximity to APs 

30 and processing data traffic therein allows for fast data packet processing and therefore 

improved performance and reduced network resources consumption. 

-8- 



WO 2017/053303 
	

PCT/US2016/052676 

[0026] 	The distributed SDN packet core system can be widely distributed across a large 

geographical area (such as one or more states or one or more countries) and configured to 

track and manage mobility of a large number of mobile devices 20 distributed over the large 

geographical area. Mobility tracking and management can be carried out by SDN-based 

mobility functions implemented within the distributed SDN packet core system. Software 

implementation of mobility functions allows for the scalability and optimization of such 

functions. However, latency and scalability associated with the mobility functions can 

depend on the respective software implementation employed. For instance, when employing 

Network Function Virtualization (NFV) to implement separate mobility functions (such as 

the mobility management entity (MME) for LTE) for distinct RATs in the cloud (such as in 

data center(s) 90 or 91), scalability for a given RAT is usually achieved by replicating all 

mobility functions associated with that RAT. Replicating highly complex functions 

associated with large amounts of maintained states can lead to inefficient use of power and 

computational resources, especially if increased mobility processing resources are needed 

within a subset of the local SDN infrastructure instances. Also, replicating mobility functions 

would call for the synchronization of respective states and therefore further increase the 

complexity of the packet core system. Furthermore, implementing the mobility functions in 

the cloud can result in high mobility processing latency. In particular, while local SDN 

infrastructure instances 110 may be arranged in proximity to population centers (associated 

with large congregations of users or respective mobile devices 20), data centers (such as data 

centers 90 and 91) tend to be located in remote geographic locations. Accordingly, in the 

case where mobility functions are implemented in the cloud, processing of each mobility 

event involves signaling over long communication links between the data center 91 and one 

or more local SDN infrastructure instances 110. 

[0027] 	In the current disclosure, a hierarchical mobility model is employed for handling 

mobility events within the distributed SDN packet core system. The hierarchical mobility 

model can be configured to distinguish between different types of user mobility events such 

as mobility events indicative of mobility across APs 30 served by the same local SDN 

infrastructure instance 110 versus mobility events spanning across more than one local SDN 

infrastructure instance 110. The hierarchical mobility model also allows for distinguishing 

and handling inter-RAT mobility events involving switching user device connectivity 

between access points associated with different radio access technologies (RATs) in 

implementations where the distributed SDN packet core system supports multiple RATs. 

Such implementations should not be interpreted as limiting since, in general, the distributed 
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SDN packet core system and respective local SDN infrastructure instances 110 can be 

configured to support one or more RATs. 

[0028] 	Figures 2A and 2B are block diagrams illustrating an example hierarchical mobility 

model 200 for handling mobility events within the distributed SDN packet core system 

shown in Figure 1. Figure 2A is a block diagram illustrating an overview of the hierarchical 

mobility model 200. The hierarchical mobility model 200 includes a cloud-based central 

SDN mobility instance 290, a plurality of local mobility domains (LMDs) 210 and an 

extended mobility domain (EMD) 220 including the plurality of local mobility domains 

(LMDs) 210. The cloud-based central SDN mobility instance 290 can be part of the central 

SDN infrastructure instance 120 (shown in Figure 1). The cloud-based central SDN mobility 

instance 290 includes a global SDN mobility controller 292, a home subscriber server (HSS) 

module 294, a policy and charging rules function (PCRF) module 296 and a cloud 

authentication, authorization and accounting (AAA) module 298. Each LMD 210 

corresponds to a respective local SDN infrastructure instance 110 (shown in Figure 1), 

whereas the EMD 220 represents the combination of or a subset of the LMDs 210 in the 

distributed SDN packet core system. As shown, each LMD 210 includes a plurality of Wi-Fi 

front-end (WFE) modules 212a and LTE front-end (LFE) modules 212b (also referred to 

individually or collectively as RAT-specific front-end (FE) module(s) 212). Each WFE 

module 212a can be communicatively coupled to one or more respective Wi-Fi APs 230a 

through the metropolitan area networks 12. Each LFE module 212b can be communicatively 

coupled to one or more evolved nodes B (eNodeBs) 230b through the metropolitan area 

networks 12. In some implementations, the LMDs 210 can include any combination of FE 

modules 212 including WFE modules 212a, LFE modules 212b, 3G FE modules or other FE 

modules associated with other RATs. The LMDs 210 can be communicatively coupled to 

one another through a first transit network 15. The LMDs 210 can be communicatively 

coupled to one or more data centers 90 and the cloud-based central SDN mobility instance 

290 through one or more second transit networks 18. 

[0029] 	The hierarchical mobility model 200 can be viewed as a two-tier mobility model. In 

particular, the hierarchical mobility model 200 includes a first tier (also referred to as tier-1) 

mobility layer including the RAT-specific FE modules 212 across the plurality of LMDs 210 

within the EMD 200 and a second tier (also referred to as tier-2 mobility layer including the 

mobility managers 214 across a plurality of LMDs 210 within the EMD 220. Tier-1 mobility 

is also referred to herein as layer-2 (L2) mobility because tier-1 mobility events are tracked 

based on L-2 (open systems interconnection (OSI) layer-2) identifiers of mobile devices such 
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as the media access control (MAC) addresses. Tier-1 mobility is also referred to herein as 

MAC-layer mobility. Tier-1 (or L2) mobility events include intra-LMD mobility events for 

any single RAT supported by the hierarchical mobility model. That is, L2 mobility events 

include events where a mobile device 20 roams between APs 230 associated with a given 

RAT within a single LMD. Tier-2 mobility is also referred to herein as layer-3 (L3) mobility 

because tier-2 mobility events are tracked based on L3 (OSI L3) identifiers of mobile devices 

such as the IP addresses. Tier-2 (or L3) mobility events include inter-LIVID mobility events 

and inter-RAT mobility events. An inter-LMD mobility event is a mobility event involving a 

mobile device roaming between two APs 230 that are associated with a given RAT and that 

are located in two separate LMDs 210. An inter-RAT mobility event is a mobility event 

between two APs 230 associated with distinct RATs but located in a single LMD 210. 

[0030] 	As described in further details below, management and handling of L2 mobility 

events can be self-contained within, and optimized for, the RAT-specific FE modules 212 

forming the tier-1 mobility layer 202. The RAT-specific FE modules 212 can be configured 

to act as mobility anchors for the RAT-specific APs 230. Tier-2 mobility events can be 

handled by the mobility managers 214 forming the tier-2 mobility layer 204. The mobility 

managers 214 are configured to act as Internet Protocol (IP) anchors for mobile devices 20 

served by the EMD 220. The hierarchical mobility model can allow for distinction between, 

and separate processing of, intra-LMD and inter LIVID mobility events. Since the majority of 

handover (or mobility) events tend to occur within a small geographic area (such as a 

metropolitan area), the LMDs 210 can be arranged such that most of the user mobility events 

are handled as intra-LMD mobility events. For instance, each LMD 210 (or local SDN 

infrastructure instance 110) can be arranged to serve a respective metropolitan area. Mobile 

devices 20 associated with users residing in a given metropolitan area can attach to the LMD 

210 serving that metropolitan area and can associate that LIVID 210 as a respective home- 

LIVID (hLMD). Accordingly, most (such as 85%, 90%, 95% or other percentage) of user 

mobility events can be handled by hLMDs of respective users. 

[0031] 	Figure 2B is a block diagram illustrating SDN components and inter-component 

interactions for a local mobility domain (LMD) 210 and a cloud-based central SDN mobility 

instance 290. The LIVID 210 includes a mobility controller 211, one or more WFE modules 

212a, one or more LTE front-end (LFE) modules 212b, a mobility manager 214, an 

authentication, authorization and accounting (AAA) proxy module 215, a policy module 216 

and one or more network switches 213 for directing data packets internally or outside the 

LMD 210. The LMD 210 can optionally include an on-network cache 218 for locally storing 
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Internet or cloud data and a domain name system (DNS) module 219 for mapping domain 

names to Internet Protocol (IP) addresses of respective cached data in the on-network cache 

218. 

[0032] 	Referring to Figures 2A and 2B, each LMD 210 can be configured to serve a 

respective plurality of RAT-specific APs 230. In general, each LMD 210 can support one or 

more RATs. In some implementations, an LMD can support multiple RATs. The RAT-

specific APs 230 can include Wi-Fi APs (or Wi-Fi hotspot APs) 230a, evolved nodes B 

(eNodeB) 230b associated with LTE, Nodes B (NodeB) associated with 3G networks, other 

radio access points or a combination thereof. That is, while Figures 2A and 2B show Wi-Fi 

APs 230a and eNodeBs 230b, in general, the distributed SDN packet core system can serve 

any combinations of APs 230. A mobile device 20 can attach to the distributed SDN packet 

core network via one of the RAT-specific APs 230. For instance, the mobile device 20 can 

attach to a given RAT-specific AP 230 associated with a given RAT based on, for instance, 

signal strength, communication cost or user subscription with respect to each RAT supported 

by the LMD 210. Each RAT-specific AP 230 associated with a given RAT can be 

communicatively coupled to a corresponding RAT-specific FE module 212 associated with 

that RAT through the metropolitan area network 12. For instance, the Wi-Fi APs 230a 

served by a LMD 210 can be communicatively coupled to WFE modules 212a in that LMD 

210. Similarly, eNodeBs 230b served by the LMD 210 can be communicatively coupled to 

LFE modules 212b of that LMD 210. In general, each of at least two LMDs 210 in the 

distributed SDN packet core system include RAT-specific FE modules 212 that are 

associated with one or more RATs. 

[0033] 	In some implementations, each RAT-specific FE module 212 can be configured to 

communicate with a corresponding RAT-specific AP 230 via one or more overlay transport 

tunnels 235. For instance, each WFE module 212a can be configured to communicate with a 

WiFi AP 230a via an Ethernet-over-IP (EoIP) tunnel. In such instances, a WFE module 212a 

can be configured to maintain a respective set of anycast EoIP endpoints for use by WiFi AP 

230a to establish EoIP tunnels with that WFE module 212a. In some implementations, EoIP 

tunnels can be established between WFE modules 212a and WiFi APs 230a according to a 

pseudo-stateless model. For instance, the global SDN mobility controller 292 can be 

configured to advertise the WFE modules 212a, respective network locations, respective 

anycast tunnel endpoints or a combination thereof over the metropolitan area network(s) 12. 

A WiFi AP 230a can receive the advertised data and determine a WFE module 212a with 

which to establish an EoIP tunnel. Using the EoIP tunnel, the WiFi AP 230a can 
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autonomously tunnel data, such as UE 802.3 frames, to the WFE module 212a. In some 

implementations, the overlay transport tunnel 235 coupling a RAT-specific AP 230 to a 

respective RAT-specific FE module 212 can include a Generic UDP Encapsulation (GUE) 

tunnel, Generic Route Encapsulation (GRE) tunnel, Ethernet-over-GRE tunnel, 802.11-over- 

GUE tunnel, general packet radio service (GPRS) Tunneling Protocol (GTP) tunnel, Internet 

Protocol security (IPSec) tunnel or other communication tunnel. 

[0034] 	In some implementations, each RAT-specific FE module 212 can be configured to 

maintain a list of layer-two (L2) bindings for mobile devices 20 served by that RAT-specific 

FE module 211. That is, for each mobile device 20 served by a first RAT-specific FE module 

212, the first RAT-specific FE module 212 can be configured to maintain a binding of a 

layer-two (L2) identifier of the mobile device 20 (UE-ID) and a L2 identifier of the 

respective serving RAT-specific AP 230 (such as serving-AP-ID). The L2 identifier of the 

mobile device 20 (UE-ID) can include the respective MAC address of the mobile device 20. 

The L2 identifier of the serving AP 230 (serving-AP-ID) can include a tunnel endpoint 

identifier (TED) associated with the transport tunnel 235 between the serving AP 230 and 

the first RAT-specific FE module 212. For mobile devices 20 served by other RAT-specific 

FE modules 212 (such as a second FE module 212 different than the first FE module 212 but 

associated with the same RAT as the first FE module 212), the first RAT-specific FE module 

212 can maintain an indication of the RAT-specific FE module 212 serving each mobile 

device 20. 

[0035] 	In some implementations, each RAT-specific FE module 212 can be configured to 

maintain a forwarding database (FDB), such as a table, for use in forwarding data packets (or 

data frames) received from (or destined to) mobile devices 20. In some implementations, the 

FDB maintained by a given RAT-specific FE module 212 associated with a respective RAT 

can include forwarding information (or forwarding rules) related to all (or a subset of) the 

mobile devices 20 served by the EMD 220 using that RAT. For instance, a FDB maintained 

at the WFE module 112a can include forwarding rules for one or more mobile devices served 

by the EMD 220 through Wi-Fi. As an illustrative example, Table 1 shows an example of a 

FDB associated with a WFE module 212a. 

[0036] 	Consider the following example. The mobile device UE-1 is served by WFE 

module WFE-1 (in LMD-1 210) through a respective WiFi access point AP-1-1-1. Let UE-2 

and UE-3 be mobile devices 20 served by LIVID-N 210. The mobile device UE-2 is served by 

WFE module WFE-N-1 (in LIVID-N 210) through a respective WiFi access point AP-N-1-1. 

The mobile device UE-3 is served by WFE module WFE-N-2 (in LMD-N 210) through a 
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application can be configured to handle signaling with other entities inside or outside the 

LMD 210 and perform C-plane functions (such as mobility functions) at the RAT-specific FE 

module 212. For instance, each LFE module 212b can include state machines replicating 

those associated with a serving gateway (S-GW). Accordingly, the LFE C-plane application 

and the LFE D-plane application can be viewed as a S-GW C-plane application and a S-GW 

D-plane application. By maintaining L2 bindings and updating respective tier-2 FDBs when 

handling L2 mobility events, the RAT-specific FE modules 212 can be configured to abstract 

the radio-access-type to, and obscure L2 mobility events from, the mobility managers 214. 

[0039] 	Each RAT-specific C-plane application (within a respective RAT-specific FE 

module 212) can be configured to detect and handle L2 mobility events. In particular, the 

transport tunnels 235 between the RAT-specific FE modules 212 and the RAT-specific APs 

230 can be stateless such that the RAT-specific APs 230 do not signal L2 mobility events to 

the respective serving RAT-specific FE modules 212. Each RAT-specific C-plane 

application (or RAT-specific FE module 212) can be configured to infer L2 mobility events 

associated with served RAT-specific APs 230 based on the (UE-ID, serving-AP-ID) bindings 

maintained at the RAT-specific FE module and information associated with data frames (or 

data packets) received at the RAT-specific FE module 212. Tier-1 mobility events can be 

characterized as high-frequency short-range handovers that require low latency in session 

setup and also are likely to require a large amount of localized state that is not necessarily 

relevant outside the respective 11_,MD 210. Accordingly, confining handling of tier-1 mobility 

events within a given [MD 210 to RAT-specific FI-j, modules 212 and the mobility controller 

211 in that LMD leads to efficient use of hardware resources in the distributed SDN packet 

core system and reduces latency with respect to session initiation. 

[0040] 	Each LIVID 210 includes a respective SDN mobility controller 211 (also referred to 

herein as mobility controller 211). The SDN mobility controller 211, within each LMD 210, 

can be communicatively coupled to the RAT-specific FE modules 212, the mobility manager 

214, the AAA proxy module 215 and the policy module 216 in that LMD 210. The AAA 

proxy module 215 can be configured to communicate with the global AAA module 226 and 

obtain user authentication, authorization or accounting information therefrom. The global 

AAA module 226 can be a database storing information for authentication, authorization and 

accounting information for users (or respective mobile devices 20) served by the distributed 

SDN packet core system. In some implementations, the SDN mobility controller 211 can be 

configured to access the AAA proxy module 215 or the HSS module 294 to obtain 

authentication, authorization or accounting information when authenticating a mobile device 
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20 (or a respective user). In some implementations, the SDN mobility controller 211 can be 

configured to access the policy module 216 or the PCRF module 296, for instance, to obtain 

one or more service policies for a mobile device 20 (or a respective user). 

[0041] 	Each mobility controller 211 can include a plurality of RAT-specific mobility 

control applications, each of which is associated with a respective RAT. For instance, the 

mobility control application associated with LTE can correspond to (or include functions 

associated with) the mobility management entity (MME). For each RAT, the SDN mobility 

controller 211 (or the respective RAT specific mobility control application) in a given LMD 

210 can be configured to track intra-LMD mobility events in that LMD 210 and cause 

updating of data forwarding rules associated with the RAT-specific FE modules 212 (for that 

RAT) and the mobility managers 214. As illustrated in further detail with respect to Figure 3, 

the SDN mobility controller 211 in a given LMD 210 can be configured to receive an 

indication of a L2 mobility event and, in response, cause one or more RAT-specific FE 

modules 212a in that LMD 210 to update the respective tier-1 FDB(s). In instances where 

the L2 mobility event involves a mobile device 20 roaming between APs 230 served by 

separate RAT-specific FE modules 212, the SDN mobility controller 211 can also cause the 

mobility manager to update a respective tier-2 FDB. In some implementations, the SDN 

mobility controller 211 can be configured to maintain copies of forwarding rules associated 

with various RAT-specific FE modules 212 in the LMD 210 of the SDN mobility controller 

211. As illustrated in further details with respect to Figures 4 and 5, the SDN mobility 

controller 211 can be configured to track inter-LMD and inter-RAT mobility events and 

cause updating of forwarding rules on RAT-specific FE modules 212 and mobility managers 

214. 

[0042] 	Each LIVID 210 also includes a respective mobility manager 214 configured to 

handle tier-2 mobility events (also referred to herein as layer-3 (L3) mobility events). Tier-2 

mobility can be anchored at the mobility managers 214. In particular, each mobility manager 

214 can maintain bindings between L3 UE identifiers (such as IP addresses) and identifiers 

(such as IP addresses) of respective serving RAT-specific FE modules 212. Each mobility 

manager 214 can include a mobility gateway C-plane application configured to manage L3 

forwarding rules and a mobility gateway D-plane application configured to act as a data 

forwarding entity using the L3 forwarding rules maintained at the mobility manager 214. For 

instance, in order to handle intra LTE inter-LMD mobility, the mobility manager 214 for each 

LIVID can include state machines replicating the C-plane and D-plane of a packet data 

network (PDN) gateway (PGW). L3 mobility events are explicitly signaled to the mobility 
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214, for instance, by the mobility controller 211. The mobility gateway C-plane 

can be configured to receive an indication of a L3 mobility event from a mobility 

211 (such as a mobility controller in the same LMD 210) and instruct the 

mobility gateway D-plane application to update L3 forwarding rules maintained 

manager 214 to reflect the L3 mobility event. 

Considering the example discussed with respect to Table 1 above, Table 2 shows 

or a portion thereof (such as the L3 forwarding rules) maintained at the mobility 

214 of LMD-1. For each UE, the tier-2 FDB can include an indication of the 

of that UE, the IP address of the serving RAT-specific FE module (representing 

towards the UE) and an action indicative of a transport tunnel (or respective 

processes). When a UE roams between two RAT-specific 

212 associated with separate LMDs or associated with distinct RATs within the 

the target mobility manager 214 can update its tier-2 FDB to reflect the change 

RAT-specific FE module 212 for that UE. The change can also be propagated 

mobility managers in other LMDs through the global SDN mobility controller 

at 
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FE 

292. 

send 

with 

the 

UE-IP Next-Hop Action 

IP-UE-1 WFE-1-1 IP-in-IP tunnel 

IP-UE-2 WFE-N-1 IP-in-IP tunnel 

IP-UE-3 WFE-N-2 IP-in-IP tunnel 

Table 2 

The global SDN mobility controller 292 can be configured to track inter-LMD 

events and cause updating of L3 data forwarding rules (or tier-2 FDBs) in mobility 

214. In some implementations, upon a mobility manager 214 updating a respective 

in response to an inter-LIVID mobility event, the mobility manager 214 can 

of such update to the global SDN mobility controller 292. In response, the 

SDN mobility controller 292 can then forward the indication of the update to other 

managers 214 in other LMDs 210. Accordingly, mobility managers 214 of separate 

210 can be configured to maintain similar tier-2 FDBs. 

Figure 3 is a flow diagram illustrating a method 300 of handling a tier-1 mobility 

The tier-1 mobility event shown in Figure 3 involves a handover between two APs 

AP-1 and AP-N) that are served by the same LMD 210 and that are associated 

RAT (e.g., both APs are WiFi APs or both are eNodeBs). The UE is served via 
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access point AP-1 by the RAT-specific FE module FE-1. The method 300 can include a first 

phase 310 during which a user equipment (UE) "F00," such as mobile device 20, is initially 

attached to the first access point AP-1 and a second phase 320 during which the UE roams 

from the first access point AP-1 to the second access point AP-N. During the first phase 310, 

the UE can, for instance, request and receive Internet or cloud data through AP-1. During the 

second phase, the UE continues accessing the Internet or cloud data after roaming to AP-N. 

[0046] 	In some implementations, the UE generates a request for Internet or cloud data. In 

some implementations, the request can be generated as a data frame (such as a UE 802.11 

frame) or a data packet. The request can include identifications of the UE and the access 

point AP-1 to which the UE is attached. For instance, the request (or data frame) can include 

indication of the MAC addresses of the UE and access point AP-1. Upon receiving the 

request, AP-1 encapsulates the data request according to the transport tunnel (such as EoIP 

tunnel) employed between the access point AP-1 and the RAT-specific FE module FE-1. As 

part of the encapsulation, the access point AP-1 can insert its IP address (as a source IP 

address) and the IP address of the FE module (as a destination IP address). In some 

implementations, the access point AP-1 can also insert the IP address of the UE (initial source 

IP address) and the final destination IP address as part of the encapsulation. The initial 

source IP address and the final destination IP address can be retrieved from the request 

received from the UE. Upon receiving the encapsulated request, the RAT-specific FE 

module FE-1 forwards the request to the mobility manager (MobMgr) of the LMD 210. In 

some implementations, forwarding the request can include de-capsulating the respective data 

frame and employing another encapsulation according to a transport protocol (such as GRE 

protocol) employed between the RAT-specific FE module FE-1 and the mobility manager. 

For instance, the FE module FE-1 can add its IP address (as a source address) and the 

mobility manager IP address (as a destination IP address). The mobility manager receives 

and de-capsulates the request and then forward a respective UE data packet to the final 

destination (such as a data center 90 or on-network cache 218 shown in Figures 2A and 2B). 

Upon receiving a response (such as one or more data packets) from the final destination, the 

mobility manager encapsulates and forwards the data packet(s) to the RAT-specific FE 

module FE-1. The RAT-specific FE module FE-1 then forwards the data packet(s) to the 

access point AP-1 after applying proper de-capsulation and/or encapsulation. The access 

point AP-1 sends the received data packets to the UE. 

[0047] 	During the second phase 320, the UE detaches from the access AP-1 and attaches to 

the access point AP-N. In some implementations, attachment to the access point AP-N can 

-18- 



WO 2017/053303 
	

PCT/US2016/052676 

include authentication of the UE. In some implementations, the authentication process can be 

optional. The authentication process can include the access point AP-N requesting the 

mobility controller (MobCtrl) to authenticate the UE. The mobility controller requests UE 

authentication information from the AAA proxy module (such as AAA proxy module 215 

shown in Figure 2B). The mobility controller then sends an authentication response to the 

access point AP-N. 

[0048] 	After attaching to the access point AP-N, the UE generates and transmits a data 

request for requesting data associated with a data center 90 or the on-network cache 218. 

Similar to the first phase 310, the data request can be generated as a data frame (such as a UE 

802.11 frame) or a data packet. Based on its tier-1 FDB, the access point AP-N can identify 

the RAT-specific FE module FE-1 as the one serving the UE. The access point AP-N, upon 

receiving the data request, encapsulates the data request according to a transport tunnel 

employed between AP-N and the RAT-specific FE module FE-1 and forwards the 

encapsulated data request to the RAT-specific FE module FE-1. 

[0049] 	Upon receiving the data request, the RAT-specific FE module FE-1 (or the 

respective FE C-plane application) (i) retrieves the UE-ID (such as MAC address) and the 

identification of AP-N (such as the TED associated with AP-N) from the received data frame 

and (ii) compares the retrieved (UE-ID, AP-N-ID) to the list of (UD-ID, serving-AP-ID) 

bindings maintained at the FE module FE-1. The RAT-specific FE module FE-1 (or the 

respective FE C-lane application) can determine based on the comparison that the (UE-ID, 

serving-AP-ID) bindings maintained (or accessed) by the RAT-specific FE module FE-1 

indicate that UE "FOO" is served by AP-1 whereas the (UE-ID, AP-N-ID) retrieved from the 

data frame indicates that UE "FOO" is served by AP-N . Based on such determination, the 

RAT-specific FE module FE-1 infers an occurrence of an L2 mobility event. That is, the 

RAT-specific FE module FE-1 infers that UE "FOO" just attached to AP-N after detaching 

from AP-1. In response to such inference, the RAT-specific FE module FE-1 forwards the 

received request, for instance, after further de-capsulation/encapsulation, to the mobility 

controller (MobCtrl) and requests validation (or approval) of a binding between the UE and 

AP-N. In response, the mobility controller (MobCtrl) updates a respective list of (UE-ID, 

serving-AP-ID) bindings and sends a request to the RAT-specific FE module FE-2 requesting 

(or indicating) creation of a new L2 binding between UE "FOO" and AP-N. The RAT-

specific FE module FE-1 then updates the respective list of L2 bindings and/or the respective 

FDB to include the new L2 binding between UE "FOO" and AP-N and remove the previous 

L2 binding between the same UE and the access point AP-1. The RAT-specific FE module 
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FE-1 then sends an acknowledgement message to the mobility controller. In some 

implementations, the mobility controller can send an updated set of L2 bindings (updated by 

the mobility controller) or a portion thereof to the RAT-specific FE module FE-1, which can 

then update its list of L2 bindings and its tier-1 FDB accordingly. 

[0050] 	The mobility controller then forwards the data request to the final destination, for 

instance, through the mobility manager (MobMgr). In some implementations, the mobility 

controller (MobCtrl) can forward the data request to the final destination directly. In some 

implementations, the data request can be forwarded by the RAT-specific FE module FE-1 

through the mobility manager. Data packets from the final destination can then be forwarded 

to the UE "FOO" through, the mobility manager, the RAT-specific FE module FE-1 and the 

access point AP-N. Also, data originating from UE "FOO" is now routed through AP-N. 

While the method 300 is described with respect to requests for data originating at the UE, the 

method 300 can also be employed when the UE roams between two APs while 

communicating with another UE. 

[0051] 	Inferring L2 mobility events based on monitoring of (UE-ID, serving-AP-ID) 

bindings by the RAT-specific FE modules 212 instead of having the RAT-specific APs 230 

explicitly signaling intra-LIVID mobility events allows for retaining control of UE tracking 

within the distributed SDN packet core system. That is, radio access networks and respective 

RAT-specific APs 230 have no access to UE IP address assignment information therefore 

ensuring stable UE IP address assignment within the distributed SDN packet core system. As 

a result, the complexity and cost of the RAT-specific APs 230 can be reduced. In other 

words, the RAT-specific APs 230 can be configured to function as transport (such as 

Ethernet) bridges. In some implementations, RAT-specific FE modules 212 can be 

configured to terminate the transport tunnels 235 with respective RAT-specific APs 230. 

[0052] 	Figure 4 is a flow diagram illustrating a method 400 for handling an inter-LIVID 

mobility event, where a UE is roaming from a first LMD (such as LMD-1) to a second LMD 

(such as LIVID-2). In some implementations, the UE makes a handover decision, for instance, 

based on the strength of signals received from a first and second RAT-specific access point 

AP-1-1 and AP-2-1 associated with LIVID-1 and LMD-2, respectively. Once a roaming 

decision is made, the access point AP-1-1 to which the UE is currently attached sends a 

handover request to the SDN mobility controller of LMD-1. The handover request can 

include identifications of the UE, the first (or source) access point AP-1 and the second (or 

target) access point AP-2. Responsive to the handover request, the SDN mobility controller 

of LMD-1 sends a FE relocation context request to the SDN mobility controller in of LMD-2. 
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The FE relocation context request can include the UE-ID, serving-AP-ID (such as the TED 

associated with AP-1), one or more data flow rules or a combination thereof. In some 

implementations, the FE relocation context request can also include an identification of the 

target access point AP-2-1. 

[0053] 	In some implementations, upon receiving the FE relocation request, the SDN 

mobility controller determines the RAT-specific FE module (i.e., FE-2-1) serving the target 

access point AP-2-1, for instance, based on information maintained by the SDN mobility 

controller of LIVID-2. The SDN mobility controller (MobCtrl-2) in LIVID-2 then forwards the 

FE context relocation request to the mobility manager (MobMgr-2) in LMD-2 and sends a 

request to the target RAT-specific FE module FE-2-1 to update its tier-1 FDB. In response to 

the forwarded FE context relocation request, the mobility manager MobMgr-2 updates the 

respective tier-2 FDB to reflect that the UE is now served by the target RAT-specific FE 

module FE-2-1. For instance, a mobility gateway C-plane application (associated with a the 

same RAT as FE-2-1) of the mobility manager MobMgr-2 can receive the FE context 

relocation request and, in response, cause the respective gateway D-plane application to 

update the tier-2 FDB (or L3 bindings) maintained by the mobility manager MobMgr-2. 

Once rules in the tier-2 FDB (or L3 bindings) are updated, the mobility manager MobMgr-2 

sends an acknowledgment to the SDN mobility controller MobCtrl-2. The target RAT-

specific FE module FE-2-1 updates the respective tier-1 FDB (or L2 bindings) in response to 

receiving the request from the SDN mobility controller MobCtrl-2. For instance, the FE C-

plane application of the RAT-specific FE module FE-2-1 can receive the request from the 

SDN mobility controller MobCtrl-2 and instruct the respective FE D-plane application to 

update the tier-1 FDB maintained by FE-2-1. Once rules in the tier-1 FDB (or LE bindings) 

maintained by FE-2-1 are updated, the RAT-specific FE module FE-2-1 sends an 

acknowledgment to the SDN mobility controller MobCtrl-2. The SDN mobility controller 

MobCtrl-2 then informs the SDN mobility controller MobCtr1-1 associated with LMD-1 that 

the FE context relocation process at LMD-2 is complete. In some implementations, the SDN 

mobility controller MobCtr1-1 associated with LMD-1 can cause the source RAT-specific FE 

module FE-1-1 to update its tier-1 FDB to indicate that the UE is now served by FE-2-1. 

[0054] 	Once the mobility controller MobCtr1-1 associated with LMD-1 receives an 

acknowledgment that the FE context relocation process is complete at LMD-2, the mobility 

controller MobCtr1-1 sends an anchor context relocation request to the mobility manager 

MobMgr-1 in the source LMD (LIVID-1). The mobility manager MobMgr-1 forwards the 

anchor context relocation request to the target mobility manager MobMgr-2. The anchor 
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context relocation request can include an identification of the UE (such as the respective IP 

address), rules for existing data flows, identifications of source and target mobility managers 

MobMgr-1 and MobMgr-2, and/or other information. In response to the anchor context 

relocation request, the target mobility manager MobMgr-2 configures one or more indirect 

upstream tunnel forwarding rules indicating that data flows associated with existing 

session(s) are to be routed through the source mobility manager MobMgr-1. Once the anchor 

context relocation process is complete at the target mobility manager MobMgr-2, the target 

mobility manager MobMgr-2 sends a respective acknowledgment to the source mobility 

manager MobMgr-1. In response to the received acknowledgment, the source mobility 

manager MobMgr-1 configures indirect downstream tunnel forwarding rules indicating that 

downstream data traffic associated with existing sessions is to be routed through the target 

mobility manager MobMgr-2. Once, the anchor context relocation processes at the source 

and target mobility managers MobMgr-1 and MobMgr-2 are complete, the source mobility 

manager MobMgr-1 sends an acknowledgement to the source mobility controller MobCtrl-1, 

which in turn sends a handover response to the source access point AP-1-1. The source 

access point AP-1-1 sends a handover command to the UE. In some implementations, the IP 

address of the UE does not change after the anchor context relocation processes at the source 

and target mobility managers are performed. At this stage, a direct tunnel through the target 

mobility manager MobMgr-2 for new sessions and an indirect tunnel between the source and 

target mobility managers MobMgr-1 and MobMgr-2 for existing sessions are already built for 

routing data traffic associated with the UE. 

[0055] 	In some implementations, once the tier-1 and tier-2 FDBs at the target access point 

AP-2-1 and the target RAT-specific FE module FE-2-1 are updated, the source SDN mobility 

controller MbCtr1-1 sends an indication of the change with respect to the RAT-specific FE 

module serving the UE to the global SDN mobility controller 292 (shown in Figures 2A and 

2B). In response, the global SDN mobility controller 292 sends requests to mobility 

managers in other LMDs to instruct them to update their tier-2 FDBs to reflect that the UE is 

served by the RAT-specific FE module FE-2-1 

[0056] 	In response to the handover command, the UE detaches from the source access point 

AP-1-1 and attaches to the target access point AP-2-1. The target mobility manager 

MobMgr-2 transmits a unicast message to the UE. The unicast message can include an 

indication of a new IPv6 prefix for use by the UE instead of a previously used old IPv6 

prefix. The unicast message can also include an indication to the UE to maintain a previously 

used lPv4 prefix. At this stage, the UE can continue receiving or sending data associated 
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with existing session or can initiate new sessions through the target RAT-specific access 

point AP-2-1. In particular, downstream data flow associated with exiting session(s) 

(session(s) started before the roaming process and continued thereafter) are routed from the 

source mobility manager MobMgr-1 towards the target mobility manager MobMgr-2, which 

forwards such traffic to the target RAT-specific FE module FE-2-1. The target RAT-specific 

FE module FE-2-1 forwards the downstream traffic associated with existing session(s) to the 

UE through the target access point AP-2-1. Also, upstream traffic associated with exiting 

session(s) is routed from the UE to the target RAT-specific FE module FE-2-1 through the 

target access point AP-2-1. The target RAT-specific FE module FE-2-1 forwards the 

upstream data flow to the target mobility manager MobMgr-2, which forwards the same 

upstream data flow to the source mobility manager MobMgr-2. Upstream and downstream 

data flows for new sessions (such as sessions initiated after the roaming process) are routed 

through the established direct tunnel without involvement of the source mobility manager 

MobMgr-I. 

[0057] 	Figure 5 is a flow diagram illustrating a method 500 for handling an inter-RAT 

mobility event, where a UE is roaming from a first AP (such as AP-RAT1) associated with a 

first RAT (RAT 1) to a second AP (such as AP-RAT2) associated with a second RAT 

(RAT2). The first and second APs AP-RAT1 and AP-RAT2 are served by the FE-RAT1 

modules FE-RAT2, respectively. The RAT-specific FE modules FE-RAT1 modules FE- 

RAT2 are located in the same LMD and are associated with RAT1 and RAT2, respectively. 

For instance, RAT1 can be Wi-Fi and RAT2 can be LTE or vice versa. In general, RAT1 and 

RAT2 can be any two RATs supported bt the distributed SDN packet core system. 

[0058] 	A UE served by the AP AP-RAT1 makes a decision to switch from using RAT1 to 

using RAT2. For instance, while connected to, and served by, a LMD via LTE or 3G, the UE 

may decide to switch to Wi-Fi upon detecting a Wi-Fi signal indicative of a Wi-Fi AP in 

proximity. In other instances, the UE may decide to switch from Wi-Fi to LTE (or 3G) upon 

detection of substantial reduction in Wi-Fi signal strength. The decision of switching 

between RAT1 and RAT2 may be triggered at the UE by an input from a respective user or 

may be triggered automatically by the UE, for instance, based on detected signal strength for 

one or more RATs, setting of the UE, application settings or a combination thereof. 

[0059] 	Once a switching (or handover) decision is made, the UE sends a handover request 

and the access point AP-RAT1 to which the UE is currently attached forwards the handover 

request to the SDN mobility controller (MobCtrl). The handover request can include an 

indication of the second radio access technology RAT2 the UE wants to switch to, an 
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identifications of the UE, identification of the first (or source) access point AP-RAT1, 

identification of the second (or target) access point AP-RAT2 or a combination thereof. A 

mobility control application of the SDN mobility controller MobCtrl associated with the radio 

access technology RAT1 receives the handover request. Responsive to the handover request, 

the mobility control application associated with RAT1 sends a FE relocation context request 

to another mobility control application of the SDN mobility controller associated with RAT2. 

The FE relocation context request can include the UE-ID, serving-AP-ID (such as the TED 

associated with AP-RAT1), one or more data flow rules or a combination thereof In some 

implementations, the FE relocation context request can also include an identification of the 

target access point AP-RAT2. 

[0060] 	The mobility control applications associated with RAT1 and RAT2 are configured 

to handle signaling or other mobility control functions associated with the radio access 

technologies RAT1 and RAT2, respectively. For instance, such mobility control applications 

can include an application implementing mobility functions or state machines corresponding 

to a MME if RAT1 or RAT2 corresponds to LTE. In some implementations, the mobility 

control applications associated with various RATs supported by the distributed SDN packet 

core system can be implemented as separate SDN entities. In such implementations, the SDN 

mobility controller MobCtrl can be a collection of separate SDN mobility modules associated 

with separate RATs. 

[0061] 	In some implementations, upon receiving the FE relocation request, the mobility 

control application associated with RAT2 can determine the RAT-specific FE module (i.e., 

FE-RAT2) serving the target access point AP-RAT2, for instance, based on information 

maintained by the SDN mobility controller MobCtrl. The mobility control application 

associated with RAT2 then forwards the FE context relocation request to the mobility 

manager (MobMgr) in the same LIVID. In response to the forwarded FE context relocation 

request, the mobility manager MobMgr updates its tier-2 FDB to reflect that the UE is now 

served by the target RAT-specific FE module FE-RAT2. For instance, a mobility gateway C-

plane application of the mobility manager MobMgr associated with RAT2 can receive the FE 

context relocation request and, in response, cause the respective gateway D-plane application 

to update the tier-2 FDB (or L3 bindings) associated with the mobility manager MobMgr. In 

some implementations, the mobility manager MobMgr can be associated with multiple tier-2 

FDBs each of which is associated with a respective RAT. In such implementations, the tier-2 

FDB associated with RAT 2 is updated. Once rules in the tier-2 FDB (or L3 bindings) are 

updated, the mobility manager MobMgr sends an acknowledgment to the mobility control 
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application associated with RAT2. 

[0062] 	The mobility control application associated with RAT2 also sends a request to the 

target RAT-specific FE module FE-RAT2 to update its tier-1 FDB of FE-RAT2. The target 

RAT-specific FE module FE-RAT2 updates the respective tier-1 FDB (or L2 bindings) in 

response to receiving the request from the mobility control application associated with RAT 

2. For instance, the FE C-plane application of the RAT-specific FE module FE-RAT2 can 

receive the request from the mobility control application associated with RAT 2 and instruct 

the respective FE D-plane application to update the tier-1 FDB maintained by FE-RAT2. 

The updated tier-1 FDB indicates that the target access point AP-RAT2 is serving the UE. 

Once rules in the tier-1 FDB (or LE bindings) maintained by FE-RAT2 are updated, the 

RAT-specific FE module FE-RAT2 sends an acknowledgment to the mobility control 

application associated with RAT2. The mobility control application associated with RAT2 

then informs the mobility control application associated with RAT1 that the forwarding rules 

at the target access point AP-RAT2 and the target RAT-specific FE module FE-RAT2 are 

complete. 

[0063] 	The mobility control application associated with RAT1 then sends a handover 

response to the source access point AP-RAT1 and the source access point AP-RAT1 sends a 

handover command to the UE. The mobility control application associated with RAT1 (or 

the SDN mobility controller MobCtrl) can also instruct the source RAT-specific FE module 

FE-RAT1 to update its tier-1 FDB by deleting any binding between the UE and AP-RAT1. 

The source RAT specific FE module FE-RAT1 can update such binding with information 

indicating the UE is served by FE-RAT2. In response to the handover command, the UE 

detaches from the source access point AP-RAT1 and attaches to the target access point AP- 

RAT2. The mobility manager MobMgr transmits a unicast message to the UE. The unicast 

message can include an indication of a new IPv6 prefix for use by the UE instead of a 

previously used old IPv6 prefix. The unicast message can also include an indication to the 

UE to maintain a previously used IPv4 prefix. 

[0064] 	In some implementations, once the tier-1 and tier-2 FDBs at the target access point 

AP-RAT2 and the target RAT-specific FE module FE-RAT2 are updated, the SDN mobility 

controller MbCtrl (e.g., the mobility control application associated with RAT1) sends an 

indication of the change with respect to the RAT-specific FE module serving the UE to the 

global SDN mobility controller 292 (shown in Figures 2A and 2B). In response, the global 

SDN mobility controller 292 sends requests to mobility managers in other LMD to update 

their tier-2 FDBs to reflect that the UE is served by the RAT-specific FE module FE-RAT2. 
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[0065] 	While Figures 3 and 4 refer to transport protocols for signaling between distinct 

SDN entities of a LMD 210, such signaling can be implemented through remote procedure 

calls (RPCs). Accordingly, mobility events can be signaled as validated RPCs without 

requiring special protocol layers (such as GTP, PMIPv6, etc.) for signaling or any additional 

layers for message validation (such as IPSec). 

[0066] 	Implementations of the subject matter and the operations described in this 

specification can be implemented in digital electronic circuitry, or in computer software 

embodied on a tangible medium, firmware, or hardware, including the structures disclosed in 

this specification and their structural equivalents, or in combinations of one or more of them. 

Implementations of the subject matter described in this specification can be implemented as 

one or more computer programs embodied on a tangible medium, i.e., one or more modules 

of computer program instructions, encoded on one or more computer storage media for 

execution by, or to control the operation of, a data processing apparatus. A computer storage 

medium can be, or be included in, a computer-readable storage device, a computer-readable 

storage substrate, a random or serial access memory array or device, or a combination of one 

or more of them. The computer storage medium can also be, or be included in, one or more 

separate components or media (e.g., multiple CDs, disks, or other storage devices). The 

computer storage medium may be tangible and non-transitory. 

[0067] 	The operations described in this specification can be implemented as operations 

performed by a data processing apparatus on data stored on one or more computer-readable 

storage devices or received from other sources. The processes and logic flows can also be 

performed by, and apparatus can also be implemented as, special purpose logic circuitry, e.g., 

an FPGA (field programmable gate array) or an ASIC (application specific integrated 

circuit). 

[0068] 	While this specification contains many specific implementation details, these should 

not be construed as limitations on the scope of any inventions or of what may be claimed, but 

rather as descriptions of features specific to particular implementations of particular 

inventions. Certain features that are described in this specification in the context of separate 

implementations can also be implemented in combination in a single implementation. 

Conversely, various features that are described in the context of a single implementation can 

also be implemented in multiple implementations separately or in any suitable sub-

combination. Moreover, although features may be described above as acting in certain 

combinations and even initially claimed as such, one or more features from a claimed 

combination can in some cases be excised from the combination, and the claimed 
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combination may be directed to a sub-combination or variation of a sub-combination. 

[0069] 	References to "or" may be construed as inclusive so that any terms described using 

"or" may indicate any of a single, more than one, and all of the described terms. The labels 

"first," "second," "third," and so forth are not necessarily meant to indicate an ordering and 

are generally used merely to distinguish between like or similar items or elements. 

[0070] 	Thus, particular implementations of the subject matter have been described. Other 

implementations are within the scope of the following claims. In some cases, the actions 

recited in the claims can be performed in a different order and still achieve desirable results. 

In addition, the processes depicted in the accompanying figures do not necessarily require the 

particular order shown, or sequential order, to achieve desirable results. In certain 

implementations, multitasking or parallel processing may be utilized. 
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1. A distributed software defined network (SDN) packet core system comprising: 

a plurality of interconnected local SDN infrastructure instances, each local SDN

infrastructure instance corresponding to a respective local mobility domain (LMD) and

5 including a plurality of processors arranged geographically in proximity, and communicatively 

coupled, to a respective plurality of radio access technology (RAT) specific access points, 

the processors for each local SDN infrastructure instance being configured to execute: 

a plurality of RAT-specific front-end modules associated with at least one 

RAT, each RAT-specific front-end module being configured to handle intra-RAT and

10 intra-LMD mobility events that involve switching connectivity of client devices

between two radio access points coupled to the local SDN infrastructure instance 

and associated with a first common RAT that is also associated with that RAT- 

specific front-end module; and

a mobility manager coupled to the front-end modules and configured to:

15 handle intra-RAT and inter-LMD mobility events that involve switching

connectivity of client devices between two radio access points coupled to 

separate local SDN infrastructure instances and associated with a second 

common RAT.

2. The distributed SDN packet core system of claim 1, wherein each local SDN

20 infrastructure instance is further configured to execute:

a SDN mobility controller configured to:

track intra-LMD mobility events that involve switching between two 

radio access points coupled to the local SDN infrastructure instance; and 

coordinate handling of the intra-LMD mobility events with the plurality

25 of RAT-specific front-end modules and the mobility manager of the local SDN

infrastructure instance.

3. The distributed SDN packet core system of claim 1, wherein each RAT-specific front-

end module is configured to maintain a data structure including, for each client device served 

by that RAT-specific front-end module, a binding between an identifier of the client device

30 and an identifier of a radio access point serving the client device.

4. The distributed SDN packet core system of claim 3, wherein the identifier of the client 

device includes a media access control (MAC) address of the client device.

2728



1
3

0
6

 1
9

5. The distributed SDN packet core system of claim 3, wherein the identifier of the radio 

access point serving the client device includes a tunnel endpoint identifier (TEID) associated 

with a transport tunnel between the radio access point and the RAT-specific front-end 

module.

5 6. The distributed SDN packet core system of claim 5, wherein the transport tunnel

between the radio access point and the RAT-specific front-end module includes at least one 

of:

an Ethernet over Internet protocol (IP) tunnel;

a generic user datagram protocol (UDP) encapsulation (GUE) tunnel;

10 a generic route encapsulation (GRE) tunnel;

a 802.11 over GUE tunnel;

a general packet radio service (GPRS) Tunneling Protocol (GTP) tunnel; or 

an Internet Protocol (IP) security (IPSec) tunnel.

7. The distributed SDN packet core system of claim 3, wherein the data structure

15 includes a data packet forwarding rule for applying to data packets associated with the client 

device and the access point serving the client device.

8. The distributed SDN packet core system of claim 3, wherein the identifier of the client 

device is a first client device identifier and the identifier of the radio access point serving the 

client device is a first radio access point identifier and wherein handling intra-RAT and intra-

20 LMD mobility events includes:

retrieving, by the RAT-specific front-end module, from a data frame received from the 

client device a second client device identifier and a second radio access point identifier;

determining, by the RAT-specific front-end module, based on the first and second 

client device identifiers and the first and second radio access point identifiers that the client 

25 device switched between two separate radio access points coupled to the local SDN 

infrastructure instance and associated with the first common RAT; and

updating, by the RAT-specific front-end module, the binding between the first client 

device identifier and the first radio access point identifier to reflect a binding between the first 

client device identifier and the second radio access point identifier.

30 9. The distributed SDN packet core system of claim 8, wherein handling intra-RAT and

intra-LMD mobility events further includes:

sending, by the RAT-specific front-end module to a SDN mobility controller of the 

local infrastructure instance, information indicating that the client device switched between 
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two separate radio access points coupled to the local SDN infrastructure instance and 

associated with the first common RAT; and

receiving, from the SDN mobility controller, a request to create a new binding 

between the first client device identifier and the second radio access point identifier,

5 wherein updating the binding between the first client device identifier and the first

radio access point identifier includes creating new binding between the first client device 

identifier and the second radio access point identifier responsive to the request.

10. The distributed SDN packet core system of claim 1, wherein the mobility manager is 

configured to maintain a data structure that includes for each client device attached to the

10 distributed SDN packet core system a binding between an Internet protocol (IP) address of 

the client device and an IP address of a front-end module serving the client device.

11. The distributed SDN packet core system of claim 10, wherein the data structure 

includes a data packet forwarding rule for applying to data packets originating at or destined 

to the client device.

15 12. The distributed SDN packet core system of claim 10, wherein handling intra-RAT and

inter-LMD mobility events includes:

receiving, by the mobility manager, a request from a SDN mobility controller of the 

local infrastructure instance to update its data structure responsive to a handover request 

associated with the client device; and

20 updating the data structure by changing a first IP address of a first RAT-specific front-

end module previously serving the client device with a second IP address of a second RAT- 

specific front-end module, the second RAT-specific front-end module located in a different 

LMD than the first RAT-specific front-end module.

13. The distributed SDN packet core system of claim 12, wherein the data structure is a 

25 first data structure and the SDN mobility controller is configured to:

send a request to the second RAT-specific front-end module requesting update to a 

second data structure of the second RAT-specific front-end module, the second data 

structure including bindings between identifiers of client devices served by the second RAT- 

specific front-end module and identifier of radio access points serving those client devices.

30 14. The distributed SDN packet core system of claim 13, wherein the second RAT-

specific front-end module is configured to:

update the second data structure by changing a first access point identifier of a first 

access point associated with a UE with a second access point identifier of a second access 
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point, the first and second access points associated with a common RAT and coupled to 

different LMDs.

15. The distributed SDN packet core system of claim 10, wherein the at least one RAT 

includes two or more RATS and wherein the mobility manager is further configured to handle

5 inter-RAT and intra-LMD mobility events that involve switching connectivity of client devices 

between two radio access points coupled to the local SDN infrastructure instance and 

associated with distinct RATs.

16. The distributed SDN packet core system of claim 15, wherein handling inter-RAT and 

intra-LMD mobility events includes:

10 receiving, by the mobility manager from a SDN mobility controller of the local SDN

infrastructure instance, a request to update its data structure responsive to a handover 

request associated with the client device; and

updating the data structure by changing a first IP address of a first RAT-specific front-

end module previously serving the client device with a second IP address of a second RAT-

15 specific front-end module, the first and second RAT-specific front-end modules located in a 

single LMD and are associated with different RATs.

17. The distributed SDN packet core system of claim 16, wherein the data structure is a 

first data structure and the SDN mobility controller is configured to:

send a request to the second RAT-specific front-end module requesting update of a

20 second data structure of the second RAT-specific front-end module, the second data 

structure including bindings between identifiers of client devices served by the second RAT- 

specific front-end module and identifiers of radio access points serving those client devices.

18. The distributed SDN packet core system of claim 17, wherein the second RAT- 

specific front-end module is configured to:

25 update the second data structure by changing a first access point identifier of a first

access point associated with a UE with a second access point identifier of a second access 

point, the first and second access points associated with different RATs.

19. The distributed SDN packet core system of claim 1 further comprises a global SDN 

mobility controller configured to:

30 track inter-LMD mobility events; and

coordinate handling of intra-RAT and inter-LMD mobility events with mobility 

managers associated with separate local SDN infrastructure instances.
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20. The distributed SDN packet core system of claim 1, wherein each SDN infrastructure 

instance is associated with a respective metropolitan area and can be coupled to the radio 

access points serving mobile devices within that metropolitan area.
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