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BLOCKCHAIN-BASED PARKING SYSTEMS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation-in-part of U.Batent Application No.

16/806,646 filed March 2, 2020, entitled “Custondiz¥iew Of Restricted Information

Recorded Into A Blockchain; which is a continuatioh U.S. Patent Application No.
16/579,697 filed September 23, 2019, entitled “Gusted View Of Restricted Information
Recorded Into A Blockchain”; which is a continuatiof U.S. Patent Application No.
16/294,745 filed March 6, 2019, entitled “Custondiz¥iew Of Restricted Information

Recorded Into A Blockchain”; which claims priority U.S. Provisional Patent Application
No. 62/639,393 filed March 6, 2018, entitled “Custped View of Restricted Transactions
Recorded into a Blockchain,” and U.S. Provisionateat Application No. 62/701,947 filed
July 23, 2018, entitled “Customized View of Regett Information Recorded into a
Blockchain,” each of which are incorporated herbinreference in their entirety for all

purposes.

TECHNICAL FIELD

[0002] Various embodiments of the present technology gdiyerelate to inventory
transaction systems. More specifically, some enmbedts, relate to blockchain-based

parking systems and other inventory tracking system

TECHNICAL BACKGROUND

[0003] Blockchains allow a network of users to make atdidedger of data and share
the data among the other users in the network. ik&rgrevious database structures, the
blockchain database is maintained by a multitude@épendent nodes spread across a large
distributed network. When a transaction is recdriieo the blockchain database, it is very
difficult, if not impossible, to change or removeat data from the database since the data is
stored in more than one node in the distributedvoit Therefore, data is added into the
blockchain database by multiple users and chantj@gecorded data would require each of
these users (or a majority of the users) to agrébd change. This distribution of control to
add, edit, and remove data from the blockchainbdata creates trust amongst users in the
network, especially when users are not familiahwite another.
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OVERVIEW

[0004] Various embodiments of the present technology gdiiyerelate to inventory
transaction systems. More specifically, some enmbedts, relate to blockchain-based
parking systems and other inventory tracking systermhese system provide an enhanced
system, method, and software application are discderein to generate a customized view
of a blockchain transaction. In some embodimeatslockchain of block entries requested
by a plurality of users from user devices is mairgd in a distributed network of nodes. The
block entries each comprise a plurality of datatipos that are each associated with an
access level. A request to view one or more datagms of a block entry is received which
includes an access code associated with at leastoress level. The access code in the
request is evaluated with the blockchain of blocilties to identify one or more data portions
associated with the access level. A customized wkthe block entry is generated which

includes the one or more data portions associaidtie access level.

[0005] Some embodiments provide for a system for trackimgnagement, and
fulfillment of parking space transactions in a pagkfacility. The system can maintain a
blockchain (or distributed ledger) of block entriegjuested by a plurality of users from user
devices in a distributed network of nodes. Examsoleusers may include customers of the
parking facility, and/or an operator of the parkifagility. The block entries may include
entries from the customers relating to at leastparking space offered by the operator of the
parking facility, and entries from the operatortloé parking facility regarding an availability
status of the at least one parking space. The&@otries can each include a plurality of data
portions that are each associated with an accesk |dhe system can receive a request to
view one or more data portions of a block entrm sbme embodiments, the request may
include an access code associated with at leastaooess level. The system can then
evaluate the access code in the request with tekdihain of block entries to identify one or
more data portions associated with the access. le&etustomized view of the block entry

can be generated including the one or more dateoperassociated with the access level.

[0006] In some embodiments, a customized view of blockchdata for parking

facility transactions can be generated. The mettadinclude receiving a request to view
one or more data portions of a block entry mairdiim a blockchain, where the one or more
data portions of the block entry include restricgigidrmation. The one or more data portions

of the block entry can each associated with anssctevel assigned to: customers of the
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parking facility, and users associated with an afmerof the parking facility. The method
can includes evaluating an access code in the sequth the blockchain of block entries to
identify one or more data portions associated withaccess level. The method can include
generating a customized view of the block entryiuding any of the one or more data
portions associated with the access level whildyapgp redactions to any of the restricted
information not authorized by the access code.

[0007] As an example, in the parking industry, identifieatinformation of customers
and their vehicles such as vehicle identificatiammbers (VINS), license plate numbers,
access card numbers, subscription plan detailsgyjeubsstory and preferences, addresses,
known electronic wallets, mobile phones, electrokeys, digital fingerprint, credit/debit
cards used, cryptocurrency wallets used and treeddn all be kept on a blockchain with
other customer information. The customer wouldwaht any of this information viewable
in a public format and public access may createl lkgpilities for the operators or owners of
parking facilities. Various embodiments use vasi@ncryption and hashing techniques to
securely store the data on the blockchain and alhyv authorized users to view the data.
As an example, a driver may enter a parking gaeagethe year, make, and model of his
vehicle may be used to identify him in a publicuior but none of the other private
information would be available for anyone to seleotthan users with the correct access

which would include the user, proper parking garstgéf, auditors, regulators, or the like.

[0008] In some embodiments, parking facilities for whitle fpresent technology are
applicable may include commercial parking struduseich as parking lots and garages
having numerous parking spaces in a defined spata, as well as parking spaces that may
be distributed over a specified area like a seaft@r city or town, a neighborhood, a block, or
a portion of a parking lot, garage, or other pagkstructure. In an example, customers of
parking facilities may be charged once they and thehicle enter a parking facility and that
charge is blockchain based. For instance, sompl@&muld be charged for all day rates up
front when they pull into garage or lot. Some geopould be charged a fraction of an all-
day rate based on time spent in the lot or gar&gene people are able to pay for unrestricted
24 hour/365 access or whenever the parking facdigpen. Some people will not be able to
park with month passes on blackout dates or exaemges would apply. The embodiments

of the present technology enable blockchain-basa#ting transaction management and
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customized views to handle these and other paygerer subscription-based parking use

cases for heighted convenience and efficiencigarking business operations.

[0009] In the parking examples, supply chain efficiency ba improved by real time
tokenization from customer interaction to a dynabiackchain. The perception of purity on
a consumer product of where the seed came frorm fgd to animals, weather and climate,
traceability from consumer perspective is the sahnieg for parking. Cost efficiency on
supply chain to consumer scales with know-how artis@able intelligence, all of which and
more may be collected and analyzed faster and gviéater granularity using the disclosed
systems and methods. The real time tokenized t&# slaared via user interfaces on the
customer and parking facility operator endpointevptes not only for collecting and
customized viewing of the data, but also facilisatinely updates to the information that is

most pertinent to parking businesses and theioousts.

[0010] In parking yield management, capabilities can berowed by knowing

parking reservation load, credit card processinmdbied packaging through channels (e.g.,
selling out of parking at a stadium, what percdmivéing up that is not reserved versus
percent of people coming to an event without arvegi®n). Payment processing for parking
may be performed using the various embodimenthefdisclosure by taking reservations
with or without payment, or by charging a userealrtime only when a respective parking

space is taken by their vehicle.

[0011] People are making last minute decisions and thent#agy needed to deliver
parking to them will charge customers faster, oparking gates based on geolocation of car
(can be authenticated many different ways such B Micense plate, cell phone info with
credit card payment putting car/use in the spaakteansacting a credit card or payment
method much like toll road transponder). The dewan be a transponder or transmitter. An
app can verify when someone arrives in their vehticla parking facility and, if GPS or other
geo-locating technology on car/phone/user, theoonst can be charged when they arrive to
an area much like the arrow geolocation. There beagewards built into the app, as well as
violations which can be paid thru the app, as aglh mapping calculator for what the price
of a parking space is. For example, one lot claageearly bird of $8 at 2-5 pm, $15 at 6 pm
and that same lot charges $25 an hour later asvidrg starts at 7 pm. All of this information
may be recorded into a blockchain. Also, diffeneatking lots, or certain spaces within one

parking facility, can have different prices. Thees closest to a pedestrian exit, up can
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charge $50 at 7pm and the ones furthest away dmul$ls. All of this information can be
shown on a map with directions for a user of anfapting parking. All of this information

may allow user to see what is going on in an arehe future, in real time, or the past.

[0012] Logistics provides another direct application of technology. For example,
tracking of packages or cargo, movement of comnexdifrom one place to another is
important. All information can be included in whaitbeing transported from where the cargo
came from and is going to. At various points, tta&go may be scanned so the precise
location is known for the cargo at specific timeBhis can be entered into the blockchain
record. In addition, the cargo can be associatiéu specific vessels, trucks, vans, or other
delivery mechanisms (e.g., delivery drones) and3R& location of that delivery mechanism
can be tracked in real-time, upon request, or r@aicetime intervals. Additional information,
such as the buyer, the seller, the owner insurarioamation, and the like can be reported as
well as demurrage tied to GPS recorded on a bl@kchCompanies and/or governments do
not want everyone to know their business for aetgrof reasons but need the ability to audit
and prove to inspectors, controllers or regulatehat they are or were doing at a certain
time/place. The ability of keeping things privai® mandatory. As such, various
embodiments can use a combination of private, pubhd hybrid blockchains to store the
information. Moreover, various encryption scherard access levels can be associated with
individual portions of the data to ensure privacliene needed or wanted while granting

access when necessary.

[0013] In some embodiments, the technology can provideipapplications to the
defense industry. For example, the US governmerts the ability to audit and control
purchasing, logistics, supply, troop movement, dredlike. This information if it falls into
the wrong hands could have deadly consequencesfus€ion of certain aspects of
information in keeping them private is imperatiwethe success of a mission. Having the
ability to classify the data and allow access igpenative to make sure only the people
required have the ability to access the data (@ gee, monitor, work on, or audit, etc.) while
anyone that does not have access is not able tiheaata portions. In some embodiments,
the system may automatically review documents egleto a query and automatically apply
one or more redaction filters based on the usés@rance status.

[0014] Still another direct application of the technology operation of parking

facilities. For example, an owner or operator @aaking garage or lot may provide drivers
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with parking spaces on as-needed (e.g., hourhaiy)dasis or as part of a subscription plan
(e.g., monthly parking). Beyond this basic prammsiof parking spaces for a fee, parking
facility owners/operators may provide various dacyl services to drivers to enhance the
convenience, safety and comfort during the coufsasimg the facility. Provision of such

ancillary service may distinguish a particular pagkfacility from others located nearby so as
to provide the owner or operator of the particulacility a competitive edge in the

marketplace and attract and retain loyal parkingtauers. In doing so, the parking facility
may experience increased revenues, decreasedtyialsk, and more efficient business

operations. Use of the blockchain and associased interfaces to acquire, transmit, record
and track parking transaction-related data fatdgahe aforementioned benefits to parking
customers and facility owners and operators asaggd in greater detail, below, by way of

examples.

[0015] In some embodiments, units of inventory in a phglsgtructure that may be
managed using the present technology include traNaled contexts other than parking
facilities. For example, transactions like reséores, payment, and reviews for hotel rooms
in one or more buildings, and even distributed s€mumerous locations of a chain hotel
brand, may be managed via the disclosed customiiseds in like manner as for parking
spaces, and similar units of defined inventory. ainexample, customers of hotels may be
charged once they arrive at the hotel or firstrethiteir room after having successfully made a
reservation. The customized view and blockchaandaction recordation ensure both
privacy and security in customers enjoying theitehetay and operators being assured of the
marriage between reservation and payment. Chargkseservations, as well as provision of
related services and business operations of thed & blockchain based and may utilize the
customized view according to the disclosure. Carerece and business efficiencies are
realized according to the present technology irhsuse cases as automatic crediting or
debiting of rewards points of travelers. The b#sedf such automation provided by the
disclosed blockchain based technology and custamizews are apparent in the hotel

context, but may also be enjoyed for airline arfteogground transportation services.

[0016] Autonomous vehicle fleet management is yet anadirect application of the
technology. For example, an owner or operatorra or more autonomous vehicles may
experience peaks of usage on weekdays in speitifec frames (e.g., rush hour commuting

times) and have less usage during off-peak timdsoarweekends. Certain passengers of the



10

15

20

25

30

autonomous vehicles may use them in particular waysn hailing the autonomous vehicles
from specific locations and at certain times. Kmag usage patterns of the autonomous
vehicles by passengers may enable the owners oatope of the fleet to realize economic
efficiencies and enhance users’ experiences. nidrination can be included in who is being
transported from where and to what destination,ltications of the autonomous vehicles
upon being hailed, and the routes taken by thenaumtous vehicle to and from the
destination. These and other useful data can bereshinto the blockchain record. In
addition, the locations of the autonomous vehickes be associated with specific passengers
and their GPS locations can be tracked in realstupen request, or at certain time intervals.
The data recorded in the blockchain may be useéadditate autonomous billing and

auditing.

[0017] Additional information, such as electric batteryeryy usage, charging history,
vehicle maintenance records, liability insurancnmation, and the like can be reported,
tracked, and recorded on a blockchain along withicke and passenger identifiers. For at
least some fleet operators and passengers, mamgaihe privacy of these records is
important for business and/or personal reasonsveler, in some cases such as a court order
or warrant, such information recorded in the bldeko may need to be disclosed to
inspectors, controllers, police or regulators. #gh, various embodiments can use a
combination of private, public, and hybrid blockeisato store the information. Moreover,
various encryption schemes and access levels casdoeiated with individual portions of

the data to ensure privacy where needed or wantbdd granting access when necessary.

[0018] As another example, in the ground transportatiodusiry, the present
technology may be employed to track the locatiohautonomous or human-driven buses,
shuttles, and taxis, enabling real-time views afsth data by operators and current or
potential passengers. For instance, a customercalhyor a shuttle at the airport from an
off-airport parking facility and wants to be pickeg. Using the customized views of the
present technology, the customer may see wherghtlttle is presently located, determine an
accurate estimate of a time of arrival, and sebldff missed the shuttle at the desired stop.
This may be of great benefit to customers in cadese, for example, they wish to minimize
wasted time waiting for a shuttle or other meangrofund transportation. Similarly, hotel
shuttles and event-specific shuttle operators bhant tustomers may benefit in an analogous

manner for added operational efficiencies and colavee.
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[0019] Recording tracking data in the blockchain for eithetonomous or human-
driven vehicles used for ground transportation afgengers in a wide variety of contexts
further enables real-time updates and trackingus, Ishuttle and/or car states in a single
fleet, or across two or more vehicle fleets. Thag& can be paired with passenger pick up
locations recorded in, and tracked using, the ldbakh, where both operators and passengers
may utilize the disclosed customized views to comatly assess operational status, as
perform other useful functions like changing pickapations, providing status updates, and
rerouting fleet vehicles according to changing dednar other factors such as traffic

conditions and weather.

[0020] Additional technical benefits flowing from applieat and use of the present
technology in the ground transportation includevplimg passengers a means to make
payment for rides and possibly also tip their disvasing private and secure blockchain-
based transactions. The disclosed customized vieay be advantageously used by
passengers not only for arranging ground transpontand seeing where and when their
rides will arrive, they may also prepay for ridsshedule rides for later dates and times, and,
in some embodiments, alter their pick up and dastin points to better suit their needs. The
present technology may seamlessly adjust eitheraheminven or autonomous vehicle
directions, navigation and scheduling accordinth®needs of the passengers and according
to the availability of fleet assets able to serasgengers. With passenger updates, along with
any changes in asset and/or driver availabilityrieet customer needs, ride rates may be
adjusted in real time according to changes in dpgral and environmental conditions.
These value-added technical benefits are bolsteyepractice of the present technology in
the ground transportation industry by enabling pagsrs to pay via the disclosed customized
view (e.g., through a Smartphone app) using any foir payment, including cryptocurrency.
For the operators of ground transportation fleetd ather services, the performance and
efficiency of their vehicles and personnel are ilgaguantifiable to define and analytically
assess meaningful metrics using the location, timand other data recorded, and updated

continually in, the blockchain.

[0021] As yet another example, in the gaming industry,tauasrs social security
numbers, biometrics, addresses, photos, drivasende, prior game play, IRS tax notices,
win/loss, comps, loyalty card/player card numbéonmation, birth dates, known associates,

spouse/girlfriend, favorite teams, liked/dislikectiaties, tipping amounts, ATM use while
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on property, known electronic wallets, credit/detards used, cryptocurrency wallets used
and the like can all be kept on a blockchain witheo customer information. The customer
would not want any of this information viewable anpublic format and public access may
create legal liabilities for the casinos. Varicembodiments use various encryption and
hashing techniques to securely store the data e@rbltickchain and only allow authorized

user to view the data. As an example, the customgr enter into a tournament and his
name or player number may be used to identify mra public forum but none of the other

private information would be available for anyomesee other than users with the correct

access which would include the user, proper castiai, auditors, regulators, or the like.

[0022] Various embodiments provide techniques to store pralide access to
information an owner intends to keep private bytuiblic ledger that can be seen and audited
by authorized entities or individuals. There amvary laws world-wide that require
information to be kept private. Various embodinsenan ensure compliance with those
privacy laws by ensuring the data is stored in exrrformats and only accessible in
compliant manners. As another example, there asebsses and governments that do not
want their private information, knowledge or tragkxrets to become known. While these
groups do not have anything to hide, having alihefr information in an open forum where
anyone has viewability or knowledge of how peojlesinesses, governments, or the like

operate will bring on loss, theft and increased etition.

[0023] In some embodiments, betting transactions or irorgndr parking- and other
travel-related (e.g., hotel rooms) transactions fm@ycarried out using any cryptocurrency
carried in a user’s digital wallet (e.g., Ethereal Bitcoin, etc.). In such examples, the
embodiments of the disclosure may enable shapeghdt exchanging values between types
of cryptocurrency, or between cryptocurrency aral ceirrency based on an exchange rate
maintained by an external data source in communitatith the blockchain. For instance, if
a first player only has Bitcoin and bets 2 Bitcomgainst a second player who has 300
Ethereum, and the first player wins the bet, th@raepriate amount of Bitcoin is
automatically deducted from the second player'staligvallet and credited in the converted
amount of Ethereum to the first player’s digitallega Such automatic currency conversion
for payment processing may be applied to the skesnples described herein, including
the inventory (e.g., parking, retail, etc.) trarigac tracking, management, and fulfillment

scenarios. Such a decentralized and automatierayrexchange may operate continuously
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and without human intervention being required. $ame may equally apply in the disclosed
embodiments to artificial intelligence systems asdr interfaces for making and taking bets,
and for making decisions such as game play, evetting, types of bets and risk/odds and

payouts without human intervention.

[0024] In some embodiments, inventory transaction managgnmocessing and

tracking according to the present technology emalblesinesses and their customers to
integrate multiple payment methods and seamlessuatcfor any value available for

payments for various goods or services. For exapqistomer payment accounts that are
made available for inventory transactions may egaid or they may be linked to one or
more other accounts. In a use case, an accounbenesedited or debited with currency due
to the account being prepaid (e.g., charged witmeyadby the customer) or the account
having received a refund for either a similar orelsted transaction. For instance, a
cancelled parking or hotel reservation that conspliigth a policy of the provider of such

inventory (e.g., cancelled before an expirationedeme) may be credited to a customer
account as currency for use in another inventoapdaction, and the related transaction
information recorded in the blockchain and madeilabke to both the customer and the

business via the customized view.

[0025] Some embodiments allow a data platform to conneceléctronic voting
machines. These machines can directly reportnmdtion about voters, the ballots, and cast
votes to the data platform for storage in a bloekech The data platform can encrypt and set
access levels for access to the voting records.ekample, the voting machines may collect
a person’s information, social security number,radsl, party, biometrics, driver’s license
number, photo, or the like. As such, keeping motkhis information used in an election
there needs to be kept private from the public,esamformation may be public (e.g., that a
person did vote in a particular election, theirtpaffiliation, or the like). Moreover, some
embodiments provide for the use of automated tegclas for identifying and/or eliminating
voter fraud. For example, some embodiments, mayansartificial intelligence or machine
learning engine to review the voter data storeth@éblockchain and identify voters voting

twice, illegal voters, or the like.

[0026] In addition, the examples provided above, the teldgy may be used in

banking, jury voting, court proceedings, healthcafee arm sales, retail sales,

10
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pharmaceuticals, pensions, financial transactiamsjrance, and many other applications
where auditing, public viewing of data, privatewirg of data, and the like are needed.

[0027] Some embodiments of the present technology maypisenal markers under
the hybrid format. For example, in some embodintBat system may have the ability of
setting things to private (not viewable by peopléhout access), public (viewable by
everyone), or a hybrid of the two (some informatisnpublic and some information is
private). There are circumstances that a pubbcKahain should be used and can be totally
transparent for everyone to see. There are alee sases where some privacy from some of
the information is required in order to meet privémws or fore the mere fact that people do
not want others to know that they are the persaorganization who is responsible for doing
something which would be the hybrid format. Théitgtto obfuscate or keep private certain

information is imperative for the above industries.

[0028] In accordance with various embodiments that usetivate or hybrid format,
there are at least two options for securing tha.ddtor example, in some embodiments, a
total obfuscation of information can be done by lgpg encryption to unlock. Some
embodiments may use multiple layers of encryptmthat portions of the data can be limited
and accessible to various individuals. In a hybmimde of operation, some of the information
can be public or transparently seen while othesrmftion will be kept obfuscated or private.
In some cases, a marker can be used to desigmatiath access level. A marker could be
something which shows who the user is to an aydiection official, controller, or the like
and could be a number like citizen 1, or custon@¥). 2In some embodiments, a codex may
be used which could be controlled by the systenciwvinould scramble the identity of the
user so no one would know who the user is thusikgeihe identity private. Only the
persons responsible for the auditing or administethe blockchain would be able to figure
out who the accountable party is. In some embonlisyehe codex would never provide this
information unless it needed to be audited and@adeal for.

[0029] In some embodiments, an auditing functionality banintegrated into a user
interface that would give a user (e.g., the witn ¢hck of a virtual button) the ability to allow
all information or some information (e.g., colunfarmat, section, etc.) private, public, and
limited access. Some embodiments provide for tiead-monitoring/auditing function which
will show and allow a user to double or triple dhewhat is kept private. In some

embodiments, a password, password with two-partiyesuticator, three-party authenticator,

11
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multiple signature, or the like would be a partalecentralized application (DApp) powered
by the blockchain that would enable a user to stibadd or attach information going into a
blockchain. In some embodiments, this informatian be set up in a decentralized manner
so information can automatically be inserted arsleté and monitored on a decentralized
network in real-time so that information is notked out or hacked or seen by parties that are
not permitted.

[0030] This Summary is provided to introduce a selectiboamcepts in a simplified
form that are further described below in the DethiDescription. This Summary is not
intended to identify key features or essentialuiesgt of the claimed subject matter, nor is it
intended to be used to limit the scope of the ahairsubject matter. Additional aspects,
features, and/or advantages of examples will befa#t in part in the description which
follows and, in part, will be apparent from the cigstion, or may be learned by practice of

the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] Many aspects of the disclosure can be better utmbetswith reference to the
following drawings. While several implementaticsn® described in connection with these
drawings, the disclosure is not limited to the ierpéentations disclosed herein. On the
contrary, the intent is to cover all alternativesdifications, and equivalents.

[0032] Figure 1 illustrates an operational architectuneifioplementing an enhanced
application to generate a customized view of refgd transactions recorded into a

blockchain.

[0033] Figure 2 illustrates a view customization procaspleyed in implementations
of an enhanced application to generate a custonviesd of restricted transactions recorded

into a blockchain.

[0034] Figure 3 illustrates various components of therithsted ledger architecture in
an implementation to generate a customized viewesiricted transactions recorded into a

blockchain.

[0035] Figure 4 illustrates a parking facility for whicblated business operations may

be implemented at least in part using the discleystems and methods.
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[0036]
application

blockchain.

[0037]

application

blockchain.

[0038]

application

blockchain.

[0039]

application

blockchain.

[0040]
application

blockchain.

[0041]

application

blockchain.

[0042]

application

blockchain.

[0043]

application

blockchain.

[0044]
application

blockchain.

[0045]

application

blockchain.

Figure 5 illustrates a block diagram in an impletagon of an enhanced
to generate a customized view of re&di transactions recorded into a

Figure 6 illustrates a flow diagram in an implenaion of an enhanced

to generate a customized view of ref&di transactions recorded into a

Figure 7 illustrates a block diagram in an impletagon of an enhanced

to generate a customized view of ret&di transactions recorded into a

Figure 8 illustrates a flow diagram in an implenaion of an enhanced

to generate a customized view of ref&di transactions recorded into a

Figure 9 illustrates a block diagram in an impletagon of an enhanced
to generate a customized view of ret&di transactions recorded into a

Figure 10 illustrates a flow diagram in an impletagion of an enhanced

to generate a customized view of ref&d transactions recorded into a

Figure 11 illustrates a block diagram in an implatadon of an enhanced

to generate a customized view of ret&di transactions recorded into a

Figure 12 illustrates a flow diagram in an impletagion of an enhanced

to generate a customized view of ret&di transactions recorded into a

Figure 13 illustrates a block diagram in an implatagon of an enhanced
to generate a customized view of retgdi transactions recorded into a

Figure 14 illustrates a flow diagram in an impletagion of an enhanced

to generate a customized view of re&d transactions recorded into a
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[0046] Figure 15 illustrates a block diagram in an implatagon of an enhanced
application to generate a customized view of ret&ldi transactions recorded into a

blockchain.

[0047] Figure 16 illustrates a flow diagram in an impletagion of an enhanced
application to generate a customized view of ret&ldi transactions recorded into a
blockchain.

[0048] Figure 17 llustrates an exemplary operational igcture in an
implementation of a financial auditing scenariogenerate a customized view of restricted

transactions recorded into a blockchain.

[0049] Figure 18 llustrates an alternative operationalchaecture in an
implementation of a parking facility business opiera tracking scenario to generate a

customized view of restricted transactions recoidézla blockchain.

[0050] Figure 19 llustrates an alternative operationalchaecture in an
implementation of a hotel business operation tragkicenario to generate a customized view

of restricted transactions recorded into a blockcha

[0051] Figure 20 illustrates an alternative operationalchaecture in an
implementation of an autonomous vehicle fleet bessnoperation tracking scenario to
generate a customized view of restricted transastiecorded into a blockchain.

[0052] Figure 21 illustrates an alternative operationalchaecture in an
implementation of a gaming regulation scenario énggate a customized view of restricted

transactions recorded into a blockchain.

[0053] Figure 22 llustrates an alternative operationalchaecture in an
implementation of an inventory tracking scenarigémerate a customized view of restricted

transactions recorded into a blockchain.

[0054] Figure 23 illustrates an exemplary customized vewestricted transaction
recorded into a blockchain.

[0055] Figure 24 illustrates an alternative exemplary @unsted view of restricted

transaction recorded into a blockchain.

[0056] Figure 25 illustrates an exemplary customized vewestricted transaction
recorded into a blockchain.
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[0057] Figure 26 illustrates an alternative exemplary aoszed view of restricted
transaction recorded into a blockchain.

[0058] Figure 27 llustrates an alternative operationalchaecture in an
implementation of a data access system capableowiding a customized view of restricted

or sensitive data recorded into a blockchain.

[0059] Figure 28 illustrates a computing system suitalde implementing the
technology disclosed herein, including any of theh#ectures, processes, operational
scenarios, and operational sequences illustratatienFigures and discussed below in the

Technical Description.

DETAILED DESCRIPTION

[0060] Blockchains have become a commonplace in generatibigckchain of data
and sharing the data among users in a distributdiank. Unlike previous database
structures, the blockchain database is maintaiyeal foultitude of independent nodes spread
across a large distributed network of nodes. Alipuilockchain is a digital ledger that is
open to any user to enter and record data (alssreef to herein as transactions or block
entries) into a block of the blockchain. When ansaction is recorded into the blockchain
database, it is very difficult, if not impossibte,change or remove the transaction data from
the database since the data is stored in more dhannode in the distributed network.
Therefore, data is added into the blockchain daglmy multiple users and changing the
recorded data by adding, editing, or removing aatald require a majority of the users or a
master controller supervising changes and a cosi@gng., manager and employee, auditor
and pit boss, etc.) to agree to the change.

[0061] Additionally, each block contains the data, thehhakthe current block, and
the hash of the previous block. The blockchain ralsp store additional details about the
transaction in the block, such as the usernametinig the transaction, other usernames of
parties associated with the transaction, a timgstaexecutable code, among other
information that relates to the transaction. Thehhidentifies the block and the transaction
data stored within the block. The hash is uniqoenfall other hashes and changes whenever
a change is made to the block. Since each blogtantws the hash of the previous block, the
blocks form what is known as a blockchain. Any paning with a block will cause a change
in the hash of that block. Therefore, all otheydik in the blockchain will become invalid

since they no longer contain a valid hash of thevious block.
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[0062] While it may be possible to change the hash of esatisequent block in the
blockchain, it would be nearly impossible to chaegeh blockchain stored on each node in
the distributed network, for both private and pabietworks. This combination of storing
previous hashes to form the blockchain and didiinigua full copy of the blockchain to each
node in the distributed network (private, permissiand public) creates a system of trust
amongst users and the stored transactions in ttveorie especially when users are not

familiar with one another (i.e., public network).

[0063] Examples of the present disclosure describe amygiscess, and application
for generating a customized view of a blockchaamsaction. A blockchain of block entries
requested by a plurality of users from user devisaraintained in a distributed network of
nodes. The block entries each comprise a plureafityata portions that are each associated
with an access level. A request to view one oramata portions of a block entry is received
which includes an access code (e.g., hash, prikeye biometric, password, PIN, etc.)
associated with at least one access level. Thesa@ode in the request is evaluated with the
blockchain of block entries to identify one or mal&a portions associated with the access
level. A customized view of the block entry is geated which includes the one or more data
portions associated with the access level. In sembodiments, the portions of the data
stored in the blockchain may be individually end¢egp As such, depending on the level of
access associated with the access code, decrypitionly a portion of the data may be

authorized or available while other portions wordthain secure.

[0064] A technical effect that may be appreciated from ghesent discussion is the
increased efficiency in identifying entry data thaiser is authorized to access (e.g., financial
records in a banking institution, parking faciltystomer and associated transaction data, a
customer/supplier tracking inventory, vehicle flgmissenger usage, route and location
information, compliance data for a gaming regulattommittee, classified documents from
a governmental or semi-governmental agency, heatords for a medical institution,
Protected Critical Infrastructure Information (PClldata needed for a government
auditor/inspector, and the like) and providing atomized view of the data that was recorded
in the blockchain transaction. Some of the embedis described herein also improve
security by only allowing access to the user iftiser has authorization to access the portion
of data from the blockchain entry. In additionjm@oembodiments can provide an immutable
log showing when and who accessed various data.adtition, in some embodiments,

automatic review (e.g., by an artificial intelliggnor machine learning engine) can occur to
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detect specific events (e.g., theft of user accagness credentials or facility access devices,
insider trading, money laundering, cheating, véiaud, etc.).

[0065] For PCIl in particular, the present technology a&ddes issues affecting
protecting of customer information, along with @mer’s respective credit card or payment
information. The present technology utilizes theckchain for payment transactions via a
blockchain, while obfuscating user information t@intain the privacy of the transaction.
Application of the present technology enables sofrtbe respective transaction information
to be made available in either a hybridly privategven public, form may, as the case may
be, while still allowing for some information dfd transaction stored in the blockchain to be
sent about a user via the disclosed customized. vi€his enables customers to keep their
information private while getting the benefit oamisparent payment/pricing based on their
usage or purchase a unit of commercial inventofy. the parking facility context, for
instance, electric vehicle charging stations arderavailable in some of the parking spaces
as added convenience and commercial service. Tiogerecy and convenience of such
services that are ancillary to the main inventoaysaction is improved for the customers and
the operator where all information (e.g., pricimgtes and availability) related to both the
main inventory (parking) and all available ancylaervices are stored and updated on the
blockchain and made available to all interestediggmwia the customized view.

[0066] More specifically, one implementation may provid@a@n-routine process of
generating a customized view of a banking trangadtiat limits user sensitive information
(e.g., Anti-Money Laundering (AML) or Know Your Ciggner (KYC) policy documents,
(ADD) account numbers, account balances, accowtersents), but allows an external
banking institution or user to verify that an acabhas available funds for a transaction.
Another scenario provides a non-routine processuditing a transaction in the blockchain
while not enabling an auditor to view a full versiof the transaction. For example, the
Internal Revenue Service (IRS) may require an anfddtll monetary transactions performed
within the previous tax year. However, the comphring audited may not be required to
provide a full list of customer names and addred$se®ach transaction. By providing a
customized view of the transaction, the IRS mayeheonfidence in the accuracy of the
transaction amounts and the company may maintainyanity of its customers.

[0067] An additional technical effect of the present d&stan may be appreciated in
the gaming regulation industry. For example, anplémentation described herein provides

a non-routine process of viewing the outcome ofamigg bet while concealing a betting
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amount. This may be useful when monitoring a ggnuommunity for advantage players
(e.g., card counters, etc.) while allowing the playto maintain privacy of their money pot.
In another example, a gaming committee may recuicastomized view of a transaction to
view some personal information about each playsey.,(gerification that each player is of a
legal age to gamble, verification that each playss not been blacklisted, player
handles/nicknames) but not enable other persoratniation to be viewable (e.g., credit

card numbers used to buy into the game, legal nafresch player, etc.).

[0068] In some embodiments, third parties may view a gaaesgciated statistics of
the game, and the winner or loser of the gameanlexample, users may select the game to
watch from a selection of viewable games and thieceptheir bets (e.g., micro bets or
paramutual bets) based on what they are watchHimgnother example, a game engine for is
hosted and operated entirely using the discloseckbhain-based systems and methods. For
instance, a random number generator (RNG) maytditkee outcome of games of chance
instead of real world games with bet winners dedaby an external validation source.
Games functions including the RNG may be held @nltlockchain, or on a shard in cases
where the blockchain is partitioned for spreadingtbe computational and storage workload
for running the game. In another example, in thenethat a bet is cancelled, then all the
bets may be voided. The disclosed systems andochetiay also be utilized with the
blockchain to facilitate people betting on evetigttmay occur in the future. In such cases,
given a date that an event may occur, if the ememer occurs on any of the dates comprising
players’ wagers, the bets may be cancelled asstavarerequisite in the bet that the event
may never happen. In that instance, the bettoldMose their money to the bookmaker, bot

or person taking the bet.

[0069] Another example may include the Nevada Gaming Casion requiring
disclosure documents of previous business reldtipas employment history, criminal
records, and financial stability from an applicas¢eking a license for a gaming
establishment. However, the applicant may noteogiired to provide expunged records of
criminal behavior. Therefore, the view of the doants would be customized to display
only those portions of the documents required leyNlevada Gaming Commission and omit,
redact, or otherwise obfuscate data that is nomdeerelevant or needed for seeking the
license. In some embodiments, taxation of bettiagsactions and winnings may be carried
out online automatically at the appropriate rateeldlaon a bettor’s location, as determined by

the IP address or GPS location of the bettor's aevi In an example, the blockchain
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according to the disclosure provides interoperghid the blockchain to communicate on the

platform or between bets.

[0070] In some embodiments, the system may ingest theatgriinformation and
generate a publicly viewable score, rating, or othdicator that may be used in making a
decision without disclosing the underlying confilahinformation. In some embodiments,
the system can connect to additional public andapei data sources to collected additional
information. For example, public information likeBI reports, credit reports, background
reports, and the like. This additional informaticen be stored in the blockchain as part of
the record or profile of an individual. This cdube done off of a social security number,
driver’s license, facial recognition or fingerpria$ a second factor for verification. As such,
once a person enters the casino and registergldaatay it is possible that big data would
be collected on who the person really is and thiatrmation would only be available to the
casino, auditor and regulator to make sure theopasswho the person says he is, is legal and
allowed on property or able to play. It is possitilat commercial and government buildings
like office buildings and airports are able to haamnera systems which read the license
plates for cars coming into a parking facility oomitoring facial recognition of the driver
and passengers. This information can be compar@deored to see if the car or the person

Is safe to enter a facility.

[0071] In an example, a casino may host or maintain onge nen a distributed
network of nodes. This gives the casino their awafutable record of events that they can
access and control. If the network goes downgc#sno would still be able to manage all of
its activities from bets, game play, stakes, rewasdc. Once the network comes back on
line, any necessary updates may be made with gafieelbcasino’s node to the distributed
network of nodes. This backup functionality andlependent node scenario provides a
casino with continuity of business operations, augh benefits may be enjoyed in an
analogous fashion in the retail and parking spaeengles.

[0072] In yet another embodiment, a technical effect mayrdxognized for a non-
routine process of tracking package deliveries ianentory transit. For example, one or
more packages may be scanned at origin, then @ase as the packages begin transit in one
cargo unit. The transit company may want to allorecipient of one of the packages to view
data associated with their box but not allow thapient to view all other data stored in the
transaction associated with the other packagetencargo unit. Therefore, a customized

view of the transaction for the recipient user déstg the location, departure time, and
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estimated arrival time for their package only wolble enabled. Additional information
associated with the product may also be colleateldstored in a blockchain detailing product
logistics, such as manufacturer, vendor, checkpoication, checkpoint employee, quality
control manager, testing center, as well as a obfatustody through the shipping process as
well as individuals that accessed the cargo uniinguits shipment. At any time or upon
receipt, the receiving party may be enabled to @m#s of this information but not all
depending on the status of the recipient. For g@na gambling establishment or regulator
may be able to view selective product informatiegarding manufactured dice along with a
chain of custody to verify that the dice have neetib tainted with while routed from the
trusted dice manufacturer. This data may be dysplan a customized view.

[0073] Further, examples herein describe that the acasds io the request with the
blockchain of block entries may be evaluated bycessing an encryption code to validate
access to view the one or more data portions adedcwith the access level. In other
examples, a pointer is also maintained for eactm@fplurality of data portions in the block
entries indicating at least one published locafmmeach of the plurality of data portions in
the block entries. Further in this example, thstamized view is generated by retrieving the
one or more data portions associated with the adesgl using the pointer for each of the
plurality of data portions in the block entriesheTaccess of the portions of data require the
use of a pin code, password, fingerprint, barcoenal scan, token, questionnaire, or any
other type of access determination method includiwng-factor, multi-factor, or additional

security authenticators.

[0074] In still other embodiments, additional technicdkefs may be recognized for a
non-routine process of tracking and recording #ats, preferences and transactions in
parking facilities. For example, entry and exihés may be collected and recorded in the
blockchain and associated with vehicle identitiéglditional identity information of vehicle
drivers or passengers (e.g., biometrics, facigaition or mobile phone) using the parking
facility may be collected contemporaneously withhiete identities, and used to validate
parking payment transactions. Electronic walletsluding for real or cryptocurrency, and
credit or debit card account information receivad & user interface either prior to or
proximate in time to the parking visit may be setyiassociated with parking customers and
utilized for fast and secure payment transactiosiagureal time tokenization. Additional
information associated with periodic or recurreatking facility customers (e.g., multiple

vehicle identifiers owned or otherwise used by di@alar customer) may also be collected
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and stored in a blockchain and utilized to fadditafficient parking business operations and
enhanced convenience for customers. In additiomaoual data entry of information for
recording in the blockchain, various devices posid in or near parking facilities may be
utilized to facilitate improved parking businessemiions and customer experiences as
described in greater detail, below, by way of exlmsip These data may be displayed to
parking facility staff and customers in a custordizeaw.

[0075] In a further example, the blockchain of block ezgrrequested by the plurality
of users from the user devices is maintained bytamiing a separate block entry for the one
or more data portions associated with each of tieess levels. Further in this scenario, the
access code in the request is validated to viewottgeor more block entry for the more or
more data portions associated with each of thesadewels. In some implementations, the
blockchain of block entries requested by the pityadbf users from the user devices is
maintained by maintaining a separate blockchairiferone or more data portions associated
with each of the access levels. Further in thiglé@mentation, the access code in the request
is validated to view the one or more block entnytfe more or more data portions associated

with each of the access levels.

[0076] In some examples, the received request to vievwotigeor more data portions
of the block entry comprises an inventory trackieguest pertaining to products or packages,
or to available parking spaces at any given tima parking facility. In the parking industry
context, such requests may be received by eithemaurer or operator of the parking facility,
or by a current or potential parking customer.otimer examples, the received request to view
the one or more data portions of the block entmpmaeses a financial auditing request. In
some scenarios, the received request to view teedomore data portions of the block entry
comprises a gaming regulation request or a requertining to an investigation involving a
vehicle parked in a parking facility presently ersame past time or when it entered or left
the facility. In other scenarios, the access lagsbciated with the one or more data portions
of the block entry comprises at least one of agbe\access level, a permissive access level,
and a public access level. However, in even furth@mples, the access level associated
with the block entry comprises at least one of iagpe access level, a permissive access
level, and a public access level.

[0077] While the present disclosure describes various eintents, it should be
appreciated that additional examples may be indufl@ technical improvement in

additional industries. Example industries may udel defense and security, finance and
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insurance, retail (e.g., firearms), sales and 8c®y medical records, accounting, shipping
and logistics, drugs and pharmaceuticals, cannabé CBD, oil and gas, energy and

commodities, national security, and the like.

[0078] Referring to the drawings, Figure 1 illustrates exemplary operational
architecture 100 related to processing operationsninagement of an exemplary enhanced
system with which aspects of the present disclosuesy be practiced. Operational
environment 100 includes blockchain network 101locBchain network 101 employs a view
customization process 200 in the context of autivogia user to view a portion of data in a
blockchain entry based on the user’s approved adesgl. Blockchain network 101 may
include various hardware and software elements sugporting architecture suitable for
performing view customization process 200. Onehsuvepresentative architecture is

illustrated in Figure 28 with respect to controtk800.

[0079] Server nodes 110-112 comprise one or more serverdavices capable of
running a blockchain application. User devicegnatting with server nodes 110-112 may
include, but are not limited to, personal compytemsbile phones, handheld device, tablet
computers, desktop computers, laptop computers,rabka computing devices, voting
machines, gaming machines, electronic financiaharges, security systems, transponder,
cameras or other imaging devices, key fobs, sensocess cards, and the like capable of
transmitting or receiving wireless data signalsoeitg information for accessing parking
facilities for parking and providing payment foeteame, or any other form factor, including

any combination of computers or variations thereof.

[0080] More particularly, Figure 2 illustrates view custaation process 200 which,

as mentioned, may be employed by blockchain netd6idkto generate a customized view of
restricted transactions recorded into a blockclasirdescribed herein. Some or all of the
steps of view customization process 200 may bedamphted in program instructions in the
context of a component or components of the applicaused to carry out the customized
view feature. The program instructions direct kld@in network 101 to operate as follows,

referring parenthetically to the steps in Figuiia the context of Figure 1.

[0081] In operation, blockchain network 101 maintains kid@ain 120 of block
entries requested by a plurality of users from waices, wherein the block entries each
comprise a plurality of portions that are each eiséed with an access level (step 201). The

blockchain database is maintained by a multitudeinolependent users spread across
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blockchain network 101 of server nodes 110-112ocBthain 120 is a digital ledger that is
open to any user (e.g., a public blockchain), @ifipeset of users (e.qg., a private blockchain),
or combination of private and public users (e.dyhrid blockchain) to enter and record data
into block 130 of the blockchain. Blockchain 12@ymbe added by multiple users and
recorded by multiple nodes 110-112 in the distedutetwork.

[0082] In the parking industry context, parking facilitperators may maintain certain
records on the blockchain such as GPS locationgadfing facility entrances, identifiers
(e.g., alphanumeric) of available parking spacesest and parking sales, specials, or
promotions as publicly accessible. In some embedis) such records are publicly
accessible for users who first do one of the follmpactions: access a website, subscribe to
an email list, download a smartphone app, park@rking facility for the first time, and the
like. Other records, such as customers’ digitdlets credit/debit card account information,
usage history, vehicle identification informatioportrait images, and the like may be
maintained on the blockchain as private recordgssible only by the respective customers
and the parking facility operator. In some embaatiis, blockchain records such as a present
parking location, vehicle identifier, and the asatexl customer name may be made available
on a limited basis to a vehicle recovery or repaiwvice provider, including on a subscription
basis. In this case, a parking facility experiagca need for vehicle service (e.g., windshield
replacement, dry cleaning, pet boarding) may sdeedud receive the service with the
provider even during such times when the vehiclaaws not co-located with the vehicle in
the parking facility. The customer of the parkfagility may optionally grant permission to
the parking facility via the user interface to halke parking facility process a payment to the
service provider using the customer's payment aticdaoformation recorded on the
blockchain. In such cases, the parking facilityymastead of or in addition to a subscriber
fee paid to the facility operator by the vehiclevseer, collect a commission from the vehicle
service payment for facilitating the service and pgayment processing. Related ancillary
services in parking facilities utilizing the blodian in the same or similar manner may
include, for example, car washing or detailinguedihg, electric vehicle charging, arranging

carpools or rideshares, valet parking, vending nmash coffee bars, newspapers and the like.

[0083] Block 130 includes block entries 140-142. Blockries 140-142 may include
various types of data including parking facilitystomer usage and transaction records,
number and locations of available spaces in a pgrécility, self-park or valet, gaming bets,

inventory records, medical records, banking andramal records, smart contracts, and any
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other type of combination or variation thereof.r Fstance, the user (e.g., parking customer)
may create block entry 140 by entering into a @attwith another user (e.g., parking facility
operator) and then storing the contract as blodkyel®0 in blockchain 120 on nodes 110-
112 in the distributed network environment. As theo example, electronic devices (e.qg.,
parking facility access control and payment proogsdevices and systems, sensors, beacons
or other devices for detecting an availability ssabf parking spaces in a parking facility,
electronic voting machines, gambling machines, tmglisoftware running on one or more
servers, end-user devices, and the like) may cormugematically to blockchain network and

request data be added in block entries.

[0084] In order to add a new block entry with data posioblockchain may use
consensus protocols like proof of stake (PoS),roofpof work (PoW), delegated proof of
stake (DPo0S), or the like. For example, in PoWpider for server node 110-112 to be
elected as a leader to select the next block ety to be added to the blockchain, a
particular server node has to find a solution @gjly by brute force) to a particular puzzle or
mathematical problem. Once the solution is fouhd,server node publishes the solution to
the other nodes for validation. When a consenstiseonodes agrees the solution is correct,
the new block entry can be added to the blockch&ramples of proof of work are SHA-
256, Blake-256, CryptoNight, Quark, SHA-256, SHA®&;rypt, scrypt-jane, HEFTY1 or
others or combinations thereof. In contrast, Bo&ased on the involvement and value at risk
(e.g., the stake) of the server node. DPoS isieffi variation of PoS that provides a high
level of scalability by limiting the number of vdators on the network to set of delegates
(e.g., voters) to vote on whether to add an emtityr¢ blockchain.

[0085] Block entries 140-142 also each include data postib50-155. Data portions
150-155 comprise the components which make up efblock entries 140-142 and may be
broken into segments based on a user requestransattion format (both standardized and
customized). For example, a portion of data frotraasaction may be allocated as private if
a user flags the portion of data as confidentighe portion of data may also be allocated as
private if the data is of a category which was presly allocated as private. For example, a
user may categorize all credit card numbers asafiv Conversely, a portion of data may
also be allocated as public or permissive by tlee.ub some implementations, the portion of
data may only be designated as accessible to aireg@ser if the originating or controlling
user provides permission (e.g., originating paftg transaction allocates the block entry and

all data portions as private and ability to viewation of data requires consent via signature
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terms and condition form). This user consent f@atmay be included in an access platform
allowing users to provide consent through a usaesent section.

[0086] Some embodiments of the present technology mol#ytiaditional protocols
and workflow for adding data to the blockchain. r Esample, in some embodiments, the
server node 110-112 is required to identify or silgsportions of the data into one or more
categories. This can be done, for example, ugiificel intelligence or machine learning to
classify the data into one or more categories,(e-gnail address, VIN, license plate number,
social security number, full or partial images afintan faces for facial recognition
algorithms, serial numbers or customer account musnlassociated with decoded radio
frequency identification (RFID) or near field commeation (NFC) signals, etc.). In some
embodiments, a decentralized application (DApp) rfayesponsible for the initial sorting
and categorization of the data. When a block et@-142 is added, the initial line of the
entry that typically includes the hash of previtlscks and a time stamp may be amended to
include information regarding the data categorié@hiw the entry, access level for each data
portion, access restrictions, or the like. Fomegke, some embodiments may create an index
and/or access level information that stored withm block entry. As such, when the data is
later retrieved it can easily be identified or &sated with an appropriate access level. Still
yet, in some embodiments, the server node resgerfseibadding the data may organize the
data and set different encryption levels for th#edent data portions 150-155. In other
embodiments, a middleware may be used (e.g., omta platform sitting between the
blockchain network and the connecting devices) dorgpt encrypted data stored on the
blockchain, classify information, and enforce asckewvel permissions thereby creating the

customized view.

[0087] In some scenarios, the user may set a defaulbhgettiocating all of the data in
the transaction as public and selectively allotatividual segments of data as private, and
vice versa. Likewise, a portion of the data magodbe allocated as permissive where the
data is not available to the general public but fayaccessible to users of various groups,
such as auditing committee members, law enforcemofiters, government regulation
personnel, medical staff, and the like. In otherples, blockchain 120 may include default
rules to allocate portions of data as private, p&sive, or public.

[0088] For example, blockchain 120 may determine thatdrer’s license number,
RFID, Bluetooth® or NFC of parker, parking facilingserved parking space identifier,
license plate number, VIN or social security numsleould be automatically set to private
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access. While several examples and embodimentglad herein describe the main access
levels to be categorized as private, permissivgyuinlic, it should be understood that any
number of access level categories may be recogniadun the scope of the present

disclosure. Moreover, the status of the accessddanay automatically change or be updated
based on detection of certain events. For exangtlejata regarding a deal may remain
private for a period of time at which point the teyg may change the access level to public

for some or all of the related data.

[0089] In a next operation, blockchain network 101 receiseequest to view one or

more data portions 150-155 of block entry 140 framaser which includes an access code
associated with at least one access level (step 20% request to view may be initiated by a
user who is a party to the transaction stored otllentry 140, such as an operator of a
parking facility receiving a data request from &tomer or one participant in a gaming bet.
The user may also be a user merely having intémetbte business operations or transaction
but not directly involved with the transaction, Buas a driver looking for a convenient place
to park, a tax auditor verifying income data, ansfar agent or third party financial custodian
holdings stocks and bonds, a servicer that colléeld payments on behalf of a lender or a

stockholder viewing recent company dividend tratisas.

[0090] In a next operation, the access code is evaluaitdtiae blockchain of block
entries to identify one or more data portions asgéed with the access level (step 203). The
access code may be designated to the user basaduser status, such as a government
employee, package delivery employee, bank managarking garage customers and
operators, etc. The access code may be determhiasetl on an encrypted code (e.g., a
private key or hash) given to user which is asgediavith an access level or data portion.
The access code may further be validated based pasaword, signature, fingerprint,
barcode, processing chip, questionnaire, biomdtlen, and any other method which may
enable a user to verify authorization to access gatrtions 150-155 associated with an
access level. In some example scenarios, dataop®ri50-155 may be separated into
different blockchains or block entries based orirthgsociated access level. In this scenario,
access code 150 may be required to access thechkiokor block entry to view the portion
of data associated with the access level.

[0091] In a final operation, a customized view of the kl@mntry is generated which
includes one or more data portions 150-155 assatiaith the access level (step 204). The

customized view may be generated by a data actatésrm. The customized view may be
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modified to incorporate only those data portionsoasted with the validated access level or
may include all data portions 150-155 with unauttest data portions blacked out from the
record view. The customized view may be surfaged iblockchain application (e.g., a

DApp) on a user device, transferred to a usererfahm of a record message, or displayed in

any other manner to a user or user group.

[0092] In accordance with various embodiments, the additaf data to the
blockchain, security level screening, data categdion, access level assignments, auditing
and/or other functionality may all be done autonastp. For example, as a vehicle enters a
parking facility, sensors including receivers fdu&ooth® or other wireless signals, cameras
or other imaging devices, and access control systrmoh as gates and access device readers
collect data used for identifying the vehicle, dsver, and possibly also its passengers.
Meanwhile, sensors such as motion, weight, distamcproximity sensing devices collect
data for monitoring an availability status (e.g¢wpied vs. unoccupied) of parking spaces in
the parking facility.

[0093] As another example, as a user enters a casincaatae collected added to the
blockchain from various systems (e.g., surveillac&meras, parking garage cameras, loyalty
card systems, room access systems, entertainnabiadas, and the like). Given the volume
of data, artificial intelligence and/or machinert@ag engines (e.g., using support vector
machines, artificial neural networks, Bayesian meks, supervised learning, unsupervised
learning, and/or other techniques) can be usedetatify, associate and classify relevant data
that can be added to a blockchain. The data msaif be indexed for searching and/or future
ingestion. In other embodiments, the data maydmmented and added to a profile of a
player. Since various portions of the data caadsgned different access levels, the person
requesting the data may be automatically servegtbel portions of data that are appropriate
for their access level. Similarly, the data may ddomatically reviewed or audited to
identify violations (e.g., security or safety conmt® unsafe driving or other disfavored
customer behavior in the parking facility, gamblinge violations, cheating, collusion,
people banned from gambling, vehicles or people arfeonot permitted to enter or otherwise

use the parking facility, etc.).

[0094] Similar to parking facility business operations arasino monitoring, various
embodiments of the present technology can be apfi@erticals that may enjoy benefits of
the disclosed systems and methods that can redoadk, analyze and review data

automatically without humans overseeing the reviw performing transactions and
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gathering and utilizing actionable intelligenceingprove business operations and customer
experiences. For example, some embodiments mesfane with secure data sets (possible
stored on a private blockchain) to gain biometocsdata about an individual. As such,
government agencies (e.g., ICE or Department of éland Security) can provide data that
can be used to identify individuals and make detemtions whether they should be granted
to access to particular data, activities, and/cations. For example, various embodiments of
the system may be used to screen individuals fdarusted traveler program. As the
individual enters the airport, for example, suagite cameras can collect video data which
can be ingested by artificial intelligence or maehlearning engines. This data can be linked
with license plates, travel records, biometric datad the like to initially identify the
individual and determine if a violation is in pregs, prescreen the person (e.g., for faster
screening), or determine whether the user can biedi@ntry to the airplane or other travel
method. In some embodiments, each person maythawedriver’'s license scanned and the
system can automatically classify the identificatas legitimate or a fraud and search for

records in the blockchain to assist in making dens

[0095] Figure 3 illustrates various components of a blbelke data platform utilizing

a distributed ledger architecture according toagiembodiments of the present technology.
As illustrated in Figure 3, the blockchain datatfolan may use one or more servers 305A-
305N. Each server can include blockchain inte&rfat0, monitoring mechanism 315, client

interface 320, rules engine 325, encryption/dedoyptmodule 330, analytics module 335,

event module 340, multifactor authentication mod@&D, report generator 355, and/or

databases 360 and/or 365 for storing logs, sulescpblicies, transaction policies, location

policies, and/or the like. In addition, blockchaservers 305A-205N can connect with

blockchain 370, clients 375, trusted data sour&s &nd/or records 385.

[0096] Each of these modules, components, or databasdsecambodied as special-

purpose hardware (e.g., one or more ASICS, PLD&AS or the like), or as programmable
circuitry (e.g., one or more microprocessors, nuorurollers, or the like) appropriately

programmed with software and/or firmware, or agmlgination of special purpose hardware
and programmable circuitry. Other embodimentshaf present technology may include
some, all, or none of these modules and comporaong with other modules, applications,
databases, and/or components. Still yet, some éimleats may incorporate two or more of
these modules and components into a single moduldorla associate a portion of the

functionality of one or more of these modules vatdifferent module. For example, in one
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embodiment, rules engine 325 and event module 3dbe combined into a single module
for identifying and enforcing various rules and mivgolicies on a user terminal.

[0097] Clients 375 may connect to one of blockchain sar@®5A-305N using client
interface 320. Clients 375 may be able to downl¢@dhave preinstalled) firmware or
software from blockchain servers 305A-305N thatal clients 375 to enter and view block
entries (or selected portions thereof). The blakries may comprise a variety of
transactions (e.g., financial transactions, customsage history and preferences of services
in a parking garage, gaming bets, medical recondgntory tracking, etc.) and a variety of
access levels (private, permissive, public, etdr).some embodiments, blockchain servers
305A-305N process an encryption code to validatessto view the one or more portions of

each transaction.

[0098] In some embodiments blockchain servers 305A-305M maintain a pointer
for each of the plurality of portions in the bloektries indicating at least one published
location for each of the plurality of portion inetliblock entries. The customized view of the
block entry may then be generated by retrievingpihitions associated with the access level
using the pointer for each of the portions in theck entries. In other embodiments,
blockchain servers 305A-305N may maintain a sepapédck entry for the data portions
associated with each of the access levels. Bla@kckervers 305A-305N may evaluate the
access code in the request with the block entrieblaxkchain 370 to identify the data
portions associated with the access level. In seeteearios, blockchain servers 305A-305N
may maintain a separate blockchain for the datagmsr associated with each of the access
levels. Blockchain servers 305A-305N may then @eat& the access code in the request with

blockchain 370 to identify the data portions assted with the access level.

[0099] In some examples, information stored in blockchani® may be encrypted
using encryption/decryption module 330. In somebediments, encryption/decryption
module 330 may use various non-homomorphic enaypnd/or homomorphic encryption.
While the non-homomorphic encryption may providemsger security properties, the use of
homomorphic encryption would allow computation erw@ded data without decryption. As
a result, various components of the parking facdibd customers’ vehicles, or of a gaming
system, can interact and operate on portions odlalte without exposure of sensitive data.

[00100] Monitoring mechanism 315 can monitor transactioms aser activities. This

can include receiving information from external sms. In the parking facility example, the
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external sources include people, devices, or systench as customers using smartphone
apps for the parking facility, facility managemeand staff using various business
information technology systems and client devicesseivers for Bluetooth® or other
wireless signals, cameras or other imaging deveed,access control systems such as gates
and access device readers collect data used fatifideg the vehicle, its driver, and possibly
also its driver and passengers. Additional extedasa sources in the parking facility case
may include sensors such as motion, weight, distamcgproximity sensing devices collect
data for monitoring an availability status (e.g¢wpied vs. unoccupied) of parking spaces in
the parking facility. In the casino example, theeenal sources include people, device, or
systems, such as, but not limited to, clients 3i8eo surveillance systems, loyalty card
systems, key engines, biometric sensors, and ettternal systems. In some embodiments,
multifactor authentication may be used before alhgwa user to enter or to access a
monetary transaction, parking reservations, paymegthods for parking, parking history,
vehicle, driver and passenger personally identifymformation, medical record, gaming bet,

inventory activity log, and the like.

[00101] For example, when a parking facility customer ascasrecord of their
credit/debit card, or checking, account for parkipgyments via a smartphone app,
multifactor authentication module 350 may be usedrdquired two different types of
authentication (e.g., a password plus an alphanangede transmitted to the customer by
text message or phone call to the phone numbeciasst with their account registration
data. As another example, when a patient acceasesedical record, multifactor
authentication module 350 may be used to requirows types of authentications (e.g.,
personal pin, biometric, token, etc.). Rules eagBR5 can superimpose rules on the
transaction interfaces being presented on clieii&s 3These rules can be based various
policies (e.g., subscriber policies, transactioricpes, location policies, etc.) stored in
database 365. Analytics module 335 can generaieugaanalytics about parking space
usage trends, layers, clients, games, medical dgagjnpayrolls, package deliveries, payouts,
accounts, and/or other system components or actiVihis information can be used by report

generator 355 to create customized view of thestretions.

[00102] Restricted access module 340 can be used to crem®mized access
requirements for different portions of data in eaansaction and for different users/user
types. The rewards may be stored within blockct&/0 in records 385. The access

requirements may be generated by a user entermgréimsaction, determined based on
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previously designated user preferences, or by ipslicequired by other parties (e.g.,
permissive access for medical records required hey Health Insurance Portability and
Accountability Act of 1996 (HIPAA), state laws faninimum age to gamble, etc.) and
present customized view of records based on thosesa policies. Databases 360 and/or 365
can be used for storing logs, subscriber polidci@ssaction policies, location policies, and/or
the like. These may be local stores of data retdefrom records 385 associated with
blockchain 370. In addition, servers 305A-305N didckchain 370 can connect with
trusted data sources 380 for validation of exteevants (e.g., outcome of sporting events,
reconciliation of vender/buyer journal entries,.etwr information (e.g., an authorized driver
other than the registered user of the parkingitgaitho the registered user has authorized to
use their parking account, or status of a secuotégrance) that are needed to determine data

stored within records 385.

[00103] Figure 4 illustrates a parking facility 400 for whirelated business operations
may be implemented at least in part using the aésd systems and methods. The parking
facility 400 has at least one entrance 402 aneadtlone exit 404. An access control and
payment portal console 422 is positioned at theaaoe 402 and exit 404 of the parking
facility 400. In some embodiments, the console #2@vided into at least two separate and
distinct structures. For example, a first const?2 for access control is positioned at the
entrance 402 and a second console 422 for paymeceégsing is positioned at the exit 404.
In any event, the access control functionality led tonsole 422 may be accomplished, for

instance, by automatically actuatable entry 424exqrdss 426 gates.

[00104] Parking facility 400 contains a plurality of pargirspaces 408 situated on a
road surface 406. Each of the parking spaces 48% be marked with a numerical,
alphabetical or alphanumeric identifier, such asted on the road surface 406 or marked on
an adjacent wall, fence, or guardrail at or proxitha space 408. At any given time, at least
a portion of the parking spaces 408 may be occupyedehicles (e.g., a first vehicle 410).
Spaces 408 that do not have a vehicle parked in Hre naturally available for a customer to
park their vehicle in. In an example, each spd&af the plurality of spaces 408 includes a
sensor 418 or other device for monitoring the statfieach space 408 as either presently
occupied or presently available in parking facild90. In some embodiments, one of a
plurality of such sensors 418 or other devicesositipned in facility 400 and configured to

monitor the availability statuses of at least tywaaes 408.

31



10

15

20

25

30

[00105] The sensors 418 may include proximity sensors ipogitl on the road surface
406 within the area defined by respective parkipaces 408 (e.g., in the center thereof). In
some embodiments, the proximity sensors may beigosd on ramp, level, a ceiling, a wall,
or other structure adjacent to a parking space 4@8any event, the sensors 418 or other
devices for monitoring parking space 408 availapsdiatus are configured to continuously or
periodically transmit data representative of whethrenot a respective single space 408, or
finite set (e.g., several) of spaces 408, are adedupy vehicle(s). As such, the data
transmitted by the sensors 418 are further reptaes of and associated with the particular
parking space 408 identifiers and their availapitatus. For instance, the first vehicle 410
is presently parked in a space 408, and at leastralemore vehicles are also parked in
occupied spaces 416 (denoted by “X” in Figure M)eanwhile, at least several spaces 408
are currently unoccupied by vehicles, as showniguire 4 by the respective sensors 418 of
available spaces 414 being visible on the roacasarfi06. Among these presently available
spaces 414 is a space 408 from which a secondleeti2 had recently departed to leave the
parking facility 400.

[00106] A current or potential customer of the parking liaci400 may view an
inventory of available parking spaces 414 prioatoving at the parking facility 400. The
data provided by the sensors 418 are recordeckibldtkchain and may be communicated to
users including customers, staff and managemerdr atear real time so that informed
decisions may be made in a timely manner. A cugtetnview of the availability status of
parking spaces 408 in the facility 400 may be ptedito customers via a display of a
personal computer, smartphone, or other suitablgpating device. In some embodiments,
the parking space 408 availability data may inclstiuses of one or more parking spaces
regarding whether or not they may be reserved $erly customers at a later time on the
same day as the inquiry, or at some later dateus,Thse of the disclosed systems and
methods may be employed by parking system operaiodstheir customers to facilitate

related transactions and convenient experiencdsofanry, daily, or monthly parking.

[00107] In addition to, or instead of, the parking spacailability data provided by the
sensors 418, customers may include their vehiclpeosonal identifying information with
their account registration data for the smartphaypyg for instance. Vehicle information may
include license plate 440 number or vehicle idargtfon number (VIN), while biometrics or

personal information may include a portrait imageaariver or passenger associated with
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the parking account registration, or an ID numbiea @ccess device (e.g., key card or key
fob) used for gaining entry to the parking facié§0.

[00108] The access control and payment console 422 maydecine or more sensors
or other devices for detecting or otherwise gatigedne or both of the vehicle and personal
identifying information. For example, the cons@l22 may include a radio frequency
receiver 428 positioned in view of a portion of eéhicle upon which a corresponding radio
frequency transmitter or transponder 432 is pldoedise in the parking facility 400. The
transmitter 432 is configured to transmit wirelesgnals encoding data that uniquely
identifies the vehicle, or its owner or authorizestr. The transmitter 432 may also take the
form of a key fob or key card carried by a parkougtomer and manually positioned to be in
view of the receiver 428 upon entering the parKenglity 400. In either case, the receiver
428, like the aforementioned sensors 418, are madtesources of parking business
operations-related data that are recorded in thekbhain. The receiver 428 may relay these
data to an intermediate transmitter or processaor o their being recorded in the
blockchain, or the receiver 428 may relay or othsewtransmit these data directly to
computing and communication systems carrying o tlcording of the data to the

blockchain.

[00109] In another example, the console 422 includes a @20 or other imaging
device positioned in view of a windshield or sidemaow of a vehicle when the vehicle is
positioned proximal the console 422. A still imagevideo stream acquired by the camera
420 may be transmitted to a local or remote compgutystem or server for image processing
analysis. In cases where a parking customer h&gaously provider a portrait image as a
part of the account registration data recorded lo lilockchain, the image processing
analysis may be used to determine the identitynadrgering vehicle’s driver or passenger by
using one or more facial recognition techniqueswkmao persons skilled in the art.
Additionally, or instead, the camera 420 may batwrsed on console 422 and configured to
acquire an image of at least one of the enterirgcless license plate 440, and VIN. Such
image data may be transmitted to a local or remotaeputing system or server for image
processing analysis by known letter and number adtar recognition techniques to
determine the identity of the vehicle and the pagktustomer associated with it. In some
embodiments, the image or video data acquired Inyeca 420 is used to determine the
vehicle and customer identities using two or madréhe portrait photographs, biometrics,

mobile phone, the license plate 440 number, andviie Basing the determination of
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vehicle and customer identities on sources othem,tbr in addition to, full or partial facial

images may be advantageous to customers and pdaaitity 400 operators in cases where,
for instance, the appearance of a customer’'s fhemges over time as compared to the
registration portrait image, as by natural agingy ®nning or burning, wearing hats, wearing
makeup, wearing wigs, wearing glasses, wearingredlaontact lenses, wearing a scarf or

mask, and growing facial hair.

[00110] To gain entry into the parking facility 400 by thehicle, the data acquired by
the receiver 428 and/or the camera 420 is validaggihst the customer account registration
data recorded in the blockchain. Upon a successdlilation process to verify that the
customer and their vehicle area associated withrking account in good standing, the entry
gate 424 is automatically raised and any other saco®ntrol device (e.g., a spiked rail
capable of puncturing tires) is disengaged fomeetsufficient to permit the vehicle to drive
through the entrance 402 and onto the main paikiag defined by the roadway surface 406.
In a preferred implementation, the vehicle drivél veceive a message while their vehicle is
still stationary at the entrance 402 (e.g., jusbrpto the entry gate 424 being raised)
informing them of the nearest available parkingcep#l4, or another available parking space
414 determined according to their pre-recordedocust preference(s). In an example, a
display or array of LED lamps on the console 428igomned in view of the driver displays
the respective identifier of the available spacé.4In another example, the available space
414 identifier is read aloud from a speaker ofdbasole 420 at a volume level sufficient to
be heard by the driver through a closed glass winalod accounting for typical background
noise of the parking facility 400.

[00111] The time stamp including the time of day and thee dd the entry of a vehicle
may be recorded in the blockchain in associatiai wie identity of the vehicle and/or the
respective customer. The timestamp data faciitdetermination of the parking rate to be
charged and collected from the customer upon #air from the parking facility. In use
cases including subscription parking use of th&ipgrfacility 400 (e.g., weekly or monthly),
recording the timestamp data in the blockchainlifates trending and analysis of usage data

by customers and operators, as desired.

[00112] The disclosed systems and methods likewise faeilitenproved parking

facility 400 business operations and customer égpees during the course of vehicles (e.g.,
second vehicle 412) exiting the facility 400. Reee 428, transmitter 432, and camera 420
may each be used individually or any combinati@gascribed above, to identify the vehicle
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or the customer at or on approach to the consok ptbr to reaching the exit 404 and
leaving the parking facility 400. Upon determinitige vehicle or customer identity, these
data are recorded in the blockchain along withrthesociated timestamp. In the case of a
prepaid subscription parking account plan, upoerd@ning and validating the vehicle 412
or its associated customer, the egress gate 4&6tosnatically raised and any other access
control device (e.g., a spiked rail capable of pumcg tires) is disengaged for a time
sufficient to permit the vehicle to drive throudietexit 402 and out of parking facility 400.
In that case, no payment processing needs to Herped since the account is under a
prepaid parking subscription. However, in the ca$enon-subscription accounts, the
aforementioned identification and validation of §ehicle and customer identities must be

performed prior to payment processing.

[00113] To improve business operations and customer expese associated with
exiting the parking facility 400 in cases requiripgyment processing (e.g., hourly or daily
parking) the data acquired by at least one of doeiver 428, and the camera 420, may be
again recorded in the blockchain and used for aat@mfast and secure payment processing
according to the parking rate, the entry and egtiessstamps, and the customer payment
information (e.qg., credit/debit card account, digivallet, or cryptocurrency wallet), each of
which are also recorded in the blockchain. Thasuch cases, the egress gate 426 is raised
automatically and any other access control dewcdisengaged from a time sufficient to
permit the vehicle to drive through the exit 402l at of the parking facility 400 upon the
identification and validation of the vehicle an@ #ssociated customer, along with successful
completion of the payment due. In some embodimémésconsole 422 may include devices
and subsystems for accepting manual payments wssl, credit/debit cards, or digital
wallets for real- or cryptocurrency via revenue tcolnequipment or a mobile or Application
or Dapp. In an example, console 422 includes anpay acceptance device 430 such as a
credit/debit reader or a cash/coin counter andsplay device 434 positioned in reach of a
driver of vehicle 412 stopped before the egress 4a6. For instance, a customer without a
pre-registered account with the parking facilityD4@ay still deliver payment for parking in
order to exit the facility 400. Even for such Aegistered customers, business operations
and customer experiences may be improved by tleboded systems and methods utilizing
the blockchain by, for instance, enabling driver vahicle identifications, automatically

computing elapsed times for rate determination dbasedata acquired by cameras 420, and
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displaying the pertinent payment instructions atietouseful information to the driver on the
display device 434.

[00114] Revenue control equipment in parking facility 400ayminclude the
aforementioned console 422 and associated devicksubsystems such as camera(s) 420,
receiver(s) 428 and sensors 418. Additionally,irstead, parking facility 400 revenue
control equipment may include kiosks with creditrdzhill accepters/mobile payment
capability to run and allow people to enter/eXiosk(s) may be integrated into console 422,
or they may be standalone devices positioned &uwsnther convenient locations in facility
400. Revenue control controls ticketing, accessrof access cards, rates, taxes, statistics
and analytics, performance, parking controls (axgases, e.g., 424, 426), auditing functions,

web and mobile payment interfaces, printers, andikie.

[00115] In some embodiments, a customer of parking facdi®p embodied in, or
including, an autonomous vehicle may be guideddditeonal facility 400 subsystems such
that these vehicles may safely park themselves epty and likewise return to a designated
location prior to or after exiting facility 400.n lthe illustrated embodiment of Figure 4, the
sensors 418 include beacons for transmitting a hgmeignal to a corresponding receiver in
an autonomous vehicle. The beacon signal is pdoetthe receiver in the vehicle and is
generated upon completion of the parking transadtiat enabled the autonomous vehicle to
enter facility 400 and have an available spaceai¥8gned to it. Autonomous vehicles may
also include transponders or other devices progigghicle identification that allows access
control and is unique to that car, company, owrferehicle etc. In the autonomous vehicle
user case, the means for identifying the autonomalscle may be one or more of a
transmitter, transponder, license plate 440 recmgnilicense plate 440 identity, and the like,
enabling entry and exit without human involvemem. one example, in the case of non-
subscription parking accounts, the aforementiodedtification and validation of the vehicle
and customer identities may be performed prioraynpent processing.

[00116] In some embodiments, one or more spaces 408 oingdicility 400 includes
an electric vehicle charging station 436. Chargitagion 436 may be configured for either or
both of wired and wireless charging of electric ickds. The charging station(s) 436 may
include devices and subsystems for identifyinguvbleicle or customer utilizing the charging
station 436 in the space 408 being occupied byréspective vehicle. In an example, a
registered customer having a transmitter 432 inrotheir vehicle may be used to associate

charging usage statistics (e.g., time on/off orrgimg energy delivered to the electric
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vehicle) with the customer’s account with the pagkfacility 400. These charging station

436-related data may be recorded in the blockchaih the payment due for use of the
charging station 436 may be automatically deterchinaed deducted from the customer’s
payment credentials recorded in the blockchainis Payment process for ancillary services
like electric vehicle charging, and the like, magyihitiated and completed upon completion
of use of the charging station 436 or added toatih@ve-described processes for completing
payment prior to exiting the parking facility 40 person of ordinary skill in the art may

readily contemplate how ancillary services othantluse of charging stations 436 (e.qg.,
windshield and other vehicle maintenance/repavises, car washing, detailing, dry cleaner,
pet boarding etc.) may similar benefit in terms lafsiness operational efficiency and

customer experience improvements according toideoded systems and methods.

[00117] Convenience and efficiency for parking operatioas, well as for such
ancillary services, is further enhanced by appheadf the disclosed systems and methods by
way of associating vehicle and their owners withkpey spaces and any selected other
services and storing the information in associatgth transaction data on the blockchain.
These data are readily available to customers aedators via the customized views. As
described above, identity management is facilitabgd collection and storage on the
blockchain of data such as license plate 440 ratiognlicense plate 440 identity, and using
cameras 420, sensors 418, transmitters 432, beatansponders, Bluetooth, NFC and the
like.

[00118] In some embodiments, parking facilities 400 mayal® their customers with
a membership program for signing up to upon makpagking reservations, conducting
transactions, subscribing to a period parking mogrand the like, according to the disclosed
systems and methods. The blockchain and custormized of the present technology may
be used to facilitate a rewards program for membelrs the parking business context,
rewards that may be provided to customers thainattartain milestones like time as
members or dollars spent include for example, artdowt limitation, free carwashes, free
days of parking or other perks. The rewards walth be associated with the respective
customers and recorded and tracked on a blockch&ewards may be available for
companies or individuals. Such rewards programg fonaction for the benefit of customers

and parking facility operators in an analogous neai@s with airline mileage programs.

[00119] Figure 5 illustrates block diagram 500 in an impetation of an enhanced
application to generate a customized view of ret&ldi transactions recorded into a
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blockchain for parking facility business operatioasd transactions including payment
processing. Block diagram 500 includes inventolyck entry 501, data platform 510,
servers 520-522, blockchains 530-532, and reco?d 50

[00120] Block entry 501 is representative of any data w@afisn that will be
permanently recorded into the blockchain, suchhase data received and recorded from
customers, connected devices, parking facility 4@&rators and staff, and external sources
(e.g., sensors 418, receivers 428, and cameras 4BI)ck entry 501 is subsequently
processed by miners and added to a block at thefetie blockchain by data platform 510.
Block entry 501 further comprises portions of dataich have been represented herein by
Parking Space, Parking Facility Customer, and RgriRate. Parking Space maintains the
inventory, and availability status, of parking spsl08 in parking facility 400. Parking
Facility Customer includes data relating to theniders of the vehicle, driver(s) and
possibly also passenger(s) associated with theomest along with their account- and
payment-related data. Parking Rate includes dp¢zifying the cost to parking in the
parking facility 400, including on an hourly, wegkbr monthly basis. It should be noted
that while each of the data portions is represesggrately, the portions of data are part of
one transaction represented by block entry 501.ockBlentry 501 may comprise any
transaction or contract which has been executedenutded in a distributed ledger platform
environment for purposes of conducting parkingliigcd00 operations. In this example,
block entry 501 may comprise an order, reservatiwrspontaneous purchase request by a
customer for use of a parking space in the parkaegity. In some embodiments, a token
may alternatively or instead comprise one or mdraroorder, reservation, or spontaneous

purchase request by a customer for use of a pasiage in the parking facility.

[00121] Data platform 510 represents any computing systersystems capable of
hosting a blockchain application, of which conol2800 in Figure 28 is representative.
Data platform 510 provides a secure distributedgeéedsystem for recording parking
transactions and parking space availability statuis® the blockchains. Data platform 510
may be implemented across a multitude of distridbuetwork nodes which may be accessed
by a variety of users, such as tax auditors, firniostitutions, regulatory authorities,
customers, company employees, parking facility d@@ers, parking auditors, management

and staff, marketing companies, advertisers antikbe

[00122] Data platform 510 can also include servers 520-528rvers 520-522 may be
representative of any computing system or systeitiswhich the distributed network nodes
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may communicate. Examples include other devicesnfacorresponding applications or
services installed thereon, such that an operatseg of a user device may be able to transfer
a transaction to be added to a blockchain andiluiséd amongst the network nodes of the
distributed network. Examples include media sexyvereb servers, and other types of end-
points that may transmit transaction data to oeikectransaction data from user devices and
network nodes using communication protocols inelgdor example, and without limitation,
5G, WIFI, NFC, miracast, among others. The aforginaed sensors and access control or
payment processing devices and systems may autaihatransfer transaction- or business
operational data to the network nodes, as descabeue with reference to Figures 3 and 4.
In some embodiments, data platform 510 can dyndiyisalect which servers 520-522 are
authorized to store the data. For example, conegami governments may have geographical
restrictions, encryption standards, network seguwtandards, or other restrictions on the
server nodes on which the blockchain is storedta pkatform 510 can therefore manage the
logistics of dynamically selected servers basedthmse restrictions. For example, if a
particular server is deemed to be under attack amkdd, then data platform 510 can
dynamically remove that server from the blockchagtwork and consider adding one or
more additional servers if needed. As such, eaamep of the data can set selection criteria
for where the data should be stored and the minimiLirstandards needed for that server
group.

[00123] Block diagram 500 further includes blockchains 532~ Blockchains 530-
532 can contain a continuously growing list of meisy called blocks, which are linked and
secured using cryptography. Each of the blockackrhains 530-532 contains a timestamp
and a hash. The hash includes both a cryptogramést of the current block and a
cryptographic hash of the previous block in thecktthain. Each block also contains data
associated with a block entry. In this examplenade, each portion of data (Space,
Customer, and Rate) have been separately recontied idifferent block and in a separate
blockchain 530-532.

[00124] Additionally, each of blockchains 530-532 is asatanl with a separate access
level. For example, blockchain 530 is a publicesscblockchain which allows any user
interacting with the distributed ledger to view thlecks and data portions stored within each
block. A public user may be any user interestedi@wing parking spaces in one or more
parking facilities that are available for the tracigon in blockchain 530 and no privacy exists

for this portion of data. Conversely, blockchai®l5is a private blockchain which data
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portions may only be accessed and viewed by autwrusers, such as internal company
personnel. In this example scenario, Customeibbaa separately stored on blockchain 531
and is private from all users interacting in thedichain network except those with exclusive
access to the data, such as managers within a ogniptiating the transaction. Blockchain

532 is a permissive blockchain meaning that a édhiset of parties may view the data
portions recorded in the block but not all useRate has been stored within blockchain 532
and may be view by parties who are allowed accesthé data, such as auditors or

controllers.

[00125] Record 502 is illustrative of what a user may vighen requesting to view the
transaction data stored in block entry 501. Red&f@ may contain all or none of the data
portions originally entered in block entry 501 aisdgenerated based on the authorization

provided by the requesting user and access lechl gartion of data is associated with.

[00126] Figure 6 illustrates a flow diagram in an implenadioin to generate a
customized view of restricted transactions recoidénla blockchain for parking facility 400
business operations and customer usage. Somé of thle steps of view customization
process 600 may be implemented in program instmstin the context of a component or

components of the application used to carry outtistomized view feature.

[00127] In operation, data platform 510 receives block yerifl which is to be
maintained in blocks of blockchains 530-532 (stéf)6 Block entry 501 is requested by a
user from a user device in the distributed netwafrkhodes and contains the data portions.
Data platform 510 then authorizes the entry (engners validate the hash in the block) (step
602). If the block is not validated, the transaat{block entry 501) is rejected (step 603).
However, if the block is accepted, each of theipost of data is evaluated for an access level
and added to a block in each of blockchains 530Hz&2d on the identified access level (step
604).

[00128] In a next operation, data platform 510 receivescuest to view one or more
data portions of a block entry wherein the requestprises an access code associated with
at least one access level (step 605). The acamts may be associated with a public,
permissive, or private access level. Data platféd@ then evaluates the access code in the
request with each of blockchains 530-532 maintgimach of the separate block records for
each of the data portions (step 606). If the accesde associated with the requesting user is

determined to be public, a customized view (e.gcord 502) will be generated for the
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requesting user indicating only Space from blocktyeB01 (step 607). If the access code
associated with the requesting user is determiodx tpermissive, a customized view will be
generated for the requesting user indicating SpadeRate from block entry 501 (step 608).
If the access code associated with the requests®y is determined to be private, a
customized view will be generated for the requestiser indicating all portions of the data
from block entry 501 (i.e., Space, Customer, antkRatep 609).

[00129] In some embodiments, block entry 501 further ree@dditional data related
to the parking facility transaction such as logasidrom where the customer initiated the
transaction and the involved parking facility 48@e and date stamps for transactions and
vehicle entry and exit from facility 400, and ph®tand/or videos of the vehicle entering,
exiting, and moving about the facility 400. In arample, in addition to being stored in
block entry 501, such imaging may include live @tnéng to a security monitoring station
positioned at or remote from parking facility 40@&dditionally, or instead, cameras may
monitor motion of vehicles in parking facility 4@® a security measure and store these data
in block entry 501 and/or elsewhere as a securéggsure in a garage or parking facility/lot.
These imaging systems for security purposes maintegrated in, or co-positioned with,
sensors 418. For example, a motion monitoring @amaging security protocol may be
initiated in cases where a parked vehicle exhibi$ion outside of the expected timeframe of

the parking facility 400 stay of the vehicle.

[00130] Figure 7 illustrates block diagram 700 in an impdetation of an enhanced
application to generate a customized view of ret&ldi transactions recorded into a
blockchain for hotel business operations and t@@as including payment processing.
Block diagram 700 includes inventory block entryl 7@ata platform 710, servers 720-722,
blockchains 730-732, and record 702.

[00131] Block entry 701 is representative of any data tmanen that will be
permanently recorded into the blockchain, suchhase data received and recorded from
hotel guests, connected devices, hotel, operatatstaff, and external sources (e.g., key card
readers, loyalty cards, and the like). Block ent®l is subsequently processed by miners
and added to a block at the end of the blockchginldia platform 710. Block entry 701
further comprises portions of data which have bepnesented herein by Hotel Room, Hotel
Guest, and Room Rate. Hotel Room maintains thenitory, and availability status, of hotel
rooms in hotel. Hotel Guest includes data relatinthe identifiers of the guest under whose

name hotel room is registered and possibly alseragests associated with the registered
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guest, along with their account- and payment-rdlat@ata. Room Rate includes data
specifying the cost to staying in the hotel roontluding on a nightly basis. It should be
noted that while each of the data portions is egmeed separately, the portions of data are
part of one transaction represented by block enixd. Block entry 701 may comprise any
transaction or contract which has been executedenutded in a distributed ledger platform
environment for purposes of conducting hotel openat In this example, block entry 701
may comprise an order, reservation, or spontanporhase request by a guest for use of a
hotel room or related goods and services in thelhdih some embodiments, a token may
alternatively or instead comprise one or more ofoader, reservation, or spontaneous

purchase request by a guest for use of a hotel marlated goods or services in the hotel.

[00132] Data platform 710 represents any computing systersystems capable of
hosting a blockchain application, of which contolR800 in Figure 28 is representative.
Data platform 710 provides a secure distributedéedystem for recording hotel transactions
and room availability statuses into the blockchaibgta platform 710 may be implemented
across a multitude of distributed network nodesctvimay be accessed by a variety of users,
such as tax auditors, financial institutions, regaily authorities, guests and other hotel
customers, hotel employees, hotel owners, hotekt@asd management and staff, marketing
companies, advertisers and the like.

[00133] Data platform 710 can also include servers 720-728tvers 720-722 may be
representative of any computing system or systeitiswhich the distributed network nodes
may communicate. Examples include other devicesnfacorresponding applications or
services installed thereon, such that an operaitseg of a user device may be able to transfer
a transaction to be added to a blockchain andiluiséd amongst the network nodes of the
distributed network. Examples include media sexyvereb servers, and other types of end-
points that may transmit transaction data to oeikectransaction data from user devices and
network nodes using communication protocols inelgdor example, and without limitation,
5G, WIFI, NFC, miracast, among others. Hotel ro&sy card readers, loyalty card
receivers, and other useful devices and subsysichgling sensors and access control or
payment processing devices and systems may autathatransfer transaction- or business
operational data to the network nodes, as descalbede with reference to Figure 3. In
some embodiments, data platform 710 can dynamiaalgct which servers 720-722 are
authorized to store the data. For example, conegami governments may have geographical

restrictions, encryption standards, network segwtandards, or other restrictions on the
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server nodes on which the blockchain is storedta pkatform 710 can therefore manage the
logistics of dynamically selected servers basedthmse restrictions. For example, if a
particular server is deemed to be under attack amkdd, then data platform 710 can
dynamically remove that server from the blockchagtwork and consider adding one or
more additional servers if needed. As such, eaamep of the data can set selection criteria
for where the data should be stored, and the mimmili standards needed for that server
group.

[00134] Block diagram 700 further includes blockchains 732~ Blockchains 730-
732 can contain a continuously growing list of meisp called blocks, which are linked and
secured using cryptography. Each of the blockackrhains 730-732 contains a timestamp
and a hash. The hash includes both a cryptogramémst of the current block and a
cryptographic hash of the previous block in thecktthain. Each block also contains data
associated with a block entry. In this examplenage, each portion of data (Room, Guest,
and Rate) have been separately recorded into erdliff block and in a separate blockchain
730-732.

[00135] Additionally, each of blockchains 730-732 is asated with a separate access
level. For example, blockchain 730 is a publicesscblockchain which allows any user
interacting with the distributed ledger to view thlecks and data portions stored within each
block. A public user may be any user interestedewing hotel rooms in one or more hotels
that are available for the transaction in blockoh&0 and no privacy exists for this portion
of data. Conversely, blockchain 731 is a privdtekchain which data portions may only be
accessed and viewed by authorized users, suchtasah company personnel. In this
example scenario, Guest has been separately sinrebckchain 731 and is private from all
users interacting in the blockchain network exdbpse with exclusive access to the data,
such as managers within a company initiating trendaction. Blockchain 732 is a
permissive blockchain meaning that a limited setpafties may view the data portions
recorded in the block but not all users. Rateli®een stored within blockchain 732 and may

be view by parties who are allowed access to the dach as auditors or controllers.

[00136] Record 702 is illustrative of what a user may vighen requesting to view the
transaction data stored in block entry 701. Red@®2 may contain all or none of the data
portions originally entered in block entry 701 aisdgenerated based on the authorization

provided by the requesting user and access lechl gartion of data is associated with.
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[00137] Figure 8 illustrates a flow diagram in an implenadioin to generate a

customized view of restricted transactions recorded a blockchain for hotel business
operations and guest usage. Some or all of tips stieview customization process 800 may
be implemented in program instructions in the cxinté a component or components of the

application used to carry out the customized vieattre.

[00138] In operation, data platform 710 receives block yert®1 which is to be
maintained in blocks of blockchains 730-732 (stéf)8 Block entry 701 is requested by a
user from a user device in the distributed netwafrkhodes and contains the data portions.
Data platform 710 then authorizes the entry (engners validate the hash in the block) (step
802). If the block is not validated, the transaat{block entry 701) is rejected (step 803).
However, if the block is accepted, each of theipost of data is evaluated for an access level
and added to a block in each of blockchains 730b&32d on the identified access level (step
804).

[00139] In a next operation, data platform 710 receivescuest to view one or more
data portions of a block entry wherein the requestprises an access code associated with
at least one access level (step 805). The acamts may be associated with a public,
permissive, or private access level. Data platf@d@ then evaluates the access code in the
request with each of blockchains 730-732 maintgimach of the separate block records for
each of the data portions (step 806). If the accesde associated with the requesting user is
determined to be public, a customized view (e.gcord 702) will be generated for the
requesting user indicating only Room from blockrgi01 (step 807). If the access code
associated with the requesting user is determiodx tpermissive, a customized view will be
generated for the requesting user indicating RondhRate from block entry 701 (step 808).
If the access code associated with the requests®y is determined to be private, a
customized view will be generated for the requestiser indicating all portions of the data
from block entry 701 (i.e., Room, Guest, and R@&®p 809).

[00140] In some embodiments, block entry 701 further ree@dditional data related
to the hotel room transaction such as locationsnfrwhere the customer initiated the
transaction and the involved hotel building, tinmel @ate stamps for transactions and guest(s)
and/or their vehicle(s) entering and exiting hoaeld photos and/or videos of guest(s) and or
their vehicle(s) entering, exiting, and moving abthe hotel. In an example, in addition to
being stored in block entry 701, such imaging maglude live streaming to a security

monitoring station positioned at or remote from bmgel building. Additionally, or instead,
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cameras may monitor motion of guest(s) and/or thehicle(s) in and around hotel as a
security measure and store these data in bloclky ittt and/or elsewhere as a security
measure for the benefit of guests and hotel stafmbers. These imaging systems for
security purposes may be integrated in or co-powtl with devices such as room key
readers and entry and exit ways of parking, patie$s, casino, and other facilities of the
hotel. For example, a motion monitoring and imggsecurity protocol may be initiated in

cases where a person other than a registered giiesipts to gain entry to a guest room or

other area of hotel that is intended for use onlydgistered hotel guests.

[00141] Figure 9 illustrates block diagram 900 in an impdetation of an enhanced
application to generate a customized view of ret&ldi transactions recorded into a
blockchain for autonomous vehicle fleet businesgrajons and transactions including
payment processing. Block diagram 900 includegntory block entry 901, data platform
910, servers 920-922, blockchains 930-932, andae2@?.

[00142] Block entry 901 is representative of any data tmanen that will be
permanently recorded into the blockchain, suchhase data received and recorded from
passengers requesting a ride, connected devicemamoous vehicle fleet managers and
staff, and external sources (e.g., GPS transceikens fobs, loyalty cards, and the like).
Block entry 901 is subsequently processed by miartsadded to a block at the end of the
blockchain by data platform 910. Block entry 9@ittier comprises portions of data which
have been represented herein by Vehicle ID, Passeagd Ride Price or Rate. Vehicle ID
maintains the inventory, and availability status,aatonomous vehicles in a geographical
area. Passenger includes data relating to thdifides of the passenger under whose name
an identified autonomous vehicle is requested,gaieith their account- and payment-related
data. In some embodiments, Passenger furtherdeslwata to identify the requested
destination of the passenger. Rate includes dpéxifging the cost of utilizing the
autonomous vehicle by the passenger. In some ambats, the rate to be charged is based
on the mileage from a current location of passetméne requested destination. It should be
noted that while each of the data portions is egreed separately, the portions of data are
part of one transaction represented by block 9. Block entry 901 may comprise any
transaction or contract which has been executedenutded in a distributed ledger platform
environment for purposes of conducting autonomoahkicle fleet operations. In this
example, block entry 901 may comprise an ordeervasion, or spontaneous ride hailing

request by a passenger for use of an autonomouklevebr related services of the
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autonomous vehicle fleet operator. In some embedis) a token may alternatively or
instead comprise one or more of an order, resemvatir spontaneous ride hailing request by
a passenger for use of an autonomous vehicle atetekervices of the autonomous vehicle

fleet operator.

[00143] Data platform 910 represents any computing systersystems capable of
hosting a blockchain application, of which conol2800 in Figure 28 is representative.
Data platform 910 provides a secure distributedydedsystem for recording autonomous
vehicle fleet transactions along with autonomousiale locations and availability statuses
into the blockchains. Data platform 910 may be lemgented across a multitude of
distributed network nodes which may be accessed \mriety of users, such as tax auditors,
financial institutions, regulatory authorities, pasgers and other autonomous vehicle fleet
customers or service providers, fleet employeest thwners, fleet auditors, management and

staff, marketing companies, advertisers and tree lik

[00144] Data platform 910 can also include servers 920-92@rvers 920-922 may be
representative of any computing system or systeitiswhich the distributed network nodes
may communicate. Examples include other devicesnfacorresponding applications or
services installed thereon, such that an operatseg of a user device may be able to transfer
a transaction to be added to a blockchain andilaiséd amongst the network nodes of the
distributed network. Examples include media sexyvereb servers, and other types of end-
points that may transmit transaction data to oeikectransaction data from user devices and
network nodes using communication protocols inelgdor example, and without limitation,
5G, WIFI, NFC, miracast, among others. Vehicle kalys, key card readers, loyalty card
receivers, and other useful devices and subsysiechgling locational (e.g., GPS) sensors
and access control or payment processing devicgéssystems may automatically transfer
transaction- or business operational data to thevartk nodes, as described above with
reference to Figure 3.

[00145] In some embodiments, data platform 910 can dyndiyisalect which servers
920-922 are authorized to store the data. For plgmompanies or governments may have
geographical restrictions, encryption standardstwokk security standards, or other
restrictions on the server nodes on which the ldoaln is stored. Data platform 910 can
therefore manage the logistics of dynamically detkservers based on these restrictions.

For example, if a particular server is deemed taorder attack or hacked, then data platform
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910 can dynamically remove that server from theckdbain network and consider adding
one or more additional servers if needed. As saahh owner of the data can set selection
criteria for where the data should be stored, @&edminimum IT standards needed for that

server group.

[00146] Block diagram 900 further includes blockchains 932~ Blockchains 930-
932 can contain a continuously growing list of meisy called blocks, which are linked and
secured using cryptography. Each of the blockagkrhains 930-932 contains a timestamp
and a hash. The hash includes both a cryptogramémst of the current block and a
cryptographic hash of the previous block in theckhthain. Each block also contains data
associated with a block entry. In this examplenade, each portion of data (Vehicle,
Passenger, and Rate) have been separately redatdeal different block and in a separate
blockchain 930-932.

[00147] Additionally, each of blockchains 930-932 is asataml with a separate access
level. For example, blockchain 930 is a publicesscblockchain which allows any user
interacting with the distributed ledger to view thlecks and data portions stored within each
block. For instance, a public user may be any uerested in viewing current locations of
autonomous vehicles in the fleet currently avadafdr ride hailing, along with any use
restrictions particular vehicles may have at anynfpn time, that are available for the
transaction in blockchain 930 and no privacy existsthis portion of data. Conversely,
blockchain 931 is a private blockchain which datetipns may only be accessed and viewed
by authorized users, such as internal company peeto In this example scenario, Passenger
has been separately stored on blockchain 931 apdvate from all users interacting in the
blockchain network except those with exclusive asde the data, such as managers within a
company initiating the transaction. Blockchain 982 permissive blockchain meaning that
a limited set of parties may view the data portioesorded in the block but not all users.
Rate has been stored within blockchain 932 and beayiew by parties who are allowed

access to the data, such as auditors or controllers

[00148] Record 902 is illustrative of what a user may vighen requesting to view the
transaction data stored in block entry 901. Re@&&2 may contain all or none of the data
portions originally entered in block entry 901 asdgenerated based on the authorization

provided by the requesting user and access lechl gartion of data is associated with.

47



10

15

20

25

30

[00149] Figure 10 illustrates a flow diagram in an implenagion to generate a

customized view of restricted transactions recondéma blockchain for autonomous vehicle
fleet business operations and guest usage. Sorak oi the steps of view customization
process 1000 may be implemented in program ingbnetin the context of a component or

components of the application used to carry outtistomized view feature.

[00150] In operation, data platform 910 receives block yri@l which is to be
maintained in blocks of blockchains 930-932 (stép1). Block entry 901 is requested by a
user from a user device in the distributed netwafrkhodes and contains the data portions.
Data platform 910 then authorizes the entry (engners validate the hash in the block) (step
1002). If the block is not validated, the trangactiblock entry 901) is rejected (step 1003).
However, if the block is accepted, each of theipost of data is evaluated for an access level
and added to a block in each of blockchains 930#3&2d on the identified access level (step
1004).

[00151] In a next operation, data platform 910 receivescuest to view one or more
data portions of a block entry wherein the requestprises an access code associated with
at least one access level (step 1005). The aamEks may be associated with a public,
permissive, or private access level. Data platféd@ then evaluates the access code in the
request with each of blockchains 930-932 maintgimach of the separate block records for
each of the data portions (step 1006). If the s&cede associated with the requesting user is
determined to be public, a customized view (e.gcord 902) will be generated for the
requesting user indicating only Vehicle from blaakry 901 (step 1007). If the access code
associated with the requesting user is determiodx tpermissive, a customized view will be
generated for the requesting user indicating Vehatd Rate from block entry 901 (step
1008). If the access code associated with theestng user is determined to be private, a
customized view will be generated for the requestiser indicating all portions of the data
from block entry 901 (i.e., Vehicle, Passenger, Rate) (step 1009).

[00152] In some embodiments, block entry 901 further ree@dditional data related
to the autonomous vehicle fleet transaction sucHoeations from where the passenger
initiated the transaction and the involved vehitiiee and date stamps for transactions and
passenger(s) and/or their assigned vehicle ID(®rieg and exiting the respective vehicle,
and photos and/or videos of passenger(s) enteexigng, and being transported by the
assigned autonomous vehicle. In an example, iitiaddo being stored in block entry 901,

such imaging may include live streaming to a séguronitoring station positioned at or
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remote from a building or facility of the autononsovehicle fleet. Additionally, or instead,
cameras may monitor motion of the autonomous vesichrrying passengers en-route to
their destinations as a security measure and st@mee data in block entry 901 and/or
elsewhere as a security measure for the benghiagdgengers and fleet staff members. These
iImaging systems for security purposes may be usefihle case of vehicle accidents or other
incidents that involve the passengers or the aedigntonomous vehicles. In such cases, the
customized view may be provided to police or ineaeacompany investigators to provide

useful data for resolving post-incident issues.

[00153] Figure 11 illustrates block diagram 1100 in an empéntation of an enhanced
application to generate a customized view of ret&ldi transactions recorded into a
blockchain. Block diagram 1100 includes inventblgck entry 1101, data platform 1110,
servers 1120-1122, blockchains 1130-1132, and dett®?2.

[00154] Block entry 1101 is representative of any data daation that will be
permanently recorded into the blockchain. Blockyend101 is subsequently processed by
miners and added to a block at the end of the bluak by data platform 1110. Block entry
1101 further comprises portions of data which hbeen represented herein by Product,
Buyer, and Price. It should be noted that whileheaf the data portions is represented
separately, the portions of data are part of oaestction represented by block entry 1101.
Block entry 1101 may comprise any transaction ortramt which has been executed and
recorded in a distributed ledger platform environteln this example, block entry 1101

may comprise a purchase order for inventory.

[00155] Data platform 1110 represents any computing sysiersystems capable of
hosting a blockchain application, of which contolR800 in Figure 28 is representative.
Data platform 1110 provides a secure distributetfjée system for recording transactions
into the blockchains. Data platform 1110 may beplemented across a multitude of
distributed network nodes which may be accessed \mriety of users, such as tax auditors,
financial institutions, gaming regulation commigeeustomers, company employees, and the
like.

[00156] Data platform 1110 can also include servers 112ZZR11Servers 1120-1122
may be representative of any computing system etesys with which the distributed
network nodes may communicate. Examples inclutherodevices having corresponding

applications or services installed thereon, suah dn operating user of a user device may be
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able to transfer a transaction to be added to éblain and distributed amongst the network
nodes of the distributed network. Examples inclotedlia servers, web servers, and other
types of end-points that may transmit transactiata do or receive transaction data from user
devices and network nodes. In some embodimenta, mlatform can dynamically select
which servers 1120-1122 are authorized to storeddt@. For example, companies or
governments may have geographical restrictionsyyption standards, network security
standards, or other restrictions on the server sietlewhich the blockchain is stored. Data
platform 1110 can therefore manage the logisticdyofamically selected servers based on
these restrictions. For example, if a particuEawer is deemed to be under attack or hacked,
then data platform 1110 can dynamically remove Hemver from the blockchain network
and consider adding one or more additional senfareeded. As such, each owner of the
data can set selection criteria for where the ddauld be stored and the minimum IT

standards needed for that server group.

[00157] Block diagram 1100 further includes blockchains @-1332. Blockchains
1130-1132 can contain a continuously growing Ilfstegords, called blocks, which are linked
and secured using cryptography. Each of the blocklockchains 1130-1132 contains a
timestamp and a hash. The hash includes bothpsognaphic hash of the current block and
a cryptographic hash of the previous block in tleekchain. Each block also contains data
associated with a block entry. In this examplenace, each portion of data (Product, Buyer,
and Price) have been separately recorded intoferetit block and in a separate blockchain
1130-1132.

[00158] Additionally, each of blockchains 1130-1132 is assted with a separate
access level. For example, blockchain 1130 iskdipaccess blockchain which allows any
user interacting with the distributed ledger towithe blocks and data portions stored within
each block. A public user may be any user intetesh viewing the transaction in
blockchain 1130 and no privacy exists for this portof data. Conversely, blockchain 1131
is a private blockchain which data portions mayydré accessed and viewed by authorized
users, such as internal company personnel. In ¢k@nple scenario, Buyer has been
separately stored on blockchain 1131 and is priveden all users interacting in the
blockchain network except those with exclusive asde the data, such as managers within a
company initiating the transaction. Blockchain 218a permissive blockchain meaning that

a limited set of parties may view the data portioesorded in the block but not all users.
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Price has been stored within blockchain 1132 anyl beaview by parties who are allowed
access to the data, such as auditors or controllers

[00159] Record 1102 is illustrative of what a user may vishen requesting to view

the transaction data stored in from block entryll1Record 1102 may contain all or none of
the data portions originally entered in block entr{01 and is generated based on the
authorization provided by the requesting user aocess level each portion of data is

associated with.

[00160] Figure 12 illustrates a flow diagram in an impletation to generate a

customized view of restricted transactions recoriid a blockchain. Some or all of the
steps of view customization process 1200 may béeim@nted in program instructions in the
context of a component or components of the appdicaused to carry out the customized

view feature.

[00161] In operation, data platform 1110 receives blockyerdtl01 which is to be

maintained in blocks of blockchains 1130-1132 (skt2p1). Block entry 1101 is requested
by a user from a user device in the distributedvost of nodes and contains the data
portions. Data platform 1110 then authorizes thieye(e.g., miners validate the hash in the
block) (step 1202). If the block is not validatélak transaction (block entry 1101) is rejected
(step 1203). However, if the block is accepteaheaf the portions of data is evaluated for
an access level and added to a block in each oktihains 1130-1132 based on the identified

access level (step 1204).

[00162] In a next operation, data platform 1110 receivesqaest to view one or more
data portions of a block entry wherein the reqeeshprises an access code associated with
at least one access level (step 1205). The aamEks may be associated with a public,
permissive, or private access level. Data platfa@frhO then evaluates the access code in the
request with each of blockchains 1130-1132 maimtgieach of the separate block records
for each of the data portions (step 1206). If dloeess code associated with the requesting
user is determined to be public, a customized \(ew., record 1102) will be generated for
the requesting user indicating only Product fromcklentry 1101 (step 1207). If the access
code associated with the requesting user is datedrio be permissive, a customized view
will be generated for the requesting user indigainoduct and Price from block entry 1101

(step 1208). If the access code associated wahreéljuesting user is determined to be
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private, a customized view will be generated f@& tbquesting user indicating all portions of
the data from block entry 1101 (i.e., Product, Buged Price) (step 1209).

[00163] Another implementation for flow diagram 1200 may ibethe context of a

gambling validation process. For example, a utmimg a bet on a large threshold win may
require approval from casino managers. In thigrgta scenario, access to the user’s data in
a blockchain may be required when a payout of #tedocurs to ensure that the bet was

approved for the user by the casino manager.

[00164] Figure 13 illustrates a block diagram in an alteugaimplementation of an
enhanced application to generate a customized efaestricted transactions recorded into a
blockchain. Block diagram 1300 includes gaminglidetk entry 1301, data platform 1310,
servers 1320-1322, blockchain 1330, access platt@40, and record 1302.

[00165] Block entry 1301 is representative of any data daation that will be
permanently recorded into the blockchain. Blockyend301 is subsequently processed by
miners and added to a block at the end of the blaak by data platform 1310. Block entry
1301 further comprises portions of data which h&een represented herein by a Bet
Amount, Credit Card Number, and Age. It shouldrnmed that while each of the data
portions is represented separately, the portiordatd are part of one transaction represented
by block entry 1301. Block entry 1301 may comp@as®y transaction or contract which has
been executed and recorded in a distributed leplgéiorm environment. However, in this
example, block entry 1301 comprises a gambling ieshould also be noted that although
requesting users, such as a third-party observerisvhot a direct participant of the bet, may
be able to view some data of blockchain 1330, @essccode may be required to view block

entry 1301. The access code may be in the foranbddmetric validation.

[00166] Data platform 1310 represents any computing sysiersystems capable of
hosting a blockchain application, of which conol2800 in Figure 28 is representative.
Data platform 1310 provides a secure distributetfjée system for recording transactions
into the blockchains. Data platform 1310 may beplemented across a multitude of
distributed network nodes which may be accessed bgriety of users, such as auditors,
financial institutions, gaming regulation commigeeustomers, company employees, and the
like.

[00167] Data platform 1310 also includes servers 1320-132@rvers 1320-1322 may

be representative of any computing system or systeith which the distributed network
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nodes may communicate. Examples include othercds\iaving corresponding applications

or services installed thereon, such that an operaiser of a user device may be able to
transfer a transaction to be added to a blockchathdistributed amongst the network nodes
of the distributed network. Examples include mesavers, web servers, and other types of
end-points that may transmit transaction data teeceive transaction data from user devices

and network nodes.

[00168] Block diagram 1300 further includes blockchain 133®lockchain 1330
contains a continuously growing list of recorddjezhblocks, which are linked and secured
using cryptography. Each of the block in blockch&830 contains a timestamp and a hash.
The hash includes both a cryptographic hash ottineent block and a cryptographic hash of
the previous block in the blockchain. Each blotdoaontains data associated with a block
entry. In this example scenario, each portionathdBet Amount, Credit Card Number, and

Age) have been recorded into blockchain 1330 wek@arate encryption code.

[00169] Additionally, each of the encryption codes assedatith each of the data
portions in blockchain 1330 is associated with pasate access level. For example, Bet
Amount is associate with a public access encryptmste which allows any user interacting
with the distributed ledger to view the portiondafta in the block. A public user may be any
user interested in viewing the Bet Amount and negmy exists for this portion of data.
Conversely, Credit Card Number is associated wittrigate encryption code which may
only be accessed and viewed by authorized usesis,agithe internal accounting department.
Age is associated with a permissive encryption cgtdeh may be view by a limited set of
parties but not all users. For example, Age maydupiired to be view by the gaming
committee to ensure that all players are of a legal to place the gambling bet. However,

other players or observers of the bets may nobleeta view the age of each player.

[00170] Access platform 1340 represents any computing systesystems capable of
validating user request to access blockchain etdtg, of which controller 2800 in Figure 28
is representative. Access platform 1340 provides@ire encryption mediator between the
portions of data recorded in blockchain 1330 anel generation of record 1302 for a
requesting user. Access platform 1340 may be im@fged across a multitude of distributed
network nodes which may be accessed by a varietisefs, such as tax auditors, financial
institutions, gaming regulation committees, custaneompany employees, and the like.
Record 1302 is illustrative of what a user may viglen requesting to view the transaction

data stored in from block entry 1301. Record 18&@y contain all or none of the data
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portions originally entered in block entry 1301 asdyenerated based on the authorization
provided by the requesting user and access lechl gartion of data is associated with.

[00171] Figure 14 illustrates a flow diagram in an implena¢ion to generate a

customized view of restricted transactions recoriitd a blockchain. Some or all of the
steps of view customization process 1400 may béeim@nted in program instructions in the
context of a component or components of the applicaused to carry out the customized

view feature.

[00172] In operation, data platform 1310 receives blockyeri301 which is to be

maintained in blocks of blockchain 1330 (step 140BJock entry 1301 is requested by a
user from a user device in the distributed netwafrkhodes and contains the data portions.
Data platform 1310 then authorizes the entry (ergners validate the hash in the block)
(step 1402). If the block is not validated, thenaction (block entry 1301) is rejected (step
1403). However, if the block is accepted, eachhefportions of data are evaluated for an
access level and added to blockchain 1330 (steg)1a16ng with an encryption code based

on the identified access level (step 1405).

[00173] In a next operation, access platform 1340 receavesquest to view one or
more data portions of a block entry wherein theuestj comprises an encryption code
associated with at least one access level (step)14lhe encryption code may be associated
with a public, permissive, or private access levAtcess platform 1340 then evaluates the
encryption code in the request with each of theigorof data in blockchain 1330 (step
1407). If the encryption code associated withrégpiesting user is determined to be public,
a customized view (e.g., record 1302) will be getext for the requesting user indicating
only Bet Amount from block entry 1301 (step 1408)the encryption code associated with
the requesting user is determined to be permisaiveistomized view will be generated for
the requesting user indicating Bet Amount and Agenfblock entry 1301 (step 1409). If the
encryption code associated with the requesting isséetermined to be private, a customized
view will be generated for the requesting userdating all portions of the data from block
entry 1301 (i.e., Bet Amount, Credit Card Numbeid &ge) (step 1410).

[00174] Figure 15 illustrates a block diagram in an altéweaimplementation of an
enhanced application to generate a customized efaestricted transactions recorded into a
blockchain. Block diagram 1500 includes monetaapdfer block entry 1501, data platform
1500, servers 1520-1522, blockchain 1530, accesfoph 1540, and record 1502.
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[00175] Block entry 1501 is representative of any data dsation that will be
permanently recorded into the blockchain. Blockyend501 is subsequently processed by
miners and added to a block at the end of the bluak by data platform 1510. Block entry
1501 further comprises portions of data which Hasen represented herein by Parties to the
Transaction, Bank Account Number, and Availabled=unit should be noted that while each
of the data portions is represented separatelypdinigons of data are part of one transaction
represented by block entry 1501. Block entry 1By comprise any transaction or contract
which has been executed and recorded in a distdblgedger platform environment.
However, in this example, block entry 1501 comisebanking transaction transferring
money from one user’s bank account to another sibank account.

[00176] Data platform 1510 represents any computing sysiersystems capable of
hosting a blockchain application, of which contolR800 in Figure 28 is representative.
Data platform 1510 provides a secure distributetfjée system for recording transactions
into the blockchains. Data platform 1510 may beplemented across a multitude of
distributed network nodes which may be accessea \riety of users, such as tax auditors,
financial institutions, gaming regulation commigeeustomers, company employees, and the
like.

[00177] Data platform 1510 also includes servers 1520-153@rvers 1520-1522 may

be representative of any computing system or systeith which the distributed network

nodes may communicate. Examples include othercds\iaving corresponding applications
or services installed thereon, such that an operaiser of a user device may be able to
transfer a transaction to be added to a blockchathdistributed amongst the network nodes
of the distributed network. Examples include mesiavers, web servers, and other types of
end-points that may transmit transaction data teeoeive transaction data from user devices

and network nodes.

[00178] Block diagram 1500 further includes blockchain 153®lockchain 1530
contains a continuously growing list of recorddjezhblocks, which are linked and secured
using cryptography. Each of the block in blockcha&B80 contains a timestamp and a hash.
The hash includes both a cryptographic hash ottineent block and a cryptographic hash of
the previous block in the blockchain. Each blotdoaontains data associated with a block
entry. In this example scenario, each portion afad(Parties, Account Number, and

Available Funds) have been recorded into blockch&B0 with a separate access level flag.
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[00179] Additionally, each of the access level flags assted with each of the data
portions in blockchain 1530 is associated with pasate access level. For example, Parties
is associated with a public access flag which al@amwy user interacting with the distributed
ledger to view the portion of data in the block. pdblic user may be any user interested in
viewing the Parties to the Transaction and no psivaxists for this portion of data.
Conversely, Account Number is associated with agbei access flag which may only be
accessed and viewed by authorized users, sucheasrahsferring bank for each party.
Available Funds is associated with a permissivees&dlag which may be view by a limited
set of parties but not all users. For example,ilabée Funds may be required to be view by
receiving bank to ensure that funds are availabléhé transferring account to complete the

monetary transaction.

[00180] Access platform 1540 represents any computing systesystems capable of
validating user request to access blockchain etdtg, of which controller 2800 in Figure 28
is representative. Access platform 1540 providesaure access flag mediator between the
portions of data recorded in blockchain 1530 anel generation of record 1502 for a
requesting user. Access platform 1540 may be im@hed across a multitude of distributed
network nodes which may be accessed by a varietisefs, such as tax auditors, financial
institutions, gaming regulation committees, custaneompany employees, and the like.
Record 1502 is illustrative of what a user may vighen requesting to view the transaction
data stored in from block entry 1501. Record 15@2y contain all or none of the data
portions originally entered in block entry 1501 asdyenerated based on the authorization
provided by the requesting user and access lechl gartion of data is associated with.

[00181] Figure 16 illustrates a flow diagram in an impletadion to generate a

customized view of restricted transactions recoriitd a blockchain. Some or all of the
steps of view customization process 1600 may béeim@nted in program instructions in the
context of a component or components of the applicaused to carry out the customized

view feature.

[00182] In operation, data platform 1510 receives blockyerdtb01 which is to be

maintained in blocks of blockchain 1530 (step 160BJock entry 1501 is requested by a
user from a user device in the distributed netwafrkhodes and contains the data portions.
Data platform 1510 then authorizes the entry (ergners validate the hash in the block)
(step 1602). If the block is not validated, thenaction (block entry 1501) is rejected (step

1603). However, if the block is accepted, eachhefportions of data are evaluated for an
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access level and added to blockchain 1530 (step)X80ng with an access flag based on the

identified access level (step 1605).

[00183] In a next operation, access platform 1540 receaveésquest to view one or
more data portions of a block entry wherein theuestj comprises an access code associated
with at least one access level (step 1606). Thessccode may be associated with a public,
permissive, or private access level. Access piatfd540 then evaluates the access code in
the request with each of the portion of data inckbdhain 1530 (step 1607). If the access
code associated with the requesting user is datedrtio be public, a customized view (e.g.,
record 1502) will be generated for the requestisgrundicating only Parties from block
entry 1501 (step 1608). If the access code agsdcwaith the requesting user is determined
to be permissive, a customized view will be germegtdior the requesting user indicating
Parties and Available Funds from block entry 156t 1609). If the access code associated
with the requesting user is determined to be peivatcustomized view will be generated for
the requesting user indicating all portions of taa from block entry 1501 (i.e., Parties,
Account Number, and Available Funds) (step 1610).

[00184] Figure 17 Iillustrates an exemplary operational igecture 1700 in an
implementation of a financial auditing scenariogEnerate a customized view of restricted
transactions recorded into a blockchain. In opematuser 1710 transfers paycheck 1730 to
user 1720 in exchange for services. A record efttansaction is transferred from user 1710
to database 1740 indicating the name of the seandethe expense cost. The record is then
maintained in blockchain 1760 via server 1750shibuld be noted that in this scenario, the
transaction is also recorded on the receiving emduser 1720 where a record of the
transaction indicating a profit and the servic&ramsferred to database 1742 and maintained
in blockchain 1760 via server 1750.

[00185] In a next operation, government tax auditor 17 tuests to view the profit
recorded for user 1720. User 1770 may not be autitbto view the service recorded in the
record or the expense from user 1710. Server iT®Preceive the request and process an
access code indicating that, at this point in tioier 1770 is only authorized to view the
profit for user 1720. A customized view of the oet is then generated for user 1770 by
server 1750 indicating only the profit for user @72Although user 1770 is unable to see the
full record of the transaction, user 1770 is aldetrust that the portion of the record

indicating the profit of user 1720 is valid sintéas been maintained in blockchain 1760.
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[00186] Figure 18 illustrates an alternative operationathdaecture 1800 in an
implementation of a parking customer account aadsaction tracking scenario to generate a
customized view of restricted transactions recotidemla blockchain. In operation, user 1810
logged in to their account on a smartphone apjpdicasubmits an inquiry 1830 about
whether spaces are available to park a vehicle 182@e parking facility 400 of Figure 4.
User 1810 enters their estimated time of arrivahatparking facility 400 entrance 402 and
the estimated amount of time they will need to piwéir vehicle 1820. According to the
customer’s account data, for example, the apptinatissociates the vehicle 1820 with the
license plate number. A record of the estimatatetin and time out and the license plate
number of vehicle 1820 is transferred from user(0l8d database 1840 indicating the
predicted duration for the parking transaction.e Tacord is then maintained in blockchain
1860 via server 1850. It should be noted thahis $cenario, the arrival time transaction for
the vehicle 1820 is also recorded on the receiend by user 1880 where a record of the
transaction indicating the estimate and the acualal time of vehicle 1820 is transferred to
database 1842 and maintained in blockchain 186Gefi@er 1850. In some embodiments,
where the actual vehicle 1820 arrival time occiier ahe estimated vehicle 1820 arrival time
by a predetermined threshold amount of time (&.gninutes), user 1810 must reinitiate the
inquiry in order to be assigned any available payldpace in the parking facility 400.

[00187] In a next operation, another parking customer, eser 1870 requests to view
the departure time and arrival time for the vehi820 parked in a space preferred by user
1870. User 1870 may not be authorized to viewlitense plate number for the vehicle
1820. Server 1850 may receive the request aneggsa@mn access code indicating that at this
point in time, user 1870 is only authorized to vigwe predicted duration and available spaces
recorded for vehicle 1820 and parking facility 40€spectively. A customized view of the
record is then generated for user 1870 by servB0 ii&dicating only the predicted duration
and the available spaces.

[00188] Figure 19 Iillustrates an alternative operationathaecture 1900 in an
implementation of a hotel guest account and trdmsadracking scenario to generate a
customized view of restricted transactions recoroiéd a blockchain. In operation, guest
1910 logged in to their account on a smartphondicgtion submits an inquiry 1930 about
whether rooms are available for a stay at hoteD19Guest 1910 enters their desired check-
in date at the hotel 1920 and the number of nighéy will need to stay at hotel 1920.
According to the customer’s account data, for edamihe application associates the stay
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length data with the name of the guest making nygii®30. A record of the check-in time
and number of nights of the stay at hotel 1920asdferred from guest 1910 to database
1940. The record is then maintained in blockcl#60 via server 1950. It should be noted
that in this scenario, the check-in time transactmr the hotel 1920 is also recorded on the
receiving end by user 1980 where a record of thestaction indicating the estimate and the
actual arrival time of guest 1910 at hotel 1926vassferred to database 1942 and maintained
in blockchain 1960 via server 1950. In some embedis, where the actual hotel 1920
check-in time occurs after the estimated hotel 182@al time by a predetermined threshold
amount of time (e.g., 18 hours), guest 1910 musitise the inquiry 1930 in order to be
assigned any available hotel rooms in the hote0192

[00189] In a next operation, another hotel 1920 customer, guest 1970, requests to
view the departure date and time for the hotel 1@20n presently occupied by guest 1910,
but preferred by guest 1970. Guest 1970 may naubieorized to view the name of guest
1910. Server 1950 may receive the request anéggsa@n access code indicating that, at this
point in time, guest 1970 is only authorized towitne predicted check-out date and time,
along with other available rooms at hotel 1920. customized view of the record is then
generated for guest 1970 by server 1950 indicatirlg these data, but not the name of guest
1910.Figure 20 illustrates an alternative operati@richitecture 2000 in an implementation
of an autonomous vehicle fleet passenger accoudttamsaction tracking scenario to
generate a customized view of restricted transasticecorded into a blockchain. In
operation, passenger 2010 logged in to their adoomim smartphone application submits an
inquiry 2030 about whether an autonomous vehic20268 available from fleet 2032 for a
ride at a certain time and to a desired destinatPassenger 2010 enters their desired pick up
date and time at a specified location that is sktye an autonomous vehicle fleet 2032,
along with their requested ride destination. Adaug to the customer’s account data, for
example, the application associates the ride reégakged data with the name of the
passenger making inquiry 2030. A record of thiderrequest data is transferred from
passenger 2010 to database 2040. The record nsntlantained in blockchain 2060 via
server 2050. It should be noted that in this saenthe ride request data for the autonomous
vehicle 2020 is also recorded on the fleet 2038ivang end by user 2080, where a record of
the transaction indicating the requested vehicl@02Qpick up time and location, and
passenger 2010 destination is transferred to de¢a®@42 and maintained in blockchain 2060

via server 2050. In some embodiments, where tesguager 2010 is not present at the pre-

59



10

15

20

25

30

arranged pick up location and a predetermined gesfdime elapses (e.g., 10 minutes after
the pre-arranged pick up time), passenger 2010 raumstiate the inquiry 2030 in order to be

assigned any available autonomous vehicles 2020 flieet 2032.

[00190] In a next operation, another fleet 2032 customer, passenger 2070, requests
to view the time and date when the autonomous 1&l#020 presently in the service of
passenger 2010, but preferred by passenger 20ftenavailable again for hire. Passenger
2070 may not be authorized to view the name ofgrags 2010. Server 2050 may receive
the request and process an access code indich#ihat this point in time, passenger 2070 is
only authorized to view the predicted vehicle 2GR@ilability date and time, along with
other available vehicles of fleet 2032. A custaediziew of the record is then generated for
passenger 2070 by server 2050 indicating only thie¢a, but not the name of passenger
2010.

[00191] Figure 21 illustrates an alternative operationathaecture 2100 in an
implementation of a gaming regulation scenario énggate a customized view of restricted
transactions recorded into a blockchain. In opematuser 2110 signs sports bet 2130 with
user 2120. A record of sports bet 2130 is transfefrom the users to database 2140
indicating the predicted teams and the driver'erge number of users 2110-2120. The
record is then maintained in blockchain 2160 vivese2150. It should be noted that in this
scenario, the transaction also initiates a tranff@n sports scoring committee 2132 to
database 2142 indicating the official score of gaene. The official score of the game is
transferred to database 2142 and maintained irk&ih@in 2160 via server 2150.

[00192] In a next operation, sporting bet management ukéd nay request to see the

predicted results along with the official scoretled game from blockchain 2160. User 2170
may not be authorized to view the driver’s licensesach of users 2110-2120. Server 2150
may receive the request and process an accessnchcigting that at this point in time, user

2170 is only authorized to view the predicted resof each of users 2110-2120 and the
official score. A customized view of the recordh®n generated by server 2150 indicating
only the predicted results and the official scaredser 2170. Although user 2170 is unable
to see the full record of the transaction, uset02%#able to trust that the portion of the record
indicating that users 2110-2120 have a valid disviecense on file since this data has been

maintained in blockchain 2160.
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[00193] Figure 22 illustrates an alternative operationathaecture 2200 in an
implementation of an inventory tracking scenarigémerate a customized view of restricted
transactions recorded into a blockchain. In openatuser 2210 transfers cargo of packages
2230 to user 2220 to be delivered to various usecsjding user 2270 tracking Package A.
A record of the departure time transaction for oasfjpackages 2230 is transferred from user
2210 to database 2240 indicating the departure tmPackage A and Package B. The
record is then maintained in blockchain 2260 vivese2250. It should be noted that in this
scenario, the arrival time transaction for cargopatkages 2230 is also recorded on the
receiving end by user 2220 where a record of taestction indicating the arrival time of
Package A and Package B is transferred to dat@2sand maintained in blockchain 2260

via server 2250.

[00194] In a next operation, user tracking Package A 228@uests to view the

departure time and arrival time recorded for Paek&g User 2270 may not be authorized to
view the departure time and arrival time recordedHackage B. Server 2250 may receive
the request and process an access code indichihgat this point in time, user 2270 is only
authorized to view the departure time and arrivaktrecorded for Package A. A customized
view of the record is then generated for user 2278erver 2250 indicating only departure

time and arrival time recorded for Package A.

[00195] Referring again to Figure 18, the inventory tragkscenario of Figure 22
implements or otherwise makes use of the blockcaaththe disclosed systems and methods
in a similar fashion as the parking facility case. the latter case, the product is a parking
space in the parking facility and the inventoryrigeiracked are the numbers and locations of
available parking spaces. The blockchain may bieed according to the disclosed systems
and methods to improve the efficiencies and custagmperiences for business operations
where the timing of delivery of a product or seevis important to customers and providers
of the product or service. In the parking casesg@néed in Figure 18, for example, obtaining
the predicted duration of the customer’s parkinguest based on their anticipated time in
and time out to and from the parking facility 40tables the operator to meet their customers
needs while effectively making the most of the pagkspace inventory to maximize
revenues. In cases where an operator has moreotmarparking facility in a city, for
instance, the inventory across the facilities maydveraged to the same ends. Similarly, for
the inventory tracking scenario of Figure 22 (eagretail store operation having multiple

store locations in an area), the disclosed systrdsmethods, operators and their customers
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may have access to real time data regarding préseations and available quantities of
particular products (including while they are irartsit) and thereby enjoy heightened

convenience and increased sales flowing therefrom.

[00196] Figure 23 illustrates an exemplary customized vawestricted transaction
recorded into a blockchain. Figure 23 includes potimg system 2301 comprises one or
more devices capable of running a blockchain apptio natively or in the context of a web
browser, streaming an application, or executing agplication in any other manner.
Computing system 2301 may include various hardwatkesoftware elements in a supporting
architecture suitable for generating a customized/ \of a parking transaction record. One
such representative architecture is illustrateligure 28 with respect to controller 2800.

[00197] Computing system 2301 also includes blockchainiegipdbn component 2302
capable of maintaining a complete record of thekdbain transactions in accordance with
the processes described herein. User interfacd R@®0udes customized view 2310 which
may be produced by blockchain application compané&iger interface 2303 may display in
the customized view 2310 portions of data fromacklentry which a user is authorized to
view. The user may initially only have access tew public portions of the block entry,
such as the license plate numbers a subset ofleehparked or planning to park at the
parking facility 400.

[00198] An encryption code may then be transferred in aigstjto view permissive

portions of data. Once computing system 2301 iesrithe encryption code, permissive
portions of data may be added to customized vieh023The permissive portions of data
include the names and portrait images of each met@associate with the vehicles in the
subset. However, the parking spaces currently peduby each of the customers in the
subset may remain private and therefore, the ugeb& unable to view the parking space

data in customized view 2310.

[00199] Figure 24 illustrates an alternative exemplary austed view 2400 of
restricted transaction recorded into a blockch&igure 24 includes server node 2401 storing
a copy of blockchain 2402. Blockchain 2402 stdyexks which have been chained using
hash codes, such as blocks 2410 and 2412. Eack tdmtains transactions which may be
further broken down into portions of data. Forrapée, block 2412 stores an up-to-date,
real-time tally 2420 of parking transactions at gagking facility 400 of Figure 4. Tally

2420 includes names of each of the customers.eade plate number for each customer’s
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vehicle, a month-to-date amount of money spentfomdication of a parking subscription
plan held) by each customer on parking, and antiftemof a parking space in parking
facility 400 in which the customer’s vehicle is peatly parked. It should be noted that
additional data may also be included in block 2&l&h as month-to-date ancillary services

used, and an amount of money spent on such seatitles parking facility 400.

[00200] In a use case corresponding to the example ilkestriam Figure 24, one of the
customers in tally 2420 (e.g., Mary) is a parkiegaunt owner, and the remaining customers
shown in tally 2420 are authorized users of Maagsount. In the use case, Mary and Ed are
divorced ex-spouses and Mary is responsible foingagll of Ed’'s parking costs at the
parking facility 400 for any reason whatsoever. riMpays for her daughter Jess’s parking
costs for purposes of attending college classes theaparking facility 400. For each user
accessing restricted parking records, a check nsaikcluded to indicate which portions of
data may be viewed by each of the users (e.g., Matyand Jess). For example, Mary is
accessing the month-to-date parking transactiotottyisising mobile device 2430. In this
example scenario, Mary is authorized to view edcth® names of the authorized users (Ed
and Jess) and the usage dollar amounts since islaggponsible for paying those amounts
to the parking facility 400. Mary is also allowgudivate access to her own, and Jess’s,
license plate numbers, usage amounts and occupr&thg@ space IDs. However, according
to Mary and Ed's divorce settlement, Mary may na@ivén any ability to track Ed’'s
whereabouts. Thus, Mary does not have access '®liEednse plate number or presently
occupied parking space in parking facility 400. ¢en be seen in the customized view
displayed on mobile device 2430, Mary views auttextidata portions 2440 and is blocked

from viewing unauthorized data portions 2441.

[00201] Figure 25 illustrates an exemplary customized vawestricted transaction
recorded into a blockchain. Figure 25 includes potimg system 2501 comprises one or
more devices capable of running a blockchain appto natively or in the context of a web
browser, streaming an application, or executing agplication in any other manner.
Computing system 2501 may include various hardwatkesoftware elements in a supporting
architecture suitable for generating a customizea\of a payroll transaction record. One
such representative architecture is illustrateligure 28 with respect to controller 2800.

[00202] Computing system 2501 also includes blockchainiegipdn component 2502
capable of maintaining a complete record of thekdbain transactions in accordance with

the processes described herein. User interfacd Riludes customized view 2510 which
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may be produced by blockchain application compané&iger interface 2503 may display in
the customized view 2510 portions of data fromacklentry which a user is authorized to
view. The user may initiate initially only havecass to view public portions of the block

entry, such as the name of each employee who tiseopayroll.

[00203] An encryption code may then be transferred in aiestjto view permissive
portions of data. Once computing system 2501 resrithe encryption code, permissive
portions of data may be added to customized vieh025The permissive portions of data
include the wages and birthdates of each employedie payroll transaction. However, the
social security numbers of each of the employeeg nemain private and therefore, the user
will be unable to view the social security dataustomized view 2510.

[00204] Figure 26 illustrates an alternative exemplary @usted view of restricted
transaction recorded into a blockchain. Figurén2udes server node 2601 storing a copy of
blockchain 2602. Blockchain 2602 stores blocksciwhiave been chained using hash codes,
such as blocks 2610 and 2612. Each block contaamsactions which may be further
broken down into portions of data. For exampleckl2612 stores online poker game bet
entry 2620. Bet entry 2620 includes names of @diche players, a bet amount for each of
the players, an amount of funds each player hasablato make the bet, and a player rank
index. It should be noted that additional data rasp be included in block 2612, such as

game statistics, win/loss percentages, etc.

[00205] For each user access the bet entry, a check makligled to indicate which
portions of data may be viewed by each of the uséos example, Sue is accessing the poker
game bet entry using mobile device 2630. In tkegple scenario, Sue is authorized to view
each of the names of the players and the bet amaimte the names and bet amounts are
accessible to the public. Sue is also allowedapeiaccess to her own funds amount and
rank. However, Sue does not have access to thlalaleatunds and rank of the other players.
As can be seen in the customized view displayedmaile device 2630, Sue views

authorized data portions 2640 and is blocked freewwg unauthorized data portions 2641.

[00206] Figure 27 llustrates an alternative operationalchaecture in an
implementation of a data access system capableowiding a customized view of restricted
or sensitive data recorded into a blockchain. Ilstrated in Figure 27, users 2710A-2710N
can use various electronic devices to request acoesdocument, electronic record, physical

location (e.g., safe, room, building, area, etor)jnformation. For example, in accordance
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with various embodiments users 2710A-2710N may ldifference access levels such as
security clearance that grants the user accesslassifeed information (e.g., state or
organizational secrets) or to restricted areaspiCByly, a security clearance (e.g., classified,
secret, top secret, etc.) is not sufficient to gainess to all documents and/or data. Instead,

the individual must also have a need to know tlei§ig information.

[00207] The request can be submitted to access controlefkamk 2720 which can
translate and validate the requests from diffesgstems (e.g., application, key card system,
fingerprint readers, biometric devices, passwonaglti-factor authentication, and the like).
Upon validation, the access control framework aalonst the request to security applicator
2730 which can process the request using varioasrigg protocols. For example, the
security level of the requests document or locatioay require additional multiple
validations (e.g., password and hardware devicemeéirics, location verification, PINSs,
passwords, etc.). Security application, in sombadiments, may pull this information from
a field or metadata within a block on a blockchassociated with the data.

[00208] The document or data 2750A-2750B stored in blockcti2Z¥40 may have
different fields or portions that can be accessedifierent individuals with differing “needs
to know” or access levels (e.g., a compliance effigs. a lower level employee of a
company, individual with higher security clearaniesel vs. one with a lower security
clearance level, etc.). For example, in some einfieats, various redaction mappings may
be stored in the blockchain and applied by docurgenerator 2760 before being presented
to users 2710A-2710N. As such, two users requeshia same document or data may be
presented with different results.

[00209] As an example, a freedom of information accessestgmay yield redacted
documents which have been deemed as availableetgublic while an individual with
security clearance and a need to know will be prtesewith a different level of access. In
accordance with various embodiments an initial estiumay be received from a user. The
system can identify the information that is compliavith the request and set a timer period
for responding to the request (e.g., 30 days) @ RBDIA request. The system can then
determine whether each piece of information compliavith the request has any
classification restrictions. If any of the infortiwan is determined to be unrestricted (e.g., no
classification levels), then the system can respontthe user who made the request with a
response that includes information without inspmcti This type of feature reduces the

workload of governmental employees and ensurestligatime period for response is met
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(e.g., by prioritizing and reassigning review amargployees). In some embodiments, if
enough time remains, the system may request a huevaew and approve the included

information before sending.

[00210] When the system identifies confidential informatidhe system would next
evaluate the access and clearance. If for exanif@egerson requesting the data had a higher
access/clearance than an administrator, then tbemation would be automatically sent. If
redactions need to be made to comply with the #gatiearance, then document generator
2760 may apply any redactions needed and/or remiosements that should not be included
in the response. While not illustrated in Figurg, 8ome embodiments may include a
machine learning/artificial intelligence componeatreview the data and/or metadata and

identify portions that should not be included.

[00211] Other embodiments may have other types of indivgliseeking varying

information (e.g., people seeking information orgambler, a banking client, regulators
performing audits, etc.). Many such use casest.exfdso, some embodiments may use
decentralized applications (Dapps) that have batkewle running on a decentralized peer-
to-peer network to submit the request, retrieveormiation from the blockchains, and

communicate with other applications (e.g., othep/s.

[00212] Security applicator 2730 may also review the staifighe credentials or
security level of the user. The record of the usay be stored on blockchain 2745. For
example, information regarding background checkankbaccount information, travel
information, projects the user is associated witas{ and present), family history, medical
history, credentials, biometrics, passwords, sigegt and the like can be stored on in the
user's record. Security applicator 2730 may re&ighat information and utilize the

information in generating the customized view @& thata or document.

[00213] Figure 28 illustrates a block diagram illustratian example machine

representing the computer systemization of the bostputer system. Controller 2800 may
be in communication with entities including onenoore users 2825 client/terminal devices
2820, user input devices 2805, peripheral devi&d$ 2optional co-processor device(s) (e.g.,
cryptographic processor devices) 2815, and netw@&30. Users may engage with
controller 2800 via terminal devices 2820 over regks 2830. In some embodiments, all or

a portion of the communications between terminaiais 2820 and controller 2800 can be
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encrypted. Various laws, standards, or best mestinay require cryptography for storing,
transmitting, and/or utilization of various typestal, information, code, signaling, etc.

[00214] Computers may employ central processing units (JRWsprocessors to
process information. Processors may include prograble general-purpose or special-
purpose microprocessors, programmable controlbgplication-specific integrated circuits
(ASICs), programmable logic devices (PLDs), embédddemponents, a combination of such
devices and the like. Processors execute prog@mpanents in response to user and/or
system-generated requests. One or more of thesparents may be implemented in
software, hardware or both hardware and softwaRrocessors pass instructions (e.g.,
operational and data instructions) to enable varaperations.

[00215] Controller 2800 may include clock 2865, CPU 287@mmory such as read only
memory (ROM) 2885 and random access memory (RAMB028nd co-processor 2875
among others. These controller components mayohaected to a system bus 2860, and
through the system bus 2860 to an interface bu®.2&urther, user input devices 2805,
peripheral devices 2810, co-processor devices 2&idbthe like, may be connected through
the interface bus 2835 to the system bus 2860. intbdace bus 2835 may be connected to a
number of interface adapters such as processafaote2840, input output interfaces (1/0)
2845, network interfaces 2850, storage interfa8&& 2and the like.

[00216] Processor interface 2840 may facilitate commurocabetween co-processor
devices 2815 and co-processor 2875. In one impl&tien, processor interface 2840 may
expedite encryption and decryption of requestsata.d Input output interfaces (1/0O) 2845
facilitate communication between user input devie@85, peripheral devices 2810, co-
processor devices 2815, and/or the like and comysr@ controller 2800 using protocols
such as those for handling audio, data, videofexer wireless transceivers, or the like (e.g.,
Bluetooth®, IEEE 894a-b, serial, universal seria$ QUSB), Digital Visual Interface (DVI),
802.11a/b/g/n/x, cellular, ej)c Network interfaces 2850 may be in communicatioth the
network 2830. Through the network 2830, contro2800 may be accessible to remote
terminal devices 2820. Network interfaces 2850 nugg various wired and wireless
connection protocols such as, direct connect, B#tewireless connection such as IEEE
802.11a-x, miracast and the like. Some componeitke interactive gaming system may
include various protocols or comply with variousirstards or certifications set forth by
different associations or regulatory agencies. é&@mple, some embodiments may use the

slot accounting system (SAS) protocol or complhyhvtite game to system (G2S) standard.
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[00217] Examples of network 2830 include the Internet, LLot@a Network (LAN),
Metropolitan Area Network (MAN), a Wide Area NetwofWAN), wireless network (e.g.,
using Wireless Application Protocol WAP), a secucedtom connection, and the like. The
network interfaces 2850 can include a firewall vilh@an, in some aspects, govern and/or
manage permission to access/proxy data in a compeate/ork, and track varying levels of
trust between different machines and/or applicatiodhe firewall can be any number of
modules having any combination of hardware anddétwsre components able to enforce a
predetermined set of access rights between a plartiset of machines and applications,
machines and machines, and/or applications andcagphs, for example, to regulate the
flow of traffic and resource sharing between thesging entities.

[00218] The firewall may additionally manage and/or haveeas to an access control
list which details permissions including, for exdeypghe access and operation rights of an
object by an individual, a machine, and/or an aapion, and the circumstances under which
the permission rights stand. Other network segdunctions performed or included in the
functions of the firewall, can be, for example, lawé not limited to, intrusion-prevention,
intrusion detection, next-generation firewall, maral firewall, etc., without deviating from
the novel art of this disclosure. It should berappted that controller 2800 may be capable
of using network interfaces 2850 to transfer anckinee payment amounts. The payment
may be driven by an application executed by coleird2800, such as a National Fighting
Club (NFC) application tap using Bluetooth® 2855yrhb@& in communication with a number
of storage devices such as, storage devices 288mvable disc devices, and the like. The
storage interfaces 2855 may use various connegirotocols such as Serial Advanced
Technology Attachment (SATA), IEEE 894, Ethernetédf, Universal Serial Bus (USB),
and the like.

[00219] User input devices 2805 and peripheral devices 2849 be connected to I/O
interface 2845 and potentially other interfacesdsuand/or components. User input devices
2805 may include card readers, fingerprint readggsticks, keyboards, microphones,
mouse, remote controls, retina readers, touch ssyesensors, and/or the like. Peripheral
devices 2810 may include antenna, audio devicgs (aicrophone, speakeset¢.), cameras,
external processors, communication devices, ragdiquency identifiers (RFIDs), scanners,
printers, storage devices, transceivers, and/ollikke Co-processor devices 2815 may be
connected to controller 2800 through interface 835, and may include microcontrollers,

processors, interfaces or other devices.
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[00220] Computer executable instructions and data may @edtin memory (e.g
registers, cache memory, random access memon, fs) which is accessible by
processors. These stored instruction codes (prggrams) may engage the processor
components, motherboard and/or other system compore perform desired operations.
Controller 2800 may employ various forms of memiogtuding on-chip CPU memory (e.g.,
registers), RAM 2880, ROM 2885, and storage devR&30. Storage devices 2890 may
employ any number of tangible, non-transitory sjeraevices or systems such as fixed or
removable magnetic disk drive, an optical drivelidsastate memory devices and other
processor-readable storage media. Computer-ex#eutsstructions stored in the memory
may include an interactive gaming platform havimge @r more program modules such as
routines, programs, objects, components, datatstes; and so on that perform particular
tasks or implement particular abstract data typEsr example, the memory may contain
operating system (OS) component 2895, modules dred components, database tables, and
the like. These modules/components may be starddaacessed from the storage devices,

including from external storage devices accessiisleugh an interface bus 2835.

[00221] The database components can store programs exedoytdte processor to
process the stored data. The database componagtdenimplemented in the form of a
database that is relational, scalable and sectireamples of such database include DB2,
MySQL, Oracle, Sybase, and the like. Alternatiyéhe database may be implemented using
various standard data-structures, such as an draa¥, list, stack, structured text file (e.g.,
XML), table, and/or the like. Such data-structureay be stored in memory and/or in

structured files.

[00222] Controller 2800 may be implemented in distributednputing environments,
where tasks or modules are performed by remoteepsing devices, which are linked
through a communications network, such as a LogalANetwork ("LAN"), Wide Area
Network ("WAN"), the Internet, and the like. In distributed computing environment,
program modules or subroutines may be located th lmxal and remote memory storage
devices. Distributed computing may be employelb#al balance and/or aggregate resources
for processing. Alternatively, aspects of congplk800 may be distributed electronically
over the Internet or over other networks (includwmgeless networks). Those skilled in the
relevant art(s) will recognize that portions of theeractive gaming system may reside on a

server computer, while corresponding portions esid a client computer. Data structures
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the scope of the disclosure.

[00223] Certain inventive aspects may be appreciated frarfdregoing disclosure, of

which the following are various examples.

[00224] The functional block diagrams, operational scersaand sequences, and flow
diagrams provided in the Figures are representafiexemplary systems, environments, and
methodologies for performing novel aspects of thecldsure. While, for purposes of
simplicity of explanation, methods included heremay be in the form of a functional
diagram, operational scenario or sequence, or lagram, and may be described as a series
of acts, it is to be understood and appreciatedtbieamethods are not limited by the order of
acts, as some acts may, in accordance therewittyr omm a different order and/or
concurrently with other acts from that shown andcdiéed herein. Those skilled in the art
will understand and appreciate that a method caltéinatively be represented as a series of
interrelated states or events, such as in a siafeamn. Moreover, not all acts illustrated in a

methodology may be required for a novel implemeoiat
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CLAIMS

What is claimed is:

1. A system for tracking, management, and fulfiliheof commercial inventory,
comprising:
5 a network of nodes communicably coupled to endpamt distributed network,

wherein the network of nodes maintains a distrihuiéelger with entries from

one or more endpoints,

wherein the entries include: entries from custonretating to commercial
inventory offered by an inventory provider, and resst from the

10 inventory provider regarding an availability stacighe inventory, and

wherein a marker is associated with each entrytikjgrg an access level

needed to review the enfry

a communications component to receive a requegeto at least a portion of one or

more of the entries stored in the distributed ledge

15 wherein the request includes an access code awsbuidh at least one access

level;

an access control layer to evaluate the access iocotle request received via the
communications component and to identify segmeiriisivthe one or more
entries stored on the distributed ledger that acessible with the at least one

20 access level provided in the requeasti

an access platform or decentralized applicatiogetoerate a customized view of the

segments within the one or more entries maintaimeide distributed ledger.

2. The system of claim 1, further comprising a codenfigured to obfuscate identifying
information of a user making the request to vieleast a portion of the one or more entries.

25 3. The system of claim 1, further comprising arifiaral intelligence engine to review
entries within the distributed ledger and assignadhcess level needed to review each of the

entries.
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4, The system of claim 3, wherein the artificiaielligence engine classifies data within

each of the entries into one or more categories.

5. The system of claim 4, wherein the access cbr#yger then sets a different
encryption level for each of the one or more catiegoof data classified by the artificial

intelligence engine.

6. The system of claim 4, wherein the one or mategories include e-mail addresses,
account numbers, balances, parties of a transactiailing addresses, vehicle identification
numbers, license plate numbers, biometrics, dsviezeénse numbers, photographs, or social

security numbers.

7. The system of claim 4, wherein the commerciaémory includes parking spaces in a
parking facility.

8. The system of claim 4, wherein the commerciaéntory includes parking spaces in a
specified area, and wherein the specified areaidlesd one or more of a sector of a city, a

block, a parking lot, and a garage.

9. The system of claim 1, wherein the request ewvihe at least a portion of one or
more of the entries stored in the distributed ledgeart of a purchase order, an inventory
tracking request, a leasing or rental requestsarvation request, a financial auditing request,

a fire arm sale validation request, a retail satpiest, or a pharmaceutical sale request.

10. The system of claim 1, wherein the access lassbciated with segments within the
one or more entries includes at least one of aaf@iaccess level, a permissive access level,

or a public access level.

11. A method for generating a customized view oickthain transactions for inventory

tracking, management, and fulfillment, comprising:

receiving a request to view one or more data pastiaf block entries maintained in a

blockchain,
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wherein the block entries include: entries fromtooeers relating to inventory
offered by an inventory provider, and entries frahe inventory

provider regarding an availability status of theantory,

determining an access code associated with at de@sticcess level associated with

the request

evaluating the access code in the request withbtbekchain of block entries to

identify one or more data portions associated with the access level; and

generating a customized view of at least one obthek entries including any of the

one or more data portions associated with the adegsl.

12. The method of claim 11, wherein evaluating dbeess code in the request with the
blockchain of block entries includes processingaarypted code to validate access to view

the one or more data portions associated with¢bess level.

13. The method of claim 11, further comprising reng or obfuscating identifying

information of a user making the request to view onmore data portions of the block entry.

14. The method of claim 11, further comprising:
receiving data from one or more endpoints;

segmenting the data from the one or more endpaoisitsy an artificial intelligence

engine; and

automatically assigning at least one access leveath segment of the data.

15.  The method of claim 14, wherein the data inetutkstricted data and automatically
assigning at least one access level to each segrhém data includes assigning a security

clearance level to the restricted data.

16. The method of claim 15, further comprising:
monitoring a restriction status of the restrictediadand

updating the at least one access level, upon digtieigna restriction status of the
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restricted data has changed.

17.  The method of claim 14, wherein the inventargiudes parking spaces in a parking
facility, and wherein the one or more endpointdude sensors for monitoring an availability

status of the parking spaces.

18. The method of claim 11, wherein the block estfurther include transaction details
about a private deal and the at least one acceskiseinitially set to private and the method

further comprises:
monitoring a status of the private deald

updating the at least one access level, upon deteignthe private deal has become
public, to public allowing public portions of theiyate deal to be viewed with

a public access code.

19. The method of claim 11, wherein the requepais$ of a purchase order, an inventory
tracking request, a leasing or rental requestsarvation request, a financial auditing request,

a firearm sale validation request, a retail safpiest, or a pharmaceutical sale request.

20. The method of claim 11, wherein the accessl lassociated with the one or more
data portions of the block entries comprises atleae of a private access level, a permissive

access level, and a public access level.

21. The method of claim 11, wherein the accessl lassociated with the one or more

data portions include a security clearance level.

22. The method of claim 21, wherein the block emigludes redaction mappings based
on the security clearance level and wherein geimgrétie customized view of the at least one
of the block entries includes applying the redactimappings to obfuscate some of the one or

more data portions of the block entries.

23. The method of claim 11, wherein the block estrinclude multiple redaction

mapping based on the access level.
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24.  Asystem for tracking, management, and ful@imof parking space transactions in a
parking facility, comprising:
means for maintaining a blockchain of block entrieguested by a plurality of users

from user devices in a distributed network of nodes

5 wherein the plurality of users includes: custonmrghe parking facility, and

an operator of the parking facility,

wherein the block entries include: entries from thustomers relating to at
least one parking space offered by the operattihefparking facility,
and entries from the operator of the parking faciliegarding an

10 availability status of the at least one parkingcgpand

wherein the block entries each comprise a pluralftglata portions that are

each associated with an access level;
means for receiving a request to view one or mata gortions of a block entry,

wherein the request comprises an access code aesbaevith at least one

15 access level;

means for evaluating the access code in the requéstthe blockchain of block
entries to identify oner more data portions associated with the access level,

and

means for generating a customized view of the bdky including the one or more

20 data portions associated with the access level.

25. The system of claim 24, wherein the customigzexlv includes applications of

redactions to portions of the data.

26. A method for generating a customized view afckthain data for parking facility

transactions, the method comprising:

25 receiving a request to view one or more data pastaf a block entry maintained in a

blockchain,

wherein the one or more data portions of the blecity include restricted

information; and
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wherein the one or more data portions of the blexky are each associated
with an access level assigned to: customers opahnking facility, and

users associated with an operator of the parkicigitig

evaluating an access code in the request with tbekdhain of block entries to

5 identify one or more data portions associated thithaccess leveind

generating a customized view of the block entryuding any of the one or more data
portions associated with the access level whildyapp redactions to any of
the restricted information not authorized by theess code.

27. The method of claim 26, wherein the accessl lassociated with the one or more

10 data portions includes a security clearance level.

28. The method of claim 27, wherein the block emigludes redaction mappings based

on the security clearance level.
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