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WIRELESS COMMUNICATION WITH NON-NETWORKED CONTROLLRS

BACKGROUND

[0001] Exemplary embodiments pertain to the art of elewt® In particular,
the present disclosure relates to a method anémy&ir improving communication

with non-network controllers.

[0002] Goods are often transported across great distasoggtimes using a
variety of different modes of transportation. Or@menon method of transporting
goods in such a manner is the use of intermodabstg containers. Such containers
are of a standardized size, such that multiple ainats are easily handled and
stacked. A common size is 8 feet (2.44 m) wide e, 6 inches (2.59 m) high,
with a length of either 20 feet (6.1 m) or 40 féE2.2 meters). Other lengths can be
used, such as 45 feet (13.7 m), 48 feet (14.6 ng),58 feet (16.2 m). The benefit of
standardized intermodal containers is that goods ke shipped from a variety of
different locations without ever having to be remdvfrom the container. The

container itself is moved to and from a trailefl carrier, or ship.

[0003] Some containers include computerized portions. Erample, a
refrigerated container can have a computer thatsexd to monitor or control the
refrigeration unit. The computer could, for exampmbange the temperature of the
refrigerated container. In addition, the contairean monitor the refrigerated
container. One can determine the maximum temperagached in the container, the

status of the refrigerant or any electronics ofdbmputer.

[0004] An issue that can occur is that it can be diffitalaccess the computer
of each container. Intermodal shipping containeestgpically constructed such that
they are stackable and can be packed in tight eqgsartherefore, there can be 6 to 12
containers in a single stack of containers. To ma&e the number of containers on a
ship or at a shipping facility, the containers ¢enplaced very close to each other.

Accessing a single container in such a configunatian be difficult.

BRIEF DESCRIPTION
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[0005] According to one embodiment, a method and systentdatrolling
remote access to a computer system is disclosemethod includes generating a
secret value at a first computer system; sharireg dbcret value with associated
computer systems; choosing a time length for vigtidiomputing a derived key based
on the secret value; and controlling remote actesbe computer system based on

the derived key and a unique identifier associatigl the first computer system.

[0006] In addition to one or more features described abare as an
alternative, further embodiments may include whertie first computer system

controls operations of an intermodal shipping ciorea

[0007] In addition to features described above, or as l@mnative, further
embodiments may include wherein the unique idemtiB a serial number associated

with the intermodal shipping container.

[0008] In addition to features described above, or as lwmnative, further
embodiments may include wherein the associated atanpystems include computer

systems operated by a common entity.

[0009] In addition to features described above, or as l@mnative, further
embodiments may include wherein the derived keyerserated using a key derivation

function.

[0010] In addition to features described above, or as l@mnative, further
embodiments may include validating one or moreifgaates received from a remote
computer system; and transmitting a session tokehe remote computer system, in

the case where the one or more certificates ardatad.

[0011] In addition to features described above, or as l@mnative, further
embodiments may include granting access to the teewmmputer system based on

receiving the session token.

[0012] According to one embodiment, a method and systemgéining
remote access to a first computer system is disdloBhe method includes accepting

a derived key and a unique identifier as an ingut aemote computer system;
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computing a passkey based on the derived key andrigue identifier; transmitting
the passkey to the first computer system; receidngession token from the first
computer system; and establishing a secure sesstbnthe first computer system

using the session token.

[0013] In addition to features described above, or as lwrnative, further
embodiments may include wherein transmitting thesgay to the first computer
system further comprises transmitting one or mamwifccates to the first computer

system.

[0014] In addition to features described above, or as lwmnative, further
embodiments may include wherein the one or moréficates include a customer

certificate and a mobile certificate.

[0015] In addition to features described above, or as l@mnative, further
embodiments may include wherein the one or mortficates are received from a

certificate-granting authority upon proof of autization.
BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The following descriptions should not be consideliedting in any
way. With reference to the accompanying drawingse Elements are numbered

alike:

[0017]FIG. 1 is a flow diagram illustrating the travelcty of an exemplary

container;

[0018] FIG. 2 is a flowchart illustrating the operation ohe or more

embodiments;

[0019] FIG. 3 is a flowchart illustrating the operation ohe or more

embodiments;
[0020] FIG. 4 is an isometric projection of an exemplargimodal container

[0021] FIG. 5 is a block diagram of an exemplary compajstem; and
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[0022] FIG. 6 is a block diagram of an exemplary compptegram product.
DETAILED DESCRIPTION

[0023] A detailed description of one or more embodimeritshe disclosed
apparatus and method are presented herein by wagxaiplification and not

limitation with reference to the Figures.

[0024] The term “about” is intended to include the degvéerror associated
with measurement of the particular quantity baggahuthe equipment available at the

time of filing the application.

[0025] The terminology used herein is for the purposeesfcdbing particular
embodiments only and is not intended to be limitihthe present disclosure. As used
herein, the singular forms “a”, “an” and “the” antended to include the plural forms
as well, unless the context clearly indicates atiga. It will be further understood
that the terms “comprises” and/or “comprising,” whased in this specification,
specify the presence of stated features, integéeps, operations, elements, and/or
components, but do not preclude the presence oti@ddf one or more other
features, integers, steps, operations, element @oemps, and/or groups thereof. It
should be noted that, although aspects are disgtuisssonjunction with refrigerated

containers, embodiments can be used with any tiyperoputing device.

[0026] As described above, intermodal shipping containegsvery useful for
shipping goods through long distances, withoutrteed to load and unload a single
container multiple times through the journey. Certmtermodal containers are
computerized, such as refrigerated intermodal ¢oats. It can be desirable to access
the computer of an intermodal shipping containecdotrol or monitor the container.

However, it can be difficult to do so.

[0027] Containers are standardized sizes such that theybeastacked. As
described above, a common size of a container 8(844 m) wide by 8 feet, 6
inches (2.59 m) high, with a length of either 26tfé6.1 m) or 40 feet (12.2 meters).
Other lengths can be used, with typical availablegths including 45 feet (13.7 m),
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48 feet (14.6 m), and 53 feet (16.2 m). A typicahtainer 400 is illustrated in

isometric view in FIG. 4. The stack of containendae upwards of 12 containers
high. Therefore a stack of containers that is &aiaers high is 68 feet (20.7 meters)
off the ground. It would be inconvenient to havemanually access the computer

system of a container that is 20 meters off theigdo

[0028] It could be possible to establish a wireless cotimedo the computer
system in the container. However, a difficulty asdecause a specific container can
have characteristics that change for each shiprkentexample, a first shipment of a
specific container may be carried out by shippiampany A. But the next week, the
same container in the same ship yard is being usedhipping company B.
Therefore, with each shipment, a worker might hvaccess a completely different
set of containers to check their status or charegéngs. Thus, management of
security can be difficult. Containers operate imighly disconnected environment
where management of access credentials (eitheliylaraon servers) is not possible.
Cloud connections can be difficult because therebminstances where access to the
Internet is difficult (such as on a cargo ship)u3haccess of authentication remains a

problem.

[0029] Another difficulty is security. Containers are sesl by physical
security, such as fences and allowing only autkedripersonnel to have access to
secured areas. The use of wireless computing ddpatmuld permit bad actors to
access otherwise secured computers via a wiretesputer connection by wirelessly
connecting to a container's computer system whieltad actor is located outside the

secured area.

[0030] In one or more embodiments, a computer systengugpped with a
local display that can be used to configure anditapthe computer system via a
wireless connection. The local display is usedhows a high entropy secure token
(such as a derived key) that is used to wirelesshnect to the computer system. All
computer systems associated with the same cust@mr@mfigured to generate the

same secure token. Thus, a worker can access lawbmputer systems while only
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physically accessing one of the computer systenmseber, because physical access

to at least one computer system is present, pHysacarity is present.

[0031] With respect to FIG. 1, the journey cycle 100 ofcentainer is
illustrated, for background purposes. For purpaddsiG. 1, it should be understood
that the container in question includes a compsystem, such as one to operate a
refrigeration unit. A diagnostic test is performauthe computer system (block 102).
In some instances, such a test may be considetezhap Cargo is loaded onto the
container (block 104). The computer system of tbataner is configured (block
106). For a refrigerated container, this can ineltite setting of a temperature, duty
cycle, checking the health of the refrigerationtumind the like. Thereafter, the

container is transported (block 108).

[0032] For an intermodal container, the process of shiproan take place in
a variety of different ways, with the container rigeitransferred from one shipping
method to another without the need for the contare@ng loaded or unloaded. For
example, a container can be placed on a trailen trucked to a railroad yard. At the
railroad yard, the container is transferred to riiévay system. The container may
travel by rail to a shipyard, where the contairgetransferred to a large cargo ship.
The cargo ship travels across a large body of watemother shipyard, where the
container can be transferred to a railroad yara druck. This process continues,
across a variety of different transportation methaghtil the container reaches the

destination.

[0033] At any point along the trip, a one may wish to ascéthe computer
system to perform diagnostics or change a settigck 110). Once the container
reaches the destination, the container is unlo@ldledk 112). At this point, one may
be interested in gathering data from the compustesn (block 114). This data can
include log data, such as the temperature of thatageer throughout the
transportation of the container. The data be usatktermine if maintenance should
be performed, determine if any problems were enwwad during the journey, or

perform any updates to the software.
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[0034] In order to set up a system and method for wirglesmnecting to the
computer system, several factors are considered. example, the relationship
between owner and containers is one to many. Ha single owner is associated
with one or more containers (and associated compmy&em), yet a container is
associated with only a single owner at a timeskftiuld be understood that a container
can change ownership for subsequent uses). A mqeds/e of an owner should be
able to connect with the computer systems theyaassociated with, but not the

computer systems associated with other owners.

[0035] Thus, a computer system is assigned a unique f@denth a container
embodiment, the unique identifier is associatedh aitserial number of the container.
In addition, each computer system is synchronizmth shat it has approximately the
same time as other computer systems. This can ¢emgdished using one of a
variety of different time sources, such as netwtirke protocol (NTP), global

positioning system (GPS), cellular phone signais, the like.

[0036] A variety of different types of security can be dis€or example, to
access one of the computer systems (such as a temgystem on a container), the
access could be via a remote computer system. dihete computer system can be
embodied as a desktop computer system, a laptopputem system, a mobile

electronic device, a tablet, a smartphone, antikbe

[0037] The remote computer system can be protected byobaevariety of
different security methods. For example, biometrigsg., facial recognition,
fingerprints, retinal scans, and the like) can beduto guard access to the remote
computer system. Security certificates can be usederify the identity of the
computer system with a remote computer system. Rkagnsecurity certificates can
include SSL (secure sockets layer) certificates BKdl (public key infrastructure)
signatures. The certificate or signature could havexpiration time of, for example,

six months.

[0038] The use of a secret authorization code is anotlethad that can be

used to grant access to remote computer systenth Sunethod can be used in
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addition to static device authentication and custoauthentication credentials. An
issue with static device authentication (e.g., axiting a specific device to be used
with the computer systems) or customer authentinatredentials (e.g., passwords
and biometrics) is that those methods could beel@akthe specific device is stolen.
An additional authentication method can include tise of a secret authorization

code.

[0039] A static secret authentication code (e.g., a pashws not ideal
because, once leaked, it becomes very difficuthémage and compromises access to
all containers. A dynamic authentication code efgmable. A dynamic authentication
code changes on a periodic basis. There are twadc bgpes of dynamic
authentication, customer managed and automatioadliyaged. A customer managed
dynamic authentication code can be ad hoc, meahi@gcustomer can change the
authentication code at will. While this providedtbe protection than static, it is not
manageable for customers. Cloud access is veryteeritius it is difficult for the
customer to manage/communicate the passwords nhara@bss many different
railway yards, shipyards, and the like. Thus, apaldsystem would have an
automatically managed dynamic authentication cddee benefits are that existing
on-premises security can be used to prevent adpegseventing bad actors from
accessing the authentication code. In addition,d§yreamic authentication code can
change on a regular basis (e.g., every four hostgh that a stolen authentication

code is of limited use.

[0040] One method of dynamic authentication is a derivey {DK) based
authentication. In such a system, a computer sy§®mh as one located at a
container) computes a DK authentication. Only asgerwith physical access or
presence at one of the computer systems can rea®HKh If a single owner has
multiple computer systems (e.g., multiple contasheduring a setup phase, each
computer system can be configured to generateitdmterived keys. Thus, a person
only needs to be able to read the DK from a singlaputer system in order to obtain
the DK for each computer system (e.g., a compuytetem that is stacked 20 meters
high). The DK can be time based. In such a mareseh computer system can be

setup to reset the DK at a certain time intervad.(eevery four hours). Because the
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computer systems have synchronized times, the B&tseat approximately the same
time. Once the DK is read, it can be used withnaote computer system to access the

computer system.

[0041] With respect to FIG. 2, a method 200 is presented itlustrates the
operation of one or more embodiments. Method 20@easely exemplary and is not
limited to the embodiments presented herein. Met2@@ can be employed in many
different embodiments or examples not specificdiypicted or described herein. In
some embodiments, the procedures, processes, autiloties of method 200 can be
performed in the order presented. In other embodisneone or more of the
procedures, processes, and/or activities of me#@@dcan be combined, skipped, or

performed in a different order.

[0042] A secret value K is generated (block 202). Thisretegalue is also
known as a key. The secret value is generatedit @omputer system (such as one
connected to a container). The secret value alsergeed at additional computer
systems associated with the first computer sysgroh(as additional containers with
the same owner for a particular shipment) (blockd)2@Because the additional
computer systems are synchronized by time as vesl dustomer specific keys or
certificates installed during an initial setup prses the secret value is the same for
each of the additional computer systems. A timgtleris chosen and shared (block
206). This time length is the length of time a gatar derived key will be active. An
algorithm is used to create a derived key (DK) ¢kl@08). In some embodiments, the
algorithm can be an Argon2 algorithm. Other keyiwdgion algorithms can be used.
Thereafter, the DK can be displayed on the firgshpoter system (block 210). The
DK displayed on the first computer system can tlhenentered onto a remote
computer system (block 212). Thereafter, the renoaputer system is able to
access the first computer system, provided it rdatianal credentials as detailed
below (otherwise, a bad actor with binoculars coatitess the computer system
remotely).

[0043]In such a manner, a worker using a remote compystem with

proper credentials is able to gain access to tise domputer system using the DK.
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Security is present because only a person withipalyaccess to the first computer
system is able to view the DK. However, the worisethen able to remotely access
any computer system associated with the first cdempsystem, such as other

computer systems controlled by the owner.

[0044] With respect to FIG. 3, a method 300 is presented itlustrates the
operation of one or more embodiments. Method 30fasely exemplary and is not
limited to the embodiments presented herein. Me®@@ can be employed in many
different embodiments or examples not specificdiypicted or described herein. In
some embodiments, the procedures, processes, autitoties of method 300 can be
performed in the order presented. In other embodisneone or more of the
procedures, processes, and/or activities of me8fddcan be combined, skipped, or

performed in a different order.

[0045] In method 300, a remote computer system operatdiseirfollowing
manner. Software operating on the remote compyt&es accepts a DK as input
(block 302). The software computes a WiFi passkaeseld on the DK (block 304). As
part of this computation, the software can alseikgx a serial number (of the first
computer system) as an input. The WiFi passkeyaissimitted to the first computer
system (block 306). In addition to the DK and deniamber, the remote computer
system can provide a customer certificate and almoertificate (associated with the

remote computer system).

[0046] The customer certificate and mobile certificate previded via the
software. In some embodiments, when a user dowsltas software for use on the
remote computer system, the user requests an ‘kuclode” from the vendor of the
software. The unlock code is used to create a mestaertificate (to prove that the
user of the remote computer system is entitleddw data specific to that customer)
and a mobile certificate (to authorize the speai@mote computer system) that are
transmitted to the remote computer system. In suahanner, one could not just
download the software from an “app store” and hageess to the features of the

software.
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[0047] The first computer system does a similar computatising the serial
number and the DK to confirm that the WIiFi passkeycorrect and transmit
confirmation to the remote computer system (bloo8)3 Based on also receiving
valid certificates, the remote computer systemivesean expiring session token from
the first computer system (block 310). Thereaftee, remote computer system can
connect using a secure protocol (such as hypetrexsfer protocol secure (HTTPS)
(block 312). Thereafter, the remote computer systambe used to check the status

of the first computer system, obtain log informafiohange settings, and the like.

[0048] Because each computer system associated with aer dws the same
DK (see method 200), the remote computer systeablis to access other computer
systems using the serial number (or other uniqeetifier) of the computer system
(or container). A worker would typically have acede the serial numbers (or other
unique identifier) of each computer system assediatith the owner, and could thus
gain wireless access to each such computer systhmut necessarily having to
physically access the computer system (e.g., theaowr that is 20 meters above the

ground).

[0049] FIG. 5 depicts a high-level block diagram of a comep system 500,
which can be used to implement one or more embadsneMore specifically,
computer system 500 can be used to implement haede@mponents of systems
capable of performing methods described hereirhcdigh one exemplary computer
system 500 is shown, computer system 500 includesnamunication path 526,
which connects computer system 500 to additionatesys (not depicted) and can
include one or more wide area networks (WANSs) antical area networks (LANS)
such as the Internet, intranet(s), and/or wiret@ssmunication network(s). Computer
system 500 and additional system are in commupitatia communication path 526,

e.g., to communicate data between them.

[0050] Computer system 500 includes one or more processush as
processor 502. Processor 502 is connected to a wamation infrastructure 504
(e.g., a communications bus, cross-over bar, ovork). Computer system 500 can

include a display interface 506 that forwards greghtextual content, and other data
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from communication infrastructure 504 (or from anfre buffer not shown) for
display on a display unit 508. Computer system &0 includes a main memory
510, preferably random access memory (RAM), and alan include a secondary
memory 512. Secondary memory 512 can include,Xamgple, a hard disk drive 514
and/or a removable storage drive 516, represerftinggxample, a floppy disk drive,
a magnetic tape drive, or an optical disc driverdHiisk drive 514 can be in the form
of a solid state drive (SSD), a traditional magnelsk drive, or a hybrid of the two.
There also can be more than one hard disk drive c@hained within secondary
memory 512. Removable storage drive 516 reads &odior writes to a removable
storage unit 518 in a manner well known to thoserftpordinary skill in the art.

Removable storage unit 518 represents, for exarapleppy disk, a compact disc, a
magnetic tape, or an optical disc, etc. which a&drby and written to by removable
storage drive 516. As will be appreciated, remowadtorage unit 518 includes a

computer-readable medium having stored therein coengoftware and/ or data.

[0051] In alternative embodiments, secondary memory 5IRincaude other
similar means for allowing computer programs oreotimstructions to be loaded into
the computer system. Such means can include, finpbe, a removable storage unit
520 and an interface 522. Examples of such meamsnciude a program package
and package interface (such as that found in vigeme devices), a removable
memory chip (such as an EPROM, secure digital &Rl card), compact flash card
(CF card), universal serial bus (USB) memory, oORR and associated socket, and
other removable storage units 520 and interfac@sv@fich allow software and data

to be transferred from the removable storage @ttté computer system 500.

[0052] Computer system 500 can also include a communitatioterface
524. Communications interface 524 allows softwanel @lata to be transferred
between the computer system and external devicemmples of communications
interface 524 can include a modem, a network iaterf(such as an Ethernet card), a
communications port, or a PC card slot and canghigersal serial bus port (USB),
and the like. Software and data transferred viamanications interface 524 are in
the form of signals that can be, for example, eb#it, electromagnetic, optical, or

other signals capable of being received by comnatioies interface 524. These

12
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signals are provided to communications interfacé W2 communication path (i.e.,
channel) 526. Communication path 526 carries sggaatl can be implemented using
wire or cable, fiber optics, a phone line, a caltyhone link, an RF link, and/or other

communications channels.

[0053] In the present description, the terms “computergam medium,”
“computer usable medium,” and “computer-readableliome” are used to refer to
media such as main memory 510 and secondary mebBidy removable storage
drive 516, and a hard disk installed in hard digked514. Computer programs (also
called computer control logic) are stored in maienmory 510 and/or secondary
memory 512. Computer programs also can be receidedommunications interface
524. Such computer programs, when run, enabledhmpuater system to perform the
features discussed herein. In particular, the cdempprograms, when run, enable
processor 502 to perform the features of the coempsystem. Accordingly, such
computer programs represent controllers of the ecaerpsystem. Thus it can be seen
from the forgoing detailed description that one rapbre embodiments provide

technical benefits and advantages.

[0054] Referring now to FIG. 6, a computer program prodée0 in
accordance with an embodiment that includes a ctenpeadable storage medium

602 and program instructions 604 is generally shown

[0055] Embodiments can be a system, a method, and/or autemprogram
product. The computer program product can includeomputer-readable storage
medium (or media) having computer-readable progiasiructions thereon for

causing a processor to carry out aspects of emtsodgf the present invention.

[0056] The computer-readable storage medium can be abtanggvice that
can retain and store instructions for use by amruogon execution device. The
computer-readable storage medium can be, for exanipit is not limited to, an
electronic storage device, a magnetic storage dewn optical storage device, an
electromagnetic storage device, a semiconductaiagtodevice, or any suitable

combination of the foregoing. A non-exhaustive &6tmore specific examples of the
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computer-readable storage medium includes the Wollgr a portable computer
diskette, a hard disk, a random access memory (RAM@ad-only memory (ROM),
an erasable programmable read-only memory (EPROMIlash memory), a static
random access memory (SRAM), a portable compact rdigd-only memory (CD-
ROM), a digital versatile disk (DVD), a memory &ti@a floppy disk, a mechanically
encoded device such as punch-cards or raised gtesctin a groove having
instructions recorded thereon, and any suitable boomtion of the foregoing. A
computer-readable storage medium, as used hesemptito be construed as being
transitory signals per se, such as radio waves therofreely propagating
electromagnetic waves, electromagnetic waves paipagthrough a waveguide or
other transmission media (e.g., light pulses pas#inmough a fiber-optic cable), or

electrical signals transmitted through a wire.

[0057] Computer-readable program instructions describetkimecan be
downloaded to respective computing/processing @svicom a computer-readable
storage medium or to an external computer or eatestorage device via a network,
for example, the Internet, a local area networkjde area network and/or a wireless
network. The network can comprise copper transomssables, optical transmission
fibers, wireless transmission, routers, firewadlwjtches, gateway computers, and/or
edge servers. A network adapter card or networkerfete in each
computing/processing device receives computer-tdadarogram instructions from
the network and forwards the computer-readablerprognstructions for storage in a
computer-readable storage medium within the resmectomputing/processing

device.

[0058] Computer-readable program instructions for carrygogembodiments
can include assembler instructions, instructiorasehitecture (ISA) instructions,
machine instructions, machine dependent instrustiomicrocode, firmware
instructions, state-setting data, or either sowmde or object code written in any
combination of one or more programming languagesluding an object-oriented
programming language such as Smalltalk, C++ or like, and conventional
procedural programming languages, such as the f@jramming language or similar

programming languages. The computer-readable prognstructions can execute
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entirely on the user's computer, partly on the 'sseomputer, as a stand-alone
software package, partly on the user's computer@arty on a remote computer or
entirely on the remote computer or server. In #itet scenario, the remote computer
can be connected to the user's computer throughtypey of network, including a
local area network (LAN) or a wide area network (MpAor the connection can be
made to an external computer (for example, throinghinternet using an Internet
Service Provider). In some embodiments, electromuitry including, for example,
programmable logic circuitry, field-programmable tegaarrays (FPGA), or
programmable logic arrays (PLA) can execute the mder-readable program
instructions by utilizing state information of theomputer-readable program
instructions to personalize the electronic cirgulitn order to perform embodiments

of the present invention.

[0059] Aspects of various embodiments are described hengnreference to
flowchart illustrations and/or block diagrams of thmads, apparatus (systems), and
computer program products according to various elimbents. It will be understood
that each block of the flowchart illustrations asrddlock diagrams, and combinations
of blocks in the flowchart illustrations and/or bkodiagrams, can be implemented by

computer-readable program instructions.

[0060] These computer-readable program instructions caprbeided to a
processor of a general purpose computer, specighope computer, or other
programmable data processing apparatus to produeeachine, such that the
instructions, which execute via the processor efdbmputer or other programmable
data processing apparatus, create means for impteamgehe functions/acts specified
in the flowchart and/or block diagram block or tHec These computer-readable
program instructions can also be stored in a coemgetidable storage medium that
can direct a computer, a programmable data proggsspparatus, and/or other
devices to function in a particular manner, sucit the computer-readable storage
medium having instructions stored therein compriaes article of manufacture
including instructions which implement aspects loé function/act specified in the

flowchart and/or block diagram block or blocks.
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[0061] The computer-readable program instructions can laslmaded onto a
computer, other programmable data processing ajysarar other device to cause a
series of operational steps to be performed onctmaputer, other programmable
apparatus or other device to produce a computelemgnted process, such that the
instructions which execute on the computer, othegammable apparatus, or other
device implement the functions/acts specified i fllowchart and/or block diagram

block or blocks.

[0062] The flowchart and block diagrams in the Figuressiitate the
architecture, functionality, and operation of pbksiimplementations of systems,
methods, and computer program products accordingatous embodiments of the
present invention. In this regard, each block i flowchart or block diagrams can
represent a module, segment, or portion of insbmst which comprises one or more
executable instructions for implementing the spediflogical function(s). In some
alternative implementations, the functions notedhe block can occur out of the
order noted in the figures. For example, two bloskewn in succession can, in fact,
be executed substantially concurrently, or the kdocan sometimes be executed in
the reverse order, depending upon the functionaditglved. It will also be noted that
each block of the block diagrams and/or flowchHlusstration, and combinations of
blocks in the block diagrams and/or flowchart ithasion, can be implemented by
special purpose hardware-based systems that petf@rapecified functions or acts

or carry out combinations of special purpose hardvaad computer instructions.

[0063] The terminology used herein is for the purposeasicdbing particular
embodiments only and is not intended to be limitiAg used herein, the singular
forms “a”, “an” and “the” are intended to includeetplural forms as well, unless the
context clearly indicates otherwise. It will be ther understood that the terms
“comprises” and/or “comprising,” when used in thépecification, specify the
presence of stated features, integers, steps, tmperaelements, and/or components,
but do not preclude the presence or addition of @nmore other features, integers,

steps, operations, element components, and/or grbepeof.
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[0064] While the present disclosure has been describdu neference to an
exemplary embodiment or embodiments, it will be enstbod by those skilled in the
art that various changes may be made and equisaieay be substituted for elements
thereof without departing from the scope of thespre disclosure. In addition, many
modifications may be made to adapt a particularasibtn or material to the teachings
of the present disclosure without departing frone tbssential scope thereof.
Therefore, it is intended that the present discswt be limited to the particular
embodiment disclosed as the best mode contemplatechrrying out this present
disclosure, but that the present disclosure widlude all embodiments falling within

the scope of the claims.
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What is claimed is:

1. A computer-implemented method for controllingess to a computer

system comprising:
generating a secret value at a first computer syste
sharing the secret value with associated compystess;
choosing a time length for validity;
computing a derived key based on the secret vahut;

controlling remote access to the computer systesedan the derived key

and a unique identifier associated with the fishputer system.
2. The computer-implemented method of claim 1 winere

the first computer system controls operations of imtermodal shipping

container.
3. The computer-implemented method of claim 2 winere

the unique identifier is a serial number associati¢d the intermodal shipping

container.
4, The computer-implemented method of claim 1 winere

the associated computer systems include computgersg operated by a

common entity.
5. The computer-implemented method of claim 1 winere
the derived key is generated using a key derivdtiaation.
6. The computer-implemented method of claim 1 frdomprising:

validating one or more certificates received fromemote computer system;
and
18
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transmitting a session token to the remote compmystiem, in the case where

the one or more certificates are validated.
7. The computer-implemented method of claim 6 frdomprising:

granting access to the remote computer system lmseeceiving the session

token.
8. A system for controlling access to a compugstesn comprising:
a processor;
memory;
the processor configured to perform a method camyi
generating a secret value at a first computer syste
sharing the secret value with associated compygtess;
choosing a time length for validity;
computing a derived key based on the secret vahet;
controlling remote access to the computer systesedan the derived
key and a unique identifier associated with thet ftomputer system.
9. The system of claim 8 wherein:
the first computer system controls operations of imt@rmodal shipping
container.
10. The system of claim 9 wherein:
the unique identifier is a serial number associatithl the intermodal shipping
container.
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11. The system of claim 8 wherein:

the associated computer systems include computdersg operated by a

common entity.
12. The system of claim 8 wherein:
the derived key is generated using a key derivdtiaation.
13. The system of claim 8 wherein the method furtieenprises:

validating one or more certificates received fromemote computer system;

and

transmitting a session token to the remote commy&iem, in the case where
the one or more certificates are validated.

14. The system of claim 13 wherein the method &rrdtomprises:

granting access to the remote computer system lmaseeceiving the session

token.

15. A computer-implemented method for gaining reamatcess to a first

computer system comprising:

accepting a derived key and a unique identifieraasinput at a remote

computer system;
computing a passkey based on the derived key andrtigue identifier;
transmitting the passkey to the first computereyst
receiving a session token from the first compuystesn; and

establishing a secure session with the first comrpsgstem using the session

token.
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16. The computer-implemented method of claim 15reine

transmitting the passkey to the first computer esystfurther comprises

transmitting one or more certificates to the fasinputer system.
17. The computer-implemented method of claim 16reine

the one or more certificates include a custometificete and a mobile

certificate.
18. The computer-implemented method of claim 16reine

the one or more certificates are received fromréficate-granting authority

upon proof of authorization.
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