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AND PAYMENTS SYSTEM Fi el d of the Invention The present
a systemfor electronic transacti ons between two par{
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xspecifically, though not exclusively, tjo a system and
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custoner to a rrerchant and returning secure aut hor| sat
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Definitions
Throughout this specification or reference to a person is to be taken as including a

reference to a number of persons whether incorporated or not.

Throughout this specification reference to a computer is to be taken as including a
reference to a personal digital assistant, notebook computer, laptop computer, WAP-

enabled telephones, and Internet-enabled telephones.

Throughout this specification, the use of product in relation to a merchant is to be taken

as including good(s) and/or service(s).

Throughout this specification reference to a bank is to be taken as including a reference to
any bank, financial service provider, lending organisation, insurance company, or any other
organisation or business having an established distribution channel which includes

consumers and or merchants. This includes, but is not limited to, telecommunications
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service providers, Internet ~ service providers, governnment departnments and
,organi sations, Internet portal operators, petrochem cal conpanies,

petrol eum conpani es, retail outlet chains including conveni ences stores,
and so forth Background of the Invention One of the primary reasons that
‘Internet transactions have not taken of2 in the way experts predicted (and
online sellers would have liked) is the reluctance of many buyers to reveal
their account information over the Internet. There is a fear that anything
submi t t edewyicer proniders, dutemet: seryice Huovidens, gavernnients depantments| apd rarganjsations,
access to it by intercepting the electronically submtted information. In
such a sdatemet Qortal Dherutrs petdchahicab cbmphnibd, epetioldunt Sumphniey wedils outlete
information (such as credit/debit card nunbers, account nunbers, pin
hunbers RGnP AvRidRFSonvEflendes stdrdd2ddd $orthNi S Probl em can be circunvent ed
if the seller/service provider can tie up with the custoner's bank, so that
the custoner can directly submt the information to their own bank, thus
reducing the risk of the information falling into the wong hands.

Typi cal | nline service providers would sign up with one bank

(" mer cha#acggﬂﬁ‘m@'?fe dpyeptiohe custoner woul d have an account with anot her
bank ("custoner's bank"). It is difficult for nerchants to sign up with and
provi de £nei ok theoprimary, aeasens, that j Iptesnet sinanspetions have nad tnlmneoﬂﬁm theowayence
on all online shopping/service provider sites. There is a pressing need to
enabl e oekperts medictedq(and ouline sellerowoaldhdve liked) isnthe seluttandd of'makg buyers | t
is also desirable for a conputer operated by a nerchant that offers goods

and ser Vis @évdaPrthéid| cOMR! inforiidbioh Cover Ahe Chbdriéte ThefK Rt aShi @t dariRhing! K
such as the Internet to be able to confirmthat the order was made by the
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and t hat paynment 1nstruction is omthe custo rabl e
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institution that has the | egal and contractual responsibility for providing
payment 8FFONBhBYRbESS, Rlﬁé\ue&fsm@rnaswdﬁ)oméhmamfé the comer ci al
transaction on behalf of the custonmer. It is further desirable that where
the transaction instruction and the paynent instruction are being
transmtted over any conmuni cation channel, information about the
cust orrer This?prablems aani b ciraghvented of) then delpajsemvive providernchan die up withtthe
secure. Only the relevant information should be provided to the merchant
for processtomer’'s bank, sonthar thecsustohie? dan<direefly Submiti the infoffiationve thefrogwmt i on
such as credit card and debit card nunbers to interception by third
parties, gan@,l the¥ redabing the' R 0f 4R infBrmRdticaPRalBIY intd tHRewihEafahas! Tyicitlyd be
m ni m zed.

! online service providers would sign up with one bank (“merchant’s bank™) whereas the

customer would have an account with another bank (“customer’s bank”). It is difficult for
merchants to sign up with and provide a link to all banks possible, and for banks to have
their presence on all online shopping/service provider sites. There is a pressing need to

enable online service providers to be able to link with all banks.



4 Various attenpts at achieving these desired objectives have been devi sed.
JFor exanpl e; see http://medoc.informatik.tu-nuenchen.de/ Chabli s/ Mstudy/.
One such attenpt is to provide a secure transm ssion channel for

transm ssion of paynent information such as Secure El ectronic Transaction
("SET"), jointly devel oped by the Visa and MasterCard card associ ati ons,
and described in Visa and MasterCard's Secure El ectronl ¢ Transaction (SET)
Speci fi catl on, 23 February 1996, hereby. incorpora ref erenge. Qt her
similar ghisalsn desitah %@Wﬁwm@tgébbﬁé“ﬂchﬂtr ‘3¥ gopdsadsepyiges |
("SEPP"), Internet Keyed Paynents ("IKP"), Net Trust, and Cybercash Credit
Paynent Hopsabe over a/publicly sdeessible packet-switchesnetwotk sush fas thedgtemet ta he lable
substituted for the SET protocol w thout undue experinentation. Such secure

paynment 4gGBARHA Thathé dFdErad MEdE by R BistdrRerowR a RleAtfiéd iy the ithisadtion
conpliant with the secure paynment technol ogy. A drawback to the secure

payment ﬁﬁﬂﬂ: bl ?X tHed c\fsgq%er' Lrd ﬂgpﬁg%ggr\g%%ﬁgﬁgldé%PYfﬁ)‘m%Q&st&ﬁe{ equires

t he deploynen specl plrpose tware by the customner,

t he merchant, and the bank or other financial institution. In particular,
the use of cross-country certification authorities requires substanti al
investnent in infrastructure, as well as co-ordination between the various
certifi cdtisasodesiabledhals i ncl udi ng for exanple, cross-certification
mechani snms, and i nplenentation of certification authority root digital
certificdies. theBusombr has thammeans toeffast payinens; requires the inplenmentation
of various redundant paynent gateways to process paynent instructions,

whi ch furgiper theaherhast hastise asshrargdsthap thdeustompt dias tsuclo fmedns wneffeet
system Another attenpt nade was to provide a general secure transm ssion
channel for trmg,%gn of information in general. An instance of such an
attenpt is NetsCape Inc's Secure Sockets Layer (Protocol "SSL"). The SSL

Pr ot ocol rsi [ g SSL

provi des (}aéﬁmsaérzfgf l?mrgh%'ggﬁ ?@hg"?g%so% f?gs P%ﬁﬁé}}{ He’}ﬁQJeOQyF Etpﬁﬁnpﬁi 35'%6{' Shcha
system is preferably operated by a bank or other financial institution that has the
legal and contractual responsibility for providing payment on behalf of the

customer, and to authorize the commercial transaction on behalf of the customer.

It is further desirable that where the transaction instruction and the payment instruction
are being transmitted over any communication channél, information about the customer’s
) transaction instruction and payment instruction is kept secure. Only the relevant
information should be provided to the merchant for processing the transaction. The risk
of exposing sensitive information such as credit card and debit card numbers to
interception by third parties, and for false authorization of payment to be effected, should

be minimized.



between two conputers. Oher simlar technol ogies include Private

.Communi cati ons Technol ogy ("PCT") from M crosoft, Secure Hyper- Text
Transport Protocol (""SHTT'"P") from Theresa Systens. These have the

advant age that they not require the custoner to install special software as
such technology is already incorporateddinto the software used by the
custoner. For exanple, the Mcrosoft Internet Explorer, and the Netscape
Navi gator, browsing tools. SSL is designed primarily for two conputer
comuni c Marions attemgits; at adbesmadbeqsrdmr@gouem dave hegrodevisedn shar example;
different types of encoded information to a nerchant and to a paynent

gat eway kee hittpi/fhedoclibformatik twomuenghenide/(ClmblisMStudy/i nOne nsaich catteugptcis tas
credit card and debit card nunbers) to the nerchant, and to m nimze abuse

of that inpfwadRise pitfan%iﬁiﬁfoﬁeﬁaﬁﬂel oy txtaﬂixﬁﬂsiaﬁrotfgr:ﬁmehpﬁﬁom%t fichlag the

above technol ogies involving the use of secure tranSm ssion channels do not

i nhibit, st r redu 1 NEl e e i ce f very
| ar ge pr g’ﬁ%@? i‘”@ﬁ“&‘?“’%ﬁi@‘ﬁs?g‘h‘%‘gﬁmr gtyoﬁ%it{pgg b&v{ei’(r%n?ﬁé a?xrc]lt ](e‘%%%fcégday
is conducted through the, use, of, credit rds, cedit card information is
transni t ¥ agsQsiations, an dqsﬁ’flh?‘{ﬂé‘t Visa %ﬂﬁ%@n&s ggﬂ% pic Frapsagtion
custoner's conputer through public comunication channels. Wile security
in trans(SEE) mmﬁnalﬁgchmwslﬁénhm meorparated by reference.i nci dents of
unaut horized third party interception of credit card information, these
security measures are no assurance that the nmerchants' conputers thensel ves
are secure fromunauthorized third party access, or even from unauthorized

access byothes WimelaP | payfRrht ABGHndldgid intfud®Sebiret ElectoniU PajmentyE PEdta&d]s'
conputers are targets for unauthorized access by hackers because they

oo SRR oV PR oKL T MBI B,
onu o e oo Be AR 4EdePAFEER, SR AN B $EFC,

t he know edge ,of. .the credit card holder (or the nerchant) both of whom are
i nnocent PRiPGal ddthogf pun pmeplign.s  onorted in i nternet new. com on 12
January 2000 that in Decenber 1999 a Russi an hacker stole 300,000 credit
card nunbers fromthe electronic cormmerce i retailer Cduniverse, and

di spensed themfor free to visitors to his website.
Such secure payment téchnologies require the customer to operate software that is

compliant with the secure payment technology. A drawback to the secure payment
technology is that its deployment cost is very high. It requires the deployment of special
purpose hardware and software by the customer, the merchant, and the bank or other
) financial institution. In particular, the use of cross-country certification authorities
requires substantial investment in infrastructure, as well as co-ordination between the
various certification authorities including for example, cross-certification mechanisms,

and implementation of certification authority root digital certificates.




A nmerchant who is provided a credit card nunber has to accept it and
.conplete the transaction if the credit card network provides an approval
code. An approval code will be given if the card is not reported | ost or
stolen, and there is suffcient credit. The credit card holder will not know
of such a fraudul ent transaction and beSaware that sonething is am ss

unl ess and until they receive their nonthly statenent. For the sane reason,
t he 7 banks detected that issued the credit cards, and nade paynents to

t he mer ctBuchsan iniftastracturel else aequirdsr the dmplénsmtationoofi varidust redundgnt \pagmeatt s

of every US$100.00 spent on line is lost to fraud. Wile this percentage

ey seemgabidys tb'proétds papinet insudtidas, bhich €afhérdnéreases Cokts And ddde o the
comerce narkéet that was estimated to worth about US$7 billion in 1998,

these |l o l.al . Such losses will ultinmately have to be

bor ne bysc?’ﬁﬁalcu t%ﬁebglégﬁ%as?#gmﬁerchant. It is no surprise that this has
given rise to consuner mstrust in electronic comrerce. A survey by Visa
reveal ed that currently only 5% of consuners trust electronic conmerce on
the Internet as opposed to 60% who trust tel ephone banking., And survefys
have shovknather: atteraphimmedes (wasobe dpvide %cmewgrsgcvrg trapsmigsiag nchannel, for
their credit card nunbers on the Internet. Unfortunately, the transm ssion
of such itransmissianoof inforprationiin generidy Aminstance pf suchcansattept dn Netsgapmincdnd
comuni cation technol ogi es such as SET and SSL descri bed above. Neither is
digital seelireaSockets Eayed!(Ridtedol “BEDI). aThe 8Sh Ryoioes! versioh 300, Marchhi996, is

I mredi ate assurance of paynent for all transactions. This is a di sadvant age
because Gferdhyn oraeacsftﬂema&aehatssmhff.w&&uhdm_eﬁ.sl Poxt 56t tfarSnidsigi'd 1 n
the,electronic environnent. As a result, many digital cash i nplenentations

Thi s r ostPriEE S St bt Sy B loIGed hRER PR Chfirhiloafigy’
control < Wobpolny; SrEeTol R BUBSER, CReGin ROmTEFondrenaher c depiosel

(“’SHTT’P”) from Theresa Systems. These have the advantage that they not require the

customer to install special software as such technology is already incorporated into the
software used by the customer. For example, the Microsoft Internet Explorer, and the
Netscape Navigator, browsing tools. SSL is designed primarily for two computer
communications, and it does not provide a mechanism for transmitting different types of
encoded information to a merchant and to a payment gateway to minimize the risk of
J exposing sensitive information (such as credit card and debit card numbers) to the

merchant, and to minimize abuse of that information if intercepted, by third parties.

More importantly, the above technologies involving the use of secure transmission
channels do not inhibit, stop or reduce the incidence of electronic commerce fraud. A
very large proportion of electronic commerce conducted over the Internet today is

conducted through the use of credit cards. Credit card information is transmitted over the



exchange controls that further hinder the acceptance of digital cash. 8
.-The devel opnent of electronic conmerce is at a critical juncture. Consuner
demand for secure but conveni ent access to el ectronic shopping and ot her
services is very high. Electronic conmerce nerchants want sinple,
cost-effective methods for conducting efectronic transactions, and
financial institutions want a level playing field to be able to nmake
avai | abl e their existing banking and finance infrastructure to both
consuner siniaraetnia dheamerchapt's eemputer diom Jhe r eustameri e gomgutee dhraygh public
cost-effective, on-line transactions to satisfy market demand for such

t echnol ogiontmusichtivh ¢lavaelspWhile sdcuritysintgdnsmissisenchannels sichyassSENadad §Siecur e
el ectronic transaction systemthat takes all these concerns into account,

and | evergesmiimes %ﬁdn&%t@a&k'nﬂﬁuﬁl@ﬁzéd rlﬁi}ae hﬂ} ﬁﬁér&%fo‘dr ®f CRAIE cRfE
nunber of variants of the present system he cust enters their

credit c r |te acts the
 ssui ng ‘B*Eﬁ%ﬂ%ﬁ?ﬁ e by Tgﬁé‘%ﬂ*ese ? gﬁsﬁ%ﬁ%*@ean&gﬁ%@ha FRpfers
debits th torrer S Cr g it car nt. The probl ens associated with
such a s &?Sea“ SeRye P AEEPS OF LVEN spaythogized
merchant's S|te This is not a safe transaction fromthe custoner's point
of view. arpessrhytwague employees operting the marchautst eeraputersc rMatchants’ computers

i nformati on and use it. 9 the identity of the custoner is not

est abl i staeel tangetsofor amahthotized eckss [byaklickerst iecamsecthey i doyitaim dedopdss of miatgy t 0
fraud. 2. During the tine of paynent, the custoner is redirected to the
bank' s sittdns&ibne ARY rellit afd Rumberscfiom auBticatio Wakiholdrs Wilk comiplisé patt! 6F
This has the problemthat each bank has to separately tie-up with each
mer chant ﬂlg'mfﬁn.hgudﬁcgmrggam bl e because each nerchant woul d al ready have a
tie-up wwth a particular bank and hence would be reluctant to tie-up with
anot her bank. Al so the cost would

Once unauthorized access is achieved, access can be obtained to many of these credit
card numbers. Fraudulent transactions can then be conducted without the knowledge of

the credit card holder (or the merchant) both of whom are innocent parties.

For example, it was reported in internetnew.com on 12 January 2000 that in December
1999 a Russian hacker stole 300,000 credit card numbers from the electronic commerce

} retailer Cduniverse, and dispensed them for free to visitors to his website.

A merchant who is provided a credit card number has to accept it and complete the
transaction if the credit card network provides an approval code. An approval code will
be given if the card is not reported lost or stolen, and there is sufficient credit. The credit
card holder will not know of such a fraudulent transaction and be aware that something is

amiss unless and until they receive their monthly statement. For the same reason, the



out wei gh the advantages. Wth a | arge nunber of banks issuing credit cards,
this would create significant |ogistical problens. 3. There are other
variants of the current systemin which the customer goes to the bank's
site and enters their debit card infornmation, and provides their pin
nurnber. This suffers fromthe sane drafiack as the second system 1i.e.
reluctance of nmerchants to tie up with nore than one bank, and the

rel uctant | ogisti robl ens. 1 of the three systens descri bed above

Al so_havdaaksiieactad H!ngwéu%d the cricards, and nadg paymants to theamershantscwilk netar d
hol ders and debit card hol ders; 10 custoners of banks that do not
support |deteetedefrayzh nWiISWy reportsothaproughbhs8 centsiof eyeryndS$ A0 spert ondliweois use
their checking accounts for paynent. Objects of the Invention It is a

pri nci paljogthd gatidof t he present invention to provide an el ectronic
transacti on and paynent systemthat provides confidentiality of paynent

I nformati on by separating the transaction information fromthe paynent
information. A further object is to provide a systemfor electronic paynent

wherein i rt nt informatio suc as di debit card nunbers
are not VQB@% ‘fic?‘g‘g%“q%? B3R W@ q“?@‘?rfgl g}tfaﬂgsm%sa-tto-cgnwv
recei ved and hel d by a bank. Yet anot her ect is to provide a systemfor
el ect r oni cyapmmmmﬁwwwkph@aw@r@ﬁm@ %q veorthaboyt %&Zsbxugom 4998,he
mer chant can have the assurance and confidence that they are dealing with a
cust oner thdse lossea dardhet suhstastisls e Such lasspswiti niltimatelyy havé to tbecborndjbyctheof
the present invention is to provide a systemfor electronic paynent wherein
t he mer clastomenand thegherchawnfi rmati on fromthe custoner, a bank, or a
financial institution, that the custoner has the nmeans to pay for the
transacti on.

It is no surprise that this has given rise to consumer mistrust in electronic commerce. A
survey by Visa revealed that currently only 5% of cdnsumers trust electronic commerce
on the Internet as opposed to 60% who trust telephone banking. And surveys havé shown
that the biggest concern of consumers is the transmission of their credit card numbers on
the Internet. Unfortunately, the transmission of such information is prescribed by the
secure transmission payment and communication technologies such as SET and SSL
described above. Neither is digital cash a viable solution. Digital cash gives merchants
J the immediate assurance of payment for all transactions. This is a disadvantage because
of consumer perceptions that these could be instruments of fraud in the electronic
environmgnt. As a result, many digital cash implementations restrict the maximum value
of the transaction traded using digital cash. This restricts the acceptance of digital cash
by merchants. Also, digital cash has not received widespread acceptance, and there are
issues of controls over national currencies, currency denominations, and currency

exchange controls that further hinder the acceptance of digital cash.



A final object of the present invention is to provide a systemfor

€l ectroni c paynent between two persons. 11 Summary of the Invention Wth
t he above and other objects in mnd, the present invention provides a

met hod for conducting an electronic tragsaction between a first person
having a first's conputer and a second pPerson having a second conputer, the
first and second conputers being able to be connected to each other by at

| east one comuni cati on network; the nmethod including the steps of (a)
establishing a .communi cati on between the first conputer and the second
conputer via the comunication channel; (b) receiving at the first conputer
a r equestThesdevlopment of elesironie comumaree isatgLarisical jupgture: cConsumer demaod fosi ng
the first conputer to pass a paynent instruction to a first custoner's bank
to ef f ectsepargniutt canvenient aemssdo Eiectonic §lbppingearid btier serticdsels vergehighng a
request fromthe first bank for identity and login information fromthe

first pergleétronié Cohiferce hbrchRAE Uvait ﬁ?@ﬁ!, YdodHefféectiveCmbethiods fﬁﬁ%nﬁg&]ixllgr st

identity and login infornmation of the first person for enabling t

bank to . | r | 4 q.debit a f ghe firs rson
and to ef% Eéﬁhﬂ%ﬁ?ggoﬁ%hﬁgﬁ%gﬂeﬁ? . r'gélssg%?i ao%%?w%%@gs e&ci ﬁ%l bﬁ@ﬂ% , (e)
the first's co er, receiving fromthe.first person's bank approval o
both 1 ho ke ANEbIE, i Sxistipf bankBEand Traanes inATRrOES I DO AOBTHRR ML) 1 or
conducti ng agl el ectronic transacti on between a first person having a first
conput er MB§fEAMSecond person having a second

The next step towards achieving secure, cost-effective, on-line transactions to satisfy
market demand for such technologies is the development of a single, open, industry
standard secure electronic transaction system that takes all these concerns intov account,

and leverages on existing banking and finance infrastructure.
There are number of variants of the present system:

1. The customer enters their credit card number at the merchant’s site. The merchant
) then contacts the issuing bank with the customer’s credit card information and the
bank debits the customer’s credit card account. The problems associated with

such a system are:

e the customer gives their credit card number at the merchant’s site. This is not
a safe transaction from the customer’s point of view. The merchant can easily

view the customer’s credit card information and use it.




conputer, the first and second conputers being able to be connected to each
ot her by at |east one comrunication network, the nethod including the steps
of (a) establishing a comunication between the first conputer and the
second conputer via the comunication channel; (b) sending fromthe second
conputer to the first conputer a reques? for paynent for the first person
to use the first conputer to pass a paynent instruction to a first bank to
ef fect paynent to the second person, and for enabling the first bank to
effect a debit transaction to debit an account of the first person; and (c)
the second conputer receiving a correspondi ng paynent fromthe first bank.
The request for pleyidentity'dfthbeustomerid riot established and/of acthemidacsd, leadinetd | r st
conputer via a server. Also, the first bank may pass a notification of
approval of the pgw dnfd 1b4i8s deCRhuygonput er, and the first bank may
effect the paynent transaction to the second | ' conputer. The paynent
transaction may be effected via the server. The server may coll ect and
collate information regarding the paynent transaction and the request for

paynment. Al myuni cati ons_over the conmuni cati gn network ,be . subj ect
to security sePWiRghe time ohaayrent, theoeHstameryis rs?t.re%?i#mq Brd's it eaid
Pr ot ocol . 13 Preferably, the first conputer produces a transaction

i nformati on i rentersdh¢ivhis eredit|card number atithe banlds dite.oFpiathas therpeoblemrthatct i on
information instruction may be sent fromthe first conputer to the first
bank. Pref eraldagh tdmk has 36 separptelye tie-aips withr eadhicmerchamayTiss tis endt hfeasiblt | on
instruction on behalf of the first person. The paynent authorization

instruction migéchgseSéith meRRuithRodll lakleadyP HRNE &'ticlih With 4 iphiticuli@ WanRtaridhe

sanmg time as the transaction information instruction is Sent. In response
to the receipt tsulll’ 0 td el Pn’% 0Q [ a nt
aut hori zati on hle%é? ruct ?oﬁ?gﬁgﬁﬁgniq%gfergle?&g%gﬁ@%sgggﬁdﬁ%e%&dk’z ?@X@ﬁe
second comput LI (ST a@% i st i onf it ned
or der ?nd {oﬁyﬁr’;‘s’n c{gﬁs %ﬁg?i&é%:rg'ngvﬁﬁgagwgﬁy 0 _rﬁryod}tbr?é#f g?ﬁ&@ﬁ%&ﬁgﬁ”ﬁ%’o 5t Pe
paynment authorizgtion instruction as is.required for e second person to
be able to pr dﬁ‘é‘gé crate f}&%@ﬁ?‘ ngﬁ“%qubﬁﬁﬂc‘]s' Preferably, authentication

information and an authentication instruction is transmtted fromthe first

conputer to a certification authority to authenticate the identity of the

first | person;, and to authenticate the transaction information

i nstruct Bon, drheréarepethee Mariants dbHihie satrentrsyistent inywhichithe sustomeh goessto the

transaction information instruction and the paynment authorisation

instruction, fhankistdite dnidrenters thejrdebit canl infeematiok, dndf proeidps thefrgsin mgmbler.t he
This suffers from the same drawback as the second system, i.e. reluctance of
merchants to tie up with more than one bank, and the reluctant logistical

J problems.
All of the three systems described above also have common drawbacks:

¢ there is no single interface for credit card holders and debit card holders;



transaction information instruction or the paynent authorisation
instruction or both the transaction information instruction and the paynent
aut horisation instruction. 14 More preferably, further authentication
information and a further authentication instruction is transmtted from
the second conputer to the certificatiof authority to authenticate the
identity of the second person; and to authenticate the confirned order and
paynent instruction fromthe first bank to the_second caonputer before
processi ng of ¢ h&ustenrrs fE Panky that Aoy nplaspnert Intemet, banking cppuot: puIchased
order and paynent instruction may be transmtted to a third conputer
trusted by the sealine andrson fromthe first bank, the confirmed order and
paynent instruction being sent fromthe first bank to the third conmputer;
and the processed confirnmed order and paynent instruction nmay be
transmtted fromthe third conputer to the second conputer. Preferably, the
transm ssion fromthe third co t, tp. the secopnd co ter is via the
server. Mbre p'r efgggﬁegp,c%%tqsggﬁ%ﬁl&egﬁxgﬁa\pgoufnﬁseogﬁf\mngrlb{bnputer formthe
first bank is via the server. 1 The first person may be a custoner and the
second person may be a nerchant, the request for paynent being as a result
of an order being placed with the nmerchant by the custoner; the order being
pl aced byObjectsmfsheknventionng the first conputer, and being received by the
mer chant using the second conputer. The order is preferably placed by the
cust omer Itis @ priacipal objectt dfetheypredeat invention 1o pvide ahelectumiio mansactioarandt i on
about at |east one product, the information passing fromthe second

conput er gagmeh€systéns ithRQrbvides corfidentiblity! ofipiytneNB infBAn@idoBY sefaratitfy the
customer, and the third conputer may be a nerchant bank 15 conputer

oper at ed £ al: i j i is nW?i'i t he nerchant establishes an
account, t%lég&&&%@ﬁﬁgn?éo%rﬁg@e%gggﬁggl C}Hc?on |§ﬁ1ﬁed order and paynent
instructions on the nerchant's account. The second conputer may include a
second conponent to integrate with the second person's software to

ot | nos.A L BRISHEI G0 MAGR YR HHA Cibonst KoV RGL ARIA GRPSARE B DR,

information such as credit and debit card numbers are not passed across an open network,

or to the merchant, but is only received and held by a bank

Yet another object is to provide a system for electronic payment wherein the merchant is

provided a means by which the merchant can have the assurance and confidence that they
/ are dealing with a customer who is a legitimate user of a payment card.

A further object of the present invention is to provide a system for electronic payment

wherein the merchant can receive confirmation from the customer, a bank,. or a financial

institution, that the customer has the means to pay for the transaction.

A final object of the present invention is to provide a system for electronic payment

between two persons.



accepts nessages fromthe second person and, depending upon the type of
d4ransaction, sends a second nessage to the server. The second nessage nay
be a transaction nmessage fromthe second person and the second conputer
sends the second nessage to the server by redirecting the first person to
the server. The second conputer may rettlieve result messages sent by the
server when the first conputer is redirected back to the second conputer
after the transaction is conpleted. There may be a bank conponent

r esponsi Bummary sf thelnvensionon of the first person, j communication with

t he bank's | egacy systens, and to enable the bank to debit the first person
for the rwithithedbavernd othep@bjeetsviar mimly thepleseift ifivéntionprevidesa micthed $or t o
receive redirected nmessages fromthe second conputer, validate the

transact i @fdudt 1biforlié BARGKHOR BeiweeR adfibPhaS hail & ﬁrsi%r&mggégs&pgom |

first bank. 16 The server may al so receive atus request nes

t he second [ i th a f i ndg,transaction e[ eupon
the sor var s BErspERY R Ehek L Shibita e, Atk 88 3R 4 TPIEE bRBe IS

- person. The server may further include a set}lenent nodul e b ich the
second plh‘%‘i?ﬂ"%‘éﬁi?‘b beather it at depsh on pommanication a%tﬂ"E)‘ﬁé{,‘e méom}aslndms
settlenent files for a second bank of the second person are prepared and
sent to tthestepgefid bank to credit an account of the second person, and to,
the first bank to debit the account of the first person. Description of the
Drawi ngs In order that the invention may be fully understood and readily
put into practical effect, there shall now be described by way of .
non-1im t@f i veseblshihg 8ntomiiuaication dbetwb&fli the Nfifst ObomipifterP 2R Cile isBodhdl | ON,
t heydescription being wth reference to the acconpanying illustrative

drawi ngs i n Widoedbutdr via Liic&idnSd: ntation of the system

archi tecture; Is—llilg)l}lrteelr é %?ﬁ’@ﬁ?’%rat |a§ir§1abf the systemarchitecture of a
second enbodi nent; Figure 3 is an overall flow chart for the first

enbodi nent; Figure 4 is a flow chart for the nmerchant conponent for the

first e di ment:. .
ntzg) recéiving at the first computer a request for payment from the second computer;

(c) the first person using the first computer to pass a payment instruction to a first

customer’s bank to effect payment to the second person;

(d) the first computer receiving a request from the first bank for identity and login

’ information from the first person, and the first computer supplying to the first
bank the identity and login information of the first person for enabling the first

bank to effect a debit transaction to debit an account of the first person and to

‘effect a corresponding payment transaction to the second person;

(e) the first’s computer receiving from the first person’s bank approval of both the

transaction.



17 Figure 5 is a hardware chart for the server conponent for the first
-enbodi nent; Figure 6 is a configuration chart for the web server nodul e of
the server of Figure 5; Figure 7 is a hardware chart for the issuing bank
for the first enbodinent; Figure 8 is a, process flow chart; Figure 9(a) and
(b) are flow charts for the server; Figllre 10(a) and (b) are flow charts
for the issuing bank; Figure 11 is a flow chart for bank and nerchant
registratjon; Fiqure 12 ig a flow chart, f custoner reqgjstrations: and
Foure 13ti presefavertion, Sxd proyidesr ethosd i connSetie. it Fleglro s E8ipedian
DESCRI PTI ON OF THE PREFERRED EMBODI MENTS Figures 1, 3 and 8 depict an

over vi ew hetweerearfirshpersen hawingr @ fiFst: eammputen andhg seeends perspw haxing pspeend
instructions between customer, nerchant and custonmer bank. The net hod 18
starts widomputer, thesfistrand secondpomputets beihglabletbibegoanexeditineachtother by ahh one
or nore nerchants' conputers 3 via a comruni cati on channel such as the

I nternet 12ast HHE cOMAuREAlioR nEWHRK RE ndetNdd inchuBf@itHestepLoR: t he merchant s’
conputers 3 information about various goods or services 4 via the |Internet

2. This infor ion - 0QOdS, Ar .Sek Vi | ! cessed
by custoner’ srT@zrrpu?sZ&rbq%&"%%o"r N 3“%%%%0%3?’6%&0{## ??%"ﬁé‘i’t% ;Qg aggr C %ggﬁgf t he
goods or services, custoner.'s conputer Wl issue a transaction

i nformation and pay?@ﬂ?‘ﬁ%‘f‘ﬂgﬁ“zﬁ?‘ﬂﬁ"’f‘ @ ehepelon 5 to the custoner's
bank's conputer 6. The, custonmer's bank's conputer will process the
transaction i nfbdr natandingafram, thensseond gomputerato; the first computesa sequest &fon
ascertaining the validity of the transaction information and paynent

aut hori zati on i nst r payment for, theufitso person th ask the fixstrpomputes tavphss & psymesnt
confirmed order and paynent instruction 7 to one or nore of the merchant's
conputers 3. |n anoinsguctiviinodi firsobank td bffedt Pagmenton, thé Bécond Yeesonl and for
transaction instruction and paynent authorization instruction and/or the
custoner's bank’s Cmuiﬁgﬂiesﬁ&@'ﬂm {6 effedt Gedebit tearRActTRANo deBRidnlsdcont oY be
via a payment gateway. Frgures 2,3 and 8 depict an overview of a further
enbodi nent of the ”&E'Iﬂ&ﬂ}i‘soﬁe&'ﬁ ely transmtting transaction and paynent

i nstructions between custoner, nmerchant and customer bank. The met hod

or more merchail o warmekrl EOHBUeE redei Gk T hthoAfafls SRS iRt B0 ke °"°

Internet 2. The customer's conputer 1 wll receive fromthe nerchants'
conputers 3 inforna'?%n about various goods or services 4 via the Internet

2. This
The request for payment may be passed from the second computer to the first computer

via a server. Also, the first bank may pass a notification of approval of the payment to
the second computer, and the first bank may effect the payment transaction to the second

.) ' computer. The payment transaction may be effected via the server.

The server may collect and collate information regarding the payment transaction and the

request for payment.

All communications over the communication network may be subject to security selected

from the group consisting of: encryption, and SSL Protocol.




19 informati on about goods or services will be assenbl ed and processed by
.custoner's conputer 1. Upon the custoner confirm ng the purchase of the
goods or services, custonmer's conputer 1 will issue a transaction on

i nformation and paynment authorization instruction 5 to the customer's
‘bank' s conputer 6. To nutually aut hentiBate the identities of the custoner
and the custoner's bank and to verify the authenticity of the transaction
informati on and paynent authorization instruction 5, custoner's conputer 1
and customer's bank's conputer 6 will issue and receive authentication
instructions and nessages 10 fromthe certification authority 11. After
successf (Rreferabhgthe fiest icomputen pradusesartransactiaminfermation ihstructionin relaiarts s
the transaction information and paynment authorisation instruction 5 and

Wi Il i ssyRe Secofid ichomphiter O Thetrameskttidn)iifnatiols ifstattici mdy be sentUR6MRVE first
computer 8 which will in turn transmt the confirnmed order and paynent

I nstruct icBr?xgnggérotot e @?ensg %Eﬂi@% 'hfre‘f'&m ,tﬁ'{q ﬁrstT&%} @Q@ tq'xi&ﬁxcgg a ﬁg)pﬁgﬂie

payment ga y conpu e nerchant’ s conp e custo

bank's conputer .6, .and {.he nerc t's,.,bapk,. conputer_w |l process the.

cont i ¢ meduBiRizpicH ABEHGHER  OFF HERAE af B8 Bt HRERap | TG PRRer; Sabogightion
conponent s that make-up the systemof, and the nethods used by, the present

i nvent i oAnstrction amaynpe send froncihefisst gemputer tthe fipstrbank atjthe same timg as thed at

the nmerchant site. This conponent will integrate with the nerchant's
st or ef r ortansastipndnformationinstruction iesentt nessage conposition, encryption,
hashi ng, and nessage sendi ng routines. 20 The nerchant conponent i ncl udes

a transaction generator. The transaction generator accepts the nessages
fromthe nmerchant and, dependi ng upon the type of transaction, sends a

message iR rbdjdnSE o e rédeiptt of me%mwmﬁ%msméﬁ&%m&a&gﬁmm, It

generates a checksum encrypts the checksum and sends the nessa to the

server bé?{h?)ﬁ.h{tﬁﬁf ﬁmgguét{tﬁé Wﬂ@ﬁge@%&ﬁﬁwﬁﬁ&éﬁ%d seh§io e aécfoﬁﬁ %@ﬁ‘fsdug 1 It 2

conpl ete recel ves nes € Sserver and senas a nessa

t he merchant's _syste [f,it IS statuys nme e, Lhen, a ssage i S sent
di rect | y ot SORETE, obder abd pavedamh JhpRuction,  The copfimmcd rdr” apd pavimen

nmer chant ,can al so generate capcel l.ati qn qr reversal nessages. These .

Tess ages Mo may Foptsin cuiy Bt infgimation Wom, the RavEeRt sRboRmEioRdus RIRienand
sends themto the bank. The nerchant's systemretrieves the result nmessages
sent by 8nis regyiged fofthssecard perseninshe gbie eess thepayment fransagtionre chant
after the transaction is conpleted. An additional backup nessage is
received directly fromthe server. The order is conpleted only after both
the confirmations are received. In the offline node, the nerchant connects
t o t he s@®referablysiauthentisationinformationdamh an vantlkénti¢ationrinstrietivn ésatransntitted| |
its transactions, and can request settlenent of transactions. The server

\l/)vi I L set ot tHeefirst eothpttl % cOitifioRsh aliRority b Aliienticdiétie idastity T th@ Kisdiant ' s
ank.

) person; and to authenticate the transaction information instruction, or the payment

authorisation instruction, or both the transaction information instruction and the payment
authorisation instruction, from the first computer to the bank before processing of the
transaction information instruction or the payment authorisation instruction or both the

transaction information instruction and the payment authorisation instruction.



21 All transactions between the nerchant and the server are preferably
-encrypted and sent with a checksum using Secure Sockets Layer (SSL)

comuni cations to maintain a relatively high degree of security. The
transactions take place over SSL conneqtions, wi th direct connections being
made over private SSLs using certificat@s generated by the server. This in
effect creates a virtual private network between the nerchant and the
server. nk Conmponent .- Figures 7 and 1 The sof tware runni ng af. the bank
Wil be PRGSORETBIAD o fortise; BHEPRUSAABN FHOTFREN, 208 WeiATe SHEheRHEAtS R k-

| egacy systens, and will enable the bank to debit the customer for the

r equi r ed instmgtion iyHransputiedhifiom tthe seeandr cerpputen tailthe gadification \gutharity to
interface. The interface nodul e receives the transacti on nessage fromthe
server, dathextitdie theidenfity ofitheosecon® peisopsaridie althaktivaty thernfismed tdrder
custoner for their card no./account no./user ID and t password/PIN. It then

aut hent | QﬂH§§¥l‘h@ﬂt InSRHAIR fromhiRe first MaAK {6 Bel RBoriPcoffifterbefbR proYessmpisrct | Ng

the switch interface (which then contacts the bank for authentication) or

directly Q?ﬁg i t ' ?‘ﬁ . If the custoner is authenticated,
t hen theﬂg%%l |§aﬁ?%§gggé’g§ﬁg?\§ ectn‘t%ggnsaction result is sent back to the

server after encryption. 22 The bank can accept status and cancell ation
nmessages fromthe server. Wien such a nessage is received, the bank
interface requests the existing bank's systemto reverse the transaction

and r eporfhe confirmed @rderpandi payanent dnstajoliop. may be ttransmittad toma thisd \computere
bank and the server are encrypted and sent using Secure Sockets Layer (SSL)
comuni c &usted sbynither secandepdrsenmfitom e firsti bank, ithe)icontfiomest: onder sandupaymentThe
transactions take place over SSL connecti ons.
instruction being sent from the first bank to the third computer; and the processed
confirmed order and payment instruction may be transmitted from the third computer to

the second computer.

Preferably, the transmission from the third computer to the second computer is via the
server. More preferably, the transmission to the third computer form the first bank is via

the server.

) The first person may be a customer and the second person may be a merchant, the request
for payment being as a result of an order being placed with the merchant by the customer;
the order being placed by the customer using the first computer, and being received by
the merchant using the second computer. The order is preferably placed by the customer
as a result of the merchant supplying to the customer information about at least one
product, the information passing from the second computer to the first computer. The

first bank may be a bank of the customer, and the third computer may be a merchant bank




Server Conponent - Figures 5,6 and 9. The server will be the main el enent
:of this system The server will be an interface between the nerchant and
the bank. It will enable nmessage encryption and decryption, nessage
construction, and mai ntenance of information that will be used for
‘settl ement between the nerchant's bank ®nd the bank of the custoner: The
server includes a transaction processor that receives a redirected nessage
fromthe merchant) decrypts_it,_ authenticates the source, validates the
t ransact i compuigrdopasated day anlnanciah Jagtitntion iwith wdhichathepmeechant estpblishes an
regi stered custoners for their user |ID password, and their bank.
Unr egi st ercecuntsandswhivhasdso procésses said confinmednordeaid pdyamdnt iestraictidisecors éieser
then creates a hash total for the nessage, encrypts the hash total, and
sends it gerchiy’ sCasebeter bank. This is by redirecting the customer browser
to the bank site. After the transaction is conplete, the result nessage is
recei ved, decrypted and verified, and the 23 result is updated in the
dat abase. The result is again encrypted and sent to the nerchant by
redirecting the gustoner back to.the nmerchant. It also receiyves, a ba(;:*ét;p
message fHinPeoRBd ompuler mey ingludp @ sqcqnd compopent dqqintegrate with dhe 3pCoRdsage
to the merchant. The server can receive status request nmessages fromthe
mer chant pesspa’sisaftvars o implement message cgmpnsition.cencexptionnhashing, and messageer
receives this nessage, it checks for the status in its database. If the
resul t i sendingymutinex eiThed sedohd ncamiponent! mayuincludet atteensactipne géndrator thatbank.
The server will accept reversal and cancell ation nessages fromthe
mer chant ,acaéjts nfess4peés from €RSetbnd persoh amdadépending pREth [tipes Bf trafdietion,e
updated and then the nessage is forwarded to the bank for
reversal/ j ' HaRakt jeN tO
its syst g%ﬂagﬁgécgh%\%&ts %agg?}%rﬁg%ﬁermktsgég‘gé@%s%% ﬁﬁ?’i?ﬂ?y forh'? %gléﬁeggéwhant.
It will r { s | ONS,
i e, b5 BlSon BRI WIecHRA BBt Plnd] e sBR Inellagk B LT KAT

and wi |l | ener a or*se Wween € custoner's
banks and t he, chant.' bank,
y regxrencglrngqge hrs% person to the server.

The second computer may retrieve result messages sent by the server when the first

computer is redirected back to the second computer after the transaction is completed.

There may be a bank component responsible for authentication of the first person,
) communication with the bank’s legacy systems, and to enable the bank to debit the first

person for the required amount.

The server may include a transaction processor to receive redirected messages from the
second computer, validate the transaction, record the transaction in a database, and to

send it to the first bank.



The bank can al so send offline nessages to the server requesting for charge
‘back/refund of a transaction for a particular user. The server will mark
the transaction, and send the '' nessage to the custoner's bank. The server
al so provides a facility for the custongr through which they can be
intimated that their account has been d®bited and settled. This may be

achi eved by sending an SMS nessage to the custoner's nobile, phone, nornal,
phone, fag¢simle machine, conputer, nessage service, pager, or the |jke as
request ed D§SFYRE 1BAY eceive stafus| requsHt mespaars drom thg second prrsgn regarding
exanpl e the custoner's nobile cellular hand phone nunber will be 24

capt ur ed theistatup ofhan 0agoisg rtensactiop; wherenpomtie séreercehecksvfor the Istatisaire then
option to enable or disable this facility at any time. This facility wll
be avai | alatsbasand ddvides thebdeRrbRdlpeisei.s. Al | transactions between the server
and the nerchant and bank are encrypted and sent using Secure Sockets Layer
(SSL) commruni cations, with a checksumto maintain relatively a high degree
of security. The transactions take place over SSL connections. The server
al so inclydes a reqgistration, npdul Thi s le handl es the reqgistration
for the t'H ¥ &t ?‘?Y Mﬂ mclude, A& f‘%ﬂfmi".’te'.“ga“ l@h%’&'bﬂhﬁm ﬁeﬁgn‘iré’gisﬂﬁn‘fa,“ and
t he bank. The cu?tomer regi stration nodule (Figure _12) accepts_ the custoner
det ai | s, requeshieitiement of dts transactigns;twhereupon seitlement filesifexa secand bark gfthe | D
is not already in use, and updates the database, creates a registration
nunber asacadmessonrare pedparadandrsenttoghosasond batlotonéredit amacoountof thiasecond
account has been activated. Registered Users can then conmence using their
account tpersbacard toathe firsbankpo debiathraccoilirt of Ul fsEpersgryi stration is

conpl eted over an SSL connection so that the information is not
conpromsed. It is not mandatory for a custoner to register to avail

t hensel ves of the system Unregistered users can al so make use of the
Faciliti i chi il s of their country and issuing bank at the
time of %&%gﬂ?g\rﬁﬁglﬁﬁfj@ghase. However, registration will make it
easier and faster for the custoner to transact. It will also be easier for
the server to target registered users for pronotional purposes. Hence users
wll be 25, encouraged t.o register. Additiopal]y, .registered ysers_can

| ogin and? VF%Q&H&F’? g'f‘feé on m o‘?f’s,g‘"é(dﬂ‘%ﬁ(ﬁé‘?qdqﬂ#e%é@%g‘ét o B’Eaﬁg?ﬁseéfa\%c es
of included in the system This nodule will also provide standard features
to enabl $hesgisthatle mewt beyidessried Bpaway ek dion-limitatives examplegenbyhaireferred
password, turn SMS nessaging on/off, and so forth. The merchant

regi st r aembedimenis of( thegpresert1inventiore the ddseriptiorc fheing withiereference do cthees a
uni que nerchant ID, verifies that the nmerchant IDis not already in use,
and updateconpanying ilostsative@rawings in whithed, the merchant can start using the
services that the system provides. Typically, once registered, the
necessary software will be installed and integrated on the nerchant's site,
and customers can then start using the systemto facilitate their online
transact Fifute 1104 ehBlentaRioh DR dyfemMrchitkfuwe! f1 i ne and will Dbe an Intranet
transaction, so that the authenti'city of the nerchant desiring registration
can be verified. The registration process will follow a naker/checker
procedure where the nmaker will input all the details, and these will have
to be authorized by the.chegker after verifyi all  th etails. In

addi t i on?‘ 184C% éé? n ﬁ%ﬂﬁ?%?fﬁgﬁéﬁf'g afqhktﬁc?‘ﬁ%"f&egﬂﬂ‘i’ E@SP‘%R}PPEncr yption

keys, and so forth will have to be nmintained separately by the

Figure 3 is an overall flow chart for the first embodiment;

- Figure 4 is a flow chart for the merchant component for the first embodiment;



server in another nodule. Merchants can be standal one or can be a

.col l ection of individual nmerchants. In the latter case, an entry is created

in the database for each of the nmerchants through the nerchant registration
routine, which is part of this nodule. 26 This nodule will also provide
standard features to enable the User td7view and update/ nodify their
entries, change their password, and so forth. They can al so add new
merchants to their exi sting nmerchant list, or delete nerchants fromtheir
|ist. The bank registration nodule (Figure 11 ) accepts the bank's details,
creates a unique bank ID and updates the database. Once registered, banks
can st ar Figise 5ds & hardweiry chars fdrhied seirver coynponentiforothe dizst.enfooslimenty Wi | | be
installed on the bank's prem ses, behind the bank's firewall, which will be
able to communicate with the bank's | egacy systens. The server of the

pr esent invention wi || comrunicate its requests to the server on the bank

Site, V\/n urn co ththe nk | ega VSt eps.

S ar EGEHE e PR GE R bof e vt ity o St s B BT RO e
rraker/checker procedure. The server aI so includes a settlenment nodul e which
wi |l operate once the transaction is conplete. At the end of the day, the
merchant can log on to the server and request settlenment of its

transact meﬂmabamm@hqurthmwmb for thet firstembedimentis for the
merchant's bank (to indicate to the nmerchant's bank to credit the
merchant's account), and the banks of all custoners who used the nerchant
to make online purchases to debit their accounts. The nerchants wll be

i nf or red Fifurd Bes & prdcesyBow chagunt of fline. These files will be integrated
for,all merchants and one file will be prepared for each bank, which
indicates the credit/debit for all the nmerchants/custoners of that bank.
The settlenment files will be sent to the banks over a secure connection.

27 This i </ refund requests fromthe bank or
t he ner C?ﬁé&%@h#ﬁﬁ%kﬁf%ﬁ?ﬁ{@gaﬁg 0 restrict unauthorized entry
into the system External users will be abl'e to send requests to the server
Preferably only through HTTP and HTTPS protocols. The incomng traffic on
HTTP and_HTTPS rot ocaols will be nuted,to a_| oad bal ancer. The second
tireual | Figuge 10@hpyd (asp flow charte farshe sying barkiveb Servers, and wil |
forward the requests only to the application server. Physi caIIy, the two
firewalls may be in the sane nachine. The firewall may be a hardware
device. The | oad bal ancer may be a device which accept traffic fromthe
firewal | Figutle 1 bist ®flotv dhartdof bankeanid raerchant segidtationyv | | di stribute the
traffic across different web servers. The web servers will receive requests
fromthe | oad bal ancer and process them using

Figure 12 is a flow chart for customer registrations; and
Figure 13 is a flow chart for a person-to-person financial transaction.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Figures 1, 3 and 8 depict an overview of the method of securely transmitting transaction

and payment instructions between customer, merchant and customer bank. The method



servl ets/JSP technol ogy. There may be a nunber of machines hosting the web
-server and the | oad bal ancer may distribute requests between them Each web
server machi ne may have two web servers running: one to cater to custoner
requests; and a second to communi cate on;y wi th the nerchant and the bank
‘using SSL for sending direct nessages. 28 The server may be a
Certification Authority and nmay issue Certificates to the bank and the
nerchant. One certificate will b nerated for each.bank a each mer chant
that o) S it e SoSOmer campiierel 4siablisTing, 8 caPtRUHCAN W) OBE o MaFtimar e
devi ce that hand] es SSL connections for the web servers. SSL connections
are time merhantshgomputers 3t wash Fonunynieationoehanneh suchd as; ithe: Intagnet ZoedThg t he
process and reducing the processing required of the web server. The switch
at the basustomedrs eomputer hiwdllfraceivd ivmethe érehans’vaomputers 3gaformdtion abodt

| egacy bank system for processing of transaction. It is, basically, a

transact i ioRs goods M uervicés P virahe Iftettet 2. L THS 38k Mory 8 v BSod st ketiitéer ent
ki nds of nessage structures. As the systemw || handle financia

I
transacti f r I | &LV 5 e, i ch h he
| ntor net i b8 o8BI GF poRBREE b Gusliher’S coffiiel . "Upe ik et
Preferably, .all transaction ich,take place on line (i.e., fr t he

mer chant oo, R BiRehasg 18 €pars & Spisioe btarmets pomitiehd WHESSER® vi ce
versa) will take place over S SL (secure socket |ayer) connections using,
for exampransactipg igformatien gnd payment-aythorizatien instruetion § txthgicuptomer’s hankisy

SSL, all nessages before being sent out on the Internet may be hashed to
gener at e compiwterkG ufhe Tdvistomprtschank’s vorhputee wilh proqesse theusansgetipnbinfermation
keyjprivate key infrastructure. This encrypted checksum may be appended to

the end aindt peymentsaghotisstioneinstructipns Snand UipofilV adcefthiingn iRy walidity of9the
Furthernore, digital certificates my be nmaintained at each of the three
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digital certificates: a certificate issued by an independent Certifying
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three entitres. 'S W e used
merchant’s computers 3.

In another embodiment of the invention, the customer’s transaction instruction and
payment authorization instruction and/or the customer’s bank’s computer’s confirmed

order and payment instruction may be via a payment gateway.

Figures 2,3 and 8 depict an overview-of a further embodiment of the method of securely
transmitting transaction and payment instructions between customer, merchant and
customer bank. The method starts with the customer’s computer 1 establishing a
communication with one or more merchants’ computers 3 via a communication channel
such as the Internet 2. The customer’s computer 1 will receive from the merchants’

computers 3 information about various goods or services 4 via the Intemet 2. This




merchant and the server exchange nessages using the custoner's browser as
-an internedi ary, and al so when the server sends direct nmessages to the bank
or the merchant; and the server may be a Certifying Authority. It may
issue digital certificates to the nmerchant and to the bank. These
certificates will be used for authentic®ion when the bank or nerchant
comuni cates with the server directly (i.e., wthout using the custoner's
browser to_.redirect). Passwords my be stored on the database using Secr et
Key Encrypfor@ation abgpy geeds,er swgﬁew@séa agtembled gnd \nxpcessed: By AWSIORRATES wi t h
custoners. Merchants and banks may al so be sent e-mail nessages regarding
adni ni st rcamiputerpl.ocEpom dbe austomer reoafieming ther purghase hef thei goaisr ereservides,
security managenment systemis used to authenticate the user. It may al so be

used to aublafriscahfputst I WIlBisead a tafSactib 6h infoRhRiontdd icht 8WBOFSationt MY
al so be used to authenticate external users fromthe banks and merchants.
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checking . for conpl eteness, the details  are confirmed to the custoner by

e-mai |, rgation And, payments ayihorizatinn dpstruction 1 5,5 cusiemSHE CMBWEE k andpdat e
their profile, after login the details are retrieved fromthe database and
changed lopstomer’subank’scomphtey G valliissue and reativen avthentitatiah dgstructions eanday be
a confirmation to the custoner by e-mail, if desired. To now refer to

Fi gures 3nessapeS, 10Miem tie certification agihofityodl) nAfieo sideessfialr althéntication, the
purg¢hases a fewitens, they have to pay for the purchases. They can

t her ef or @uétbinel's Bank e cbinplitet & Wil pFr8Eess rth%ﬁ?adtﬁn%%ﬁ@iﬁnaﬁldogﬁ}gﬂ%nﬁ ge

paynment options on the nerchant's page. This nay be by an icon. -
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(i not ?As%%ggn d]o?oe the )rﬂerc na?x ’ts hc%n(ljpe};[tg' 3. Through the use of the same payment

gateway computer 8, the merchant’s computer 3, the customer’s bank’s computer 6, and-
the merchant’s bank computer will process the confirmed order and payment instruction

7.
The various entities and components that make-up the system of, and the methods used
by, the present invention include:

Merchant Component — Figure 4

This will be installed at the merchant site. This component will integrate with the
merchant’s storefront software and will implement message composition, encryption,

hashing, and message sending routines.



Is sent to the server by being redirected through the customer's browser..
-An SSL . connection is also established with the server at this tine. 31
The custoner enters their login id and password, and selects their default
bank. The server smatter group verifies the login id and password, and
‘reconstructs the nessage, which needs "9 be sent to the bank. It gener at es
a checksum for the nessage and encrypts the checksum The systemthen
redirects the customer to their issuing bank. Non-registered users can
select their issuing bank froma |list of banks which have registered. They
are then redirected to the bank site in the sanme manner as for registered
users. AfThehmembanbcempendmikcladesea transactiont generatos Huek bdns$action hgeneraterer
nane and password, card nunber and pin. The nessage received fromthe

server i cétphd 1Y RidssaBsl fidn the efdiahi af, \d@peistia® dpon thd@ypd bF tranddetion,

account information entered by the custoner is validated by the bank

system ' | | b ' t ] :

ht er tacechdi ¥ anesfes, O A6, DM RERE WimshofSn RESRE fidtn 'diE dfchil i
systenlis nodul e at, t he bank "tal ki ng"” .direct] 0.t he bank's stens. This
ot T1 © dep SREFTBIFS HoshaokamBa AReryR die AlerkSrm it Sn0S fhe Tuesiags, P JRY grver by
successful ;, the custonmer's account is debited by the anount, as specified in
the. mes3sediescting dhe gustemenio the ssmver LInce the iransactign i eempleted, itreceiyes thecy
for debit. The debit is'" made through the switch or directly by the system
"t al ki ng'messagerfromathi' ssrvey snd sendsraemessage @ thei merchantisosystemplfdt is a latus
customer is informed that their account has been debited, and the custoner
I s redir aedssapehahidn taonichangscis sent direetly fo rhe seyer, i reqaestingihehstatne of 2
redirect informng the server about the success of the transaction. An

addi t i oONglan§RESAIThe merchant can also generate cancellation or reversal messages. These

messages are sent to the server, which in turn processes the messages and sends them to

the bank.

The merchant’s system retrieves the result messages sent by the server when the
customer is redirected back to the merchant after the transaction is completed. An
additional backup message is received directly from the server. The order is completed

only after both the confirmations are received.

In the offline mode, the merchant connects to the server using its login id and password.
The merchant can view all its transactions, and can request settlement of transactions.
The server will settle the transactions between the customer’s bank and the merchant’s

bank.




is sent directly fromthe bank to the server. This nessage is intended as a
-backup of the original (redirect) nessage. Settlenent is done offline at
the end of the day. The nmerchant requests the server, for settlenment. The
server generates the settlenent files for the nmerchant's bank and the
"custoner's bank and infornms its bank - Zthe server's bank which acts as a
settlenment bank for the custonmer's and the nerchant's banks. To settle the
accounts. The nerchant's bank pays the nerchant and the custoner's ~ bank
conf i r ms Albtransactions: between the merahanhand theserver ate prefasably )encrypted and genti t
was successful. The custoner may cancel their order at the nerchant's site
usi ng t hevith decheoksulsr uging \Sedark Byclete Laperc(S511). cobnunieatidiantio mdingdin @
generates'. a cancellation for that particular order and sends it to the

server. Theiwdy kigh dégr&d SfSRchrity, TROGRhdatlidBNake/fade dvet SFEEGOE&EICI [ it

details and cancels the transaCtion. The nerchant van al so e to cancel

the. ord f it - rd. (if jt I.s U le to ne the order. . for
exanpl e) S{r?%ecégﬂlgftg%r S‘&ﬁg afﬁ?éed 8}?%% B’“za‘? g“ﬁﬁ Rmas i r?ikig a%ﬁ 19 “Efa&?d é’% a%l e,
if the custo .cl ai t hey did,. not purchase th oads, or receive the
service SVER dn gieeth ereates & : PT‘I’{éteb“a‘ﬁW%E‘hg? een e merchant aad e pack
fromthe nerchant's bank through the server. The server processes
this.regee¥er.and generates a file for the nmerchant's bank. 33 Figure 13
illustrates a person-to-person transaction, which would be available to
.registered users only. Here, the sender logs in to the server, and selects
t he person-toperson option. Details of the receiver are entered. The

recei ver Bafik EdfipoRtnte: FiputesyaridF0.server, the e-nmai|l having a hyperlink to
they server. If the receiver is not a registered user of the system they
will not be required to be registered, but may be encouraged to do so.
Details of the intended paynent are given to the receiver, and they are

asked to ' [ L. 1 Nnient] roce £, ywes” e server. sends an
e- mai | tgﬁg hnsré’lﬁyeyﬁ%relﬁh&ﬁgi %taﬁeng%m ﬁé r(:égpcog#@ger ¥'?rnf"8‘ﬂé§°f Oauﬁl?e&gggtbqn,.rhe
e-mai | contains hyperl.ink, The sender selects the hyperlink, enfers their
o0 deroipmuigt 0 B¢ eak(s feRaer Dol il sranje e cbarkicte, Sebi e onas
to the receiver_an e-nmajil _requesting details of the account to be credited.
Upon r ecB#stemer for the reguised 3mpud- f r om t he receiver, the sender's account is
debited and the receiver's account credited. A confirmation is sent to the
sender, and may be sent to the receiver, if desired. The server wll handl e
currency . conversion between the nerchants and the banks. All transactions
t hat ar eThisceontaitis f the ninterface maodidanandatlee cwitvlerinteeface.t The ihterfacs i module
currency or to the Issuing bank's |local currency. The currency in which a
parti cul fceives khe tasabtion nidsSdgedfromr the Geitve, decHipt! thetihfodmafioh eerifidkthe The
dai |y exchange rates will be nmaintained on the server. Registered users my

check t heldckbum SRl i#3Ks Nhe! QuitoARF FRIMer LR " ndVaetdunt: na?we%tﬂ?_eqnalsers
may be able check' their transaction history and update their profile, if

desji red. wgﬁét&?ﬁl‘h§?3ﬂl§? Bﬁthgﬁﬁcﬁgseﬁxed&ﬁm&e’fhé Qu&xgﬁicfaﬂBﬁ qgid'age %?tﬁ&r W tion

preferre odi nen

contacting the switch interface (which then contacts the bank for authentication) or
directly by accessing the bank’s systems. If the customer is authenticated, then the debit

is processed, and the transaction result is sent back to the server after encryption.



the present invention, it will be understood by those skilled in the
‘technol ogy that many variations on nodification in details of operation on
nmet hodol ogy may be made wit hout departing fromthe present invention. 35
THE CLAIMS: 1. A nethod for conducting an electronic transacti on between a
first person having a first conputer ar? a second person having a second
conputer, the first and second conputers being able to be connected to each
ot her by at | east one comuni cation network, the nethod including the steps
of (a) esthfobank,cany agcephsiatvs and icanceliation aessages frqm the server. When sucha
second conputer via the comruni cation channel; (b) receiving at the first
conput er messagpisgecdived, theybanktinferface rdquests thenexistingrhank's;systein tohrevérse the
person using the first conputer to pass a paynent instruction to a first

bank. to iedisastionRaudTepirsithe kdaltbaclorrthesesen; (d) the first conputer
receiving a request fromthe first bank for identity and |l ogin information

fromthe first person, and the first person using the first conputer for
supplying to the first bank the identity and login information of the first
person fo nabl i.n he first bapk to.effect a debit transactian tp debit
o accourfhll §saiory befvasn, B PAGR pndJhE spacr o ERTYRIE GAR A BPRSFCUe
transaction to the second person;, and , 36 .. .

Sockets Layer (SSL) communications with a checksum to maintain a high degree of

security. The transactions take place over SSL connections.
Server Component — Figures 5,6 and 9.

The server will be the main element of this system. The server will be an interface

between the merchant and the bank. It will enable message encryption and decryption,

message construction, and maintenance of information that will be used for settlement
between the merchant’s bank and the bank of the customer.

The server includes a transaction processor that receives a redirected message

from the merchant, decrypts it, authenticates the source, validates the transaction, and

} records the transaction in its database. It then asks registered customers for their user

| ID/password, and their bank. Unregistered users choose their country and their bank

name.

The server then creates a hash total for the message, encrypts the hash total, and sends it
to the customer bank. This is by redirecting the customer browser to the bank site. After

the transaction is complete, the result message is received, decrypted and verified, and the



(e) the first conputer receiving fromthe first bank approval of both
-transactions. 2. A nethod for conducting an el ectronic transacti on between
a first person having a first conputer and a second person having a second
conputer, the first and second computers being able to be connected to each
“other by at |east one conmuni cati on netf%ork, the nethod including the steps
of (a) establishing a comunication between the first conputer and the
second co ter via.the c ni cation channel; .(b) sendjng frgmthe second
conput er rgguli{ 15eipdpted in M%e-a cfﬁﬂé'i IsragaIn LCRpted qngd senp o the merchanpts o,
to use the first conputer to pass a paynent instruction to a first bank to
ef f ect pdpnuedirectingtthe custaruentbackrte dhe merchanty It alsvateceives a hackinp msessagenfromo
effect a debit transaction to debit an account of the first person; and (c)
t he secornie baikoverifying ehetransastion, aad sesdsablicRep MRYARO to theanerthmtf i r st bank.
3. Anethod as clained in claim1l and claim2, wherein the request for
paynment is passed fromthe second conputer to the first conputer via a
server. 4. A nmethod as clained in any one of clains 1 to 3, wherein the

first ba notification of approval gf the, pagynent.tq, the second
comput or  ThEeer Spfpdelve st {efledt mRBel B fle ASHRTPHERnE thé SRuRel o,
bank effects the paynment ansaction to the _second cqonputer. 37 6. A
met hod a@NcIngPHAEransaction; W’w,n ‘ﬁﬁé?‘é’Fthﬁ'éf%ﬁymﬁﬁsag?’dh@E&ﬁF i the statysday e
via the server. 7. Anethod as clainmed in claim3 or claim®6, wherein the
server cadts databgses Afithe sesultiie not ystaeerived; thendt sends oyt a status agquest to, the bank.
transaction and the request for paynent. 8. A nethod as clainmed in any one

of cl ai mThe servér, wilheaceept seversabnimdncanetllation wSsages from the merchant, and
).

reverse/cancel the transaction. These transactions are updated and then the message is
forwarded to the bank for reversal/cancellation. The server will also allow the merchant
to login to its system, and show the merchant the transaction history for the merchant. It
will accept requests from the merchant for settlement of transactions, and will generate

transaction files for settlement between the customer’s banks and the merchant’s bank.

The bank can also send offline messages to the server requesting for charge back/refund
of a transaction for a particular user. The server will mark the transaction, and send the

message to the customer’s bank.

The server also provides a facility for the customer through which they can be intimated
that their account has been debited and settled. This may be achieved by sending an SMS
message to the customer’s mobile, phone, normal, phone, facsimile machine, computer,
message service, pager, or the like as requested by the customer. The relevant contact

details such as, for example the customer’s mobile cellular hand phone number will be



t he conmmuni cation network are subject to security selected fromthe group
-consi sting of encryption and SSL Protocol. 9. A nethod as clainmed in any
one of claim1 to 8, wherein the first conputer produces a transaction
information instruction in relation to the second conputer. 10. A nethod as
‘claimed in claim9, wherein the transact on information instruction is sent
fromthe first conputer to the first bank 11. A nethod as clained in claim
10, wherein the first conputer also produces a payngnt authorization

i nstruct iceﬁmé?fie duting thegregistratipn prqcesss and the austomerrwilhlayean eptionnedeniablec| aj m
11, wherein the paynent authorization instruction is sent fromthe first
conput er aralisable thisfacilibpatanyttim Thisfaeility will be avdilnble el ttegistered bsgrsat i on
instruction is sent. 13. A nethod as clainmed in claim 12, wherein in .
response to the receipt of the transaction information instruction and the
paynment authorization instruction, the bank produces and sends to the

second c Qlltaﬁg g 8 ' tron, 14, t hod as
cl ai med ?(r:ipc alar%?i fggg\%\%érggﬁﬂgts%{:on? P?eanégF %&ﬂeﬁ&ah%ﬁﬁéﬁr%ﬁmtﬁfwn%@ﬂton
contains onlydthat Lnfo tion m t he paynent authorization 38, .

i nstruct i“8wg)a/1§°?‘§°r ‘Eﬁlﬁeisgg‘a?'?fr (é §8@8HE“ UHnWith Beche doprsiain t he
payment transaction. 15. A nmethod as recited in any one of clains 1 to 14,
i ncl udi ngelativgl¥ gihigh degree ehsesurityaThe transactiomstake plage aver S ducdananctiarnst | on
instruction fromthe first conputer to a certification authority to

authenticate the identity of the first person; and to authenticate the
transaction information instruction, or the paynent authorisation

i nst ruct The,sepver lat¥olinthides & dgistedtioA mbadle., THib infotuld Randlés the tegiSFatidif for
payment aut horisation instruction, fromthe first conputer to the first

bank bef giethpeensmitios ﬂﬂt_l@fs?'&tgﬁn i.e.atﬁéaﬁt&rﬁﬁ, Pﬁfxﬂéﬁﬁﬁﬂt,oﬁﬂ MSbhnction or the

paynment authorisation instrucfion or bot e transaction I ntormation
i nstruction and the paynent authorisation instruction.

The customer registration module (Figure 12) accepts the customer details, accepts the
user ID from the customer, verifies that the user ID is not already in use, and updates the
database, creates a registration number and sends an email to the customer, informing
them that their account has been activated. Registered Users can then commence using
their account to facilitate their purchases. The customer registration is completed over an

SSL connection so that the information is not compromised.

It is not mandatory for a customer to register to avail thefnselves of the system.
Unregistered users can also make use of the Facilities by providing details of their
country and issuing bank at the time of paying for their purchase. However, registration
will make it easier and faster for the customer to transact. It will also be easier for the

server to target registered users for promotional purposes. Hence users will be
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16. A nethod as recited in any one of clains 1 to 15 including transmtting

-authentication infornati on and an authentication instruction fromthe first

bank to a certification authority to authenticate the identity of the first
bank; and to authenticate the transaction information instruction, or the
paynment authorisation instruction, or Bt h the transaction information

I nstruction and the paynent authorisation instruction, fromthe first
conputer to the first bank before processing of the transaction infornmation
i nst r uct i EFOWRESHh et IFEASIEL eﬁi{dquaE&t iTeRisterast rusers; 6an ologhbtand; ew  their
transaction information instruction and the paynent authorisation

i nstruct iteamsactio®8, dnd availitherhselvea of other sarstices of ingluded irSthersystemi. m 16,
including transmtting further authentication information and a further

aut hentication instruction fromthe second conputer to the certification
authority, to authenticate the identity of the second person and to

aut hent i i nid¥alE Al Esz?ﬁ’oﬁ%&e]?%n@d?&l FEANTE R eﬁ%bgé ?‘h%“‘% th Vi&W b8 ea'g&ig,gl g

bank to second conputier re processing confirrmed or

paynment ipstruction. 18. A nmethod as j med in an ne,of .clainms 13 to 17,
Rharei n (Har B8P heng® ol PRI O WS REftpiBetaioef. 350 B 484 tea Lo o
third conputer trusted by the second person fromthe first bank, the
confirmed order and paynent instruction is sent fromthe first bank to the
third conputer; and the processed confirnmed order and paynent instruction
i st r ansnihet mdrchanhregisration modsder{ligare 11) dckepts dlyo nwerchantisitdetails, éreatesreet hod
as clainmed in claim 18, wherein the transmssion fromthe third conputer to
t he seconmiquenseichant KD, wetifies ¢has eie/merchaft ID\is ot uhdadys irc ik, aRd updates #ien 18
or 19, wherein the transmssion to the third conputer fromthe first bank
i's via tlygtabase/ Once’ tegifiertl] BRImdichah@ical Stdrl usiny MESefficd Halfhd syStesl:
wherein the second conputer includes a second conponent to integrate wth
t he seco OO Si t 04 e Wi

g)g?\ﬂﬁéss ?Kg’?ﬁn%;’ d%rr%eg g%%stereﬁ, éhér']‘g{e%g?sglty 'SERwa vﬁﬁ”ﬂ?%b&fgﬂ@d and

encrypti ashi e sehdi

integrated on the merchant’s site, and customers can then start using the System to
facilitate their online transactions. Merchant registration will be offline and will be an
Intranet transaction, so that the authenticity of the merchant desiring registration can be
verified. The registration process will follow a maker/checker procedure where the maker
will input all the details, and these will have to be authorized by the checker after
verifying all the details. In addition, certain technical details like the IP
.) address/URL/encryption keys, and so forth will have to be maintained separately by the

server in another module.

Merchants can be standalone or can be a collection of individual merchants. In the latter
case, an entry is created in the database for each of the merchants through the merchant

registration routine, which is part of this module.



routines. 22. A nethod as clained in claim21, wherein the second conponent
-includes a transaction generator that accepts nessages fromthe second
person and, dependi ng upon the type of transaction, sends a second nessage
to the server. 23. A nethod as clainmed in claim22, wherein the second
‘nmessage i s a transacti on nessage fromtf® second person and the second
conputer sends the second nessage to the server by redirecting the first
person to.the server.. 24 A nethod a laimed in claim?22 or claim 23,
wherein t ’ss&o?H B‘B’r'rpét’%rpr%'tdf:i g@%‘ia"ieéﬁq“fcsrré% s%‘@@g the\Usepy 19 hiewe apd,
when the first conputer is redirected back to the second conputer after the
transact i wdat@lmdg |theip @ntrigs, changetheirpasswordaand: so fortha Thep can alsocadd newl t o
24, wherein there is a bank conponent responsible for authentication of the
first permerchansitotheicexisting mérchart ligt, b2 dilete thei@Rants fum thek lisend to enabl e
the bank to debit the first person for the required amount. 26. A nethod as
claimed in any one of clains 1 to 24, wherein the server includes a
transacti on processor to receive redirected nessages fromthe second

conput er, l: t [ ti,Qn, record fhe,transaction in a

dat abase, T}éeng%t'%%s%%gat@fl ‘5§d§'ﬁ3ﬁ$§% tﬁggﬁ%p?sz Eih.e ﬁl H%ﬂﬁ%tscrﬁ‘ftﬁ? fFeIane
claim 26, ei n, t seyver, recejves sfatus request nessages fromthe
second pe‘?"\ggﬁh %’{jla?l{}fa?f@ dé‘hgatgl?aéf'uén‘iﬁ registesed hanks eancstarkusing the servicesthahse
to which the server checks for the status in the database and advises the
second pehsskstemaroyides srrverswill be installed onithe hardds premises; behdd thehbard’s t he
server also includes a settlenent nodul e by which the second person can
request sfatewaliwhichowill be abledo canmiwricate withr the bank’s Hegasp lsystempr Thé kever
set{lenent files for a second bank of the second person and sends themto

the secorsf thenresent Givesition avillogsiambhicale it fequee e tRES&VE oR e ank NGtel | 1 St
bank to debit the account of the first person. 29. A method for conducting

an el ect nghich willan $&h dofmBHENE SitAtht afik’ sIEERY SyRaMk "Similar to the merchant

registration module, this module will follow the maker/checker procedure.

The server also includes a settlement module which will operate once the transaction is
complete. At the end of the day, the merchant can log on to the server and request
settlement of its transactions. This module will then prepare settlement files for the
merchant’s bank (to indicate to the merchant’s bank to credit the merchant’s account),
) and the banks of all customers who used the merchant to make online purchases to debit

their accounts. The merchants will be informed of the settlement amount offline.

These files will be integrated for all merchants and one file will be prepared for each
bank, which indicates the credit/debit for all the merchants/customers of that bank. The

settlement files will be sent to the banks over a secure connection.




a first conputer and a second person having a second conputer, the first

and second conputers being able to be connected to each other by at | east

one comruni cation network via a server, the method including the steps of
(a) the server receiving a conmunication fromthe first conputer via the

‘conuni cation channel, the conmuni cation2Zontai ning a request for paynent to

t he second person; 42 (b) the server advising the second conputer of the
request for paynent and requesting details of the second person's bank; (c)
t he ser veFhisenedule will hamdle all sharge baddrefsndupquésts fromsthe bandportthe neerglaantent
instruction to effect paynent to the second person; (d) conveying to the
first person a request froma first bank for identity and | ogin information
frorn the first person, to enable the first person to use the first

conput er iPetbdl gV I . i i 43 nf ornat i on
of the fi ?ﬁs)% fper siosynértg ﬁﬁ%ﬂ%énd;ﬁﬂ ‘.féﬁg&? Hgaé}ﬁ?é%%b%%%& }ef*e?%ggehg%d@%ringf Bhdis
transacti o 0 bjt an accoun f the first person _and t ect

correspo n‘éﬂ‘hnbe 6%57&?“& %fﬂg?gﬁ i%ﬁ‘et ?W?{ef’ r§€9&}ﬁﬂ oply thgu %J%J(Peﬁm‘é Zﬂaf% to
the first conputer advice of conpleting of the transactions. 30. A nethod
as cl ai néa'df"ﬁmgl- dhginepming draglic op FETER apd HT RS prosecolsawill he couted telatland s
fromthe second person before proceeding with step (c). 31. A nethod as
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The load balancer may be a device which accept traffic from the firewall and route it to

different servers. This will distribute the traffic across different web servers.

The web servers will receive requests from the load balancer and process them using
servlets/JSP technology. There may be a number of machines hosting the web server and
) the load balancer may distribute requests between them. Each web server machine may
have two web servers running: one to cater to customer requests; and a second to
communicate only with the merchant and the bank using SSL for sending direct

messages.
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claims 31 to 32, wherein the third conputer is a nmerchant bank conputer
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e acertificate issued by an independent Certifying Authority, such as “Verisign”. (trade
mark), will be maintained by all the three entities. This will be used when the
merchant and the server exchange messages using the customer’s browser as an
intermediary, and also when the server sends direct messages to the bank or the
merchant; and

o the server may be a Certifying Authority. It may issue digital certificates to the
merchant and to the bank. These certificates will be used for authentication when the
bank or mérchant communicates with the server directly (i.e., without using the

customer’s browser to redirect).
Passwords may be stored on the database using Secret Key Encryption.

A mail server may be used at the server to communicate with customers. Merchants and

~r

banks may also be sent e-mail messages regarding administrative procedures and

maintenance through the mail server.

The security management system is used to authenticate the user. It may also be used to
authenticate an internal user, their role, and entitlements. It may also be used to

authenticate external users from the banks and merchants.
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customer by e-mail, and stored in the server’s database.

If a customer wishes to update their profile, after login the details are retrieved from the
database and changed by the customer. They are then stored in the database. There may

be a confirmation to the customer by e-mail, if desired.

To now refer to Figures 3 and 8, when the customer goes online to the merchant and
purchases a few items, they have to pay for the purchases. They can therefore click on
the link to the server which is provided as one of the payment options on the merchant’s
page. This may be by an icon. The data from the customer’s shopping cart is transferred
to the merchant’s end. The merchant’s module constructs a message in a format (e.g.
‘XML) that the server will understand. A checksum for the message is generated and the

) checksum is encrypted.

An SSL connection is established with the browser (if not already done so), and the data
is sent to the server by being redirected through the customer’s browser.. An SSL

. connection is also established with the server at this time,
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the checksum. The system then redirects the customer to their issuing bank.

Non-registered users can select their issuing bank from a list of banks which have
registered. They are then redirected to the bank site in the same manner as for registered

users.

At the customer’s bank site, the customer is asked for their user name and password, card
nuniber and pin. The message received from the server is decrypted and all information

validated.

* In parallel, the account information entered by the customer is validated by the bank -
system. This validation may be by passing the message to the switch interface (which -
then “talks” to the bank’s legacy system) or by the system’s module at the bank “talking”

J directly to the bank’s systems. This will depend on how the bank ‘s systems function.

. If validation is-successful, the customer’s account is debited by the amount as specified in
the. message received from the server, which also specifies the currency for debit. The

debit is made through the switch or directly by the system “talking” to the bank’s system.

" . The transaction is now complete. The customer is informed that their account has been

debited, and the customer is redirected back to the server site. A message is sent with the
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original (redirect) message.

Settlement is done offline at the end of the day. The merchant requests the server for
settlement. The server generates the settlement files for the merchant’s bank and the
customer’s bank and informs its bank — the server’s bank which acts as a settlement bank

for the customer’s and the merchant’s banks. To settle the accounts.

The merchant’s bank pays the merchant and the customer’s: bank confirms to the

customer (in a monthly statement or bill) that the debit was successful.

The customer may cancel their order at the merchant’s site using the order number
provided by the merchant. The merchant’s module generates'a cancellation for that
- particular order and sends it to the server. The server receives the cancellation, verifies
the transaction details and cancels the transaction. The merchant can also decide to cancel

J the order of its own-accord (if it is unable to meet the order, for example).

The customer can, demand a refund from the bank (for example, 1f the customer clalms
they did not purchase the goods or receive the service as clarmed by the merchant) The
bank then requests -a charge back from the merchant’s bank through the server. The

server processes this.request and generates a file for the merchant’s bank. -
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of the system, they will not be required to be registered, but may be encouraged to do so.
Details of the intended payment are given to the receiver, and they are asked to confirm
their intention to proceed. If “yes”, the server sends an e-mail to the sender indicating
that the receiver intends to prdceed. The e-mail contains a hyperlink. The sender selects
the hyperlink, enters their login details, bank detals (if not the default bank), and the
server sends to the receiver an e-mail requesting details of the account to be credited.
Upon receipt of the information from the receiver, the sender’s account is debited and the
receiver’s account credited. A confirmation is sent to the sender, and may be sent to the

receiver, if desired.

The server will handle currency conversion between the merchants and the banks. All
transactions that are received from the merchant are converted either to a single currency
) or to the Issuing bank’s local currency. The currency in which a particular bank ‘deals is’
stored durmg the registration of the bank The dally exchange rates will be mamtamed on
the server. Reglstered users may. check their transaction history and update 1 then' proﬁle
Registered users may be able check their transaction history and update their profile, if

desired.
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variations on modification in details of operation on methodology may be made without

departing from the present invention.
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106" 10%& () -4 xﬂle(gdg‘fchoﬁddc‘ﬁhL el &tRdftic transaction between a first person having a

first computer and a second person having a second computer, the first and second
computers being able to be connected to each other by at least one communication

network, the method including the steps of:

(a) establishing a communication between the first computer and the second

computer via the communication channel,

(b) receiving at the first computer a request for payment from the second

computer;

(c) the first person using the first computer to pass a payment instruction to a

first bank to effect payment to the second person;

) (d) - the first computer receiving a request from the first bank for identity and
login information from the first person, and the first person using the first
computer for supplying to the first bank the identity and login infohnation
of the first pérson for enabling the first bank to effect a debit transaction to
debit an account of the first person and to effect a corresponding payment

transaction to the second person; and
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transactions.

2. A method for conducting an electronic transaction between a first person having a
first computer and a second person having a second computer, the first and second
computers being able to be connected to each other by at least one communication
network, the method including the steps of:

(a) establishing a communication between the first computer and the second
computer via the communication channel;

(b) sending ﬁoﬁ the second computer to the first computer a request for
payment for the first person to use the first computer to pass a payment
instruction to a first bank to effect payment to the second person, and for
enabling the first bank to effect a debit transaction to debit an account of
the first person; and

(c) the second computer receiving a borresponding payment from the first

bank.

3. A method as claimed in claim 1 and claim 2, wherein the request for payment is
passed from the second computer to the first computer via a server.

4. A inethod as claimed in any one of claims 1 to 3, wherein the first bank passes a
notification of approval of the payment to the second computer.

5. A method as claimed in claim 3 or claim 4, wherein the first bank effects the

payment transaction to the second computer.
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7. A method as claimed in claim 3 or claim 6, wherein the server collects and
collates information regarding the payment transaction and the request for
payment.

8. A method as claimed in any one of claims 1 to 7, wherein all communications was
the communication network are subject to security selected from the group
consisting of: encryption and SSL Protocol.

9. A method as claimed in any one of claim 1 to 8, wherein the first computer
produces a transaction information instruction in relation to the second computer.

10. A method as claimed in claim 9, wherein the transaction information instruction is
sent from the first computer to the first bank

11. A method as claimed in claim 10, wherein the first computer also produces a
payment authorization instruction on behalf of the first person.

12. A method as claimed in claim 11, wherein the payment authorization instruction
is sent from the first computer to the first bank at the same time as the transaction
information instruction is sent.

13. A method as claimed in claim 12, wherein in response to the receipt of the
transaction information instruction and the payment authorization instruction, the
bank produces and sends to the second computer a confirmed order and payment
instruction.

14. A method as claimed in claim 13, wherein the confirmed order and payment

instruction contains only that information from the payment authorization
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authentication information and an authentication instruction from the first
computer to a certification authority to authenticate the identity of the first person;
and to authenticate the transaction information instruction, or the payment
authorisation instruction, or both the transaction information instruction and the
payment authorisation instruction, from the first computer to the first bank before
processing of the transaction information instruction or the payment authorisation

instruction or both the transaction information instruction and the payment

authorisation instruction.

16. A method as recited in any one of claims 1 to 15 including transmitting

authentication information and an authentication instruction from the first bank to

a certification authority to authenticate the identity of the first bank; and to

authenticate the transaction information instruction, or the payment authorisation

) instruction, or both the transaction information instruction and the payment

| authorisation instruction, from the first computer to the first bank before
processing of the transaction information instruction or the payment authorisation
instruction or both the transaction information instruction and the payment

authorisation instruction.
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second computer to the certification authority, to authentlcate the identity of the

second person and to authenticate the confirmed order and payment instruction
from the first bank to the second computer before processing of the confirmed

order and payment instruction.

18. A method as claimed in any one of claims 13 to 17, wherein the confirmed order
and payment instruction is transmitted to a third computer trusted by the second
person from the first bank, the confirmed order and payment instruction is sent
from the first bank to the third computer; and the processed confirmed order and
payment instruction is transmitted from the third computer to the second

computer.

19. A method as claimed in claim 18, wherein the transmission from the third

computer to the second computer is via the server.

20. A method as claimed in claim 18 or 19, wherein the transmission to the third

computer from the first bank is via the server.

21. A method as claimed in any one of claims 1 to 20, wherein the second computer

includes a second component to integrate with the second person’s software to
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routines.

22. A method as claimed in claim 21, wherein the second component includes a
transaction generator that accepts messages from the second person and,

depending upon the type of transaction, sends a second message to the server.

23. A method as claimed in ciaim 22, wherein the second message is a transaction
message from the second person and the second computer sends the second

message to the server by redirecting the first person to the server.

24. A method as claimed in claim 22 or claim 23, wherein the second computer
retrieves result messages sent by the server when the first computer is redirected

back to the second computer after the transaction is completed.

25. A method as claimed in any one of claims 1 to 24, wherein there is a bank
) component responsible for authentication of the first person, communication with
the bank’s legacy systems, and to enable the bank to debit the first person for the

required amount.

26. A method as claimed in any one of claims 1 to 24, wherein the server includes a

transaction processor to receive redirected messages from the second computer,
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first bank.

27. A method as claimed in claim 26, wherein the server receives status request
messages from the second person regarding the status of an ongoing transaction,
in response to which the server checks for the status in the database and advises

the second person.

28. A method as claimed in claim 26 or claim 27, wherein the server also includes a
settlement module by which the second person can request settlement of its
transactions; whéreupon the server prepares settlement files for a second bank of
the second person and sends; them to the second bank to credit an account of the

second person, and to the first bank to debit the account of the first person.

29. A method for conducting an electronic transaction between a first person having
a first computer and a second person having a second computer, the first and
) second computers being able to be connected to each other by at least one

communication network via a server, the method including the steps of:

(a) the server receiving a communication from the first computer via the
comunication channel, the communication containing a request for

payment to the second person;
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(d) conveying to the first person a request from a first bank for identity and
login information from the first person, to enable the first person to use the
first computer for supplying to the first bank the identity and login
information of the first person thus enabling the first bank to effect a debit
transaction to debit an account of the first person and to effect a

corresponding payment transaction to the second person; and
(e) sending to the first computer advice of completing of the transactions.

30. A method as claimed in claim 29, wherein the server receives bank account details

) from the second person before proceeding with step (c).

31. A method as claimed in any one of claims 1 to 30, wherein the first person is a
customer and the second person is a merchant, the request for payment being as a
result of an order being placed with the mefchant by the customer, the order being
placed by the customer using the first computer, and being received by the

merchant using the second computer.



32.

33.

34.

35.

36.

43

A method as claimed in claim 31, wherein the order is placed by the customer as
a result of the merchant supplying to the customer information about at least one

product, the information passing from the second computer to the first computer.

" A method as claimed in claim 31 or claim 32, wherein the first bank is a bank of

the customer.

A method as claimed in any one of claims 31 to 33, wherein the second bank is a

bank of the merchant,

A method as claimed in any one of claims 31 to 32, wherein the third computer is
a merchant bank computer operated by a financial institution with which the
merchant establishes an account and which also processes said confirmed order

and payment instructions on the merchant’s account.

A computer readable medium including a series of program instructions for

performing the method of any one of claims 1 to 35.



