SECURE PAYMENT AND BILLING METHOD USING MOBILE PHONE NUMBER OR ACCOUNT
CROSS REFERENCE TO RELATED APPLICATIONS [0001]The present invention is based on and
claims the benefit of priority from U.S. Provisional Patent Application Serial No. 61/152,696 of Rammal et
al., entitled "SECURE PAYMENT AND BILLING METHOD USING MOBILE PHONE NUMBER OR
ACCOUNT," filed on February 14, 2009, the entire contents of the disclosure of which are hereby
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CROSS REFERENCE TO RELATED APPLICATIONS
[0001] The present invention is based on and claims the benefit of priority
from U.S. Provisional Patent Application Serial No. 61/152,696 of Rammal et al.,
entitled “SECURE PAYMENT AND BILLING METHOD USING MOBILE
PHONE NUMBER OR ACCOUNT,” filed on February 14, 2009, the entire contents

of the disclosure of which are hereby incorporated by reference.

BACKGROUND OF THE INVENTION
FIELD OF THE INVENTION
[0002] The present invention generally relates to methods and systems for
conducting secure purchase and payment transactions, and more particularly to a
method, system and computer program product for conducting secure purchase and
payment transactions using a mobile phone.

DISCUSSION OF THE BACKGROUND
[0003] Customers in today’s world have unprecedented access to retailers and
merchants selling goods and/or services of all types in stores, through vendors and
vending machines, restaurants and the internet. Beyond the traditional shopping
practice of buying goods and services in ones own neighborhood, town, city, and
country, access to foreign goods and services is made possible through travel and/or
the internet.
[0004] Once customers select their goods, they have several options to pay the
retailer/merchant with. While cash is still “king,” customers have other payment
options such as using credit cards, debit cards and payment service providers that act
on behalf of customers as intermediaries between financial institutions and retailers to
try and protect customer’s financial and personal information. Other payment options
also include, pre-paid credit/debit cards, stored value cards, bank checks, bank
transfers, travelers checks, money order, demand drafts, money transfer using a third
independent financial entity, E-mail payments, and mobile wallet applications that act

as intermediaries or interfaces between a customer’s financial institution (typically a



conducting secure purchase and payment transactions, and more patrticularly to a method, system and
computer program product for conducting secure purchase and payment transactions using a mobile
phone. DISCUSSION OF THE BACKGROUND [0003]Customers in today's world have unprecedented
access to retailers and merchants selling goods and/or services of all types in stores, through vendors
and vending machines, restaurants and the intend. Beyond the traditional shopping practice of buying
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complex cumbersome.
[0006] Accordingly, customers are constantly looking to simplify their life
and reduce complexities in any way possible as long as it doesn’t jeopardize their
personal or financial security. Given that security, fraud and identity theft are major
concerns, it is imperative that customers are protected. Customers are also weary of
unreasonable hidden costs that are additionally charged by credit cards, mobile
wallets and other financial instruments that are above and beyond what the retailer is
already charging.
[0007] Conventional systems of payment and methods using mobile phones
have limitations, including requiring downloading of complex software, need to use
hi-tech mobile phones, need for additional security codes, hidden costs, and additional
charges by the customer’s bank or credit card company. In addition, such complex
mobile phone payment systems and other payment methods are also limited in their
availability and usage for the world’s population at large that purchases goods and
services. The estimate for the world’s population stands at 6.6 billion in 2008. Less
than 30% of the world’s population has credit cards. However, almost 70% of the
world’s population has a mobile phone and an active mobile account and a robust

system and method to leverage this market has yet to be developed.

SUMMARY OF THE INVENTION
[0008] Accordingly, there is a need for a method and system that addresses
the above and other problems with convention transaction and payment systems to
leverage the opportunity for a mobile phone user, anywhere in the world, with the

most basic mobile phone device, a mobile number/account, and a mobile phone



[0005]However, all these payment options have their merits and demerits and various complexities.
Customers are still weary about giving their credit card and personal information to pay for purchases on
the internet, even at stores, restaurants and vending machines as fraud and identity theft cases have
occurred and are on the rise. Given the surge in identity theft, one can't blame customers for fearing the
worst. In addition, use of the other financial transaction instruments may be costly or sheer complex
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and an active mobile account and a robust system and met tole as yet to be
developed. SUMMAR¥I®F THE INVENTION [0008]Accordingly, there is a need for a method and system

that addresses [0009] Accordingly, in exemplary aspect of the present invention there is
provided a novel system, method and computer program product for processing
payments for goods or services, including a payment processor that receives a
payment request from a merchant for goods or services and that includes a mobile
phone number or mobile phone account of a user, sends a payment authorization
request text message to the mobile phone requesting payment authorization, and
receives a payment authorization text message from the mobile phone authorizing or
not authorizing the payment. If the payment is authorized, the payment processor pays
the merchant and charges the mobile phone account for the payment. If the payment is
not authorized or if the payment is not received within a predetermined period of
time, the payment processor declines to pay the merchant for the goods or services.
[0010] Still other aspects, features, and advantages of the present invention are
readily apparent from the following detailed description, by illustrating a number of
exemplary embodiments and implementations, including the best mode contemplated
for carrying out the present invention. The present invention is also capable of other
and different embodiments, and its several details can be modified in various respects,
all without departing from the spirit and scope of the present invention. Accordingly,
the drawings and descriptions are to be regarded as illustrative in nature, and not as

restrictive.



the above and other problems with convention transaction and payment systems to leverage the
opportunity for a mobile phone user, anywhere in the world, with the most basic mobile phone device, a
mobile number/account, and a mobile phone service provider to be able to pay for goods and services
locally as well as globally using their mobile phone number/account. The above and other needs are
addressed by the exemplary method and system for conducting secure purchase payment transactions
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20070063017; and the like. Although such systems and methods may provide peer to

peer deposits and value transfers, mobile device identification centric authentication,

mobile wallet software, voice activated and device based user prompted payment

functions, and mobile banking, etc., to address payment security and convenience to a

certain level, such conventional system and methods still may compromise security,

leave customers vulnerable to identity theft, and require complex customer billing

systems and procedures. Advantageously, the exemplary method and system for

conducting secure purchase payment transactions using a mobile phone number

recognizes and addresses these and other limitations with such conventional systems

and provide customer control over payment authorization, identity protection, and

security through a simple and convenient payment method.

[0016] Advantageously, the novel method and system of the exemplary

embodiments addresses the above and other problems with conventional payment

processing systems and methods and allow the 4 billion plus and growing mobile

phone users worldwide to pay for goods and services through their mobile phone

service provider, using their mobile phone number and/or mobile phone account

number (also referred to as “mobile number” or “mobile phone number”) securely for



BRIEF DESCRIPTION OF THE DRAWINGS [0011]The embodiments of the present invention are
illustrated by way of example, and not by way of limitation, in the figures of the accompanying drawings
and in which like reference numerals refer to similar elements and in which: [0012]FIGs. 1-2 illustrate an
exemplary process for customers to purchase goods and/or services from a retailer; [0013]FIGs. 3-7
illustrate an exemplary flow chart corresponding to the exemplary process of FIGs. 1-2; and [0014]FIGs.

8-11 illustrate the,aperAtiN R ABSXRPPLREYSYIHRANY and/or globally. The novel system and
method enables online and offline commerce transactions using mobile phone
numbers, with customers being billed by their mobile phone service
provider/operator/carrier (also referred to as “mobile operator”).

[0017] The novel system and method, advantageously, provides a simple and
secure payment system based on a novel process that enables a customer to remain in
control of the payment authorization process by using their mobile phone number to
pay for purchases of goods and services, for example, at the point of sale or via the
internet, via telephone sales persons or other interactive interfaces, via vending
machines, other such retail environments and interfaces, and the like, or any other
suitable way that a retailer or merchant may be selling goods and/or services, locally
or globally, and get billed for the transaction by their mobile operator who then settles
payment on the customer’s behalf with the retailer through a payment processor.
[0018] As compared with conventional systems, the novel system and process
does not require mobile phone users to download any additional software on to their
mobile phone devices, as long as their mobile phones are able to receive and send
Short Message Service (SMS) text messages, and the like. Nor are users required to
register or create any financial relationship with a retailer or vendor or a transaction
payment processing/clearing house (also referred to as “payment processor”). Nor do
users need to disclose their password or personal identification (PIN) code, and the
like, to a retailer or a payment processor, advantageously enhancing security levels
and protection against financial fraud and identity theft. By not requiring customers to
establish a relationship between their financial institutions (e.g., banks, credit card
companies, money managers and others) and/or retailers, and/or payment processors,
the novel system and method provides a customer with the advantage of always being
in control of authorizing the transaction payment, which is eventually billed to them
through their mobile operator.

[0019] The exemplary method involves a customer buying goods and/or
services and opting to pay for the goods and/or services through their mobile operator
by providing the retailer their mobile number (and e.g., related information where
necessary, such as country that the mobile number is issued in and the name of the

mobile operator that issued the mobile number, such as AT&T or T-Mobile or



corresponding to the exemplary process and flow chart of FIGs. 1-7.  DETAILED DESCRIPTION OF
THE PREFERRED EMBODIMENTS [0015]The present invention includes recognition of and addresses
problems associated with conventional systems such those described in United States Patent No.
5,991,749 and United States Patent Application Nos. 20050086164; 20050222917; 20070063017; and
the like. Although such systems and methods may provide peer to peer deposits and value transfers,
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provider/operator/carrier (also referred to as "mobile operator"z. _
which may or may not include additional charges of the mobile operator), and

requesting a response from the customer for approval via text message, replying with
their unique PIN Code associated with the customer’s mobile number and account, or
a simple “no” as a response to reject the transaction payment (and which may not be
necessary as the transaction will not consummate without a positive response in any
case). In the case that the customer may decide not to respond, after a pre-set time
lapse, the mobile operator will consider the customer’s inaction as a “no” and reject
the transaction payment.

[0021] If, however, the customer wants to approve the transaction payment,
the customer replies to the mobile operator’s text message by simply sending a text
message with their PIN Code for authentication purposes, allowing the mobile
operator to then deduct or bill the amount to the customer’s mobile number account.
Upon receiving the PIN Code text message and having authenticated the customer’s
PIN Code, the mobile operator debits the customer’s account balance for the total
amount (e.g., including any additional mobile operator surcharges). The mobile
operator then sends approval to the payment processor creating a liability to pay the
net amount due as per the terms agreed between the two parties. By contrast, most
conventional systems bill the customer’s financial institution (e.g., a credit card
company, bank, etc).

[0022] The payment processor sends the approval to the retailer, creating a

liability to pay the retailer the net amount due as per the terms agreed between the two



[0017]The novel system and method, advantageously, provides a simple and secure payment system
based on a novel process that enables a customer to remain in control of the payment authorization
process by using their mobile phone number to pay for purchases of goods and services, for example, at
the point of sale or via the internet, via telephone sales persons or other interactive interfaces, via vending
machines, other such retail environments and interfaces, and the like, or any other suitable way that a
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and customers. and related billing data 108 of customer 102. Customer 102 provides data (a) 108

relating to his mobile number, mobile operator 112 and may or may not need to

provide the country that the phone number is registered and issued in. Retailer 104

packages the customer 102 data (a) 108 and adds his invoice detail and sends data (b)

109 to a payment processor 110. Payment processor 110 adds their own transaction

ID and other relevant information, to the retailer’s data (b) 109 and sends data (c) 111

to the customer’s 102 mobile operator 112.

[0024] In FIG. 2, the mobile operator 112 adds their transaction ID, other

relevant information, and or any additional charges to the retailer’s invoice and

packages it as data (d) 212 and sends it as a Text message (e.g., a SMS text message,

etc.) to the customer’s 102 mobile number requesting approval or rejection of

payment using a means of authentication/authorization with their PIN Code, or “no,”
or ignoring the message (with a pre-set time lag) to reject the approval request.
Customer 102 by authenticating/authorizing 213 approves the charge using a PIN
Code sent via a reply through text message data (e) 214 to the mobile operator 112,

confirming the payment approval. Mobile operator sends an approval/confirmation



[0020]The mobile operator checks the customer's mobile number account balance (or charge protocols
that can be set mutually with post-paid and/or pre-paid customers) and if found sufficient to pay for the
purchase (and any additional charges that the mobile operator may levy), sends a SMS text message to
the customer on their mobile number giving them details of the retailer and the total amount payable
(which may or may not include additional charges of the mobile operator), and requesting a response
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By contrast, most conv systems ne customer's financial institution (e.g., a credit card
company, bank, €t¥icqpdoniTHEN Ry ABHH jstetadshdeengs iat appro 28t thadstaiethecreating a liability

to pay the retailghhgeneleatopurhdiie Aadpaithestarms agssrdheiwaemibevadiatigs The retailer, upon
receiving the approval from the pa&nent &rocessor, concludes the transaction and sends the customer a

receipt via text nESSBHE A/ SheR rABYRE UeH W sHlif Rt ANgiAetiRe MR GUERRYeously, the
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wallet, mobile phone number or account, bank transfer, stored value cards, and others.
[0026] In FIG. 4, the retailer presents various payment options at step 401 to
the customer who selects a payment option at step 402 and chooses to pay with the
customer’s mobile number at step 403. Should the customer not choose to pay using
the mobile number, step 403 ends the process. Customer provides information related
to their mobile number for billing at step 404 whereby the information can include,
for example, mobile phone number, mobile operator and the country the mobile
number and mobile operator are registered in. Retailer adds transaction details at step
405, for example, including retailer name and ID, store number, invoice number,
goods and/or services purchased, amount billed and payable by customer and sends it
to the payment processor to seek payment approval, authorization and authentication
from the customer and the customer’s mobile operator’s agreement, and that of the
payment processor to pay the retailer on behalf of the customer. Payment processor
adds a unique transaction ID code at step 406 related to the information received by
the retailer (e.g., whose account would already exist in the database of the payment
processor) and any other information that may be relevant, and sends it across to the
customer’s mobile operator (whose account would also already exist in the database

of the payment processor).



designate identical or corresponding parts throughout the several views and more particularly to FIGs. 1-2
thereof there is illustrated an exemplary general process flow, according to an exemplary embodiment. In
FIG. 1, the process begins with customer 102 who interfaces/interacts 103 with a retailer's 104 store,
e-store (e.g., web site), telephone sales persons, interactive voice response (IVR) system, vendor,
restaurant, other such interface, and the like, and including personal face-to-face, purchase/consumption
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h 86 e

from. Customer EhiBLay 2 of }b%(fl?ﬁté)ﬁei&;it. ﬁléSF%?%ﬁfesrr%QfFe?f LA EEBmeEr's mobile

num_ber and relatdd t_:&iﬂhhgadiita SI@Biﬂ%u@t&méiesﬂ@.dﬁuemnnarswzpﬁolﬂdescdm@)slw relating to his
mobile number, MAbjle, QRBLALRN, bl c ARGITAY QMAY: IPHRGHSHIR BERYIHS tie.caunlry,that the phone

number is registered and issued in. Retailer 104 packages the customer 102 data (a) 108 and adds his

invoice detail ant'sisdsodaePLynenortecsspalye Atpigcksatdin 1P 8 mErhpraeiisor 110 adds their

own transaction dRafst esharhelevantisikimaien plodhad esaiieris daka thindOth and-aensts data (c) 111 to
the customer's 102 mobile operatqr 112. [0024 G. 2, the}g]obile ogﬁégtor 112 adds their transaction

F
ID, other relevarlf IrSPRATIIHC AL SPLAY Sy AR ﬂ%ﬁL&PﬁF@é? "BHERRIRHRS SIBICS and packages it as
data (d) 212 andgéndsidtipsgctéxtithdssagbileopsradidShtextsmes sageaetad, imiheaddistomer's 102

mobile number r %‘?ﬁ&@%@s‘@g%ﬁ'I?Et{eeh‘%éé.f%ih%% < a‘f?&@@ié‘iﬁ%ﬁﬁ{b?eﬁg&%ﬁ%‘?@éﬁaﬂ°”’a”tho”za“°”

with their PIN Code, or "no,"” or ignoring t essage (with a pre-set time lag) to reject the approval

request. Custoni@id opBipeiiitesiicadithiaitmorizin P18 aisprenlediehéheHaryealdsisgt PIN Code sent via

a reply through tgxfrpessaseHatadels2dd te thecmahile: opakaianddeconfiining dbgirayment approval.
Mobile operator sends an iia}ttgll)!j%rovallconﬁrmation data (f) 215 éoack%ge to the payment processor 110

creating a liabilit] {0 Pay ad P&+ PAETEHY RG¥EE DR EEN IR B8 HSHLC RSt processor 110 sends
approval confirmatierwitherel@vartdiiansattiondditianid cRdrget chiinensigtanleil @4t beclatiied Byliability to pay as
per the terms a eerg10 atween the fwo | rti e 'Iee 4 Prepares rec S| and sends data (h) 217 via
text message a%ﬁ?or é%rﬁ%ﬁ?frr%fﬂétﬁggc%%rﬁ{éggngl frgﬁl:%ul{él%% %%l#c% ‘(iglernﬁ%dS tgﬁ%nfiﬁo gcfljlfst%(;imer 102 to

conclude the trafisaneibite Mrsatate FaLEER s OMpIE R BroRrstonal RtgRWHEEOF! [0825]FIGs. 3-7

illustrate an exemppaptiflaw %@%(%?"fﬁ@?&ﬂm@ﬂi‘%@aﬁ?%%%&ﬁ’d@éy REARSSOFf 5&%1&'2- In FIG. 3, the
customer 301 selects goods and/or services, for example, from a retailer/vendor/merchant at step 302 at

a store, on the inPAPABEIYRSHEPS/BR GRHYIFha rime, PN Fd e AEEIE By RVSLPeRRSh a telephone sales
person or sales bgRa@ndhargetfitsgilichida)asdaveques/intafpoesl &s thg ugtenehenay be presented with

by the retailer. Relgller.at siRp % preseniz e gusiomer b yanaus haxment gpliansfor example
including cash, cred(!)t card, debit card, mobile WaITet, mobile phone nu¥n' er or account, bank transfer,
stored value cardwbdn@rstiatnsioon2eiimE MGicd mhid vedéiienpireadded sparietsapdpment options at step 401

to specifically created to access this transaction payment facility) in a text message to
the mobile operator. To reject, the customer would need to send “NO” as a response
or just ignore the message and a pre-set time lapse protocol at the mobile operator’s
end would consider no response from the customer as a rejection.
[0028] FIG. 5B illustrates the steps associated with a customer verification
error generated by the mobile operator in FIG. SA step 503. In FIG. 5B, the mobile
operator sends the payment processor a “customer verification error” indicating that
the mobile number (hence the customer) as indicated by the retailer’s data doesn’t
exist with the mobile operator at step 507. The payment processor sends the mobile
operator’s message along with the transaction ID (and other data that may be
applicable) to the retailer identifying the customer’s mobile number error 508.

Retailer receives the error and notifies the customer at step 509. Customer receives



the customer who selects a payment option at step 402 and chooses to pay with the customer's mobile
number at step 403. Should the customer not choose to pay using the mobile number, step 403 ends the
process. Customer provides information related to their mobile number for billing at step 404 whereby the
information can include, for example, mobile phone number, mobile operator and the country the mobile
number and mobile operator are registered in. Retailer adds transaction details at step 405, for example,
including retailempameRndtRrstareEprbeCURYRIGa ANRe - 9Rashandi@rsel visespurchased, amount
billed and payable ;g cu tot er argjlsend it to the Pta(t}/ment é% ocessor t? S(taek Bagmgrﬁ approval,
authorization and"adtieitication frans the' Susteier ahd Thd' CUSters mdbiré opS Fator's agreement, and
that of the paymbntasecusssarr idepaystivechetail @nohdphpifiail theioustomes. Rayrmémtwitbcessor adds a
unique tra”Sac“ﬁlfblz%&%%aﬁhs%ﬁgoj?&é@%I@;S’a"soiﬁﬁi%d[kfgfﬁfﬁ@@ JEFAYEI MNP IGHRler (6.9., whose

account would already exist in atabase of the payment processor) and any other information that
may be relevantdefiersEnpre Yidscisss tealen e ith shevivapbiln bk ayaYaoit dBestiatshould also
already exist in therdatakapet0f trgrrayment processor). [0027]in FIG. 5A, the payment processor sends

the transaction nd ID the amount payable by the customer to the gustomer's mobile operator at
ctop 01 o roHASE it at Sl =ts ARCHG LA YR CUSIGHIED 1 Biap 865 1B Blomer's moble

number is not véniﬁmdeawiaa_ mms_tnmhﬂe opdfmn@h@iméﬁatmt themﬁe_mwdamimmfemfehbto _the payment
processor and f%f&ﬁ?&ﬂ%ﬁ%ﬁ'&%‘ﬁh@%ﬁ% é([)é a%?maﬁalge%gﬁﬁ%g SRS % %%%e{ , itthen proceeds

to check their balance in the case ©of, for example, pre-paid customers, an e payment limit protocols

as may be set/mt¥UBy aresel Wink fhHe ehoistedssesedorith thesxmighatds exaPIpler pesst-paid customers

at step 504. If thgpLacRaic sURiaMERStRIBpSails taHiliciant-opiRAastaidicustomer has exceeded their
payment limit protocol, then the low balance or limit exceeded message is sent to the customer via text

message and fuPiRBH HERSTALEY iF HIG S EUSIP RS HALHicAIoRdsaTImeAR RSB sufficient to cover
the payment ductotthecretadisrahd anifiddivenakehangjeatiiahenalyddenayiaiairhoe teviedday the mobile
operator, the cu er is.the Nt g text mess eques ' oval for t em hile operator to charge
the customer's n%w%géﬁg tr{ﬁﬁfle re%?c? %)éa@h ﬁ% ?Ig%gﬂg?gfgtrstﬁ%ytre{%;%%%tﬁc% %%g%/%%gn T gel%quest for approval
message includédofdp exarapienardariagioe skarpgother itagie essterd’ testallowedl fopyidechases, plus the

mobile operator gharoadi apRiicakle) and-a feQHRsURIRPRIQVAIRMES RVIRG Wl iR K3 Rtomer's PIN
Code (that would've been already registered by the customer with the mobile operator for accessing voice

mail and/or valu&°SaE fURRCTAdnehAs BHE RS Crail il §6R ALRLEE IS AL &5 Bayment facility) in
a text message taftha thebileieperatgr 5 TO trajestbihi tiastomiaenioibknpadnimSandiihas a response or
just ignore the rr%l%sl,g%g&qtnsgeamgz-set time lapse protocol at the mobile operator's end would consider no

response from the customer Asa rejection. [0028]FIG. 5B illustrates the steps associated with a customer
verification errorl@@Hdrated bipthEnfabitbeapar afdr fieF IO steh 08, Wy BB nhkilmobile operator

sends the Payment HACRIOHR Eﬁ%&ﬁé?%rtéé&ﬁjﬁ&%@\xﬁ{mﬁéi{ﬂ%%&ﬂﬁ thas-theisnobile number (hence the
customer) as indicated bé the retailer's data doesn't exist with the mobile operator at step 507. The

payment procesttt SERHRYROTIHIRS Eharhil's MarsdgelaBny v 1hls trsiletidRa {and other data

that may be appficahle) dadthebéaileride Rtifyhag:thendustaiper somgltec it piyaienOBy Retailer
receives the error qnd notm%stthe customer.at step 509, Custo ergﬁgc I‘\*‘/iﬁ’ni, glcfeatt(l)on of error at step

€ 1 \'J Xt mess o the € operator ,witnl €1 T .
510. Customer thé)r?]dléudes wnetner correc{nt(l)”le error and provide their mobile number again or to use

another paymenmupdiontiz gremd for hetrsasecintomerapbcides ¢ chobsermothemgssagrent option at step
512, retailer will groyide that-ans op:iPsPsess sisiaspdicriechinsGet sepARtent’ the customer

decides to provide the retailer with their mobile phone number at step 513, the retailer performs step 403
of FIG 4. approval. Should the customer decide to reject the payment approval request by either

replying “no” or simply ignoring the message and thus affecting a time lapse rejection
protocol at the mobile operator end at step 602, then the process is further detailed in
FIG. 6B. If the customer approves the payment by sending their PIN Code in a text
message reply to their mobile operator at step 603, then the mobile operator receives

the PIN Code at step 604, verifies it at step 605 and if correct, logs it as acceptance of

10



[0029]FIG. 5C illustrates the steps associated with a customer's account balance with the mobile operator
being insufficient to pay the total amount of the transaction (including mobile operator charge where
applicable) or the customer's payment protocol limit has or would exceed with the amount that is payable
for the transaction (including mobile operator charge where applicable). In FIG. 5C, the mobile operator
sends the customer a notification regarding this issue at step 514. Customer receives the notification at

step 515 and theRedasislasrweshenor okt atshivaney e thebilewbilsepbanagcacesuntor to pay with

another method/opti t ste g]@ In case customer decides tq choose other option at step 517, retailer
will provide that @[E;@%gl?ﬁf of FIG°4™ (fg {5 RSB RAEFGR L% t(—‘f-(smtc(}:ll adt Or(f%?]ésylfgl% %?F HS disle phone account
balance or increasEl€h&€ payment limit at step 518, then they would need to inform the retailer at step 519

to re-submit theifymghile numbey RAYIRGRLINIGINAHARAPL G ASIER F82:BRIQURFIE- 6A, the step

505 from FIG. 5A is shown, whereby the mobile operator sends the customer a text message with the
transaction inforfAEEBANGERIGYRY BuekHanflihitatelilerepsIRPsIpgrie tetaIehoiRiesydBle to retailer, may

or may not add mghileeperatenswinareeaRdR pRIYESE tondRRtaNEnTIaIachRAYREREBY replying with a
text message to the mobile o eratﬂr with either their PéN Code to aagéove the Eg\%%}e for the
0

transaction, or r@HRAYREHHEN B HOTE TS HRERA0E L SHEIS A AL TIRLL ‘the mobile
operator's er_1d tdﬁﬁmbmawﬁemmmmt: tsgscnnkﬂsﬁlﬂa:uhstmjneﬁculﬁuidﬁdmi_mj&cﬂ_]me payment approval
request by eithe feplying, %"o@rwﬁ(jg‘l%'ééfg&ol['ags%366%‘9&%%%0?}9%@% S%H%dg}'{&%%)ﬂgge lapse rejection
protocol at the mobile operator end at step 602, then the process Is further detailed in FIG. 6B. If the
customer approvastise sayie PHY s EndingTheieFINThe darmans eesemmé ssadd Yeplyadd their mobile

operator at step &3 (she!p the mehiesaperire reesiyRahRiBAN Code at step 604, verifies it at step 605
and if correct, Io&s it as acceﬁtance of the customer to be charged the total amount to the mobile number

balance or bill. {¥A&ZPIN code Falts HREHBHINBY S PRIFE i EHC X B Hiedeli§ Ydfther detailed in
FIG. 6C. [0031]Ripr&oBl desailsegstepshyfitiee proaessivasiiicandsativhereitheneustoieer rejects the

approval to pay 'S‘é‘é%a%? J‘;c%b!l?tﬁé’%ﬁ%%e'%%ﬁQ%SHéE%%E?r'&E%J@nCQ%‘ﬁB% RAY;ALHERG06 and sends the

. (0) .
payment processor a notification of customer's rejection of payment along wit the transaction ID and

other relevant inferfrigtidnthg ety Bopags Pl be sBtenspayitieAt bladdssdiGals antPsends the rejection

notification to the.reiallemahstgR4RR WRR FRALIURS bRl wieR:CRB ARG IIAEPR & Qusiamer to choose

another payment option. Customer uses another payment option at step 610, which goes to step 402 in
FIG 4 to choose'’ lﬁ%%ﬁ{eé)ﬁ%nThls loop for PIN'Code can be a predetermined amount tines

before it is understood that the customer can’t remember their PIN Code and would be
automatically treated as a rejection and the payment processor would be informed
accordingly. For example, the customer can be sent a final text message by the mobile
operator asking them to contact customer service for help.

[0033] FIG. 7 describes the continuation of the process step 605 from FIG.
6A, where the mobile operator verifies the customer’s PIN Code successfully, and at
step 702 sends approval to the payment processor indicating the net amount that is
payable between the two parties as per their agreement. In FIG. 7, payment processor
receives the approval notification and adds other transaction approval information and
sends an approval notification to the retailer indicating the net amount that is payable
between the two parties as per their agreement at step 703. The retailer receives the
payment processor’s approval notification and logs it as transaction payment
approved and cleared by the customer and payment owed by the payment processor at
step 704. The retailer also sends the customer a receipt via text message and/or email

or other means such as, but not limited to, mail, indicating they have received

11



[0032]FIG. 6C describes steps of the process in the case where the PIN Code approval text message
sent by the customer doesn't authenticate with the mobile operator's log of the customer's PIN Code
authentication and the mobile operator then sends the error message to the customer at step 611. In FIG.
6C, the customer receives the notification at step 612 and follows the steps as per the process detailed in
FIG 6A, step 603. This loop for PIN Code can be a predetermined amount times before it is understood

that the customenganioresngmhrntheinRIN GrdasnswaehibsiAuianaiaaloirgated as a rejection and

the payment processor would be informed acc.ordin%lg/. For ex%%ple, the custﬁmer can be sent a final text

message by thelrrhgﬁ%u(())ﬁélpa Sr & Sihog LSRG CBHEREL RudtBrer SN f—:-h?grt eeif)a.nfﬁﬁ%%‘]FIG. 7 describes
the continuationmfythenpposess step 605 from FIG. 6A, where the mobile operator verifies the customer's

PIN Code Succeﬁfdéﬂ% Sgsvgléﬁgﬁa%%&%{‘% ﬁBPJP%@MQ&Q‘P‘o%X@%%H@??c?g?g5 igigating the net

amount that is payab . | the Two parties as per their agreement. In Fl payment processor
receives the apphevesthbeficanbir anaralaasis thetyirsRSBEGET ep pRovarthrskRiagsh BSd sends an approval

notification to the;sgtailetindisatingdhadalamerdhatisdeayghiabetueapitbe twadasties as per their
agreement at ste%B.Th% retajler receives the payment processor's approval notification and logs it as
transaction pay R AEHB Db AHA e B By ISP A I RERT LA RE B XS Bayment

processor at steprd@4s. Tihe p&@dt@nﬁ&mcﬁm@ml_aedmemmmmm aemm_ﬁ:as_aglemnd/or email or
other means sugh g U Qe IEReiRu Bl diGafine ek Rk fecRlved Jndicalign of payment
ude pro In

clearance and may Iinc shipping an motional information and/or a customer sérvice number at
step 705, conclutif¢hthieneiis apaetopapHiafirores sy fobsaynbedithgedtshrutherrevel method allows a
customer to payaygiailetdiueR their mobile operator via a payment processor. This method protects
the financial informgtion of the customer and their identity that is susceptible to theft and exploitation by

malicious acts b{’BaMies that &y i Y HBtHAHRT B RS T HERPBRS C¥YE The present method as
described abovewirtupdydpre setkseanngiticfrpitodede nb pAymentreySidGs thal. pnduides, geace of mind and

convenience to GUsfomers; 35 gk AN IR MARIG QREIABHA'R IR, ANERNRLNOW the PINT Code
to authorize payments to retailers.
embodiment of the present invention. The system 800, begins with the customer 801

who interacts with a retailer’s interface 803 whereby selecting goods and/or services
presented by the retailer to the customer to select and/or consume 802 through a
variety of ways including, for example, retailer's Internet website (e-commerce/e-
retail, shop/sales front), telephone sales/retail/catalogue shop/team (call center,
catalogue sales), mobile phone enabled shop/sales presence using, for example,
Wireless Application Protocol (WAP) technologies, and the like, interfacing with, for
example, the internet, physical store front or other such establishment in the form of
retail store/shop, including, for example, restaurants, vending machines, vendors,
third party representatives, point-of-sale including, for example, services such as
payment mechanisms configured for public transport such as taxis, buses,
subways/metro/underground and over ground transport/trains/monorails, commercial
aircraft/airlines/buses and other transport, toll-booths, ticket vendors/stands/internet
sites for public and private events, exhibits and special occasions, and the like.

[0036] The customer selects/consumes goods and/or services and proceeds to
pay for it at which point, the retailer provides payment options 805 that they accept.
The payment options include, for example, mobile number/account, cash, credit cards,

debit cards, payment service provider, mobile wallet, mobile banking, stored value
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[0035]FIGs. 8-11 illustrate the operation of an exemplary system corresponding to the exemplary process
and flow chart of FIGs. 1-7. In FIG. 8, there is illustrated the mobile number payment system 800,
according to an exemplary embodiment of the present invention. The system 800, begins with the
customer 801 who interacts with a retailer's interface 803 whereby selecting goods and/or services
presented by the retailer to the customer to select and/or consume 802 through a variety of ways
including, for examp|eairiilets: | tpiNeiwehsa(RIeOMBIRICHRIC Rl HION/RalRS fogaR)y telephone
sales/retail/catalo%ue shol /te%a‘u ﬁlall center hc%talogue sales), mobile phone enabled shop/sales
presence using,stcoreglf’aV EFe,a ifeless” plfﬂel%a(ﬁosh Protocol (WAP) technologies, and the like, interfacing
with, for exampl€QQdél internetn pihysicabstoreofrentaeasier mubliegstalsistymienticde form of retail
store/shop, incluging, {5S¥AMRIG. IRSIBU BNRYEOHNG MIGRINESIVERAPSR JfiLd Rarty representatives,

point-of-sale including, for example, services such as payment mechanisms configured for public

transport such a5 @i}asd¢iade 0 sabtheayshemtnd/GHtierfote et dvar hotnde Hiftains/monorails,

commercial aircraftfairiinas/farsesmad othssilkarspaitntalivepatiassdickat ensteysistands/internet sites for
public and private events, e%hibits andgs§gcia%giccasions,,%%d the Iike.%%OBG%I’he customer

selects/consumeS'§BBdS ANLIET 4G eL L MY 6 CREAL o 1Sy FEHF* REGHARSS BEifH 8t etailer provides
payment optionsrﬂibﬁdldahtmgytmhamca' @faqﬂay"melm @ptm’imphndasécgnémqumUbile _ _
number/account, %?Qh CHS%"V{%%%%I d%@'&&&%?ss{%%ﬁ?% iﬁﬁ\ékﬁ&?& X&@?JOrFQ‘aQ{L%AgeaH } mobile banking,
stored value card, anﬁ transter, third party wire transfer, money order, travelers' checks, loyalty scheme
value, and othertBiseishiexereas g olosrmcrlas ganpaisietonsarsdidctertramipile g number/account

option 805 for mgbjla Rumben payment A0t Bay ihelstalshandwrrevidemthe Jesalerdetails 901 of their
account. Customer enters details 901 include the,followi_n% information, for example, a mobile

account/number R8s T LB tHEER B HE 8t SHEF S R 5P (REBBIRY BREtator. The retailer
packages the custoohie' phinnd il ghtamandithedivphioe detailsdarthe mistomposporehase and

electroncally sepg FelleNRI SR Adh 10 ARRYTICIRIRSERSgIR datanase 904

s the dal 1¥i electroni
through/over/usi goré%eocrtror%?c d%%aﬂ?’aﬁs%ssmn means or example, including: world wide web, the

internet, point ofl@&EPioRitespRoRSHit FRHMiKRTesSRISaexieph Epsatiingctab abilitpeWAP enabled wire
or wireless devigg Whigh (MR HRN ARSI BoeRilgphare Jelephana dnfianipierbang call, interactive

voice response over phone or mohile phone, telephone input system using interactive selection response
(example: presss"ft’“fﬁr%élf@ﬁ‘c“@fi’ﬂﬁﬁv,cﬁrég?b?'qgrg%ﬂﬁ’&wgrﬁﬂﬂ{“@t&?,h(?ﬁcﬁ%iﬁ%q, facsimile
transmission, vianéonatlipostal mailp@ncnypted wieinatien tidnspleiabilityreeftwsice running on devices
capable of recei\rlliqgl a ds ndirg so%tﬁlg encr ]%tgd i@[%rﬂ (yon over, but not limited to wireless networks,

a

. € S, Ifernet, 51 an .
telephone lines, cable networks, internet, mobile networks, and the like.

[0038] The payment processor’s database 904 identifies the retailer and the
data 901, logs the transaction, generates a transaction ID and sends the retailer’s
payment charge and approval request to the customer’s mobile operator’s database
906 through/over/using electronic data transmission means 903, for example,
including: world wide web, the internet, point of sale, mobile phone with minimum of
SMS text messaging capability, WAP enabled wire or wireless device which may or
may not be a mobile phone, telephone and/or telephone call, interactive voice
response over phone or mobile phone, telephone input system using interactive
selection response (example: press “1” to enter customer’s mobile number, Press “2”
to enter charge, etc.), on paper, facsimile transmission, via email, postal mail,
encrypted information transportability software running on devices capable of
receiving and sending such encrypted information over, but not limited to wireless

networks, telephone lines, cable networks, internet, mobile networks, and the like.
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[0038]The payment processor's database 904 identifies the retailer and the data 901, logs the transaction,
generates a transaction ID and sends the retailer's payment charge and approval request to the
customer's mobile operator's database 906 through/over/using electronic data transmission means 903,
for example, including: world wide web, the intend, point of sale, mobile phone with minimum of SMS text
messaging capability, WAP enabled wire or wireless device which may or may not be a mobile phone,

telephone and/ofgigdephone galFiotarnchy e vpice FeRRONSE.QaEIIHRLveiahdadehone, telephone input
system using interagctive selection response. (example: press "1" to enter customer's mobile number,
ﬁl s?h 8 h% Es w%e‘t:her ?11

Press "2" to entef ¢ 5rgee, et ?lgﬁsprgﬁé}? acsif E}Fe(f]flélﬁrsurlnnilsgfoﬁl}e ia emall, plct)sfla%l mail, encrypted

?nformation transpﬁ'rtiasbitib_ﬁla_mhmrie wmmngemfum@em@mm@mm@amm@g such enc_rypted
information over, Qut 0ot ipjied IQINHEIASS REIRTES G IRRRANR UNES, CRRIG NERVRKS, intend, mobile

networks, and the like. [0039]In FIG. 10, the mobile operator's database 906 receives the data, verifies
the customer's il PPRIAETaCEBERR BYithBBD): SReEIROGEer fiaatensificiehtl® AR&FEETSr is within the

dhefined |Ioaymehnana@msgbigmygtleaa@,tbﬁa@ﬂaagqasﬁhm;w%%ﬁa@;@@msema mabile f@p@rator,hto pa{) flor

the retailer's charge (an obile operator's surcharge if any). Upon positive verification, the mobile
operator's datab%%g’%bglgﬁé'ﬁedréhﬂ?@ éﬁ@ogﬂﬁépgr?é?fﬁ%tgﬂ@?f E%Pgﬁget,g% rf@%‘?ﬂg@égge 1001 on their
mopile phone 10612eﬁcan@pﬁnvhidarg:l aWMW%@WthM@%hm@M@ inc_luding:
retailer's name fggﬁczozg%ﬂﬁgl?r %%Egrpg{\)g% Rﬁ’l‘h%?scggl%?}%%@%gﬁ% ERIVIGES) ({@ﬁgller's invoice number,

total payment owe e mobile operator's surcharge it any), a request for the customer to reply
the SMS text mesatjerbaskehatictHamunigde rNnesidaetts approvetereNOhePMAdesithe message to

reject the chargen{QQ40auIstGRIRRIGRENENNORICOREHAIRE SrMResageayrsendingdhgir unique PIN
Code to the mobile gperator's database 906 via, for example, SMS text message 1004 to approve that

mobile operator €A% tHAP§&WESotal amount and deduct it from their mobile account balance or bill it to
their monthly mdbiléogdccountGiltohive rypleiehepesbilerp database QL tgceivdéisdhie BMS text message

100 rom e ey 0t OLS et g s e Lo i ersscoouns

database 906 geprsfagss! 8pf to approve that mobile operator can charge the total amount and deduct
it from their mobile account balance or bill it to their monthly mobile account bill.
The mobile operator’s database 906 receives the SMS text message 1004 from the
customer, verifies the PIN Code and deducts the charge from the customer’s account
balance or adds it to their monthly mobile phone bill.
[0041] In FIG. 11, the mobile phone operator’s database 906 generates an
approval message along with the original transaction ID and sends it to the payment
processor’s database 904 through/over/using electronic data transmission means 903,
for example, including: world wide web, the internet, point of sale, mobile phone with
minimum of SMS text messaging capability, WAP enabled wire or wireless device
which may or may not be a mobile phone, telephone and/or telephone call, interactive
voice response over phone or mobile phone, telephone input system using interactive
selection response (example: press “1” to select Approval, Press “2” to select
Rejection, press “3” to enter transaction ID, etc.), on paper, facsimile transmission,
via email, postal mail, encrypted information transportability software running on
devices capable of receiving and sending such encrypted information over, but not
limited to wireless networks, telephone lines, cable networks, internet, mobile

networks.
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approval message along with the original transaction ID and sends it to the payment processor's
database 904 through/over/using electronic data transmission means 903, for example, including: world
wide web, the intend, point of sale, mobile phone with minimum of SMS text messaging capability, WAP
enabled wire or wireless device which may or may not be a mobile phone, telephone and/or telephone
call, interactive voice response over phone or mobile phone, telephone input system using interactive
selection respong@4example TRegss ment@oetessrARRIM AL NLsscReiensalgabReigshome press "3" to enter
transaction ID, etc.), on paper, facsimile transmission, via email, postal mail, encrypted information
transportability s \l?\llgr(églﬁ% fnsgggtﬁlb& ?/Pcisvé%\%ﬁgfg B Fga ae%{/a}rﬁsgn%%&) Islg‘rqgi%nggg%%ﬁleencrypted information
over, but not limitgetdvahdndl s metivor kishisldphpesiimasiccalnie widiwier keyomntedd:, bpolle networks.
[0042]The paymggy pipcassPls aaiash9kurerR RS ARRIRLIOMIA Meblg Apgrators database
906 via electronic data transmission 903 and logs the approval and information, debits the operator's
account with the'&ftistiit e 3panet apeates GHberare bbfeestehrsypeaEsRAeeRds Parties, creates a

liability to pay thgpetatlerdmtheindaceunhas 8o beuterng agnrtddetwvasmibehva-paties and sends an
approval to the r%gi(lfr 803 through/qver/us
|

ver/using electronic data transmission mea SQ%for example,
inciuding: world (e bR R HA o P Y SATE, HEB6HS FRRREDRAT MM SRS ext messaging
capability, WAP QnmmgdmwneﬁmmsmmmgmmmwﬁAma}amﬂbéraqmwhiédaesmong, telephone
and/or te'ephon%c%ﬁé'e %?J@ﬁ%eo}’ﬂ{%ﬁ 1{&3&0{‘?fl%l%}’eeﬁﬂ%ﬁ‘é’,rl@l@f{hﬁh%bdh%w%‘i‘%h%‘?lgt?m“e Input system

using interactive selection response (example. press "1" to select Approval, Press "2" to select Rejection,
press "3" to entePIPEATEHRHOITIIESEEE OYFhRlEE PasxohilRePlraRtsisisBhone WWREMAIEPESHEE mail, encrypted

information transpieriabilitySQitwRrsspeRRinekanievieas cpnahlac.ef Agprivingrand sending such encrypted
information over, but not limited to wireless networks, telephone lines, cable networks, intend, mobile

I .
networks. [0043] P& RESTECBOS TS ceivEsTHE JBPITR G iR BRPAREhE BE™ESsor 904, logs it in their
books and generatesiisfiaymardnietgpttalich isreeyjit¢d tferausiomengittabheyredeipican be sent

through/over/using electronic.data t ission.means 903, for ex in ing:: world wide web, the
intend, point of s%?\en,m é ié; gtg%%ngeaé\%??%}:?ﬁ(r:f%}rln@o?%ghﬁeé%%iﬁgr%%s%ipﬁ%%ﬁp%ﬁﬂ%?wxgenabled wire or
wireless device WiHiept iaifedrtmaiyaiess bet s o bittephrarsdingsicgshtsrietaysakor instapstionebelsl|, interactive
voice response Q¥gidlkone or mobile phone, telephone input system using interactive selection response
(example. press "1" to select Approval, Press "2" to select Rejection, press "3" to enter transaction 1D,
etc.), on paper, 38thile tranShsifdlsT S5 &rhelivenBs ARl Sosh B MIPRES  trattSportability
software runningo@n idavibess bapahlel @k necatyingaand sandipg shich Brenypiebkinienaiion over, but not

imited to wirelese, nefyofke, eleplione 1165, sabls Networks, ntend, mobile networks, The customer 801

receives the receipt and otcﬁ,i r relevant information to thei purchase, inc uoﬁhg Ut not limited to shipping
information, proffStideit eits; pdwdotonurdevpdhyeprdmotional bameotiede gifoeéatificates, etc.

[0044]The abov%ﬂﬁ%%ﬂﬁ?&iﬂﬁﬂiﬁﬁ%@ﬁ§E&%M@f%@ﬁwlﬂyenabled wire or

wireless device which may or may not be a mobile phone, telephone and/or telephone
call, interactive voice response over phone or mobile phone, telephone input system
using interactive selection response (example: press “1” to select Approval, Press “2”
to select Rejection, press “3” to enter transaction ID, etc.), on paper, facsimile
transmission, via email, postal mail, encrypted information transportability software
running on devices capable of receiving and sending such encrypted information over,
but not limited to wireless networks, telephone lines, cable networks, internet, mobile
networks. The customer 801 receives the receipt and other relevant information to
their purchase, including but not limited to shipping information, promotional offers,

promotional coupons, promotional bar-codes, gift certificates, etc.
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embodiments can include, for example, any suitable servers, workstations, PCs, laptop computers, PDASs,
Internet appliances, handheld devices, cellular telephones, wireless devices, other devices, and the like,
capable of performing the processes of the exemplary embodiments. The devices and subsystems of the
exemplary embodiments can communicate with each other using any suitable protocol and can be
implemented using one or more programmed computer systems or devices. [0045]One or more interface

mechanisms cangpa4ysed withiihgheveauabain:eamhadimentsbiystoaing, derfxampe, Internet access,
telecommunlcatlong(fgﬂ any suitabl fer%’(%é%éhv%ce, mod%ﬂg, and the Ilﬁe erelg S communications

. m ments can,nclu any. suita SCryers orkstatipns S.
media, and the IfKe. EEFEXA ple, employe mURICELONS TTetwarkS 6 finke°camnclude one or more

Wirel_ess cpmmumﬁ@nmmwmmamﬁmnwaumﬂémht@, @Bldmrmhpmmasions_ networks,
Public Switched [Tielenhgng Network (FRINslq Brgket Pad Neporks (RN e Juegpet, intranets, a

combination thereof, and the like. [0046]lt is to be understood that the devices and subsystems of the
exemplary embdBirAsHEDIaRs FBOedEApTany ILAPUSses s Rbar e it Bh s sMPlarspecific hardware used to

implement the exgpyianyrR el dbmanis ate wrssRIe oaswill e appirsiaiebysheseskilled in the
relevant art(s). For.exim , he.functionalig of one or more of the devices and. subsystems of the

le
exemplary embdSitHENTE EARBE R SHIE RS DTSSR BH IR IR SRS ConsSuter systems or
devices. [0047]T0043pIe mentGuchr variationsas wethas wikenvbeiatoingith binglenggdanputer system can be

programmed to Q%%Sg%&ﬁ%,ﬁﬁ&ﬁ%}h ,g{ﬁg?ﬁ%ﬁ%??ﬁ%&fa%&s‘?Eéﬂ?&%%ﬁmfa{i’@ﬁ@?ﬁﬁn@d subsystems of

the exemplary embodiments. On two or more programmed computer'systems or devices

can be substituted fbiaiNe ffeofPiecd Biees. aRd Bahkpstaiid ot deamensirpian; exboditdents.

Accordingly, pringiplgs. ans adiantagepief distsinried Areeessingdeishiarsredundaacsateplication, and
the like, also can be implemented, as desired, to increase the robustness and performance of the devices

and subsystem LIRS &/%}ﬁ?ﬁ QWMSmﬁgworks, cellular communications networks, G3

communications networks, Public Switched Telephone Network (PSTNs), Packet
Data Networks (PDNs), the Internet, intranets, a combination thereof, and the like.
[0046] It is to be understood that the devices and subsystems of the exemplary
embodiments are for exemplary purposes, as many variations of the specific hardware
used to implement the exemplary embodiments are possible, as will be appreciated by
those skilled in the relevant art(s). For example, the functionality of one or more of
the devices and subsystems of the exemplary embodiments can be implemented via
one or more programmed computer systems or devices.

[0047] To implement such variations as well as other variations, a single
computer system can be programmed to perform the special purpose functions of one
or more of the devices and subsystems of the exemplary embodiments. On the other
hand, two or more programmed computer systems or devices can be substituted for
any one of the devices and subsystems of the exemplary embodiments. Accordingly,
principles and advantages of distributed processing, such as redundancy, replication,
and the like, also can be implemented, as desired, to increase the robustness and
performance of the devices and subsystems of the exemplary embodiments.

[0048] The devices and subsystems of the exemplary embodiments can store
information relating to various processes described herein. This information can be
stored in one or more memories, such as a hard disk, optical disk, magneto-optical

disk, RAM, and the like, of the devices and subsystems of the exemplary
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[0048]The devices and subsystems of the exemplary embodiments can store information relating to
various processes described herein. This information can be stored in one or more memories, such as a
hard disk, optical disk, magneto-optical disk, RAM, and the like, of the devices and subsystems of the
exemplary embodiments. One or more databases of the devices and subsystems of the exemplary
embodiments can store the information used to implement the exemplary embodiments of the present

inventions. The datalmses a0l prganizatbisinerdrRASTUSIMES R BefRCordR drbigsagrrays, fields,
graphs, trees, Iists,ba d th? like) included in one or m§]re meinorietsthor stora(?%e devices listed herein. The
processes descriBe WRRREPLECS eelré%rrr%?pll%w S IRERTE AR SRR r§éppropriate data structures
for storing data collectedt:sindfchgpreratad byitive. focdssbssef the inevigeszaddssubdystems of the

exempiary emoagiueRls  Lnecr AR IdaiahazerdieraatDAdNAL R ARQIIARL! the devices and

subsystems of the exemplary embodiments can be conveniently implemented using one or more general
purpose computBcBidstbin eNeEFBIOESENEIRS igitatEsigeaicprdicisssirsimiths-pustvaers, and the like,

programmed aceeselingdiladgrehipas ks Rxe BalnRMb othmRNQiheprasantinventions, as will
be appreciated by those skilled.in the comep%tgr and software ?Prftig Ap ropria(%ej oftware can be readily

prepared by prodrARHSr b 8RR A7 SRIESESAURT S8 FRLRh i JRedF S Reth YRy Eibodiments, as will
be appreciated bydhobey skilledfirhthasoffargrerdddimemben she devicedaute sulisystéms of the exemplary

embodiments c%ga(?&implemgﬂtggao&mfn\é{qgg &Q@ggﬁ]\%%bs*u\{lgg&@% ’tﬁg%f%%}ﬁ?a?? and subsystems of

the exemplary embodiments can be implemented by the preparation of app on-specific integrated
circuits or by intérebrfHBetig hbaSeRpRISEE AR FREBICE SRRt TEBR BoTEMtRdIfRRses, as will be

appreciated by thaaguekilgddmhaielesibical asl(@eihinkisn M B8xQRRlaR @BIRAIIR RS Ae not limited to
any specific combination of hardware circuitry and/or software. [OOSO{Stored on any one or on a
combination of cfBtfteF PEHTABRE ASSHIANEHE RGeS SHRBRIZ S PR BYREEA LI ntions can
include softwarepiesccontrelingnihe déliee spardisud dystensskfitheiexempiagytamiddiments, for driving
the devices and SSOLE

R%é%t%l?s‘.s R&éﬁ%ﬁ%&%@&@%ﬁ@?% @%ﬂ%sgg%f% @?&;8%%]8% Se‘fécc?ﬁ and subsystems of

the exemplary embodiments to interact with a human user; _ Stware can include, but is
not limited to, devidaadyikitsbeiredwathe et @isisteradptieyelBpedartniols vaPpiications software, and

the like. Such C%ﬁﬁ@&@ité@@?%@em&ﬂé@ fh‘EH%%R%@QH%Fhﬁ&ﬁi@ﬁb‘&?&epﬁ%@'ﬂ‘sﬁﬁ%bm of an
embodiment of the present inventions for performing all or a portion_(if Eéocessvi&l% |sIdistributed) of the
€D. In

processing perftiscE i R ARRAARATE FRRRRIHE By AR ey Qb s

addition, the devices and subsystems of the exemplary embodiments can be
implemented by the preparation of application-specific integrated circuits or by
interconnecting an appropriate network of conventional component circuits, as will be
appreciated by those skilled in the electrical art(s). Thus, the exemplary embodiments
are not limited to any specific combination of hardware circuitry and/or software.
[0050] Stored on any one or on a combination of computer readable media,
the exemplary embodiments of the present inventions can include software for
controlling the devices and subsystems of the exemplary embodiments, for driving the
devices and subsystems of the exemplary embodiments, for enabling the devices and
subsystems of the exemplary embodiments to interact with a human user, and the like.
Such software can include, but is not limited to, device drivers, firmware, operating
systems, development tools, applications software, and the like. Such computer
readable media further can include the computer program product of an embodiment
of the present inventions for performing all or a portion (if processing is distributed)

of the processing performed in implementing the inventions. Computer code devices
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of the exemplary embodiments of the present inventions can include any suitable interpretable or
executable code mechanism, including but not limited to scripts, interpretable programs, dynamic link
libraries (DLLs), Java classes and applets, complete executable programs, Common Object Request
Broker Architecture (CORBA) objects, and the like. Moreover, parts of the processing of the exemplary
embodiments of the present inventions can be distributed for better performance, reliability, cost, and the

like. [0051]As stafercakerpldhe fovisarandrshbsysiams ehitaeommeians esykadiments can include
computer readable medium or memgﬁieséfér holdin instrlgjgc ion%l?ro rammed according to the teachings
T

of the present inVEHRGAL SHd f3F At |ﬁ§° 3 lrlfljré Ure8 tabi 588 g,n%le dforBfiEr data described

_herein. _Compute'nmad&iblb pnegliums, Qanaimiﬂutﬂk ammmmmmam patﬁpipahes_in providing_ _
instructions to a &{Bﬁﬁ?é‘é’{ef&{tzﬁ}i@ _%Q%é%n%%eg&i‘wt%ﬂ&@f%mﬁ&yAq%m@éctﬁleUdmg but not limited

to, non-volatile media, volatile media, transmission media, and the like. Non-volatile media can include,

for example, optiEAIRP Mmahifstic Hditse HHegrdascopicardisishanetre e\ stiremledia can include

dynamic memorigg@igldhe dkee Pransmiseiniomediapeansineludercpsxial pakipmagonper wire, fiber
optics, and the Ii% Transmission [%i%ia also can take the form of acoustic, optical, electromagnetic

waves, and the FRERith 98 RBLL G & rated during radio frequency (RF) communications, infrared (IR)
data communicdf06t] and thadiketedabomeorhéatens of cormdsiarereadaibleerradiiyan include, for example,

a floppy disk, a flexible disk, hard disk, i ; [ 2 ic medium, a CD-ROM,
CDRW, DVD, ar%%?fﬁ%%%téﬁeqo%@?aﬁmﬁ d|§Itrr%égﬁg%r%,%é%%gegggggﬁﬁwark sheets, any other

suitable physicalHeiiPASPHILERBPASSPHONS O M6 tisasbptical e deergRizaiatiprficrd WRAM, a PROM,

an EPROM, a FhfaiisRRGNbraRY, ethies, stitablemesneiesiRQlctaitidgerancartghuiave or any other
suitable medium from which a compué{gr can read. [0052]While the present inventions have been

described in corTAMUR MRS SARBEF DT BREHHITAN BRIBEE L R UG R SHBIRINEARS ons, the present
inventions are natssadiivitew, dproratharfoovercudnnuSwitodifiediionssratakleaqaiydlentsarrangements, which

fall within the p“fﬁ’éﬁ}%%?& Hﬁ?r%? E’l%ﬁ%%qoglﬁ(lm%lzyt\l/l'éﬁ%dlfé Q&IQIM %leé transmission media,
and the like. Non-volatile media can include, for example, optical or magnetic disks,
magneto-optical disks, and the like. Volatile media can include dynamic memories,
and the like. Transmission media can include coaxial cables, copper wire, fiber
optics, and the like. Transmission media also can take the form of acoustic, optical,
electromagnetic waves, and the like, such as those generated during radio frequency
(RF) communications, infrared (IR) data communications, and the like. Common
forms of computer-readable media can include, for example, a floppy disk, a flexible
disk, hard disk, magnetic tape, any other suitable magnetic medium, a CD-ROM,
CDRW, DVD, any other suitable optical medium, punch cards, paper tape, optical
mark sheets, any other suitable physical medium with patterns of holes or other
optically recognizable indicia, a RAM, a PROM, an EPROM, a FLASH-EPROM, any
other suitable memory chip or cartridge, a carrier wave or any other suitable medium
from which a computer can read.
[0052] While the present inventions have been described in connection with a
number of exemplary embodiments, and implementations, the present inventions are
not so limited, but rather cover various modifications, and equivalent arrangements,

which fall within the purview of the appended claims.
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1. A computer implemented system for processing payments for goods or services, the system

comprising: a payment processor configured to receive a payment request for goods or services from
a merchant; wherein the payment request includes a mobile phone number or mobile phone account
of a user; the payment processor is configured to send a payment authorization request text message

to the mobile phone of the user requesting authorization for payment of the payment request; the
payment processoHsSTcONHgUIRIHD rsceive a payment authorization text message from the mobile phone

of the user authorizing orAnot authorizirl%thet%ag\sqngent of the galyment reqtté?st; dif the payment
authorization text messzstgec?r%lﬁ%l $dMRS n?Ieénp one Gt {ﬁlépﬁ%%rs%ﬂ or2Es é)rp%%?mse?{t of the payment

request, the paysaenteprdeessems copfignged to pay the merchant for the goods or services and charge
the mobile phone accogpgg1 éﬁ?pﬂ?&%@J@JJ&%Q@%ﬁ‘&%c@ﬂg a pa%{g% %gg?fgr%%q%;atlon text message

from the mobile phone of the user does not althorize the payment of the payment request or if the
payment authori¥atsastERIhie8eEas not received within a predetermined period of time, the payment

processor is configuredyiRdraliRiomay i rainant PoRniRIOpRIR AlSBEYIGESobile 2. A COmputer
implemented meptlb(())ncé l;%r(': urlg)tc(%saslllr; r’payments for goods or services, the method comprising:
the payment processor is configured to send a payment authorization request
text message to the mobile phone of the user requesting authorization for payment of
the payment request;
the payment processor is configured to receive a payment authorization text
message from the mobile phone of the user authorizing or not authorizing the
payment of the payment request;
if the payment authorization text message from the mobile phone of the user
authorizes the payment of the payment request, the payment processor is configured
to pay the merchant for the goods or services and charge the mobile phone account of
the user for the payment; and
if the payment authorization text message from the mobile phone of the user
does not authorize the payment of the payment request or if the payment authorization

text message is not received within a predetermined period of time, the payment

processor is configured to decline to pay the merchant for the goods or services.

2. A computer implemented method for processing payments for goods or
services, the method comprising:

receiving by a payment processor a payment request for goods or services
from a merchant;

wherein the payment request includes a mobile phone number or mobile
phone account of a user;

sending by the payment processor a payment authorization request text
message to the mobile phone of the user requesting authorization for payment of the

payment request;
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receiving by a payment processor a payment request for goods or services from a merchant; wherein
the payment request includes a mobile phone number or mobile phone account of a user; sending by
the payment processor a payment authorization request text message to the mobile phone of the user
requesting authorization for payment of the payment request; receiving by the payment processor a
payment authorization text message from the mobile phone of the user authorizing or not authorizing the

payment of the paymepiceauest the phihRMysoenbasfaonzationiext mesaagméemdhe mobile phone of

the user authorizes the payment of the payment request, paying.the merchant by the payment processor
for the goods or ORIR TR ASRSitG T TROBIEHORS SRV ARE EaPIGI e Hlment and - it
the payment autppnizatioeqtext; message from the mobile phone of the user does not authorize the

payment of the paymeqt,{equest-ar G DAYHE %Qggf’rﬂﬁﬂﬁﬁéﬂﬁéﬁﬁgﬁeiéf@ﬁé fggeived within a

predetermined period of time, declining paying the merchant by the payment processor for the goods or

services. 3. AlduMifitie progrerh b rO8 BeY s preriesSingy PayRfeRtERsN GO s B1Y8R#Yices and including
one or more corppidakseriallealrvelions Amkedded QiR cpNdiRbRsadakis bresiutand configured
to cause one or more com uterlpc{ocessors to perform the steps of:
or the payment; a
if the payment authorization text message from the mobile phone of the user
does not authorize the payment of the payment request or if the payment authorization
text message is not received within a predetermined period of time, declining paying

the merchant by the payment processor for the goods or services.

3. A computer program product for processing payments for goods or services
and including one or more computer readable instructions embedded on a computer
readable medium and configured to cause one or more computer processors to
perform the steps of:

receiving by a payment processor a payment request for goods or services
from a merchant;

wherein the payment request includes a mobile phone number or mobile
phone account of a user;

sending by the payment processor a payment authorization request text
message to the mobile phone of the user requesting authorization for payment of the
payment request;

receiving by the payment processor a payment authorization text message
from the mobile phone of the user authorizing or not authorizing the payment of the
payment request;

if the payment authorization text message from the mobile phone of the user
authorizes the payment of the payment request, paying the merchant by the payment
processor for the goods or services and charging the mobile phone account of the user
for the payment; and

if the payment authorization text message from the mobile phone of the user

does not authorize the payment of the payment request or if the payment authorization
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receiving by a payment processor a payment request for goods or services from a merchant; wherein
the payment request includes a mobile phone number or mobile phone account of a user; sending by
the payment processor a payment authorization request text message to the mobile phone of the user
requesting authorization for payment of the payment request; receiving by the payment processor a
payment authorization text message from the mobile phone of the user authorizing or not authorizing the

payment of the Q@Mmﬁﬁua@qyﬁst,receldéahfaumvmad@@ﬁhﬁréaqﬂaad@th@&ﬁe@gﬁlﬁ@mﬁmg mobile phone of
the user authorizes the ar}/ment of theﬁ] ment ref(%1 mg the.merchant by the payment processor
for the goods or s rr\I/l% san cH%Pﬁ%me "eBife pho egagc%ﬂn%er\“ﬁ‘?é user for the payment; and if
the payment authorization text message from the mobile phone of the user does not authorize the
payment of the payment request or if the payment authorization text message is not received within a
predetermined period of time, declining paying the merchant by the payment processor for the goods or

services.
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