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the user equipment determines, from one or more first entities, a target entity with
which communication is requested

|

the user equipment determines a first authority request parameter according to the I~

target entity

!

the user equipment sends an application session establishment request message to a I~

first proxy entity according to the first authority request parameter

!

the user equipment determines whether the user equipment has the first

S301

S302

S303

S304

communication authority with the target entity in response to receiving an applicationf™ ™~~~

session establishment response message sent by the first proxy entity

v

in case that the user equipment has the first communication authority with the target I~

entity, the user equipment performs authentication through the first proxy entity

Fig. 3

in case that the user equipment has the first communication authority with the

proxy entity

after the authentication through the first proxy entity is successful, the user
equipment establishes a secure session with the first proxy entity

|

the user equipment acquires a proxy domain name of the first proxy entity and
a firstdomain name of the target entity

A 4
in case that the proxy domain name is the same as the first domain name, the

communication authority with the target entity through the secure session

Y
in case that it is determined that the user equipment has the second

communicates with the target entity
Fig. 4
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S305

S401

target entity, the user equipment performs authentication through the first | ~_

S402

S403

S404

user equipment determines whether the user equipment has the second >~

S405

communication authority with the target entity, the user equipment T



the first proxy entity receives an application session establishment request
message sent by the user equipment

S501

the first proxy entity determines whether the user equipment has the first
communication authority with the target entity according to the first authorit

request parameter

S502
Y~

in case that the user equipment has the first communication authority with the S503
r~—/

target entity, the first proxy entity sends an application session establishment
response message to the user equipment, and performs authentication of the

user equipment

Fig. 5
after the authentication of the user equipment is successful, the first | S601
proxy entity establishes a secure session with the user equipment
Y
the first proxy entity receives a target entity service request message @02
sent by the user equipment through the secure session
Y
the first proxy entity determines whether the user equipment has a S603
second communication authority with the target entity according to they~—
second target entity identifier
the first proxy entity sends a target entity service response message to @04
the user equipment
Fig. 6
the first proxy entity determines a third authority request parameter S701
according to the second target entity identifier i
the first proxy entity sends the third authority request parameter to a /\Sz 02

third entity

|

the third entity

the first proxy entity acquires an authorization result parameter sent by, /\Sz 03

the first proxy entity determines whether the user equipment has the

authorization result parameter

second communication authority with the target entity according to the

S704
~—

Fig. 7

3/8



the third entity receives a second authority request parameter sent by a first
proxy entity

A 4
the third entity determines whether the user equipment has the first

S801

S802

communication authority with the target entity according to the second }—~—

authority request parameter

A 4

the third entity acquires first pending key information in case that the user
equipment has the first communication authority with the target entity

A 4

S803

~—

the third entity sends the first pending key information to the first proxy /\S§04

entity
Fig. 8
the third entity receives a third authority request parameter sent by a first | S901
proxy entity O
the third entity determines whether the user equipment has a second S902

communication authority with the target entity according to the third ~—

authority request parameter

the third entity sends an authorization result parameter to the first proxy /.3903
entity
Fig. 9
the first entity acquires an authentication result of a first proxy entity toa| S1001
user equipment e
the first entity communicates with the user equipment according to the /&I./OOZ
authentication result
Fig. 10
the second entity acquires an authentication result of a first proxy entitytoa S1101
user equipment e
_ o _ S1102
the second entity sends the authentication result to the target entity [~ >~~~

Fig. 11
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equipment

user

third entity

$1201, the user equipment sends an
request message to the first proxy en

first proxy entity

first entity

application session establishment
tity

$1202, the first proxy entity sends a
second authority request parameter to
the third entity in response to receiving
the application session establishment
request message

v

in case that it is determined that
communication authority with t

S1203, the third entity acquires the first pending key information

second authority request parameter

the user equipment has the first
he target entity according to the

S1204, the third entity sends the first
pending key information to the first
proxy entity

S1205, the first proxy entity sends ar
response message to the user equipm

A

application session establishment
ent

S1206, the user equipment performs
entity

A

authentication through the first proxy

S1207b, the user equipment establis|
secure session with the first proxy e

A

v

esa
tity

S1207a, the first proxy
entity notifies the target
entity of the first
authentication result

to the first proxy entity

v

S1208, the user equipment sends a target entity service request message

v

S$1209b, the first proxy entity sends
the third authority request parameter
to the third entity

v

S$1209a, the first proxy
entity notifies the target
entity of the first
authentication result

v

$1210, the third entity determines whether the user equipment has
the second communication authority with the target entity
according to the third authority request parameter

S1211, the third entity sends the
authorization result parameter to the
first proxy entity

S1212, the first proxy
entity notifies the target

$1213, the first proxy entity sends a
__ to the user equipment

target entity service response message

entity of the second

authentication result >

Fig. 12
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target entity determining module

parameter determining module

first message sending module

first message receiving module

Fig. 13

target entity determining module

parameter determining module

first message sending module

first message receiving module

user communication module

Fig. 14
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1500
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. - 1502
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|
first proxy sending module /\\E503
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Fig. 16
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