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Yitle: A PORTABLE DEVICE TTAVING BIOMETRICS-BASED AUTITENTICATION CAPABTLTTTES

L

(57) Abstract: Apparatus and method for implementing biometrics-hased access control to a restricted resource. Tn a preferred
embodiment the present invention is realized using a portable deviee. Specifically, in one embodiment. the portable device includes
4 microprocessor, # non-volatile memory coupled therelo, and a biometrics-based authentication module controlled by the micropro-
cessor. Preferubly, the biumetres technology used is Jugerprinl authentication tectuwlogy, The authenticution module is capable of
“~. registering a gfingerprint upon firstuse of the pottable device, storing an encoded version of the fingerprint in the non-volatile mem-
ory. Subsequently, the authentication module can read a person’s fingerprint and rehably determine whether the fingerptint matches
the registered lingerprint stored in the non-volatile memory. I a match is found, access to the restricled resource iy granted Lo thal
person; otherwise, access is denicd. Embodiments ol the present invention thuy provide  highly convenient, secured und relisble
method and system for user authenrication and access control which was not achievable 1n prior art password-based authenncation
approaches.
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Abstract: Apparatus and nethod for inplenmenting bionmetrics-based access
control to a restricted resource. In a preferred enbodi nent the present
invention is realized using a portable device. Specifically, in one
enbodi ment the portabl e device includes a mcroprocessor, a non-volatile
menory coupl ed thereto, and a bionetrics-based authentication nodul e
controlled by the m croprocessor. Preferablﬁmmmle bi onetrics technolagy

used in_fingerprint aut h"WO O3/00328 hAdI o The authentication #d¥ul e

is capable of registering a fingerprint upon first use of the portable
devi ce pusitied:i Ng an encoded version of tpeub i NORNR kL Wher kibrofidGis MR MOl ALIT | €
menory.— Subsegquentdys redofe aut hent i cat | 0@ NaRdu U@ Can bRt ndq Pokg Al Sugin-
fingerprint and reliably deternm ne whet ferd wthecstiqr pger/pgr Pi Carvat ches t he
registered fingerprint stored in the non-volatile nenory. |If a match is
found, access to the restricted resource is granted to that person;

ot herwi se, access is denied. Enbodinents of the present invention thus
provi de a highly convenient, secured and reliable nmethod and system for
user authentication and access control ehich was not achievable in prior
art password-based aut hentication approaches.




