;e3e’ r} xxybzR {|6}Tr}fs 13 0 SEP 2003 WD 00/ 59177 The prezig[ﬂé t,n% tion
relates to a nethod of and apparatus for the serving of 5 E iles.
It hasv@pIsuati on, in particular, to the secure servi ngraft/ghiogioieEs! y

si gned conmputer f tion of associating a si of sorre formwith a
docunent or an 0 Mm \Wmum for exanple, aut horsWH h| p has

| ong been in exis nce, L i's an 10 unfortunate refle n nat ur e
that the related notidf0f falsel y associating a sign w t*hoga)zdocunent or

Wi th an object to SERUERTOMPUAER FORWINGIANTERING FIOBS Q¢ fftiRTHas al so | ong been
in existence. Wth the advent of the printing press and the printed
docunent and, nore recently, 15 the digital or electronic conputer and the
digital or electronic docunent, the problens of the faithful reproduction
and the convenient editing or alteration of docunents have been much

anel i or ahedpreAsniniimtenien welldtek rtowa, matrdidgiof aandd @appamlis Ccfan ﬁhyp'sa&lrigy obe
altered or i as, many_ 20 tines. a w shed, wi t hout any.

qual 1Ty cSmRGE sl Tt TR aRet T iy PaRuS o SOEASSHEE SREVnr o BETED

cont ent sifnetitentnaenkies. t hat are changing. if a digital docunent is created
by a first party and then covertly altered by a second party, it may well
be difficult for a third party subsequently reading the docunent to tell
that it SndEsh ol 486 LK bRt ween
conmput er-ﬂspl@arr’ld inogaésﬁl %gﬂg%%t Beé%r ?g\eéggf‘e grgpﬁl\?granggcﬁﬁgﬁp %@‘bePjgce\?%ie Wb
has meafeneteat foy LxemmiprbritBorghirc efneMinershimNasdoeg hees inoekigtarme. mbis an

eashiont r I ts
re 7 GRtGihaD cERECloR ot futah R B R e S b BB s GRS el |
knovvn t sign with &\dptdmbiitder Wb droobjecmml indicdebfaldecaeihoesHig oy onasershipitde

var i etya%f Bss ci ated c%r}lc%epts and standards. A rich source of information
3 0 S E¥P908 dOPE'S ®PCTI GB00101078 2 rel at i ng to these concepts and
standards is the Wrld Wde V\éb Consortium(http /I wwww. w3c. org), a body
hosted by the Laboratgry faor nputer Science at the Massachusetts

| nsti t utWitBrtheedyspt 851" WI"’F)'”Q Bb‘-’rf’ée?ﬁdstr?uewtég dpcuipant ady gpore rgcentyp
Siters aehe Wﬁ?ta'? %ggle)ctr@nlc%ﬁteﬂ‘ﬁﬁ the éigltkfyd}eélédt%lc %Bguﬁenpr{'hgqfr%lgﬁéour ce

5 Locator' and standards such Hyper Text Trans';gort Prot ocol (HTTP)'
and t he ofHgefaithiul W%ﬂ-ﬁf'EanﬁjU’aéféf’ (cmmr)'entvxmiltm@eorme eraginovel. dacynedisem

faced byt H338nRALid SFelrafigng to distribute content in the form of
el ectrom C docﬂments o? r| ['es) far exanple, on the Wrld Wde Wb, has been

the 10 vulnerability of the stored content to deliberate alteration by

unaut horAssqu" Egiv(/gll R%\Lheg digital document can typically be altered or copied as many

20 times as is wished without any change in quality since it is only the digital bits
representing the information content of the document that are changing. If a digital
document is created by a first party and then covertly altered by a second party, it
may well be difficult for a third party subsequently reading the document to tell that it
has been altered. '

25
The advent of networked communication between computers and in particular the
rise of the Internet and the World Wide Web has meant that vast numbers of
computers all over the world can now communicate with each other using common
protocols. Electronic documents are often now made available as Web Pages on a

30 Web Site.

It will be well known that the World Wide Web {or simply ‘Web' hereinafter) has a

wide variety of associated concepts and standards. A rich source of information



accessing the content over a conmunications networKk. Shoulgd pUshgyt hori sed
third tha/ manage to access a given Wb Server, they mggt or exanpl e,
edit a t stored on that Web Server. Wien the Wb PagE&B0&01Hs8
subsequent |y VI ewed with a Wb Browser, the content of the Wb Page woul d
then reflect the nessage of the unauthorised third party rather than the
original content provider. It will be &ppreciated that a wi de variety of
notives may exi st for unauthorised third 20 parties to attenpt to subvert

t he rresselgﬂngle’cd Vceead doyiceptgi wrt $ancrdef isCané enorlBUlWVidE WePredbltursaf e
to assugg t}g% % cases éhe content provider would prefer not to have
the messaPR/HEMNBRELBY 3 B vcaﬂitsﬁtbvt@ﬁﬂabeaatmf?raﬁmﬂw@ﬁSﬁreé%rﬂtéaeto
the browghsiGcnosdtes Bfstivdte SMMecrildyyf IMBY. RRSERE SR aPRY 0ReH dHviackl ing
this praoblemof the vul nerabi I|t of stored content to alteration by

unaut hor Wekd Sithi, rad 'Wab tHags' m gWebRromspt’. 1o Hupstink’ endta { Heiferpo Redowsat ent
IS neger 8 I 51§ am;hq, of,
approgchLoﬁgfoﬁhghgsﬁaﬁ%rgwggEQ% I@S %He%a){?afr%%T Pﬂftogél ) nEnown a
firewal I'Hyagrieat Meekiug banguage dHTELY onjlildeewel dnoeet ed .t 0 a net vvor k by
controlling traffic between the conputer and the network such that only
certain types of traffic, as defined by the conputer adm nistrator, are

al | oned A oprd@fsn ffaeed tﬂ‘yetWeV\@ékleTsOV\ﬁMnéiot@pﬁis@*bLQé Ybr8nd 6F Sthe kdrnt hgory
this should prevent unauthgrised 3 0 SEP 2003 WO 00l 59177 PCTI GB0OOI 01078
3 third PeFHIUS dorUmeatc B §iesy TohexemRisutasy the ¥Yartdh Wide(\Wekbk haadieep e t hey
coul doal fiherbBRinyCOMRNMtoRdU SRR o dbRberaPd BN Bfion N@tﬂaﬁkﬂ&lsﬁﬁ"%hw@ phttlegval |
cannot protect the stored content fromalteration by a malicious user

val i dl y ansepsingibe raRteaboYeie? comBwAIdatigns meprerktice it will be well known
that real-world inplenentations of firewalls are often far fromsecure, ' A
second approach, mndful of the fact that the content m ght have been

al t er ed $hauidrnwinantrerisedthict patty magage amantessi agiven 8¥ela Seormnmuthiegatigbhs

channel ,,is to chec down cont tQ,s L.foit has
been t aniS&r AR ?hgﬁﬁov\ﬁ}’ﬁ% 7 3&’5?1‘&"8 Wtﬁﬁﬁgd%e&ﬂngﬁhﬁ%mﬁg&eb sF39%eSuse
of a1%0- siiseqdentpheielsadnivith ASWiibl BrobserelHe domeemt & tHeewkebuPadeswaltdtiend
froma given bl ock of da}] yi el di gg a value which is then associated with
that bl iskeE} thmmessage ohahe Mokt RO Rertyratheri hap hegriginal ciffethange
in the dsididek! | cause a change in the checksum val ue. Checksum net hods are
nost often enpl oyed as a sinple check to detect corruption during

transm ssion of data. In theory then, when a given piece of content is

downl Oadﬁ%m'wg;tawebigt Haf t\%y?de %‘rfé@f%‘ﬂ\%éfﬁ{?‘é%a Ps\é’f DEREAHBHYA HGrLan
be conputed for ownl oaded conten can t e conpared with the
ori gidthl parties to attempt to subvert the message delivered by a glven piece of content but it

is probably safe to assume that in all cases the content provider would prefer not to

have the message delivered by its content tampered with and then presented to the

browsing world as its own.

25 A first present day approach to tackling this problem of the vulnerability of stored
content to alteration by unauthorised third parties might attempt to ensure that the

stored content is never accessible to unauthorised third parties.

One example of this approach is the use of a so-called ‘firewall’. As will be well
30 known a firewall may be used to protect a computer connected to a network by
controlling traffic between the computer and the network such that only certain types
of traffic, as defined by the computer administrator, are allowed to pass from the

network to the computer or vice versa. in theory this should prevent unauthorised



20 checksum val ue sent along with the content. If the ori ing% c@@cksum

val ue and-the newy derived checksum val ue are the sane t ?1 e may be
sonme COWOfG0M8IGe t hat the content has not been altered afRGHGBWOIEBpuUt ati on
of the original checksum val ue, which mght be either whilst stored or
during transmssion. 25 In practice it wll| be appreciated however, that
any unaut horised third party able enow®gh, for exanple, to access and tanper
with stored content may well be able enough to alter the original checksum
accor di tht¥pardids ?rbhﬁac\!&rs&neQH@ cbhﬁ‘:ﬂtér hPon‘? h&e Iﬁ@be&oémﬁrthﬁpfheﬁedoum st when
the content is downl oaded would falsely indicate that the content had not
been t dtigeeettent steref e thatscenpyienaNatrahagech 30 fikwvall seplmtspnoceateﬁ?e
exanpl ve f so-calle

oi gnat crieced EqanPRERPE:ARAETEF & MBI R ReliT Perdfiar B Rt e very
3 0 SEP 2003 WO 001 59177 PCTI GB00101078 4 well known over the past few
year t he Inter nor e artl t he Wor {de Wb hav

experi eficddc té?(epgnve'rl]fti‘ aY"egH‘SW A ferg ﬁgn%pd?mamﬁf'f’%\gi?'&?ﬂ?lgrﬂg OEW
exanpl efarfeoch @etgtei N ' Applied 5 Cryptography: Protocols,- Algorithns and
Source Code in C. by Bruce Schneier, second edition 1996, John WI ey &
Sons. A further treatnment of digital signatures may be found in ' PGP
Pretty RooskdRt! ¥y crbymﬁsdmpaf @ﬁéffa&kﬁl t thi! SdntEH lddy &
ASSOCI ates. Ter rr‘g&sac as 'public key' a pri vatne kegh/dé)ﬁt ﬁg&%’b?%}l?ﬁeon and
rressageltlcargeétenf stioced o1’ dwind tisesmissionunder st couhmunicadiogist clhanskelgniat tor e

tec q e - l.Lc, ke (Y raphlc hos As will be
wel Ihqu< ggr%o'% ﬁh%Ck O%y&?%lggoef%p te&uté)egséee{ﬁ'tarf)agsg%th m(?alr?c} 81 at ed pair of
keys, a so- called "public key' and a so-called '"private key , to encrypt
message rat her tha of nore tradjtional sy ric, k

Cryot o PRB IR ARTp o 48 069 So At ol trDal Aigda)ed QIEKBITacd n t he
publ i c demblenwai&heasm hhehepkévmltie derbuBBIs Frobe akgiPbn ansdN bt ahda, SAdldiaG. a
Crucially, know ed e of the gubllc key does not allow the private key to be

det er ni Maiye W’ﬁhd%\ 1§ assqrAisd yuth At Rk Wlels: & Bentheckrey ‘i°§“Fd’éE t ed
and AN ORkY aB8ind &FlY Bh$GeNnt the! B@taCWlf et Ql PRaryel Rt EBYcksURE value.
encryption process is synmetric however such that "an encryption operation
20 per f &heaessum mrethpds gre ;ast oftep eraploved dedr §ipirdal chgekhta Hetestiisprroptiey. A
success b ar age
wns. onotUlipE ot s Oin "ot Hafa Slnt Sedtotch el B AEP edd s LARAEISIOP
used t odatintogoiedt @losg cwite an axmmme(cmwmn\salnél,aanméwzaxes:k&hmt halue cant bﬂt
transmtted cannot nt er, and c 418 om_sed.

exanpl e°8fnp§’8%(ﬁ¥°a{dn5pdpﬂv}"?3 e&nC‘i"%e'?ﬁﬁé!be%‘éfhﬁ?% t@%@bgtcgnl_pﬁyee ERAEERE ocol
ori gimalchyclchemeh/amobm didrey D\ieﬂhsmepmferitmlmtmabngnsl @qusnmtvaime aNoithe an n

View CA, U ni cation ween, for, exa t. co

ang o s SeVY SeUh e RIRRETLNAIHE BrotGeai™g Frecy thate REM: P4 208 GHREeRed, Bt 50
conput erthelSddteritURAd ol el HIRdrad T &FBdtYthRNBoinpefatidabe The & IYiME tdHeGk& @) for
use in encrypting all further comruni cation between the client and server

conput erv@luéa g prght ke eitherovhitst stergd op SUANG LEANSEYISSIAYai nst a first server
conputer pretending to be a second server conmputer and serving data falsely
purporting to be fromthat WO 00/59177 5 3 0 S E P 2003 PCT/ GB00/ 01078
secof8 darrreptien i uiilkrben AEPISCiaYech thowengr, uthalt #ror ugwhpﬁwdj thisg tparty able

| nt er Cepetd '&gh agt é‘xétﬁ{ﬂ' o' fo YY" o LA@LeafibEr Gt ngorreﬁ wéﬂc& dble

pr ot ocol however securing of conten durl transm ssi on,
not at s&ﬂow'hgtd hﬁteprtmel engofl tdhecletum eatcooditgint 1bethisy we:lenéolaebltben othe
al teratltﬁ'\ecksum comparison performed when the content is downloaded would falsely
indicate that the content had not been tampered with since its original storage.
30

More sophisticated examples of this second approach involve the use of so-called

‘digital signatures’. The theory and practice of digital signatures have become very



5:Digital si gnat ure techniques using public key cryptogr a?tq/ gplgggg checks
not only as to 'authentication') guaranteeing that a di I ned
‘docuﬁ@éfw’sﬂdes infact originate fromthe party whose f“éo he
document bears but also as to "integrity', guaranteeing that the contents
of the document have not been tanpered 10 with since the originating party
digitally signed the docunent. The prﬁcess by which digital signatures are
enpl oyed in order to performa check on downl oaded content to see if it has
been t avglekraviavier whe Ipadlefedy yearssasl thelrowrrien agdember pereicaldrlyhtel Weridegar d
to the,j,nv a th| point to consider . 15 the
functi SAA{% S&ybg‘goe egg%y %rhcrou RER 1att % digital signatures in the

foll owi ng exanpl e of the second approach The M crosoft Corporation
(Rednmond WA, USA) has devel oped so-cadl ed ' Aut henti codeTM . Aut hent | codeTM
sof t ware F@Wﬂ%’t"alq edigh! c PSRRI D nBlYer Erarf¥aMPlog b rloupdd it oudpRied

checki ngyaRidrasHye Pledcdias A lbeﬁ?nrﬂ@“@hd)Wcé’V@dd@ tn]eé”‘%rkaf'ur&mScfhgéler, ,

exanpl e, ‘a server conguter see if the software has been tanpered with
in an peaonheditinad1996hiehn Vitayh & Gehs pAe%Jeth@r teasdment lof digival $ieratures
digital Ie} r f | I gned
code dorbmgq %gg%gﬂg\./ﬁgfﬁ'%ﬁng{ mgoigt'g?g?t%’e I'n aﬁaﬁfﬂﬁgﬂ f(l)r(rgjc ggég’ut ?/%%é ‘'of the
code, AdtRediyt &cAn:heEMtemyTec:hmcﬂuchtas thiudplit atley'ZBpsvglaatetyr,e hiaeh Faactidn’idnd s
valid. ,A selection “high . 'pedium _or 'none' AuthenticodeTM safety
setting "Tﬁﬁ?geog'gﬁﬁtd@mfﬁo? h“é\{ﬂ@?ﬁ{ ‘é’ﬁﬁ@&et%‘?%. Wth a 'high setting

Aut henti codeTM wi | | not allow the installation or execution of code whose
assom ated digital nature proves to be invalid, Wth, however,

' medi unPiokat F'EH@‘“'M? FyeSotidliff 36~ F?"e\féaIPHbt'hé‘eMséFVHtﬂ%ﬁaPt“ﬁem@Hb%isl hHs

_untr us{ynopg Ryel) lRHBwW' Iplubmt ke ctrta@toaga&nt L8 gh didetitBiidalg @at8s G bNO 11
if the user w shes. a sa setting none' , Aut henticodeTM
provi dekeviso a getralied nptmjlc keys tﬁ EPSQ@QtB%d mom)lleglm PGWKHBOOE@&@PSI 6 As
will be I{

o 0B85 0 RRid RAPETERe PUGlhoha QUAREM K0P RIMaGABEY: B, GO8R:
st oriéd ksniseintendsdah teheidehndispénited medweapubltoedmha:emvhwelak the\poivate kéne
sendi ng_of the content ues he cli en n this ,
cont entmoRsp KaS? BEleely eEs ChifahG Kidhneade Y P BitkiVey 4ok i oo Y
net wor kKtieoprivate ey etitbe detenmmipedi el vigiedilyaa raésfsaggetmemptswohtraa p%tnhe:avns:odeTM
may be confi red to d?ﬂﬂ)(\ét he jnstallatjon or executign of

unt r usESSYPTRY 2P etaD dRfe JeBYPIEH WHR GEES CPITESRENAURG Bivate ket | TRE and

it Cann@ﬁcrbﬁt &Uabl%%gﬁdtst Rfnddtrie b hewan e ok dhs & hat OaH derﬂﬁg pH&rE E§Serbtion
Al ternative is clear that such a configuration can be changed {o

al | &R t HéffPfﬁ%QdaW"%it thenPRYate ey garo Re stectypted itk shevdrblis ke&o&esmceafu'

wi shed. t he
B obl e et P S b e e e W o g o
cont ent themagshed mb@éfsbt?bl e to unauthorised third parties), nor with the
second approach, (attenpting to performa 15 check on downl oaded content to
see if it has been tanpered with), is it guaranteed that the altered

cont ent Publid ka‘m:r\tpeogeehy chn hehesefdi tosstterageta Becurera eommuhe:,atnbhe ahehmelant
fire a enbe ed a nbekn st to the Wb Site I Strator

t he %?orsggh co'?ﬁ et " ITA a rgg?]mgflet ered, tl}’t,:g A a%‘?'ere e %e ercent(?ébe%w ewed
by anyonemcmmungmbthawm B&g&cmahldppﬁmh:r{isrmeéﬁhcﬁJi’eS\ﬁ‘élbetSI ltagyer (SSL)

adm ni strator notjce was in ﬁrm:tg of the alt rat|on and to 8k correctlve
acti on. PFtOsPhi [0Fgina §h|d8He °Pﬁdt ¥ S8EorNPtEcRRS | °”W"‘e%?5’ﬁ‘ﬁl SOPREETRNi t al
si gnat ur(lodatatt GRWN | CAL IS Férh@oRfh@vidatord Buthveasie do€ AXafitie,had Cfl@lhtl ed,
then as nentioned above, al t hough the content will be deene

' unt r ustaRFRUIGT anfdta n%ﬁ]VWeFPmlﬁét%pén‘Cf‘oatM@to%vﬁ*fﬁbaﬁﬂ’éhemt%‘t% atie ogerver

ot hepyi & Snuhanb %bllﬁ@%ﬁ%{!%btdﬂ%y QA&% B @@ymd’t@ﬁif%egey ForSLdd/fH | ON
can be inma e notori et a e that had been tanpered
with by emrmtmt Rbrfugber phmnwrpeattoyl bstwérn Vg wlleefaaoﬁ sesyerpepRORtedam i ng
30 to vi 8

corr ect 1 tdsef pUBP a5 30 nhE b PPl hotiek 3 AT s cBh Bk STl Lo

exanpl e, beeneseartqndgsanemnpmsxtemartdtyaefwm@ datd daisklyl pulpasting itd t bdbdem s'fent out
over a network and it may well be possible to access a copy of the file at
sonme point in the process. 3 0 SEP 2003 7



In contrast” with these present day approaches however, accor diﬂ__grg {103 t he:
invention-there is provided a server conputer conprising: $da . anged to
st ore WR0FI1IHDre conputer files; neans arranged to stor BRCDGBOYO10ADr e
digital signatures; each 5 conputer file having an associated digital
signature; means arranged to receive a request fromat |east one other
conputer for access to at |east one cdhputer file stored on said server
conputer; neans arranged to retrieve the or each requested conputer file;
rneans gédonageshveo comblier \andt brevehtgi 4l uRAGRBESEE LIRS BaItAtiRr¥ddtihgt 1R Or
each requested conputer file; neans arr anged to validate the digital

si gnat ufEering CaRNEUHNICRIOAS U RSt RN SEHS Here Sy ey d ¥ PERFOL dhphavesveri Risnedanld
means apfANORRingorlei ek HERSGBHL REt BCEAIRGl R KIBHRIN BAT LERPS! ed
conputer file If the digital signature associated ™ wth the or eac

r espect Fortent §aiest\etnarapipde @ltefatios. i s i nval i d. Advant ageously, in this way
it isassured that if the conputer file storage 16 security is breached and
one or nore files tanmpered with, it will not be possible for any external
party t Oigie sidraturestglchsiqoés ukingtmubtie rkeggery plogaamtas sll@archeeks inge pntyoas
conputer file unless . ,the digital signatyre associated with that conputer
file had® pauthepdeston ecﬁuaf?{ﬂﬁ%lWi@a?aﬁ ,#9163"80659"83 Hoeymsnt eBO‘F?l'%n%&B

| eave t Baghbte FORYeRe GRMULAKosaheigRatdre | theStddcamert! B&Ss they Gidl tadl to
signature associated with that conmputer file has 20 been validated Thus, if

the fil dntpgsityedyaranipripedhali the, comdertst &fr el dagument Jravieynafi beerptarapsired t o
obt &j ; L brigihBEAE psRP dRBtall i+Rk I4l the nessage or
funcl?]oﬁgﬁfgﬁcg?h% hgglorﬁgélaﬁal Vc%u?esﬁ&?laltgéggﬁggébbverted by an
unauthorised third party to their. own ends. 25 A nethod of operating a
server u ' I ' ' . of i nv i on y of
ol e TPToRET B4 BLRYL *Men b PR SRRETRY i el o MR £EngRl O O

i n whi chiowdfoddegiucantedt Yo sepifes dras denrtempened sdtomnd!! dendiecisseddeloerput er s

connected to comruni cati on twor k: . AVEN SHEET 3 0 SEP 2003., WO
001 Doty BraRes Ba) TR redart fodfip deRgony i BAL A IS %t BGRY dg FTRer
conpys erthe Hiugdtienality | pravidedt eodgtortRe eGhy alf dibryc biahbtdres ihhehedifgildviihg

signing of a digi tal docunent; 5 Figure 3 illustrates the entities involved
in the PXacw@isobthesesepd @8PP'98%ure 4 illustrates a procedural flowchart for
the serving of digitally signed docunents; 10 Figure 5 illustrates a

procedural flowchart for the authentication of the digital signature of a
di gi t al IFhesi Yherdasdisc uperperatiognd (Bedonoads WA, ustPAL edas hedevatopedessa-ealigRved
in the pr : & g : i A rat es; (é;,gw i 0 ;
gener al ﬁﬁgﬁ%zggé%nbu#g%e%ﬁ&suistg g%{%@&flg\rmh{s@%gs@ﬁa @‘fgt er \fg{} ?*SSB’@P, '651
conp@Perdireeted owhddastheakiod sioftweirgahat HasBbegrd deivinloadediaval layndtamosk dtom.east

a centr ocessin i 02, . d- I 04, ... -
randomacc%g;s(a%%or@%’ﬁhﬁorﬁ@%ﬁs{e&'gg@e 5@6%&%%#5@%5#&4 ‘éY.*%‘Ié“ f6'8, a
devi ce fpfautiesriSedfabiion Bach suwdh piace bbcsde ndl) dave diean sligitallasigndd. tapingdi sk
drive 1 10 for reading, 20 fromand witing.to flop di sks and i nput and
out put - pOPR 1.5 PO rBIEES i Fi6TEbhaIngey pess SNSRI EaL PO Mok,

net wor kspefed tHeNindthllbfofriod ekBcutioh ofothel &Ry Adithénticbliesmbydhesk ek HRftal he
floppy disk drive 110 to read fromor wite to. The conputer 100 is

conné®t etionause comhshi dat’t diis VAL wér KeelEstiens ofuai cofm {RPYUBITLSAI TOAE" | s
to be unggfiaipedyés srahaEny@t{iné(nﬂM batREREA tHET diieht NBrrf e, GYRATA Chigh’
Transm ssion Control Protocol/ Internet Protocol (TCP/IP). A second
convent i 8sfting ghutheaticpda™povlk rInplaverthe ingtallgtipn o05| exepftiopself £odg wepse

Cient, | 1Lk agl: k NQYitiC ORIV &2yl Ayt 116.
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WO 00159177 9 3 '0 SEP 2003 PCTI GB00/ 01078 Such an operati n% @%E%eﬁb and
appl i catl on gl)rogram; may be | oaded onto the storage devicevl f

comput O W1 rhe functionality disclosed in accordance WrTGBIHPILTS

enbodi msnt of the invention may 5 be inplenented as a software nodul e
application programto be executed by éhe conputer 100. This software
application programmay then be stored”in any suitable conputer readable
storage nedia form for exanple on floppy disk 114, for loading into the
conput el‘\sl(m” PEa eViHeNt] @fp\artANgRMENt vauch 135 Aeihentierd e, oghesking | P0<I’@10\Nn
al t er nag, e sof t

shown) or &%P%g :%ncé‘ e?‘rtltsc%%ﬁemcégt 9{ m agoogérgﬁék}é%&%ﬁﬂﬁt%(not shown)
for exeSuth oahecmnbupedhmmedelat tkelowenalwiermamwethmmdrdwtga of othdowaritead it he
sof twar e a%gjllcatlon program over t.he network % &gr execution by the
conput efUSHIPN T4 thicley F‘r‘ﬁ?ﬁ‘t HUs Y6h ROSFenfoah Has g ot RS e %‘Ftﬂware
appl ig atdiprstipreegs@tbodtool ddafe thetMlofk ith thBItiBnt, W eihyeBEHEEAn MdrgefRse t he
conputer 100 to operate as a Wb Server. One or nore Wb Documents WI |1 be

stored GHCR e ASPPHNAdRT dMayY beAfafiguiadce dan He 'ma"wwer pxgautian of an
convent "mstv@ﬁéoble@@rcﬁ Skt wat ?né‘BQJié gaﬁ 'eggtﬁspa{mdt%@eﬁ 2Rh& B@e

second conputer 8, 20 including a Web Browser program when execut ed
enabl e @@nmmwhtha@ran@ﬁlmgnmh dsanvapaldpdt arasse dolAdteamativiely phaist ¢lean tat al | ow

the vie f s,..Lor_ e h e e er.ver
conput e\r@uggog cm%upﬁ W caé&r %\e/vser %S\Scéon\%zﬁwgﬁél qd‘?’g"f‘tﬁ% c'\’s/piélgg%(lllihl‘g[;t'og.'r c?(f:ess
wi | I1mommuﬁmtmseddémvsmgushegard to Figures 25 2 and 3. It will be
appreciated that the structure of Figures 2 and 3 is mrrored; Figure 2

illustrates a procedural flowchart of the process of the digital signing of

a digital i 62 ephrMted ARet MRRtheMWitts tthEl 14T QpBrdabh Ut £i%d §froblBmS ofthe
fashi on the behaviour of the corresponding entities. 1t wll be further:

appr eci foBgertAteratinh @tiewtingdeonsete F"ﬁttt%‘é st es seieat is POV HEFESIPIPItobe
carri ed Mtﬁ&?fs@&ghlrgﬁ%ﬁé)Oﬂorof/vﬁhhf%esgééo%rfpp?@ﬂh' q&&eﬂat@é th ] Fdieh @n the

Web Server 100. By exanple 1n this enbodi nment unent s
consi Berahgckran v@unmge@ CODSPDF daldeg iHypbasTesen fapRarpd veitiyudgdt guarRnyeed
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appr oprltzl1 eﬁiet%r?éga(ggaé{\}‘?%gv"o opﬁé%@éﬁ Server 100, in this exanple, the hard

disk. It is to be noted however that thls exanple is non-limting;, many

ot her f rs of, conputer, file are, eq able.to treated accordjng to
Che 1 nvaRt Fo TTPmERaR fro /0% GXORPAINE "HBLTHeArSVEl Ner RRFS Bengred iy
HTM., | nagesknbWnst €4 tiex gy Site dahiitisfriek a8¢ apdie€ confenp eratisbdanoalieréd Pike)
format. and downl oadabl e sof t ware prograns In first sthgZOD a docunent is

sel e@Ped@ltwrd gPptanaWRYId Henyewed &Y an¥rbe areRts B dne Weh Page uatbsush i Megur e

3. 10| : n%sa tﬁ@qlﬁé'@ S RdRMstrdtbe rdtetdant whe iRRrihbd R 0theSaltsratibR r4Hdg fock
so-call ed ' hash'
corrective action.

In similar fashion, in the second case if, for example, the digital signature
25 authentication of the relevant downloaded content had failed, then, as mentioned
above, although the content will be deemed ‘untrustworthy’, it may well be open to
the ‘downloader’ to view or otherwise execute the ‘untrustworthy’ altered content.
Indeed, a situation can be imagined where the notoriety of a Web Page that had been
tampered with by an unauthorised third party is the very reason for persons wanting
30 to view the Web Page, before the Web Site administrator can take corrective action.
Again, even if the downloader is prevented from, for example, executing an
untrustworthy file, that file has stilt been sent out over a network and it may well be

possible to access a copy of the file at some point in the process.



~ function. The hash function derives a short” representation of the docurent,

which is often referred to as the 'hash' of the docunent. Thd 0dS&RIEB®: to
be signed 300 and the hash of the docunent to be signed 302 are
figuratively illustrated in Figure 3. The hash function and the hash of the
docunent are often alternatively referred to as the 15 " nessage di gest’
function and the 'nessage digest' respectively. Two well known exanpl es of
hash functions are the MD5 and SHA hash Functions. It will be well known
that the .hash of a docunment produced by a hash function is remarkably
sensitive to the contents of the docunment. If, for exanple, a text 20
docunent is altered by so nuch as the insertion of a full stop, then a hash
gener at ed Ihebatrest héthi these qymnbfdav rpptadches ﬂmweand aaccbadahg ge rerdbehtiaht er
t he |nsert|on of thgcgull sto ener al n@ ete di fferent.

e 8 ﬁ

n"a ¢ hir dnEeds PoTehaderRt Shments soumaires: Chaas GFeRLRG PYEI B MBS Hash
of the 25 u@ﬂﬁﬂﬁ@ﬁthl&s'ﬂﬁaﬁs Pirkarde8 KEYstolel oWe! br RRoRPRISE agigﬁarw@,t kduins
private key mght be the privatée key of any of a nunber of parties

i ncl udi ig,cohgrutex dpheying ha@\ asmmd sfigitfh esigronurentimearseasamgad 66 repgive a
content or the dnlnlstr The noti.o f an a

si gni ng pa{f‘ﬂﬂ/"‘\}\nar {9 a¥s 88? 'é?j g‘ ‘E'Hﬂl?ey%r \‘f\ﬁelsqqg oy E’é‘g%gea el"qu ?‘he
hash of thgu@acsnaatd Eé}vbrecsmgﬂﬁﬂl AAnangrahhed db Fetridvesin@nait usieh 38ticatl 30
illustrated in FlPure 3. WO 00/59177 11 3 0 SEP 2003 PCT/ GB00/ 01078 Once
S0 creat ecEottEedfigi fmuunsiagiIages & f Q?F‘W%E?“’dé‘éﬂﬁ‘eﬂg“Q"Bf%éﬁ%i“{:?ﬁé@ Wity thgeor
stored on %Pﬂ ARROR! ebpdla’ AGe rqeyra Qrfh gmemv\%u bVfie éauglth&
exanpl e, e hard di sk 5Aternat|vey In an optional fourth step t he
di gi t altOsi gsatiare sdthctreaordadhs rcaplperededomputthénldommmﬂdn‘soarl'fmcm:igwedmtyo

create a di si gned docu The digitall ned nt, 3

1 ustr at Gt 6 GPRBatT AGeH 3F e ehebabfupsiahertenssy fIRR b’ SRirEo

on the appgigpitiat &ﬁ%’&:ﬁi@éﬂﬁ/ltﬁ&“b(w cath Fé¥pelibe RRIYSTod ¥R pUtBr il i§ iSvaED! €,
the hard disk. 10 A docunent serving process according to the invention

wi Il be discussed having regard to Figures 1, 4, 5 and 6. Again, it will be
appreci at ed t hah 51 RRgedifl, GAtBE Whyt .*aq? perseﬁﬁefaumk hQUGRALS e Mird eP&m ¢

carried out through execution of the software appl |cat| on runni ng on
Web Serhser seb00ty Sbidaoheryandgae dor traori fjas eampemddiith, trwidl ddtrise pssselp\moo

h b S oy h d
access to MiGroRl aBruChe AR ol BRLHNEe bR N B IRER v ot g

known, t hi sompaueesis M\mlbhs tty.pdlglaéllsyqdRurlem%b&hfﬁdi whthabghcémputer dlia aks bboen
second corrput er 114 cli cki ng on a hyperlink, the Uniform Resource 20

Locat or ( Urd'¥lagd.\[piP@ptiqarn e cegy t°|f|e’ GRIVRN eSS sriyavashefilq senuet gympdter
wel | knownwhbheir Ve R (5788 (Resd Qe Widital BRWG1Re RIsOGESRd "RRK ttﬁﬁf BOmbterAfs a80

for receiving incom ng connections fromclients. Once a TCP connection has
been es%‘hbbf’@héd“dat\%n"rh%e itHeHilE dpgcanenftomperas with, Ragaxtcan! bisrdradsy aill

above. 25 0 )oft € P eLEUS the
request is Ee%rllgg\%egg%aﬂ ﬁg%agppop}lﬁ?a eggt%‘?ageﬁgggg@yq’ff &H’ "\f@r'g erVer
100, in thlfusuewaa’qﬂlyeqf tlhaeothgmal chrsputet filabeintrdibserpd 494 ah Renadrighrisal third
signature o in othat Wb Page is also 30 retrieved fromthe

appr opri at 82 Et/gi’ég 8«‘9&1 @WSof the Web Server, in this exanple, the hard
disk. It will be appreciated that if the di gital signature had already been
appended to the docunent in accordance with optional step 206 above, then
this steh Notethaskohensraiitea Sefyé‘hprmwaalsefprméemcurrent itself.

An embodiment of the invention by way of example will now be discussed with

reference to the accompanying drawings in which:

30 Figure 1A reprasents first and scoond conventional computers counected to a

conimunications network;
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WD 00/591 77 12 3 ~ SEP 2003 PCT/ GB00/O 078 In a fourth ste %@
digital SI nature associ ated with the docunent is validat F edural -
f1 owch®@ '%B¥1the process of digital signature validati oan:'%’GPPQ’ f¥ated in
5 Figures 5 and 6. This process of digital signature validation provided
for in step 406 wll now be discussed having regard to Figures 5 and 6
before returning to discussion of the %teps as illustrated in Figure 4. It
will be appreciated that the structure of Figures 5 and 6 is mrrored;

Fi gur e bigurd GBtrepreegnta spriveesuvantidiabwomguterof t he process of digital
signature validation whilst Figure 6 illustrates in sinple fashion the 10
behavi our of the corresponding entities. Having regard to Figure 5, in a
first sFreuréd@Qiudthredn gréctldusd goaidhae fas 30 Haitadsighihg df edidreildBimdns;
decrypted with a public key, in this case the public key corresponding to
the private key first used to sign the hash or nessage digest of the
documeniigufs aWiididtrakes B dthleshneiiped IN hedSibEyRtdiatigiie!3; viel d the hash of
the document. The digital signature 600 associated with the requested
docunent and the hash 602 obtained through the decryption are illustrated
in Figu n, n o r I o he
sane hagﬁnﬁun%tpﬁﬁﬁgggzg %&gﬁg?ﬁﬁlﬂg ?hgﬁsg%EQLet%reg@oggngﬁ%nﬁlg%? #Iy

si gni ngdbhemdotsynent. I n this way a new hash of the docunent is derived.
The docunent 604 and the new hash of the docunent 606 are illustrated in
Figure 6. It will be appreciated that if the public key used to decrypt the

di gi 1@l FRdu@gBabuniasttsteass ogroab@ttavifidivdHaer rfefuest acthdRGedrRIi ofashd Migitdie
mat ched public key for the private key used to sign the hash of the

docunmentS'anaiee afiiedi@itgiv siened BPEHTPE APl not decrypt correctly. As a
consequence, the hash of the docunent obtained through the decryption wll
not be the correct one and will not be the same as the new hash of the
docurentFig@erf ligstratesjthe gpiitiesiavelyed firetheapincesy ot Bgutehdt if t he document
has been 30 altered i nbetween the signing of the docunent including the
generation of the hash and the generation of the new hash then the hash and
t he mew Higiwe WA lllustretesizecartyentamal . genehi puBicie 200 uved VD, 5R1itAaBle for use as

PCTI GB0O/ 7 guent i hi.r 504, .t he h

docunent® R SRR HoBPLt < B rteted I Bighisdy Birhe P Bl s o
t he hashtatasthe cé@@urmaées@% @it (CPIg) neRy hassihordy ntelmors}qammm 080 Gandom-
figuratively |IIustrated in Fi new hash_are

ure 6. 5 If the hash th
i dent i c ACCLREMENBR VolfAM); 1064 a %ﬁ%ﬁaﬁﬁtdéétfetﬁ&ih #he "tf’éﬁ? '%(3§§| deddct Phave

si gned t@%dﬂ@%%d%ﬂuﬂ%"td‘ S@ta &@dk%c@%ﬂ@ﬁp& disk- erée1 Pailpbd feaddly Used
in the decryption correct mat ched the private used to sign to

docurentfyomuand Wfltg‘ga?%ﬂ%mapéﬁhfeﬂm' PRYE aﬂHe"’-ﬂB‘é’UP{%’ﬁ? Hets fWoFO’Hl%’ﬁ'O&I %er ed
since g m@agb\ggegg r Lhemdh@htighs ae@dkare (i.e. the hash of the docunent

and t he new hash
Returning to Figure 1A, a floppy disk 114 is indicated for the floppy disk drive 110 to
read from or write to. The computer 100 is connected to a communications network
25 116, which in this embodiment is to be understood as the well known Internet,
utilising, for example, Transmission Control Protocol/ Internet Protocol (TCP/IP). A
second conventional general purpose computer 118, suitable for use as a Web Client,

is similarly connected to the Internet communications network 1186.

30 The computer 100 may utilise any suitable operating system, well known examples
being Microsoft Windows™ NT , Linux or any one of the other many versions of Unix.
Application programs may be written in any of many well known suitable languages in

which to write application programs, one well known example of which is C+ +.



10 the docunent 'are identical. The conparison of the hash of the docunent
and the new hash of the document returns a result to the auf &R 23ti on
guest i aMoposed7i n step 406. The digital signature associ #oaucrdotono7she
request ed docunent either passes the validation test or it does not. 15
Di scussi on of the docunent serving process nmay now return to a
consideration of Figure 4. If the digiBal signature is validated then, in a
fifth step 408, the Wb Server proceeds to send the Web Page to the
request i@hPA beratifg QQE‘ﬁéﬁFEh@% héa’?%?cﬁ'\' Qfdgrafls ay Be ﬁcpcm%@ SHbetletiBlagel N @
more general case, once the Si gnature assocl at w th a conputer
file ha§1eNl§én1QﬁaPiﬁ@t@Qfﬂp‘#tﬁé1§8r ver conputer could allow access to the
conputer file other than sending the whole file at once to the client
conputer. By way of exanple, the server conputer mght instead open a
conmuni Citel fumctersaityniisRiosed tih ahberdtahbewtrcﬂimlehﬁfod&ﬁdwt%ﬁ mﬁhpaﬁﬂdroﬁfayof

p the cligent co uter as re If the digital nat ur

the fj
noie v |ﬁa‘affae|'ewsm¢eﬁs %ﬁ? twars mofulg pp %ﬁ“"é‘i prAgramhe asc%eeﬁ edh by

al ter ed ggmsiRet NGO drgxbts@ktvsarer@we&l@sm@ka%&ﬁamﬁéh waféore@wraﬁotsﬁgbb@as
created or that the docunent was in tact signed by sonmeone other than who

was r epresseRifiagresdaiie siatposi mada tore, débﬂ?ﬁ!ﬁ?‘e @W]éWPP%@'%WSeFWe}OaWWQI not

d , Veb
Server Tt B GnBErEo Ty, 80 gk SRESPREY 18Ry FEh A Sl ool

the requitsrnatiyeparuid bmtcostﬁrenghe rseﬁnwaﬁatapph@thomag@D{Hw (mbeyhhwmé for
[ eauq! Aladifa ko M IcABLfor §802i3%Y SH-ROM ShivE! Gior LRGN Deg LRl I

for exarrp send & e {0 a

war ni ng fasthien whie Ko |a1tedma;ﬂ\/cealwmlgnbé Ufoe dolinlda tthe bsothated atpbaéatlcat t he

present tine, public ke rations are relatively slow_being of the order
b “100. 1RG0 CHPIES HANETLT Sh {RATCRHGP PUAEE FOREUBT Tmet r o key

operations. If a Wb Server were to be checking the digital signatures in
respect 10 of every docunent served, it will be ap {)reci ated that this m ght
qui ckl y BebishemBodigrens thfempiier 110¢hkasonergr mase isaftiase APlcationArediams | s

possiqlg eloEGedJ%ﬁtdjﬁ%ﬁféhedvmr%@e@%ﬂldéad%@tﬂh@‘ éd?'ﬁ'plftﬁf 1008ts BB&%E@QSCH

di gi tal %natures One’ exanpl e of such a board is the one produced by
nCi pher \Me Coefet. Qe oURlore Vel Resomentnetill acttorsdaen the RPproppiateasiofags | ow

t he checgé\ng? 8{th%%gaéer\t;&ngg%dcgﬁ\gntt%ha‘m gnhatures per 15 second, with the
u

possi blit dai sy-chai ni hg rther boards as required. As nentloned
above, it is qU|te p055|ble t hat there will be a nunber of parties who

m ght wish to diqi one of 'thei curren Eac such I Wil |
et hePhe gt batwhiesooRliBRe T oa e InadPd aits oS seraud soraiery sPEon.
|t vxmad | tdauw"kge agwenfcaswaéw préyrafm) Vivien exezaiéd, D¥nayw cdbmeh.cdtnant@élhg
signe {Noei\'ldc%\rl]lde E{Nggsporg'éo%%ﬁ and in particular allow the viewing of Web Pages, for

example those hosted on the Web Server computer 100, using a Web Browser.

A conventional digital signing process will now be discussed having regard to Figures
25 2 and 3. It will be appreciated that the structure of Figures 2 and 3 is mirrored; Figure
2 illustrates a procedural flowchart of the process of the digital signing of a digital or
electronic document whilst Figure 3 illustrates in simple fashion the behaviour of the
corresponding entities. it will be further appreciated that the steps indicated in the
procedural flowchart will be carried out through execution of the software application

30 running on the Web Server 100.

By way of example in this embodiment, the Web Documents considered are Web

Pages, typically HyperText Markup Language (HTML) documents, stored on the



wirth the relevant signing party such that the appropriate gbc@d Plb| iC
key can be used for the digital signature authentication. aﬁ@ e of a

means BYOMFYRAT each digitally signed file nay be associ aREHGRIG/¢1026 t he
signing party is sinply to attach a copy of the digital certificate of the
signing party to the digitally signed file. Having regard to Figure 2, this
m ght, for exanple, be performed in a ¥urther step followi ng step 206. The
wel | - known concept of the digital certificate, closely related to that of
the di gidbptoptiasiorisa davitd oneie \WRbEFGASEEE! ihRhiRkafRledithe MAFEdisk! 1tvé | |
suffice'to note that a di gtlt_al certificate binds the identity of a party 30
to the pAMRS eoRENONYSVERSRATFRIS: SXamRIe ISNPR-SBIHNG yHYAOHET EreTs eldcqrapyer

usual |y ¢lenot edyayTasls tt8heMbsdd RRIbMIAG TH)khe in? 9177
hon caodTE R Bdyfly Ema e way. havicnglr%gar A Eﬁaﬁﬁﬁc%?%éﬁy\%%?f ally
si gned fdacemients ef foraadel athersthepHENR, imabesOia, fomexamplacdeidt dhgtagakphic
certifi | I i iaital certificate will provide

t he i%en |1§§/t 0 oﬂHZJ%%E@Hé%gaﬁeég\g’ﬁggp%%lg(fg t(‘)"fﬁr?itpéoc?r%'ﬂﬁ)l'i c key of the
signing party. Having regard to Figure 5, this public key nmay then be used
in5 st 500, to_obtain the hash of the digitally signed docunent as
requir eﬁﬁifﬁsf REPatPP ErRE S ﬁ?'&&?—%’sf.ori‘*g'?ar\é'%“@'t%l"hc%F’PF‘F'i”éaE 8%3t'% ached
to the fijih&rdisd Wriguheadigital certificate of the signing party then the
authentication will fail. It is possible to consider however that an 10
unaut horised third party manages to snmuggle a digitally signed file onto
the Vb |Sef gto LibpPoB! ahedodindidelo 68T ddducal8n Broushsh doalaeRrRREM
whi ch t heref or%marféspesﬁ?s t heoc_ont ro 0I i ngs doie V\)hi CR péér{é?es%g?l-‘rea“gﬂt ﬁorh?sed
to si gn fwectinentlke hash finstionglegres Aahoptarepreaghtationsds tBetdocutrent Whinh isf

aut horis Lgnin .es t n.t he rver;
onl y theorar Aared P A b n el of Soe 205! eI BIRRES sarvy e 8

val i dl y tiwathshSfrree dobemeexto posighed 302t sreciigurattivehnillustaatet dn iFskrde 3hiThd

party woul e totr n dd fal se "authorised signing party to the
PRt ¢ resh fletinmpnteBEneSh of Sut Braimedt aP Rt okamanay TofB B 2 Boy of
the 3gsteResadld Higdstat@ictiohNaddtife WakssdgRedigestt restecaibly. v QvéIERHoWaI NY
the public key of the system adm njistrator which ensures, as with the

di scussi ¥fPrepies Rk hashfEEtiape arietesMPBRNE SHARash{EN¢tE: has not been
tanpered with and does in fact originate fromthe system adm ni strator.
Anot her issue which nmay be of interest is the ensuring that docunments with
a limteld wil bejwell kagwn tbat the bash af tedocumenidecdreschbd a hash dungiipnels

Having r ol [ ] e ' [ u ste
following s ’gﬁé'gog{”&ﬁ‘&oﬁah{ heogqte?'ggché?rreﬁt?eco O%éﬁgm'eﬁbiafro E/ %’%a@‘e’ora Rext
dat e-2&x adpturhentt isalwragl bwlsb ymgihgaethe insertiohioofpa &ullestbpt tiies @kpsh generatesk anp

bei ng co om sed) the digitally signped docunment with the attach expiry
oot alBrenr it ety oy dfl albe ol 8 oSk PRl SaTabein kS 87 gL L
the priveatep R, keyedral be coyailasiyadiffierdnst rat or. Having regard to Figure 4,
inthis instance when the digitally signed docunent is retrieved, in steps

404 and 404, the digitally signed docunent woul d have the expiry 3 0 SEP
2003 VWO @901DMird skpl 12RO @A signature is created by encrypting the hash of the

25 document using a private key. It will be appreciated that this private key might be the
private key of any of a number of parties including, for example, the creator of the
content, the owner of the content or the administrator of the content. The notion of
an approved signing party with associated approved keys will be discussed below.
The hash of the document to be signed 302 and the digital signature 304 are

30 illustrated in Figure 3.



16 tinme-stanp attached and woul d be signed by the systemadm nistrator. In
a further step then, the expiry tinme-stanp could first be raelI&EEVZiHithrough
t he deevqy pi/saam7 of the di gitally signed docunent w th thepoyiisogioloey of the
system adm nistrator. In a yet further step, a check could then be
performed to see if the relevant tinme or date had 5 been passed. if the

rel evant tinme or date had been passeditthen the docunent woul d not be
served. A sinple application of this enbodi nent according to the i nvention

wi Il now i s i n. Ekgur.e
host a co?fg)ostraa(t?%g%ﬁéﬁq%ﬁgbﬁ E‘Pﬁ&r %@B gl'ér éééurﬁm&lﬁldm Be sc%% mSé pr or{%kgee‘{]ed by
a cor porattbe fappeowridte atordgs desisebfabeWeb Figbérc (azco),mputheh@sxr sxmmenghamard
Interneg. onnection and being suitably equi pped with Wb Browsers m ght
then be®dSed to view Wb Pages on this corporate Wb Site. As will be well
known t hese Web Pages m ght typi cally be used to present information about
t he corrpany to the world at . 15 Afirst situation m ght be conS|dered
wher € t AEEBRHYEN THo%t §paoa<‘aictam§ﬁt step t4R6. 1 Hiemdigitah signpteiggs0opreatad is
cor por ahspémd% the GBSuROGRUAEBE skgafedb@eere%glat @bi gamysggneal dé%PRQnE hehe
private conpany key in accordance W th the above discussion of Figures
and 3. Aigitalyesranst davemenbB0€ ip dijistrated ickigure 3.oThadigitatiy sismad docymieotl | y
20 by c u C dance
i th ¢ neohild o bebil oW BE pbeloas A AR a0t 18 BB Vb OB, PRI S
an aut herémoeb, itbe hafd dikle di gi tal signature of the document. In this first
situation the authentication is successfully carried out and the Wb Page
serv to the nmenber of the public naking the request -w thout further ado.
25 A sewormdcemeﬁatéeomngﬁ;gh&essomdwdmgnﬁi dieg el aMliohewdD deNdisBEssedMRaINg POSt S
a docunent in the formof_a % g on |ts corporate Wb Site. The
docurent®9fid BRBUESgl 14l P \ANdi YR8 Dsltn‘ﬁ'" ?%PPB’)@&W%ﬂé\“p?"?%lt‘"@“éﬁﬁﬁd‘f‘ly key
i N accordansggcy¥dea tfiaevcabﬁyewdﬂ eU§a%hea At EhBUEIEexécaneh D kb (kSvare
situation however, unbeknownst to 30 the corporate Wb Site adm ni strator,
the cor FoPHgation fUBRING Orhthe Wéb@eé‘&ﬁﬂ% sed and an unauthorised third party
has ggined access to the Wb Server. Using this access, the unauthorised
third party has then proceeded to alter one or nore of the Wb pages stored
on the \Pﬁyir@rmrd tJ reguse st &raadirie aeﬁrfseGlteId%Q the WebnServhod D8 eadceivés 8 SEP

2o oeei dohn e Sin omAnel 31 Yo Selitsieh 2'bivin GRS PRa€edrB o M8 Lo
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t he pub now be consi dered as requesting access to docunment which
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therefore not be served to nber of public making the request.
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maki ng the request to see the altered docunent at all.

25 In a second step 402, the Web Page corresponding to the URL request is retrieved
from the appropriate storage device of the Web Server 100, in this example, the hard
disk.

in a third step 404 the digital signature corresponding to that Web Page is also
30 retrieved from the appropriate storage device of the Web Server, in this example, the
hard disk. It will be appreciated that if the digital signature had already been
appended to the document in accordance with optional step 206 above, then this

step would be performed upon retrieval of the document itself.
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busi ness or reputation. 20 A third situation m ght now be considered. In
this situation, again unbeknownst to tli¥%e corporate Web Site adm nistrator,
the corporate firewall has been conprom sed and an unauthorised third party
has gai ned access to the Wb Server. Using this access the unauthorised

third party has posted a forged, docunent in the formof a Wb Page on the
cor por at'® AAeH™S; "?‘89 6@61 He @%‘%ﬁél‘ﬂﬂat‘#’ﬁésﬁ%‘ﬂﬁé‘n‘fv“ﬁéEe geermanyistvalicgtesi gned
25 by the third party in accordance with the above di scussion of Figures 2
and 3 but the private key used in the signing process was one sel ected by
t he unauh tropterdalt owehashet yhe areress tiatigitdlasigodtutehealistatipanty . ilvstnataen of
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~B~f~~1 a"1>; 3 the di grzjl tal signature was signed with an unauthorised third

party profvaligitategionpiure aFifFtiCaneliss Rovimtenllvyraeeun isimplRe farhien ohet he
docuRBnt héHadid B REVCHRSIboRing RAtileguMent . 5 Yet again the Wb Page will
therefore not be served to the nenber of the public naking the request and

again, crucially, it will therefore not be possible for the nmenber of the
Sep 2003 14PR AR S MR 5 B Afks obh 30bCHRCHBRA TR atooipel i 1peld, 0,
one or nivauncentdstdecryptddewitha prddinkeyy iratide daso tist puldic l@yecarrespondingditgi t al
S1 ONatur g8, o KAS0 kTR b b bEn Y A 20 2980 Blged 9 Bl Bloah Bt i
15 be well known this decryption will yield the hash of the document. The digital
signature 600 associated with the requested document and the hash 602 obtained

through the decryption are illustrated in Figure 6.

In a second step 502, the document is again run through the same hash function as
20 was originally used in the process of digitally signing the document. In this way a
new hash of the document is derived. The document 604 and the new hash of the

document 606 are illustrated in Figure 6.

it will be appreciated that if the public key used to decrypt the digital signature
25 aﬁsociated with the requested document was not the matched public key for the
private key used to sign the hash of the document, then the digital signature will not
decrypt correctly. As a consequence, the hash of the document obtained through the
decryption will not be the correct one and will not be the same as the new hash of
the document. Similarly, it will be further appreciated that if the document has been
30 altered inbetween the signing of the document including the generation of the hash

and the generation of the new hash then the hash and the new hash will not be the

same.
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with a computer file has been validated, the server computer could allow access to
the computer file other than sending the whole file at once to the client computer. By
way of example, the server computer might instead open a communication session
25 with the client computer and stream portions of the file to the client computer as

required.

If the digital signature is not validated however, which is to say that either the
document has been altered since the digital signature associated with that document
30 was created or that the document was in fact signed by someone other than who
was represented as having signed the document, then the Web Server will not

proceed to send the document at all. Instead, in a sixth step 410, the Web Server will
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One example of a means by which each digitally signed file may be associated with

25 the signing party is simply to attach a copy of the digital certificate of the signing
party to the digitally signed file. Having regard to Figure 2, this might, for example, be
performed in a further step following step 206. The well-known concept of the digital
certificate, closely related to that of the digital signature, will not be discussed in any
detail here. It will suffice to note that a digital certificate binds the identity of a party

30 to the public key of that party and is itself signed by a third party, usually denoted a
Trusted Third Party (TTP).
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Server with a matched digital certificate. A subsidiary problem which therefore arises

is the controlling of which parties are authorised to sign documents for storing on that
particular Web Site.

15 A list of authorised signing parties may be constructed and stored on the Web Server;
only the digital certificates of the authorised signing parties may be validly used.
Since the next point of attack for an unauthorised third party would be to try and add
a false ‘authorised’ signing party to the list, this list may itself be secured by signing
it with the private key of the system administrator. In this way, the list can only be

20 read using the public key of the system administrator which ensures, as with the
discussion of the stored documents above, that the list has not been tampered with

and does in fact originate from the system administrator.

Another issue which may be of interest is the ensuring that documents with a limited
25 ‘life’ are not served after a predetermined time or date. Having regard to Figure 2, this
might be achieved, in a further step following step 206, through the attachment of an
’ expiry time- or date-stamp’ to the digitally signed file. To prevent this expiry time-
stamp being compromised, the digitally signed document with the attached expiry

time-stamp might itself be signed in a yet further step with, for example, the private
30 key of the system administrator.

Having regard to Figure 4, in this instance when the digitally signed document is

retrieved, in steps 404 and 404, the digitally signed document would have the expiry
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information about the company to the world at large.

15
A first situation might be considered where the company posts a document in the
form of a Web Page on its corporate Web Site. The document has been digitally
signed using the private company key in accordance with the above discussion of
Figures 2 and 3. A member of the public requests access to this document, typically

20 by clicking on the hyperlink associated with the document. In accordance with the
above discussion of Figures 4,5 and 6, the Web Server carries out an authentication
of the digital signature of the document. In this first situation the authentication is
successfully carried out and the Web Page served to the member of the public making
the request without further ado.

25
A second situation might now be considered where again the company posts a
document in the form of a Web Page on its corporate Web Site. The document has
been digitally signed using, for example a private company key in accordance with
the above discussion of Figures 2 and 3. In this situation however, unbeknownst to

30 the corporate Web Site administrator, the corporate firewall has been compromised
and an unauthorised third party has gained access to the Web Server. Using this
access, the unauthorised third party has then proceeded to alter one or more of the

Web pages stored on the Web Server. The alterations effected by this unauthorised
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u& () - Vy&{éi%allzﬁgr{d%t%EJMe document. In this second situation the authentication will fail

due to the mismatch in the hash of the document and the new hash of the document.
10 )
The Web Page will therefore not be served to the member of the public making the

request. Crucially, it will therefore not be possible for the member of the public

making the request to see the altered document at all.

15 As indicated above, if the Web Page altered to suit the motives of an unauthorised
third party intruder were allowed to be served to the member of the public making the
request, albeit with a warning that the document was ‘untrustworthy’, then damage

could nonetheless be done to the company’s business or reputation.

20 A third situation might now be considered. In this situation, again unbeknownst to the
corporate Web Site administrator, the corporate firewall has been compromised and
an unauthorised third party has gained access to the Web Server. Using this access
the unauthorised third party has pdsted a forged document in the form of a Web Page
on the corporate Web Site of the company. The document has been digitally signed

25 by the third party in accordance with the above discussion of Figures 2 and 3 but the

private key used in the signing process was one selected by the unauthorised third
party rather than that of the company.

A member of the public might now be considered as requesting access to a document
30 which has been altered by the unauthorised third party. In accordance with the above
discussion of Figures 4,5 and 6, the Web Server carries out an authentication of the
digital signature of the document. In this third situation the authentication wili again

fail. An attempt to decrypt the digital signature with the company public key when
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cause a mismatch to occur in the hash of the document and the new hash of the

document.

5 Yet again the Web Page will therefore not be served to the member of the public
making the request and again, crucially, it will therefore not be possible for the

member of the public making the request to see the altered document at all.
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fmeans arranged Lo store one or more computer files;

(44

meaans arranged to store one or more digital signatures;

cach computer file having an assoclated digital signature,;

means arranged to rcceive a request from at least one other compuler for
accass to ul least ona compuler file stored on said server computer;

means arranged Lo retrieve the or each requested computer file;
10 meuns arranged to retrieve the digital signature associated with the or sach .
requested compuler file:

means arranged (o validate the digital signature ussociated with the or each

requested computer file; and

means arranged to deny said other computer access to the or each

15 requestad computer {ile if the digital signature associated with the or each respective

requested computer file is invalid.

2. A server computer as claimed in claim 1 further comprising:
means arranged to stare a list of approved computer file signing parties;
20 cach computer file signing party having at least one associated signing key
with which ta create digital signatures; and in which
said rmeans arranged to validate the digital signature associated with the or
each requestcd computer file invalidates said digital signature if said digital signature

was created with a signing key not associated with an approved computer file
25 signing party.

3. A server compuler as claimed in any one of claims 1 to 2 further comprising

u clock, whaerein the or each computer file stored on said server computer has an
associated expiry date; such that:

30 said means arranged to validate the digital signature associated with the or

cach requested cornputer file invalidates said digital signature if the current clock

date is _Iuter than the expiry date associatod with the or each computer titc.
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receiving a connection from another computer;

) receiving a request from said other computer for access to at least one
computer file stored on said server computer;
retrieving the or cach requested computer file;
retrieving the digital signature associated with the or each requested
computer file;
10 validating the digital signature associated with the or each requested
computer file; and
denying said other computer access to tha or each requestad computer file if
the digital signature associated with the or each requested computer file is invalid.
18 b, A method of operating a server computer comprising:
receiving a request from at least one other computer for access to at laast
one computer file stored on said sarver computer; each said computer file having an
associated unlque digital signature stored on said server computer;
retrieving the or each raquested computer file;
20 relricving the digital signature associated with the or cach requested
't:omputer file;
validating the unique digital signature associated with the or each requested
computer tilo; and
providing said other computer with access to the or each requested
25

computer file only it the digital signature associated with the or sach requested
carnputer file is valid.

6. A computer program storage medium, said medium embodying computer

readable code for loading into a computer and executable by said cornputer (o
30 perform the method according to claim 6
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