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SECURE AUTHENTICATION BASED ON IDENTITY DATA STORED IN A 

CONTACTLESS CARD  

 

ABSTRACT 

 

Systems, methods, articles of manufacture, and computer-readable media for secure 

authentication based on identity data stored in a contactless card associated with an 

account.  An application may receive an indication specifying to perform an operation.  The 

application may receive encrypted data from the card, the encrypted data based on a 

cryptographic algorithm, a customer identifier, and a private key.  The application may 

receive an indication that the authentication server verified the encrypted data based on the 

private key for the card.  The application may determine a type of data required to authorize 

the operation.  The application may receive data comprising passport data or driver license 

data from the card.  The application may determine that the data satisfies a rule for 

authorizing the operation and authorize performance of the operation based on the 

authentication server verifying the encrypted data and the data satisfying the at least one 

rule. 
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