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Usernode A

¥

1-302 BockchainNode ¢ 304
Selact a plurality of notes for fransferring a 306
fransaction amount fo user node B
Calculate a change based on a fofal value of 208
the plurafity of notes and the transaction amount
(Generate a plurality of random numbers coresponding ;OO
o the plurality of notes and calculate a random number 310
corresponding to the changs
Generate commitments and public key encrypled 319
ciphertexts of the transaction amount and the change
Generate one or more range proefs 314
Generate a Zero-knowledge proof 316
Using & private key of user node A for digital signature 318
Submitting a digitatly signed copy to a blockchain nefwork 320
Yerdfying the digial signature 322
Yerifying a note type of the plurality of notes 324
Yerifying that the folal value squals the sum 396
of the fransaction amount and the change
Verifving the one or more range proofs 328
Verifying the zero-knowledge proof 330
Yerifying that the plurality of nofes belong fo usernode A 332
Updating acoounds of user node A and user node B 334
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Receiving, from a first account, a digitally signed copy of a plurality of nole identifiers {iDs)
identifying & corresponding plurality of notes, a commitment of a ransaction amount of a
fransaction betwean the first account and a second account paid by at least a porfion of the
plurality of notes, a commiiment of a change from deduciing the fransaction amount from a tolal
valug of the plurality of nofes, a first random number used to generate the commitment of
the transaction amount encrypled by 3 public key of the second account, the ransaclion
amount encrypted by the public key of the second account, a second random number used to
generats the commitment of the change encrypled by the public key of the first account,
the change encrypled by the public key of the first account, one or more range proofs, and
zero-knowledge proof generated based on one or more selected random numbers

500

1-502

4

Verifying a digital signature comresponding o the digitally signed copy
using the public key of the first account

1504

7

Determining thal the one or more range proofs prove that the transaction
amount and the change are greater than or squal fo zer0

1-506

4

Determining that the tolal value of the plurality of notes equals the sum ofthe
fransaction amount and the changs

1-508

k4

Determining i the transaclion amount in the commitment is the same as the ransaclion
amount that is encrypted, and f a random number used o generate the commitment
of the fransaction amount is the same as the first random number

1510

Updating the first account and the second accouni based on the plurality of nofes, the
fransaction amount, and the change if the fransaction amount in the commitment is the
same as the fransaction amount that is encrypled, and the random number used fo generate
the commitment of the ransaction amount is the same as the first random number

1-512
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