KNOALEDGE MANAGEMENT SYSTEM This invention relates generally to the
field of knowl edge managenent, and nore particularly enbodi nents of the
invention relate to systens, nethods, and conputer program products for
provi ding a conprehensive systemfor production support information.
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negatively impacts a business’s customers. Typical knowledge management systems are

personally based, in that they are dependent upon the knowledge levels of certain associates in

various groups. Therefore, contacting the specific associates whenever an incident occurs is
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There is no central location to house all of a business' critical data for
t he purpose of system docunentation, statistical and other anal yses,

i nprovi ng associ ate skill levels and education, etc. The decentralized
approach may duplicate the efforts of associates, since they are not aware
t hat process maps, procedures, data analysis, etc., may have already been
devel oped i ndependently by other associates. Wthout having the ability to
first search in a centralized |ocation for information, associ ates never
know if their efforts are actually a waste of time and could be put to

better use on a different issue. Currently there is no system under
whi ch a busi ness can store, generate, di strltgute score, and track all of
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conput er - r eada rocessor is configured to execute
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nor e |nc$g£ L8 a b QM ORGRE. nMOre databases. The processor is also configured
to execute e conputer-readable instructions to display via the user
interface information related to at | east one incident, including the
current status of the incident, and scoring val ues associated with the

i nci dent. I n further accorghriwrigMaagodi mrent of the invention, the
processor is operable to execute conputer-readable instructions stored in

the conput er HAARRNE FBEL PrastR iBlRlisn alledi (5O LBIWe theadkindtbr | 0hiOFe Bthéron

associated with the 1 ncident.
advantages by providing a method, system, computer program product, or a combination of the

foregoing for creating a knowledge management system for production support that is
standardized and centralized across the channels and sub-channels in an organization.



I n anot her enbodi nent of the invention, the processor is operable to
execute conputer-readable instructions stored in the conputer-readabl e
mediumto store and display historical information associated with the

I nci dent . I n yet another enbodi ment of the invention, the processor

I s operable to execute conputer-readable instructions stored in the

conput er-readabl e nediumto store and display recovery guidelines
associated with the incident. I n anot her enbodi nent of the invention,
the processor is operable to execute conputer-readable instructions stored
In the conputer-readable nediumto store and display a process map or

flowchart. I n anot her enbodi.ment qf t i nvention, the processor is
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associ atiggdmMid3 drbBdibd tHeflt The procestdi i8bpdrtBelyedsasled et vedr ihtifademhent i on,
the processor is operable to execute ¢onputer-rea PI e '.nst&_t{ctions st ored
in the compRisAtodRyicn the mERPLASYige: g ﬁl?eaﬁ?’qp}éfﬁ?'fﬁa‘?f’g SR s TRGPRCHEE, £ or
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processor 1s operable to execute conputer-readahl e instructions stared in
the conpltrenre meidgnts fomneng;or MarydaRtessd ﬁ‘? RIOCEHY 1§ RI5p F%@“W& {h IR YW ont

llevel s ofe Lt GBS AfforHR6id delalcd|té bENast Bndiciders) i€ding the current status of the

incident, the recovery guidelines for effecting resolution of the incident, and scoring values

associated with the incident.

One embodiment of the invention is a knowledge management system for use with
tracking and resolving incidents occurring in a business comprising a user interface, a
communication device, a memory device, a computer-readable medium, and a processor. The
communication device is configured to send and receive information. The memory device is
configured to store information. The computer—readéblc medium has computer-readable
instructions embodied therein. The processor is operatively coupled to the user interface, the
communication device, the memory device, and the computer-readable medium. The processor
is configured to execute the computer-readable instructions to receive information relating to one

. or more incidents from one or more databases. The processor is also configured to execute the
computer-readable instructions to display via the user intexface information related to at least one
incident, including the current status of the incident, and scoring values associated with the
incident.

In further accord with an embodiment of the invention, the processor is operable to
execute computer-readable instructions stored in the computer-readable medium to store and
display tracking information associated with the incident.

In another embodiment of the invention, the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to store and display historical

information assoctated with the incident.



I n anot her enbodi nent of the invention, the processor is operable to
execute conputer-readable instructions stored in the conputer-readabl e
medium to display a dashboard di splaying at |east tracking and scoring for
t he incident I n yet another enbodi ment of the invention, the processor
is operable to execute conputer-readable instructions stored in the

conput er-readable nediumto receive and di splay information regarding

per formance of one or nore channels of business regarding resol utions of
incidents relating to the channel. I n anot her enbodi nent of the

i nvention, the processor is operable to execute conputer-readable
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the conput er 1f gReRbLALsIREEM BF 1R irReRbrY thd (RbRESER s dpBrablega Exbictig cplpitar mance
of one or nore channel s of busi nessg‘r@ﬁ%ﬁr dlgﬁi]lg r esol ut%lgns]@gf i nci dents
rel at i ngreadgble fnstreqiignsdored e pampules SmEEE I FRrE ApT E1SPAY ARREGE WP
conput erskRadid € i nstructions stored in the conputer-readable nmediumto
generate one _or nore scQring values associated with nggchannel 'S

per f or mance M papthey embedipent of Hiciigwagtion the RIPCESIOR WFEOK I LI vaRYE:
I'n anot et eRbAdIE: @ired i€ theNdiute@ Readible nRARGE SS Slord SndopieplaP kenticd

execute conputer-readable instructions stored in the conputer-readable
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t he conplﬁg,f:gofﬁ,ﬁ.gtggpéfqragﬁ@gr am code. The conputer-readabl e program code
portions al so conprise an executable portion configured for. displaying via
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the currenty }?ehh'ﬁal@insgﬁﬁfhﬁgéuf@%’ the QofipRleYreadhbiiehctian {hopro@id eafidurg
en

resolution’o ‘the incl , .and scoring val ues associated with the
i nci dent displays withdéffesen lsuelprefinfospationdetafl yeated 9quincidsnle onput er program

product for g, knowd-ed@eaRRNAIHER crdiyS, B brodditor GOBIMILES toRk&glcABmpLRAUCt

conprises at [east one conputer-readabl e medi um havi ng conput ey -readabl e
pr ogr am reatiblejustuitions stored el the sompateraiepdablprraedivgm in display & ‘{ﬁp m code

porti OnSatgé%Q[Ihtal:ﬁﬁ AL 28l ficigkt i on configured for receiving, through
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ﬂ%ﬂ%&%@ﬁé%ﬁﬁé cHafdie®

i nci dent’, "1'nc e current status of the incident, and scoring val ues
associ at ed wilh lanether embodighentt of the invention, the processor is operable fo execute computer-

readable instructions stored in the computer-readable medinm to receive and displaj/ information

regarding performance of one or more applications relating to the incident, or channel or sub-

channel of business associated with the incident.
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In further accord with an enbodi ment of the invention, the conputer program
product conprises an executable portion configured for displaying, via the
user interface, tracking information associated with the incident. In
anot her enbodi nent of the invention, the conputer program product conprises
an executabl e portion configured for displaying, via the user interface,

hi storical information associated with the incident. I n yet another
enbodi ment of the invention, the conputer program product conprises an
execut abl e portion configured for displaying, via the user interface,
recovery guidelines associated with the incident. I n anot her

enbodi nrent of the invention, th onput er. progr.am product conpri.ses. an
execut abl e pdt digKr @Eﬁ?f‘f &'Efgé’c'} ‘T"g?"%ﬁ?%f)l"gﬁeﬁ’é‘,vg\%oﬁ hEOGEEF %8‘?@8?‘%, a
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associ at geauitd Riatiletd 116 CHHAEl. The prockdof idralsbieralle oF ekesitt Bomputerrbmidblaent of
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cont i guriSETREmStsiREed. 1 B ICABPUERAAGN AL, & SR 8¢ O iERe: B AL | ce.
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i ndi vi dual s associated wt nbodi nent  of the

the | nci,der&l | n an%ﬁjger e
i nvention, tH®aeiksp Bed il 4 BYSHOL RCRETOL SLOBTROER BRI 8B YT i on
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user for purposes of_ traini

associated with the incident r\]x;hgr%'the incident is related to operations of a financial institution.

One embodiment of the invention is a computer program product for a knowledge
management system. The computer program product comprises at least one computer-readable
medium having computer-readable program code portions embodied therein. The computer-
readable program code portions comprise an executable portion configured for receiving,
through the use of a processor, information relating to one or more incidents from one or more -
databases, wherein the processor is operatively coupled to the one or more databases, a user
interface, a communication device, a memory device, and the computer-readable program code.
The computer-readable program code portions also comprise an executable portion configured
for displaying via the user interface information related to at least one incident, including the
current status of the incident, recovery guidelines for effecting resolution of the incident, and
scoring values associated with the incident.

One embodiment of the invention is a computer program product for a knowledge
management system. The computer program product comprises at least one computer-readable
medium having computer-readable program code portions embodied therein. The computer-
readable program code portions comprise an executable portion configured for receiving,
through the use of a processor, information relating to one or more incidents from one or more
databases, wherein the processor is operatively coupled to the one or more databases, a user
interface, a communication device, a memory device, and the computer-readable program code.
The computer-readable program code portions also comprise an executable portion configured
for displaying via the user interface information related to at least one incident, including the

current status of the incident, and scoring values associated with the incident.
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In yet anot her enbodi ment of the invention, the conputer program product
conpri ses an executabl e portion configured for providing, through the use
of the processor, various displays with different |evels of infornmation
detail related to an incident. I n anot her enbodi nent of the invention
t he conputer program product conprises an executable portion configured for
di splaying, via the user interface, a dashboard displaying at |east
tracki ng and scoring for the incident. In yet anot her enbodi nent of
the invention, the conputer program product conprises an executabl e portion
configured for displaying, via the user interface, information regarding
performance of one or nore channels of husiness regardi ng resol utions of

i nci dents relafurhgr wesondpethoampmadiment of the fnyegfien, die %?EI?BFBg PReap prqduct

enmbodi MeRtAbest B edeBMMN ipBition LIIRHERHD Wredisiiyd @l 318 eOdec int@ MR traakisg an
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I nfor mthat@gmplhtgdH@g iReideEe of one or nore applications relating to

the inci dent ;i QhothddanBeineht Stkle GRS, (R coiipsien plograa s IcotlpNdc in t he
i nci dent I n anot her enbodi nent  of the inventign, fﬁ?e %i?\r}ﬁ#t er, program
3k bisig

product exeeniables pertign cendguirda BT IifAYINSe Yid B16f TS50 AW o29PRy ough
the use Qf 408 MGREESSQEnt. | NfOrmation regardi ng performance of one or nore
channel s of busi ness re;%ardi ng resol utions of incidents relating to the

channel . The legehsoether epbedimant of thsdnrantion. 4 COBRPIT RREaR Produet R RBfE ®Por t i on
confi gur &g?l{tgyie %GR"% aéohﬁ@lre& I‘fgpggplaﬁhg, vmemef useh entERE,e St oVery QRichies NOr €
S

scoring values dssociated with the channel's performance relative to the
i nci dentassdﬁhéedd’ﬂm?@ﬂfimtogram product al so conprises an executabl e portion

configured fqp aqérgal ent/bBthE BvHES, M ERPhRS Proghdhe pfodfiti BEpHRS WS .
In yet anot her enbodi nent of the invention, the conputer progyam product

conpri sesxeamableasinnsionBeumsy for dsplaing vigthcagergeripiespmrasrshigap QitewehEL yser
i nterface, i i QbR inBBRRRhATEE Mdolioh 6: doRpP Hophiireiuclenipisisdant 1 s
related to operations of a financial institution. ) ]
executable portion configured for displaying, via the user interface, contact information of
individuals associated with the incident.

In further accord with an embodiment of the invention, the computer program product
comprises an executable portion configured for facilitating, through the use of the
communication device, communication between a user of the knowledge management system
and other individuals associated with the incident.

In another embodiment of the invention, the computer program product comprises an
executable portion configured for displaying, via the user interface, learning modules to a user
for purposes of training.

In yet another embodiment of the invention, the computer program product comprises an
executable portion configured for providing, through the use of the processor, various displays
with different levels of information detail related to an incident.

In another embodiment of the invention, the computer program product comprises an
executable portion configured for displaying, via the user interface, a dashboard displaying at
least tracking and scoring for the incident.

In yet another embodiment of the invention, the computer program product comprises an

executable portion configured for displaying, via the user interface, information regarding



The features, functions, and advantages that have been di scussed nmay be
achi eved i ndependently in various enbodi nents of the present invention or
may be conbined in yet other enbodi nents, further details of which can be
seen with reference to the foll ow ng description and draw ngs. BRI EF
DESCRI PTI ON OF THE SEVERAL VI EWs OF THE DRAW NGS Havi ng t hus

descri bed enbodi nents of the invention in general terns, reference will now
be nmade to the acconpanyi ng drawi ngs, which are not necessarily drawn to
scal e, and wherein: Figure 1 provides an overview of the interaction
bet ween t he know edge managenent system and the channels w thin a business,
I n accordance with an enbodi ment of the inv ntior]; . . Eiqure 2 provides
a syst erpeefPmpnesoh 998 oxs shagudlyef busingss 468 Brotitnes of ine ﬁiaqnﬁgo

know edgg. gap@genent system in accordance with an enbodi nent of the

I nvention; Figure 3 provides a h .page for the know edge agenent
system i | | ust® Sirtheracserd ity 4 W@W%@ggﬁﬁﬁgﬁ?‘kﬂ%ﬁmpﬁtebpﬁ’wmﬁﬁgupport ,
in accordéﬁ?ﬁ?es%téﬁe&&hﬁww&ﬂﬁg&m R QlidpRyB! via ke user intdriage) isfordkeatipt OVi des
a process flow for the dashboard system of_ the kpow edge ”%23,% ment system
in accorrezardies pFrfarmance OfBBRIPHBRT BPlGeHans 1Rlging todfie incident, or ¢ oF sub-

channel of business associated with the incident.

In another embodiment of the invention, the computer program product comprises an
exccutable portion configured for receiving, through the use of the processor, information
fegarding performance of one or more channels of business regarding resolutions of incidents
relating to the channel. The computer program product also comprises an executable portion
configured for generating, through the use of the processor, one or more scoring values
associated with the chamnel’s performance relative to the incident. The computer program
product also comprises an executable portion configured for displaying, via the user mnterface,
the scoring values.

In yet another embodiment of the invention, the computer program product comprises an
executable portion configured for displaying, via the user interface, information associated with
the incident where the incident is related to operations of a financial institution.

The features, finctions, and advantages that have been discussed may be achieved
independently in various embodiments of the present invention or may be combined in yet other
embodiments, further details of which can be seen with reference to the following description

and drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

Having thus described embodiments of the invention in general terms, reference will now
be made to the accompanying drawings, which are not necessarily drawn fo scale, and wherein:

Figure 1 provides an overview of the interaction between the knowledge management
system and the channels within a business, in accordance with an embodiment of the invention;

Figure 2 provides a system diagram illustrating the interaction of the systems in the

knowledge management system, in accordance with an embodiment of the invention;



Figure 4b provides a dashboard for the knowl edge managenent system
Illustrating a channel summary of the incidents within production support,
i n accordance with an enbodi nent of the invention; Figure 5 provides
anot her dashboard for the know edge nanagenent systemillustrating a
sub-channel summary of the incidents within production support, in
accordance with an enbodi nent of the invention; Figure 6 provides
anot her dashboard for the know edge nanagenent systemillustrating an

i ncident |evel summary of the incidents within production support, in
accordance wth an enbodi nent of the invention; Figure 7 provides
anot her dashhpard_for .t he know edge a nt system il ] ustrati.n n

i nci dent su B Proy! ﬁécqqqecpagﬁg?r&g%&% M1 %E&EFE"} Fy3msﬂf5ﬁadf'.ga?n
accor dangervidw bf 8 irkideftd iwithint producti®iesuppote it kasordance withFargemiedBnent of/theles a
pl aybook interface for the know edge managenent systemillustrating the
sear chi H@V‘?&Hﬂn;di splay functions for incident recovery processes for
respondi ng t Figmpeclaf provideic adpotas flow dec teddmbboand tshstan ehtiedkmmsvi¢dgef t he
i nvention; Figure 9 provides a knaw e ase i.nterface for the

knowl edg‘@a"r‘?ﬂﬁ’éﬁ‘éﬁﬁ%f‘" %f‘g‘flﬁ“m}"ﬁé?‘fﬁ’f‘ Qﬁﬁn?nﬂgﬁg%ﬁ‘?%oﬂ’g and di spl ay

f lrJﬂr;cEj i ons f OfFiéuﬂ@ﬂi PEideed dasithoakdnfor theCkiRindedge maaggemﬂasmmvﬂlummg a
enbodi ment of the inyention; ... Figure 10 ovi des a process

i nt er f acdapmst s ﬂg%wgﬁn%a%ﬁfﬁwﬁiﬂ%m ?’Hg a?ﬁ@bé%g?%hi ng
and di spiape ihtdagbn;ons for the physical, logical, and transactional process
maps, in accqQrdance wth an e di t_of the invention; . Flgure 11
provi des a pfé%%épmﬁwﬁﬁ%%%%%?ﬁnw&h%mq@%%%%m@ E%‘{%ﬁ{%a

i |1 ust r afybRBarbl SuARY Coffhe dinfidthi Gathin bagiaih, support, rianseatimeaakitprancess

map, in accqordance wth an enbodi nent of the invention;
embodiment of the invention;

Figure 6 provides another dashboard for the knowledge management system illustrating

—+

an incident level summary of the incidents within production support, in accordance with an
embodiment of the invention;

Figure 7 provides another dashboard for the knowledge management system illustrating
an incident summary of a specific incident within production support, in accordance with an
embodiment of the invention;

Figure 8 provides a playbook interface for the knowledge management system illustrating
the searching and display fimctions for incident recovery processes for responding to specific
incidents, in accordance with an embodiment of the invention;

Figure 9 provides a knowledgebase inteiface for the knowledge management system
illustrating the searching and display functions for the resolved incident tickets, in accordance
with an embodiment of the invention;

Figure 10 provides a process map interface for the knowledge management system
illustrating the searching and display functions for the physical, logical, and transactional process
maps, in accordance with an embodiment of the invention;

Figure 11 provides a process map display for the knowledge management system
illustrating an example of a physical, logical, or transactional process map, in accordance with an

embodiment of the invention;



Figure 12 provides a flow chart display for the know edge managenent system
Illustrating an exanple of a flow chart froma custoner perspective, in
accordance with an enbodi nent of the invention; Figure 13a provides a
process flow for the operational reliability index system of the know edge
managenent system in accordance with an enbodi nent of the invention

Figure 13b provides a operatiohal reliability index hone page for the

know edge managenent systemillustrating the reliability scores for each
channel, in accordance with an enbodi nent of the invention; Figure 1l4a
provi des an operati onal reliability i ndex scoring interface for the

know edge management s tem he_.relia ity score each
sub- channel , FAB% i 3a?’P & an "éa‘ii‘@'a ‘5 q%‘l{f Wg#ﬁg aﬁenéélgc?ys ance with
an e”bocli'llﬁﬁﬂimg)&n Tek@:qﬂél\éﬁatﬂcﬁﬂchm froml'_a g&fﬁeﬂ.{abrspﬂ‘cﬁw dmmrdan@ewah iannal
reliability |ndex scorlng tenplate for the know edge management system

|IIustra?ni1‘??&mEq‘l‘é ‘?‘l‘&’hetrlcs for two categories, in accordance with an
enbodi ment  ofpigdie 13 ﬁﬂbsoilprocess ﬂok?vl ﬂ:urtlﬁa dpfbeatiphiad relthbHlita indesh eystenpef ki onal
reliability_ index scori Iat he k@ﬁﬁ&’gg nana enent system
|IIustréﬂpﬁﬁﬂ5ﬁ€m§ﬁﬁPﬁﬁﬁgﬁﬁ% f H“ﬁ 8t dance with an

enbodi ment ofgighe mmwmeena operatlonEl %Ha&hﬂyﬁldzdﬁx (!mn'ﬂe[mgarﬁat kier koppdedgei onal
reliability index scor

t he .k t t
P Loty e sn e e SR SHESs S Gt THRnel T TP Re Rl e T h an
enbodi meghhdafmdnb6r théimeeizoRN;

Figure 14a provides an operational reliability index scoring interface for the knowledge

management system illustrating the reliability scores for each sub-channel, application, and
category within a channel, in accordance with an embodiment of the invention;

Figure 14b provides an operational reliability index scoring template for the knowledge
management system illustrating the scoring metrics for two categories, in accordance with an
embodiment of the invention;

Figure 14c provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14d provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14e provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 15 provides a conmtacts interface for the knowledge menagement system
illustrating the searching and display interface for the hierarchy and comtacts related to one
section of the knowledge management system, in accordance with an embodiment of the
invention;

Figure 16 provides an incident report request interface for the knowledge management
system illustrating a request form for reporting the incidents in the system, in accordance with an

embodiment of the invention;
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Fi gure 14e provides another operational reliability index scoring tenplate
for the know edge managenent systemillustrating the scoring netrics for
two categories, in accordance with an enbodi nent of the invention;

Figure 15 provides a contacts interface for the know edge nmanagenent system
il lustrating the searching and display interface for the hierarchy and
contacts related to one section of the know edge managenent system in
accordance with an enbodi nent of the invention; Figure 16 provides an

i ncident report request interface for the know edge managenent system
illustrating a request formfor reporting the incidents in the system in

accordance wi_th an enbqdi ment. of the_invention: Fi.qgure rovi des an
i nci dent r epdigurs bt P@@W@%@Pﬂ%ﬁ%{%@wﬁ@ﬁ%P&’Pﬁ%ﬁ“?‘ﬁgﬁ%{? i:lll‘?\“ﬁgaémgeport
SUNMBIY Pfepdht Aikirhdrg bf Aparddiie dR1dknt, inkcAedBEHMIICE enbioliinfent efiicidvandod; of t he

I nventi on; ) Fiqqure_ 18a£rovi€esfaﬁ%r ocefe% flow for tt h knlo%t\%gg@ﬁl
managenent s yRgwH § providesanrerss Hove for the kpantedgt pAnagEem SW&SHSE Sw, in
accor dangpeiaus b At cH fResdss MM, iddccbridanck il ah emBodiment of fhe fivestiohd provi dﬁs an
g the

i nci dent hone_page for .the kpow edge managenent systemillustrati

list of open Highee d&nitravidgs an, mcutents fiorae Wﬁehﬁ’éﬂﬂ%rlfﬁ%‘ﬁll%nf“%@?@ FH¥8nt i on;
Ei g :/Jvl r edZﬂuﬁfaaﬁg ﬁl.eﬁsmbﬁenqﬁci@e!altsi, MGk ebedHn c@@mm'mtﬁmf R t@ym?ﬁhmﬁm;f olr the |
now edge managenent systemiil | ustrating part. t.he i nfornption.locate

within an i ndiges 20t preydss, part, o E%d?%éﬁ%gm%"f‘ﬂcazlﬁnéﬂﬁgjﬁ‘icng’ﬁ{@%hw} 8C

i nvent i ORanagement system illustrating part of the information located within an incident ticket, in

accordance with an embodiment of the invention;

Figure 21 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention; '

Figure 22 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 23 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 24 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 25 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 26 provides a process flow for the knowledge management system illustrating the
incident response process flow, in accordance with an embodiment of the invention;

Figure 27 provides an academy home page interface for the knowledge management
system illustrating the certification and modules available to the user, in accordance with an

embodiment of the invention;

- 10-



Fi gure 21 provi des another part of the incident comunication interface for

t he knowl edge nmanagenent systemillustrating another part of the
information |ocated within an incident ticket, in accordance with an
enbodi nent of the invention; Fi gure 22 provi des another part of the

I nci dent conmuni cation interface for the know edge nmanagenent system
illustrating another part of the information | ocated within an incident
ticket, in accordance with an enbodi nent of the invention; Figure 23
provi des another part of the incident conmunication interface for the
know edge managenent systemillustrating another part of the information

| ocated within an incident ticket, in_accordance with an,enpbodi nenf of the
i nvention;  Figurei28 praviges My SWaBé@ aFRAPTAY HOE (Ragg dnteraee; T ir{%eg?or‘rﬁe&ge
comMUNi Caha@Bnéid E%Ecﬁﬁﬂﬁsﬁfaﬁﬁg {hb Berlifitbe slgimstales gRaRblE tEiHs bemin hdcoritmcat i ng

anot her part of the information |ocated within an incident ticket, in
accor danvith g empbodhneahefdhs MESIHOBf t he i nventi on; Fi gure 25 provides

anot her part I@%ur& M@méﬁ%ammmeﬁmeimme kivfledge mdnhgerdeninspbtad ge
managenment systemil]ustrating another rt of the jnfor mar#i on Iogat_ed
wi t hi n aiostréing ghetmqduledisplay; fr 8 By g g Wit An 8@13%{3‘?% they inyqpEon;

i nvent i og,q Figure 26 provides a process flow for the know edge

managenment systemillustrating the incidept respon rogess flow, in
accor dance witignre30 erydes arspresiowt fos therg W&?‘ﬁtfgn"fstgeé?"@‘ﬁ © Panggelientyes an

acadeny gg{ggl, RARGriRtEwiRaferlidiindokROMbvatige mManagenment system
illustrating the certification and nodul es available to the user, in

accordance with an enbodi ment of the invention;
DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

Embodiments of the present invention will now be described more fully hereinafier with
reference to the accompanying drawings, in which some, but not all, embodiments of the
invention are shown. Indeed, the invention may be embodied in many different forms and
should not be consitrued as limited to the embodiments set forth herein; rather, these
embodiments are provided so that this disclosure will satisfy applicable legal requirements. Like
numbers refer to like elements throughout. Although the embodiments of the invention
described herein are generally described as involving a “bank,” one of ordinary skill in the art
will appreciate that other embodiments of the invention may involve other businesses or
financial institutions that take the place of or work in conjunction with the bank to perform one
or more of the processes or steps described herein as being performed by a bank. Other
embodiments of the invention may involve other businesses outside of the financial industry
altogether.

As will be appreciated by one of skill in the art in view of this disclosure, the present
invention may be embodied as a method or an apparatus (system, computer program product,
device, eic.), or a combination of the foregoing. Accordingly, embodiments of the present
invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.), or an embodiment
combining software and hardware aspects that may generally be referred to herein as a "system.”

Furthermore, embodiments of the present invention may take the form of a computer program

~11 -



Figure 28 provides an expanded acadeny home page interface for the

know edge managenent systemillustrating the certification and nodul es

avai lable to the user, in accordance with an enbodi nent of the invention.
Figure 29 provides an acadeny nodule interface for the know edge nmanagenent
systemillustrating the nodul e display for a user, in accordance with an
enbodi nent of the invention; and Figure 30 provides a process flow for
t he acadeny system of the know edge managenent system in accordance with
an enbodi ment of the invention. DETAI LED DESCRI PTI ON OF EMBODI MENTS OF ME

| NVENTI ON Enbodi nents of the present invention will now be descri bed
nore fully hereinagfter wwth reference to the agcconpanyi dr.awi ngs, in

Whi ch S GRFBLuCh (FORBHNG, 9 COTRPHTASTRL CLorege PRI FEHRE SABRE- AR POF R ecd,
the i nvegidbesmpadt-rbalao hegicdnd dbaiay intthé iegient f orms and shoul d not be
construed as |imted to the emhodi nents set rth.herein; rather, _[thhese
enbodi nent s MY BHiaRls epwer-YsAE of PLPYFS r B may, by é‘gléwg‘ppl iCabl e

| egal r eguipuRraahR olidapuitiidagitte bRfiiRfm ay ek for elxaapiatiat hby Buitbty, an
Al t hough the enbodi nents of the invention descri.bed herein are %enerally

descri bedeceniciPagngtic gpacal |slgsiromagnstic, dfransdy OF, SHmICAgRqIQr SySieIL 3DParas, gt |
appr eci ad&ickh#or®ipesific exipits (ERdnSex@hustiRelistyoreny dodiputePitadableGhatiun® ivoald

busi nesses or financial institutions thaf take the \B'l ace o{%oé Wg)r k in
conj unct neldsthe followang, a7 gleptycd) SPISFHARHNING ONRGF RO WirRe0nt BRERESOrgE ot eps

descri begledi@h hdh &% RaRP c&ﬁ%ﬁt@*di&@tt@)ﬁ Hard@EKS a ré3d08Y acedb aRdBNRAMY, at he

I nvention may invol ve ot her businesses oujside of the fi cl.al industry

al t oget higpd-only memosy (ROM)pen ﬁrﬁﬁ'ﬁbg’d’ra : le Jpad-ogHy giemopy ﬁﬁ%@ %rﬂasﬂn vi ew
of this gimehPaUWohpadt e RERSRIN mbAME TCDOROND Yorlithes tQblecstiosl of miughdiiod or an
apparatus (system conputer program product, device, etc.), or a

conbi nat §iefaecdevicRe f or egoi ng. Accordi ngly, enbodi nents of the present

i nvention nMaycdnifer bldgraolt/edmptter@iahi@ inkinitab ek foF o6l dFeRtionsadAtRNt i rel y
sof tware enbodi ment” (1 ncl udi ng fuanware, .resident software, m cro-code,

etc.), oPreseAt BXBRSINTaM be HREFHhhan SBIctl/RIicaedn TR FRANETRIH RIPHAPRIDE my
gener al | ¥ hBod SEAI 4sCivl, OPRC SRialltaS B+ &Y fHeARe! Fbwiveg D cempterfidimmnt s of
the present Tnvention may take the formof a cpnpu%er ,ptrﬁl)'lgr am p O(Lléct
conpri si $Rge/sompprTeasiably dRaPeions ST FEYIRE AUt APHEHAR §T & PR X518 95r ogr am
code/ cONpULSES il SaRaRIBal Adtddufal pRipParaiiag duBflagds, it d¥EME 'O programming

language or similar programming languages.

Embodiments of the present invention are described below with reference to flowchart

illustrations and/or block diagrams of methods or apparatus (sysiems, computer program
products, devices, etc.). It will be understood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions. These computer program instructions
may be provided to a processor of a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a particular machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in a computer-readable memory
that can direct a computer or other programmable data processing apparatus to function in a
particular manner, such that the instructions stored in the computer-readable memory produce an

-12-



Any suitabl e conputer-usable or conputer-readable nediummy be utilized.
The conput er-usabl e or conputer-readabl e nedium may be, for exanple but not
limted to, an electronic, magnetic, optical, electromagnetic, infrared, or
sem conductor system apparatus, or device. Mire specific exanples (a

non- exhaustive list) of the conputer-readabl e nmedi umwoul d include the
follow ng: an electrical connection having one or nore wres; or a tangible
storage nedi um such as a portabl e conputer diskette, a hard disk, a random
access nmenory (RAM, a read-only nmenory (ROVM), an erasabl e programrabl e
read-only nenory (EPROM or Flash nenory), a conpact disc read-only nenory

CD , .or other. tangi ble optical or.magnetic starage,device...

Comput o/isogl EESHE CeRInE St St fiokisch (o ROy L RRB e e

oper at i GiweRirt Addfr BloSk &airahB¥RRbi BlI6ck3RY be written in an object oriented,
scripted or unscripted progranm n Iang;’u e 5#5%8@5 F]?ava Petrl, Sg%lltal k,
OFF or the. | {TR® ComBHey BB nsEURiER Sty P I0eed @pioo rSoPEPLst 25, SABT o

[ n_SE { uctjreeminile ?@tﬁ bbb:céwingldﬁ%&e@ﬁl lchia S @ﬁt_estd’f&lpbxﬁﬁ(ﬂiat $tens oy ﬁaifcm:dﬁe c
witten in conventiona rocedura rogranm anguages, . such, as e "C'
pr ogr anTAnilC FARRIES §E Ofer E‘PW’BFB%@%WW&E%@&Q@@%. mplemeRted BOCHBnt s of
t IhF p [ esstasﬁ ﬂ{a{“{&géa'ktﬁi&gi@dseﬂﬂéﬁ? féﬁécb@dorbfalbcwmgut h' feh of efher grgamineblel gpahms t
illustrations and/or ock di agrans_of mnet hods .or ratu S :
conput erPAdR BEPS ST olpaenting %c ctiqup/acts speciticd; oy %Egﬁth@?é@éﬁtbﬁ’ggt each
bl ock of giidgn blooiweh Blobksi | Altgiafinély, Odbsnpareel prdral PgHertlin@@rseps or andmay be

conmbi nati ons of blocks in the flowchart 1llustrations and/ or bl ock

di agr amscombingd Wih ppgsaterRrman Hpl LS O 4585 ARAETHS SRR Y B Embodimeng
conput er,rkOf¥add. NSt ructi ons nmay be provided to a processor of a general

pur pose conputer, special purpose conputer, or other .progranmmabl.e data
processi ng apigirad dluptites Be Jaewledge, managemept SEIH e, s‘ﬁ’g‘i’fg?’f‘iﬁt“"ﬁhén

i NSt r uct i fRgmenhbhe BXER1I6hE THE @ndvisdgR mRmessmnt ShtcihRisGOyiReh onfiuradttber
programmuabl e data processi ng appar at us, for i ment i ng

5, Ccreate nmechani s I
t he fundﬂ#@&%wlg‘f)%pf%msioé&t e RInB e he (Bl GFTOB B BRI gRa Pl ock or
bl 0ckS. channels THEEIR ROEPHaflel?T A8 RN luREhEL Clnbodimcilp Yheatisand)e ith@ectbri n a
conput er-readabl e nenory that can direct a conputer o{wghher rggram‘rabl e
data pr oewnliengn SHoamerdeschaangl /et baking, t%a%&“ﬂ?%r( ﬁe‘?hag‘?, h®hat the
i NSt UCt j AR il thacRind DETMPBRMAG4; b SRAGR, GofB BRiY, MddieMcaftchmdldgicl e Of
manuf acture 1 ncludi ng 1 nstructions, which inpl enent thg‘P%ﬁ’]Cti on/ act

speci f i MHEITAehamel patrd senvgesbamneh$ e daposys cantast esaler beheonel 7, as 1 o

conmput er, { QOLAM hAEdndC tiafRds BRYHGVSEr, D8 diRRdatlodificfts Bf GRIRIvERIonOfheOt her
progr ammabl e data processing apparatus to cause a series, of gperﬁél onal

steps t ckuowledae mepagswens systere 1c@hpravide tBe sape et SIBIE SHaRaRioT BHs to

produce g 6F chi Rl SRRAL £ tfedFBSEesdICh that the instructions which
execute onh the computer or other pro%ram‘rabl,e apparat,us%tf)quovi de steps for

i npl enent i ng Figwee 2 providenn systest dlagrpadvp iligtratipethieinerastipthel the systemsin Brock

di agram gl, %Qﬁnag%g%ﬁ]%&- syBleimel, N tac¥@lahce GNP @fboRiRAE SMtcNRVANBAL 8d St eps
or acts nmay g_co_ i ned wth operator or_ human inplemented steps or acts in
or der t cillusivateyl in Bigurer, 8 wirs ¢pmpiier system 140 ispperstiyedy,coupled, vigp gefark 102, to

illustraf gwa@ﬁ gmxg/eﬁféﬂesem%?@ﬂs ragabr DUt ik HatabdlesPBOOARIEGHS Or Whdrd bRk

enbodi nent o Invention. The know edge nanagenent s%/%:em 1 is a system
conf i gurehputsr systeasel 4n ditis geys ppses|1P4 op hegsen cogwpten sysfam 410 ¢ap reqggivet he

channel s 186885 ﬁ&'fﬁ%%éﬂﬁw%éag? &Qﬁ%@ﬁb& s £ 20, BohP Raa8RMND6 84 tHen t he

i |lustrat odi nent, the channé€ls i1nclude, for exanple, an e-comerce

channel @k somhpuiwisyigerae e The aetivadd 19gynaybe a@bﬁl ‘%’?ﬁd}’?ﬁ@fk SGA% suhas st ed
teller %g%@%ﬁﬁ%&%ag aﬁlrryfg*lw , 81050 4 80RwliR b} By oted Byple RE HERBIKE

t echnol ogy ,-a card services_channél 6, a deposits
cont act oeednahingtioDGE hetwprknnBhe petwark 184 |mays pwiser fop driraling nyirelessafheél s 8.

roviever, canfbifliBbe GIRAE bt iciesd borfifnibdtieR Bhiweth dovites M-adaR. Management

system 1 can provi e same or simlar support for different LOBs,
departnents, or channels across any tyge of business.



Figure 2 provides a systemdiagram 100 illustrating the interaction of the
systens in the know edge nmanagenent system |, in accordance with an

enbodi ment of the invention. As illustrated in Figure 2, a user conputer
system 110 is operatively coupled, via a network 102, to a know edge
manogenent server 120, one or nore bank databases 130, and one or nore bank
conputer systens 140. In this way, a user 104 of the user conputer system
110 can receive electronic information fromthe know edge managenent server
120, bank databases 130, and the bank conputer systemnms 140. The network 102
may be a global area network ((JAN), such as the Internet, a w de area

network (WAN), a | ocal area n rk (LAI or any ther pe_of. network or
conbi nati on &f ﬂ’é‘ﬁ%ﬁﬁdkgl Fignee ﬁe\éﬁ)&)f‘ﬂe{' 1‘6’31’\%%/ TG0 H E\W refPREs @

Wi el esyonifunftatidiieiioal 1108 pﬂfceééiﬂg deliéaE 2pdd anhdnedre Sem‘edrtﬂuﬁs asetlibereinbet ween
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m croprocessor device, and various anal o converters
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conbi nat,onssif advizes Joa;reﬂg o eir FBpHoi copaiititsds IThe privdesdmstiviey nfayiehidens  of
the systemare all ocated between_t hese processjng dev gﬁﬁ ?aﬁ@cordltﬂ% to

their r efspationalife tocapsiis) QU OF BISTe SPREAN PEREEAIS oY

functi onglibdfywhich RREHStEre@Rfa REmARY GevicOI B € pr ogr ans based on

conput er - readabl e Instructions thereof, which be stared |n

device 113. The propessing desiessld? 0f theaier campytor §¥Ft°’P 0 SRQperay ﬁ‘fué’ em 110

i s oper aédg\ﬁﬁln%aﬁ&y@évfcé 19 ahd %ecﬁ%b?lcﬁﬁﬁ:é o, delé p@ockding doded hi2 mmey
device 11 The processi n% devi ce 2 uses the conmmuni cati ongd%l ce, 111 to

CommUni cesmmanleHOR ARicR id hilk SBm Wi Eifh fle IDEPIRRS MORPECHEN Somish D288 130,
and the &%&&g@@%ﬁr theYhe Bmper SYeimst M) BRI WBE etk 168 Auchucht the
comuni catl on device 111 &eneral |y conpri Sexsngﬁ nodem ser?\iﬁ or, oh}her
devi ce fesmmusination Csvire gl ki SRRl cFOTESTSC 85 MEACTI SSTHE \R6 r Rhef 0dovicg T

di spl ay, oﬂﬂmﬁmﬁfmaaﬁa &v%@%ome,new&k 0f025 BRRKedispldo rmaREkeybeard,i Ng
with one or nore users 104. further illustrated in Fig #ge jﬁ?@{}g user
conput ermigyaphens, padoy H@PW%@TCWW%%@W@ PhEPEUEEFons™ 1 Fed in

the It 0 éstg?e\ﬁllﬁq“l 1 ﬁ&(@hﬁé} doﬂl@hdéfi@ysiek}mmm&ermh@aﬁawammemﬁsnsons 114
rowser her simlar application th allowstlglshgser

corrput erlmmﬂﬂ@@r&dmmlléaw@cwwdﬁﬂ’é COMPHETEAPI AISTHERPPE # the
net wor k 1G24 The yeb,bsQusahildlapitdtensnitNBlows dhe IR covpaacssemt @ to
know edge managenent application 125 in the know edge mag % mﬁ% erver
120. Thecdomuwicategeitnensay amvenethersisyicesan Benetwerkd§e» LRe Web prgwegs o Allows
repr ese”ﬁa%n% of 94 KO ELItheOkndWlEipRSRASIzahER Aplidionalds of tﬁdﬂ&n@dmadg&el s
into one application and stores the |nfornat|on for, anon t her things,
resol vi ngalpagademmcrmr 120 ddatknowlssge menagsmentoaplication (145 & Wgaﬂiﬂ
channel s, Bﬁ th3%no %@Jﬁn@é&&%&%&s@ﬂpb@m@ma@ Bitd b d@ﬁﬁb&h&dﬂﬂ

rranagemer?P ap cati o 5 as theft go to source faor the |ocation of all
busi nessstew$ tit dxformafior fmtanmg plipethings aesolvipg predugticndpeidsagipropleys Bt 0Py et aj |

bel ow. i v!nJicJuk' hiRERY tiddrsH Y o 2re b ﬂfdi\ﬁvtdnﬂﬂ@@esw&e BOwIcdRS Ver

120 geneW‘FFy conprises a comuni cation device 121, a processing device
122, andmanagemmﬁyapghwl@le 1253s fiwie 2prieceuse dyr theelpration of 2l busiises wfatefe) y
coupl ed ¢ C C menory devi ce 123. The
proceSS|W?éﬁg%n&m%%g%ﬂgég$%w%$ggg n|c§?P§ﬂBEEV|ce 121 to conmunjcate with
the user conpht lmsteyedtin Fighte2, thenknopdadies aunagsasrserven 20gsaeralhecoHFRS Gonput er
Systens ditudSlioh BEIAADNOL Kroddng ARicBIOR anl A ARV BAE DS, OTheliRNichmg! 21
generally conprises ser or other device for comni cating wth
ot her devices on the network 102. As fyrther illustrated in Figure 2, the
know edge managenent server 120 includes conputer-readable instructions 124
stored in the nenory device 123, which include the conputer-readable
instructions 124 of the know edge managenent application 125. Although
Figure 2 illustrates the know edge nanagenent server 120 as one system it
is inmportant to note that there can be one or nmultiple systens, each with
simlar conponents that handle collecting, storing, and distributing the
information for the know edge managenent system 1. The bank dat abases
130 generally conprise a comruni cation device 131, a processing device 132,
and a nenory device 133. The processing device 132 is operatively coupl ed




- The bank conputer systens 140 generally conprise a comunication
devi ce 141, a processing device 142, and a nenory device 143. The
processi ng device 142 is operatively coupled to the comuni cati on device
141 and the nenory device 143. The processing device 142 uses the

communi cation device 141 to comunicate wth the user computer system 110,
t he knowl edge nmanagenent server 120, and the bank databases 130 over the
network 102. As such, the communi cation device 141 generally conprises a
nodem server, or other device(s) for comrunicating with other devices on
the network 102, and a display, nouse, keyboard, m crophone, and/or
speakers_for communicating th one or .mare users. 104. As fur

i |1 ust r esige 122 Sogepively °°Pﬂ4¥ odhxe rrg? g‘?'g‘?é?r}s angl (e REmPLi dﬁ?“ce 123.
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whi ch incl udes the conputer- re%gablg in ruc ns lﬁg fo 325 @gélcations
145. Thecompuier aysim EHb jthank 4y 3 tCOMPY %5?’5 WY& nEtessary
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syst em 1stored in thememogy device| 143, Whif the FeTPYH e gggf’ Stion
home pagg,orfbdgd Nhahabeinehl @ppld€od N2s., IANhOH® mgafedarrﬂmm tli&ekmweigbl on, a
user 104 1s brought to when signing on, either natlc or uaIIy,
to the KRUWERERIGSIFHTdERARPRE SYFEReithis impprant i, BotF g&b@ ';r'}rﬁ?qfcati on
home pagsr?séﬂs hash twaBSsin@br tdiSporartt Mis handb lcswécnﬁmstoﬂnghaﬁu Hismhkﬂnfgv\ﬂmédge
managenent system 1. The know edge nanag?nent hone page 50 contains tabs
for the ipfospiinaifer thoknowledge magAseBeRieFs&® 1200, the maps 300, the flows 400,

the dashboar dg,e 3@ ddtddascoNSH %Exieﬁﬁﬁf' colrplibedd borhhimidatige MexiceO1, h pﬁﬁ@ssm’g h e
contacts 700, the reports 75

thelnC|dent co icatign.inte "I CP)
800, anddavice Ia%aaémeng%@?ul%s CTPFECSRHBE %2&?&’5@%" [?f’ |on 125

I's used Dysrilnicaidn &%H@@%&%@ﬁeﬁ&gnﬁme t18RMYhe pociing dascolteliscetpl Oyees
with access, in order to nonitor, troubleshoot, and fiXx thgﬁwl on

i nci dent epmmupisiatioredavicadil |t eRTIBNTICHE ‘é{ﬁlbﬁed’é?ﬁc&wg“w’aﬁ’ate@t

know edgg, .6 ﬁ?éxﬁger&é? 156, QAU EHE b2k HHIPRRE bystems 140 v MNP LR MBRclD thet he

i nvention, t w edge managenment system 1 can be used to %v Fénlfnm dents
{hat | 0ccemmimidation CRECHARK ERSTAIY CARBIRF & SPERTs SRR Ob QS GVERPN Whe bank

systems and,apRlihe @t OfSr Héwes 3h SheDubkoitl e 00N s HGR il heR@Ed L FigupnpgRdUr es.
The i ncidents can lead to | ed custoner interactions g Fas") if the

cust oner bank dafabases B mtaﬂh@mm@r-a@ﬁ%b @ ProgiE mpstions 194 storgdin “BPYat a

later pogdifce '1? txlﬂﬂal ml:lﬂsésC{ﬁ@E&mlﬁ@é} réldaile Lx@ﬁﬁtﬁbﬁs s ARttt HpRJations
i nteractions "), people hours lost ("PHL"), and ag{ﬁgts m utegﬁl ost

("AM") 3¢ m:ﬂata iorage mpplicptiensidig are 45 Weﬁ@awﬁ‘t sterg JpigRmatiop t he
know edgg, @fsed/BERO, FORHE kESw
mﬁﬁs”%#.ggﬁﬂﬁut&%%tb&émp Endll@révﬂééig fifn fpome s Te@le

i nci dent trou Dtlng and anal ysi s ank conputer systens 140 and
bank appinaeageient eprli¢@ion 125. For example, in one embodlment the bank databases 130 store the

data related to the playbooks, knowledgebases, maps, flows, operational reliability indexes,

contacts, reports, incident communication interfaces, and academies of the knowledge
management system 1, which are all discussed in detail below. Although Figure 2 illustrates the
bank databases 130 as one system, it is important to note that there can be one or multiple
databases, each with similar components that handle capturing, storing, and/or distributing the

information for the knowledge management system 1.
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Traditionally, when incidents would occur, details of the incidents were
stored and enpl oyees reviewed the incidents on an as denmanded basi s.
Furthernore, systeminformation related to the incidents and accurate
contact groups were not established or maintained in a centralized

| ocation. Therefore, incidents were reviewed when enpl oyees woul d get to
the next incident in the gqueue, or when managenent pushed for resol ution of
a particular incident, and enpl oyees woul d not know what process owners to
contort to resolve the incidents. This nethod of tracking and resol ution
takes | onger than necessary to review the inpacts of the incidents and to
engage the appraoprjate resources éo regéi)l ve the inci denté. uch 1sxstem
woul d al | ow fIé¢ healpgomeyier Sypisms JAQ SFRERLY IR 2 AT PERLGL &YTet ' afid over
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nunmber an uration of incidents, ich.in turp reduces. t gat i vie i npact
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severi t yeqmoyaticating Witheotherciyinss ouothe petweik 2. gagh@ ﬂt”é‘?“sg’yget 140.
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ul'l disruption of service or out a?es to Cﬁé oner.s and/ or g@ﬁ@m ates. These
types of iiusteatedcint Bigwre phs dhco hank; eranmyiey fedems 4140 Gotas cRmpueTty rBO8|PR no
el ot oo e e he B 21 bDL L On Ol SELYL GO 07 QUL ages L0«

[ [ y t v urther disrupti vj u
cust omer ins@ustioey 144sfop bank gplications [ £3- ymm%mﬁ%"% H?i a‘ﬁr‘lﬁ?ﬂﬁéﬂ ipﬁ’gn Prpact

events t hat, & iSRRG ifbmiilisd #RUthORndWledB miné@nRht Gpliegios 10 alug twatiier
and/ or associ at es. T¥p| cally a workaround or, roiﬁli"s chaa]g is avail able
for thesprowsdingtssppoghios ipther pankesygtems; Zlioygh ﬂé“% stgeh %H]E PP Her

di srupti %teﬂlfs éﬁ@ésvdnﬁ%ysﬁ?e”m,@t% BERPtahtQd ndth enat ihER cREbd\GheRinultiphe PaEABRMKM i X
is inplermented, Severity three (3) incidents are¢ I_owurEcht Qr o th
non-wi dewjh esimilen eemnpenedis that handlsi eapMEnS; fisa distibyting, e, fRtpranalipny fgy, the

associ at s, SEnicdhes soferfYENt s are fixed by the bank on an as needed
basis. In S(%%%genbo%iiﬁneﬁggse of the invention only.severity gne D). %{ld t wo
RASE 2ffy fhis'is

(2) incident Figwe 3tifustrkiss the knoWisdgh BARACERI 8t FRAIFGEPEIRMES : € Figure
4a 111 ushlalies i@ opsihaRhd B A6 §R8nddiOW P Q04 kel olwiitn inmin CAlOMher
manageneht” system 1l to track and display the incidents tha% og&ur@% t he
bank on astomativeligh mpmualivs kbdhe deowlgdee manpgemsat SRy by BheKpo " the
know edg icatiBR! Hof! bR 3@ Thak QRRI ¥ Sthe BMribist Bgliciohs iwighiOthdoei ng
pushed, ﬁlﬁﬁ%r@%ag[tﬁ%hﬁgggtﬂeogﬁt g%%he ir?ci dents t%at ocfcﬁk?htc roughout .t he

various lbaowedgemanegsmentsystemd. Tho kpowdedecdprpesusat Mupnoagp p dAS fUs from
t he bank P nci _
€ ban @%@%ﬁ é@%ﬂf@%ﬁwﬁé&bﬁé%obﬁﬁe h%'ﬁ@,%@ﬂ&ﬁﬂm, thd BRERAFdsB00, 1S

illustra In Flqure 4, e know edge managemant .application

125 or ganpasionalheslishiity diedexs (RIS £0Qsthe resiasts fi0PoHC wepers; Tofhi RS MHat e,
duration, kN i%&% gqbﬁgnﬁ_o, | B AGE Esbaddmye 906 - RAHBIE! CThe kuBRikdgs ATM
sub- ¢ i npacted (i.

4, etc.), anne t e. online banking, dot com snall
busi nessmaedgempnt gpplidation ¢Usi by lleaf 4he productigr suppar;deasopr el gg ofkst a on

the bank Aghahash dulbhe! B 0B BbH12Y iboshinf! antOff wflP plolthdfioh lididkltshy

ge managenent application 125 connunicateg with the
user compupleners yswemeduttion nplicationp|angisinie elheof et kovladgs sdptedotor Praduchen dent s
on an overalﬁ, channel , sub-channel, and individual incident |evel through
the use OfFPhe dashboards 500. As illustrated by bl ock 1508, the user 104
utilizes the Inainebmbukiment of the dnvention the kneyisdgedpinpgsment systgadles be fed to

know edgg. (RABGEIE Hlay 360 Iviftld 8 thoR. 1HciBbftChre (et HaP Yot dridiath Afaail he

i nci dent s o6ccurring at e bank on an overall, channel, sub-channel, and

i ndi vidual incident level though the dgshboards 500. The i nci dent

i nformati on gathered and di spl ayed by the know edge managenent system 1 is
di spl ayed in various dashboards, illustrated in Figures 3, and 4b through
7. As illustrated in Figure 3, the know edge managenent application hone
page 50 provides data related to tracking the nunber of incidents that are
currently open in the various channel |evels. For each channel the

know edge managenent applicati on honme page 50 displays a current incident
status section 60 and a daily perfornmance section 70. The current incident
status section 60 displays gauges 62 illustrating, in sone enbodi nents, the
nunber of open severity level one (1) ticket incidents 64




and the nunber of severity level two (2) ticket incidents 66. In one
enbodi nent, the gauges 62 display a reading in the green, yellow, or red
for illustrating the general status level for all of the incidents in each
channel . A user 104 of the know edge nanagenent application 125, can
sel ect the detach button 52 and the current incident status box 60 remains
as the top level view on the user's screen as the user 104 navi gates

t hrough the rest of the know edge nanagenent application 125. The
know edge managenent application hone page 50 is a tool for upper
managenent to see the overall health of the systens by providing an
overview of the data related to severity one (1) and. severit.y. 2)
failed cusempend applicetiont thabire opside ﬁ]%f’rﬁﬂ!%all %R?Eﬂ%?’ proceduygs, |¥?&°\§§r r mance
secti on 120y Rf ffl&ifcusidnit REGRLFREBERBIT tiapfiiofe# Isaiffedi2® by e incident at the
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gauges 6psapdkSARbehetndni& 15 BlideN: 1wBlosioRasy amdiSieKkinlol thebutic brpies, t O
track on a h'ﬂf | evel the nunmber of ongoing incidents and the response of
t he produstemskAGanddank appieaiens 14p- there is a particul ar channel showing a

high level OfpdfigdidRNtwhed iNSiBEnts! Ybuladtctl, idetailelQfihd fcidemsi dickd Stoak hdt a
anal ysis tools to troubl eshoot and track mat_ factors are cauﬁ}é}raa t he
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illustrated in Figure 4b, selecting t ashboard 500 tab (?rese ts

a
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art
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aver age toitheninber of FGlki Ag syshoemhodinsntsaf thsdmpwiedes BaBesraenhiptedil FIS R | evel
one (1) Qh; P ElurdtiR df Phcidensl WRhSn h el thé Gbdative Gapact tthe FC
intensit&eﬁ{é%%%h%éfﬁﬁ %\tﬁls‘!tlrat es thcé nunber of incidents tﬁéat were not fixed
wi thin tastqmegper response time over a period of several weeks, days, or
hours. The T oftf, f3afs CARbE avdthol iffer@liCIelIRToh sbhekitphi Biden®, bignio e Causes
of the incidents as a percentage of various _changes, such as_a_production
rel ease wkilage byalehnls iof @sieritysoryetherl catesprigsT) It [9an gEbodimenl the, npidets agg,
unappr oved + hik 3 GRS Rur il A3 bhnk: coblpitel Gfstehitian, chart
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per f or naiigscadlyctiernard O Forkarowadspineseverityame @) iincidegisy andothey ape adelrered he
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online b com and smal |l business 524 sub-channels. The

i nci dent Sevarity tkios(3) tugidents ane meedivim iopact engnisdhat icapse partialhisipation\of sgvise et  on
503, in ch : L f 3 | in
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each of these sub-channels are displaygd in the sub-channel status section
504, as illustrated in Figure 5. The sub-channel status section 504

di spl ays the sane charts and information that were displayed in the channel
section 502 of Figure 4b, but the charts show the break down of the
incidents for each sub-channel when the user 104 selects the associ ated
sub-channel nane or icon in the channel view 503.



If a user 104 wants to exam ne a particular incident within any of the
sub-channel s, the user 104 drills-down in the dashboards 500 to the nanager
on duty ("MOD') incident list 530 illustrated in Figure 6, by, for exanple,
sel ecting (doubl e-clicking) the sub-channel name or icon in the dashboard
500 illustrated in Figure 5. The MOD, in one enbodinment, is the manager
that is responsible for the eventual resolution of incidents in a
particul ar channel, sub-channel, or application |l evel at the bank. The MDD
incident list 530 has an incident status section 540 and a custoner |ogin
vol ume 532. The incident status section 540 lists the incident ticket

nunber 541, the status 542, i.ption 543 the start
dat e 5a4or s exppls, FHch masbe ’E‘ﬂ’é"‘g gtlﬂﬁﬁll‘g’w ct“hglr@g\fgﬂl&? ‘?eﬂ"tcﬁg channel
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vi ew t hg guplier of custoners who have | ogged |nto the related channel s,
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particul ar incident. If the sane or sijgilar problemhas occurred in the
past the resolution of that incident nmay hel p solve the present incident.
The detail report 560 and the incident tickets provide a detailed outline
of the process, people, and fixes involved with each of the production
incidents. Furthernore, a user 104 can also utilize the detail report 560
to identify the status of an incident and determ ne the next step in the
process of resolving the incident because the detail report 560 |lists the
| ast person to work on the incident, and the last tinme the incident ticket
was Vi ewed. The pl aybook 100 tab is illustrated in Figure 8. The

pl aybook 100 dat abase gives a user access to incident recovery guides 150.




An incident recovery guide 150 is a step-by-step process for identifying
the root causes of an incident and fixing the problem The incident
recovery gui des 150 include information about how an incident can be

resol ved and the steps taken for the resolution. An exenplary incident
recovery guide 150 is illustrated in Figure 8. The incident recovery guide
150 has an overview section 151 that lists the synptomincident 152, the
possi bl e causes 153, the possible effected channels 154, the renediation

| eader 155, the initial triage paging groups 156, and any associ ated notes
157 for the incident recovery guide 150. The synptoniincident 152 lists the
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I nci dent 510 indicates the average time it is taking production support to resolve any severity level one
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Figure 9 illustrates one exenplary enbodi nent of the interface for the
know edgebase 200 tab, which includes the search section 210 and the
results section 220. In. the know edgebase search section 210, a user 104
can search any of the available tickets by keyword 212, application 214,
ticket nunber 216, and date range 218. The application 214 search finds and
di splays any tickets related to a specific application used in production
support. The results section 220 lists each incident found in the search
and lists the ticket nunmber 222, start date 224, end date 226, issue
description 228, cause of the |nC|dent 230, and resolution 232. Users
104 of the know edge nmanagenent application 125 researchin articular
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incident in the system and check the status of each incident. As illustrated in Figure 6, a user
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I n one enbodi nent when an icon in a particular map is clicked on or

scroll ed over, a pop-up w ndow 350 appears on the interface display. The
wi ndow 350 has tabs and |ists associated attributes of the element. The
tabs relate to different aspects of the icon and the attributes |ist
information for each of the tabs. In sone enbodi nents, each tab nmay have a
search function, a hierarchy drilldovvn tree, and/or lists of information
for organi zational purposes. The attributes in each tab relate to
information, including but not limted to, docunentation, performance
metrics, links to other process maps, data in the know edge nmanagenent
application 125, as well as systemrequirenments for t%ﬁ el ements.jn the
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stands within the production support process, and how much detail has been added to the

incident ticket, as is discussed in further detail with the ICI section 800.
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The tabs for the performance & capacity information illustrate real tine
performance netrics indicating how well the server is working and the
capacity indicating how nuch nore information the server can control and
store, such as the outage tinme of the server and any up or down tine.

The | ogi cal maps 320 display all the interacting applications, the
application structures and interfaces, and the |inkage between them The

| ogi cal maps 320 capture the application information without any hardware
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di f f er @o4. busi ness functlons and inpacts on transactions to other

processes. A user, 104 views informati about a particul ar. transacti
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differ ?Qéovér?bﬁude 150 is illustrated in Figure 8. The incident recovery guide 150 has an overview

section 151 that lists the symptom/incident 152, the possible causes 153, the possible effected
channels 154, the remediation leader 155, the initial triage paging groups 156, and any associated
notes 157 for the incident recovery guide 150. The symptom/incident 152 lists the error that
produced the incident, such as for example, if an online banking monitor was showing a login
failure, or the incident itself. The possible causes 153 of the symptom/incident 152 indicate the
common causes that have produced the error in the past or that could produce the error. The

possible affected channels 154 indicate to the user 104 the different channels, or sub-channels
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In general, the process maps further include support teaminformation

i ndi cating who is responsible for nmaintaining the process nmaps. In one
enbodi ment the user 104 is able to point-out the changes required in the
process map to the support team who receives notification for the

requested change fromthe user 104 through the maps 300 interface. In
one enbodi nent the flow 400 tab provides flow charts 402 from a custoner
interface perspective, as illustrated in Figure 12. It is understood that

in other enbodi nments the flow 400 tab can provide charts fromthe bank or
busi ness perspective. The flow charts 402 provide a high |evel overview of

the applications that_ the_cus r |nt e out. t he bank. A
user 104h#he gFTTIGH Pﬁ?"tdgﬁyﬁ q%eqfag% v]gﬂ% f?t%wegﬂ?ﬁ %“%9%5 %?—u BF%vi de
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As illustrated by block 1604 the know edge managenent application al so
Fecei ves wei ghted val ues for how each of the categories affect each of the
appl i cations, sub-channels, or channels, how each of the applications

af fect each of the sub-channels and channels, and/or how each of the
sub-channel s affects each of the channels. Again, the weighted val ues may
be assigned manually by a user 104 through the user conputer systens 110,
or they may be determ ned automatically based on data gathered by the
know edge managenent application 125 through the bank conputer systens 140.
As illustrated by block 1606 the knowl edge managenent application 125
receives reliability data for the predictability factors for, eacg'of t he
bank apphiteakiowslgdias: 2005 Thereforer apseciates,thaf| havg proBloms (v 1erpbvipe Hgients
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detail with regard to the ICI 800 tab, the users 104 have the ability to look at the changes in the
ticket over time to examine the process, failures, and successes in resolving the incidents.
Figure 10 illustrates the maps 300 tab, which includes the three primary types of process
maps that are used for troubleshooting incidents: the physical 310, the logical 320, and the
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score 603. The scores are cal cul ated for each application 606 by
using an ORI score-sheet 620, as illustrated in Figures 14b through 14e.
The score-sheet has a category colum 622, a FCl predictability factor
colum 624, an answer columm 626, a sub-category weighting colum 628, a
source colum 630, a format columm 632, a scale colum 634, and a channel
category wei ghting colum 636. The categories 608 in the category
colum 622 cover a range of managenent areas in production support. They
are the maj or nmanagenent categories 608 that are addressed with any
application 606 that is used in production support. Each application 606 is
scored in the know edge managenent application 125 on the bagt&@of each of

the cat drosactienab8i) pridves wanse dovsee $056@8 selgst (plisk-opRpnyasddhepamss HPhed
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throughggﬁ%ﬁ%&lﬁﬁgéﬁg‘?%gﬁﬁ% ppglpiﬁv process. | n one Eﬁnbodi_rrgn %leégge%?st
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y factors causing FCl's in the past. The total
per cent agfsmationtriiete tethc cleaisht, such af additionsl picorenior xhexpliening the sl5BEY B08 add
up to on -hundged percent (1009 . As illustrated in FIG 14b, the change

managene BETS T4 ‘egory's FCl predictability factors 610 may include: Are
t he procedur ds ofiembiodinientvhangn icopyin & pirtigplanreapiis glickesl ey sarePRdAYPh ABR-hanges

al ways algph%{n%gw t39[’}) appears on the interface display. The window 350 has tabs and lists associated
attributes of the element. The tabs relate to different aspects of the icon and the attributes list
information for each of the tabs. In some embodiments, each tab may have a search function, a
hierarchy drilldown free, and/or lists of information for organizational purposes. The atiributes
in each tab relate to information, including but not limited to, documentation, performance
metrics, links to other process maps, data in the knowledge management application 125, as well
as system requirements for the elements in the process map with which the window 350 is
associated. The navigation icons 360 at the top of the page of each map are used, in one
embodiment, for linking to other areas of the knowledge management system 1 and for creating
and editing the data located in the pop-up window 350.

The physical maps 310 display the hardware and physical details about a system. They
include the hardware components, location of the components, databases, servers, efc. of the
system being investigated. The physical maps 310 capture information related to the box (or the
physical hardware in the bank), transport protocol (standardized format for delivering audio &

video data over the internet), network devices, databases, service providers, location of the boz,
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Is there a clear distinction between a change request (e.g. upgrade
application, change router configuration, update firewall policies, etc)
and a service request (e.g. resetting a password)? Are there regular
reviews (i.e. at least quarterly) on performance of changes i npl enented
agai nst docunented key performance indicators ("ICPIs") for this
application? Are nultiple related changes grouped and then properly
schedul ed and conmmuni cated to mnin ze the inpact to the business users
i ncluding last mnute schedul e changes (e.g. unforseen del ays during

I mpl enent ation) ? As illustrated in FIG 14b, the availability

T s cEbefSrd S B SHER b chEHBIRCRER (B TR
yes) ?  |ilkRs achivd Vd. Gilciive) sthi@s)E By bRndreiganizatioR @ is Aesporsite Fomlpihlysica) i mpact
T rShbs oyt s oS ohPEE 8L 4PFEPRGS, PR
(e. 9. alypbfRs) afMibiledchon RIS Wetiofiar Sstefis| applidationf dndfk Elemtats.e agai nst
required aval’I!hgbillﬁlml*rﬁa)t{ion for a specific element in the physical map 310 can be accessed by
scrolling over or clicking on an icon in the map. For example, when a server is included in a
process map a user may click on or scroll over the server icon and a window 350 pops up
showing a number of tabs and the attributes for the server listed below the tabs. In some
embodiments, the physical maps 310 can have tabs with information, including but not limited to
monitoring summary documents (“MSDs™), change records, server information, and
petformance & capacity information.

The tabs for the MSD information provide links to documents and data throughout the
knowledge management application 125, such as, but not limited to the incidents in the
knowledgebase 200 that are associated with that particular server. The server may also contain
links to specific incident recovery guides 150, which are used in fixes of incidents associated
with the server. Links to the dashboard 500 may also be included in the MSD tab. The user can
quickly evaluate how the server is performing using the dashboard 500 to view the open
incidents associated with that server or application.

The tabs for change record information provide a list of all the changes made to the
server, such as, changes in the host name, as well as the service provided to the server over a
specified time period.

The tabs for server information can include operating system information, service level
agreement data, as well as other system information for the server, such as an application
inventory tool (“AIT”), which is used to track inventory related to applications, host name, box
owner, box availability time, and IP address. These tabs may also include links to contacts
responsible for maintaining the server, and by clicking the link the user 104 is taken to the
contacts 700 tab see the contact information for the contacts.

The tabs for the performance & capacity information illustrate real time performance

meirics indicating how well the server is working and the capacity indicating how much more
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with a viewto identify SPOF? with a view to optim zing equi pnment
(lowering cost)? Do you have procedures for monitoring, analyzing, and
forecasting service availability? Are there audit procedures in place to
val idate the ongoi ng accuracy and appropriateness of the nonitoring and
forecasting procedures? Do you have defined targets for the availability,
reliability and maintainability of IT infrastructure conponents (i ncluding
3rd party vendors) relied upon by the application? Do you carry out

nmoni toring and trend analysis of the availability, reliability and

mai ntainability of IT infrastructure conmponents (including 3rd party

vendors) to help identif otential future bottlenecks?
information the server canycogh'ol and store, such as gc outage t?me ofk ﬂsle' server and any up or

down time.

The logical maps 320 display all the interacting applications, the application structures
and interfaces, and the linkage between them. The logical maps 320 capture the application
information without any hardware details, including front end applications, helper applications,
web servers informatiom, including, simple object access protocol (“SOAP”) (a protocol
specification or exchange structure information in the implementation of web services in
computer networks), web logic, web sphere (sets-up, operates, and integrates electronic business
applications across multiple computing platforms), middleware tools, web methods, and online
support systems (“OSS”) interaction.

In one embodiment, the logical maps 320 interface is set up in much the same way as the
physical maps 310 interface. A user 104 views information about a particular application or part
of an application by scrolling over the icon or selecting the icon. A window pops up on the
screen showing a number of tabs with attributes of the tab listed below. The tab sections can
have some of the same tabs of the physical maps 310 and/or different tabs. The tabs can include
information for change control, tools, and process map review information. The change confrol
information lists all the change records, such as updates to the application, for a particular
application over a specified time pericd. The tools information captures tools, such as the
monitoring tool, log file, routing tool, and any other kind of tool launched from the application.
The map review information shows whether a map was flagged as reviewed, when it was done,
who has reviewed it, and when it was created. In some embodiments the tabs provide a facility
for search functionality allowing the user 104 to search for information in the knowledge
management application 125 related to a particular application, system, or transaction depending
on what process maps are being reviewed.

The transactional map 330 shows how a particular transaction is flowing into and out of
the applications and systems. This process map capiures end-to-end transaction flow
communicating or inferacting with different interfaces, including both applications and hardware.
The fransactional map 330 captures information, such as, interaction flow between different
applications, input and output from each application, process system flow, business function,

sequencing different business functions, and impacts on transactions to other processes. A user
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As illustrated in FIG 14c, the service continuity managenent 653
category's FCl predictability factors 610 may include: |s the business
continuity plan in standard format? o What is the date of the last test?
Have all outstanding issues identified as a result of testing been resol ved
or is an approved business continuity renmedi ation plan in place? 1Is there
a docunented and known recovery plan in place for each service area, in the
event of an unforeseen issue? Are there regular backups of critical data
taken and stored securely? Are critical backups of information tested on a
regul ar basis? |Is testing perforned for quality attributes such as

‘reliability, usability, and maintai nabi l'ix}a}/? ) X
104 views information about a particular transactional map 330 by scrolling over an icon or

selecting an icon in the map. A window pops up on the screen showing a number of tabs with
attributes of the tab listed below. The tab sections for the transactional maps 330 can have some
of the same tabs of the physical maps 310 and logical maps 320, and/or different tabs.

In general, the process maps further include support team information indicating who is
responsible for maintaining the process maps. In one embodiment the user 104 is able to point-
out the changes required in the process map to the support team, who receives notification for the
requested change from the user 104 through the maps 300 interface.

n one embodiment the flow 400 tab provides flow charts 402 from a customer interface
perspective, as illustrated in Figure 12. Tt is understood that in other embodiments the flow 400
tab can provide charts from the bank or business perspective. The flow charts 402 provide a high
level overview of the applications that the customer interfaces with throughout the bank, A user
104 can also drill down to lower level flow charts 402 that provide more detail refated to the
customer inferface applications and systems or view other flow charts 402 for other applications
and systems, by searching in the search field 404, using the drop-down menu 406, or in some
cases selecting icons within the flow charts 402.

There can be multiple flow charts 402 per channel and sub-channel within the bank. The
flow charts 402 are cross-linked with other customer flow charts 402 and the physical 310,
logical 320, and transactional 330 process maps, as well as with other sections within the tabs of
the knowledge management application 125, as described for the mapé 300 section. As
described in regard to the process maps, the user 104 scrolls over or select an icon in the flow
charts 402 to receive more information about that element in the flow chart 402, Again, the
information is displayed in a pop-up window with tabs and attributes within each tab.

Elements and information related to each of the process maps and the flow charts 402 can
be updated in the knowledge management application 125. Changes made to the elements and
information in the process maps and flow charts 402 automatically update any other process
maps and flow charts 402 or other information that is cross-linked to the elements and
information changed. For example, an upgrade to a server may be implemented at the bank. A
user iO4 updates the information related to the server in one of the process maps in order to

display the new server capacity information. As a result, if the server appears in any other
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As illustrated in FIG 14c, the know edge transfer managenent 654
category's FCl predictability factors 610 may include: Has
handover/t akeover neeting conducted with initial teanf? Has necessary
docunent ati on been conpleted? Rate the quality of on-boardi ng new

resources (bank and strategic partner) - 33 - Rate the quality of
training documentation and schedules Are workarounds docunented/ new
changes tested with workarounds in place? As illustrated in FIG 14d,

infrastructure and ri sk nmanagenent 655 category's FCl predictability
factors 610 may i ncl ude:

process map, the information related to that server is automaticalty updated to include the new
capacity information.

The ORI 600 tab is a multi-level corporate performance scoreboard. It allows a user to
drill down fo channel, sub-channel, application, category, and predictability factor level views to
evaluate the reliability and stability of the applications as they relate to each category, sub-
channel, and channel. Each predictability factor, category, abplication, sub-channel, and channel
is assigned a weighted average related to how important each is in scoring the reliability of the
level above. Therefore, the scores from the predictability factor level can be rolled-up into a
score for each of the category, application, sub-channel, and channel levels.

Figure 13A illustrates an ORI process flow 1600 used by the knowledge management
system 1 to frack and display the reliability of the applications, sub-channels, and channels. As
illustrated by block 1602, the knowledge management application 125 receives weighed values
for how each of the predictability factors affects each of the categories. The weighed values may
be assigned manually by a user 104 through the user computer systems 110 or they may be
determined automatically based on data gathered by the knowledge management application 125
through the bank computer systems 140. The user 104 assigning the weighted averages may be
an application manager, MOD, or other bank employee in charge of determining the how each
predictability factor affects each of the categories for specific applications within the bank.

As illustrated by block 1604 the knowledge management application also receives
weighted values for how each of the categories affect each of the applications, sub-channels, or
channels, how each of the applications affect each of the sub-channels and channels, and/or how
each of the sub-channels affects each of the channels, Again, the weighted values may be
assigned manually by a user 104 through the user computer systems 110, or they may be
determined automatically based on data gathered by the knowledge management application 125
through the bank computer systems 140.

As illustrated by block 1606 the knowledge management application 125 receives
reliability data for the predictability factors for each of the bank applications 145. As illustrated
by block 1608 the knowledge management apptication 125 then transfers the reliability data into
a score for each predictability factor. For example, for the predictability factor of “if an

application has a control plan” the reliability data received is either yes or mo. In some
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Does the applipation use any non-permtted ("NP") technol ogi es? (consider
software level: non permtted score by enterprise technolo d deli
(" ET&D" b . . gy an elivery
f ) (can be nore than 1 per application)) If yes, how many instances
of NP technology exist? Does application have renediation plan for any
non-pernitted technol ogi es? Does application have a control plan? Ws the
confro! pl an ugdated wi thin past cal endar year? Does the business inpact
ggg XZ{Z eX|Ist.FCI As illustrated in FIG 14d, the capacity managenent
gory's predictability factors 610 may include: On average how
close are current processing volunmes to the volume ceiling of the
application?
embodiments, if the answer is yes the knowledge management application 125 transfers the yes
into a score of 100% and if the answer is no it is transferred fo 50%. In other embodiments,
different reliability data is received and transferred into different scores, as discussed in further
detail later. Again, the reliability data and scores may be assigned manually by a user 104
through the user computer systems 110 or they may be determined automatically based on data -
gathered by the knowledge management application 123 through the bank computer systems
140.
As illustrated by block 1610 the knowledge management application 125 takes the scores
for each predictability factor in each category and calculates a category score, an application
score, a sub-channel score, and a channel score based on the weighted values of the predictability
factors, categories, applications, and sub-channels within each channel.
Figure 13b illustrates one embodiment of the ORI 600 home page. Figure 13b illustrates
the top level ORI score for each major channel 602; the e-commerce channel 2, the BCT channel
3, the DCC channel 7, the card channel 6, the MHEIT channel 5, and the ATM channeif 4. Each
channel 602 has an icon 601, and the icons 601 list the channel score 603 for each channel 602.
A user 104 can view the ORI 600 scores for each of the sub-channels 604 within the channels
602 by clicking on one of the channel icons 601. In other embodiments, the user 104 can view
the ORI 600 score for each of the sub-channels 604 by clicking on the channel name, or using
the search function 640, or drop-down menu 642.
Figure 14a illustrates part of the ORI 600 for the e-commerce channel 2, The ORI 600
for each channel 602 includes the all of the sub-channels 604 within a channel 602, each
application 606 that impacts the sub-channels 604, and the categories 608 that score the impact
of each application 606. Not shown are the predictability factors 610 for each category 608,
which are discussed in detail below. A drill-down button 605 is used to drill-down in the index
from the sub-channel 604 level, to the impacting application 606 Jevel, to the category 608 level,
and down to the predictability factor 610 level. The scores are calculated based on the
predictability factor score 612 and the weighted averages are then used fo calculate a category
score 614, an impacting application score 616, a sub-channel score 618, and finally the channel

score 603.
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Are there any known initiatives that will increase rate of growth?
(Initiative, Sales canpaigns, etc.) Are threshold alarns in place for

i ndi vidual services that alert staff about approaching maxi num capacity
limts? Are key conponents (resources) nonitored for capacity |load? (e.g..
Hard di sk, nenory, CPU, etc.). |Is capacity data constantly analyzed to
help in resolution of incidents and problens? - 34 - Are changes to the
capacity of the application handl ed through a fornmal change nanagenent
process? As illustrated in FIG 14e, the service |evel managenent 657

category’s 11:“% S(%rl'gsdé.rg tcglmllla{eH*OJ afch %E)ﬁlié&ign (330 bB/ %in‘édﬁn: ORI score-sheet 620, as

illustrated in Figures 14b through 14e. The score-sheet has a category column 622, a FCI
predictability factor column 624, an answer column 626, a sub-category weighting column 628, a
source column 630, a format column 632, a scale column 634, and a channel category weighting
column 636.

The categories 608 in the category column 622 cover a range of management areas in
production support. They are the major management categories 608 that are addressed with any
application 606 that is used in production support. Each application 606 is scored in the
knowledge management application 125 on the basis of each of the categories 608. The
categories 608 for the ORI 600 were determined based on an analysis of the where, when, and
how the FCIs occurred throughout the production support process. In one embodiment, the most
important categories 608 were identified as change management 651, availability management
652, service continuity management 653, knowledge transfer management 654, infrastructure
and risk management 653, capacity management 656, service level management 657, and
systems management 658. However, it is understood that, in other embodiments, the criteria may
be split into any number of different categories 608.

Each of the categories 608 have a number of associated predictability factors 610
illustrated in the predictability factor column 624. The predictability factors 610 are questions,
data values, metrics, or other factors which relate to how FCls occur within the bank for each
particular category 608. Within each category 608, the predictability factors 610 are weighted as
to how much each predictability factor 610 contributes to causing FCIs that occur within the
category 608 for the applications 606, as illustrated in column 628. The weighted percentages
are based on historical data analysis of the predictability factors 610 causing FCls in the past.
The total percentages of the predictability factors 610 within each category 608 add up to one-
hundred percent (100%).

As illustrated in FIG. 14b, the change management 651 category's FCI predictability factors
610 may include:
e Are the procedures for initiating, approving, verifying and scheduling changes always

adhered to?
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Do service | evel agreenents ("SLA") exist between LOB and consuner and
smal | busi ness bank technol ogy and operations? |Is risk rating assigned by
LOB? Does the current application design support the LOB risk rating/ SLA?
Are agreenments with vendors docunmented and reflected in the SLA s? Does
the SLA structure include features such as reliability, security, service
hours, support, response tines, turnaround tines, performance criteria?
Are there nechanisns in place to nonitor and neasure all itens in existing
SLAs? Do SLAs have clearly identified key targets for service hours,

avail abiljt rel i afll : r ' ndi 4,38 7?
As illustY a¥s,en(]:1'e|%n‘Ji E?glluélé%?ﬁlg# %?ﬁgéeg yas‘?éﬁgﬂgeﬁgééet xg%t a‘%%%ﬁgaﬁeg%%* ghdlgglg
pr edi ct abi | rduyerfcasfiguratic] Gpday firevedllptdicies, etc) and a service request (e.g. resetting a

password)?

e Are there regular reviews (i.e. at least quarterly) on performance of changes implemented

against documented key performance indicators (“KPIs™) for this application?

¢ Are multiple related changes grouped and then properly scheduled and communicated to
minimize the impact to the business users including last minute schedule changes (e.g.

unforseen delays during implementation)?

As illustrated in FIG. 14b, the availability management 652 category's FCI predictability
factors 610 may include:
s Are there any single points of failure (“SPOF”) (If not known, please answer yes)?

o If yes, criticality to environment of SPOF?

e Are availability impact information (including the detail of the impact of proposed

changes) communicated to the change management process area?
o s there a regular (e.g. at least every 6-months) review of current infrastructure against
required availability
o with a view to identify SPOF?
o with a view to optimizing equipment (lowering cost)?

s Do you have procedures for monitoring, analyzing, and forecasting service availability?

o Are there audit procedures in place to validate the ongoing accuracy and appropriateness

of the monitoring and forecasting procedures?
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Are tools and processes in place to automate or quickly react to customer /
agent inpacting events to provide operational relief? Are conponent based
technol ogy nonitoring tools available? (e.g. Introscope, PerfMn, NetScout,
Sit eScope, Myueue Conmand Center, etc.) -35- s the operating system (on
whi ch the application conponents are installed) nonitored on sewer and
client machi nes? (Paging, File 110, Network |10, Local D sk 1/0, Renpte
Disk 1/0) Are application performance trends nonitored and projected
forward to indicate when thresholds will break and projected breaks that

are alertedpy §':?Jr aef Jié'ﬁngﬁlttarggmxf ?neaMaﬂﬁbﬁiﬁf?/r@iPa‘Bhl:i& 3l ARAIRMR81TS @f 3y 0i d

service breaks om happeni n re conponent/ Applitcation interfaces
moni t or ed ( Alftastmiye cempoats{ieiidesg 3ri parie venders) nelisd fupere by the application?

e Do you carry out monitoring and trend analysis of the availability, reliability and
maintainability of IT infrastructure components (including 3rd party vendors) to help

identify potential future bottlenecks?

As illustrated in FIG. l4c, the service continuity management 653 category's FCI
predictability factors 610 may include:
¢ Is the business continuity plan in standard format?

o What is the date of the last test?

e IHave all outstanding issues identified as a result of testing been resolved or is an

approved business continuity remediation plan in place?

e Is there a documented and known recovery plan in place for each service area, in the

event of an unforeseen issue?
o Are there regular backups of critical data taken and stored securely?
e Are critical backups of information tested on a regular basis?

e Is testing performed for quality attributes such as reliability, usability, and

maintainability?

As illustrated in FIG. 14c, the knowledge transfer management 654 category's FCI
predictability factors 610 may include:
¢ Has handover/takeover meeting conducted with initial team?
e Has necessary documentation been completed?

¢ Rate the quality of on-boarding new resources (bank and strategic partner)
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Are customer experience nonitoring tools avail able? (e.g. Topaz, Online
Banki ng Monitor, Conpuware Vantage Agentless Mnitoring (Measure
transacti on response tine, transaction vol une)) Each of the
predictability factors 610 |isted above are assigned a particular weight in
t he sub-category wei ghting colum 628 associated wth how each
predictability factor 610 contributes to producing FCls. The scores of each
predictability factor 610 may be nmanually entered by the source listed in
col um 630, other enpl oyees, or a user 104 in charge of review ng the
scoring. Alte tiy h aetically populated by
receivi ng' i #fl{)egﬁ%g‘faglhy?fr%iﬁﬁg ﬁgé;u?%gp I ggﬁl %érl:% I'n the know edge managenent
system 1 or ArfRobariunéodauieniednstvelmngkd testedsvith warkéroandsdn lplacehe f or mat
colum 632 and _scal e colum 634, the scores ¥ be based g a " es"Pgﬁ "no"
response, aAsdlpsrated iadlfw 1¢ds the in %gftrt‘:‘étl‘}feaﬁ‘lég‘?‘ o maneRsaent %é?te%’é)é%

fail, ré&ﬁ&ébilit%&%}@ﬂ@y'irﬁ%de?sponse1 or sone other simlar rating

syste 't ens th multiple rating values, such as a scale, may have

associ at ed Degs thehappldatiomess tipe nbepernpited (TN tedmologiss? repnsider software

Pave note {1 bEOEPREIRAaE I E G SRRk B (B CET R B o

gi ven for auparitjetippdicaiirgyli ctability factor 610, in order to justify the

rating. The text _and notes fjelds help to create yniformty in the scoring
across the chahnHi¥gs, howzgany instances Bgygﬁ?:ﬁ Blogﬁe’flﬁg answer to the

predi ctabi | ity aaEo831i04Rn Halle féﬂfedﬁ.l@il%&glam&tanyt&ﬁa)@ﬁﬁﬁbéte@mdzbéiys?f actors

receive a score int answer colum 626 of zefo (0) to one-hundred (100)

percent. The score of a particular category 608 for an application 606 is

based on the sumof the scores for each of the predictability factors 610

in that cht éﬁ?@*ﬁﬁwywﬁwygacﬂyﬂgﬁ&m?actor wei ght listed in the sub-category

wei ghting col umvwrRfke control flas GpdatRiWigklh pRA calemdar Yo7 1 nvention, ot her

scores are used along with the predictability factors 610 for each category

when determ ning the application score and before the application score is

used to Calfﬂk@&%b Qﬁe%%9'&R§H£§$s§@Q9Channel scores. For exanple, in sone
LI ON Tis and ¢

embodi nent s “an applrcati control assessnent tool ("ARCAT") is
utilized to determ ne an ARCAT risk score and an ARCAT control score. The

ARCAT risk score is rel at t.o i nherent applicatjgn risks. e I.risk
Score |5 detsrHRmEirb Sk g eGP S e E o DeeeRr s BGT P
applicq&ﬁ&gﬁl@ﬁﬁ?hﬁﬁmgysiness i npact anal ysis, downstream applications,
upstream applications, transaction rate, data volune, recovery tine

requi rement On peirageehbw alabacare carrentsproeessing, vadurdesptd thec yolume LeilingeointheAT
control score]isfaqﬁnasure of the control an application has over various
ot her systeﬁgpg?lgbplications. The ARCAT control score is calcul ated based
on how the application is related to business continuity, technol ogy
architecture, platformor environment, production stability rﬁgul ry
conpl i ance, Asedhereanypknaves initigihygs that ovia MCEiases & aft §rowih e (IRIRAIG G1aleSt or
each applic%&hpﬂgﬂpgc e reduced to a percentage of the total score, and the
ARCAT risk scofe aﬁJ' RCAT control score may be added to the final OR
score. For exanple the ORI score for a particular application in one

enbodi ment may be tiplied i ghty. percent (809%. The. rnesulting,score
may be adtiedt denehitalne i miee Baa Vi GRatesoRler PO SFH winBls)
basi s, and hgghﬁﬁgeaﬁﬁgyhﬁﬁ$?score, measured on a zero (0) to ten (10)
basis. The final score is still out of 100% but now includes the

addi tional factors of the ARCAT risk score and ARCAT control score.
Furthernore,, as illu ' ' ' col Y-Teda)
channel , an&“F%B%8%%8%%§%§ﬂ§g@%£§S%§®%§%ﬂéffﬁﬁé@£§%?gﬁ% 'gggégégory m%ight
related to Igpwy,ketee). category 608 for each application affects the occurrence
of FCls in each channel and sub-channel in relation to the other categories
608 within the application. For exanple, as illustrated in Figure 14b, the
change mapa s VRl z hasH6d indidé bMembv e

per cent (QSgggﬁa%P%%ﬁ% eskg?%ht ;%9%?ﬁgﬁgg$&ghanne“néd?gs%&gﬁty per cent
(209, etc. Also, for the avaiIaMIit3}4'




managenment category, the category weight for e-comerce is fifteen percent

- (15%, while the weight for the BCT channel is twenty percent (20% . The
sum of each wei ghted average for each category in one channel equals a
total of one-hundred percent (100% . Therefore, category scores 614 for
each application are nultiplied by the weighted average for each

sub- channel and channel and then sumed, so each application has a score as
to how it inpacts each sub-channel and channel. Therefore, as

previ ously discussed, the category score 614 is a weighted average of the
predictability factor scores 610 listed in answer colum 626. The
application score 616 for a sub-channel or channel is a weighted average of
t he cat egor Ars crhaeges 6tb4theocapiabitit odipihe | applicaiont bandéeslc threugh- ehtommel change
channel . In other enbodi nents, the sub-channel score 618 may be a weighted
average of {RBAEEHIPFRRET0n scores 616 for that sub-channel. Finally, the
channel scores 603 can be a wei ghted average of the sub-channel scores 618
or the application scores 616 for that channel. The spor?-sﬁggts,GZO
for each appisiibustiaisd i BHG.Jdeheisareige fayelmanagemat 654 Griearyy s &Gl prdictability
interv . needed basis to exam ne the confidence scores of the
channe%%%ngﬁgggﬁgﬁﬁé s, and applications. In sone enbodi nents, the scores
for a paréi Ol sgrviepevet agteemeots CELAGD ryisabetveendiPB cendocanssmbyj end smatlt er
expert or appl.icatiqgn nager at varioys intervals, in order to rem nd the
per son taskBHS‘WSPha'g‘&ﬁgﬁnﬁﬁi%ﬁé‘nglﬁﬁ rgﬁ?‘?r’é?ld to do so in a tinmely fashion. In
ot her enbodi nents of the invention, the nmeasure tine is tracked, and al arns
and requests for updates to the predictability factor 610 scores are sent
to the propdsriskmptinyaseignedbyh@B8?sure the scoring of each application is
kept up to date. Access to make changes to the predictability factors 610,
the associ ated scores, or the weighted averages may be restricted to only
those whos h@Rs BRRGrraHtaphlstich Besi@ wPport the IOB aisleratinSdiATent , col or - coded
scoring is applied to each scoring level to give a user 104 the ability to
qui ckly identify the channels 602, sub-channels 604, applications 606,

cat egor! 6 A norRlm e VARlok doeuhRfitl bild Rtk B @S agoCept abl e, i1
danger of fal |%§, or tarlrng. Scores greater than 75% are assigned a green
col or code indicating that the associated nmetric has passed and is

accept abl e. _Scores between 50% and 75% ar e .assi ghed.a vyel |l.ow col.or, code
Pt Doat S SEGE HeE TRaues SHif a8 DT FETRh i bHEH o be

moni tored clg resiRE BhcBhiAWouRAimes, PeASTBRE Eridriaed col or code
i ndi cating that the associated nmetric has failed and needs i medi ate
analysis to determne a fix. The contacts 700 section, as illustrated

in Figure 15, i.s a reference tab for .findi e S -] tion for
the teans, thr?éef echsnsie & Blfwect nrg (Ené%){ ?%%ﬁg?sg&cﬂi}?ﬁ?%v@%gétdﬁ%%?%lg%at ion
contacts, as well as other contact references. As with other tabs

t hroughout the know edge managenent application 125, in o,e,ﬁnbogigqnt a
user 104 talodPLAs hgvmaleptly idantiBied kay faigets doeserviee howe ayaabilifm fetiabllitye |
to the appli i c 204 ew contact information for

vari ous errpls8 é%gﬂm#ﬁéghgg?%Tgﬁggé%&ﬁgpﬁgqdomn to the levels by selecting
the nanes or title of various enployees in the different channels,

sub-channel s, or application |evels. Alternativela, . Juse

t he contact Asse’glPEtF?Q‘%e'é’t ﬁg‘éreg](flf’ ﬁ\g AFER- ‘6‘89&%"'??8%‘11@?0%?&{@#’?% . i)?éldbée{%%{%n&c
cont actgactors 616 @y igeldde: i | | ustrates an exanpl e of a contact display
interface 704 in the contacts 700 tab for the online banking sub-channel of
the e-contrerioe teplarand| prRcesTaseine placaide agfAmAtRPT | qHGIY aeast 1O £upgaIer pgent
sections, t i . : he manager contacts 720. The
executive cgﬁ?%%@g%%§ﬁ$%ﬁ%€%gﬁ5ﬁ?%ﬁgaﬁﬁgdﬁierarchy point 712 (or the title)
and the point of contact 714 for each hierarchy point 712. In one

enbodi ment the hierarchy point 712 in_the execut] contacts 710 section
I'ots. ¢ hee ¢ A SOmBaYErLRAn s DROIOBY BobiePram LI Ter Gt i rRcoms: BTN IEbco
producti on sWpRQLE, SH8esd XueddohiBnd EeRBRLRYY architecture and

operations executive. 35



The manager contacts 720 section in this exanple displays the contacts for
shared services, which includes the internal bank production support
partners. The nmanager contacts 720 section lists the same information as

t he executive contacts 710 section but on a |lower hierarchy |evel. The
manager contact 720 section also has the hierarchy point 722 and the point
of contact 724 for each hierarchy point 722. In one enbodi nent of the
manager contracts 720 section, the hierarchy point 722 |lists the | evel one,
two, and three production support managers, the websphere, the unix, the
di stributed performance and capacity support nmanagers, the domai n manager,
center of excellence nmanagers, test partners, as well as a nunber of other
managers and t he enpl oyees who work bel ow t hese nmanagers. The inci dent

recovery gy (igl“ihe J,g{}am%*ggsténﬁl Ednd@fdn thé SPpBbaion @bmEINRAE aRiResle®imdniereivaw edge
C 1 0

managenent appl i 25, 'indicate that_a specific hierarc ojnf 722 is
cont act ed i n sewerend client madhines? Gagiag il 10 Network H@n‘t"."aﬁsl ]’Fﬂ{?’ ]?‘}él'“‘g‘?ia%ff‘ded to
send the userh04 to the proper contacts 700 tab. For exanple, if an

i ncident recovéry guide 150 indicates that the incident should be brought
to the attention of the |level 3 production support manager for shared
services, a lj L 2GS brend® geate A 6 indRBteSARhi ON

i |l ustrated ﬁ%@ég@%@%ﬂi%%ﬂﬁﬁgﬁﬁser égﬁﬁ%gﬁ%?hen gﬁﬁﬁﬁthe ?%cident ticket to
the proper | dhreshoRlspilbthealt andrprojentasidreakathabaye plertedwighysulicienh Bmg én fler B
contact 724 b Roncrstom i a S B AAIEO Sabalin? ar chy poi nt. | ink may be
provi ded so a serl%%ﬁ can view a hierarchy map by selecting on the

hi erarchy point link. In other enbodi nents, the user 104 nay view t he phone
nunber and enail of the,contact i VGld ckin n . '&&gg in the
poi nt of cﬁnggstc?gﬂm%gpﬁﬁﬁcgﬁm %ﬁé@pg%oygsh%é% ?%ﬁ,cggﬁF&%H??&gted in
Figure 16, alAraswvdrhbnterfaess)the capability of extracting reports fromthe
incidents that are tracked withi-n the know edge managenent application 125.
A user 104 can create, receive, and send a canned or customreport through
the reports 74Q &mbmelexpdrichkzt mahieding ntodls gavaibabled, (etghelopag i Geime Barkgnat i on
report generator, 7 can be fjlled qut .to.cr. ] report.
The reports 78eMP% 3W@3§?nkg%$ﬁgﬁ?%r %%%8%%@@%%“?g%%ggﬁﬂ%ﬁﬁgﬁgﬁgﬁic
tickets by entsgdctich ddn@nd)) tle 752, the start date 754, or the end date 756
of the incident ticket. A user 104 nmay al so popul ate the incident ticket
nunber 760 or problemticket nunber 762 that they want a report on. Users
104 can al so EukRaf fic hRdRibiitpaster 410 lisied aberverd dsyigredta pagfichioy wrighgs tiene,

two, or three, the status 764 t he .inci dents. t [ 766 of
t he inciﬂ@ﬁ?@?manﬁm@#@m%Sﬂ?ﬁﬁe&kaﬁﬂm?ﬁﬁﬁIw@mgPWéS%Sbg%§$?§§ﬁﬁg?%%cgghd

oper at i Opstfusds 36 @R d¥ERg FCB. NElwrscored ofieach predicitapilite fabtor 610 magtheavasgallphat t he
custom or canned. report 770.10oks |jke after request is.ente i ne the
reports §ueed by the “IF%B@F‘? I%Sﬁ]flﬁ’?ln@t I‘?glef ﬁFlBE’Pfeaeﬁ grnaeur?%re}@dinl %}ﬁgﬁe&

i nci dent rdvidei] (%nﬂé is€0ing € Piiteinaf @il thd suored Tilayi Ire utrematicaliyvpopulated diyirowiviig? of
the report 77Q. The causal .infornmatjon 780.section illustr w t he
i nci dent I&rEgten drom, e ﬁmﬁwPH@Sd?ﬂbfﬂﬁrﬁ s 5?@%?7§f?§?%2{gﬁd%£$m§§ent
782, andgddutdradybiath® 140Tp A6 tillkbdted Dethd fpmat cdlinfun 632 ki scalko@hewc 634 1thd ay's
out the inpacted channel 791, inpacted technical cutive 792, 1

¥’

X . th
i npact edswos Ay hated pgR “Yf’%é)rdg%g‘}eﬂ’ﬁﬂ?ecals B ’fgﬂ ’8Frcf’}§%gef”r§pné'g’t%erand t he
In_urrber (ﬁ}angé;bﬁss?)ggail, Pﬁi%ﬁ, xﬂ%m,lﬁﬁim}}wgg@mﬁpﬁk séglemhzﬂﬁnﬁlﬁmﬁngfsp%m. Ratfls al so
ists the Issue . the custoner i mpact ed, t.he, rest.o
i nf or mat PR myligle faingevauey, sugh §s tah‘?‘?a]reeg’gyta?f’}’coﬁgs%%edo#exf h’@{ ?%ﬁcnlefﬁlglﬁat bestrne
reports 240k forl Virgatht YredRb®IlRg fdiok 610.S B kaie extedithdintse theenargahen620

reporting and are reviewed on a daily basis., K The . .
P xgnay have note fields allowing users q%4 t popu?ate why a particular score was given for a

particular predictability factor 610, in order to justify the rating. The text and notes fields help to

create uniformity in the scoring across the channels.
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reports 770 can al so be used for nmetrics collection and anal ysis used for

driving the strategic goals of the bank. The 1Cl 800 tab, as
illustrated in Figure 19, is where the incidents are tracked from when they
are first identified. Figure 18 illustrates the notification process to

deal with an incident when it is first found. The first step in the process
when a production incident occurs during a production process or on a
production systemis that an error record with information of the incident
is sent for storage in a database, such as the bank database 130, as
illustrated by block 1810. In sone enbodi nents a user 104 receives a
notification, through e-mail or sone other c iication that.an error has
occurred. Af Bspendingeqn, the Auswerop; 'E'F c?é‘?di‘%%%w %%@@e’r“r TP BPELEF ve

moni tor i ﬂi&ii&t&iﬁmg $5ford RécioEEohas thd swedRases2t @f zao (B 'o brshudret (1083

illustrated by block 1812, After th ser 104 j.depti.fjes,a new ingident,
t he userpergat jTheators placparticular calepary, ﬁ%@@ﬁﬁ@%ﬁ%@hﬁ%@d@ﬁ@%%@% ani ni ng

the errqp,eeRRhchi df thdfedabiniig Taoors 510 inl thiftcamfed niultighed b theGastor vatghe t he
issue with the incident is _identifi ﬁ%%the user 104 searches the

| mowl eddistrddnthogeb-sagagory Weighbipg e At dent s that have resol ved the same

i ssue in thg QAR emidiniehls &8 tHedh @b otiensoons aliik6d albfig whik thegeedictabllityi nds
that the there is in fact a _related j nfbi‘ dent, ..t he use&bf]:l,[04 ril #.s-.dovvn into
t he i ncifdetors 61@ §aepchcategery When dpfspmiping fheappligation.jearcagd PR PPIEHORs o) ved,
as i |l usfpt Rdude i @oanske 4R Gub-dHaniel Qinit NGHiafk@N tscbrio€ k eFori exampipliv exdmand

cl osed-out then the user follows the procedure ougllﬁ‘ggﬂ |1,;;5 t he,... ¢

knowl edgehedinentsoan gpplisatign fisksiand pentiob asteyimenth, &o9 ATNG giied 9

i 11 ust r aj@limidedn AR A 2Bore HtPalSRCAT Qdntroyeotd. OEHe ARCAT tisk scaisierelatedn t he

incident Is resolved, as illustrated in the ‘ﬁerni régy on.bl.ock 1840
Fur t her ntorisherent applisafiop gisksy TassQR{CHL Jisk 5e0re Lpreterput ﬁt%b‘&ff‘@ REm {gi gent
i cket fauadelbida ihnd BEHLARACHRACs 2RAinkis! ipasyanaliel! downakeanlioationgn f ound
during the process of closing the current incident reéaort, in ordg{r to help
subs equesnstrepse raaplicationsg tapectionn ity rdals ¥plugye, ToreYB e requirgmenty, | 5ot o by
di anonds &#@e , addipriviE daleThé AR CzaNEsdtrof 4o ifa fehsaiead thewhmsnt
ticket ol%a}t e %aﬁﬁt@, 'S ?ﬁofk@r esol ved, the user %'gdfélk%g} a neﬁl i ncj dent
ticket ian applipation bps gumy, vagavsi otharsystgne ar RplipIIoRR 1894 55&?‘5“’ gpore 18
illustra LG JRBIB rd1REd lhsines balBmbity, keluRlicuy afthiteire, 104 can
ent er anéa?cﬁéﬁirﬁﬁ%%ggft%%?%%pt her@;“ new i nci dent"” _bltj}itgn_S%gf in the . C 800
BS

hone pagelatfm o1 FnyPREBERdPIOgU i regylgtory, CompliARCRy PUSIESS PRSPt t he
user 104%&&%%@?#%'[ AR ORCIHRThr dabif iPlicatioh BR b8 Kiucelio lalpbiesitiigdiof thel N
t hroug o nmb

Fi gures n sone enbodi nénts the know edg n
appl i cat fotah scpBs anhihe pRAATdskscorg erd AREATRniTel SPefe may E’F EW? &gﬁf‘”glﬁgud ata

in the egf t ' i fc@fionl B0eoneSetbdafient @iy eobl em
ticket n%co érﬁﬁ%ﬁggv‘g??%ﬁ%g%%gga@t&é%??%e 8013 211'15 wel | ﬁgrs]&%ggo ot her

i nf or mat imolipliedity cighty prcanb(3A%). Fhe teeiliing ssoremay b pddeidiby ARCA "$04 al so
has the %Q&L#ei%n%%l%%} oo A9} BiR, ARiné AREATESINBEI dcbre! HEasinBd bl RE0(B)CKet .
Therefor€, after a user 104

creates anew ticket he/she can enter in or
change t totem(1Opbasin {The fisal sgare js stilfeout af/KI0P4, putgnoy inglndes taecadditiopsl fyciqrs ?l‘igrrber
814 (theyn [ r I rt for identifying the production
i nci dentth\ﬁ}]&girﬁpq%ks ?f‘é‘%glﬁ éﬁt%ﬁ%gﬁat he client inpact 815, ng?éhe
status 809 dfurthérmote, ek dlustrated krethaisgorysvaighting columneie fash éh-?ﬁ%’ Pdent

Ui cket they, R S8l SHLniRE AR B :AReb iR el tolvand Bledangostibcket
when it T's receive y themor When i1t reachées certain mlestones in the
process eachapplicatianaffetts ieorenrents ofECEsiig eaghrhanns] wd sunchineel inestignigdbfed 817,
restored 818 f ! ﬁﬂﬁ . trdtd¥6in BERFe 14840t OG8ed he new
ticket i “{aheg&?eélﬁbg , %ega})gg%?%gﬁb?%ﬁp&s%?% pag?ngg%f ui del i r_lesgfor
escal at i managament| Weightrfat e oyornerck chamgl 2Tﬁéw‘i§’é)gﬁ?‘ﬁ:1p§€ﬁnélgﬁ‘yﬂeé”hﬂlél¢e t he
user 104, b t of. LGl , efVhO e Hlab r med
of the i Hf&gﬁiﬁ% ?‘E %Qg c@%ﬁﬁn&n%‘%%’ﬁg&%‘ggﬁ%g%gu?%cl?ﬁg’sd)zrﬁelelagcatgﬁgpi n the
incident recovery guides 150 of the plgyboolcs 100 tab. Next, the user 104
alerts the level tw (2) paging list for the incident, as illustrated by

bl ock 1826. In one enbodinent, the level one (1) paging list is the group
of people who are first notified of an incident The | evel one (1) paging

| ist basically serves as the first help desk |evel used to troubl eshoot any
basi c problens. In one enbodinent, the level two (2) paging list is the
next group of people that are nade aware of the incidents, and are usually
tasked to determ ne the root cause and fix the incident or provide a work
around. Finally, the level three (3) paging list is the group of people
that are contacted when software code needs changing to fix a particul ar
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for processes that help resolve the incidents, as well as existing data and
history of related incident tickets. These tabs help the users 104 find the
appropriate resources fromeach group, and determ ne the custoner inpact
for the current incident ticket. As illustrated in block 1856, the user
assigns a severity level to the incident ticket. The severity |level 812
hel ps determ ne the process taken to resolve the incident, as well as the
proper individuals to nmake aware of the incident. If the severity level 812
changes throughout the resolution process of the incident ticket, the user
may enter in the severity upgrades or downgrades 820, if any, over the life
of the incident ticket. The histqry of any severd chan re, recorded in
PR Yol

the seveRmagengslraieron thearRifsgwa ifes et B 1BST" PFRE o)
enters aylpitabr S8BT Hah@ iSHRnHNRrRAORITIN ThS sum pf baeh vi#shtddrdverafd for _
incident trcket, as illustrated in Figure 21. The %Eﬁ"@f ,ﬂ%s rlptgon 822 is
a title ek ergery i ont direes! srelsiaiptalpiofs s GHH e TSR E1F8 B Y bl em
descri ptcos 82850k Sach a?ﬁcﬁidi%@ﬁahlﬁ@ﬁdﬁ@%& Phightad aferdgl forpaci¥ubthanne! andf t er
the severity level 812 is deter ni,ne,d he MOD lif determn i,on_on who

B LIPS b e
t he i nci ¢hentiel axghensupaned siorach Riicaion BasA79oryas 1o HoF L mRag!s gacp spbphanpqlo
i nci dent yyi-f&@E to, as illustrated by block 1858. Thereafter the MDD
escal ates the incident ticket to those |evels, fﬁé Al usér t ed b%op{h%ck

1859. AfThemgiores gprprevionsly OREvsRRSD thescatrgp, 7P 4G 1 A | 418 e user
104 and goyonerador 26rcMeTd hiasd Bl dneretycormGnb. cThe dpplitatiok edoré 616 foegi n t he
step of "anal yzi hg and researchi ng the jssues associ tﬁ% %h 'Q@ﬁgi ?ci dent
ticket bsubehinmgl erichanmakis gneighted aNerassRfdhg srtqeny %Eﬂ'mﬁ & ?PBB hor

appl i cat L@ li2hanAd dr! dhbkslel At GeHRY ehbbdilhedi§Oflc sUhehantdrscdf418ansy Bayone
notified of the incident ticket, may fill oué {ihe fig‘{aﬂsége%gin t he

pr obl ensweightedricrrge phike ppRIRiEanscRses ¢10dor et yarbanprle \Fially,dhgghgpne) rores

I dent i f ygia0.ah g aa;pé;glﬁa RErahd16r BE kf-chafiel scold¥®18 Gk ttRQPphiation fvresldis fdry t o
store the history of changes nmade to the incident tickets, and store

i nfor _rratihét_rvhmel-each field fromprevious incident tickets. Thus, the user
104 fills i (f;rhE REorBRIRERRI203bE e;idheip?ﬁcaﬁ&l tRebé Dpdaanh redlale] difigopgiddic
pre-stored drop down data, or if ‘there is no associated_rel gted. data the
user 104infealsyen gl Aoyasi neeged; basisa sxaRine the of  SeqigR, of &y chagoels, sub-

encour aggghyhd Uhd bbARaddAE 1A Somb hB6dimeek 0a8 ot for RegRitalr applhtndar di zes
t he | anguage used across the channels in the incident tickets. Thjs, allows

t he user eatepory are eiseniled o 4 prbisct matiRy oxpREt proapplication, rapageh Pt PO RS He

i nci dent 4l d fhe Persbr Bl Wit RORRAting that ficldFo 4 il 8 Gtrslyfhioal &n ahél yzi ng
t he inci%tg%llﬁgt ey rrg;i} add information to the incident tjcket. Wthin the

i nci dent embpginentssefdhe igrentign the mpasyre tigtedy tagked; @GI and requegts forspdales) ect s
the aff e&%ﬁ%@ﬁﬁ@ﬁﬁﬁéﬁa@&ﬁ#@%ﬁ irk ki 4010 \;;V_&?ert pISHRE o halke SUL 11NasR] S

usi ng the sub-chann act button 832. hin each of _ these chag}gl s 831

t he user ofladh anplicasion ésrkepiin taalatsu rdvsessde mplg changssfesthe pipdistabilingfagipps 019, each

channel e ' oI GhayHeaadtmuttd B33y tbdehelio hdvk bsdnr at es

how t he gﬁgﬁgﬁ%&%’ gl}tgggﬁb g%adown vvi%tyﬁ:i;en each chany;lel and0 sub- channel .

The usergi@ddeleagapcti [ |s in the affected application and functionality

section 834,, g éﬁ%dﬂ%nh%oﬁf—@@ée%%cdﬂ%&%hippmo% dchidedend td gived 4RE10ang t he
h C

applications I'n eac annel and sub-channel. The custoner experience

secti on B@%Hbility fopinkht identiky the dhamnsisiR; Bi-channsls@4¢ WPHEFNORRI0; FRIGEIETR i s
affectin J a, 4 i riiNEnE USEREer

base. Thgo%ggp%%ggﬂ?%gac%%d;@gs t he Btggigg?%pﬁggladqu%g%rbon 836 that the

i nci dent gieatet thyyeZ% g assigned A greay coler qode indicadng that he agsociatsd inetif hag passedy

parti cul : r T oy LG LaRacd lisdidaGhs fhed at

t he end %dlgﬁégﬁ%écﬁ&%ég&ﬁng%%ﬁaﬁdé iui@stgﬁt&%%yt ot al h%%(l?dg, DCl sé,; AM s,
and PHLs theassoeiateth metrierinis| dangey of fainglendh showld be monjtpred glosdy. Proreshele¥0ron 840
of the incident ticket keeps a running tab of communi cations between users
104 trying to resolve the ticket. A user 104 enters a title and description
in the CommDetails 841 section, indicaking information related to resolving
the incident ticket A funning tab of the conmunications 842 is kept in the
description section 840 and nmay be edited or deleted as the incident is
investigated. Also available in the description section 840 is a work
around 843 section, which allows a user 104 to descri be how t he problem can
be tenporality fixed until the root cause is identified and fixed. There
are also restoral and resolution 844, and root cause description 845
sections that a user 104 populates with information for identifying and
fixing the root cause of the incident ticket.




As illustrated by dianond 1862, if the root cause is not identified at the
initial level the incident is escalated to a higher |level for nore
expertise on the incident team as illustrated by bl ock 1864. Thereafter,

t he team anal yzes and researches the incident ticket again until the root
cause is identified. After the root cause is identified the incident team
inplenments a fix that addresses the root cause failure, as illustrated by
bl ock 1866. If this fix includes a request for change ("RFC) form which is
used for nmaking a system hardware, or process change, then the RFC nunber
846 is included in the incident ticket. Furthernore, the incident duration
847 is populated indicating the tinme it took. from when t ser | ogged the
i nci dentar sdeneA e rioepledgxienadisggetint Hsppsseciaisdopetss ngﬁ‘l’duﬂlfg ng f or

t he i ncideiatd mkiGhis WaRteh#@PhiEki ed. A link to the RFC ticket 848, as well
as the MOD contact information is also provided for_followon_inquires by

the user 10Zhe contagky 70 soctien, of illysgatedin Eleure: B 13 A efiease @b Son Gndi te up

for the MR Arg‘ilﬁfﬁﬁﬂa'u&g £FROME teis, AR gﬁﬁﬁ td/ 60cnbiget msfaféamevtalb Chfificatief
illustrated ih block 1868. The ‘user fills out_the her dgﬂall section

850 and eoniacisowt welhas etheeqniash fﬂé%lcs# P evithh ethgrefabs put the,

details g&&&t o9 193! B @B eibodhRAS a uSdr 104 REOBHIEAdWN FORI tie 815&11161“ cket
asmgnmant

per manent resol uti on 853. The problem s
section 1@%61 nemlsab@hﬁumlﬂweﬁ i the ARpLiPgion el Exgriss fo %Wt%@taﬁr"btgggwf’% urred,
what th t gﬁiég%e Orﬁerxﬁabﬂoﬁ%ﬁﬁ%u—w@n By @B IR8k bg@eieduh £ dRUafRe 8 @fe dfhe
oo In

troubl es ysis. The ticket assignment 852 section descr es t he

technic avanp@eamm@@pbw@b flifferest chaprels, snbrehanals, e anplication Jevelph hljga
resol utign uﬁgoﬁﬁﬁ ‘uﬁé‘tbgﬁéxﬁédt R&ScHt Sl 708 lor Gfb{p%% ikdnu 708 td fixd 591566%6

i nci dent. er details section 850 also identifies the tools 854
used to @m@wb the incident. The identification of the tools utilized

| el udes, D1 Bhalddyh Subfle of fnblota iR insaek Ain i @hios T abLSer

104 consulte ebase 856, and an attachnent area for any files
857 t hat foptheentinabankisg @mbﬂ@wl phtheiecopprerqervhanmeind. | Thy cogtact displayfaterface

enbodi Shak W Secll izeg&&el Al ugm&@emamﬂ@mmagepmmmbcme,@uﬁm user

104 to the tools uti I ng not limted he inci dent

r ecover yoogtacd40 setion Kets therhierarchiepqinta}ig dottbe 1itle) andibe poirti of sAntaqt 74k s used
fromthe d,%% &@1@&9@%@ 9 %019, @%ﬁbo%mmtﬁ@m&@%, BEHEPI 258 Gl BB cdrac SO

popul at et 4 arter the incident Tix is determned. In the root
cause setid sg¢t1086€$ fiiceshnelogy eroantiveDredubtion SUpPROTEGXARENT, FOMIcEcePEEFtio8 861 by

answer | N obliPelcBld @A MGRIbE EerittliBieandblrddifs bbleS o7 | 0f nal e 862 whal

event cau ure i ssues conpounded the inpact of the
initial fai /TheeagapepcontactsJResqctiothin this exampbhdispips the canigets frs shaged sgrices,

t t
of Pai Ty R gtk R AR Rl ipbdrplBab TR il *ﬂiﬁ%‘ém&i’?‘%"tﬂpﬁé "
failure BfSthe lsmlemfmeumsm eecutivh spniasiefto seationdut ope lovgr higrarcigrlgvelt he
user po%ﬁg@é@n&a@gt@g@n als \AE wgﬁgg%é%é@ O;@l@bzﬁ R e S6int B éda&cé?@a

secti ons ounded the i rg)act of the
initial foaichakr Eerd®by pome'lzzsein o eminsirhent of thehmanageraeontr@ys) 720 sgetiong #i

hierarchy point 722 lists the level one, two, and three production support managers, the

websphere, the unix, the distributed performance and capacity support managers, the domain
manager, center of excellence managers, test partners, as well as a number of other managers and
the employees who work below these managers.

The incident recovery guides 150, the incident tickets, or other areas of the knowledge
management application 125, indicate that a specific hierarchy point 722 is contacted in order to
resolve a particular incident. A link is provided to send the user 104 to the proper contacts 700

-239.



cause owner 872, and the consunmer and small busi ness bank technol ogy and
oper ati ons assi gnee 873. The user 104 also fills out the action itens
section 880 outlining what needs to be done to conplete the fix of the

i ncident Furthernore, the incident ticket also has a conmmuni cation history
section 890 that keeps a list and tine stanps all of the new, edited, and
deleted information in the incident ticket. The incident details are
then saved in the bank databases 130, as illustrated by bl ock 1870.
Afterword it is verified that the incident has in fact been fixed in the
system as illustrated by block 1872. Thereafter, the user 104 can cl ose

out the issue as illustrated by block 1874, The f| nal .co I i 0

regar di righ-t Fes cxampleidian ingdenpreeovery gwie IoPindigatas thahthe Wdéﬁ%@ﬁ ﬁ%ﬁ‘i"?ﬁﬂ as

illustr athge htRnfibPshe R74 3 pHBRRtS P W@@MQM&E&eﬂ‘W@WIﬂcMMSme ts
i

the incident report to the know edgebase e the incident ort is

stored fwer Yodttofhs %&?f%?ﬁ%t%%%dwgétﬁ%&ﬁiﬁﬁeﬁﬁrﬁe&sﬁ’t %@F’H?ﬁ
Any user gl Qd; fehalckBas mésaﬁﬁ‘a&sle&mqa&mumts& ot Batiaferliefe® (B beift dfitomact
particular ticket can pull up the ICl 800 hone page as illustrated in
Fi gure 1Q4cphamyser 104 may search for tickets wwthin a particular date

range 802, qs&n@&ﬁmﬁn&% hﬁ?al’&x&'ﬂoﬁxt%ﬂl@ma?fbetﬁ‘o‘hdlﬁl@ta BYFOEN caB0Bew dhe hone
page lists all of the.incident tfcket nurrbers 806 mat_ch tﬁz%search

criter | chicraeshyigtap by selecting o the bicarey point ligk. %Sfth"éﬁﬂ M&ity 808
for eac J&ﬁinﬁ)%dtehﬁh%hhewﬁ&ft ECliRR o&ﬁénwnewgtediﬁ% t

ti cketsh¥1 egﬁ‘ltilln by clicking on the§?1|ncllk<% nu%ber of the incident in the
i nci dentoftcpntR@t?% 806 col um. The know edge managenent system al so
has an acadeiy T%QHS $%hab %ﬂl&ﬁéﬂ&ffﬂ%ﬁﬁe m alfh G4 Hh8 usf the CagabARAEEGKQRQ IS a

cross functional® training forumfor prod uct i on support associ.ates. _|n other
enbodi rrewpfs‘fStﬂlmn él@mﬁqnm@t ey fragked ydthip the kaqvpdge Jpapagsmsnicanpliratign 1¢he

traini ngafor. @h 'caﬂ)éreétbgec%im' QUSSR AlanhhorRakthmEpokthtBroBsihe Y@eRs 750 @hly ot her

bu5|ness e acad rovides online training to users 104 of the

know! edgés mmgedmn&g@rpﬂm @atmm@nqg@mamq 178PTh gonsER 19 8B Rp dilled SBCR as the
product (?-ngcg F REQSh of BRh QY RES. a@ﬁe fepSiisMIe%ab E@lﬁd@q@mrﬂr RAQaiO¢pdIRInaCCESS

to certi i on programs, which contain traini nt% nodul es for specific
£

posi t i onspesific Kickets heenirring the tletRethestasoitiarer o the e daiiee hajcident
St ngul ar ;50 A GSer 104 x5 36 gaglg&e el ke Gllet iR 766 bOAbHIER (RKAGLARG:

Figure 2 |'ustrates home page, i ncl udi nrg tabs for the
acadeny Wartbatghey, want @werert Onl eyﬁm rll@“ %@lsos%%t%wp‘l’ © severRty datifge w

transcriptg %Q%n%ﬁ%ﬁ Ohifer, ¢ gmhfsaﬂsﬂ'o@ghm%&ﬁ@ hB¥oPEBs SWhdleds e tehe user

104 in a nunbeéer ormat s he nodul'es may be slide
pr esent ainciderss, aud the gsnsumer and small busingss bavkitechrqlogt 4ud oDerptigup aspignee 768, to
name a few.

Figure 17, illustrates what the custom or canned report 770 looks like after a request is
entered in the reports 750 tab. The report contains the information entered in the incident
information report generator 751 in the overview section 772 of the report 770. The causal
information 780 section illustrates the how the incident occurred including the origination system
781, the causal event 782, and the failure impact 783. The Impact Information 790 section lays
out the impacted channel 791, impacted technical executive 792, the impacted sub-channel 793,
the geographic location 794 of the impact and the number of FCIs 795, DCIs 796, PHLs 797, and
AMLs 798. The report 770 also lists the issue 784, the customer 785 impacted, the restoral 786
information, the cause 787, and the resolution 788 of the incident. The reports 770 are typically

generated for senior executive management reporting and are reviewed on a daily basis. The
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to nanme a few The acadeny home 902 tab includes any required
certifications 912 that are deened necessary by the bank, LOB, departnent,
or group in which the user 104 works. A status indicator 914 notes if the
certificate programis available to take, if it is in process, or if it has
been conpleted. A note icon 916 is also provided to nmake notes related to
the certification, and a booknark 918 is provided to take the user to
specific links associated with the certification program The acadeny
home 902 tab also has a drill-down button 920 to allow the user 104 to | ook
at each of the specific nodul es and requirenents associated with the
certification progra as illustrated in Figure .28. The.dril]-d .of the
cortifi aaparerTPicat dise %qus}ofamnémsﬁa?lﬁr@ﬂr AIRRS gved %@%ESFB%}“  the
nmodul e ig%a@\beihle%&h@, in progress, conpleted, or |ocked 922 (which indicates
that the user nmust conplete other nodul es befgre l.ocked nodul gs becone

avai | abl e) . TEaH 898 d4ah as tugirafedin FigurR, ésrwgq"e g’@d'ﬁ‘i“geﬁ? %EQCE?CL]EO‘H?’ 104
conpl et efepSt Gkt iGN, aFik 18Q1IERRYRs B¢ rlolfitdlion PRockss 36 dedl orithodn inBidente. Test
or quizzes nmay al so he I‘e%lélﬁi red at the end of the nodul.es to deferm ne the

user's Iwhengtistiretifamdy The figst sige insthp peoess BPTYRFIMNIERET OCBP HHAE RS al | ow
to proc eﬁgd&cﬁorpyaeéss BP e lh§Rodctie fyelct Bahdtiahi @t kiabrdl With enfBiatiors of @e
programis granted, Again, a status L\ndl Ci;ta?lé 914 gi@p!ﬁ%ﬁs tgsbsg,?t s for
each nodgident is sentfipsigrags,ing daiabasey sheh g8 G Paplydatapaeolds gsrlugiaief o §1%F owse
through ghb, 6 stReehbRiRidiIa TR U0P Seckived a AstHicaticl, Hidilgh eahail Biesoafdtheand add
themor any certificate programs to the user's 104 ac;aderr% hone_902. The
certifi ceomamysicotiornthat anerofbau P THhy ABE BFGURE 3 &gtification. gr, P‘E%B%fogmlnﬁr

speci fi Gy, v@%ﬂft&ﬂx%th@ﬁsdrqm s¥irddd Pheddafibieor 8 QBRI iheTRdML, s Sikidtraloa@mpel , or
channel . The user 104 can add the certificatjon proogr ais, géiﬁ;o ul es t hat

t he userblods1813. 1 ddisr thegusen 194nidentifigs anppwiineidenty ey yigr 104, id ¥ MEbE®Ct 0 the

user 104,10k dRGAVEe idifeM b5 exBmihi tREGRE Mpok P @dEEasa e llus@ithPih biicRUPS,
departnments, sub-channel s, "or channels w.thin_the bﬁmk. Furt her m)rﬁﬂ sone
e

users 10W1ghOnesthe issestiththeingidens isjAontifed the gaer  Prbsrarchesthe kngwledpehase

abi ity £0,a5%i.00 500G tha HeR feidivcadhd QcRAarANS pa, BRMlihas nGlididaar users
104 that” work 1 n that group, departnent, etc¢c. The certlflci}é‘i&g g{g}gram or
modul es Hi§. Béthapsowdae alribe Higtsis iF gt relptesipoidane gl pevehee ddisdovtly g |
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perform nérg%@aglre 18234 & ﬁl? e QPled SlBR2 DI BR denSitleClAaBIIRe thE B@RACIncid&: Cas
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want to ilakestedinblogk 1§26h The gser 164 wrxplpspoukibe isspe whe theineideyt YedASogr ans

or modul §5¢Aled!il) theli@inatibn Bﬂagg HER! Fhiltkrndreads ks Bed e bk 104 can
certification prograns or nodules, then the user 104 may. add any of the

pr ogr ansugideteriet ingident tickst fonudyin taadmiondedgeigse 209 with any addjlienal igformation found
during the process of closing the current incident report, in order to help subsequent users facing
the same or similar incident.
As illustrated by diamonds 1816 and 1818, if the user 104 cannot find a related incident
ticket or the incident is not resolved, the user 104 logs a new incident ticket into the ICI 800, as
illustrated by block 1822. Figure 19 illustrates the incident home page for the incident tickets. A
user 104 can enter an incident by selecting the “new incident” button 801 in the ICI 800 home
page, as illustrated by block 1822. After opening a new incident the user 104 is taken to the
incident ticket screen 810, as illustrated in Figures 20 through 25. In some embodiments the
knowledge management application 125 can pull data into the new incident ticket from the data
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104 acadeny hone 902 tab. The view transcript 908 tab allows a user to
view the user's 104 certification programor nodule history outlining what
prograns and nodul es the user 104 has conpl eted and passed. Furthernore, it
lists the scores of any tests or quizzes that the user took or was required
to take. The view transcript 908 tab is not only very hel pful in keeping
track of the various certification prograns and nodul es by the user 104,
but also for the manager and executives as well as audit organizations, and
regul ators. Manager's and executives can easily upload nodules to the
acadeny hone 902 tab of an enployee, and track in the view transcript 908
tab what enpl oyees have conpl eted the npdul es. Furthﬁr mor g au%it tleams do
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notes pa [ O erfi GG | oGBS protide A4Rsk @fdtind. CBhaIBAER,
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nodul e i %%%ﬁ%?oe%a.pa%n?ﬁfﬁgﬁﬂn eract F%)e(lb‘fﬁl g‘g‘f%ﬁ%ﬁ%ﬁﬁf e i r?’!%} face 950 is

exited dogdnng knowkeded matdgemers duridgeline fopphwgelins); vith thergployres 6 dhe PR8MEDAUI e

's exit eﬂs'ts, in order to begin use the knowledge management application 104 to resolve the incident, as
illustrated by block 1828.

The user 104 then begins to respond to the incident to asses the problem as illustrated in

block 1850 of the response process provided in Figure 26. The user 104 reviews the maps 300
tab as well as the upstream and downstream systems and customers affected through the flow
charts 400, as iltustrated in block 1852. Furthermore, as illustrated in block 1854 the user also
examines the knowledgebase 200 and the incident recovery guides 150 in the playbooks 100 tab
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I n one enbodi nent, the main content area 960 of the interactive display
nodul e interface 950 has a title 962, a navigation path area 964 for noving
t hroughout the nodule, and go forward 966 and go back 968 features for
novi ng back and forth throughout a nodule. The content display 970 shows
t he specific page of the nodule that user is working on and the audio
transcript area 972 provides text of the audio content. Finally, the
character animation 980 nmakes it | ook and sound as if the character is
teaching the | esson and includes character animtion controls 982 for
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1. A know edge nmanagenment systemfor use with tracking and resolving
incidents occurring in a banking systemconprising: a user interface; a
comuni cation device configured to send and receive information; a menory
device configured to store information; a conput er-readabl e medi um
havi ng conputer-readabl e instructions enbodied therein; and a
processor operatively coupled to the user interface, the communication
device, the nenory device, and the conputer-readabl e medi um and confi gured
to execute the conputer-readable instructions to: receive information
relating to one or nore incidents fromone or nore databases; and

display via the user interface at |east the f W ' '
to at | east Asfhs users | Ylase analyzing the incident they may ac?(i Jn%nngtgmltg En%riﬂ]c?&ehp é]cktrat(.al at ed

Within the incident impact section 830, illustrated in Figure 21, a user 104 selects the affected
channels 831 and drills-down to the specific sub-channels using the sub-channel impact button
832, Within each of these channels 831 the user 104 may enter in the number of FCls, DCls,
AMLs, and PHLs for each channel and sub-channel. The FCI and DCI breakout 833 further
illustrates how the FCJs and DCIs are broken down within each channel and sub-channel. The
user 104 also fills in the affected application and functionality section 834, outlining in greater
detail how the incident is affecting the applications in each channel and sub-channel. The
customer experience section 835 is populated with information related to how the incident is
affecting the customer, and what impact that is having on the customer base. The user 104 also
indicates the geographical location 836 that the incident is impacting, which may help to identify
the root cause as a particular system or server. The total incident impact 837 is tallied at the end
of the impact section 830, and lists the total FCls, DCIs, AMLs, and PHLs for each channel and
sub-channel.

The description section 840 of the incident ticket keeps a running tab of communications
between users 104 irying to resolve the ticket. A user 104 enters a title and description in the
CommDetails 841 section, indicating information related o resolving the incident ticket. A
running tab of the communications 842 is kept in the description section 840 and may be edited
or deleted as the incident is investigated. Also available in the description section 840 is a work
around 843 section, which allows a user 104 to describe how the problem can be temporality
fixed until the root cause is identified and fixed. There are also restoral and resolution 844, and
root cause description 845 sections that a user 104 populates with information for identifying and
fixing the root cause of the incident ticket.

As illystrated by diamond 1862, if the Toot cause is not identified at the initial level the
incident is escalated to a higher level for more expertise on the incident team, as illustrated by
block 1864. Thereafier, the team analyzes and researches the incident ticket again until the root
cause is identified. After the root cause is identified the incident team implements a fix that
addresses the root cause failure, as illustrated by block 1866. If this fix includes a request for
change (“RFC™) form, which is used for making a system, hardware, or process change, then the
REC number 846 is included in the incident ticket. Furthermore, the incident duration 847 is
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current status of the incident; recovery guidelines for effecting

resol ution of the incident; and scoring values associated with the
incident. 2. A know edge managenment systemfor use with tracking and
resolving incidents occurring in a business conprising: a user interface;

comuni cation device configured to send and receive information;

a menory

device configured to store information; a conput er-readabl e nedi um

havi ng conput er-readabl e instructions enbodi ed therein; and

populated indicating the time it took from when the user logged the incident into the knowledge
management application 125 until the fix for the incident ticket was identified. A link to the
RFC ticket 848, as well as the MOD contact information is also provided for follow-on inquires
by the user 104.

After the fix is implemented the user drafts a write up for the MOD indicating how the
team resolved the incident ticket, as illustrated in block 1868. The user 104 fills out the other
details section 850 and the root cause section 860 of the incident ticket. The other details section
850 has data entry areas for a problem summary 851, ticket assignment 852, and permanent
resolution 853. The problem summary 851 section is populated with information indicating how
the problem occurred, what the users did to troubleshoot the problem, and the outcome of the
troubleshooting analysis. The ticket assignment 852 section describes the technical team
responsible for the permanent resolution. The permanent resolution 853 section describes the
final outcome of the fix for the incident.

The other details section 850 also identifies the tools 854 used to solve the incident. The
identification of the tools utilized includes, but is not limited to, the playbook used 855, whether
the user 104 consulted the knowledgebase 856, and an attachment area for any files 857 that
were created or used to fix the incident. Also, in some embodiments links are included in the
incident ticket, which take the user 104 to the tools utilized, including but not limited to, the
incident recovery guides 150 used from the playbooks 100, the incident tickets used from the
knowledgebase 200, etc.

The root cause section 860 is also populated by the user 104 after the incident fix is
determined. In the root cause section 860, the user 104 describes the causal/failure details 861
by answering the following questions: where did the failure originate 862 what event caused the
failure 866; and what issues compounded the impact of the initial failure 8707

Under the question, where did the failure originate 862, the user populates the fields
describing the initial point of failure 863, the second point of failure 864, and the final point of
failure 865. Under the question, what event caused the failure 866, the user populates the cause
867, the event 888, and the description 869 sections.  Under the question, what issues

compounded the impact of the initial failure 870, the user 104 populates the impact 871, the root
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a processor operatively coupled to the user interface, the comunication
devi ce, the nenory device, and the conputer-readabl e nedi um and confi gured
to execute the conputer-readable instructions to: receive information
relating to one or nore incidents fromone or nore databases; and

di splay via the user interface at |east the followng information rel ated
to at |least one incident: recovery guidelines for effecting resolution of
the incident, current status of the incident; and scoring val ues
associated with the incident. 3. The systemof claim2, wherein said
processor is operable to execute conputer-readable instructions stored in

the conputer-readable nediumto store and Lﬁ(pl y tracki ng i.nforpation
associ atcausegwngr §78cand dkg gpespmer and small business technology and op€rations assignee

873.

The user 104 also fills out the action items section 880 outlining what needs to be done to
complete the fix of the incident. Furthermore, the incident ticket also has a communication
history section 890 that keeps a list and time stamps all of the new, edited, and deleted
information in the incident ticket.

The incident details are then saved in the bank databases 130, as illustrated by block 1870,
Afterword it is verified that the incident has in fact been fixed in the system, as illusirated by
block 1872. Thereafter, the user 104 can close out the issue as illustrated by block 1874. The
final communication regarding the incident is sent to the MOD with an incident summary, as.
illustrated in block 1876. When the MOD approves the report the MOD submits the incident
report to the knowledgebase 200, where the incident report is stored for future searching and
troubleshooting for related incidents.

Any user 104 that has access to and wants to edit information in a particular ticket can pull
up the ICI 800 home page as illustrated in Figure 19. The user 104 may search for tickets within
a particular date range 802, time period 803, severity 804, or by ticket number 805. The home
page lists all of the incident ticket numbers 806 that match the search criteria, as well as the
associated issue description 807, and severity 808 for each of the incident ticket numbers. The
user 104 views incident tickets for editing by clicking on the ticket number of the incident in the
incident ticket number 806 column.

The knowledge management system also has an academy 900 tab, as illustrated in Figure
27. The academy 900 is a cross functional training forum for production support associates. In
other embodiments the academy 900 can be used to store and track all of the training for all of
the employees at the bank or the employees in any other business. The academy 900 provides
online training to users 104 of the knowledge management application 125, including bank
personnel, such as the production support employees and the MODs. The academy 900 provides
access to certification programs, which contain training modules for specific positions within the
bank. In other embodiments, the modules may be singular modules not associated with specific
certification programs. Figure 27 illustrates the academy 900 home page, including tabs for the

academy home 902, view all leamning 904, search learning 906, and view transcripts 908
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4. The systemof claim2, wherein said processor is operable to execute
conput er-readabl e instructions stored in the conputer-readable nmediumto
store and display historical information associated with the incident.

5. The systemof claim2, wherein the recovery guidelines associated with
t he incident conprise information about how the one or nore incidents can
be resol ved and the steps taken for resol ution. 6. The system of
claim2, wherein said processor is operable to execute conputer-readable
instructions stored in the conputer-readable nediumto store and di splay a

process map or flowchart. 7. The systemof claim2, wherein said
processor is operable to execute conputer-readable instructions. .stored in
the conpettons.r dhdabiningveadules may &e arevided dfo dhes psay 04 dh RatimbeR £ n of
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conput er* o provide various displays with different |evels
of i nforpragrean detail related to the incident.

The academy home 902 tab also has a drili-down button 920 to allow the user 104 to look
at each of the specific modules and requirements associated with the certification program, as
illustrated in Figure 28. The drill-down of the certification lists each module that is required and
whether or not the module is available, in progress, completed, or locked 922 (which indicates
that the user must complete other modules before locked modules become available). Each
module may have a number of sections that the user 104 completes before being allow to move
on 1o the next section or module. Test or quizzes may also be required at the end of the modules
to determine the user’s 104 proficiency with the subject matter before the user 104 is allow to
proceed to other modules or before certification for a particular program is granted. Again, a
status indicator 914 displays the status for cach module.

The view all leaming 904 tab allows the user to browse through all of the learning modules
that are available at the bank and add them or any certificate programs to the user’s 104 academy
home 902. The certificate programs and modules may be organized as requirements for specific
job openings, or jobs within a group, department, sub-channel, or channel. The user 104 can add
the certification programs or modules that the user 104 is required to take, along with any that
are available to the user 104 to improve the user’s 104 general knowledge about other groups,
departments, sub-channels, or channels wifthin the bank. Furthermore, some users 104 who are
in charge of a group, department, cic. may have the ability to assign specific certification
programs or modules to other users 104 that work in that group, department, efc. The

" certification program or modules may be uploaded by the boss of the group, department, etc. to
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11. The systemof claim2, wherein said processor is operable to execute
conput er-readabl e instructions stored in the conputer-readable nmediumto
di spl ay a dashboard di splaying at |east tracking and scoring for the

I nci dent . 12. The systemof claim 2, wherein said processor is
operabl e to execute conputer-readable instructions stored in the

conput er-readable nediumto receive and di splay information regarding

per formance of one or nore channels of business regarding resol utions of
incidents relating to the channel. 13. The systemof claim?2
wherein said processor is operable to execute conputer-readabl e

I nstructions stored in the conputer-readabl e nediumtaq receive,.and display
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said processor is 0 | e to execute conputer-readable instructions stored
in the e%ﬁﬁﬁFQPYﬁ@ﬁ§§%| ‘medium to store and display information associated
Wi th the i ngheleitr taheript 908etab nlldvdemuser & view sheaer ol Yrerificpligueprogag or

financi allmdui‘csﬁiist%%téu i g what programs and modules the user 104 has completed and passed.

Furthermore, it lists the scores of any tests or quizzes that the user took or was required to take.
The view transcript 908 tab is not only very helpful in keeping track of the various certification
programs and modules by the user 104, but also for the manager and executives as well as audit
organizations, and regulators. Manager’s and executives can easily upload modules to the
academy home 902 tab of an employee, and track in the view transcript 908 tab what employees
have completed the modules. Furthermore, audit teams do not have to spend time finding out if
users 104 of a bank application have been properly appraised of and trained on a particular
application because they can view the transcript 908 tab to see instantly whether all of the user’s
104 have completed the required training, Additionally, if regulators want to know if the bank
has informed the employees about changes in federal regulations, the regulators can be shown
the view transcript 908 tab outlining the user’s 104 who have completed the associated training
module.

Within the modules in the academy 900, a user 104 can navigate through links to content
pages looking for information elsewhere in the knowledge management application 125. The
aser 104 can also, add, edit, and delete notes on particular pages of each of the modules, and
return to the modules or note sections if they have questions in the future. Bookmarks for
specific arcas visited within the knowledge management application 125 can be added or
removed within the modules to help direct the users 104 to areas related to the modules.

In other embodiments of the invention users 104 may play games in the academy 900 that
are related to modules. The academy 900 also coptains a glossary of terms so users 104 not
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16. A computer program product for a know edge managenent system the
conput er program product conprising at |east one conputer-readabl e nmedi um
havi ng conput er-readabl e program code portions enbodi ed therein, the
conput er -r eadabl e program code portions conpri sing: an execut abl e
portion configured for receiving, through the use of a processor,

i nformation relating to one or nore incidents fromone or nore databases,
wherein the processor is operatively coupled to the one or nore databases,
a user interface, a communication device, a nenory device, and the
conput er -r eadabl e program code; and an executabl e portion configured
for displaying via the user interface at |east the follow ng_jnformtion

r el at ed fimiliat with asttaiotems peihietht :maiyles arn 2be & ok dem Hp t9 pEgviflsrh Dottt covery
gui delines for,.effecti resolution of the incident; and scoring val ues
associaﬁ@@a§W3$P%q€ eﬁﬁ%@ﬁént. 17. A conputer program product for a
know edge nﬂ@a@énémmuﬂysmenmnﬂhefﬂ@ﬁﬁﬂﬂﬁweﬂﬁBBYﬁﬁﬁﬁﬁ8@%%@° Fqng at

| east one conput et -.r.eadabl | | fad SR & kiDE Aefepdit Code
portion§“@ﬁﬁg8¥gg&?ﬁ%%%&%F%#ﬁgqco%%%?%?gggggg%?%&ﬁﬁ% ran1code§portions
conpri sinkglules or areasawithin the knasledgepoartagenent emhr:g:mégif indoze Rterh &4 Fhr ough
the use of .a processor.. Jnf.o LQR: | t it ¢dcdond s from
one or ﬁﬁw@%ﬁéﬁﬁﬁg%%%Fﬁ eré%%ﬁéh%ﬁg{g%gggggyighggg?%{Fegﬁsn%oupled to the
one or nkbhasiamaindiak§56 for liskeng with the kaevdedgs erspgemencARPlGHY éﬁi home Pagsreror y

GVt o0 R bECoROMRULR S PRI RE HLAIROIERRT aRRy 1o areas, Gidn 3K BakoRD €

portion aylng via the user interface at |east the
f ol | owi ngnitedf tof MRt hanre padeailossato fimttitne aesounsere pigec helpage, notes page, prnt

fumction, interactive games, quizzes and test page, playbooks 100 tab, etc. A user 104 can view

any of these sections by clicking on the link provided in the tool bar 958. A. course exit button
959 is also provided for the user 104 to exit the course during or after a module is completed. If
the interactive display module interface 950 is exited during a module the user’s 104 progress is
saved before the module is exited.

In one embodiment, the main content area 960 of the interactive display module interface
950 has a title 962, a navigation path area 964 for moving throughout the module, and go
forward 966 and go back 968 features for moving back and forth throughout a module. The
content display 970 shows the specific page of the module that user is working on and the audio
transcript area 972 provides text of the audio coptent. Finally, the character animation 980
makes it Jook and sound as if the character is teaching the lesson and includes character
animation controls 982 for controlling the andio and animation of the character.

Figure 30 illustrates an academy process flow 1900 used by the knowledge management
system 1 outlining how it tracks and displays the training modules and certification programs for
each of the users 104 at the bank. As illustrated by block 1902, the knowledge management
application 125 receives training modules and certification programs, along with the associated
tests, quizzes, video files, audio files, etc. from a user 104 though the user computer systems 110
or automatically through the bank computer systems 140 and stores them in the bank databases
130. The modules and certification programs may be created and uploaded to the knowledge
management application 125 by the user 104 or they can be pulled or pushed into the academy
900 by the knowledge management application 125 as they are created.
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recovery guidelines for effecting resolution of the incident; current
status of the incident; and scoring values associated with the incident.

18. The conputer program product of claim 17, conprising: an
executabl e portion configured for displaying, via the user interface
tracking informati on associated with the incident. 19. The coﬁputer
program product of claim 17, conprising: an executabl e portion
configured for displaying, via the user interface, historical information
associated with the incident. 20. The computer program product of

claim 17, wherein the

As illustrated by block 1904 when a user 104 selects a training module or certification
program through the user computer system 110, the knowledge management application 125
allows the user 104 access to that module or certification program. As illustrated by block 1906,
as the user 104 completes the training modules or certification programs and the associated tests,
quizzes, etc. the knowledge management application 125 receives the notification of completion
from. the user computer systems 110 and stores the progress in the bank databases 130.
Futthermore, as illustrated in block 1908, as the user 104 completes the training modules or
certification programs the knowledge management application 125 unlocks additional training
modules or certification programs for the user 104. As illustrated in block 1910 the knowledge
management application 125 also tracks and stores the results of any tests, quizzes, training
modules, or cerfification programs in a transcript section in the bank databases 130.

The following U.S. patent applications are filed concurrently with the present application
on April 22, 2009 and are hereby incorporated by reference: U.S. Patent Application Serial
No.12/428,333 to Grace et al. and entitled “Performance Dashboard Monitoring for the
Knowledge Management System™; U.S. Patent Application “erial No. 12/428,335 to Grace et al.
and entitled “Operational Reliability Index for the Knowledge Management System”; U.S,
Patent Application Serial No. 12/428,337 to Grace ef al. and entifled “Incident Communication
Interface for the Knowledge Management System”; and U.S. Patent Application Serial No.
12/428,340 to Grace et al. and entifled “Academy for the Knowledge Management System”.

Specific embodiments of the invention are described herein. Many modifications and other
embodiments of the invention set forth herein will come to mind to one skilled in the art to which
the invention pertains having the benefit of the teachings presented in the foregoing descriptions
and the associated drawings. Therefore, it is to be understood that the invention is not to be
limited to the specific embodiments disclosed and that modifications and other embodiments and
combinations of embodiments are intended to be included within the scope of the appended
claims. Although specific terms are employed herein, they are used in 2 generic and descriptive

sense only and not for purposes of limitation.
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recovery gui delines associated with the incident conprise information about
how t he one or nore incidents can be resolved and the steps taken for

resol ution. 21. The conputer program product of claim 17,

conpri si ng: an executabl e portion configured for displaying, via the

user interface, a process map f : . The conputer program
product of claim 17, conprising: All %ﬂghgﬁ‘%éecut abl e portion configured

for displayingA Micwledi® mispemsiiteystamefor asale trackih©amblebslningfindideity i dual s
associated wi th the .incident. 23., The conmputer program product of claim 17,
conpr i EHIng in a banking SysqTR SHPBUNBEL i on configured for facilitating,
through the ys@r pfiertie; coMmuni cation device, communi cation between a user

of the know edge managenent system and other individuals associated with
t he i nci denta communication device configured to send and receive information;

a memory device configured to store information;
a computer-readable medium having computer-readable instructions embodied
therein; and
a processor operatively coupled to the user interface, the communication device, the
memory device, and the computer-readable medium and configured to execute the computer-
readable instructions to:
receive information relating to one or more incidents from one or more
databases; and |
display via the user interface at least the following information related to at
least one incident:
current status of the incident;
recovery guidelines for effecting resolution of the incident; and

scoring values associated with the incident.

2. A knowledge management system for use with tracking and resolving incidents
occurring in a business comprising:
a user interface;
a communication device configured to send and receive information;
a memory device configured to store information;
a computer-readable medium having computer-readable instructions embodied
therein; and
a processor operatively coupled to the user interface, the communication device, the
memory device, and the computer-readable medium and configured to execute the computer-
readable instructions to:
receive information relating to one or more incidents from one or more
databases; and
display via the user interface at least the following information related to at
least one incident:
recovery guidelines for effecting resolution of the incident;

current status of the incident; and
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24. The conputer program product of claim 17, conpri sing: an

execut abl e portion configured for displaying, via the user interface,
| earning nodul es to a user for purposes of training. 25. The conputer
program product of claim 17, conprising: an executabl e portion

configured for providinq throu h the use of the processor, various
di spl ays wi th di fSeihy? yesassciaded v (Sli‘en’é‘ﬂdﬁ’l’\t detail related to the
i ncident. 26. The conputer program product of claim 17, conprising:

an execut able pgE iy, spaainggrﬁﬂerteﬁrsafa ﬁ-@b@yérﬁgopé&hﬁleft@&déﬁﬁrco gnf ace, a
dashboard displayi'ng at |east tracking and scoring for the incident. 27.

The conpadable ipstougtians qmmdunmthe@bnmumrﬂeﬂmbleawbum@ flgre and dlsplébhtr@()l@@ﬁ,lt abl e
portlon onfl ur ed .f or a via the user interface, information
regar di H%’HB@‘F ?%ﬂ%tgdg?ﬁliﬁ%l%}d%ﬁr‘)r e channel s of business regarding
resolutions of incidents relating to the channel.

4. The system of claim 2, wherein said processor is operable to execute computer-

readable instructions stored in the computer-readable medium to store and display historical

information associated with the incident.

5. The system of claim 2, wherein the recovery guidelines associated with the
incident comprise information about how the one or more incidents can be resolved and the

steps taken for resolution.

6. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to store and display a process

map or flowchart.

7. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to store and display contact

information of individuals associated with the incident.

8. The system of claim 2, wherein said processor is operable o execute computer-
readable instructions stored in the computer-readable medium to cooperate with said
communication device to facilitate communication between a user of the knowledge

management system and other individuals associated with the incident.

9. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display learning modules to

a user for purposes of training.

10. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to provide various displays

with different levels of information detail related to the incident.
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28. The conputer program product of claim 17, conpri sing: an
execut abl e portion configured for displaying, via the user interface,

i nformati on regardi ng perfornmance of one or nore applications relating to
t he incident, or channel or sub-channel of business associated wth the

i nci dent based n one or edi cta |I|t factors in one or nore
e egart o Blo T seein A5 ER 2o R DG AT BRGSOt f Spraplentd FXE i ormianer,

an ex e%&&a%heem@t%&mﬁ@s@&lafm W%ﬁtﬁéf—é%lé’ﬂl&ﬁumttb APy o diRhbised of the
processor, information regardi ng perfornmance of one or "nore channels of

busi neschsplejgagdﬁln@thasbhglamcbmn@g foribe theidesit.r el ating to the channel ;
an executable portion configured for generating, through the use of the

processor, g e
performance T él—[g‘f3 qu ﬂgﬁle&l:ih‘gl}/l Hissalé?%ggggﬁtlgg e t’ {)Q}@e&%agibg@ weonf | gur ed
for di sihdibldigstrivdtiant feredSe thd dvngiut@aeaddbleemsdioni tb geoea}euﬁaﬂ display

information regarding performance of one or more channels of business regarding resolutions

of incidents relating to the channel.

13. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to receive and display
information regarding performance of one or more applications relating to the incident, or
channel or sub-channel of business associated with the incident based on one or more

predictability factors in one or more categories.

14. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to:

receive information regarding performance of one or more channels of business
regarding resolutions of incidents relating to the channel;

generate one or more scoring values associated with the channel’s performance
relative to the incident; and

display the scoring values.

15. The system of claim 2, wherein said processor is operable to execute computer-
readable instructions stored in the computer-readable medium to store and display
information associated with the incident where the incident is related to operations of a

financial institution.

16. A computer program product for a knowledge management system, the computer
program product comprising at least one computer-readable medium having computer-
readable program code portions embodied therein, the computer-readable program code
portions comprising:

an executable portion configured for receiving, through the use of a processor,
information relating to one or more incidents from one or more databases, wherein the
processor is operatively coupled to the one or more databases, a user interface, a

communication device, a memory device, and the computer-readable program code; and
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30. The conputer program product of claim 17, conpri sing: an
execut abl e portion configured for displaying, via the user interface,

i nformati on associated with the incident where the incident is related to
operations of a financial institution.

an executable portion configured for displaying via the user interface at least the
following information related to at least one incident:
current status of the incident;
recovery guidelines for effecting resolution of the incident; and

scoring values associated with the incident.

17. A computer program product for a knowledge management system, the computer
program product comprising at least one computer-readable medium having computer-
readable program code portions embodied therein, the computer-readable program code
portions comprising:

an executable portion configured for receiving, through the use of a processor,
information relating to one or more incidents from one or more databases, wherein the
processor is operatively coupled to the one or more databases, a user interface, a
communication device, a memory device, and the computer-readable program code; and

an executable portion configured for displaying via the user interface at least the
following information related to at least one incident:

recovery guidelines for effecting resolution of the incident;
current status of the incident; and

scoring values associated with the incident.

18. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, tracking

information associated with the incident.

19. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, historical

information associated with the incident.

20. The computer program product of claim 17,wherein the
recovery guidelines associated with the incident comprise information about how the

one or more incidents can be resolved and the steps taken for resolution.

21. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, a process map

or flowchart.

22. The computer program product of claim 17, comprising:
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an executable portion configured for displaying, via the user interface, contact

information of individuals associated with the incident.

23. The computer program product of claim 17, comprising:
an executable portion configured for facilitating, through the use of the
communication device, communication between a user of the knowledge management system

and other individuals associated with the incident.

24. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, learning

modules to a user for purposes of training.

25. The computer program product of claim 17, comprising:
an executable portion configured for providing, through the use of the processor,

various displays with different levels of information detail related to the incident.

26. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, a dashboard

displaying at least tracking and scoring for the incident.

27. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, information
regarding performance of one or more channels of business regarding resolutions of incidents

relating to the channel.

28. The computer program product of claim 17, comprising:

an executable portion configured for displaying, via the user interface, information
regarding performance of one or more applications relating to the incident, or channel or sub-
channel of business associated with the incident based on one or more predictability factors in

one or more categories.

29, The computer program product of claim 17, comprising:

an executable portion configured for receiving, through the use of the processor,
information regarding performance of one or more channels of business regarding resolutions
of incidents relating to the channel;

an executable portion configured for generating, through the use of the processor, one

or more scoring values associated with the channel’s performance relative to the incident; and
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an executable portion configured for displaying, via the user interface, the scoring

values.

30. The computer program product of claim 17, comprising:
an executable portion configured for displaying, via the user interface, information
associated with the incident where the incident is related to operations of a financial

institution.
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