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FIELD 5 The present invention relates to encryption comruni cations systens
and in particular to an encryption 10 Z5 20 comuni cati ons systemt hat

i ncl udes ﬁm“mmﬂmmm& communi cati ons devi ce that does mmmmmmwmm%uests
from sone "ty of termnals, and accepts requ
transmts encryped data to the other term nals. BACKGROUNDg&« | N recent

years there has been extensive d I f systens for conducting
el ectroni ¢ busi ness transactionssgggﬂﬂﬁﬁgQie using the Internet.
Encryption technol ogy_is used in data comuni cations conducted as part of
el ectroni c busi ness tFRASXELIOTs GOHMERECRLRONSF&GY 5&Apl e, public key
encryption related encryption conmuni cations systens are often used for
aut henti cati ng anot her conmuni cations party, and secret key encryption
rel ated encryption communi cations systens are often used for distributing
dat a safekgaNEcaryptisnp t echnol ogy relating to public key and secret key
enc yption systens is described in detail in Contenporary Encyption 1

Theorsy (Nobui offie | keftasd&eRi i KQ¥8AR i ohNSt ikbbe f Ekect rke@lyahdion
El ectroni c Engineers, 1986) In relation to public key encryption rel ated

encrypti ¥l o) V) ns ener : | | y jficate, 5
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correspondence, bet ween a Eublic keé and the ever or whatever _has
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public key certificate is basically public information that_ does not need
to be 1(FCPf%IF1'éIPEEa§éE’Pé‘t‘Ii?‘.’lﬂes@é?EtdQ@’;/nﬁéﬁ FEECRELTPAUPEEFI EXRBE OB eVer
needs to be managed secretly. Normally, a public key certificate has a

val i d paf cd pllrabign ¢f hermiealdssulandfaceericsiveanest s dgicaemnd secr et
key paired with a public key either has been or has possibly 15 been

di s@dDosetandrei pabencripiracerdata chbetheeddHexr beermynbildat ed, even if
still within the valid period. As a nethod of invalidating a public key
certificate, a nethod involving the public release of a certificate

BACKGROUND ART

In recent years there has been extensive development

of systems for conducting electronic business transactions
15 and the like using the Internet.

Encryption technology is used in data communications
conducted as part of electronic business transactions and
the like. For example, public key encryption related
encryption communications systems are often used for

20 authenticating another communications party, and secret key
encryption related encryption communications systems are
often used for distributing data safely. Encryption
technology relating to public key and secret key encryption

systems is described in detail in Contemporary Encryption




revocation list (CRL) is shown in Secure Electronic Commerce: 20 Buil ding
the Infrastructure for Digital Signatures and Encryption (Warw ck Ford,

M chael S. Baum Prentice Hall, 1997). A CRL includes the serial nunbers of
all public key certificates to be invalidated, and a nechani smcan be
constructed that, using a CRL, invalidates and nmakes unusabl e public key
certificates having serial nunbers included in the CRL. Also, in the case
of a distribution service in_which a distribution device distributes keys
for decrybephy 5 (Afiuighiont&ano(herkaiiitr Koyment kERSELtUAS espbnse to
requests froma | arge nunber of term nals that receive/playback digital
cont ent EBhecthichlaead &jeckedot bcapprimecatse] y188€é)vi deo and ot her digital
content encrypted for reasons of copyright protection and the |ike, the 10

di stribution ofn eenteilorkepso Dt key Bnviretdfor @RMEHY eBEetation and
the like, be carried out only with respect to appropriate termnals. In

this di j | i it d S 4l ' h «di i ' : m or the
R A A R
di stri butjion pce far distributin receives, froma termnal

ot i P e DR SrER B frn” el 11, SRS R R e LBt B B i
together_with a, content key distri bu%i on rgguest, perforgs og a conci ent key
an encryitl ofEYhEY1PE SREy USSR RURPRG DETHREB R REPkES KRYqEE T 0 t he

termnal, and transmts the encrypted content key to the terminal. In this
case, i fCh&ceheayasdorhyhaiayiesbl s exeseeswilon PiddhetPrbyipadieyi ng
nmethod in a termnal nmanufactured by a certain manufacturer, it will be
necessaris senstapt8ched to the public key. The public key certificate

is basically public information that does not need to be
10 handled secretly. A secret key paired with a public key,
however, needs to be managed secretly.

Normally, a public key certificate has a valid period,
although if as the result of an accident or incident a secret
key paired with a public key either has been or has possibly

15 been disclosed, the public key certificate needs to be
invalidated, even if still within the wvalid period.

As a method of invalidating a public key certificate,
a method involving the public release of a certificate
revocation list (CRL) is shown in Secure FElectronic Commerce:

20 Building the Infrastructure for Digital Signatures and
Encryption (Warwick Ford, Michael S. Baum, Prentice Hall,
1997). A CRL includes the serial numbers of all public key
certificates to be invalidated, and a mechanism can be

constructed that, using a CRL, invalidates and makes unusable

o



di stribution of content keys to all term nals produced by this

manuf acturer. Furthernore, in relation to a nmechanismthat, for exanple,
prevents the copying of digital content in a 5 termnal, it will be
necessary to stop distribution of content keys to all term nals produced by
a certain manufacturer.if a method for neutralizing this mechanismin
termnals manufactured by the manufacturer is disclosed. In other words, it
wi Il sonetines be necessary to stop 10 the distribution of content keys to
t er mi nal pubidic ke ¢eehl focatpisedaving serhad ombespondhebudedt Rins
requirenent, a distribution device in a distribution service can be
structuredlet cRIeCeive a termnal I D together with a content 15 key
distribution request froma termnal, to use a "termnal revocation list" (

TRL ) , being gi¥ariant tok sahoves @stPivhicsdn ié@é@?@eointﬁﬁiléﬁ” al

nunbers of public key certificates, the termnal IDs relating to a

termnal g tg. k l:i.dat re i ngGl di Lb Kk j onse 20
to & di siriBHEEhEESashe CoNTy s the Teedr VA Te g Yt o5
inclyded.in.the TRL, and jo0 not respqnd to a distribution request [f the
tor nithal FBLEST: R | eSS T ARRIH NG FovPha. dbowe SRATR, ERowever,
a data size of 4 the TRL when a | arge nunber of termnals_require

i nval | da¥eABeF§Senof KBls, 3i nck2¥@e t rvhar | f of temmbraifeseth@kni nal s
are included. As an exanple, if 40 termnals are targeted by the 5

di stri bur¢oaivervlegbaiciethhhatonbens angi whd aif drneaedwined tata of 4
bytes or nore, and 1% of these termnals require invalidating, the data

si ze of apprépriwitldl yesat vidast ah@otrbgabyit gdtaHorontientr eaxaryptiedi s
feared that a distribution 10 service in which, in order to handle a | arge
nunber ofoferdéddss Of) @obFrdeyhuinpeiotdcidicd riahd | ehedevikes fide

distributing content keys are provided and di spersed
10 distribution of content keys should, in view of copyright
protection and the like, be carried out only with respect
to appropriate terminals.
In this distribution service, it is imagined that a
distribution system or the like be used in which terminals
15 each have a unique secret kef, and a distribution device for
distributing keys receives, from a terminal, notification
of a terminal identifier (terminal ID) unique to the terminal,
together with a content key distribution request, performs
on a content key an encryption that is only possible using
20 the secret key unique to the terminal, and transmits the
encrypted content key to the terminal.
In this case, if ascertained that a problem exists with

a secret key packaging method in a terminal manufactured by

a certain manufacturer, it will be necessary to stop



t hroughout various regions or the like, (ii) a TRL is generated in a single
managenent devi ce and sent, after 15 having a digital signature included
therein, to the distribution devices via a public conmunications network or
the like, and (iii) each distribution device judges, based on the TRL,

whet her distribution of a content key to a termnal is permssible, wll

not prove practical because of either 20 the vol um nous comruni cati on data
or the volum nous data that the djstribution devices are required to hold.
For exanpletribuiiem qfs aunierht keysr < igdel twr@lnélanpir@%@%% PF the
nunber of termnals to be invalidated, comunication bottlenecks are |likely
t o occurtldiie mentiffiecdurdmarge vol une of communication data. Mreover, if a
distribution device is structured to request a new TRL from a nanagenent

devi ce when a misthébubiren raguestlaitsgrecebved heehnaitser nthat,t ofget her
with a termnal ID and, after 5 receiving the TRL, to collate the received

term nalgldnpased ﬁ’e\wﬁtg%hé h%dp%ﬁlﬁ}gj‘s%fbydiaﬁt@ls'[ébH'ﬂ%Eﬁn davige to
Il "be de

the request fromthe termnal w | ayed aS a result of the length of
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In view € above i SSuUe, an object” off t he present invention I's

provi de an encryption communj cations, systemthat conducts a service

Pel at | nd TU-ERET YEEYOn Comh catTORiBE1Eh BECOHGRFb Pl & cORtefikey and

only distributing the 15 encrypted content key to agpropriate_terqinals

(i.e. eR3RMAGEERESelfd rﬁ‘%ta}P%dtQPEélﬁF‘hVé@iLélétlé‘@) thdseBechaR I 1hind t hat

suppresses the data size of the TRL and inproves practicability. A further

obj ect dfenmienyltespanufppdmraesh by thepmanvda dnuveri basdiecHrredi es t hat

contribute to the construction of the above encryption comruni cations

system An endrypther vomdsni dat wahd sypmedimasobedadces sanhy éve sttlogp above

obj ect includes an encryption communications device, a plurality of

t er nonakshd Balstaridealdn @f content keys to terminals that have been
corrupted.

As a method of responding to this requirement, a
distribution device in a distribution service can be
structured to receive a terminal ID together with a content

15 key distribution request from a terminal, to use a “terminal
revocation list” (TRL), being a variant of the above CRL in
which, instead of the serial numbers of public key
certificates, the terminal IDs relating to all terminals to
be invalidated are included, to distribute keys in response

20 to a distribution request only when the received terminal
ID is not included in the TRL, and to not respond to a
distribution request if the terminal ID is included in the

TRL.

According to the above method, however, a data size of



operable to transmt to the encryption conmrunications device an identifier,
which is a bit string having a predeterm ned nunber of bits for identifying
the term nal, and a managenent device that generates invalidated-termna
information 5 showi ng one or nore of the identifiers as information
specifying one or nore termnals to be invalidated. The nanagenent device
-has an invalidated-term nal information generation unit operable to
generate the invalidated-term nal information using a data format that 10
generi cathg Eipwesses, 1 dyg ¢ nfwnlper icoh tepadinfalingeguwiataié nofala d&etingn in a
bit string having the predeterm ned nunber of bits, all identifiers in

whi ch a veldroafot 8¢ siactd ahdaleaheind haspeei 41 2 alHies e ard méim UEput
unit operable to output the generated invalidated-term nal information. The

15 encryption,coupdRi cati ons device has an invalidated-term nal information
acquisition unit operable to acquire the invalidated-term nal information

out putted by the na t device; identifier receiyvi uni t rabl e,
when an identi ?eggi ggﬁg%ﬁﬁt%gdiprg%ﬁﬁ#ﬁ%% tﬁ§e2%QQ§%£%glgytégéeceive
t he ideq%ifier' a.jud ingjunit operaple to hud e . whet her the eqeingd
 donfi 11%6H5 TRLBHELOBng e5T iy GSor LHEPLRRACAD) 90 Rs RS Oy T HEE
invalidated-termnal information as information specifying one or nore

t er ni naleRgtBedphigaPritdédt &ytemdor BorRAuNPESt ildn Qhitheper Asr&ingls when 7
judged to not be any matches, to conduct a predeterm ned conmuni cation with
the termemlitrhainvedndaittitreg), ttheei dehti ilee, dfy thee f BRE wgldn benatypti on
unique to the termnal, and ( ii ) when j edged to be a match, to not
conduct leddie péedateabiyeds communi cation with the ternminal. Here, the

encryption conmuni cati ons device is, for exanple, a content key
distribution deyd cends $RAMbAN in is feared that a distribution
10 service in which, in order to handle a large number of
terminals, (i) a large number of distribution devices for
distributing content keys are provided and dispersed
throughout wvarious regions or the like, (ii) a TRL is
generated in a single management device and sent, after
15 having a digital signature included therein, to the
distribution devices via a public communications network or
the like, and (iii) each distribution device judges, based
on the TRL, whether distribution of a content key toa terminal
is permissible, will not prove practical because of either
20 the voluminous communication data or the voluminous data that

the distribution devices are required to hold.

For example, if a TRL is sent out every time there is

an increase in the number of terminals to be invalidated,

communication bottlenecks are likely to occur due to the



enbodi nents 1 to 3, the predeterm ned communi cation is, for exanple, the
transm ssion of an encrypted content key, and 10 the invalidated-term nal
information is, for exanple, a TRL ("term nal revocation list") as shown in
enbodi ments | to 3. According to the present invention, all termnal IDs
that include a certain bit string are expressed generically 15 by

i nformati on specifying a value of and a position in a common bit string
included in these termnal IDs, and thus it is possible to conparatively
suppr esslihgesi #elamd heofTRcoahanyektti®n ardh@s. a Mesellver ealife a
practical encryption comruni cati ons systemthat conducts a service rel ated

to 20 eng{yptiBAtIYHTHRLGR A s%‘i%tﬁ&@@cidpﬁéc?@eétcé’rﬂ@@tﬂ:éﬁyﬁi@&g only

distributing the encrypted content key to appropfiate termnals (

excl udi S ' 0, i nval j .bas . Furt nor e,
the i nval MitadetEb darEektubln Rl PTLERL ol SR, S A Ol
of corresponded val ue d,position information, ,each piece of value

"hi or s B s R SR LD hI HRIIEE gL FBn or tSPBibad: Aty RAGY nd HHRr
predeterm ned nunber of bits, and a correspondi ng piece of_ 5 position

i nf oPnatierebeing e Bpecityiond late tthmpdiaqedved ternieel ildh basahe bit
string, and (ii) may be information specifying, as a termnal to be

i nval i daired;heIMRL er bh@atr sspoasts iyed hreeshiect Tielhiyiby delviicderita filers in
which a value of a partial bit string located in a bit position specified
10 by a fE@OoesOffpoRithertdh o aBtw D] Hé cheba peddd slita HepMml by thiece of
val ue information corresponding to the piece of position information, and

the judaidiy#ii b MY mel ralifya {QrtRachdiamei &f festheonrINf or mation,
whet her a value, in the received identifier, of a partial bit string

| ocated in 15 a bit position specified by the piece of position information
mat ches a val ue shown by a piece of value information

10 DISCLOSURE OF THE INVENTION
In view of the above issue, an object of the present
invention is to provide an encryption communications system
that conducts a service relating to encryption communication,
such as encrypting a content key and only distributing the
15 encrypted content key to appropriate terminals (i.e.
excluding those terminals to be invalidated) based on a TRL,
and that suppresses the data size of the TRL and improves
practicability.
A further object of the present invention is to provide
20 various technologies that contribute to the construction of
the above encryption communications system.
An encryption communications system provided to
achieve the above ©object includes an encryption

communications device, a plurality of terminals that are each



corresponding to the piece of position information, and (ii) judge, when
verified that there is at |east one match, that the received identifier
mat ches an identifier shown by the 20 invalidated-term nal infornmation.
According to this structure, because the invalidated-term nal information
is structured in a format that corresponds a value and a position of a
section of a termnal ID a value of an arbitrary bit string range can 9
express all of the comon termnal I1Ds by information formed from

val ue/ pesidi 51 & &l  rwnidhaiut tb;athegeﬁ@rﬁtwehyc&%ah%%iaarp@aietvii% of the
section by an operational rule or the I1ke, and thus if effectively

oper at ey ad 0PSED! i Bohos £XRNERe 2L EG% JWIBET 2 O bAXeL ARG

termnal's by a snma ornati on vo

inval idated-termnal infor.nation_(i i.ncl ude pne or nore sets Qqf

bor £ es bt f ol BE ke o Ul nF b ki hothe 1 ortiia P Syt alBh e BRRe Y
representative 10 information being a_bhit string having the predeterm ned

g ; !
nunber 6RiGS, tHRE a IS ERBBAI HYVAddRatiedy b et hel pf egBREARMed
nunber of bits, and (ii) may be information specifying, as a termnal to be
i nvabi dathedireg 1 oner ndnalmorelemty f tde bydedeafikirer sabn Wihfehmatisnue of a
section having 15 a bit value of "1" in a mask flag natches a val ue of the
secti onsiped fHijace oher epr emertattiesming bs it dre canrvaddaztied). t ®hiehe nask
flag, and the judging unit may ( i ) verify, for each nmask flag, whether an

AND of hhe dtRstedt agedidet RE s QGeiiMAsh 1 f@at & b riBinEIe s o AN 9bnt he mask
flag and a piece of 20 representative information corresponding to the nmask

flag, agdnCridr dog Udgeynsfien veridied idiat there isqghobgas onecpgtch

that thé received identifier matChes an identifier own by the

nval | daped e DAL LoRRRTR 1o ARERIGAN I Bt I Bl WSHES: ERa fOT
10 generically expresses, by information specifying a value of
a section in a bit string having the predetermined number
of bits, all identifiers in which a value of the section
matches the specified value; and an output unit operable to
output the generated invalidated-terminal information. The
15 encryption communications device has an
invalidated-terminal information acquisition unit operable
to acquire the invalidated-terminal information outputted
by the management device; an identifier receiving unit
operable, when an identifier is transmitted from one of the
20 terminals, toreceive the identifier; a judging unit operable
to judge whether the received identifier matches any of the
one or more identifiers shown by the invalidated-terminal

information as information specifying one or more terminals

to be invalidated; and a communication unit operable (i) when



a large nunber of termnal IDs by sets which each conprise a value of a
section in atermnal IDand a bit position of the section, a bit position
structuring the section is shown by a position having a nask flag val ue set
to "1", and a bit position not structuring the section is shown by a
position having a mask flag value set to "0". Consequently, it is possible
to extract, out of atermnal IDreceived froma termnal, a section to be
collated with a value included in the invalidated-term nal information, by
an easy dadgddtionnad beaviany anstahéspundeercadaonpat atreist ¢ hmt nied/ol ves
performng an AND (i.e. | ogical product) operation on the received term nal
I D and acer&funilct:idhi svhehpsthe SpeefliuB 1t he HatdgridssikPpdegt edhien the
encryption comuni cati ons device. 15 Furthernore, the invalidated-term nal
i nformat i ratio nj rate j -\val ! rgag i for

i ncl udi n%afgrrlﬁt%hr}g%\'vaﬁyéak)éaﬁ%ﬁn al gﬁnf%ﬁ%@%@%oﬁagﬁl eegqu)f the

i sol at ed-val uei_nf or i.on haying.t he determ ne unper_of bit he

i nval i daF&§™ &A% nARG Aidrmd F&njﬁaﬁe%%?ogﬁn?d??‘rgFﬂo??u?? ecfo%%gﬁglf yi ng,
as a termnal to be invalidated, termnals identified by identifiers that
mat ciP a precBredetemt pady GPHBURACHTRRY ohl tBndhend §kfgidy- unit may
further judge, when the received identifier nmatches a piece of

i sol at ed- val ueHeneor ridig ophcryat iche eewriRbdations déaviceed svat £€@ss an
identifier shown by the invalidated-term nal information. Here,

i sol at edexahpéei,nfor cetitent skefordexanpbetidnscdet &cenfay mahobem asnshown
in Fig.8 According to this 5 structure, when a termnal |ID of an

i nval i da¢gBotiemenita 100653 NothdPLedeEOBALE totinith cd €Ioh s, [ £o8f ot her
invalidated termnals (i . a. when a termnal IDis discrete ) , the

di scret ec;ehphBal +hR k$aindeliudethh ot hen | dyak| gaked cbeftBdaikd pf ot i on as
i sol at ed-val ue i nformation, and thus, when
10 the invalidated-terminal information is, for example, a TRL
(“terminal revocation list”) as shown in embodiments 1 to
3.
According to the present invention, all terminal IDs
that include a certain bit string are expressed generically
15 by information specifyinga value of and a position in a common
bit string included in these terminal IDs, and thus it is
possible to comparatively suppress the size of the TRL data
volume, and as a result, realize a practical encryption
communications system that conducts a service related to
20 encryption communication, such as encrypting a content key
and only distributing the encrypted content key to
appropriate terminals (i.e. excluding those terminals to be
invalidated) based on a TRL.

Furthermore, the invalidated-terminal information (i)



10 there are a |l arge nunber of invalidated termnals having discrete
termnal IDs, it is possible to structure the invalidated-term nal
information with a smaller anmbunt of data than when a format is used that
expresses the discrete IDs by sets which each consist of a value of a

di screte 15 termnal ID and a mask flag in which all the bits are "1".
Furthernore, the invalidated-termnal information (i) may include one or
nore sets of corresponded significant-digit and val ue information, each

pi ece of maygniddeTaté- ding tor nfrmat sensshmiv ograesyheiedf vhiltuedi ghtds, 20
and a correspondi ng piece of value information showi ng a value of a bit
string hpwkagihe AuFeemadfidhf dHbhS.piadde ( df kaMmie ba iy aramiban
specifying, as a termnal to be invalidated, all termnals identified by

i dentifi is ' al f ist..strgn i ‘*ﬂﬁﬁ
significgﬁéwiggmntf??fgénﬁﬁ§é$ 8?cgﬁknbf%¢tg gﬁom29%§I%§gP%Ce the
significant-digit .infornmation tches a_val ue shown b i ece of value

| nf or mat PBRAEGF PRSI S (PE BT boe BFOsGRPFT SR 19 HHFSE dti on,
and the judging unit may (i ) 5 verify, for each piece of

si gni% i cRAEL8LERt LPAPSFIRti Uh P HQZ SREGHeY 18 et Wt iRRH FiPBrofa val ue
of a bit string having, froma nost significant bit, a nunber of bit digits
shown byth@eserédenofinsitdpsi biidamtwingt amdof bbb i vaymaeched camad ien shown
by a piece of value information corresponding ZO to the piece of

si gni fi cepeedlifging, nber aatieamirsend o ibe )inwalhedawnedn wédi tieethitdwlst her e
is at |least one match, that the received identifier matches an identifier
shown byi déetifyal dakpecitdrndnNglby BQr Teld it £ ASEOT Th Rghidh tdhivea lmig uct ure,
it is possible to express 15 all termnal IDs having a common val ue for

onl'y an g b tgays bt ofr Dhys10688%a HRSL 518nboLERAbnD e Aihes

termnal |Ds, by value information and significa digit information that

;RO 16y 3L DAL b Uy Ao GRRSER] e i e IR STRI By
a piece of value information corresponding to the piece of
position information, and the judging unit may (i) verify,
for each piece of position information, whether a value, in
the received identifier, of a partial bit string located in

15 a bit position specified by the piece of position information
matches a value shown by a piece of value information
corresponding to the piece of position information, and (ii)
judge, when verified that there is at least one match, that
the received identifier matches an identifier shown by the

20 invalidated-terminal information.

According to this structure, because the
invalidated-terminal information is structured in a format

that corresponds a value and a position of a section of a

terminal ID, a value of an arbitrary bit string range can



20 collection of identifiers or the |like of manufacturers that manufacture
termnals, or coomon qualities in ternms of structure, function and the |ike
of termnals, is often positioned in the high order bits of a termnal 1D.
In this way, it is possible to structure the invalidated-termnal 13
information by data of a conparatively small volune, when there are a | arge
nunber of termnals to be invalidated in relation to a specific

manuf acturer, product structure, or the like. 5 Furthernore, the managenent
devi ce newphase abhl iaerthd cemmarytiesintiingl Mg bypéndbeatta cat fuinme=d he
identifiers of all termnals to be invalidated, and the

i nval i dagegmt e{thﬁéf/plo%leﬁr&il ofle iENEr FE GBI thdRYngi ) tepedifyedng or
nore X val ues satistying a condltlon that, 10 out of the identifiers

acquire den I ~AC n r
quglh h%@%@%ﬂ?ng é(b%g%nﬁg?l g‘lhiés%%r%{{rg%mrm t s:‘%ﬁg??ggﬁ;n%g tIll'{lséeZSN~x~
nfor on t.a format

and (i|) gner the_i.nval i d u5|n

t hat genfi\rf::J ifi?(&p?‘agstel%usf% gfcﬁ?%‘@%%eom?%ae Te L go iFiers by
significant- d| git informati on showi ng the X nunber of b|t digits, _.and by

val ug i HOPFRECH &nbWFAg RUDRRLL b ab]i%d?%?iin‘be%‘f‘ll?(a%?t%yf% &fetie rmst
significant bit in the 2~-N-x~ identifiers, where Nis the predeterm ned
nunber dfnﬁﬁxrsatxonA@@éwmawg to this structure, it is possible to construct

invalidated-term nal information that suppresses data vol une, w thout
pl aci ng an unieroessarpoopertdie dmayia hiviateed oheamiopdr Ahdoroa ttike I(iike of a
managenent devi ce. Furthernore, each term nal may be manufactured by one 14
of a pl w=dt iinelofdermnd aat noeles setid ofincoderisgdtled representative
information and mask flags, each piece of representative
10 information being a bit string having the predetermined
number of bits, and a corresponding mask flag having the
predetermined number of bits, and (ii) may be information
specifying, as a terminal to be invalidated, all terminals
identified by identifiers in which a value of a section having
15 abitvalueof *1” in amask flagmatches a value of the section
in a pilece of representative information corresponding to
the mask flag, and the judging unit may (i) verify, for each
mask flag, whether an AND of the mask flag and the received
identifier matches an AND of the mask flag and a piece of
20 representative information corresponding to the mask flag,
and (ii) judge, when verified that there is at least onematch,
that the received identifier matches an identifier shown by

the invalidated-terminal information.

According to this structure, in a format that expresses

10



identifying the term nal may show the manufacturer of the termnal by a bit
string having a predeterm ned nunber of bits froma nost significant bit in
the identifier. 5 According to this structure, it is possible to express,
by sets of |owvolume information, all termnal |Ds having a constant
nunber of bits froma nost significant bit that are common, and information
showi ng a manufacturer is included in the high order bits of the term na

I Ds. Thus, 10 it is possible to effectively suppress the data volune of the

i nval i dag etla & MhdabelkrnbEr falrintiha WNEDs as¢ eséas neHithakadhsidonpti 8&
problem( a . g . user is able to freely duplicate content by executing a

certain Procedlis £Xioteiuh! hndal eEahiRk 1l 1OMACRPIH GBS ISEET . 15

Furthernore, the identifrer entitying the termnal nay show a product
type to ich the termnal bel.qngs a . bit.stri.ng having a predeterm ned
nunber o B RS Trat o i PRRAT S sbr BT SR N o

manuf acturer. According to this structure, when ascertained that a 20

pr obl em¥%i%PGH LM R Bl RErR HFSHriRE v HebRiset red by £petitit

manuf acturer, it is possible to suppress the data volunme of the required

i nvabi daResil teeni pat $ETOEREELeY tdiensecaiprn dsnishaw! Y @hPels itHepr oduct
is nounted are determned as invalidated termnals. 15 Furt hernore, each
t er m nalhamyndobdmaskediygd i valkey sati gue 0”7t h€oneraquehtland ity e
further operable to internally store encrypted content, which is content

encrypt esbdyi 91 §onbeaktika:t t hReupUbPUL HBrhiaY cundisteipedsd fevput by
transmtting the invalidated-termnal information to the encryption

communi Gad4Pfisa HEVA Cfact EneASTYOEOD] §0BALRE EA LOPS1H8VE AR 1TRELNE an
encryption key sforage unit operable to store encryption keys that

o el QTR S L EATCLUBLLAN: KBHS 87 Lo et s o

10 having a small number of computations that involves
performing an AND (i.e. logical product) operation on the
received terminal ID and a mask flag. This helps to speed
up the judgments conducted in the encryption communications
device.

15 Furthermore, the invalidated-terminal information
generation unit may generate isolated-value information for
including in the invalidated-terminal information, each
piece of isolated-value information having the predetermined
number of bits, the invalidated-terminal information may be

20 information further specifying, as a terminal to be
invalidated, terminals identified by identifiers that match
a piece of isolated-value information, and the judging unit

may further judge, when the received identifier matches a

piece of isolated-value information, that the received

11



invalidated-termnal information acquisition unit may conduct the
acquisition by receiving the invalidated-termnal information transmtted
by the output unit, the comunication unit, when judged by the judging unit
15 that the received identifier does not match any of the identifiers shown
by the invalidated-termnal information, may encrypt the content key using
an encryption key that correlates with the decryption key unique to the
terminal which transmitted the identifier, and transmt the encrypted 20
content kégntd ftiker t ermatb@hesandaeach iidsmi bl efmy boowra deasy ypt theg unit
operable to decrypt the encrypted content key transmtted fromthe

encrypti oRve QA LAlt ORR1 HRY! €8 J43idtdi dme decryption key unique to the
termnal, and a playback unit operable, when the encrypted content is

stored 16 i t ey t ry pted c e i t he
decrypted contn%%?gke&%ggk?% gﬁgé%ac%tl?%gﬁggcq%%t ég’congéngx%@%grgdi ng to
this structure mheq%a sysfemis rﬁalized i.n, whi ch_consi.deration #i gi ven

to copyrfGRFTBES sHPMECS fReSPPKE 1Y Fidt§ i APRETIEDAEX BRSont ent

to when a term nal acquires an encrypted content key froman encryption
comm#i caETbASUFEy| ¥Benq tiermygrsl gibeofijgn w@kwm‘é@dtwmwa}r%ﬁﬁ
protection is no |longer possible for a group of termnals froma certain
manuf acteehavte asgppimess biihew ybhuard: erOn pfia Hat athett Heas inyala &ehedf rom a
managenent device to the encryption comruni cati ons device, and to shorten
t he transetmsshahst { ireeofwhdre adaeamisialcE®Di 1 drinmdretne § prehaleritsdyéng t he
group of termnals to be invalidated can be constituted by | owvol une data

consi stit@r®inginuaper i¢f bidclkbddiagi 1a Skow NGy SELEL0BAGkerdmi®im nal 1D
froma nost significant bit to a part indicating a manufacturer ID, and the

o A S LB LG L0 He! s et ol k)

10 there are a large number of invalidated terminals having
discrete terminal IDs, it 1is possible to structure the
invalidated-terminal information with a smaller amount of
data than when a format is used that expresses the discrete

IDs by sets which each consist of a value of a discrete

15 terminal ID and a mask flag in which all the bits are “1”.
Furthermore, the invalidated-terminal information (i)

may include one or more sets of corresponded
significant-digit and value information, each piece of
significant-digit information showing a number of bit digits,

20 and a corresponding piece of value information showing a
value of a bit string having the number of bit digits, and
(ii) may be information specifying, as a terminal to be

invalidated, all terminals identified by identifiers in

which a value of a bit string having, from a most significant



20 information, each piece of generic information specifying both a section
in a bit string having the predeterm ned nunber of bits and a val ue of the
section, and each piece of exception information having the predeterm ned
nunber of bits, and ( ii ) may be information specifying, as a termnal to
be 17 invalidated, all termnals identified by identifiers in which a
section specified by a piece of generic informati on natches a val ue
specified by the piece of generic information, and which do not match a

pi ece ofpgxcepii oOpulBEe MY Orpi @Ndabgihe | Y@wip UMt ABypliekeverdfy
whet her a section, in the received identifier, specitied by a piece of

ot or mat L ARG O P adoe- ieeneCAPr e Per erardtd SRRy hat the

i nfornmati en verifie
recei ved jdentiﬁgﬁr mat che

an hdentifier 10 s&omn 2%)H5g .
i nval i d&PetES ePhi KEHL Uen gt PRI CBx S5 SHRWPLHBYr &% VA% PUSRE Afer
mat ches a piece of exception information. According to this structure, by
enpl oyi iy Bxdekhezph-AAgditmabiormation, sadkitihged Uﬁ%slé?%luéﬂt%ﬂsaﬁ’edilf)y t he
terminal 15 IDs of all invalidated termnals by a | ower data vol une, than
whenS spesrifing fernmeagh |Dseoé plvaiigiatEicartnidigis ushhgroatyogeneri c
information . Consider an exanple in which there are 15 invali dated
t er m naldhetdrelr | e t@enreale ivésd diddrteisti éef i vad sua if hiave tcotamangbi t
string val ues except for the 20 low order 4 bits. Hypothetically it would

be posshbhard, G fUedodt\wldret edahervi fal ai MhApERt beNpEPeqifyikRg the
termnal IDs of these 15 invalidated termnals by using ( i ) one piece of

LoD SRR BN LAR bReutipssShes et ol e LN piRERRR
anotherapbgigeoghg%%egbca piece of value information corresponding
10 tothepieceof significant-digit information, and (ii) judge,
when verified that there is at least one match, that the
received identifier matches an identifier shown by the
invalidated-terminal information.
According to this structu;e, it is possible to express
15 all terminal IDs having a common value for only an arbitrary
number of bits from a most significant bit in the terminal
IDs, by value information and significant digit information
that shows the arbitrary number of bits. Generally, in the
management of terminal IDs, information distinguishing a
20 collection of identifiers or the like of manufacturers that
manufacture terminals, or common gqualities in terms of
structure, function and the like of terminals, is often

positioned in the high order bits of a terminal ID. In this

way, it is possible to structure the invalidated-terminal

13



information to express the termnal IDs of the four term nals having comon
bit string val ues except for the low order 2 bits , ( iii ) another piece
of generic information to express 5 the termnal IDs of the two termi nals
havi ng comon bit string values except for the |east significant bit, and
(iv) a value of the terminal ID of the remaining termnal to express the
termnal IDof that termnal. In conparison, according to the present
invention, it is possible to construct 10 invalidated-term nal information
havi ng t hefeaim tSiemi by CRAts, olfy auSiong e PIETe haleneldiaimd)f aFRahi on to
express the termnal IDs of 16 term nals having common bit strings except
for the r i i i on _t rs e; term nal
1D of the oae ferminal T et L Qe b BT R LR CA A o
and t hus sgggness t he data.%glune of .t he invalidat.ed-term i nformation.

|
Fur t her nbra ¢ %&théﬁsﬁF-débFE@9£SF%&E%ranPFBQ&ﬁﬁwﬁﬁréﬁ: F%1 t?on unit

operable to acquire the 20 identifiers of all termnals to be invalidated,
and t he FRGalild&t-ed-ternmi nal information generation unit may (i) detern ne,
as the exception information, an N-bit bit string, obtained by inverting
only %a | east sTgntheraerepit tdfe omanFEgement dedeviiicer s magyuilyaste byan he
identifier acquisition 19 unit, satisfying a first condition that the bit
string nbdembti¢heany aafquieitident i inéts apgualelde bytdheakcdertre | ethe
acquisition unit, (ii) provisionally designate the determined bit string as

an identidégtiflielrs) speallly tennols mebe be vahvas igeitied yi agda tgreond
condition that, out of the identifiers acquired by the identifier

acqui si ti,00, ¥0ik+3Bd tign LV $heBhlak i¢aS| goakedridentidi €M malg snunber of
identifiers which have matching X nunber of " bits froma nost significant

bit i Sev ; Y k ' - Lo .
by deterRetiEy B8 P h ARk A4 408 Sk BETIAN Lol B8l LRad It On
a_hit strin f, X bits

Fronet neToel EhgmaTlaht Tore Gait hes 1. Fel fagerfrder, S5aptdi Lioh
unit, the number of identifiers which have matching X number
of bits from a most significant bit is 2¥*, and (ii) generate
the invalidated-terminal information using a data format
that generically expresses, for each X value, the 2%

15 identifiers by significant-digit information showing the X
number of bit digits, and by value information showing a value
of a bit string of X bits from the most significant bit in
the 2% jdentifiers, where N is the predetermined number
of bits.

20 According to this structure, it 1s possible to
construct invalidated-terminal information that suppresses
data volume, without placing an unnecessary operational

burden on an operator or the like of a management device.

Furthermore, each terminal may be manufactured by one

14



N is the predeterm ned nunber of bits and X is less than N. 15 According to
this structure, it is possible to construct invalidated-term nal

i nformati on whose data volune is suppressed under a constant condition,

wi t hout placing an unnecessarily operational burden on the operator or the
| i ke of a managenent device. 20 Furthernore, each termnal may hold a

uni que decryption key, the encryption conmuni cations device nmay have an
encryption key storage unit operable to store encryption keys that

correl atefone-t ploaraMith tdf deenyftichuikeys, ofaadl ah t heldrerifbels, the
comuni cation unit, when judged by the 20 judging unit that the received

identifiened@aFyiolg &t afviphlt ARy daidw fi1es smahawa cudd¥e of the
invalidated-termnal information, may encrypt communi cation data using an

encr ypt | Egﬁ#ﬁgﬁ;aﬁh%ﬁg%‘“ﬂﬂ aéﬁfi}‘i"gt Rl %ﬁ%%%#@@egﬁ}({l‘éﬁ]%%ﬁnbsefO?nge

term nal transmtted the 1dentifi ransm e encrypte
communi catjon_data to the termnal _, .and the teym nal y. decrypt the
encrypte ltBnﬁﬁﬁWbﬁHWﬁ? af%gPFgﬁgﬁqH£§f§r%ﬁ1fﬁ8 é%ﬁ%ﬁiﬁ%ﬁftonnunications
device, using the decryption key unique to the termpal. 10 According to

t hi s 5t ruct ur ACFATE 18Pk @A mE Hrvg r drt EARYDTLBASRRIRERTF ons
device for conducting a service in which communications data is only sent
to | egi thymetetsephi havsvolumes ipdssing eien, sappreesmiha lddhs Ve imeg of
invalidated-termnal information required in judging 15 whether or not a
term nala icohegahtmuaebesverf Widrs tfhwe amost | sigeindohert &fitt eshabal s to
be invalidated . As a result, it is possible to plan for a speedi ng up of

the judgieat cuihdme ldike. ihEdretDes, dHevDugpE Hanu Rt eeeducts t he
output by 20 transmtting the invalidated-termnal information to the

encrypt i Oflc COABYNE fatheNs i daY be@e Al {416 f Vg I d@tRdnkEr FpRal THYLr mation
acquisition unit may conduct the acquisition by receliving the
I nvahi dated § ep gL 0gl,) LNty A O 16805 MsLEEE s HEe OHLPY v ume of
the invalidated-terminal information, when ascertained that
a structural problem (e.g. user is able to freely duplicate
content by executing a certain procedure) exists with a
terminal from a specific manufacturer.
15 Furthermore, the identifier identifying the terminal
may show a product type to which the terminal belongs, by
a bit string having a predetermined number of bits that starts
from an end of the bit string showing the manufacturer.
According to this structure, when ascertained that a
20 problem exist only with a certain product manufactured by
a specific manufacturer, it is possible to suppress the data
volume of the required invalidated-terminal information,

since all terminals in which the product is mounted are

determined as invalidated terminals.
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unit. According to this structure, a nmanagenent device constructs

i nval idated-term nal information required by an encryption conmuni cati ons
devi ce whil e suppressing data 5 volune, and thus it is possible to transmt
the invalidated-termnal information quickly to the encryption

conmuni cations device. Furthernore, the output unit may have a nounting
subunit operable to nount a storage nedium and may conduct 10 the out put
by storing the invalidated-term nal information on the nounted storage

medi um and t Fxtthvedhdatedebehmicealm i Oy | gl acqguiecliyprt iwn tkampy be
operabl e to nount the storage nedium and may conduct the acquisition by

readi ng Jligqidvall datedlesminal, | Bhar dy oBd oM the Myt £dpia storage

r
medi um According to this structure, it 1Is p055|g¥e to use a conventi onal
storage-qﬁgg in rea I tab) £.storage city, en
a rranagelrren Hg‘;e?/?%e g%%rrgs ?ﬁ@%@%ﬁ%ﬁ%@%ﬁ% iéﬁgér%%rat ?L%n %ggﬁérr}e% by an
encryption 20 co ni cati ons device on a storage nedium and transfers the
St or age SRRARTSR FarfGEHntr Uk Ee pheve BER U ouRL BFY CREGHS AR
generates invalidated-term nal information showi ng, out of a plurality of

i denfi f iArEPUE b FrePAR L4 thing &hie ynvplidatedrepalisalt hefogmatiidrers of
one or nore termnals to be invalidated, each identifier being a bit string
havi ng aoredet entmart iembeomofurbiidast fonsi detidey nghe denceyphiticone of
the termnals, and includes an invalidated-termnal 5 information

gener at icommuti icPpeoabldet Dcgarst Rhectdme dnvvalpeabrdkd ertiotagd nhdrbmat i on
using a data format that generically expresses, by information specifying a

val ue OBF;%I%%I@ @ st ordbieh i tihAd W tiler Ricded B4 A Nskle AHBbBHeOf bits,
all identifiers in which a value of theé section
with the decryption keys of all of the terminals, and a content
10 key storage unit operable to store the content key, the
invalidated-terminal information acquisition unit may
conduct the acquisition by receiving the
invalidated-terminal information transmitted by the output
unit, the communication unit, when judged by the judging unit
15 that the received identifier does not match any of the
identifiers shown by the invalidated-terminal information,
may encrypt the content key using an encryption key that
correlates with the decryption key unique to the terminal
which transmitted the identifier, and transmit the encrypted
20 content key to the terminal, and each terminal may have a
decrypting unit operable to decrypt the encrypted content
key transmitted from the encryption communications device,

using the decryption key unique to the terminal, and a

playback unit operable, when the encrypted content is stored



10 matches the specified value; and an output unit operable to output the
generated invalidated-termnal information. As a result of this nmanagenent
device, the invalidated-termnal information to be outputted is able to
specify a large nunber of invalidated termnals by a 15 relatively small
data volume, and as a result the invalidated-termnal information to be
outputted is readily usable in terns of transm ssion and storage onto a
storage nedium Furthernore, the invalidated-termnal information (i) 20
may i ncl dedetheetetrmined s alics defcropt adporded- weat ¢é¢ eonitpnsi isdng the

i nformation, each piece of value information showi ng a value of a section

of a bit d%Uﬂy’iﬁ:é}iiléb&&etﬂinéﬂred@ﬁQrﬁB ﬁ@ay@>larm@£h@fdé)¢£§ptéadc@ntent
correspondi ng pi ece of position information belng or specifying a bit

position of 23Accb%ﬁa 'o%‘h g é@fu‘tl”cglr%t W’ﬂ% %}(éfé)ﬂ nyrdé‘é ingéﬁr mation

speci fying, as term e I nva t€d, a mnalsi

respectivel aII ntlflers in Wmchaval ue of. a partial.bit string

| ocated HR ¥BBER BBEFERGT e (b a Sy S.O@éfeflcﬁhfpé%ce%#fﬂﬁo? ti on
mat ches a_val ue shown by a piece of value information correspondl ng to the
pi ece® of thEsitidr | BYoriRE FhACtABGorRit P a6kt IRl sPRGent eLO aMhaer & nal

TDs having a common value of an arbitrary bit string range can be 10

expr essetiebpinafloz agtiyesf an meb fyphed dany ot ikaywhromstan enartyritidavi ng to
fixedly determ ne a position of a section by operation rules or the |iKke,

si nce t heomnualiicdatiethd etfexiad, i bt oi egpoonibdei,nid teceattdaimedhitiad val ue
of a section of atermnal ID and a position of the 15 section are

correSpoaagyrlgm PrordEsibh ik hd nenydY oséipper abed aelgfrenip Viety, to
express a l[arge nunber of invalidated termnals by a | ow information

vol ure. ﬂe‘i’:hﬁﬁéﬁ‘yﬁoﬁ%ée&%&@ﬂﬂbn%&&%f@f‘“%@céHﬁﬁgeg\é R W1 dhe

pI urallty of manufacturers, an identifier 20 1dentifying the term nal

h fy h | b
pre g%ﬁn@%@gﬁﬁgfﬂégh%& d%n%e#]lgrerﬂg c%o%q g %noeﬂﬁld%%ruc urf’e}.1 it is

possi bl €4, 61 6Lt Ve unr £33, e 208401 VIR 1 VAL S - L nal 2

transmission time of the data, since information for
identifying the group of terminals to be invalidated can be
constituted by low-volume data consisting of a number of bit
15 digits showing a section of a terminal ID from a most
significant bit to a part indicating a manufacturer ID, and

the manufacturer ID.
Furthermore, the invalidated-terminal information (i)
may include one or more pieces of generic and exception
20 information, each piece of generic information specifying
both a section inabit string having the predetermined number
of bits and a value of the section, and each piece of exception
information having the predetermined number of bits, and (1ii)

may be information specifying, as a terminal to be
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information, in cases such as when it is ascertained that a structural flaw
exists in termnals manufactured by a specific manufacturer. An encryption
comuni cations device provided to 5 achieve the above object is for
conducting comunications with a plurality of termnals, each of which

hol ds an identifier, which is a bit string having a predeterm ned nunber of
bits for identifying the termnal, and includes an invalidated-term nal
information acquisition unit 10 operable to acquire, from an external
source, invaltidatedt edl nalerintifroret i derthiof i sdowy tibentdent efisersnof one
or nore termnals as information for specifying one or nore termnals to be
| val i dapedenthesdovabhdabeds Feed B3l al BLEEERLE0RChELRG ShEVGIMOLNSI N a

15 data format that generically expfesses, by information specifying a

val ue of ioQ_i-n _a_ bit .st.rj ale! r. E r of bits,
a1 et R SERE € TahelnBetydind By PR Mt oF GHRRRGT PRECHEE Ly
val ue; an identifier receiving unit operable, when an_identifier held 20 by
2 ter mi e P H G At BRI CIRL bS8 B nBFCCPS LABc PO TR kNG er .
judging unit operable to judge whether the received identifier matches any
of tRe OHee oJuABiBIi deAiti Mast s( Khovdr byt WaSthar ida3edtienn A& the
information as information specifying one or nore termnals to be 25

i nval i dateckivad aidenmhifiieati onpewiitf icgyer &yt e a( i piwicen pddggenesimt be
any matches, to conduct a predeterm ned communication with the term nal

that transfeimetdibhandteinéslfd en,l dayspecfigriddpyathenciedd cfgenequde to t he
5 termnal, and ( ii ) when judged to be a nmatch, to not conduct the

predet ery feEn&OTBHNI 88k @AW hdRe tA{dR NAbriACEAr €hAE thekld SsStgucture,
it is possible to quickly judge whether a termnal ID received froma

term nalndseit fechee Tipal bRk ddWatl | #aLed bR dalan bYa Rt 2aiag and 10
referring to invalidated-termnal 1 nformation specitying a
10 shown by the invalidated-terminal information, except when
the received identifier matches a piece of exception
information.
According to this structure, by employing exception
information, it is sometimes possible to specify the terminal
15 IDs of all invalidated terminals by a lower data volume, than
when specifying terminal IDs of invalidated terminals using
only generic information. Consider an example in which there
are 15 invalidated terminals, and the terminal IDs of these
terminals all have common bit string values except for the
20 low order 4 bits. Hypothetically it would be possible to
construct invalidated-terminal information specifying the
terminal IDs of these 15 invalidated terminals by using (i)

one piece of generic information to express the terminal IDs

of the eight terminals having common bit string values except

18



| arge nunber of invalidated termnals using a relatively | ow data vol une.
Furthernore, the invalidated-termnal information (i) may include one or
nore sets of corresponded val ue and 15 position information, each piece of
val ue information showi ng a value of a section of a bit string having the
predet erm ned nunber of bits, and a correspondi ng piece of position
information being for specifying a bit position of the section in the bit
string, and ( ii ) may be information 20 specifying, as a termnal to be

i nval i datfed; e iewniaraderi debtiits ed( ié3peacbhely byeael didepeneirds in
which a value of a partial bit string located in a bit position specified
by a pi edafefrmpasidn @ erpeesat the teiwbes layyalofethkofoubyt @rpiaead sof

val ue information corresponding to the piece of 26 position information,
and the hH@@d@JdﬁMﬂoﬂ“B&&'&tfﬁﬁbfyalh%% each i 68 AfhPOoBbY;i 8Pder 2 _
information, whether a value, inthe received identifier, of a partial bit

string | gated i r(ra?éﬁeghgt@la ui; %r']boes%%cye‘n%‘h@ 1%'%%1%:1?5?08‘:1%80%3;{)&8%

|nfornat|on 5 i"'ecé of 'va

corre g to, th 'ec gé osition |nfor ti,on, and gbg _t e when
verlf fra e?’ﬂ%’?@ §tC & STRCH L § VltnrgecP 4t % Bi er
natches an |dent|f|er shomn by the invalidated-termnal |nfornat|on 10
Accor di njatBeene3cepiutetriehe d—PPEt*élsrﬁWfl}%n‘ﬁéiﬂl%g an& ddona Vet héeof an
arbitrary bit string range can be expressed by information fornmed from

val ue/ posfttha terminailt hAbuefhihienygemns ihilngd by rasine ite exposssi theof a
section by operation rules or the like, since the 15 invalidated-term nal

i nf or mat tenmigailn I® fodff netat nt@hmndhad .varuemipar sechi oacaloral iy ntoal |1 D
and a position of the section are corresponded, and as a result it is

possi bl echef ppesened effwshitvehy, e expy egossiBige fombeontiuval i dated
termnals by a low information volune. 20 An infornmation generation nethod
provigded; £ 0, 2¢RE@LR -terminal information having the same
significance, by using one piece of generic information to
express the terminal IDs of 16 terminals having common bit
strings except for the low order 4 bits, and exception
information to express the terminal ID of the one terminal
15 out of the 16 terminal that is not invalidated, and thus
suppress the data volume of the invalidated-terminal
information.
Furthermore, the management device may have an
identifier acquisition wunit operable to acquire the
20 identifiers of all terminals to be invalidated, and the
invalidated-terminal information generation unit may (i)
determine, as the exception information, an N-bit bit string,

obtained by inverting only a least significant bit of one

of the identifiers acquired by the identifier acquisition
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t he above object generates invalidated-termnal information for specifying
one or nore termnals to be invalidated out of a plurality of termnals,
and includes an identifier acquisition step of acquiring identifiers of
termnals to 27 be invalidated, each identifier being a bit string having
a predeterm ned nunber of bits for identifying a different one of the
termnals; and an invalidated-termnal infornmation generation step of
generating the 5 invalidated-termnal information to show all of the
identifienstacqetiedyiing e fildestt idomditcgoni thieitonhst &gt wimigna nlata
format that generically expresses, by information specifying a value of a
section xhatahbiatngstéf nghRavident heipredeleqni ped ByDEke ofi dRinttsi £ pd#
identifiers in 10 which a value of the section matches the specified val ue.

Accor di ”QC&QiE'ﬂitsio%tr‘;gﬁ%?’ !mfip ol &5 60a € Smﬁi%ﬂéeemtéﬂé for

speci fying~a large nunber of invalidated term na uppressing data

vol une. ter- dahl e, st or age_nedi r.ovi ded. t o, achieve 15 the above
obj oot SToFERRRES A ST AP Enar AT BT or et 22 oSBEEETY DAL of o
pluralit¥ of identifjers that gre bi t stringf havi.ng a predeterningg nunber
of bi’ts Porm%Rnti3AHGS SUTFFEYeRE BnBSEPRE FPOAAGU]R dhater HHAIRQL the
identifiers of one or nore termnnals to be invalidated, the 20 )

i nval i datkel-idem§ hblegatacgn}rrdsbinthgchdertéfispeerapileg tian einkat
stores section information for specifying a value of a section of a bit
string hawd nthe herpvidioppiilyedesireated hidéestifndr(i thegauwsbealdfy
expresses, by the section information, all identifiers in which a value of

t he sectidem?2ffiepBtwhesht hevepratEhedgval nembeh OFf deits Fisfed mostout of a
plurality of identifiers that are bit strings having a predeterm ned nunber

of bits diynidesbhtyi ngie difd erent-*one ofnd pliyn |it§e@xferta9cféﬁ nalhke S5 the
identifiers of one or nore terminals to be invalidated,

| nvabl datRed £541 08l d3kd ROV ARG AN CBG I ARYR1AY), 0 s (bhdas an
identifier-specifying fie that stores
generic information for each specified X value, information
specifying the X value and a value of a bit string of X bits
from the most significant bit in the 2"® identifiers, where
N is the predetermined number of bits and X is less than N.
15 According to this structure, it 1is possible to
construct invalidated-terminal information whose data
volume is suppressed under a constant condition, without
placing an unnecessarily operational burden on the operator
or the like of a management device.
20 Furthermore, each terminal may hold a unique decryption
key, the encryption communications device may have an
encryption key storage unit operable to store encryption keys

that correlate one-to-one with the decryption keys of all

of the terminals, the communication unit, when judged by the



section information for specifying a value of a section of a bit string
havi ng the predeterm ned nunber of bits, and 10 (ii) generically expresses,
by the section information, all identifiers in which a value of the section
mat ches the specified value. According to these structures, all term nal
IDs that include a certain bit string are expressed generically by 15

i nformati on specifying a value and a position of a common bit string

i ncluded therein, and thus it is possible to conparatively suppress the
dat a voljurdkyiafg ivmial itdette d-htee reiced!v edhtide nAr. fereor Wiae o m oo mandlc aniyons
system provi ded to 20 achi eve the above object includes an encryption
communi ¢ | @ da\deafsi @i @ty abhbynof bier fhaal snthati Racddttapmihiait o the
encryption comuni cations device a key identifier having a predeterm ned

nunber qf, A a ag evigainthat at :
invalidgpggﬁﬁﬁgﬁ???iefggg gﬁﬁggPﬁhthn speéf ying 6%%tgr %S%ggke?n
identifiers tq be invalidated. The, mana t device_ has an .

| Dval | SPSEORR (90, e Br e T SN GBRaT o P e Byt BSY B 4RERat e ¢ he
invalidated-jdentifier information using a 5 data format . that generically
express&® bYhei lFeFRaPRon ChLEDf VW FRREMYEEGE ofhe skeerbhiifTa bPRdstring
havi ng the predeterm ned nunber of bits, all identifiers in which a value
of the $&emisgi trdthehenarigpspdcrpnaynighidomnmid th touttie tewmivpérabl e to
out put the generated 10 invalidated-identifier information. The encryption

conmuni eatl tins teewn ioee hasyadeacgpitsthe@nanypt eferaithen f caticon datahe
i nval i dated-identifier information outputted by the nmanagenent device; an

i denti f teancagaitdd g rofi theral @by et i OnlEMeh e 6a kepnisd@sviteeruséingsmtted
fromone of the 15 plurality of termnals; a judging unit operable to judge

whet h_erth@ed'é%‘i%@/@fb%eﬂe%d@B_tiiqfdee_rtdmél‘f@?@ef‘fﬂinﬁﬁ.t he one or nore key
identifiers speCified by the invalidated-identifier information; and a

COM 2t orhUBEath 0l s L MIELLUOORG O Sk e A Gl 10 20
the keyahdeennéli*f;pif{bnbcyorﬁrﬁ{lglggraﬁtq nasndg{]rg.rc)ép%(i)gnconducting a service
in which communications data is only sent to legitimate
terminals, it is possible to suppress the data volume of
invalidated-terminal information required in Jjudging
15 whether or not a terminal is legitimate, even when there are
a large number of terminals to be invalidated. As a result,
it is possible to plan for a speeding up of the judgment and

the like.

Furthermore, the output unit may conduct the output by
20 transmitting the invalidated-terminal information to the
encryption communications device, and the
invalidated-terminal information acquisition unit may

conduct the acquisition by receiving the

invalidated-terminal information transmitted by the output

21



relating uniquely to the key identifier. According to this structure, the
vol unme of data required in authenticating the legitinmcy of a key
identifier 30 can be suppressed, and thus it is possible to enhance the
practicability of a systemthat conducts a service such as performng a
predet er mi ned conmuni cation involving, for exanple, the transm ssion of
specific valuable data only to 5 termnals that send a legiti mate key
identifier. BRI EF DESCRI PTION OF THE DRAWNGS Fig .1 is a structural

di agramwhit.content key distribution systemaccording to an enbodi nent 1
of the present 10 invention; Fig.2 shows termnal |IDs and decryption keys

stored by termeedsdikyg. Sol L £oragpidtlr4d] agr affesheuneh@ rRihoske f or
determning a value of termnal IDs held by termnals; 15 Fig . 4 shows

exenpl a%ﬁ@ﬁieertsoinéatlacﬁt@@dtéﬁnﬁﬂagnfmfe&&n%lwI%t PEEq U ta124 of a
content key distribution device 120; F g.5 Is a flowchar shomnng TRL

R Qé#iﬁeiﬁgs Wb RS TT R SR fI%agﬁ}ﬁﬂ%cgﬁ%a%é%%mﬁcée?}l” *
30; Fig.7
di ot i ot BB 00804 notEBRdudiad b5 cBRSSHENey. HPot rHTRRTBREdONAL. 120

31 Fig.8 shows a data structure of a TRL in enbodinent 1; Fig.9 shows

exenpl arypedhiéatedr teTTRNaFig farmat hop| gweRkLy sRoWh A TREY B&tieD

generation processing, which is a part of the TRL generation/transm ssion
communications device.

Furthermore, the output unit may have a mounting

subunit operable to mount a storage medium, and may conduct
10 the output by storing the invalidated-terminal information

on the mounted storage medium, and the invalidated-terminal

information acquisition unit may be operable to mount the

storage medium, and may conduct the acquisition by reading

the invalidated-terminal information from the mounted
15 storage medium.

According to this structure, it is possible to use a
conventional storage medium having a reasonably small
acceptable storage capacity, when a management device stores
invalidated-terminal information required by an encryption

20 communications device on a storage medium and transfers the
storage medium.

A management device provided to achieve the object
generates invalidated-terminal information showing, out of

a plurality of identifiers identifying a plurality of
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5 processing conducted by managenent device 110 in enbodinent 1; Fig.l1Ois
a flowhart show ng TRL data generation processing, which is a part of the
TRL generation/transm ssion processi ng conducted by nanagenent device 110
in 10 enbodinment 1; Fig .11 is a flowhart showing TRL coll ation
processing, which is a part of the content key transm ssion processing
condueted by content key distribution device 120 in enbodinment 1; 15 Fig
.12 shows a data structure of a terminal IDin an enbodinment 2; Fig.l3
shows a ttetmisalect the didemtTRiienseabodneenr orfé gretmingls fiovedart
showi ng TRL data generation processing, which is a part of TRL

generat'ﬂMiﬁawng' Qr A pesessieg wurhet gdpby nEneDegenavdery ce 110 in
enbodi ment 2; Fig. I'5 shows exenplary content of a TRL; Fig .16 is a

fl 0"‘”“""5;551;3@8%981}@5 ffﬂ@é@&”' ey {T9§ 3@’en“ﬁﬁhﬂk§efagﬁef@efgn€%@m key

transm ONn Processin ucte cont i stribution device
120 inﬁéﬁ? ment 2 a_structure .of
embod et Sher beraord eyt RBRo T ShaR ) TREacs SeRar kep B hal
processing, 5 which is a part, of TRL generati ﬂ/transn155|on pro%iss
condéct e %ﬁa@@maﬁn&wm@mmw eARRFHRHE 3LOFi §SREIAL% i Buchar t
showi ng TRL col |l ati on processing, which is a part of content key
transm wmm@teéstﬁgmm@om@ﬂabyoélomsémg l@eﬁ%ﬁ%tf@ﬁ@ﬁﬂ'—oﬁh@éfvl ce 120
in enmbodinent 3; and Fig. 20 is a structural diagramof a content key
di st ri bufdmsr 5ysl e expoedispg ,t byain Eoboditiemt speofi fivhnpraeyediue fent i on.
15
a section in a bit string having the predetermined number
of bits, all identifiers in which a value of the section
10 matches the specified value; and an output unit operable to
output the generated invalidated-terminal information.

As a vresult of this management device, the
invalidated-terminal information to be outputted is able to
specify a large number of invalidated terminals by a

15 relatively small data volume, and as a result the
invalidated-terminal information to be outputted is readily
usable in terms of transmission and storage onto a storage
medium.

Furthermore, the invalidated-terminal information (i)

20 may include one or more sets of corresponded value and
position information, each piece of value information
showing a value of a section of a bit string having the

predetermined number of bits, and a corresponding piece of

position information being for specifying a bit position of
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BEST MODE FOR CARRYI NG QUT THE | NVENTI ON The foll ow ng describes, with
reference to the drawi ngs, a content key distribution system which is an
enbodi ment of the present invention applied as a systemthat takes into 20
consi deration copyright protection and the |i ke of content . Enbodi nent 1
System Structure Fig.1 is a structural diagramof a content key 33

di stribution system according to an enbodi nent 1 of the present invention.
Content key distribution system 100 is structured to include a plurality of
content phayback ideviirestHSb ivrsbrphayi agdbadk )canrtyende infontent okey

di stribution device 120 for distributing encrypted content keys in response

to requegheclifgmide Lo edrpl fyback HEVi 5681 i8R% & MBEDe@Rhi #8Yisce 110
for sending, to content key distribution device 120, a term nal revocation

1St (TR Wbl 8 O OF IBLL 01,20 PS5 E AU WRREY o g fpbut] on

of an encrypteéd content key erm ssi er one or a pFuraIity

of content key distribution devices 720 i.,s provided i.n the contept key

i stri bubEoh HIErant PotestEonbetpoptabidk 2By oo Sidotn FIRE Lhtetng | ke
15 are, for exanple, each disposed in a different household, and function
to actui PE @rRi§peeal coff ehiofi andceawmhimt Mathenamnedlugtvhaye hEdia or
the like, and to decode and pl ayback the acquired content using a content
key. | n a Byscenpifnvafiueh iodmsimbst bon orotsegpvading dopythgpieoe of
protection, it is assunmed that content will be encrypted and then targeted
for circpbattdon Berfddmstieason, if a content playback device does not

obtain a content key by decrypting an encrypted content key receiving from
content key digéebbdihgnteevhng® E2Guciueasrypl edeeRhRNt G v Deg 34
a common value of an arbitrary bit string range can be
10 expressed by information formed from value/position sets,
without having to fixedly determine a position of a section
by operation rules or the like, since the
invalidated-terminal information is in a format in which a
value of a section of a terminal ID and a position of the
15 section are corresponded, and as a result it is possible,
if operated effectively, to express a large number of
invalidated terminals by a low information volume.
Furthermore, each terminal may be manufactured by one
of a plurality of manufacturers, and an identifier
20 identifying the terminal may show the manufacturer of the
terminal by a bit string having a predetermined range in the
identifier.

According to this structure, it is possible to

effectively suppress the data volume of invalidated-terminal
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decrypted and pl ayed back. Content playback devices 130 (hereafter
"term nal s") each includes a CPU, a hard disk, a nmechanismfor
comunicating with an external unit, and the |i ke, and conduct content

pl ayback processing for playing 5 back novies and other content for
viewing, listening to or the like by a user, via a display device, a
‘speaker or the like . Functionally, each termnal has a termnal |D storage
unit 131, a decryption key storage unit 132, a encrypted content storage
uni t 133inpfarmeduest, timnsasesi sgalnias ¥8en 10 as esceyiteihedntbat key
receiving unit 135, a decryption unit 136, and a playback unit 137.

Term nal al Btstragea Uil alBlex BsBs SO agerni falsn aROMA ctaad oy genory)
or the like, and stores termnal IDs that are for identifying the various

term nal P o] , 16 termnals are used in content key

di stribu?f’gh&sf&scfé“r%l et S o nal 1 Ds wl T be sty uctured by bit
strings of fo;g or_nore ?Lts that al low jidentifi,cation of th%iz tgrninals,
and i f, for exahpl BECTRBFd% e SHNUHTRARLSDSt hESVdSH n&ATTBE5H 1 1 8e bi t
strings in excess of 32 bits., K For ease of 20 understandi ng, .enbodi nent 1
will e YERERVBedPaidhar e PREPSE 68 £6Tt R Weehnd sCPBMNdQL RIS 4- bi t
termnal |Ds . Decryption key storage unit 132 is a storage area in a ROM
or the IVkeht lfat PdRERAS Y deér ypRTBANREE  useachorofewhysth ngoddseraR ypt ed
content key. The decryption key is 35 a secret key having a value that is
uni que fodertifiieer nmwialch ahd s Lsittr ust nird, hiaorimxaamppeedeyeldfined s.
Encrypted content storage unit Z33 is a storage area on a storage nedi um

such as muhibed difskitandcat di@sneheyypgedhe awieital Thenteimiclalde£ach
function to acquire (by receiving transm ssion, etc.) encrypted content

from an gxt i Aok 13 HHCR] - BSEmE Aalt Orid A e SPEEUPT REAPIE BPIohN Wit 133.
Request transmtting unit 134 functions to send
10 operable to acquire, from an external source,
invalidated-terminal information that shows the identifiers
of one or more terminals as information for specifying one
or more terminals to be invalidated, the
invalidated-terminal information being structured using a
15 data format that generically expresses, by information
specifying a value of a section in a bit string having the
predetermined number of bits, all identifiers in which a
value of the section matches the specified value; an
identifier receiving unit operable, when an identifier held
20 by a terminal is transmitted from the terminal, to receive
the identifier; a judging unit operable to judge whether the
received identifier matches any of the one or more

identifiers shown by the invalidated-terminal information

as information specifying one or more terminals to be

o
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transm ssion request information that includes a terminal 10 ID stored in
termnal I D storage unit 131 to content key distribution device 120, via a
comuni cation channel 101 ( i . e. public network, etc.). Encrypted content
key receiving unit 135 functions, when an encrypted content key is sent
fromcontent key 15 distribution device 120, to receive the encrypted
content key. Decryption unit 136 functions, when an encrypted content key
is received by encrypted content key receiving unit 135, to decrypt the
encrypt ednvaritieldtd@y eadng acadfimdedypticom key tsteyetdabbedqcrypivhen key
storage unit 132, and to send a content key obtained as a result of the

decrypti gudb@dolwmk Hai bnlBd matdryback Jnidndddt f Ungtienst & S dgenypt
encrypted content stored in éncrypted content storage unit 133 using 3G a

cont ent t d ti uni ; an pl . de pt ed
cont ent .Egﬁmélgleqrca{éﬂapbl 3’9{%}9“%\?\? Fl:’és{é%gta& o(raht%‘r%e It%%%ﬁgﬁ? pfééed back
by playbaék %n%t 137. . Sone_of the functions conducted bﬁ requgst h
transmi t tPRGE TS 18Y, REEFPPITET uAft FBRETERE I9y BRIEYSi £C13%7 6 e
realized by a caontrol_programstored in a nenory being executed by a CPU.
ManageneheTBéviade 2nd {(41)f¥hebxanpped kochbrpatatel. the nokean@i @t ed in
an organi zation that conducts 10 operations relating to the protection of

t he copythghrradetemmingd obmounteatiavanagbhebhhedéeiroe maD. conduct s TRL
generation/transm ssion processingfor generating a TRL that has as nain
content, inforxatopdihgrtepedeld diinguatidreer htnbd poddiblespeeiuiakivi ch
protection of copyright and the |like 15 can no | onger be guaranteed due to

a decrypjh@gekepeshered themnenalhay packaeredisdmwseddriina® is alde
termnals to which an encrypted content key should not be distributed ) ,

and for terminal ID of an invalidated terminal, by obtaining and

10 referring to invalidated-terminal information specifying a

large number of invalidated terminals using a relatively low

data volume.

Furthermore, the invalidated-terminal information (i)

may include one or more sets of corresponded value and

15 position information, each piece of value information

showing a value of a section of a bit string having the

predetermined number of bits, and a corresponding piece of

position information being for specifying a bit position of

the section in the bit string, and (ii) may be information

20 specifying, as a terminal to be invalidated, all terminals

identified respectively by all identifiers in which a value

of a partial bit string located in a bit position specified

by a piece of position information matches a value shown by

a piece of value information corresponding to the piece of



transmtting the generated TRL to content key distribution device 120.
Hereafter, termnals to which an encrypted 20 content key should not be
distributed are referred to as "invalidated term nal s" Managenent device
110 , as shown in Fig .1, includes an invalidated-termnal |ID acquisition
uni.t 111, a TRL generation unit 112, and a TRL transmtting unit 113. 37
"Here, invalidated-termnal ID acquisition unit 111 functions to acquire
.information specifying termnal IDs related to all invalidated termnals,

and to ppeyi deohhe ngeduidterb ,ermaathéD?u&a@iﬁgtuaqrtehﬁaty Qn URjdrdggd, 5 TRL
generation unit 112 functions to generaie & TRL whose mmain content™is

i nf ormat j i fyl i aval i dat : i nal.s,  ba . nal | Ds
provi dedt By SRciin 102 pE s B8 St HERr R Shon Mo e ¥ B 9 St ¢ he
generated TRL to, TRL fransm_tting it 113.. The .10 generation of _.a, TRL is
descr | beth? 7 @R AT PY| HAGNF At vl PAZFARY Pids AHiiig Lartadain
functions to transmt a TRL sent from TRL generation unit 112 to content
key di st3 PE{t Pefigdenceregd fhiied Rycehenmiees icdnperatian 1nfermedekenr es
involved in the TRL 15 generation/transm ssion processing conducted by

managenemtdeesca 1t0lace glkeswni ey ian pieaterofevhilare Lhfosmadsimed t hat,
for exanple, periodically or when there is a change in invalidated term nal

i nf or matd¢srréopbrdtngl tdethée piedRlof pasdgamnt nd@intet 140, eped atiEes) t o
transmt 20 a TRL to content key distribution device 120. Content key

di stri bufiade dayhés J2PiFSed ERARULEENAL gendusts 6oR AR JIEY that
di stribution processing, whichinvolves transmtting, when a termnal from

which aGaNtAIe Kedat {ADATEETEON AR dif 1865LYPYoLS APy Rifl i dat ed

invalidated-terminal information.

10 According to this structure, all terminal IDs having
a common value of an arbitrary bit string range can be
expressed by information formed from value/position sets,
without having to fixedly determine a position of a section
by operation rules or ;he like, since the

15 invalidated-terminal information is in a format in which a
value of a section of a terminal ID and a position of the
section are corresponded, and as a result it is possible,
if operated effectively, to express a large number of
invalidated terminals by a low information volume.

20 An information generation method provided to achieve
the above object generates invalidated-terminal information
for specifying one or more terminals to be invalidated out
of a plurality of terminals, and includes an identifier

acquisition step of acquiring identifiers of terminals to

27



term nal, an encrypted content key to the termnal. Functionally, device
120 includes a TRL storage unit 121, a TRL receiving unit 122, a content
key storage unit 123, an encryption key storage unit 124, a transm ssion
request 5 reception unit 125, a collation unit 126, an encryption unit 127,
and- an encrypted content key transmitting unit 128. Here, TRL storage unit
121 is an area on a storage nedium such as a hard di sk, and stores a TRL.
TRL receiving unit 122 functions to receive a TRL 10 transmtted from

nmanagenepe deMiz0e dabd pndath shehe ittt aseiNgdaThE t BthRlnStwgagaguni t
121. Content key storage unit 123 is a storage area in a nmenory or the

i ke, an : C i Kk 8 [ tqs i n area
A T T R B At E s La b Nk i 4 i
termnal |D of the _termnal and,an encryption key that. correlates wth a
decrypti BR%ey bl EHE { rarmanaL8d ¢ e T or P VAR LPE AT AR ERE ypt | on
key correspond. Transm ssion request reception unit 125 functions to 20
recei ve APEPIASHIQN on PeRGEStiInt f &R t ePFi nal9SRaratpngl i ¢ Retwork,
and convey the terminal IDincluded in the transm ssion request to

col | &t i ohnvaili deted Gt tmiRah uhbPforI@tfigrt i bas sbopudgd Whetherthfe
termnal fromwhich a transm ssion request originated is an 39

i nval i dai édntérfriierad ,adyutoefatimng:lvdeiBenttiffdree i scquirstichion tdtepy of the
invalidated termnals specified by a TRL, to convey an instruction to

encrypt edsgagt eat ey d r amsimdt i nghefi t gbdesheai g t Babraksig or wessage
should 5 be returned to the transm ssion source when judged to be an

ey A TECESEEIN oA 0 2o 0e e VBN WL Ln b Lactig) (D
an ‘”Va'ﬁgéiﬁg £ﬁén@Pééetermined number of bits, all identifiers in
10 which a value of the section matches the specified value.
According to this structure, it is possible to
construct information for specifying a large number of

invalidated terminals while suppressing data volume.

A computer-readable storage medium provided to achieve
15 the above object stores invalidated-terminal data, and in
order to specify, out of a plurality of identifiers that are
bit strings having a predetermined number of bits for
identifying a different one of a plurality of terminals, the
identifiers of one or more terminals to be invalidated, the
20 invalidated-terminal data (i) has an identifier-specifying
field that stores section information for specifying a value
of a section of a bit string having the predetermined number

of bits, and (ii) generically expresses, by the section

information, all identifiers in which a value of the section
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Encryption unit 127 functions, when a termnal IDis 10 conveyed from
collation unit 126, to generate an encrypted content key, by using an
encryption key corresponded to the termnal IDin encryption key storage
unit 124 to encrypt a content key stored in content key storage unit 123,
and to send the encrypted content key to encrypted content key 15
transmtting unit 128. Encrypted content key transmtting unit 128
functions to transmt an error nessage to a termnal that issued a

transm sgiz@tHeasuesd 8RiFN dNSEdUedi on showing to return an error nessage
is conveyed fromcollation unit 126, and 20 to transmt an encrypted

content key torg 6§Ee1§ir.”% é}%@&ikgs,uggtao%rfﬁ@ﬁifﬁy[&%ﬁé%‘?f?e?% | Ds

encrypted contéent i s conveyed fromencryption u m na
Decrypti Keys and .E'n cryption _Keys_ 40 Fi.g. 2 .sho termnal | and
door Yt | SR eTE s Pifed i T0e AT hHar sor et Brn it dnbfh Fhust oh Egot em
100 includes 16 term nals, and when the termnal IDs are each 4 bits, as
shown 5 fRIFigenrtifvi@dhandlfderest exgnplfed MRl Aty hitemimisp00" and
a decryption key "DKo", a termnal 1 holds a termnal ID "0001" and a

decr ypt | thekagehPrIfiersnd fa ongr @imalores tieeidn aal 8 dravibwalinvR I'idatedand a
decryption key "DK15". Decryption keys DKo, DKI, ..., DK=5 are all bit

strings whoadidadiad -disdmyahlesidtth dproetidmi cho Buthierden faks gvotrect t he
decryption keys in a secret state using tanper-resistant technol ogy and the

like. Figp3ekt 3igoneeptaml i@éﬁﬁ&@&b&h@@ié&i%ﬂi@éhﬁﬂeﬁ@r teeierdidrnay a
value of termnal IDs held by termnals. 15 e allotnment of termnal |Ds

to term Q%bﬁi%nﬁfzﬁeﬂﬂa@@i&y ¥EF 1 QS TRRYHRCHUKENS, d %fdeaf B 5ﬁre

exanpl e, by an organi zation for conducting operations relating to t

protecti gn, of ¢eRYTI Nt ANG el LKBacARd e b 8ETL2 8k ts, ana

10 (ii) generically expresses, by the section information, all
identifiers in which a value of the section matches the
specified value.

According to these structures, all terminal IDs that
include a certain bit string are expressed generically by

15 information specifying a value and a position of a common
bit string included therein, and thus it is possible to
comparatively suppress the data volume of
invalidated-terminal data.

An encryption communications system provided to

20 achieve the above object includes an encryption
communications device, a plurality of terminals that each
transmit to the encryption communications device a key
identifier having a predetermined number of bits, and a

management device that generates invalidated-identifier
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are manufactured, the manufacturers, in accordance with the 20 all ot nent,
configure, in each termnal, a ROMor the like storing the termnal ID
allotted to the termnal. Gven that the circles in Fig.3 are "nodes", and
the lines connecting the nodes are "paths", a binary tree structure is
determined in Fig.3 such that the 16 termnals 41 are corresponded
one-to-one with nodes 12 on the | ower-nost |ayer, and either a 0O-value or a
1-value is consigned to each of the two paths from one node to nodes on a

| ower | ayeformheiber BpwtifPing eaeh dermibnal key exdueisteileby aditbeb
string obtained by joining together, fromhigher to |ower |ayers, the 0 or

L val ues; ¢pnsidnedato al lrt the maaidieifdpect i agradiode 1fagn they,

upper-nost layer to a node 12 on the 1 ower-nost |ayer corresponding to the
term nal,

. t LW, : 'rﬁ? . rel t'Pg 0 the i i_nal re 10
determ nle%%gﬁgﬁg\%a |l%éEII—JiLég;le‘fzzEg{elr%1 Ié%%\/\%s&gﬁger#p ar{'/l%ltc))r‘llt elnfgglfe r%%ahislaéast ored
in encryption key starage unit 124 of contept ke gistribution,device 120.
|1 encr it (P RERE € hEoenTintL S it o Be oo EREA ST Mg B4
corresponded term nal |Ds and encryption keys for all of the term nals. For
exampl e, dadr yommRt kEhatkod pEeEdCaddpon8ERTES & ni BYl 1 BEODBELi&dtrypti on
key EKo being a key that correlates with decryption key DKo held in
t er mi nalsgkc20y Dngsaquehtey ofdat seaidoptisd aid ity snciygt heavikgy tHié can be
decrypted usi ng decryption key DKo. Encryption key EKi and correl ated
decr ypt ippredeye D nédr muabeat rof abd tar, e aid chédnwhén eds N awkeeheta key
encryption systemin an encryption algorithmfor encrypting a content 42

value of the section matches the specified value; and an

output unit operable to output the generated
10 invalidated-identifier information. The encryption
communications device has an acquisition unit operable to
acquire the invalidated-identifier information outputted by

the management device; an identifier receiving unit operable

to receive a key identifier transmitted from one of the

15 plurality of terminals; a judging unit operable to judge
whether the received key identifier matches any of the one

or more key identifiers specified by the

invalidated-identifier information; and a communication

unit operable, only when judged to not be any matches, to

20 conduct a predetermined communication with the terminal that
transmitted the key identifier, by performing an encryption
relating uniquely to the key identifier.

According to this structure, the volume of data

required in authenticating the legitimacy of a key identifier
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key, and are not matched when using a public key encryption system System
Qperations 5 The followng is a sunmary of the system operations of content
key distribution system 100. Operations of Managenent Device Fig.Sis a

fl omchart showi ng TRL 10 generation/transm ssion processing conducted by
managenent device 110. TRL generation unit 112 in managenent device 110
acquires termnal IDs relating to invalidated termnals from
invalidated-termnal ID acquisition unit 111 (step S21), and 15 conducts

TRL dat acganpeaku@pi¥Eessi 484t Ratsi A0l e EHd Lol at itBd e Edenthef an
information part (hereafter "IDrelated information”) of a TRL for

speci fyi I L.hdat; t ] t 2 T g%;% i
processiﬁganggggg$f§§acﬁaq%gﬁé??é@hega?agé?dgggfi?h? 0 A%?gfﬁ?%eggRL dat a
generation grocessin , TRL eneratian unit 112 gonstructsla.TRL tPat

i ncl udesPtheCgBRlPat 2dPFEITI T Bt Fhr SHHITHRCTEtER SI8YC1EbRIey s Phe
generated TRL_to TRL transmtting unit 113, and TRL transmtting unit 113,
havi ng retePReég t hReTRranem4§&HAs of3 sPeid 1 va b iRdibr ¥nEOkey

di stribution device 120 via_a conmmunication channel (step S24). Operations
of Cént ekerpipgbackhpdvicend & §esitdmatig dwshardentowil®y .cont ent pl ayback
processi ng conducted by content playback device 130. Content playback
device 130 (term nal) conducts content playback processing on receipt, for
exanpl e, of a user operation instructing content playback. ZO First,

request BEENSNOEECRIPINON 188 TREapkRawTNed requests the transm ssion of an
encrypted content key, by transmtting, via a comrunication channel, a

transm §si oM r LAULSie GRNSETA U@ Ta by aflab @ é"@én{@ﬁkuﬂé? @i Eerabhdi d. P uni que
to the termnal and stored in terimnal ID storage unit 15 131 (step S31).

In response t%fﬁ%&ﬂ£@88§&a1ﬂ&*¥% 2R embodiment 1 of the present
10 invention;
Fig.2 shows terminal IDs and decryption keys stored by
terminals;
Fig.3 1is a conceptual diagram showing a method for
determining a value of terminal IDs held by terminals;
15 Fig.4 shows exemplary content of data stored in an encryption
key storage unit 124 of a content key distribution
device 120;
Fig.5 is a flowchart showing TRL generation/transmission
processing conducted by a management device 110;
20 Fig.6 is a flowchart showing content playback processing
conducted by a content playback device 130;
Fig.7 1is a flowchart showing content key distribution

processing conducted by content key distribution

device 120;
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encrypted content key or an error nessage is sent fromcontent key
distribution device 120. After the transm ssion request, encrypted content
key receiving unit 135 judges whet her reception of the encrypted 20 content
key was successful (step S32), and conveys the encrypted content key to
decryption unit 136 only when the encrypted content key is received

normal ly. On receipt of the encrypted content key, decryption unit 136
decrypts the encrypted content key using a decryption key held in 44
decrypti phgkey shlow=age datd $82ucand e @V ey STRLCOAL efbddEimebt alned as a
result of the decryption to playback unit 137 (step S33). \Wen a content

key is Cﬁﬂé‘eyeghoﬂvlsayé}?é}!fpyé‘i%’ L3htendedy P stRNCrypted content stored in
encrypted content storage unit 133 using the content key, and plays back

ol ayback! 97 B84 2, & PR E P B8 RE R A e bea AT R sl °

di spl ay device, a speaker and the like, thus 10 all ow a user to
view | isten t &P cdft @ntPaﬁ)epgt iR 'BBLC@I?[D&ﬁatKJe‘?nt§FPiSHUﬁWrbeVi ce

Fig.7 is a flowhart show ng content key distribution_processing conducted
by céntent kePZRee$§bugi orPrR@yrEedl oy f@r@ﬁ]@@ﬂntk@em@?ri%giwdevi ce
120 receives, via receiving unit 122, and stores a TRL in storage unit 121
at | east once ebdfatienenhdidicti ng the content key distribution processing,
and conducts the content key distribution processing whenever a

transm ssi@nl 0 dguasilowchent sheomvnaR0dat acoshent tplcaypackedenirees 130.
When a transm ssion request is sent fromone of content playback devices

130 (term nal jyhildrangsi sSigdrf egeeshd eERNt Gendiitti dript FEAMY8E ildif
transm ssion request and conveys a terminal ID included in the received
transm ssion 43,cessing conducted by management device 110 in

10 embodiment 1;

Fig.l1l is a flowchart showing TRL collation processing, which
is a part of the content key transmission processing
conducted by content key distribution device 120 in
embodiment 1;

15 Fig.1l2 shows a data structure of a terminal ID in an embodiment
2;

Fig.1l3 shows a data structure of a TRL in embodiment 2;

Fig.l1l4 is a flowchart showing TRL data generation processing,
which is a part of TRL generation/transmission

20 processing conducted by management device 110 in
embodiment 2;
Fig.1l5 shows exemplary content of a TRL;

Fig.l16 is a flowchart showing TRL collation processing, which

is a part of content key transmission processing



request to collation unit 126 (step S41). Wen a termnal IDis conveyed,
collation unit 126 conducts TRL coll ation processing that involves
referring to a TRL and judging whether the terminal IDis the termnal 51D
of an invalidated termnal ( step S42 ) . The TRL coll ation processing is
described in detail in a later section. Wien, as a result of the TRL
collation processing, atermnal IDrelating to the transm ssion request is
judged to be the terminal ID of an invalidated termnal (step S43 10 = YES)
, collation untdnddetednsycdwtentr kpyed ictidnit key Beadisd tiddginnit 128
an instruction show ng that an error nessage should be returned to the
transm ssi on sgHp68iREnthe transm ssion request, and in response, unit 128
conducts error processing that involves an error nessage being Z5

transmt rJm ( 7 ds t key

distri bu%?ghtlgr tgglg’é}ss? r?g.dr‘l’laéra isnéfs‘?g%égis,oki? ?ggj E‘ﬁgé&‘, ggs]?%;&%ggs% 08 the
TRL col | gtion_processin that.a termmnal.  IDrelating to the transm ssion
request 139nd8 1RE TLPHFRAF Y BPOF1IEH Ty S T EH 6 HiahPraC a9 s43 -
NO, collation unit 126 conveys the termnal IDrelating to the
trandm ssi on reytelt 9 eﬁcr?ﬁfﬁonoéniFRIQ7S%ﬂﬁF%ﬁﬁ@@é%FﬁPs&PQSRPQernina
I D, encryption unit Z27 extracts an encryption key corresponding to the
termnal 1D frrommeassypyi crokéyctedr agy uranadementisedevdéce thklexin act ed
encryption key to encrypt a content key stored in content key storage unit
123, thus genamthodipmantedcrypted content key, and conveys the encrypted
content key to encrypted content key transmtting unit 128 (step $45). 5
When an engr ypties aconswahakeysheweAGVIENE ¢o1aRA WK pet@ELitig Kehich
transmtting unit 128 transmts the encrypted content key to the term nal

that issued the tLansd6SIMN content key transmission processing
10 conducted by content key distribution device 120 in
embodiment 3; and
Fig.20 is a structural diagram of a content key distribution
system according to an embodiment 4 of the present
invention.
15
BEST MODE FOR CARRYING OUT THE INVENTION
The following describes, with reference to the drawings,
a content key distribution system, which is an embodiment
of the present invention applied as a system that takes into

20 consideration copyright protection and the like of content.

Embodiment 1

System Structure

Fig.l is a structural diagram of a content key
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request (step S46), and ends the content key distribution processing. 10
TRL Structure Fig . 8 shows a data structure of a TRL in enbodi nent 1.

Al t hough the bit size exanple given in Fig.8 assunes that there are 16
termnals, exenplary bit sizes 15 corresponding to when there are several
times as many termnals are show in parenthesis for reference purposes as a
further practical exanple. The followi ng description refers to the bit size
exanple for 16 termnals. As shown in Fig.B, a TRL is structured from 8-bit
20 ver si ¢ StifirwaidonsyEken aeepbatedd for ant ismb@20neahnd 16405i the
signature information 230. Version information 210 is information show ng a
versi on muwdminofimvditioand the version nunber changes, for exanple, every
time a TRL with different content is newy 4i generated. IDrelated

i nformation 22@qn% et u@w@&ﬁfﬁme&eﬂps&g&@m@cpri@?étﬁm@'tékéar ke

information 225. Goup information 221 includes one or a plurality of 5 1D

2231 sk 10l 245 S B AN A BN AIIDEE 237 80000, LBE NUBEEQ! sets,

| f the ndnbér o §7Ts given as 0 ntry nu
be M_Here, mask.data 224 is data i @%% h X nunber. of . high order_hits in
Che 4% by PIBVEI A SERAT 1 o CREBE ke s S 516 Tk Ghode Rachr 138 ° and
any remai ning_| ow order. bits have a value of "0", X thus being expressed by
this naskogat@istpibasing: nfPRgrEPsed vWwoRtRBEK FRYS A FREPOPSH e§es X,
is data in which only a content of X nunber of bits fromthe nost
si gni fi cargulsistt s fweR' fhenconeentiptapbacktdéngces sandca managemeRR3 i s
useful, the remaining bits having a value of "0", for exanple.
device 110 for sending, to content key distribution device
120, a terminal revocation list (TRL), which is information
10 used for judging whether distribution of an encrypted content
key is permissible. Here, either one or a plurality of content
Xey distribution devices 120 is provided in the content key
distribution system.
Here, content playback devices 130a, 130b and the like
15 are, for example, each disposed in a different household,
and function to acquire encrypted content via a communication
channel, storage media or the 1like, and to decode and playback
the acquired content using a content Xkey.
In a system inwhich consideration is given to copyright
20 protection, it is assumed that content will be encrypted and
then targeted for circulation. For this reason, if a content
playback device does not obtain a content key by decrypting

an encrypted content key receiving from content key

distribution device 120, an encrypted content cannot be
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All termnal IDs in which the high order X bits expressed by nask data 224
match a value of 1D 223 (i . e. the termnal |IDs of 2~4-"~ nunber of
invalidated termnals) are 20 shown by the sets of ID 223/ mask data 224.
Consequently, group information 221 is formed fromone or a plurality of
set's that expresses the termnal I1Ds of a plurality of invalidated
termnals generically. D screte information 225 includes one or a plurality
48 of IDs 227, and includes an entry nunber 226 that shows the nunber of

| Ds 227.d&tryhpeedundred ofl alylesl i sagkverCast it aplalyia cdhodeviyeantT §0nunber
226 will be N. IDs 227 each show a termnal ID of an invalidated 5

ter i nal (nCoBsERueNtt ¥ rndisaih cchBHORRRIIRILS 2D dify [ of sk d I@rRNea O 2

pIurallty of pieces of information that expresses the termnal 1Ds o

' ”Va' ! dar&%@ nhBEEebs oSGl ?a%/%lr? ALY ?H'EQL%%%J 0'31 130, i@ specalled

gital St gnature generate r ect entirety Version
Fi Iary

|nfornat on 210 an ated in 220. 9 sh

cont ent %*Eﬁ % Fﬁ“aﬁf FLEER s?i%@@ &'ﬂﬁ99$éleﬂc 8&é§2§ A%s group
i nformation, a set consisting of an ID 223 having a bit string 15 "1100"
and éasHmﬂg¥am92Aeﬁa§Pﬁg°§nﬁq Qﬂﬂﬁ@ﬁﬁ"§990V1eﬁhaga ﬂ&ﬁﬂﬁﬂl%&nt%d%§lstlng
of an I D 223 having a bit string "0110" and mask data 224 having a bit
string "uhgotikandy(&iyses divder @ diisflayedéevhceanal BpeaRamdrnd e bi t
string "0001" The terminal IDs of four invalidated terminals (i.e. 20 | 100,
1101, 1NMike lIAinchienaipryeseadhbyetrind rselt hagr aetebyifzd "Il 6@ Omapsk dat a
and the "1100" ID, and the termnal IDs of two invalidated termnals (i.e

0170, Oludjti s3expreshaskPytibe el fHromsgdyuhhe "1BLL0"a maskr§aita@nd the
"0110" ID. Consequently, the TRL in Fig . 9 shows the termnal IDs 49
content storage unit 133, a request transmitting unit 134,
10 an encrypted content key receiving unit 135, a decryption
unit 136, and a playback unit 137.

Terminal ID storage unit 131 is a storage area in a ROM
(read only memory) or the like, and stores terminal IDs that
are for identifying the various te;minals. If, for example,

15 16 terminals are used in content key distribution system 100,
the terminal IDs will be structured by bit strings of four
or more bits that allow identification of the 16 terminals,
and if, for example, there are 50 terminals, the terminal
IDs will be bit strings in excess of 32 bits. For ease of

20 understanding, embodiment 1 will be described mainly in
relation to there been 16 terminals and 4-bit terminal IDs.

Decryption key storage unit 132 is a storage area in

a ROM or the like that stores a decryption key used for

decrypting an encrypted content key. The decryption key 1is



of a total of seven invalidated termnal; six termnals by group
information, and one term nal by discrete information. TRL Data Generation
Processing 5 Fig.1Ois a flowhart showi ng TRL data generati on processing,
which is a part of the TRL generation/transm ssion processi ng conducted by
managenent device 110 in enbodiment 1. TRL generation unit 112 in
managenent device 110 10 conducts TRL data generation processing after
acquiring termnal IDs related to invalidated termnals from

i nval i datesleteet ey Hdy acgu vatliventhaitt i&ldn{gee Fog.eHh términaIRL
generation unit 112 stores the acquired termnal IDs in a ID working area

Whi ch isaaf aea tifudt 58 A0€okS exRalipia susi aggapiery or the like ( step
S201 ) , stores two pieces of 1-bit bit data "0" and "1" in a bit working

area which i's goa0e8eon c%rﬁé@{@%ﬁgignha%h%gga?jweﬁg%{txb%ié herLike

(step S202), an "1" in vari (step generation
unit 112 focuses on a pi.ece of .20 X-hit bit. tain the bit worki,ng.,area
Uhat 1ecohdt MidhAde RARUAHE Hof 3" Ndrd'di 60 Fid Selfedd it o8
IDs stored in the | D workjng. area t?at satisfy a condition that, the high

or der® X BPRECREr chPe AETRARHLF £3h £ BRAY BetRP FILLEE N 1o TS BP5) . 50
When the counted nunber in step S205 is 2 ~9~"~ ( step S206 ) , TRL

gener at | BAaBANEL SEIPIe| 8L€6s )t heREEYREREl FEBteat sfyphRg amheegdivtindbn in
step S205 ( step S207 ) , and with respect to the termnal |IDs satisfying
t he conds¢oupage,dener minest@ard thet ebchiviptstd i agnharitndnt it gh3®rder X
bits set to "1" and the remaining bits set to "0" as mask data, and
determ nes a 4Réxiebtt Stahsgibavingy Lhe thi gilBsor demotivis Iai tserhe the
same as the bit data currently being focused on and the remaining bits set
to "0" asrafshPsseon eRAKS: agr6£hatASnt Rhat includes a terminal
10 ID stored in terminal ID storage unit 131 to content key
distribution device 120, via a communication channel 101 (i.e.
public network, etc.).
Encrypted content key receiving unit 135 functions,
when an encrypted content key is sent from content Xkey
15 distribution device 120, to receive the encrypted content
key.
Decryption unit 136 functions, when an encrypted
content key is received by encrypted content key receiving
unit 135, to decrypt the encrypted content key using a
20 decryption key stored in decryption key storage unit 132,
and to send a content key obtained as a result of the
decryption to playback unit 137.
Playback unit 137 functions to decrypt encrypted

content stored in encrypted content storage unit 133 using
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10 determ ned nmask data and IDin an area of a storage nmedium (e.g. nenory,
etc.) as group information (step S208), and conducts the step S209

j udgnment. When the counted nunber in step S205 is 0 or 1 (step S206), TRL
generation unit 112 skips steps S207 and S208, 15 and conducts the step
S209 judgnent. In the case that the counted nunber in step S205 is not any
of 2~4-"~, 0 or 1 ( step S206 ) , if two or nore of the termnal |Ds
satisfying the condition in step S205 have an x+1th bit fromthe MSB t hat
is "0", akorgsster ddyosemt f rbf? delcarves:icid unit he i andeki pYagbaak bit
data forned by adding a 1-bit "0" to the |least significant bit ( "LSB" ) of

the bit dad ydet bQcussdcar (3l 8Be$21Q@) apaBdthf vE WG OR 1ERIG @l Ui ,
termnal 1D satls ying the condition have an X+lth bit fromthe MSB that is

"1t ., T t n_t n 1 area, bit
dat a for%rir‘*\::egej{t:f;/)E ?ﬁagﬂlt p%l]afy&i%? tﬁg %\% oraé rﬁf{;thEIt dat a bei ng
focused on (step S2 nd conducts e s S209 | udgnen step 5209,
TRL generat i oﬁcﬁ}ﬁ %@ﬁe? W R U‘oCtﬁfigéf %ggg: lgFlR—qbl t bit
data_t hat has et to be focused on, and when there eX|sts adﬁéece of X-bit

bit fat&Nidt 134pe FesEUE R (19269 L&eapd rRaaefatpdi vhit 2X2 returns
to step S204, and conducts processing to focus on the next piece of bit

dat a, ameadtiered hbye alogontavlexprogtema Fiered ofinX-di mepiorydabaipgt to be
focused on (S209 = NO) , TRL generation unit 112 increases variable X by
"1" (st exeRitHA ,band CrUges whether variable X equals "4" (step S213 )
When vari abl e X does not equal -"4" (S213 - NO, TRL generation unit 112

returns to stﬁanﬁé%erﬁﬂdﬂ@@ﬂéécnowspr@@%Sébda ftltéf%pt&ar@mté@ sext piece
of bit data, and when variable X equals "4" YES ) and if there

o ST aid e T v apegn T gareanden doidudid =t

10 operations relating to the protection of the copyright and

the like of content. Management device 110 conducts TRL

generation/transmission processing for generating a TRL that

has as main content, information for specifying all terminals

with respect to which protection of copyright and the like

15 can no longer be guaranteed due to a decryption key stored

therein having been disclosed (i.e. all terminals to which

an encrypted content key should not be distributed), and for

transmitting the generated TRL to content key distribution

device 120. Hereafter, terminals to which an encrypted

20 content key should not be distributed are referred to as
“‘invalidated terminals”.

Management device 110, as shown in Fig.1l, includes an

invalidated-terminal ID acquisition wunit 111, a TRL

generation unit 112, and a TRL transmitting unit 113.
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medium (e. g. nenory, ete.) as IDs in discrete information 20 ( step S214 )
, thus ending the TRL data generation processing. Here, the TRL
construction shown in step S23 of Fig.5 is executed by adding, in addition
to version informati on and signature information, respective entry nunbers
to-the group information and discrete information retained in an 5? area
of a storage nediumas a result of the above TRL data generation
processi ng. Consequently, when the seven termnal |1Ds "0001", "0110",
"0111", "1100'Here10inivalidd@ed -arwrnmiddl” 1ar eadgetgutiesn fumm 111
invalidated-termnal 1D acquisition unit 111, a TRL having the content

shown i ¥ & foh s H%n%rc%flﬁ%@,siﬁfbﬁnﬂ:cttid?{ 4P fBPYRgPRQGSHHK LS. THY s TRL

shows, in Fig.3, a group consisting of adjacent terninals 6 and 7, a group
consi st 'f&aa:fecﬁ eLg Qi‘lls iéaﬁvat i tegngetr ri%arﬁjz., 1a1t18. Q% jp%ad\?ilcgé' Q?lteed
term nal's.” Furtihernore, en ere i s not "even oné i nvalfidated term nal ,
the entry nunber in both_the group information and the d#écrete i nformation
will b~3cguingd reeTBipRL: 10T BRI FPRFGEAPE &% | bk hart showi ng TRL
col lation processing, which is a part of the content key transmni ssion
processi ng coRBhcioehara ebPr enblkey 1di SUNGLIPRH HevoederArS na eRBEdi ment
1. 20 Collation unit 126 in content key distribution device 120 conducts
TRL col Waisen mabeesohtgnévery infrermatéom repecDigenyg firomlaidatednal is
obtai ned by transm ssion request reception unit Z25. Collation unit 126
j udges weetdierala, | Dbd2édt hatn matakes tSdrminaler mpwl pPosdided r obya
termnal exists in discrete
invalidated-terminal ID acquisition unit 111, and to send
the generated TRL to TRL transmitting unit 113. The
10 generation of a TRL is described in detail in a later section.
TRL transmitting unit 113 functions to transmit a TRL
sent from TRL generation unit 112 to content key distribution
device 120 via a communication channel.
The procedures involved in the TRL
15 generation/transmission processing conducted by management
device 110 are described in a later section.
It is assumed that, for example, periodically or when
there is a change in invalidated terminal information to be
included in a TRL, management device 110 operates to transmit
20 a TRL to content key distribution device 120.
Content key distribution device 120 is a computer that
conducts content key distribution processing, which involves

transmitting, when a terminal from which a content key

transmission request is received 1is not an invalidated
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information 225 stored in TRL storage unit 121 ( step S221 ) , and if there
is a mtching ID 227, collation unit 126 judges the termnal ID acquired
fromthe termnal to be the termnal 5 ID of an invalidated termi nal (step
S222), and ends the TRL collation processing. In step S221, when judged
that an I D 227 matching the termnal 1D sent fromthe term nal is not
included in discrete information 225 of the TRL, collation unit 126 checks
whet her 10 any of the terminal |IDs shown by each set of 1D 223 and mask
dat a 224teénmihalgroap i shomywtiah cfontentTRLkewt ches the t demmialal D sent
fromthe termnal (step S223, S224). Mre specifically, collation unit 126
conput espandtivhae 1ANDddvice al20ginal ugesductTRIDes @b ragecaniited Lf 15 in
a bitwise fashion) of the termnal ID sent fromthe term nal and nask data

224 (step ’ﬁiﬁ3récelblﬂ@g%i’@eif@r dheonoepyt &d AN 5B gBeananr D23
formng a set wwth the nask data ( step S224 ) , "and if matched (8224 = YES)

, judge i t t r al

an 20° mva’%le%‘g%ﬂght #IIF%%t 212264) %@%nﬁgspgehﬁfgﬁl at i on
proc SsSi in _step 8224 2 collation unit 126
P Ldgde” wreiset PR %{%&%2? Sl B E ey RaehEEd BRI G f o ol
the sets of ID 223 and nask data 224 in_54 the group information in the
TRL (st ép?%B22zyd aﬁdePFnﬂﬂiﬁﬁcﬁﬁ%E?ﬁﬁ K&y rfdarsueht E6RAI 8Rdd @§¥%5 = NO ,
collation unit 126 again conducts the step S223 and S224 processing. |If
judged in stepes3E5TRhastohagproetsdidigl Ben beea Snoosploateare ediam t he
sets (S225 = YES), collation unit 126 j udges the termnal ID acquired from

the termuwl 49 aochabéd tiisk,erandastdPesf aamRinval i dated termnal ( step
S226 ) , and ends the TRL collation processing. The follow ng describes the

concrete operaRpNSe®éiddnegonient kop dwistbohsortsleyeeeil 20 av kL,
reference to Figs . 7
10 transmitted from management device 110, and to store the
received TRL in TRL storage unit 121.
Content key storage unit 123 is a storage area in a
memory or the like, and stores a content key.
Encryption key storage unit 124 is an area on a hard
15 disk or the like, and stores in advance for each terminal,
a terminal ID of the terminal and an encryption key that
correlates with a decryption key of the terminal, so that
the terminal ID and the encryption key correspond.
Transmission request reception unit 125 functions to
20 receive a transmission request sent from a terminal via a
public network, and convey the terminal ID included in the
transmission request to collation unit 126.

Collation unit 126 functions to judge whether the

terminal from which a transmission request originated is an
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and 11, given that the content of the TRL stored in TRL storage unit 121 is
as shown in Fig. 9, and assum ng that a transm ssion signal which includes
atermnal 1D "1101" has been sent to content key distribution device 120
fromtermnal 13. 15 Transm ssion request reception unit 125 in content key
di stribution device 120 acquires and conveys to collation unit 126 a
termnal ID"1101" sent fromtermnal 13 (step S41), collation unit 126

j udges whether termnal 1D "1101" sent fromtermnal 13 is included in

di scr et einmbdrdd@tiesh t2Z0mimahe MRIcql saepng22lleyherahbesente am@ahy 1D in
the discrete information is "0001", collation unit 126 ANDS termnal ID
"1101" awdtmBakydaifa tHd O0nvaDiBeedr @drniHorsespenifsleep b5223)TRThe AND
conputed in step S223 is "1Z00" , and collation 55 unit 126 judges

whether £Be @oidvesfl bih SLhisAG kM and | BucklAffedm! eBntebep F2d), and

since there is a match, collation unit 126 judgés the termnal ID acquired

Loom  Meckgheial 45, b A0 deramggl o O gleogy) avabidalat s minle g ( oter

S222 ) , conveys 10 éncrypt en
trangyrittin nit 128 that an_error nessage shoul.d be, transnmtted, and
vl . (BB e ST DRRe CPnERFuEE R DR T LSOy DEaP S U KOS Pa BT TR (H un
12B transm ts an error nessage to termnal 13 (step S47). 10 Next, a
descri ptiBhahidptssd FeFdn il N dre retvepetat $BAE YL iBhidritt Ked/

di stribution device 120, based on the sanme preni se as above, and assuni ng
that a taanenmisadnIBi gnaveykide f rom ltodes el $ &1 on nagqiBs'todesepitdsobeen
sent to content key distribution device 120 fromtermnal 2. 15

Transm ssnbh Lefuedien epeptedmahi tol B iam ciontaehi dkepdditetmmingd on devi ce
120 acquires and conveys to collation unit 126 a termnal ID "0010" sent

fromtermnal ghdrgpePo4bnlit, 100! falnaiomg | vH2énj ddgegmameihap tiey m nal
I D "0010" sent fromtermnal 2 is included in discrete information in the
10 conveyed from collation unit 126, to generate an encrypted
content key, by using an encryption key corresponded to the
terminal ID in encryption key storage unit 124 to encrypt
a content key stored in content key storage unit 123, and
to send the encrypted content key to encrypted content key
15 transmitting unit 128.
Encrypted content key transmitting unit 128 functions
to transmit an error message to a terminal that issued a
transmission request when an instruction showing to return
an error message is conveyed from collation unit 126, and
20 to transmit an encrypted content key to a terminal that issued

a transmission request when an encrypted content key is

conveyed from encryption unit 127.

Terminal IDs, Decryption Keys and Encryption Keys
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20 TRL (step S221), and since the only IDin the discrete information is
"0001", collation unit 126 ANDs termnal ID "0010" and nmask data "1100" in
the group information (step S223). The AND conputed in step S223 is "0000"
, and collation 56 unit 126 judges whether the derived bit string "0000"
and I D "1100" match ( step S224 ) , and since there is not a match,
collation unit 126 ANDs term nal |ID "0010" and mask data "1110" in the
group information (steps S225, S223). 5 The AND thus conputed is "0010",
and col | ati on Rig t 2 136y s dgeman ivhal hEDs taéhed derarwget boh ksdys b dd By and | D
"0110" match ( step S224 ) , and since there is not a match and there are
no nore Phecesrffingnerocessed nask data in the group information (step
S225), collation unit 126 judges termnal 10 ID "0010" acquired fromthe

termnal to n e rm':(ﬁ . i i.dat t et m-Ral teps S226,
$43 ) , and c3%¥g§%$?eﬁﬁl al t*%%?%}%?o g%%%%g}iggounﬁgb?gQSQ%hggzceipt

of termnal |D 70010" ncryption unit .1 encrypt content k stored in
cont ent ReyPEPe} AR vEars HResop Thedy SHE A BRE AL G S AShEPOHE on Key
EK2 corresponding to "0010" fromencryption key storage unit 124 ( step S45
) , and FoiieyS t AL ety pl Y é@ﬁt%ﬁ@mké?/dmb%ﬁ@dtéﬂﬁfﬁésﬁpt 0P &ncer ypt ed
content key transmtting unit 128 . When the encrypted content key is
conveyednarcdestuxp 2on oneentDAey & riaesminalng holdslastermmsailt 3Dt he
encrypted content key to termnal 2 ( step S46 ) . Consequently, term nal

2, havi fgo@afuanadat GecegerypirekegorfiDent, keyd adecsypisalhesenoldpt ad

content key using a decryption key DK2 stored internally, and thus obtains
a cont erterk@dha DD “EPOUameNs Fecryption key “DK;s”. Decryption keys
DKy, DKi, ..., DKis are all bit strings whose individual values

10 do not match. The terminals protect the decryption keys in
a secret state using tamper-resistant technology and the
like.

Fig.3 is a conceptual diagram showing a method for
determining a value of terminal ID; held by terminals.

15 The allotment of terminal IDs to terminals manufactured
by various manufacturers is determined, for example, by an
organization for conducting operations relating to the
protection of copyright and the like, and when the terminals
are manufactured, the manufacturers, in accordance with the

20 allotment, configure, in each terminal, a ROM or the like
storing the terminal ID allotted to the terminal.

Given that the circles in Fig.3 are “nodes”, and the
lines connecting the nodes are “paths”, a binary tree

structure is determined in Fig.3 such that the 16 terminals
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The follow ng description relates to a content key distribution system
according to an enbodinent 2. 5 The content key distribution system
according to enbodi nent 2 includes basically the same system structure as
content key distribution system 100 shown in enbodi mrent 1, and conducts
basically the sane system operations. Consequently, the various devices are
shown using the sane 10 reference nunbering as in Fig.1 and the like, and a
description of parts that are the sane as enbodi nent 1 have been omtted.

| n enbodimento;espmrided, onedabaosier wittlr eodfest d2npnatheDsoverspesital , and
a data structure of a TRL differs from 15 that of enbodinment 1. For this

reason, Ippegenai cdeteaealdovaoneustsa TRvAdRia gerendidqgiediecessing t hat
differs fromthe TRL data generation processi ng shown in enbodi nent 1, and

cont ent. deeye it SkirhbULERY dR U @ul2hGaBTNS! 0B <l |4t O pr 9GRS NG t hat

differs fromthe TFE collation 20 processingoshomgﬁin eﬁﬁg%inen 1.

Term nal |Ds EjQ. t t re.of. a_term LD in odi ment

2. 58 In Fi ng]%ltf%gﬁlg%\(l)g\?\lm fa%?logié%ﬁ aﬁé%@rnl?c]t dre SR S g%fi 81.3%[ & rlrlﬁgl IDis

set to be 128 bits, . so_that it can be corgggpo&ded 0, hundreds_of mllions
ut i

of t&r mTHIE MoreiPRdabeodtaMinE TS ST T 5L 9n&OF& i nal | D
is constituted b%ha 32-bit manufacturer ID field 301, a 32-bit product ID

field 362yer2-bhe Prsduct vadsiesn smn$iepgdsd® ahd @f3xhg tpPaéhisal
nunber field 304. Here, in manufacturer IDfield 301 is stored a
manuf actagmarediDindad nedeod li denttie/iugpar manstadeayresr thaa rnodende a
content playback device. In product IDfield 302 is stored a product ID
t hat i s ohorthdeniowas ot oduniesr ototrhre spond fegurtey  thkertereinhy .
Consequently, the terminal IDs relating to the terminals are
10 determined as shown in Fig.2.

Fig.4 shows exemplary content of data stored 1in
encryption key storage unit 124 of content key distribution
device 120.

In encryption key storage unit 124 are stored, as shown

15 in Fig.4, corresponded terminal IDs and encryption keys for
all of the terminals.

For example, encryption key EK; is corresponded to
terminal ID 0000, encryption key EK, being a key that
correlates with decryption key DK, held in terminal O.

20 Consequently, data encrypted using encryption key EKp can be
decrypted using decryption key DKp.

Encryption key EK; and correlated decryption key DK;

forma pair, and are matched when using a secret key encryption

system in an encryption algorithm for encrypting a content
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t he manufacturer ID. In product version ID field 303 is stored a product 15
version ID that shows a version nunber which is updated whenever there is a
formchange or the like in relation to a product determ ned by a product

ID. In serial nunber field 304 is stored a serial nunber consigned to

di screte products. 20 TRL Structure Fig. |13 shows a data structure of a TRL
in enbodinent 2. In Fig .13 is shown an exenplary data structure of a TRL
59 correspondi ng to when the nunber of terminals is in the hundreds of
mllionkeyr, ek .ards nddtowmatichdd gviiehy UdindRL duso i ¢ e wrenlcypmi &nbi t
version information 310, 128-bit issuer information 320, a 5 128-bit

i nval i datyegder m nal nunber 330, ID-related information 340, and 320-bit
signaturé information 350. Version information 310 is information show ng a
versi on nunber of the TRL, and the version nunber is changed every tineg,
for exanple, a TRL having different content is 10 newy generated. |ssuer
infornag%p§:320 is_ informati on showi ng an i ssuance origin of a TRL.

| nval i daEF SRR TEREAGMSer 330 is the nunber of invalidated ternminals. 15
ID-related information 340 includes one or a plurality of sets of 128-bit

| Ds 842 and 87Thret fRERIRVHING 1543, SWRBAEK %ﬁt?]?e rﬁﬂ%‘é‘?meAHGEﬁB\?\Pﬁé Phe nunber
of sets. |If the nunber of sets is given as N, a val ue shown by entry nunber

341 wi | kobgemt ZeHed bstmabktiion 33steket08.value from1l to 128. Also, if
the value of mask bit 343 is given as X, it is possible

Operations of Management Device

Fig.5 is a flowchart showing TRL

10 generation/transmission processing conducted by management
device 110.

TRL generation unit 112 in management device 110
acquires terminal IDs relating to invalidated terminals from
invalidated-terminal ID acquisition unit 111 (step S21), and

15 conducts TRL data generation processing that involves
calculating a content of an information part (hereafter
“ID-related information”) of a TRL for specifying
invalidated terminals (step S22). The TRL data generation
processing is described in detail in a later section.

20 After the TRL data generation processing, TRL
generation unit 112 constructs a TRL that includes the
generated ID-related information (step S$S23), conveys the
generated TRL to TRL transmitting unit 113, and TRL

transmitting unit 113, having received the TRL, transmits
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to derive mask data having a formthat shows the high order x bits in a
128-bit bit string to be "1" and any renmaining | ow order bits to all be
"0". 60 Furthernore, ID 342 formng a set with mask bit 343 is data in
which only a content of the nunber of bit digits, froman MSB in the
128-bit bit string structuring the ID, whose value is shown by mask bit
343, are useful, and in which 5 other values are, for exanple, "0". All of
the term nal |Ds whose high order X bits, expressed by value X of mask bit
343, nat theargaktieecd TRD 342cbnitentakeyt He sttariiutal ont [Bewi c21236 xvhanber of
invalidated termnals ) are shown by the set of ID 342 and mask bit 343 .

10 Si gnagueemmtindld@dii®h SRAnhela (3%-<rld ey digital signature created to
reflect an entirety of version information 310, issuer information 320,
inval i dated term nal nunber 330, and IDrelated information 340. 15 TRL

Data Ceneration Processing Fig. 14 is a flowhart showi ng TRL data
rt .of the TRL generation/transm ssion

generatiQn processin ich is P
processiﬁ6628%d6%¥%6%%¢&ﬂ%ﬁ565ngﬁéﬁiﬁﬁkxPQKﬁc?n enbodi nent 2. 20 A
terminal IDis_described here as being an N-bit. Nis, for exanple, 128
bits.> TRL genefd¥ibn &fit 21X ioVeaRfemSROWIAT cLANPLRENd B PAEX dat a
generation processing after acquiring termnal IDs related to invalidated
term nal RreeeaseRy dondil¢lied edyt epntealt I3 aithpieki devacenilt3011 (see
Fig.5). First, TRL generation unit 112 stores the acquired termnal IDs in
a | D worki ng a&teatehtchpilayaackr edeorice stiov@ge( erhinaiychcandaatesory or
the like ( step S301 ) , stores two 5 pieces of 1-bit bit data "0" and "1"

in a bitcy@t&higpabgdadk Qhrcbée@@iﬁl??@poﬁre@élﬁ,agﬁbﬂeé&éﬁp&%ho@&s @ menory
or the like (step S302), and sets in variable X (step S303).
user operation instructing content playback.

10 First, request transmitting unit 134 in a terminal
requests the transmission of an encrypted content key, by
transmitting, via a communication channel, a transmission
request constituted by data that includes a terminal ID
unique to the terminal and stored in terminal ID storage unit

15 131 (step S31). In response to the request, either an
encrypted content key or an error message is sent from content
key distribution device 120.

After the transmission request, encrypted content key
receiving unit 135 judges whether reception of the encrypted

20 content key was successful (step S32), and conveys the
encrypted content key to decryption unit 136 only when the
encrypted content key is received normally. On receipt of

the encrypted content key, decryption unit 136 decrypts the

encrypted content key using a decryption Kkey held in
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Next, TRL generation unit 112 focuses on a piece of X-bit bit data in the
bit working area that has not been 10 focused on (step S304), and counts
the nunber of termnal IDs stored in the ID working area that satisfy a
condition that the high order X bits match the bit data currently being
focused on (step S305). Wien the counted nunber in step S305 is 2~N-"~
(step S306) , 15 TRL generation unit 112 deletes the termnal IDs
satisfying the condition in step S305 é step S307 ) , and with respect to

t he ter nPRECYIFDsl arathey yitrorage ubadi £86n, adét @anivRs thecantertokevari abl e
X as a mask bit, and determnes an N-bit bi t string having the high order X
bits set obd:alienad]assarme%ﬁhlas cifhéhlei Hedatyp teion end Ipl dydbagk fueisetd3@n and

t he renai ni ng bits set to "0" as an ID, retains the determ ned mask bit and
ID as a Sgte rea of a storage nedium such as a nenory or the |ike
(step S308 , conducts the step S309 judgnent . Wen the counted

nunber in ste ( p:62 ti unj £-112

ski ps steps Sg‘ggé (?IS%%%Eégrq%d}ié dﬁgt ch(xﬁﬁ%g% W@gn\g%@t Iin§Zhe case
t hat the count d nunber |n not .an 2~N~"~ .0 or 1 tep
8306%  IFFrY eﬂﬁ?¥p5 BPg rmﬁt%r?Es'é%ﬂ%ﬂ%ﬁXﬁF?ﬂeQRﬂﬁﬁé on in
step S305 have an x+1t'' bit fronlthe MSB that is "0Q", eneration unit
112 st or35CTRAS KA tL 3o MaIRF drled, C%?Fea*ét ke¥or AEG Waé’dﬂ k wheit "on
to the low order of the bit data being focused on (step S310 ) , and if two
or nore oPnERBT: @pnihal S| PRsALI EFIHF (E-e 4 ) oRrhavgeaid1eh bit
fromthe MSB that is "1", TRL generation unit 112 stores, in the bit
wor ki ng &hes, phaybdatka fwrded, byudddi agda theitikda"iso fbe keocamplder of the
bit data being focused on (step S311), and conducts the step S309 judgnent.
15 In steptS309edRiagenEis]l ap dewicédl2a jasigekewheiderhd Nenee exilais a

pi ece of X-bit bit data that has yet to be

10 allowing a user to view/listen to the content.

Operations of Content Key Distribution Device
Fig.7 is a flowchart showing content key distribution
processing conducted by content key distribution device 120.
15 Content key distribution device 120 receives, via
receiving unit 122, and stores a TRL in storage unit 121 at
least once before conducting the content key distribution
processing, and conducts the content key distribution
processing whenever a transmission request is sent from one
20 of content playback devices 130.
When a transmission request is sent from one of content
playback devices 130 (terminal), transmission reguest
reception unit 125 receives the transmission request and

conveys a terminal ID included in the received transmission
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focused on, and when there exists a piece of X-bit bit data yet to be
focused on (S309 = YES), TRL generation unit 112 returns to step S304, and
conducts processing to focus on 20 the next piece of bit data, and when
there does not exist a piece of X-bit bit data yet to be focused on (S309 =
NO , TRL generation unit 112 increases variable X by "1" (step S312), and
j udges whet her variable X equals N (step S313). Wen variable X does not
equal N (S313 - NO, TRL 63 generation unit 112 returns to step S304, and
conduct sttt stagcrsd liagcign amnihel Abx i spicacS4LE) bit data, and when
variable X equals N ( S313 = YES ) , and if there remain termnal IDs in

t he 1 D wor ki nflegreaa TBRrmjeradr aIb ohsumcnviEled W tbhl3 atdspectini o tle
remaining termnal 1Ds, stores sets in which Nis a mask bit and a

remai ni npri@idt¥arri.Dcbg 1ar ildd dib@dsifg ehat ShAfcI0Le SEdEERYSUGIYy as a
menory or the like ( step S314), thus ending the TRL data generation

B oceesiihga HREeanhis EAROALTERE e B TEL,RORRY Y81 L8N AROMkD 29 ot ep
%J e a

S23 of Fig.S Is execlt ing, In addition to a version, |ssuer
i nfopmatd o n Loy Ihg%ted- erJm.nal , nunber si gnat in% rmation, an
entr;rsl nt}lrgog);f ?‘8 %LHX%&H‘ cT):redpIttuerralfllllrﬁf-L o(f.jsg%?sgg ) e ebf]t&g e\ ??&oﬂat ai ned
in an area of a_storagg nedgég%ﬂs,a result of the above TRL data 15
gener at PP GrocERSi hy. CESGI ot xkAPtard ContdERT ofSELFRE- In Fig . 15
is shown exenﬁl ary content of a TRL which has the data itens shown in
Fig.13, and i Wh@i.clas & memi 1l =l gilee ATRLt cpld agtiiamgaroepdsiask Bits are
2-bit data expressing 20 "1" to "4". The termnal |IDs of all invalidated
t er m nalteraxiprals sl 1n/l a hing CEo et e etir a nnisstiicon rswpwesasianjedged e in
Fig .15 are the sane as the termnal IDs of all invalidated term nals
expressed by the tRmmalrmiledDh ddramtinrashauneds tarnexsapl esbdp S43
10 = YES), collation unit 126 conveys to encrypted content key
transmitting unit 128 an instruction showing that an error
message should be returned to the transmission source of the
transmission request, and in response, unit 128 conducts
error processing that involves an error message being
15 transmitted to the terminal (step S47), and ends the content
key distribution processing.

If in step S43, it is judged, as a result of the TRL
collation processing, that a terminal ID relating to the
transmission request is not the terminal ID of an invalidated

20 terminal (step S43 = NO), collation unit 126 conveys the
terminal ID relating to the transmission request to
encryption unit 127, and on receipt of the terminal ID,

encryption unit 127 extracts an encryption key corresponding

to the terminal ID from encryption key storage unit 124, uses
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in Fig.9. TRL Collation Processing Fig.16 is a flowhart showi ng TRL

col lation processing, 5 which is a part of the content key transm ssion
processi ng conducted by content key distribution device 120 in enbodi nent
2. Collation unit 126 in content key distribution device 120 conducts TRL
collation processing every tinme a termnal 10 ID sent froma termnal is
obt ai ned by transm ssion request reception unit 125. Collation unit 126
checks whether a terminal ID sent froma termnal matches a termnal ID
shown by tofeestrakd eseescaypiBomkEhiiokebrrypitna |TPreeateiey depradi on in
the 15 TRL (steps S321-324). Mre specifically, collation unit 126 focuses
on a nmasknb¢dntanthHeedRBEdrete ad ty 2 3t ot besfgmusedt dng aerdnmsypiasé dat a
corresponding to a value of the nask bit as described above (step S321),

conput escankieliti SRepND D3t hyrivedya nalh20ehBrypitled r ethithe i ekgnatoand t he
derived mask data (step S322) , judges whether the conputed AND matches an

0 i rtpaphal il anpb B es i b o apuged o alep S92, and 1

mat ched, Ju e term na D acquire e’'the

termmnal 1D of_an ipnvalidated termnal 6 (step S326),. and ends, t he

col 1811 on pr ocBSpBA T hERYBY A ehetlint Jrep Bt a3e RGPt on

unit 126 | udges g@sther all of ,the mask hits 343 in the TRL have been

f ocused Sﬁn‘ég&th %t & AR TP S850 9t BRg323 4F SCARTIYT S EBRIGREY R ep S324

) ., and if all of the mask bits 343 have not been focused on and had the

step S32aonbeBi2X ey deesthfig tesidnaledtidB24ssuRg) thel Lappsmigfion 26

returns to step S321, focuses on a nmask bit that has yet to be focused on
request (step S46), and ends the content key distribution

processing.
10

TRL, Structure

Fig.8 shows a data structure of a TRL in embodiment 1.
Although the bit size example given in Fig.8 assumes
that there are 16 terminals, exemplary bit sizes
15 corresponding to when there are several times as many
terminals are show in parenthesis for reference purposes as
a further practical example. The following description
refers to the bit size example for 16 terminals.
As shown in Fig.8, a TRL is structured from 8-bit
20 version information 210, ID-related information 220, and
64-bit signature information 230.
Version information 210 is information showing a
version number of a TRL, and the version number changes, for

example, every time a TRL with different content is newly



and conducts processing. 10 If judged in step S324 that the processing has
been conpleted for all the mask bits ( S324 = YES ) , collation unit 226 |
udges the termnal ID acquired fromthe termnal to not be the termnal ID
of an invalidated term nal (step S325), and ends the TRL collation
processing. 15 Qbservations In the content key distribution system shown in
enbodi nent 2, termnal |IDs have a data structure such as that shown in
Fig.l2, and thus when all content playback devices 20 having a specific
versi on ¢gnerpeeduct nade by a certain manufacturer nounted therein, it is
possi bl e for a managenent device to generate a TRL that specifies, using a
smal | data vollDrerebdfledohh€ntrmal taydrack2 Oevsc et riuttwred Hnby yhewgeri al
nunber field of the termnal IDs held within the device differ, 66 and to

transm tiiferfenesat ed1TRnd A Bs 688 ENE nERrnflitSidnh bppson device. This TRL
woul d include as ID-related information, only a set of (i) mask bit 343

whose val ue i : . set tq. 96" L)1 i bi t
string speci f?/;irr%f% Hanu a%ttﬁ?bgr 25% grnoca'uc(%éaé;ﬁo % %%r%i %ﬁgréggkl})n%mfﬁl ch the
seri al LS. set . tp "0Or. Enbodi ne 3 10 ,The fol,l ow descri.ption

rel a esr}tﬁc:%??’c/d?ﬁ%]ﬁtd?g?/ 2?&?? i 5‘??%;?& @rﬂ%@’c&‘ﬂ?mﬁrtgg%nsé%é Fment 3.
The content key distribution_system according to an, enbodi nent 3 includes
basi cal I5& FERee QY stehfst flictife PARRGNIhtSKey HF sT+VHDt A8nMsy &t em 100
shown in enbodi nent 15 1, and conducts basically the sanme system

oper at i &f@s-ueCoeduehy| ¢ntdve niRb@Us2devivédd &ee Mhown using the same
reference nunbering as in Fig.l and the |like, and a description of parts
that are the Heme ,asambadittei24 jmvdrata in which X number of high

order bits in the 4-bit bit string structuring mask data 224
10 have a value of “1”, and any remaining low order bits have
a value of “0”, X thus being expressed by this mask data.

ID 223 forming a set with mask data 224 that expresses
X, is data in which only a content of X number of bits from
the most significant bit (“MSB”) in the 4-bit bit string

15 structuring ID 223 is useful, the remaining bits having a
value of “0”, for example.

All terminal IDs in which the high order X bits
expressed by mask data 224 match a value of ID 223 (i.e. the
terminal IDs of 2“™® npumber of invalidated terminals) are

20 shown by the sets of ID 223/mask data 224.

Consequently, group information 221 is formed from one
or a plurality of sets that expresses the terminal IDs of
a plurality of invalidated terminals generically.

Discrete information 225 includes one or a plurality
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been omtted. 20 In enbodinent 3, a data structure of termnal IDs is the
sane structure as that shown in enbodinent 2. Also, a data structure of a
TRL is different to that shown in enbodinent 1, and adds a few extra data
items to the TRL in enbodi ment 2. For this reason, nanagenent device 110
conducts 67 TRL data generation processing that differs slightly fromthe
TRL data generation processing shown in enbodi nent 2, and content key

di stribution device |20 conducts TRL collation processing that differs

sl i ght | yoffr 8t R@7TRENE doldlardesh g eedss myusionwi 26 Endbbdéhews RheTRL
Structure Fig. 17 shows a data structure of a TRL in enbodinent 3. 10 In

Fig .17 hambRowsfanDexedpl ary tdad ausbeucbir EDSfi@ gliRte @y e5pandabget 0 when
the nunmber of termnals is in the hundreds of mllions or nore. As shown in

Fig.17, thewhRby estrychinsdrf nom &ibit yergion information 410, 128-bit
i ssuer information 420, a 15 128-bit invalidated term nal nunber 430,

ID-related inf 863?5207” élélg %@ZQ ?ﬁtfngllr{%r?t fbe.oi(gz%é”?hiv%'ll eé{ersi on

infornmation 41 i Ssuer 1 nformation nval i ermnal nunber 430
are the sane.as .version info tion 310, issuer infor jon 3 and

el ot ear s Ny CoE A T o8t aibeke AAtRrnabian 225 i e
information 440 is the sane as_ | D-related information 340 shown in

enbodi nef¥OR tP€ hOText eIt 1tY Ofcl DdBSeENLHr infnuRatiey dthakts of

128-bit 1Ds 342 and 8 -bit mask bits 34 3 , and an entry nunmber 441 show ng
t he nunbexpsgssest ddis. teweieal | DDsel aifed imfakhdated 44@rimdntahks

discretely.
Signature information 230 is a so-called digital
10 signature generated to reflect the entirety of version
information 210 and ID-related information 220.
Fig.9 shows exemplary content of a TRL.
InFig.9 is illustrated a TRL that includes (i) as group
information, a set consisting of an ID 223 having a bit string
15 “1100” and mask data 224 having a bit string “1100”, and a
further set consisting of an ID 223 having a bit string “0110”
and mask data 224 having a bit string “1110”, and (ii) as
discrete information, an ID 227 having a bit string “0001”.
The terminal IDs of four invalidated terminals (i.e.
20 1100, 1101, 1110, 1111) are expressed by the set formed by
the *1100” mask data and the *1100” ID, and the terminal IDs
of two invalidated terminals (i.e. 0110, 0111) is expressed
by the set formed by the *1110” mask data and the “0110” ID.

Consequently, the TRL in Fig.9 shows the terminal IDs
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includes one or a plurality of 128-bit exception IDs 445 and an exception
entry nunber 444 showi ng the nunber of exception IDs. |If the nunber of
exception IDs is given as M a value 5 shown by exception entry nunber 444
will be M Here, an exception ID 445 is the termnal 1D of a term nal that
is not invalidated. In IDrelated information 440, the termnal IDs of a
plurality of term nal are expressed generically by a set of 10 ID 442 and
mask bit 443, and term nal |Ds expressed by the set that are not

i nval i dao&datephthapf| Pevare ighein dated exrepnadon BEDx44%rnConsl debyan
exanple in which each terminal IDis 4 bits, the termnals nunber 0 to 15,
and all gtotprimfedsatiba,land oexeepimifroil ber di paret@ angormetidated. A
content of IDrelated information 440 in this case will be formed by a set
of an I D 442 "1000" and a nmask bit 443 of value "1", and an exception ID
44S "1010". Signature information 450 is a so-called digital 20 signature

created fﬁLrgékgcbe%%faﬁ%égt r8£e¥§ﬁ n information 410, issuer

i nformation Inva ernlna unber 430, and IDrel ated
|nfornat|on 43? Data eration Processin i 18 is flomchart
ShowPng. TR datis ghherat in il b et g RRiD (BRG GAke o ePrE AR on
generation/transm ssion groce55|ng conducted by managenent device 110 in
embodi NENECBSSALREr ni naPRPEBH s dd&cri b8d heP8T¥is beﬂ%g an i t. NWEs, for
exanple, 128 bits. TRL generation unit 112 in managenent device 110
conduct YR gl angémensicrs P st egs angerondyaitednh vt saragEmaIss
related to invalidated termnals from 10 invalidated-termnal 1D
acqui si tdeoniawi 1101in( embddigmén)t First, TRL generation unit 112 stores the
acquired terminal IDs in a ID wrking area which is an area on a storage
TRL generation unit 112 in management device 110
10 conducts TRL data generation processing after acquiring
terminal IDs related to invalidated terminals from
invalidated-terminal ID acquisition unit 111 (see Fig.5).
First, TRL generation unit 112 stores the acquired
terminal IDs in a ID working area which is an area on a storage
15 medium such as a memory or the like (step S201), stores two
pieces of 1-bit bit data “0” and “1” in a bit working area
which is an area on a storage medium such as a memory or the
like (step $202), and sets “1” in variable X (step S203).
Next, TRL generation unit 112 focuses on a piece of
20 X-bit bit data in the bit working area that has not been
focused on (step S204), and counts the number of terminal

IDs stored in the ID working area that satisfy a condition

that the high order X bits match the bit data currently being

focused on (step S205).



medi um such as a nmenory or the |like (step S401), and with respect to a
termnal ID anong the termnal IDs in the ID 15 working area, for which
there does not exist a termnal 1D whose LSB only differs, TRL generation
unit 112 generates and stores the termnal |ID whose LSB only differs in the
| D working area, and retains the generated termnal ID as an exception ID
(step $S402). 20 TRL generation unit 112 then stores two pieces of 1-bit bit
data "0" and "1" in a bit working area which is an area on a storage nedi um
such as a menBhgndrhe peurntked putber $a oBep S20md si's™ (step S206abl e X
(step $S404). Followi ng step S404, TRL generation unit 112 focuses 70 on a

pi ece of TEIbygenkiratdaina uini t N4 Dide lwdd nheareaniired 1 Mess et beepi hgcused
on (step S405), and counts the number of termnal IDs stored in the ID

wor ki ng aheacbiat t3di 3hy st e5PRAIdT QR tdRisAdm.) higha ar den Xedpbsrmabeh the
bit data 5 currently being focused on (step S406). Wen the counted nunber

in step I ~N, "= v Latl o i -%&é el ¢ t he
t erm nal §ﬁ%56tés€1q]lgrsl inrPgé ?F%gtac%ﬁ&%? E#Eﬁgﬁ"g?g%@‘ ’Oge?%srﬁnelp 88‘1 )%,féand
wth respect to.the termnal |Ds, satisfying th cog&!tion fdetermnes the
10 vl uchSE FEELRE SN Y Thmaki BOTaRH GePfm BEL dP Nb 1218 (L her i ng
having the high order X bits set to be the same as the bit data currently
bei ng f oEBBRADIRIRYLERE T it A" ndS Mask detaoand datesRipgs b Hs the
determ ned mask bit and ID as a set in an area of a storage medi um such as
a nenorybik strihg hakdng dthe IsuglhpyderaXdbidndeets tithdesttdye SEME |
udgnent . In the case that the counted nunber in step S40& i s not 2~N-"~
(step S48F Yhe bift tdataorcurren ofy thesinerfriogaaded [sn satd $the mentahien ioondi ti on
in step S406 have an X+1th bit fromthe MSB that is "0" , TRL generation
unit 112-pter et i Aot hey20aki tamorTio, Noc8reaspdindHabadf oreesdiby adei ng a
1-bit "0" to the low order of the bit data being focused on ( step $411 )
10 determined mask data and ID in an area of a storage medium
(e.g. memory, etc.) as group information (step S$208), and
conducts the step S209 judgment.
When the counted number in step S205 is 0 or 1 (step
S206), TRL generation unit 112 skips steps S$207 and S$208,
15 and conducts the step S209 judgment.
In the case that the counted number in step $205 is not
any of 2%®, 0 or 1 (step $206), if two or more of the terminal
IDs satisfying the condition in step S205 have an X+1™ bit
from the MSB that is “0”, TRL generation unit 112 stores,
20 in the bit working area, bit data formed by adding a 1-bit
“0” to the least significant bit (“*LSB”) of the bit data being
focused on (step $210), and if two or more of the terminal

ID satisfying the condition have an Xx+1®™ bit from the MSB

that is *1”, TRLgenerationunit 112 stores, in the bit working

51



and if two or nore of the termnal 1D satisfying the condition have an
X+lth bit fromthe MSB that is "1", TRL generation unit 112 stores, in the
bit working area, bit data fornmed 71 by adding a 1-bit "1" to the | ow
order of the bit data being focused on ( step S412 ) , and conducts the
step 5410 j udgnment . In step S410, TRL generation unit 112 judges whet her
there exists a piece of X-bit bit data that has yet to be 5 focused on, and

when there exists a piece of X-bit bit data yet to be focused on (S410 =

YES), THra&eheriat idtafidrid® beladding & 9t-e 5409, tandheonducbgderrocessi ng
to focus on the next piece of bit data, and when there does not exist a

pi ece ofoX-dHd hif gBta yein OfBEuE%%U%%dé%é p 28 7, Nhg corBulbRE eases
variable X by "1" ( step $41 , ges mhether vari able X equals N

(step f%’retdmgg §¥a§|§gb%£gg$9es not equal N (S414 - NO, TRL generation

unit 1 and conducts processing to focus on the next
pi ece of bit ata an n 15 vari abl als S414

generation uni tn fff%gﬁ%g?hei‘%ﬂﬁ%?ﬁa éf‘?@r lgr cjé’s%g%@ "I;:Péft@e

enbodi mrent 3, the TRL construction shown in step S23 of Fig.5 is executed
by aBldi hdieTne exftsEson Paesey @fsibrhit sRibr daﬁﬁoﬁﬂﬁ@m dies ayet to be

i nval i dated-term nal nunber 20 and signature information, an entry nunber
to the doweuwmedlanraldnd wifesdilsend gmbkt bi & spaade| O Xebatnkeiiti daka area of
a storage nediumas a result of the above TRL data generation processing,
and an gettr yohbaodusedeoexce@popon YES)72TRLTBenGddatdownuiPt bcesi ng

Fig.19 is a flowhart showing TRL col |l ation processing, which is a part of
the contemturkfy tid afcabssbon, P dlicts processing to focus on
the next piece of bit data, and when there does not exist
10 a piece of X-bit bit data yet to be focused on (5209 = NO),
TRL generation unit 112 increases variable X by “1” (step
S212), and judges whether variable X equals “4” (step S213).
When variable X does not equal “4” (S213 = NO), TRL
generation unit 112 returns to step S$204, and conducts
15 processing to focus on the next piece of bit data, and when
variable X equals “4” (8213 = YES), and if there remain
terminal IDs in the ID working area, TRL generation unit 112
stores the remaining terminal IDs in an area of a storage
medium (e.g. memory, etc.) as IDs in discrete information
20 (step S214), thus ending the TRL data generation processing.
Here, the TRL construction shown in step S23 of Fig.5
is executed by adding, in addition to version information

and signature information, respective entry numbers to the

group information and discrete information retained in an



5 conducted by content key distribution device 120 in enbodi nent 3.
Collation unit 126 in content key distribution device 120 conducts TRL
collation processing every tine a termnal ID sent froma termnal is
obtai ned by transm ssion request 10 reception unit 125. Collation unit 126
checks whether a termnal ID sent froma termnal matches a termnal ID
shown by one of the sets of IDs and mask bits in ID-related information in
the TRL (steps S421-424). 15 More specifically, collation unit |26 focuses
on a nas&rbit ofnat beoTRge hatdhas yeta tredbel focsedeonpoder iMrags dwmisk dat a
corresponding to a value of the mask bit as descri bed above (step $421),

conput esganbrb¢iss MRBHEsdhe ternlnal ID sent fromthe term nal and the
derived mask data (step 20 84% , and | udges whet her the conputed AND

mat ches an 1D S f se A step
$423 ) . If | (‘;@:% Sé(? 2?2 ’84‘% {70 }[egaagﬁn?tchgédéf’ggbgg ﬁfgg) % Qﬂati on
unit 126, t t term ngl Sent the ter natches an
except i oné:?gﬁl h }tﬂ{b iﬁ?{ u?ﬁe‘ﬁd 842?3‘1)loq tlgr]rﬁm'f 7B rrgtﬁfi = NO
, judges the, term nal ID acquired fron1the termnal to be the ternlnal I D
of ar‘é i rﬂ/%mwa?édf]f@nrﬁm@l{d@t@e serminal érmaéﬂ@!slalﬁel%mraﬁ 3d1,
processing. If judged in step S426 to be a matched ( $S426 YES ) ,

col | ati ¢h BRunhavipg, thedgen tewrt t ehawnaknl i@ccﬂjiirsacgémenatbd Bsr@nal to
not be the termnal 1D of an invalidated term nal (step S425), and ends the

col | ati aregubesfi hhe bhbowedgarbaedstep. STA3 st TR tdteowoppihedi AND ,does not
natch the 1D 342 in the set wwth the mask bit 343 being focused 10 on (S423

= LYtRip 0PonBi b th 26 jargasi ybehhetedhlingll d e dmsky bi §sg843p n the
TRL have been focused on and had the step S421 to S423 processing conducted
g} ij ep Sihaidtnéf 0¥l OfmiAg1¥RSKe PLES 1343 hAYe (iinbeen Hocusegon and
10 invalidated terminals.
Furthermore, when there is not even one invalidated

terminal, the entry number in both the group information and

the discrete information will be “0”.

15 TRL Collation Processing
Fig.11l is a flowchart showing TRL collation processing,

which is a part of the content key transmission processing
conducted by content key distribution device 120 in
embodiment 1.

20 Collation unit 126 in content key distribution device
120 conducts TRL collation processing every time a terminal
ID sent from a terminal is obtained by transmission regquest
reception unit 125.

Collation unit 126 judges whether an ID 227 that matches
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the step S421 to S423 processing conducted (S424 - NO , 15 collation unit
126 returns to step S421, focuses on a nask bit that has yet to be focused
on and conducts processing. |If judged in step S424 that the processing has
been conpleted for all the mask bits ( S424 = YES ) , collation unit 126
judges the termnal ID acquired fromthe termnal to not 20 be the term nal
I D of an invalidated term nal (step S425), and ends the TRL coll ation
processi ng. Cbservations According to the content key distribution system
shown 74a tiereibadi MEnt sgdnt ffrbébor eexaemwnd nal cenplse sof idozkhnsteetienal s
havi ng consecutive serial nunbers and whose termi nal |Ds have bit strings

in whichiarpumaricf DOR el iH TRIS strdde safe. 1 21 e fddpi eyahiydat ed
termnals except for a few, it is 5 possible to specify Invalidated

Ler m nal soust #cReIBL & 1 Wikdh e 1P 2ated i utls, s 8113805, BgukNg he

sane value digits are determ ne int re ron of
the TRL, val ue. show t he. nu r of .digits .of the sections that _are the
same is E@Fé&‘?ﬁ‘ﬁéﬂag\g@%&%%%? roorj?ﬁtﬁlge gﬁrgl\@&l Wit IFsietWEEI ,rr%laaier m nal
IDs relating to the few.termnals that are not_ invalidated_are determ ned
as exteptPonf 3R 1BvahidpberefgE8d Padf SRR o2 AL £rdends tRejERpossibl e
to suppress to data volume of a TRL. 15 Enbodi nent 4 The fol | ow ng
descri begohlasapantrrgicassbudi on system according to an enbodi nent 4.
Fig.20 is a structural diagramof a content key distribution system
according to ehosliepi22lofwhbe pudgedt that mnedD @27 matcdnipagitloa with
managenent device 110 in content key distribution system 100 shown in
enbodi netériinwhi Th seat fobmt les TEritimgl d sTRott heDhdeatikey stsdtébution
device 120 via a comruni cation channel, in content key distribution
information 225 of the TRL, collation unit 126 checks whether
10 any of the terminal IDs shown by each set of ID 223 and mask
data 224 in the group information of the TRL matches the
terminal ID sent from the terminal (step S223, S224).
More specifically, collation unit 126 computes a
bitwise AND (i.e. a logical product operation carried out
15 inabitwise fashion) of the terminal ID sent from the terminal
and mask data 224 (step S223), judges whether the computed
AND matches an ID 223 forming a set with the mask data (step
$224), and if matched (S224 = YES), judges the terminal ID
acquired from the terminal to be the terminal ID of an
20 invalidated terminal (step $222), and ends the TRL collation
processing.
If not matched in step $224 (S224 = NO), collation unit
126 judges whether the step S223 and S224 processing has been

conducted for all the sets of ID 223 and mask data 224 in



rs system 500 according to enbodi nent 4, a managenent device 510 is
structured to store a TRL on a storage nedi um 501 such as an opti cal
magnetic disk or the like, and a content key distribution device 520 is
structured to read the TRL from5 storage nmedium 501. In Fig. 20, elenents
that are basically the same as those in enbodinment 1 (see Fig.l) are shown
using the sane reference nunbering, and a detailed description of these
elenents is omtted here. 10 Managenent device 510 is, for exanple, a
conput ertbe gheup kimfosmatied iim arherBRhi Zattiepn $212% ) coaddctisE dpeeat i ons
relating to the protection of the copyright and the |ike of content, and
conduct sppooeessnaghs o et @erire camplle Bl SRS aANOR} eI ©1bn i ©r mat i on
for specifying all 15 terminals with respect to which protection of

copyr i ght 28ndablie lddiudis nenkoBeen bopanadt 8984 dueddedy drpr ypti on key

stored therein having been disclosed ( 1 . all termnals t©o which an
encrypted contgnt. k houl i i.b d ri t he
gener at ed TRngg %P@%%éa%@ %%3%%#?5%5 ﬁé%gggégh#nagggg%gﬁ%oﬁ%%cF%%Bs

i nval_i dated-term.nal 1D acguisition it 111, TRL eration ynit 112, and
2 TR StHHGLEhAR: 18138 L Ant P as EhBabP @23t “nBft f nGOLHOEIGE Mo urh 01
which is an optical magnetic _disk or the |ike. Here, TRL generation unit
112 functydnssStiehgerryrmaieasd ¥8 acyrirgod&omaither $eraHndk fhmethds on
specifying invalidated term nals, based on the termnal |IDs provided by

i nval i ddtleel-tegrmimal 1D &t Ui sinvahidatedltermandlt ¢ stepv 8¢ 26he gexder at ed
TRL to TRL storage unit 513. 5 TRL storage unit 513 functions to store a

TRL conweayds thenTRBEL cgdiertaidomwnpoocesiifgan st orage nedi um 501 nounted in
managenent devi ce 5Z0. Managenent device 510 conducts TRL

generation/ tr e 6651 PAWRhOC &FS BFi bas W sbeprS2é Fpuwatldhs bifg. 5 is
repl aced by processing to record a TRL on a storage nedium Storage nedi um

201 1havichéh e Rt @384 910 Jn e FRARASTE Wi 18X beR R RolpibYeRed 1O

content key distri'bution device 520 . For exanp every time a " TRL having

dol i vor 604 bia LhWPEAT R Ton SOFrol IR taR PRL Y Ehn PR b TBY SPG BB Ton

devi 52Q .i K t f ducti t ent di stributj . i
that i O TR AP RAGR A R Er ot 0 AT UMD kP02 (h T it S5 PGm whi ch-

20 a transm ssion request for a content ke% has been received,
signal which includes a terminal ID “1101” has been sent to

content key distribution device 120 from terminal 13.

15 Transmission request reception unit 125 in content key
distribution device 120 acquires and conveys to collation
unit 126 a terminal ID “1101” sent from terminal 13 (step
S541), collation unit 126 judges whether terminal ID “1101”
sent from terminal 13 is included in discrete information

20 in the TRL (step S221), and since the only ID in the discrete
information is “0001”, collation unit 126 ANDs terminal ID
“1101” and mask data “1100” in the group information (step
S223).

The AND computed in step S223 is “1100”, and collation



so long as the terminal is not an invalidated termnal. Functionally,
content key distribution device 520 includes TRL storage unit 12Z, a TRL
readi ng unit S22, content key storage unit 123, encryption key storage unit
124, 7'1 transm ssion request reception unit 125, collation unit 126,
encryption unit 127, and encrypted content key transmtting unit 128, and

i s capabl e of nounting storage nedium 501 (eg. optical nmagnetic disk,

etc.). 5 Here, TRL reading unit 522 functions to read a TRL fron1storage
nedlun1S@QIhD&ﬁﬁedUd@aﬁnwhﬂﬁh&éythﬁsdﬁﬁ@Mﬁdﬂbxﬁw$télﬁg0“léﬂ@%(ﬁ@dore t he
read TRL in TRL storage unit 121. Consequently, in content key distribution
syst em 500, *ranademertichleystep5EQ2dnd cand estnkey thestd | bait aomacterhi ce 10
520 can realize transfer, even when not connected by a comunication

channel .cdy TR 8APLAYEd1 DB ¢hgdiseAb feFRY nha §DT5laq%§r$_J@P‘@3:dnf‘@’fé’ of
enbodi nents 1 to 3, and the content key dlstrlbutlon devi ce may be

31 Uot Ured ongONECL TRy L0l 3k 08 PEBCBES R0 11 ANchdPEg | Lkenand paui red

by the structure o the enentary ters encrypti
n tion tem_agccardin [ invention is described above
o efbodt ik STk F \fh%rire%p"bﬁ‘ T %S‘l?@msﬁfwkeevf GPSERTBUESH syst em
The present invention is, however, not limted to enbodi nents such as

t hese. Mﬂ%ﬁ%%%c#ﬁybﬁqﬂpswlit}ngn%%%%dﬂﬁ@nﬁ$%ﬁt%HSerEP%oﬁﬁﬁﬁﬁiﬁ|on
channel is shown 78 for distributing a TRL between a managenent device

and a corhi@ntd beytapssmiiiiadn agevhaginanseraizedoth ientnatracsionage
mediumis shown for use in delivering a TRL. However, a TRL nay be
transfeﬁnnrypieéeqoatemnageﬂpntrdesmMEuﬂmgaunbbté@ﬁIuganﬁmitSbakion
devi ce using a conbinati on of a conmuni cati on channel and a storage medi um
For examplrr andsbageytbe tdainiives Bd1®n(ateposage medi um from a managenent
10 Next, a description will be given of the concrete
operations of content key distribution device 120, based on
the same premise as above, and assuming that a transmission
signal which includes a terminal ID “0010” has been sent to
content key distribution device 120 from terminal 2.
15 Transmission request reception unit 125 in content key
distribution device 120 acquires and conveys to collation
unit 126 a terminal ID “0010” sent from terminal 2 (step S41),
collation unit 126 judges whether terminal ID “0010” sent
from terminal 2 is included in discrete information in the
20 TRL (step S221), and since the only ID in the discrete
information is “0001”, collation unit 126 ANDs terminal ID
“*0010” and mask data “1100” in the group information (step

S223).

The AND computed in step $223 is “*0000”, and collation
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device to a separate conmunications device, and the TRL nay be distributed
fromthe conmuni cations device to a content 10 key distribution device via
a communi cation channel. (2) A content playback device shown in the above
enbodi ments is not necessarily required to send a transm ssion request to a
content key distribution device 15 after acquiring encrypted content, and
may, for exanple, acquire and conduct playback of encrypted content after
acquiring a content key. (3) Each content playback device shown in the
above 20uehbodRfeiusides sthecharethe Helrd veddritypstonnkey 0Miueand t he
content playback device, and a content key distribution device is

struct uren to hot dneehypétep &B9s)t hatd coin et atlee pae: § lndPe Watdth he
decryption keys. However, a content playback device may be structured to

have a pbyfahti%nOflunAY 1 5ECAMPYE YekeMsa1 apf @ o1tPl udsq hAskh®lata

transm ssion request sent to a content key distribution device, a

decryption kgy LP ta icdentl (yh pg AadageyRtian keya Bur dhergiore, the

content Key di stri but icée my ho or respondence

decryption key IDs, encryption keys.coy Lin .th5fll'0f t he cryption

keys%’ and may q‘fl}eﬁ@m gﬁﬁ\éc‘dﬂ’f‘BHFelg%rstoéfL@ C(?%f%nrﬂo AR K THeY i usi ng

an encryption ke corresgonding to the sent decr&gib?n k%yﬂbg.gégiihis
'haed TRst 0 of

case, itJ4Y299FcrehBrE tHesfegdiind Ride simiem S
termnal I1Ds of invalidated term nals, decryption key IDs corresponding to
decrypt imat&eysstepb3224yal &ddt sdngeethpee ig bptl B matatbhedndntivemst i on in
a TRL such as shown in the enbodi nents, and that in the TRL processing and

t he |i keyraats ypbiren pheyre sair @f t angeicet fad aod skt dana aihethéhgmolip
termnal I1Ds. Furthernore, decryption keys and decryption key I Ds may be

3; \C;Ir gg ah &t Cand( Sftephs2b6ke bRl atsonDUAL DY 261 fudgeant ephipkayback

10 'ID *0010” acquired from the terminal to not be the terminal

ID of an invalidated terminal (steps S226, S43), and conveys
terminal ID “0010” to encryption unit 127.

On receipt of terminal ID “0010”, encryption unit 127

encrypts a content key stored in content key storage unit

15 123, by extracting and wusing an encryption Xkey EK;

corresponding to “*0010” from encryption key storage unit 124

(step S45), and conveys the encrypted content key obtained

as a result to encrypted content key transmitting unit 128.

When the encrypted content key is conveyed, encrypted

20 content key transmitting unit 128 transmits the encrypted

content key to terminal 2 (step S46). Consequently, terminal

2, having acquired the encrypted content key, decrypts the

encrypted content key using a decryption key DK, stored

internally, and thus obtains a content key.
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20 (4) In enbodinent 1 to 3, TRL generation unit 112 in the managenent
device automatically generates a TRL by TRL data generation process ing (
Figs . 10, 14 , 18 ) and the 1 ike . However, an algorithmfor generating
the ID-related information in a TRL is not |limted to this. Furthernore, a
TRL may be 80 generated by receiving an input operation from an operator
or the like, or a TRL generated in an external device may be distributed by
TRL transmitting unit 113 after being acquired fromwthin the nanagenent
device. 5 Furthernore, a plurality of managenent devices may exist in a
content key distribution system and a TRL nay be sent from one nmanagenent
devi ce t gmbodtimerntreagenent devi ce. Furthernore, a managenent device may
conduct the transmssion of a TRL when a request is sent to the managenent

10 device fromraeCEyiOMwiey deSddipticn devhees adl 8 copitit kryy
di stribution device may request a nmanagenent device to sent a TRL

peri odi cal r en. t | S I ] Ssion_r ; termnal. 15 (
5) A coﬁ%%ﬁfqé¥l qgl %E% rS%F%F§ﬂ§E}ﬁ%?ﬁ?%a?ﬁﬁégagE%ag]?h enbodi ment 2
does not necessarily have ta be hown in Fig. |12. However . .it i
possible to reﬁﬁ@e %tﬁﬁFanuﬁi%fr’? O{Rhesrp,'s‘%%ﬁn &%ﬁ%?g,mglléﬁ t he
termnals froma particular manufacturer are invalidated termnals, by
havi ng 20MBPEi8Ethgs i edsfnhagifandiadiif e72mer sYEEEMa S TUEE LT Re
included in termnal IDs. Furthernore, in enbodinment 2, an exanple is given
whi ch degbneententti hegly Lbs tasiluxpierssygtamnipbcshown LDs empadigtentder bit
strings. However, termnal IDs nay be defined as ~1 expr essi ng
manuf act Uy erandds dondwst or dersicdl 5y ritlgs isare t eymiteal bperartiams .
expressi ng manufacturer |Ds by

Consequently, the various devices are shown using the same

10 reference numbering as in Fig.l1l and the 1like, and a
description of parts that are the same as embodiment 1 have
been omitted.

In embodiment 2, however, a data structure of terminal
IDs is special, and a data structure of a TRL differs from

15 that of embodiment 1. For this reason, management device 110
conducts TRL data generation processing that differs from
the TRL data generation processing shown in embodiment 1,
and content key distribution device 120 conducts TRL
collation processing that differs from the TRL collation

20 processing shown in embodiment 1.

Terminal IDs

Fig.1l2 shows the data structure of a terminal ID in

embodiment 2.

58



internediate bit strings between high and | ow order bit strings. 5 ( 6 )

Al t hough a nmask bit in IDrelated information in a TRL shown i n enbodi nent
2 is, for exanple, fixed-length data of 8 bits or the like, the nmask bit
may be variable-length data and paired with informati on show ng the data

l ength. 10 (7) In relation to ID-related information obtained as a result
of the TRL data generation processing shown in enbodi nent 3, when a
termnal IDis 128 bits, and the IDrelated information includes an
exception | D atml Bigel2l5shahiongp am leRemmwbary SBtracurandawidsth it of
"127", the set and the exception ID nmay be deleted, and a set added to the

| D-rel atedrinnfhanmatp on st haeéthaso maek 124  ofi t'sl28scanthat biitt stahndpoObt ai ned
by inverting the LSB of the exception ID as an ID. 20 Furthernore, in

enbodi %rﬁeisgaﬁ'ae?xggphhmﬂelaé rARIGNIRGHE & %@%ﬁ%ﬂ%g S RS tigf M nal

| D, althoug stea the exception ID shown in exception group

informatjo at.includes one or.a plurality of sets of exception IDs and
exceptid% %%éEeBthe¥h %?%?% ﬁa@a F&S%ﬁgLSZ ID-related information of a

TRL. _I n ot her rds, the ID-related information y. be structured such that
all Perninal ITAE SHFIHOA bID FE G NAREPBDOL RodA: By LrREnES BEHLTeT

| O/ exception mask bit sets are the terminal 1Ds 5 of invalidated term nals.
(8) In ehbddiatehtdll ao3d;bak rRadpré 1B Gigkd 2 ar 8Achyft pspduct
conmruni cati ons system according to the present invention being applied in a
cont ent veays UostIDbidiebd 393t eamd 1D Idvieverseriaiheunbemufiiedd 804 .system
is one that receives termnal IDs fromterm nals, judges whether or not
those term naliess g iinvahagaiferbt eret nais, fAsidet des vheldwr a
manufacturer ID that is for identifying a manufacturer that
10 made a content playback device.
In product ID field 302 is stored a product ID that is
for identifying products of the manufacturer determined by
the manufacturer ID.
In product version ID field 303 is stored a product
15 version ID that shows a version number which is updated
whenever there is a form change or the like in relation to
a product determined by a product ID.
In serial number field 304 is stored a serial number
consigned to discrete products.
20

TRL Structure

Fig.1l3 shows a data structure of a TRL in embodiment

In Fig.1l3 is shown an exemplary data structure of a TRL
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or not to execute sone sor t of commu~lication processing depending on the
judgnent result, then the comunication 15 processing content is not
especially limted to transmtting encrypted content keys. For exanple, it
is acceptable to determ ne, depending on the result of the judgnent as to
whet her a termnal is invalidated, whether to execute processing for
receiving inportant data sent fromthe 20 term nal after being encrypted by

perform ng an enc%éftion unique to the termnal. (9) A conputer program for
havi ng aCesEpSPOnGIMT hko| Wenexelket BUMBErot e SrAg Nl edlfir & othehe
content key sa distribution system shown in enbodinents 1 to 3 (i.e. the

procedurksndmeds iof FRigsl beirs @O, mbre.14, 16, 18, 19, etc.) can be
di stributed by being stored on a storage nedium or be being circulated via

any of a varieiy ghowamunigat.il®) Tieharmel ss ostthethirka e B-aege
medi um may be an I C card, an optical disk, a flexible disk, a QOM or the

like. A GoPRYLEr i RECIATR {H ST Putesh by; £ {cylat QHf&ﬁaacfcﬁnﬁém caion

channel or the Iike nmay be submtted for use by being installed or the Iike

N aconpypepar el ke, 49 and L LOMPULEL0r Uk 1 kepcancondyct

processing such as owWn i n éenbodi hen y' execufing

conput er, program, | NDUSTRI AL | CABI LI.TY 15 The, encrypti.on cg ni cati ons
systen1o+£fﬂgmBFé§@nt véﬁrﬁéﬁgbsbé p P& s, 1 PréﬁéﬁﬁQL3 cont ent
key distribution systemconstituted by a plurality of term.nals, conputers,
or the like, fRIPEOVI dlif}@lﬁﬁ@tégﬁyri"é@lt i oladargmtokori Fhairdntent. 20

84 CLAIM5S 1, An encryption comruni cations system conprising an
version number of the TRL, and the version number is changed

every time, for example, a TRL having different content is

10 newly generated.

Issuer information 320 is information showing an
issuance origin of a TRL.

Invalidated terminal number 330 is the number of
invalidated terminals.

15 ID-related information 340 includes one or a plurality
of sets of 128-bit IDs 342 and 8-bit mask bits 343, and an
entry number 341 showing the number of sets. If the number
of sets is given as N, a value shown by entry number 341 will
be N.

20 Here, mask bit 343 takes a value from 1 to 128. Also,
if the value of mask bit 343 is given as X, it is possible
to derive mask data having a form that shows the high order
X bits in a 128-bit bit string to be “1” and any remaining

low ordexr bits to all be “0”.
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encryption conmmuni cati ons device, a plurality of termnals that are each
operable to transmt to the encryption 5 comuni cati ons devi ce an
identifier, which is a bit string having a predeternm ned nunber of bits for
identifying the term nal, and a managenent device that generates
inval i dated-term nal information showi ng one or nore of the identifiers as
i nformati on specifying one or nore termnals 10 to be invalidated, wherein
the managenent device has: an invalidated-termnal information generation
unit operabl e Rurtgepiarare, t BB 34vafoupied-2 el nalth MaotkdiitoB 4%kilfy a data
format that generically expresses, by 15 information specifying a val ue of
a sectiaglatiian anbvhishr ond yhavicontdmt po£deher mumdde nunbepibf dbgtiss ,all
identifiers in which a value of the section nmatches the specified val ue;
and an quiditandniEBopar ablke 1128 -BHPUbi £ het gener atcadi 30y + 1vgl tHat gdy,t er mi nal
information, and the encryption comruni cati ons device has: an
invalid < i ;o i LShj kKO i a . hre the
vl | o St P Y B e e R S i R o
an identifier receiving unit operabl when an identifier is transmtted
frongonggﬂeﬁrﬁff%?ﬁiﬁgﬁé,4@ r%%%ﬂ%géthesidentifier; a judging unit
operable to jgﬁﬁg whet her the received 5 identifier matches any, of the one
or nore ident Piiter@E shdith bFTFRE AN VEPT dXNEES el APRal OFAREr Mat P dhSas
information specifying one or nore termnals to be invalidated;, and a
comuni EXPLHFIRA tPYperaBRe X of magderPit udgdd matedt sberakye mafchBs, to
conduct a predeterm ned conmmunication with 10 the termnal that transmtted
t he i dedti2f i k. e bytber termiimplaniRscofpli On" uninuert oft Hevtaldated and
(ii) when judged

terminals) are shown by the set of ID 342 and mask bit 343.

10 Signature information 350 is a so-called digital
signature created to reflect an entirety of version
information 310, 1issuer information 320, invalidated

terminal number 330, and ID-related information 340.

15 TRL Data Generation Processing
Fig.1l4 is a flowchart showing TRL data generation
processing, which is a part of the TRL
generation/transmission processing conducted by management
device 110 in embodiment 2.
20 A terminal ID is described here as being an N-bit. N
is, for example, 128 bits.
TRL generation unit 112 in management device 110
conducts TRL data generation processing after acquiring

terminal IDs related to invalidated terminals from
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to be a match, to not conduct the predeterm ned conmunication with the
termnal. 15 2. The encryption comruni cations systemof claim1l, wherein
the invalidated-terminal information (i) includes one or nore sets of
corresponded val ue and position information, each piece of val ue
~information showi ng a value of a section of a bit string having the
predeterm ned nunber of bits, and 20 a correspondi ng pi ece of position
information being for specifying a bit position of the section in the bit
string, andalidiated-$dmtbnabt [Dnasgedisiyiimn asit 1élnmi(ssle tFoided) .
invalidated, all termnals identified respectively by all identifiers in
whi ch a val ue piretpamRialgéhérattibng dricat U286 tordrs athet apepiited
specified by a piece of position infornmation matches a value shown by a

pi ece oftyanhuRahnios T&f LoD Q&Hf}@ﬁpg?%&“é&gwh(ictlﬁﬁsmr?%%e@‘ oﬁoé'st‘dc%h%e

information, and the judging un verifies, for each piece of

PoSi i on Lo g BLLAN, WS BRE, 8 Xl U 1@@%&8@6; 8 dedfiere, ol @

parti al rirng 1 oc |t post110n spe e pi ece” of

posi tion jnformati t val ue, sho a piece of val.ue informtion
Cor t Es g5t Bt habhReLd oo 1 ok 1 of weh o baﬁdwefr%l%@gre% when
10 verified that there is at Ieast one natch that the received identifier
mat ches YAkl Fleht 131 T e Gih by tAF@ IR igdP e R a8 MaMmeanany @k itde 3. The
encryption comuni cati ons systemof claim1, wherein 15 the

i nval i daltigtk t eshepab30afor retd ovet ) “Lhchodesmireble Xotetept S3683) .
corresponded representative informati on and mask fl ags, each piece of
represent ati vavesnf orTRLI genkeeiatgicn hinist1iog foavgas tdwe prpdeter mied
nunber of bits, and a corresponding mask flag having the predetermn ned

nunber 26-19ft bbis, gard (ir )ths bRfOR/BAK iy sReekf thad. s anber Beral to be
inval idated, all termnals identified by identifiers in which a value of a

secfpon ﬂb’ﬁﬂé@daof?' s¥ébu%3‘¥f4  L'add GodRes thad dmirdesof vakhgnefl the
section in a piece o
IDs stored in the ID working area that satisfy a condition
that the high order X bits match the bit data currently being
focused on (step S305).
When the counted number in step S$305 is 2¥* (step 8306),
15 TRL generation unit 112 deletes the terminal IDs satisfying
the condition in step S305 (step S307), and with respect to
the terminal IDs satisfying the condition, determines the
value of variable X as a mask bit, and determines an N-bit
bit string having the high order X bits set to be the same
20 as the bit data currently being focused on and the remaining
bits set to “0” as an ID, retains the determined mask bit
and ID as a set in an area of a storage medium such as a memory

or the like (step S308), and conducts the step S309 judgment.

When the counted number in step S305 is 0 or 1 (step
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representative informati on corresponding to the mask flag, 87 and the
judging unit (i) verifies, for each mask flag, whether an AND of the nmask
flag and the received identifier matches an AND of the mask flag and a

pi ece of representative 5 information corresponding to the mask f lag, and
( 11 ) j udges, when verified that there is at |east one match, that the
received identifier matches an identifier shown by the invalidated-term nal
information. 10 4. The encryption conmunications system of claim 3, wherein
t he i nva$Bda)edTRér emsramion mabibnlgenekdidorstteps §BAOEr ands S308,

i sol ated-value information for including in the invalidated-term nal

i nformtand, ceaghctiseehdfstepl 88ed- yald¢gmdmf Or mati on having the
predet erm ned nunber 15 of bits, the invalidated-term nal information is

oot T oy i d81e 2RSC bpRROCHBOCBuhRLl Aahubo. DR SEUBISSES o adtl m na o

identified by 1dentifiers that matc I ece of isolated-value 1nformation,
and 20 t ] gy, upi t_furth } s,.when the recei i denti.fier

mat ches %?%iolekgg of i ro%%tle(g%\t}%&)u%ylgﬁsérJr’ré{klwoon,Ortrﬂ%fet%%ecﬁ!léacgfa\yg&nla entifier
mat ches an identifier shown by the invalidated-termnal inforppfiaon. 88

e e ol T AT SRR EaCrot St o G1Lah 102 Naiher &b it e b1E

invalidated-termnal information (i) includes one or nore sets of
cor r espoicR shgniBBchhetdilg t" Ghd TRFugenaraitie omitkath2 ppEesest
significant-digit information 5 showing a nunber of bit digits, and a
cor r espdmditthe p etevaf k ¥nguarenf, obrdt idert as Howinmed sbyaddéinf a brbistring
havi ng the nunber of bit digits, and ( ii ) is information specifying, as a
t er m nal™('o tee thwdlowlaireibr adf tles Bitaldataedifigefocused on (step

S310), and if two or more of the terminal ID satisfying the

10 condition have an X+1'™ bit from the MSB that is “1”, TRL
generation unit 112 stores, in the bit working area, bit data
formed by adding a 1-bit “1” to the low order of the bit data
being focused on (step S311), and conducts the step S309
judgment.

15 In step S309, TRL generation unit 112 judges whether
there exists a piece of X-bit bit data that has yet to be
focused on, and when there exists a piece of X-bit bit data
vet to be focused on (S309 = YES), TRL generation unit 112
returns to step 8304, and conducts processing to focus on

20 the next piece of bit data, and when there does not exist
a piece of X-bit bit data yet to be focused on (S309 = NO),

TRL generation unit 112 increases variable X by “1” (step

$312), and judges whether variable X equals N (step S313).

When wvariable X does not equal N (S313 = NO), TRL
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by identifiers in which a value of a bit string having, from 10 a nost
significant bit, a nunber of bit digits shown by a piece of
significant-digit informati on matches a val ue shown by a piece of val ue
i nformation corresponding to the piece of significant-digit information,
and the judging unit (i) verifies, for each piece of 15 significant-digit
informati on, whether, in the received identifier, a value of a bit string
having, froma nost significant bit, a nunber of bit digits shown by the
pi ece of IRPGRAELEANtURA i € 1i2nf BPRATPEN trat EREP S I8t ue FHOWROBHUELTS ece of
val ue information corresponding to the piece of 20 significant-digit
i nf or matpodceaadngi tp fadgespnwhbe perifpiédcehatf bhér daits ,agnideadterone
mat ch, that the received identifier matches an identifier shown by the
i nval i dated:ael ginagualfonned3ph~= 88s) ,6andhef ehenePiban ioTBRAIGLT ONs
system of claim5, wherein the managenent device has an identifier
acqui si tigdl 41 £hEPEHARLE LA ACHEL € PRE §ERBYLL €S i ald berping s to be
invalidated, and 5 the invalidated-term nal information generation unit (i)
specizfi r i j ondition t, .Qu f .t he
CHenti i a%%u’%%ﬁ%é?@eﬁ%“eﬁﬁ#f’ﬁ#ggqﬁ?%i’tg%%rgﬁ’i %,Q%tshé%n{'jh SP of
identifiers which have matching X nunber of bits froma nost significant
bit is BLISE TEGRART Y A GoreTa g AR e T HULPF dat Ba- EerRi AR 1 BPmat | on
using a data format that generically expresses, for each X value, the
2~N x~ i i & $Urageymed LantSHERi S i hMRMRFY oAt shbi hikeneéskeRunber of
bit digits, and by value information showing a value of a bit string of X
bits fr &AL i Hehwssendiigai theariRbidata ghsezation- prenessiosgs, where N
is the predeterm ned nunber of bits. 7 . The encrypti on comrunications
system of cl abHere,, iwhendaodieehtt2f nthal TRE oensftaciet boh byhowa ah a
plurality of 20 manufacturers, and

10 step S23 of Fig.5 is executed by adding, in addition to a

version, issuer information, an invalidated-terminal number

and signature information, an entry number to the one or

plurality of sets of mask bits and IDs retained in an area

of a storage medium as a result of the above TRL data
15 generation processing.

Fig.15 shows exemplary content of a TRL.

In Fig.1l5 is shown exemplary content of a TRL which has
the data items shown in Fig.13, and in which terminal IDs
are 4-bit bit strings, and mask bits are 2-bit data expressing

20 “1” to “47,

The terminal IDs of all invalidated terminals expressed
by the ID-related information shown as an example in Fig.15
are the same as the terminal IDs of all invalidated terminals

expressed by the ID-related information shown as an example
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an identifier identifying the termnal shows the manufacturer of the
termnal by a bit string having a predeterm ned nunber of bits froma nost
significant bit in the identifier. 90 8. The encryption comuni cati ons
systemof claim7, wherein the identifier identifying the termnal shows a
product type to which the term nal belongs, by a bit string having 5 a
predeterm ned nunber of bits that starts froman end of the bit string
showi ng the manufacturer. 9. The encryption comunications system of claim
7, wherelh BaghOterminal holds a decryption key unique to the 10 terninal,
and is further operable to internally store encrypted content, which is
content encrypted by a content key, the output unit conducts the output by
transmtting the invalidated-termnal information to the encryption 15
comuni CBRL 0p81deviies, Hhscessippti on communications device has: an
encryption key storage unit operable to store encryption keys that

correl ate oneig; one W 4R IEHECE WM& Be, 051 2kl 18 pPBckEN R s; and

20 a content key storage unit oper e to store the content key, the

i nval.i dat,ed- ey i pf ion_a Lsktion unit conduct h ui sition
by T Gcel UG Che vt T i3 el bePRRRaN s iy Rathan £Tane Prbuesy T "out pu
91 unit, the cqomunication unit, when judged by the juydgin nit, that the
recei ved:qlb‘i:Lh?F?gerbﬁoegoﬂﬁ?nﬁ:at i‘ﬁyan?léjftlflﬁ%uﬁﬂéﬂt i ‘S?&Fg h by he

inval idated-termnal information, 5 encrypts the content key using an
encrypt i€ IRIMenkt 2correl ates with the decryption key unique to the
termnal which transmtted the identifier, and transnmts the encrypted
content key t €alHaetipmiuralt ke eancontent key idsstudbutdeor devilee uni t
operable to decrypt the encrypted content key transmtted fromthe

encrypt il®® comdutttatiRnNealehd icton ystoge s e ndeevgpl/i dhmkey teirgieatlo t he
termnal; and a playback unit operable, when the encrypted content is

stoned ith ket grdnal telrtidelr YR otR iefed Hit ed- G BHE i dR ﬂé%ﬁ&stthe
decrypted content key, and to playback the decrypted content. 10 . The
encrypt QR LA GRELORGssystem of claim 1, wherein

Collation unit 126 checks whether a terminal ID sent
from a terminal matches a terminal ID shown by one of the
sets of IDs and mask bits in ID-related information in the

15 TRL (steps S§321-324).

More specifically, collation unit 126 focuses on a mask
bit in the TRL that has yet to be focused on, derives mask
data corresponding to a value of the mask bit as described
above (step S321), computes a bitwise AND of the terminal

20 ID sent from the terminal and the derived mask data (step
S322), judges whether the computed AND matches an ID 342 in
a set with the mask bit 343 being focused on (step S323),

and if matched, judges the terminal ID acquired from the

terminal to be the terminal ID of an invalidated terminal
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the invalidated-termnal information (i) includes one 20 or nore pieces of
generic and exception information, each piece of generic information

speci fying both a section in a bit string having the predeterm ned nunber
of bits and a value of the section, and each piece of exception information
havi ng the predeterm ned nunber of bits, and (ii) is 92 i nformation
specifying, as a termnal to be invalidated, all termnals identified by
identifiers in which a section specified by a piece of generic information
mat ches 4 staEeS3peri fard bndshelp ecel batjeneprodedaimamt i on, and which do
5 not match a piece of exception information, and the j udging unit ( i )

verifies whethef BotafdtORedi intdteep @@&33\/6@@3!2®eatm®9ercoﬁpaenbhednmi a
pi ece of generic information nmatches a val ue specified by the piece of

generic iBigOFIRIgeN wittthdr 111 WHeShe WSSk ViBL 4§ 1 Szt DAt hBEFRY] ﬁa%r@ a

mat ch, that the received i1dentifier matches an 1dentifier shown by t

|nvaI|daB%% e/ i.nal s i of ormmt i,on, rﬁaéegEefpgﬂ%%Pet§ﬁ§§§ g@p Id%éingr

mat ches a piece © exceptlon |n
conmuni cat i Qns t em of cI m 10, e nanage dey] has an
ContTt i EPrateH e (R RS AP hherabt o HL (i g R han +4 1S BAvEL S
termnals to be invalidated, and the invalidated-term nal information
gener at i BRtuRREN BOCHY edePBr#mfclad Ashe LR &1 diP iSH0 PRAIHESHRIN- bi t
bit string, obtained by inverting only a |least significant bit of one of
t he i dentohdercseat Izt HyNOhe icodddtitfiicar weciui 326i vrtunins tsatstépi ng a
first condition that the bit string not match any of the identifiers
acqui redsbglthecddhsed denta fmeskabdu siHatorhdami et (tb) ber ddcsisudl by
desi gnat es
and conducts processing.
10 If judged in step S324 that the processing has been
completed for all the mask bits (5324 = YES), collation unit
126 judges the terminal ID acquired from the terminal to not
be the terminal ID of an invalidated terminal (step S325),
and ends the TRL collation processing.
15
Observations
In the content key distribution system shown in
embodiment 2, terminal IDs have a data structure such as that
shown in Fig.12, and thus when all content playback devices
20 having a specific version of a product made by a certain
manufacturer mounted therein, it is possible for a management
device to generate a TRL that specifies, using a small data

volume, all content playback devices in which only the serial

number field of the terminal IDs held within the device differ,
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the determned bit string as an identifier, (iii) specifies one or nore X
val ues satisfying a second condition that, out of the identifiers acquired
by the identifier acquisition 5 unit and the provisionally designated
identifier, the nunber of identifiers which have matching X nunber of bits
froma nost significant bit is 2~N-"~, and (iv) generates the
“invalidated-termnal infornmation by determ ning, as the generic information
for each specified X value, information 10 specifying the X value and a

val ue ofamdbitosttragswitX bhes GeoerbiedodRIsi ga f iacawoidnt n Kde 2~N- "~
identifiers, where Nis the predeterm ned nunber of bits and X is | ess than
N. 12 . Jherensu¥RbnomeGoidaini cati ons system of claim 11, wherein 15 each
termnal is manufactured by one of a plurality of manufacturers, and an

P dentifier ideftidyigigybhed gﬁ@ﬂ&%ﬂe §§%$§$a§%@ﬁiﬁfbﬁn%rti@n L g)ﬁlltfr m nal

by a bit string having a predeterm ne I'ts froma no

significant bit_in, 20 the jdentifier. 13 . .The encryption_co ni cations
system ot i?ﬁlg%gv%%?gi hlgaéﬁzst gﬁlﬁsﬁalvat‘atﬂ%slsa’ d%%?yﬁ%‘?@ﬁ’méys ique to
t he terninad and is further operable to internally store 9-_  encrypted
cont &nt ,tuhi LH iénéoﬁﬂéﬁtﬁgu§£%f%ﬁa5ylﬁ BoRi&ntS NI t fReBLEYEP U t
conducts the output by transmtting the invalidated-termnal information to
t he encraitybmcEUEsHmMPERdWHS adevd V& T 1irh e RSy pRivOH ebrrhenFestiadns

devi ce has: an encryption key storage unit operable to store encryption
keys t haturdper el at setnéot -0dhe with the decryption keys of all of the
termnals; and 10 a content key storage unit operable to store the content
key, the invalidated-term nal information acquisition unit conducts the
acquisition by receiving the invalidated-termnal information transmtted
by the eyHuHimdentngt, the communi cation unit, when j udged by the j udging
unit that—the Teceived identifier does not match any of the identifiers

hoyy by the ihyali ; ' j ' t k
ioi 5] an encr Jo ae TR R, B PR e e T B i R i e
to the term nal which_i itted the identifier. and t its th
encr ypt 80 SOrAH L R8T 5 R AT HRO-BaEiT AT hac: a decrypting

unit operabl eTE’l% %%Cnreggttlbgye gg{%ti%%tgi%n system according to an
embodiment 3 includes basically the same system structure
as content key distribution system 100 shown in embodiment

15 1, and conducts basically the same system operations.
Consequently, the various devices are shown using the same
reference numbering as in Fig.1 and the 1like, and a
description of parts that are the same as embodiment 1 have
been omitted.

20 In embodiment 3, a data structure of terminal IDs is
the same structure as that shown in embodiment 2. Also, a
data structure of a TRL is different to that shown in
embodiment 1, and adds a few extra data items to the TRL in

embodiment 2. For this reason, management device 110 conducts
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content key transmtted fromthe encryption comuni cations device, using
the decryption key unique to the termnal; and a playback unit operable,
when the encrypted content is stored in the termnal, to decrypt the
encrypted content 5 using the decrypted content key, and to playback the
decrypted content. 14 . The encryption comrunications systemof claiml,
wherein each termnal is manufactured by one of a plurality of 10

manuf acturers, and an identifier identifying the term nal shows the
manuf act MR8y dgfta leenerathah pyordssing rihgthdiviffgrs mladshelwi Asdmr ange
in the identifier. 15 15 . The encrypti on communi cations system of claiml1,
wher ei N edeh TRY dawd dohdsadidm e cess yind | SRoway int keneydigghton,
comuni cati ons device has an encryption key storage unit operable to store
encrypti apdgkeygnial CRERL! atiatangnirone ddsivd he slecrypiagptkeysref all
of the 20 term nals, the conmunication unit, when J udged by the j udging
uni t that, t r. i I i fi o] : f i thflers
shown byEﬂ%g%ltnlva |%g§88ggghﬁf naf‘a?n or%%ﬁ%ﬁ%fgﬁg?éﬁfsf%gﬁnﬁ%%a ]F%n dat a
usi ng_ an _encryption key that 96 correlates . wth the decryption key unique
Lo tHE 1 EPHTAHL G RAPTPIREAS: FAPEhe R CaWoPRIBFEard transmi ts the
encrypted comruni cation data to the termnal, and the term nal decrypts the
encrypted conmuni cation data 5 transmitted fromthe encryption
comuni cati ons device, using the decryption key unique to the termnal. 16.
The encr §pli Stxeerhure cati ons system of claim 1, wherein the output unit
conducts the output by transmtting the 10 invalidated-term nal information
to the encryptFbg. t3mrhowsatal aestalestimectand dheai DRAl idaeadbddimemal

i nformation acquisition unit conducts the acquisition by receiving the
invalidaged-termnal information transmtted by the output 15 unit . 17 .
The encryption conmuni cati ons systemof claim1, wherein the output unit

has g mount i ngr Subyni 17 AREEARL, bS ERUAD1AS! Bk RECERHLEABE SORECL S the

out put by storing the 20 invalidated-term nal 1 nfornmation on the nounted

oLor a0° MBLTbcB A b DYRBL SRS hERTIL L LAt seguLsl i o
reading Lhe,loyal i gateqtermngl Latormtion 97
As shown in Fig.17, the TRL is structured from 8-bit
version information 410, 128-bit issuer information 420, a
15 128-bit invalidated terminal number 430, ID-related
information 440, and 320-bit signature information 450.
Version information 410, issuer information 420 and
invalidated terminal number 430 are the same as version
information 310, issuer information 320 and invalidated
20 terminal number 330 shown in embodiment 2.
ID-related information 440 is the same as ID-related
information 340 shown in embodiment 2 to the extent that it

includes one or a plurality of sets of 128-bit IDs 342 and

8-bitmask bits 343, and anentry number 441 showing the number
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fromthe nounted storage nmedium 18. A nanagenent device that generates

i nval i dated-term nal information show ng, out of a plurality of identifiers

5 identifying a plurality of termnals, the identifiers of one or nore

termnals to be invalidated, each identifier being a bit string having a

predet erm ned nunber of bits for identifying a different one of the

termnals, conprising: an invalidated-term nal information generation unit

10 operable to generate the invalidated-term nal information using a data

format that geheri cHpweverpr eddesse byt ¢adf oimbormatdpeci Mihg fawthes of a

section in a bit string having the predeterm ned nunber of bits, al

i dentifieneludeshoak arvalplaidlite csedldoibmtahespt hensppsi {4 8danal ue; 15

and an output unit operable to output the generated invalidated-term nal

i nformati@exdébt Ibg g dmiHe daviscensi i tloat Bt IFimMberst Bxd@dion

invalidated-termnal information (i) includés one or nore sets of

correspopgded YAl HfeANdnRAS UrowJ S IBAI 2Bs £8CH1BERCE Oy VAl YR 1ue

i nformation show ng a valUe of a sectron of a bif string hdving e

predet er mi ned nunber of bits nd a correspondi ng, pj ece, of position
TeivheP £ Doei 1

i nf ormat T on"BePRg SFGERIEOn LT Yy PHEPE Hi%* 9ot oRSof!t he section in the
bit string, and (ii) is information specifying, as a term_nal to be
i nval i dat ed, 38T ®er APnE*CERIehPRf i1 443 pest g yteymaprl deRt PLi s in
which a value of a partial bit string located 5 in a bit position specified
by a pi deerminpdsichadn lisnfrrtrainval idetleds a val ue shown by a piece of
val ue information corresponding to the piece of position information. 20.
The managenentIrdelld ase bdtedaint d@mattieneidd A0 tdaehtéemihadl IDs rahwf act ur ed
by one of a plurality of manufacturers, and
plurality of terminal are expressed generically by a set of
10 ID 442 and mask bit 443, and terminal IDs expressed by the
set that are not invalidated-terminal IDs are shown by an
exception ID 445.
Consider an example in which each terminal ID is 4 bits,
the terminals number 0 to 15, and all of terminals 8 to 15
15 except for terminal 10 are invalidated. A content of
ID-related information 440 in this case will be formed by
a set of an ID 442 “1000” and a mask bit 443 of value “17,
and an exception ID 445 “1010”.
Signature information 450 is a so-called digital
20 signature created to reflect an entirety of version

information 410, issuer information 420, invalidated

terminal number 430, and ID-related information 440.

TRL Data Generation Processing
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an identifier identifying the termnal shows the manufacturer of the
termnal by a bit string having a predetermned range in the identifier. 15
21. An encryption conmuni cations device for conducting comuni cations with
a plurality of termnals, each of which holds an identifier, which is a bit
string having a predeterm ned nunber of bits for identifying the termnal,
20 conprising: an invalidated-termnal information acquisition unit
operable to acquire, froman external source, invalidated-term nal

i nformation thhi9sAGwsighe ifkavrhpeits YJiowhegol Riprédatar mangsahion
information for specifying one 99 or nore termnals to be invalidated,

t he | nvabrdated-itrey m nalwhidlor mmti®n beang gpantct ur edf usi ngha datBRLor mat
that generically expresses, by information specifying a value of a section

in a bitgeheirg e ea h R Sspbedprecristet HwHRiudie® B S matklgdmlenti fiers

in which a value of the section matches the specified value; an identifier

recei vi ngoylite apgy 3l eamMBgindnd dentifier held by a termnal is

transmtted fromthe ternlnaF, to receive the identifier; 10 a judging unit
operabl e to judge whether _the received identifier t.ches any .of. the one or
more T dent 1| ob SEekBaRany The ] Rt e el Perm Am BenPd m s ¥

i nformati on specifying one re termnals to be invalidated; and a
connunicéﬁ?o%oﬁhﬁQARéi%mI%S%iggﬁﬁen judged to not 15 be any matches, to
conduct a predeterm ned communication with the termnal that transmtted
the identifierTRby q1917 ki ag amhcdyt i 68 umaRagementhedeei@enallOand (

ii ) when j udged to be a match, to not conduct the predeterm ned
comuni cabnéncwist TRhededan gaher@®ion processing after acquiring

terminal IDs related to invalidated terminals from

10 invalidated-terminal ID acquisition unit 111 (see Fig.5).
First, TRL generation unit 112 stores the acquired

terminal IDs in a ID working area which is an area on a storage
medium such as a memory or the like (step S401), and with
respect to a terminal ID, among the terminal IDs in the ID

15 working area, for which there does not exist a terminal ID
whose LSB only differs, TRL generation unit 112 generates
and stores the terminal ID whose LSB only differs in the ID
working area, and retains the generated terminal ID as an
exception ID (step S402).

20 TRL generation unit 112 then stores two pieces of 1-bit
bit data “*0” and “1” in a bit working area which is an area
on a storage medium such as a memory or the like (step S403),
and sets “1” in variable X (step S404).

Following step S$404, TRL generation unit 112 focuses
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22 . The encryption comuni cations device of claim21, wherein the

inval idated-termnal information (i) includes one or nore sets of
corresponded val ue and position information, each piece of val ue

i nformation showi ng a value of a section 100 of a bit string having the
predet erm ned nunber of bits, and a correspondi ng piece of position
information being for specifying a bit position of the section in the bit
string, and (ii) is information specifying, as a termnal to be 5

i nval i datredd pléceeodi dalbsiti deiti fatd ipspéet bidl wdykahg adeat ithisgrs in
which a value of a partial bit string located in a bit position specified
by a pi émes afopdséén ofiotubedndn qrtEey GIES B, W diecShors biieanpdes of

val ue i nformation corresponding to the piece of position information, and

10 the jordaidemimil fHy ¥ebirbiesn fdle q%ﬁklzo@ﬁcr?g Oc{r@as)Stﬁaens!aE&%rf@at' on,
whet her a value, in the received identifier, a partial bit string

| ocated J bl BESLLLAN SEGLId L0 By LNg B;l%%e HediosigLogsinbaemet fon

mat ches a value's ue 1 n OI’I’TB. 1 on correspon

th f for mat i d wh fied that
therb | uxreRoty’ %%Enhgﬁ"@%rﬁaﬁerétéreﬁ&% B dont 1 er mat ches an

identifier shown by the invalidated-term nal infor ;{on 20 23. An
i nformation JE&&r BREAPWRERE P UHAET den8EBPL § hvid Rdat edStepPnsHar)

information for specifying one or nore termnals to be invalidated out of a

pl ur al i RLofyenema tigds urcoprd 3idwt e tes | enttidiminat dibsiga bhs Sy épgof
acquiring 101 identifiers of termnals to be invalidated, each identifier
bei ng athiet ceinding draviimgs teepretes efstiaed 40dperarcd witls f@Spédentbfyi ng a
different one of the term nals; and aninvalidated-term nalinformation

gener at itbesternifnHl gemer shicAg fifieid Rued | et @dt L 8RN ARl drifiaRt+RA t o show

all

10 value of variable X as a mask bit, and determines an N-bit
bit string having the high order X bits set to be the same

as the bit data currently being focused on and the remaining
bits set to “0” as an ID, retains the determined mask bit

and ID as a set in an area of a storage medium such as a memory

15 or the like (step S409), and conducts the step S410 judgment.
In the case that the counted number in step $406 is not

28 %) (step S407), if two or more of the terminal 1IDs
satisfying the condition in step S406 have an X+1™ bit from

the MSB that is “0”, TRL generation unit 112 stores, in the

20 bit working area, bit data formed by adding a 1-bit “0” to
the low order of the bit data being focused on (step S411),

and if two or more of the terminal ID satisfying the condition

have an X+1™ bit from the MSB that is “1”, TRL generation

unit 112 stores, in the bit working area, bit data formed
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of the identifiers acquired in the identifier acquisition step, using a
data format that generically expresses, by information specifying a val ue
of a section in a bit string having the predeterm ned nunber of bits, all
identifiers in 10 which a value of the section matches the specified val ue.
24. -The information generation nmethod of claim 23, wherein the

inval idated-term nal information generation step (i) specifies one or nore
X val ues satisfying a condition 15 that, out of the identifiers acquired in
t he i denthy iaetdiaon@a di-tiidn “dt"efo tthe domberdefr bdehhief barts dattiac b ehiave

mat chi ng X nunber of bits froma nost significant bit is 2~N-x~, and (ii)
gener at esfddieséd\ i(dalegdstuanni nalnd aban@iisofhkos Bepstauot fagmbram set s,
for each X value, of corresponded 20 significant-digit and val ue

| nformation, the shal oAl gl ohBkatiall 4 sShANNG ddseX pHERSEO! DIt

digits, and the valué information show ng a val ue string of X bits

fromthe significant .bit in the 2~N-x~ l.dentifier is the

predeterrrtlr}-][r%%'tcf3 n%}rg&)%FS of Bil[gg.e EHEZX%JSt '\t]“’r‘uté ?ﬁ?gr %aiecoﬁn%%%%%g n%r%t hod

of claim2?24, wherein each term.nal is panufactured bé one . of a plurality of
r

manuf Act FRSSEQRP 5 2Rl G (There i ekt TPy i1 eRe PEr&TRAF BRbwatiRe

manuf acturer of the termnal by a bit string having a predeterm ned nunber
of bits Wedmt® msstfosiufrd i@antSHL0 FnYERR /i d8M oRN@Tratponeunyhell2

i nformation generation nethod of claim23, wherein the invalidated-term nal
i nf or mat reftugererat i orept 8406, apdetmrdnates praseesdept itom fafvsman on, an
N-bit bit string, obtained by inverting only a |l east significant bit of one
of the i d&wet infexar piesrlidedbin datd demd fwiesn athurel Gows IotStepist
satisfying a first condition that the bit string not match any of the

hggpéh;'t g;@tiﬁgéub'feﬂ'-bﬂtt Be H derld e e ®d FddHester. ($41d Pragihsi onal ly
10 increases variable X by “1” (step S413), and judges whether
variable X equals N (step S414).

When variable X does not equal N (S414 = NO), TRL
generation unit 112 returns to step S405, and conducts
processing to focus on the next piece of bit data, and when

15 wvariable X equals N (S414 = YES), TRL generation unit 112
ends the TRL data generation processing.

Here, in embodiment 3, the TRL construction shown in
step S23 of Fig.5 is executed by adding, in addition to a
version, issuer information, an invalidated-terminal number

20 and signature information, an entry number to the one or
plurality of sets of mask bits and IDs retained in an area
of a storage medium as a result of the above TRL data

generation processing, and an entry number to the exception

ID.
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determned bit string as an identifier, (iii) specifies one or nore X

val ues satisfying a second condition that, out of 20 identifiers acquired
inthe identifier acquisition step and the provisionally designated
identifier, the nunber of identifiers which have matching X nunber of bits
froma nost significant bit is 2~NX~, and (iv) generates the
invalidated-termnal information to be structuredfromsets 103 of
corresponded val ues for each specified X value and the exception

i nformation, the corresponded val ues being the X value and a value of a bit
string of X bits fromthe nost significant bit in the 2~-N-"~ identifiers,
wher e NTRL t¢el bapiedetrerodastdimginber of bits and X is less than N. 27. The
i nformati on generation nmethod of claim 26, wherein each termnal is

manuf act ured i qone 9 afpbwcidtty shbwiniutRCtAE BT &t iandbAOcapsiigent i fi er
identifying the term nal shows the manufacturer of the termnal by a bit

string RaMidy i& R GABHETIR NGk NUSDELH F kB! ﬁrE%%mi%s”ﬂ% SHEBEELGHY Dbit in

the identifier. 15728. A conputer program for having a conputer exe€cute

| nf og mat) oy &Ney atﬂ;g“ HLOLERE! “Heﬁzha&ig%’%%ﬁ%‘?? 3 ”Yéé{}?égedig%r m; nal
i nformation speci fyi'ng one or noré“termnals o De invalrdated out of a
pluralit | s, the information generation processing including: 20

of ..termn
an idenF%ﬁqgl@ﬁRﬁngftion step of acquiring identifiers of ternminals to be
inval i dated, each identifier being a bit string having a predetermnm ned
number of bit SOfdALIRMNAG A 6a 18 EPatemt ey gflstqi‘el%‘é?h@ﬁaqig‘,’léiﬁd
ani nval i dat ed-term nal i nformati on generationstep of 104 generating the
i nval i daR@dcoadmiars TRAf ooddeitoron prsieresing every time a terminal

ID sent from a terminal is obtained by transmission request

10 reception unit 125.

Collation unit 126 checks whether a terminal ID sent
from a terminal matches a terminal ID shown by one of the
sets of IDs and mask bits in ID-related information in the
TRL (steps S421-424).

15 More specifically, collation unit 126 focuses on a mask
bit in the TRL that has yet to be focused on, derives mask
data corresponding to a value of the mask bit as described
above (step S421), computes a bitwise AND of the terminal
ID sent from the terminal and the derived mask data (step

20 S422), and judges whether the computed AND matches an ID 342
in a set with the mask bit 343 being focused on (step S423).

If judged in step S423 to be a matched (S423 = YES),
collation unit 126 checks whether the terminal ID sent from

the terminal matches an exception ID in the TRL (step S426),
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of the identifiers acquired in the identifier acquisition step, using a
data format that generically expresses, by information specifying a val ue
of a section in a bit string 5 having the predeterm ned nunber of bits ,
all identifiers in which a value of the section matches the specified
value. 29. A storage nediumstoring a conputer programfor having a
conput er execute information generation processing that 10 generates

i nval i dated-term nal information specifying one or nore termnals to be

i nval i dafed vhinadfmatghedal $4 Y6 6f NOgr i wdges theeteamdngdt [Dra ¢ndradi on
processing including: an identifier acquisition step of acquiring

i denti fi érsmoft Heerttaymad 1sa 1 ot bebentdld datmdi n&hchDi déntinf ilervallbidetad a bit
string having a predeterm ned nunber of bits for identifying a different
one of therhemdINdlsterpRd 2ani Nwald dalerdther Bbnalaitifaf wid s gengr at konst ep
of generating the invalidated-termnal information to show all of the
identifi qui.r LN iLdenti Li I SialyinNn _2 t.ep, i.ng. a data

f or mat tﬁg§g%§hgbi%gFFysgggrggégg,BbgéFgﬁgthFigﬁﬁspggﬁﬂyiﬁfﬁ?%ﬁhﬁg of a
section in, Lt stri.ng having the predeterm ned er of hits,.,al

dent 11 WPLE P2k dieR8sa Rt Br kiR RedE R orhe Fh ‘Ui AR ve.
100 30, A conButer program for__havi ng a conputer execute judgnent
processi hg BR&t PRuBgestepFdeF o iRt dehtitV 2t 1er ERdneE8d oM SHeP of a
plurality of term nals, whether the termnal is to be invalidated, the

j udgnentS$Podessindg endg udhegeodlaf iicdemidG¢essSiegei vi ng step of receiving
an identifier transmtted fromone of the plurality of termnals, the

i dentifier havifigiadgpeadetesheped4dnbkatothki tempanad D dbiessl-riasr m nal
information acquisition step of acquiring invalidated-termnal information
that 10 ispeehfiles 1phe4 pdenttihid ees withrthomaldk BiteI43 maling ddetised

inval idated using a data format that generically expresses, by information
speciof Yidyg @ y8s ue \2fy acRActd 7ok Nk Pii2 SHidie M dtehdRes P esetrardn ned
nunber of bits, all identifiers in

mask bits 343 in the TRL have been focused on and had the
step S421 to S423 processing conducted (step S424), and if

all of the mask bits 343 have not been focused on and had

the step S421 to S423 processing conducted (S424 = NO),

15 collation unit 126 returns to step S421, focuses on a mask
bit that has yet to be focused on and conducts processing.

If judged in step S424 that the processing has been
completed for all the mask bits (S424 = YES), collation unit

126 judges the terminal ID acquired from the terminal to not

20 be the terminal ID of an invalidated terminal (step S425),

and ends the TRL collation processing.

Observations

According to the content key distribution system shown
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whi ch a value of the section matches the specified value; 15 and a judgi ng
step of judging whether the received identifier matches any of the
identifiers specified by the invalidated-termnal information. 20 31. A
storage nedium storing a conputer program for having a conmputer execute
j udgment processing that judges, based on an identifier transmtted from
one of a plurality of termnals, whether the termnal is to be invalidated,
the judgnment processing including: 106 an identifier receiving step of
recei vi ngn @nbekimente? , tiandwint edgampdem areowpletel garen termginaksn nal s,
the identifier having a predeterm ned nunber of bits; an
i nval | dah&dihgropmadcunloenadt dalaogubst & iaod shepcbtermaagdi IDscGhave
invalidated-term nal information that specifies the identifiers of one or
nore terpipaseriaghe innvdiicdatethuitldd & datghforaat Bhatitgenard aaldy
expresses, by information specifying a value of a section in a bit string
havi ng t re ermn ] its, i Lfrers. i 0 ich a
val ue ofg%ﬁg' s%%%i%%l ngl?g%gghgﬁee(a;ge%%ne Js\lla%%“gé;]é%nf % ?u gvl}'ngiAés.'tle% of
j udgi.ng whet her the received i.dentifjer ches any of the id ifiers
peclt ADTYLENE R SHSat £ LOVALISTo of RhTiBALe G oins o TRE 'L
conput er -readabl e storage nmedi.um storing invalidated-term nal data, wherein
in or der"RECR g riPs sl orine PBidp At pie it Ad Hing SRh SR ¥3ide stri ngs
havi ng a predeterm ned nunber of bits 20 for identifying a different one of
a pluraldigies avendiabesmings iagedDs iigr $hef e olahedelnéprmadlion o be
inval idated, the invalidated-termnal data (i) has an
i denti f icef - shecTR ,ngd | ehduehathstimgsthectnuwnbenf of matiiqint S oofspéded fyi ng a
val ue of a section of a bit string having 107

sections that are the same is determined as a mask bit forming

10 a set with the ID, and terminal IDs relating to the few
terminals that are not invalidated are determined as
exception IDs in the ID-related information. As a result,

it is possible to suppress to data volume of a TRL.

15 Embodiment 4

The following describes a content distribution system
according to an embodiment 4.

Fig.20 is a structural diagram of a content Xkey
distribution system according to embodiment 4 of the present

20 invention.

In comparison with management device 110 in content key
distribution system 100 shown in embodiment 1, which was for
transmitting a TRL to content key distribution device 120

via a communication channel, in content key distribution



the predeterm ned nunber of bits, and (ii) generically expresses, by the
section information, all identifiers in which a value of the section

mat ches the specified value. 5 33. The storage nedi um of claim 32, wherein
the identifier-specifying field is structured to include one or nore sets
of corresponded value information and position information fields, each
value information field storing value information showing a value of a
section 10 of a bit string having the predeterm ned nunber of bits, and a
cor r esporalf sigepos i sncomdanmtti@renbed dmendr dng apasina@ementodeatiem f or
specifying a bit position of the section in the bit string, and the

i nval i datxxh tier pitralctdate] it dabxespeTRiYWMEG s@drbyamddiant i¥0rsuwth a
terminal to be invalidated, all identifiers in which a value of a parti al

bit string lacajHdibm %Q@heﬁ%‘ 6'1%'1 TReiHd ad by, %@aegeceﬁt@% tdeQp
i nformati on matches a val ue shown by a piece of Value information stored in

a val e IpfarrRl onoki SLYEar taRPonding. f A £9SLYT 00,30 LA gemtdan, fiel d

in mhich e 'prece of posi |on information 1's" sto hé st orage
medi um of__cl ai m 33, .wher each termnal is manufactured by one of a
plurag:tfpﬁ %&ﬁ%méﬂﬁﬂﬂfggﬁurers, and an identifier identifying the

term nal shows the manufacturer of the termnal by a bit string having a
predet er mi ned A&nGETi Ay Rl eBRREFfRAL a?%@‘?%ﬁ@&imﬁhécﬁ?@?rﬁ%&}ho&ﬁ a
that, in order to specify, out of a plurality of identifiers that are bit
strings Havémbodimeadel dragan&dgnunbekresshdivn s1figrg itiens afopi ngfarenieer ent
one of a plurality of termnals, the identifiers of one or 10 nore

t er m nal autmbareiriqvadndled etbt41)eliadeanrription of these elements is

omitted here.

10 Management device 510 is, for example, a computer or
the 1like installed in an organization that conducts
operations relating to the protection of the copyright and
the like of content, and conducts processing to generate a
TRL that has as main content, information for specifying all

15 terminals with respect to which protection of copyright and
the like can no longer be guaranteed due to a decryption key
stored therein having been disclosed (i.e. all terminals to
which an encrypted content key should not be distributed),
and for storing the generated TRL on a storage medium.

20 Management device 510 includes invalidated-terminal 1ID
acquisition unit 111, TRL generation unit 112, and a TRL
storage unit 513, and is capable of mounting storage medium
501, which is an optical magnetic disk or the like.

Here, TRL generation unit 112 functions to generate a
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identifier-specifyingfield that stores section information for specifying a
val ue of a section of a bit string having the predeterm ned nunber of bits,
and (ii) generically expresses, by the section information, all identifiers
in 15 which a value of the section matches the specified value. 36. An
encryption conmmuni cati ons system conprising an encrypti on conmuni cations
device, a plurality of termnals that each transmt to the encryption
comuni cations device 20 a key identifier having a predeterm ned nunber of
bits, anBRbWwhogs&adm caatiedd thainfenepities spegiifgding iingedtidaeed
information specifying one or nore key identifiers to be invalidated,
wher ei n téenimadgenerasiedi ceorhasthé09 teramninayal iIdat edpirdettied erby
i nformation generation unit operable to generate the invalidated-identifier
i nfor mat 9P, USHAY ed -4lxen 104 TRED hafu Oenel baakh Y eXPIL €868 t d¥drif&F mat i on
specifying a value of a section in a bit string 5 having the predet'erm ned
number af Qiééneﬁﬂ: Ifdey figrerin ‘E’%'r%%eﬁ ¥ 19959? the section matches the
lea u &na i able

specifie e; an out put unit ope 0 ouf put the generated

i nval.i dat ed-1i tifier informati.an,. and 10 the encrypti conmmuni_cat i ons
dovi 8o hae: art e SHEATDHITE O op Bt on oy ahrs b The BTRVE &S
inval idated-identifier information outputted by the_nmanagenent device; an

i dent i f 67O ebRF VI FRCEAFE Cop&art e ko Fe&iRfeA 3¢ KB§d18m 9fdt meugted
transmtted fromone of the plurality of termnals; a j udging unit

oper abl elit ongngyggreniedestiasgedt@cei ved key identifier matches any of the
one or nore key identifiers specified by the invalidated-identifier

i nformation; #Mhafereeomuni c@vodoeunit &der abl e, comduathen | udgad to not
be any matches, to conduct a predeterm ned comruni cation with the term nal

that trapsnatdetohperkaymidiiond irocdyspayl OANMvAchnserer Bl ghokel ati ng
uniquely to the key identifier. 25 110 . A u. A u. A

- ASROA 3.1 F2@ A95s e el by pREESE@REEE A8 AR TREMGAA storage
L AS@A Asa. A& A U AS. A(L AN AN, . A afr. A(S ANF.A U@ ASNS. As@Aa@ A A a, . AN
. AI@ AY dglumé\a. AL, . A . AL . Aa,.A . A9. AN AL. A . As; . AN. AL@ALU@ A;

AU AU AU AN AL AL A9 Asa. AL AL A LA LA, AL A N AN A9. A A9

N AN e AR R A TR 0 RRvAR T 2 TREA S SORPAATIET SR ABYA AS

o e S el el slegle ey oV

distribution device 520. For example, every time a TRL having

15 new content is generated, the TRL may be stored on a storage
medium, and delivered to a content key distribution device.
Content key distribution device 520 is a computer for
conducting content key distribution processing that involves
transmitting an encrypted content key to terminals from which

20 a transmission request for a content key has been received,
so long as the terminal is not an invalidated terminal.
Functionally, content key distribution device 520 includes

TRL storage unit 121, a TRL reading unit 522, content key

storage unit 123, encryption key storage unit 124,
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it is preferable to structure the system such that, instead
10 of terminal IDs of invalidated terminals, decryption key IDs
corresponding to decryption keys to be invalidated are
specify by ID-related information in a TRL such as shown in
the embodiments, and that in the TRL processing and the like,
decryption keys are targeted for collation rather than
15 terminal IDs.

Furthermore, decryption keys and decryption key IDs may

be stored on an IC card or the like that is mountable in a

content playback device.

20 (4) In embodiment 1 to 3, TRL generation unit 112 in the
management device automatically generates a TRL by TRL data
generation processing (Figs.10, 14, 18) and the like. However,
an algorithm for generating the ID-related information in

a TRL is not limited to this. Furthermore, a TRL may be
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of a TRL when, for example, all of the terminals from a

particular manufacturer are invalidated terminals, by having

20 Dbit strings expressing a manufacturer, product and the like
included in terminal IDs.

Furthermore, in embodiment 2, an example is given which

defines terminal IDs as expressing manufacturer IDs by high

order bit strings. However, terminal IDs may be defined éas
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embodiment 3, when a terminal ID is 128 bits, and the
ID-related information includes an exception ID and a set
15 having an ID whose LSB is “0” and a mask bit of “127”, the
set and the exception ID may be deleted, and a set added to
the ID-related information that has mask bit of “128” and
a bit string obtained by inverting the LSB of the exception
ID as an ID.
20 Furthermore, in embodiment 3, each exception ID is
described as showing a single terminal ID, although instead
of the exception ID shown in Fig.l17, exception group

information that includes one or a plurality of sets of

exception IDs and exception mask bits may be included in the
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10 However, i1if the communications system is one that receives

terminal IDs from terminals, judges whether or not those
terminals are invalidated terminals, and determines whether
or not to execute some sort of communication processing
depending on the judgment result, then the communication
15 processing content is not especially limited to transmitting
encrypted content keys. For example, it is acceptable to
determine, depending on the result of the judgment as to
whether a terminal is invalidated, whether to execute
processing for receiving impoxrtant data sent from the
20 terminal after being encrypted by performing an encryption

unique to the terminal.

(9) A computer program for having a computer or the like

execute the processing procedures of the content key
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by being installed or the like in a computer or the like,
10 and the computer or the like can conduct processing such as
that shown in embodiments 1 to 3 by executing the computer

program.

INDUSTRIAL APPLICABILITY

15 The encryption communications system of the present
invention is applicable as, for example, a content Xkey
distribution system constituted by a plurality of terminals,
computers, or the 1like, for providing the copyright
protection of digital content.

20
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identifiers as information specifying one or more terminals

10 to be invalidated, wherein
the management device has:
an invalidated-terminal information generation unit
operable to generate the invalidated-terminal information
using a data format that generically expresses, by
15 information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;
and
an output unit operable to output the generated
20 invalidated-terminal information, and
the encryption communications device has:
an invalidated-terminal information acquisition unit
operable to acquire the invalidated-terminal information

outputted by the management device;
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specifying one or more terminals to be invalidated; and
a communication unit operable (i) when judged to not
be any matches, to conduct a predetermined communicationwith
10 the terminal that transmitted the identifier, by performing
an encryption unique to the terminal, and (ii) when judged
to be a match, to not conduct the predetermined communication

with the terminal.

15 2. The encryption communications system of claim 1, wherein
the invalidated-terminal information (i) includes one

or more sets of corresponded value and position information,
each piece of value information showing a value of a section

of a bit string having the predetermined number of bits, and

20 a corresponding piece of position information being for
specifying a bit position of the section in the bit string,

and (ii) 1is information specifying, as a terminal to be
invalidated, all terminals identified respectively by all

identifiers in which a value of a partial bit string located
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to the piece of position information, and (ii) judges, when
10 verified that there is at least one match, that the received
identifier matches an identifier shown by the

invalidated-terminal information.

3. The encryption communications system of claim 1, wherein
15 the invalidated-terminal information (i) includes one
or more sets of corresponded representative information and
mask flags, each piece of representative information being
a bit string having the predetermined number of bits, and
a corresponding mask flag having the predetermined number
20 of bits, and (ii) is information specifying, as a terminal
to be invalidated, all terminals identified by identifiers
in which a value of a section having a bit value of “1” in
a mask flag matches a value of the section in a piece of

representative information corresponding to the mask flag,
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received identifier matches an identifier shown by the

invalidated-terminal information.

10 4. The encryption communications system of claim 3, wherein
the invalidated-terminal information generation unit
generates isolated-value information for including in the
invalidated-terminal information, each piece of
isolated-value information having the predetermined number
15 of bits,
the invalidated-terminal information is information
further specifying, as a terminal to be invalidated,
terminals identified by identifiers that match a piece of
isolated-value information, and
20 the judging unit further judges, when the received
identifier matches a piece of isolated-value information,
that the received identifier matches an identifier shown by

the invalidated-terminal information.
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nbC 109D%R ¥grmipal to e invalidated, all terminals identified
by identifiers in which a value of a bit string having, from
10 a most significant bit, a number of bit digits shown by a
piece of significant-digit information matches a value shown
by a piece of value information corresponding to the piece

of significant-digit information, and

the judging unit (i) verifies, for each piece of
15 significant-digit information, whether, in the received
identifier, a value of a bit string having, from a most
significant bit, a number of bit digits shown by the piece
of significant-digit information matches a value shown by
a piece of value information corresponding to the piece of
20 significant-digit information, and (ii) Jjudges, when
verified that there is at least one match, that the received

identifier matches an identifier shown by the

invalidated-terminal information.
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acquisition unit, the number of identifiers which have
matching X number of bits from a most significant bit is 2%,
10 and (ii) generates the invalidated-terminal information
using a data format that generically expresses, for each X
value, the 2%%®  ijdentifiers by significant-digit
information showing the X number of bit digits, and by value
information showing a value of a bit string of X bits from

15 the most significant bit in the 2¥"® identifiers, where N

is the predetermined number of bits.

7. The encryption communications system of claim 6, wherein

each terminal is manufactured by one of a plurality of

20 manufacturers, and
an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a
predetermined number of bits from a most significant bit in

the identifier.
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5 a predetermlned number of bits that starts from an end of

the bit string showing the manufacturer.

9. The encryption communications system of claim 7, wherein
each terminal holds a decryption key unique to the
10 terminal, and is further operable to internally store
encrypted content, which is content encrypted by a content
key,
the output unit conducts the output by transmitting the
invalidated-terminal information to the encryption
15 communications device,
the encryption communications device has:
an encryption key storage unit operable to store
encryption keys that correlate one-to-one with the
decryption keys of all of the terminals; and
20 a content key storage unit operable to store the content
key,
the invalidated-terminal information acquisition unit
conducts the acquisition by receiving the

invalidated-terminal information transmitted by the output
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correlates with the decryption key unique to the terminal
which +transmitted the identifier, and transmits the

encrypted content key £o the terminal, and
each terminal has:

10 a decrypting unit operable to decrypt the encrypted
content key transmitted from the encryption communications
device, using the decryption key unique to the terminal; and

a playback unit operable, when the encrypted content
is stored in the terminal, to decrypt the encrypted content

15 using the decrypted content key, and to playback the

decrypted content.

10. The encryption communications system of claim 1, wherein

the invalidated-terminal information (i) includes one

20 or more pieces of generic and exception information, each
piece of generic information specifying both a section in

a bit string having the predetermined number of bits and a
value of the section, and each piece of exception information

having the predetermined number of bits, and (ii) is
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+ 10% () MJ'O%%e )Jugglnzg L)nlq:EY'J\.lg; V(e)xglfles whether a section, in the

received identifier, specified by a piece of generic
information matches a value specified by the piece of generic
information, and (ii) judges, when verified that there is
10 a match, that the received identifier matches an identifier
shown by the invalidated-terminal information, except when

the received identifier matches a piece of exception

information.

15 11. The encryption communications systemof claim 10, wherein
the management device has an identifier acquisition

unit operable to acquire the identifiers of all terminals

to be invalidated, and

the invalidated-terminal information generation unit

20 (i) determines, as the exception information, an N-bit bit
string, obtained by inverting only a least significant bit

of one of the identifiers acquired by the identifier
acquisition unit, satisfying a first condition that the bit

string not match any of the identifiers acquired by the
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generic information for each specified X value, information
10 specifying the X value and a value of a bit string of X bits

from the most significant bit in the 2¥* identifiers, where

N is the predetermined number of bits and X is less than N.

12. The encryption communications system of claim 11, wherein

15 each terminal is manufactured by one of a plurality of

manufacturers, and

an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a
predetermined number of bits from a most significant bit in

20 the identifier.

13. The encryption communications system of claim 12, wherein
each terminal holds a decryption key unique to the

terminal, and 1is further operable to internally store
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10 a content key storage unit operable to store the content
key,
the invalidated-terminal information acquisition unit
conducts the acquisition by receiving the
invalidated-terminal information transmitted by the output
15 unit,
the communication unit, when judged by the judging unit
that the received identifier does not match any of the
identifiers shown by the invalidated-terminal information,
encrypts the content key using an encryption key that
20 correlates with the decryption key unique to the terminal
which transmitted the identifier, and transmits the
encrypted content key to the terminal, and
each terminal has:

a decrypting unit operable to decrypt the encrypted
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10 manufacturers, and
an identifier identifying the terminal shows the

manufacturer of the terminal by a bit string having a

predetermined range in the identifier.

15 15. The encryption communications system of claim 1, wherein
each terminal holds a unique decryption key,
the encryption communications device has an encryption
key storage unit operable to store encryption keys that
correlate one-to-one with the decryption keys of all of the
20 terminals,
the communication unit, when judged by the judging unit
that the received identifier does not match any of the
identifiers shown by the invalidated-terminal information,

encrypts communication data using an encryption key that
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communications device, and

the invalidated-terminal information acquisition unit
conducts the acquisition by receiving the
invalidated-terminal information transmitted by the output

15 unit.

17. The encryption communications system of claim 1, wherein

the output unit has a mounting subunit operable to mount

a storage medium, and conducts the output by storing the

20 invalidated-terminal information on the mounted storage
medium, and

the invalidated-terminal information acquisition unit

is operable to mount the storage medium, and conducts the

acquisition by reading the invalidated-terminal information
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an invalidated-terminal information generation unit
10 operable to generate the invalidated-terminal information
using a data format that generically expresses, by
information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;
15 and

an output unit operable to output the generated

invalidated-terminal information.

19. The management device of claim 18, wherein

20 the invalidated-terminal information (i) includes one
or more sets of corresponded value and position information,
each piece of value information showing a value of a section
of a bit string having the predetermined number of bits, and

a corresponding piece of position information being for
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corresponding o the piece of p051tlon information.

20. The management device of claim 19, wherein
10 each terminal is manufactured by one of a plurality of
manufacturers, and
an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a
predetermined range in the identifier.
15
21. An encryption communications device for conducting
communications with a plurality of terminals, each of which
holds an identifier, which is a bit string having a
predetermined number of bits for identifying the terminal,
20 comprising:
an invalidated-terminal information acquisition unit
operable to acquire, from an external source,
invalidated-terminal information that shows the identifiers

of one or more terminals as information for specifying one
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identifier held by a terminal is transmitted from the
terminal, to receive the identifier;

10 a judging unit operable to judge whether the received

identifier matches any of the one or more identifiers shown

by the invalidated-terminal information as information

specifying one or more terminals to be invalidated; and
a communication unit operable (i) when judged to not

15 be any matches, to conduct a predetermined communication with

the terminal that transmitted the identifier, by performing

an encryption unique to the terminal, and (ii) when judged

to be a match, to not conduct the predetermined communication
with the terminal.

20

22. The encryption communications device of claim 21, wherein
the invalidated-terminal information (i) includes one
or more sets of corresponded value and position information,

each piece of value information showing a value of a section
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identifiers in which a value of a partial bit string located
in abit position specified by a piece of position information
matches a value shown by a piece of value information
corresponding to the piece of position information, and

10 the judging unit (i) verifies, for each piece of
position information, whether a value, in the received
identifier, of a partial bit string located in a bit position
specified by the piece of position information matches a
value shown by a piece of value information corresponding

15 to the piece of position information, and (ii) judges, when
verified that there is at least one match, that the received

identifier matches an identifier shown by the

invalidated-terminal information.

20 23. An information generation method that generates
invalidated-terminal information for specifying one or more
terminals to be invalidated out of a plurality of terminals,
comprising:

an identifier acquisition step of acquiring
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of the identifiers acquired in the identifier acquisition
step, using a data format that generically expresses, by
information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in

10 which a value of the section matches the specified value.

24, The information generation method of claim 23, wherein

the invalidated-terminal information generation step

(i) specifies one or more X values satisfying a condition

15 that, out of the identifiers acquired in the identifier
acquisition step, the number of identifiers which have
matching X number of bits from a most significant bit is 2%,

and (ii) generates the invalidated-terminal information to

be structured from sets, for each X value, of corresponded

20 significant-digit and value information, the
significant-digit information showing the X number of bit
digits, and the value information showing a value of a bit

string of X bits from the most significant bit in the 2%

identifiers, where N is the predetermined number of bits.
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5 an identifier identifying the terminal shows the

manufacturer of the terminal by a bit string having a

predetermined number of bits from a most significant bit in

the identifier.

10 26. The information generation method of claim 23, wherein
the invalidated-terminal information generation step

(i) determines, as exception information, an N-bit bit string,
obtained by inverting only a least significant bit of one

of the identifiers acquired in the identifier acquisition

15 step, satisfying a first condition that the bit string not
match any of the identifiers acquired in the identifier
acquisition step, (ii) provisionally designates the
determined bit string as an identifier, (iii) specifies one

or more X values satisfying a second condition that, out of

20 identifiers acquired in the identifier acquisition step and
the provisionally designated identifier, the number of
identifiers which have matching X number of bits from a most
significant bit is 2%, and (iv) Ggenerates the

invalidated-terminal information to be structured from sets
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each terminal is manufactured by one of a plurality of
manufacturers, and
10 an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a

predetermined number of bits from a most significant bit in

the identifier.

15 28. A computer program for having a computer execute
information generation processing that generates
invalidated-~terminal information specifying one or more
terminals to be invalidated out of a plurality of terminals,
the information generation processing including:

20 an identifier acquisition step of acquiring
identifiers of terminals to be invalidated, each identifier
being a bit string having a predetermined number of bits for
identifying a different one of the terminals; and

an invalidated-terminal information generation step of
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which a value of the section matches the specified value.

29. A storage medium storing a computer program for having

a computer execute information generation processing that

10 generates invalidated-terminal information specifying one

or more terminals to be invalidated out of a plurality of

terminals, the information generation processing including:

an identifier acquisition step of acquiring

identifiers of terminals to be invalidated, each identifier

15 being a bit string having a predetermined number of bits for
identifying a different one of the terminals; and

an invalidated-terminal information generation stepof

generating the invalidated-terminal information to show all

of the identifiers acquired in the identifier acquisition

20 step, using a data format that generically expresses, by

information specifying a value of a section in a bit string

having the predetermined number of bits, all identifiers in

which a value of the section matches the specified value.
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5 an identifier receiving step of receiving an identifier

transmitted from one of the plurality of terminals, the
identifier having a predetermined number of bits;
an invalidated-terminal information acquisition step
of acquiring invalidated-terminal information  that
10 specifies the identifiers of one or more terminals to be
invalidated using a data format that generically expresses,
by information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;
15 and
a judging step of 3judging whether the received
identifier matches any of the identifiers specified by the

invalidated-terminal information.

20 31. A storage medium storing a computer program for having
a computer execute judgment processing that judges, based
on an identifier transmitted from one of a plurality of

terminals, whether the terminal is to be invalidated, the

judgment processing including:
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specifies the identifiers of one or more terminals to be
invalidated using a data format that generically expresses,
by information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in

10 which a value of the section matches the specified value;

and
a judging step of judging whether the received
identifier matches any of the identifiers specified by the

invalidated-terminal information.

15

32. A computer-readable storage medium storing
invalidated-terminal data, wherein

in order to specify, out of a plurality of identifiers

that are bit strings having a predetermined number of bits

20 for identifying a different one of a plurality of terminals,

the identifiers of one or more terminals to be invalidated,

the invalidated-terminal data (1) has an

identifier-specifying field that stores section information

for specifying a value of a section of a bit string having
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a corresponding position information field storing position
information for specifying a bit position of the section in
the bit string, and

the invalidated-terminal data is data specifying, as

15 an identifier of a terminal to be invalidated, all
identifiers in which a value of a partial bit string located

in a bit position specified by a piece of position information
matches a value shown by a piece of value information stored

in a value information field corresponding to a position

20 information field in which the piece of position information

is stored.

34. The storage medium of claim 33, wherein

each terminal is manufactured by one of a plurality of
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manufacturers, and
an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a

predetermined range in the identifier.

35. Invalidated-terminal data that., in order to specify, out
of a plurality of identifiers that are bit strings having
a predetermined number of bits for identifying a different
one of a plurality of terminals, the identifiers of one or
more terminals to be invalidated, (i) has an
identifier-specifying field that stores section information
for specifying a value of a section of a bit string having
the predetermined number of bits, and (ii) generically
expresses, by the section information, all identifiers in

which a value of the section matches the specified value.

36. An encryption communications system comprising an
encryption communications device, a plurality of terminals
that each transmit to the encryption communications device
a key identifier having a predetermined number of bits, and
a management device that generates invalidated-identifier
information specifying one or more key identifiers to be
invalidated, wherein

the management device has:
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an invalidated-identifier information generation unit
operable to generate the invalidated-identifier information
using a data format that generically expresses, by
information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;
and

an output unit operable to output the generated
invalidated-identifier information, and

the encryption communications device has:

an acquisition unit operable to acquire the
invalidated-identifier information outputted by the
management device;

an identifier receiving unit operable to receive a key
identifier transmitted from one of the plurality of
terminals;

a judging unit operable to judge whether the received
key identifier matches any of the one or more key identifiers
specified by the invalidated-identifier information; and

a communication unit operable, only when judged to not
be any matches, to conduct a predetermined communication with
the terminal that transmitted the key identifier, by

performing an encryption relating uniquely to the key

identifier.
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