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comuni cation systens and wireless |ocal area
networks. More specifically, the invention relates to
scanni ng net hods for establishing comruni cations
between 10 a nobile station and an access point.
BACKGROUND OF THE | NVENTI ON Wrel ess | ocal area

net works (W.LANs) typically transmt via radio or
infrared frequenc ENHANCEDNRASSIVEISCANNINGs. In a
WLAN, the wirel ess 15 commruni cation devices are often
nobi l e, nmoving around nore or less freely wthin the
net wor ked area. WLANs conbine with infrastructure

networks systens thpfElPRORPHEQRVENTGON © t he

Internet, thereby providing comrunication over |ong
di st anthis.inwantipk rélaics gemerallyl te ragitiods pebperating npreiess

devj I le Il tlQn r ternnal
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(iARsntion mdlates tabtamhinpsettaidstibpastabiéHinycomniiiddtions between
dev es to co nicate with the infrastructure

' St%?!flfbg']ﬁ%?ﬁ‘f%ss W% de for wirel ess
cormunl cations within respective cells and are
typi cally spaced throughout a desi gnated networked

area. The access BACKEROUNDP OF FHE INVENTIQMNt i ons

oo oA % el FALLD Licpagil deviiss

cinfrared eduentiesiotdonabttedatBassicasd ima VELANEtHeoiseless or
connected to wired in rastrLicture net wor k syst enps

VEQREURIGALOR JEMICES 8L PHerh Mabllp eMQViRgsiRURRL BIOTe O less freely
aRhinGAE neRForREE Brets WRANRY cabiny withhhRPRétRAsbture netwarks

recei ving, package tracking, inventory, price-markdown
3sysiemns thajande, camecisortodbe dntpma’q,tthefebya)rgvldagmommumcatlon

S e an operator carrying a handheld
SR TR

evice that conmmunicates with a server via

one orW]_A‘NB [#Gior2Bibatd REElesS2o0p s IdeMicesralse catied sisobile
pai pts such as a wire

e or , _each |
P oelials BheRmTa (@ Rttt idd PHTRL AT Bed BSasbRalnts (APS),
W56 caREd BEE stations. Allowing WLAN devices to communicate with the

infrastructure network, access points provide for wireless communications within
respective cells and are typically spaced throughout a designated networked
area. The access points facilitate communications between a networked set of
802.11-compliant devices called a basic service set (BSS), as well as
communications with other BSSs and wired devices in or connected to wired
infrastructure network systems.

WLANSs have been used in proprietary business applications such as
order entry, shipping, receiving, package tracking, inventory, price-markdown
verification, and portable point of sale. Such systems may have an operator
carrying a handheld computer device that communicates with a server via one or
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i nclude two physical -l ayer standards: 802.11 b
operating at 2.4GH and delivering up to 11 Mops at
250 feet maxi mum and 802.11 a operating at 5G4z and
delivering up to 54Mops at 150 feet maxinmum A third
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Wi T el effheh IWHBIeES HEMBEs Aoved ARGl A WLARNRERA need to change
according to an operating protocol that requires

offyassegiationdrarms oneLecess point 1o anniherdf theheception leyelat the
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activity to monitor the roaming of WLAN devices and to synchronize radio timing

between these portable devices and access points. This ongoing activity
contributes to the draining of power from battery-powered WLAN devices.
Synchronization of radio timing becomes especially critical in the management of
wireless communications, and more efficient scheduling of future coordinated
activities provides better power-saving strategies.

Before a WLAN device can communicate with other devices in a given
WLAN, it must first locate access points. The medium access control (MAC)
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beacon frames sent at regular intervals, known as
beacon intervals, for exanple, 5 every 100

m cr oseconds, by an access point that allow W.AN
devices to nonitor for the presence of an access
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value. The driver is able g%ort t he passive scan

mneh ePagsiyve seamuRg @%pendspimenqﬂ @@H@WSQOW%V while listening for a
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8@2..1 s‘a#\flé and accejﬁ §oi nts. Ac:tiv$Ié . i
il ﬂ@"‘%{r | csws ar‘?&ﬁ?‘}’%sﬁ?'? g dovengmingngiy fhg firpware to

wérforangphssivaistah asth aVisCop Eh@firhs STR firhwhRAS8shWhces through
probe requests and probe responses The active

s‘@&ﬁ'ﬁ? ﬁfgcﬁnnﬂ{%m@ﬁ‘@@"ﬂrf(’ﬁﬂ@d fragestodbe dgiver. The amount of
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pr%'cgfvedl n this 3 WD 2005/ 034536
Active scanning, in contrast to passive scanning, requires the scanning
wireless NIC to transmit requests and receive responses from other 802.11
wireless NICs and access points. Active scanning allows the mobile wireless
NIC to interact with another wireless NIC or access point based on probe
requests and probe responses.
The active scanning of the IEEE 802.11 MAC uses a set of management
frames including probe request frames that are sent by a WLAN device and are

followed by probe response frames sent by an available access point. In this
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PCT/ US2004/ 031715 way, a W.AN device may scan
actively to |l ocate an access point operating on a

weensas4s3channel frequency and the access poi NPCT/HS2004/031715

indicate to the WLAN devi ce what paraneter settings
it is using. In an active scan, the W.AN device
transmts a probe request frane, and 5 if there is a
network on the same channel that matches the service
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r ons i ncl nforrrati on the WLAN device uses to
a@@%sébrgmgé%r “qusd S5M%he network. The WLAN device
pr oceaaem ddivelzean ahe WRARIeHt® ivdhsnaitth bwb@fleq%@st frame, and
g be responses that it may receive. Onc he vari ous
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assi ve scanni ng act | ve Sscanni ng results in | onger

%PP%F@SHQ%GSFhﬁt [k TRaY QSR Sevi ce, but it also reduces
net wordin G2PRGdrbus @és&ﬁh{s ?if':é %r%tcEE?%dé&l ix\ﬁa%?@?ﬁ 'g'%gern%ed that

WLAN devi ce regi ster
dieoesponsa has kees yensivesivittes aprescrities e aatVLAN device may

d
RS gt B3P DB SAEWESNTS Bl 2aiRo prcoss,
tthe WIe@Nsievwel has adeahudkesd datpatbdenhe aatwdRs WMies @IBMI’[% and
JFe AP |dent ies whether a W.AN device has the ri 't

& Hevice Gapclaiarning whigh ratwedk WdPWorWhen gomneeeH tmpassive
%‘éﬁﬁﬁlﬁgf&&f\feoécaﬁwg)reétﬂyﬁh Ior@%} W life Bt ﬁﬁe WLAN device, but it

aut henti cati on e requires qir et
mmmpeanetworktcepacmt h the AP and V\LAN deV| ce

el udtehdaselE ot BB EnRing] BVPRN Gie sl tpetr with he

@trabf thegrhostn asveork| mchm?ﬁzése\ﬁm ReEAP QNN #dreafist, transmits
After aut hgnt ca W.AN devi ce esfablishes a

GBHTESVER AR AT e AB: GyoooEaias iy then E i 8684 siandard,
Ftlﬁ‘élk&%ﬁétrdi%‘ﬁﬁ&lu& bR %uﬁ@nﬁg&%ﬁ{vﬁé%ﬁ@? %@ﬁbﬁﬁfﬁé% whether a

onse frane r omt ack
lsgleithaSTthe righiir oleivio @ecess the wirdless neﬁm)rk efava oedium

B YRR W0, el 52l BB eRRoS i T recurs b
dtrecmnwduthemib&tioﬁ%tbp@mh the AP and WLAN device exchanging some
packets, and optionally, may include additional steps of assertion of identity,
challenge of assertion, and response to challenge. After authentication, the
WLAN device establishes a connection link with the AP by sending an
association request packet to the AP and waiting to receive a response frame
from the AP that acknowledges the association. The WLAN device joins a basic
service set (BSS) by setting its local hopping time and channel sequence
according to the information contained in the AP beacon.
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4 WD 2005/ 034536 PCT/ US2004/031715 The AP is the
timng master of the network, performng a TSF (timng

W@ 006084586 zat i on function) to keep the tiners PCI/USI004/031715

WLAN devi ces synchronized wthin the sane basic
service set (BSS) of a larger network. The beacons
that are broadcast at fixed tinme intervals by the AP
contain copies of the TSF timer 5 and hoppi ng sequence
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&l'p PHE
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Crgg%’dgélgﬁleg%rg as to becone nore power and tine
ef fi ciTemt totapaifie that wdansﬁmedxér ity NsnﬁQ\rEEECdeEﬁEWLAN and
11 WLAN devices., More effective pro

tQé enviseless commupigationdesnaleies in earpel €hé" Huw@ps ef scanning,
FRCSIYT S BRI S5 A0SR i qpning
rraerss fof wireless networkis waudd belpshé establisiwnientofaa barstection

SRR Bliged BT Am 88 R & Reurds 15 begBag hpre

Epr&%éitlbdﬁ\aswell @@Qﬁb@@nﬁ@mdﬂ@}bbﬁ/@r vRd kithe6Mbiche partidulBly for
to .scan or npn for beacon signals froma primry

atigey- PO‘H@V%E@%@W g Ve slevisssniore effectivriptagsamming
Itawrnar@égem Scafinih§ SotfPRHiIMEHS reMbdeo fgséﬂéﬁgéq%ée@m k

woul d° benefit associ ated networks such e area
rgeneated, theaqunief timedhe secaiverrdd the degice B8t toancbn-state,

t.rol | r t N).., 2 UMVARY
O el RS 8 it Whoiafip i st e for beacor
nbcassid). PERS, Wik m&rovemgcammgwétémrw@lmrﬁcﬁb&%trﬂe%’ﬁery life
are At | east one of a beacon Slg or a
%/ME?%\@% Recrusp Hiesievice wadinged legs Bmedospan agmonitor
f t
g Tt DD SR e
@ddisien, improvements of the scanning system for a WLAN network would
benefit associated networks such as wide area networks (WAN), personal area

networks (PAN), and controller area networks (CAN).

SUMMARY OF THE INVENTION
One aspect of the invention provides an enhanced passive scanning
method for a wireless local area network. At least one of a beacon signal or a
gratuitous probe response is received. A site timing table entry in a site timing
table is updated based on the received beacon signal or gratuitous probe
response. A scan start time is set based on entries in the updated site timing
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Wi rel ess comunication device is determ ned based on

the scan start tine. Another aspect of the invention

provi des an enhanced passive scanning systemfor a

wi rel ess | ocal area network, including neans for

r

gtr%gﬁu bg %&ﬁp? 8@@%& ggodo?aﬂ@é gf r}geéé;sgaﬁﬂmﬁh%ﬁﬁbn %vi@e g.is determined
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determ ning a power node for a W rel ess communicatl on
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or “en

i nc INg a program anced passive scannin

agmﬂﬁtehemobe)mpoaseanem imséttlngraesqanos;aarlnnmbasejbsn entries
uter r,0gr am.co ce ve at, | east. ane

o810 hde B e IMES ship i R8s (et BRI Padir Boge for a

PlvipglESsTEEPAfunicatiol RIgFIcR Basedioh therschl stabligmeentry in a

site timng table based on the received 15 beacon

si gnalAnatheyragnegct elibednyntiopdspydesa copmiieraisahle fresim
|ﬂgl%dfn§ e?‘ﬁltog?amsf&aéhfﬁrg% pakske %@éﬁﬂn@‘ﬂo@é‘ﬁﬁﬁe?e%s 15cdl Bfea
timng ta a

updat e nd co program code
tmetvyetlerﬁmmpr@r@mmludmjeomputea pmgrallnecmlectomeweat least one

L RN T I

ofipda?® a\siteitiphiAg 40 @ntrp M & sR dinting t4tdé Based on the received
description given below. The draw ngs should not be

tbRasANSINal AT BratMoUS RIGRE I'eTPONGe: FRIMBWEE Pagsam code 1o set a
eé%‘ﬁ@t&ﬁ ﬂﬁ‘%’nbg %;j il Snthgé tg?é #dd S ﬁrﬂﬁ}g‘; | table, and computer

erstan he det a| scription a
apregrang cetlg ta détesmingt 4 pewef moHe foma aiireless aommamlcahmndewce

f the invention being defined by
t%éégegpog%ggggglsgqrﬁﬁ hd equi val ents thereof. The
f or egofHegprégemsinesitionas divstrarid wm@raﬂ;@atnpaﬁym@tc&awmg@fof
the present invention will become nore readil

a\t%&oé's,@mQQﬂi"B?nisr?@dd@%qf%!@dd@@F'PTﬂm giMen RRIGYV. ',l{he drawings
i u’H‘@élt'Stgégta‘g%T% é@\g Oﬁ%fégﬁ@r‘ﬁ’d 1 PR BRbodim&Rts, but are for

explanation and understanding. The detailed description and drawings are
merely illustrative of the invention rather than limiting, the scope of the invention
being defined by the appended claims and equivalents thereof. The foregoing
aspects and other attendant advantages of the present invention will become
more readily appreciated by the detailed description taken in conjunction with the
accompanying drawings.



BRI EF DESCRI PTI ON OF THE DRAW NGS Vari ous enbodi nents
of the present invention are illustrated by the

waewsnp#Esyi ng figures, wherein: FIG 1 illustrBCEESAN4/031715

10

15

20

25

30

enhanced passive scanning systemfor a wireless 5

| ocal area network, in accordance with one enbodi nent
of the current invention;, FIG 2 illustrates an
enhanced passive scanning systemfor a wireless |ocal
area network, in ' Pr FV@N nt of
the current inv %BEE?E'%@‘%@'QE gtmg ea&r':%n

si gnal ardoud embddimentsofthe peesers rovention hfe tlusinatedtbyettie
fromtwo access points, in accordance with one

emﬁ?émngoff%r WhEIRINent invention; FIG 4 is a flow
di agr aeRf ifnstRRESAR RANRASS H@s&ﬁ@ﬁﬁnﬁ%d@s‘f@ﬂ 64 wireless

W rel ess |ocal area network, in accordance with one .
elopaldirea metwirk incacsordanee withors embpedimentpof the suirgntinvention;
bl ock @i : ' '

oLock Y Mot SHLBRERL RSN YR ek Gcoss
oloealearba thetwork, inf adcbedanceneitit anathgearmbodimen of HeZurbent

i s a block diagram of an enhanced passive scanni ng
sPYBRYor a wireless local area network, in

accor dgyee @ iwigt o@équéé@bn%r@m A% réﬁﬁitddég)raﬁe N e
i nvention. DETAILED DESCRIPTI ON THE PRESENTLY

PREFERINE0 [TONBUD AE9¢RS (IS, i agsodangn veinrenrembpdimenief the
?@@Rﬁtwewigh.em for a wireless |local 25 area network

n accordance with one enbodi nent of the
pr esenFlG.idns ernftovodiagtarh @) an\ahAkind€d passivel deanrmmg mathod for a

o BleRe IaF 3 A uP, Hbnectlqaice Bl ong Frisligh oting curret
OipQeRliofior € access points 120 and 124. Access points

120 and'124 may be connected to an infrastructure
net wor RIGL 30s apipelndiagran of anwphpecedpasivescaniing ystem for a

1B BB AU T ELGEA L1 oS MR o curen

t ingentior;taads and receivers for transmtting and

recet VHE:Q Gsils %ngllogk gia\égr% % g/n %%Aﬁgggedj gésy\lsezgng'r{n%glgy}sﬁem fora
wireless local area network, in accordance with another embodiment of the

current invention.

DETAILED DESCRIPTION OF THE
PRESENTLY PREFERRED EMBODIMENTS

FIG. 1 shows an enhanced passive scanning system for a wireless local
area network (WLAN), in accordance with one embodiment of the present
invention at 100. WLAN 100 includes one or more wireless communication
devices referred to herein as mobile stations 110, 112, 114 and 116, and one or
more access poinis 120 and 124. Access points 120 and 124 may be connected
to an infrastructure network 130, which in turn may be connected to other wired
and wireless networks (not shown). Mobile stations 110, 112, 114 and 116
include radio transmitters and receivers for transmitting and receiving signals



such as voice over I P, data packets, control franes,
and networ k managenent franmes. Mbile stations 110,
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access points 120 and 124, and can be set to

communi cate with each other. In one enbodi nrent, two
mobi l e stations 110 and 112 form an ad hoc network
with 5 the ability to establish communications when in

o e Pt SRR Fongf T ips. Bieudorelrnagement

V\ﬂrambes qunlecstamnsadc)enz ppi/and 206 cas Icnmrﬁmrﬁﬁatawﬂrd&cbly with
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conbi nati ons of Ile stations and 10 access points
f be aliiligy to ammlstsemnmmlqamgns ahenin glosatproximily tosiaaly other.

e I
SRR A le SHEE ARCT RS R ety o an
pacogse oiri[i20, uﬁqglstahiaedlzwp&ﬂmods sych as IBEE 802.11, commonly
art.to batter imtations

t at
C¥eler oo LR TRaSR st st Gy AT TG R:ehannels to

b@é WBRBIISR Arfd ﬁ\tamtamea b@ﬂ&‘e@?é&%nrﬁﬂbﬁ‘é 8f mdblid Btdifs and
Oten 15 within a well-configured wrel ess LAN, a

nagsiase poinis fariherdiignp@issiarefdigital dgrfomatiofbye usingieeiiques such
S5 56PR 0k nfDS AEASTTREoRLM ) SRcHREe TEMEON o
nIméIplmoxzidatapftm éqigtabte comeetivigdor alh statiors.s poi nt 120

vobi | DU LRblp Batery s dmtaay ide BaRHaRsER Ryoe for reliable
eéérhﬁfunﬂfé%ﬁ§ bERetn rhébilOEtaB6REEAd ABcd:d FBHthé‘ImNYeHh Often
one of access points 120, 124 acting a

s‘dﬂblhrﬁgwﬂﬂmﬂhflgléed wiiglessHeAN, s mahile Stﬁiwnw@ay be wm range of
aﬁlo?e B Oééd%%s@omtAidaﬁﬁcon % ?)Bln‘? whith tﬁEYﬁé‘olférstatlon

roans, Or as envi |ons or ra
t cmrmm@seemstoddeaaiFJermmeUe FseeexamgleAlmotnlye stetiarh @ iscconnected
accordi n cess_ﬁglnt 120 ,has %3%ransn155|on rang

Sssaeen a2 St fRes erPARe 15 Bs o ASUEY 488 oS Fobile

a%tléﬁﬂ?hw‘i‘é{/vé\fé? ”'r‘n@? ‘bleonﬁB&t%drfB Riither %@sé%thh@ or access
, n14. Simlarly, access point has a

t p@ﬁtiﬁ@srvltihém%la@t@emew painis 12124 é_tﬁlﬂﬂ as the serving AP while
t {h%rkﬁﬂénsﬁ'vﬂﬂ\‘ct ?ﬁ%e%fe?%tog% dﬁﬁ%‘@_ﬁﬁﬁ.ﬁﬁ%g\g’i. ];Af ﬁ]é)‘i’)ﬂ& sttion 114

Mobr e atons
pm«wes or adams;mnetstenvgommhtai conditibes &iraddionransarissdéhs change,

nsmts a a beacon signal on a
EReE A Rl b Chengied B6SBRESRY bed channel
conpri A6Sesd wrﬂagol Hh fraRSMRRIIIN rAhgé MeguAtkY whithidata
that can be received by any nobile station within the

t framgmissions san hegenikeand rrcaivsst frem@ne or more mobile stations 110,
112, and 114. Similarly, access point 124 has a transmission range 126 within

which data transmissions can be sent to and received from one or more mobile
stations 114 and 116. To begin the process of connecting with a mobile station,
an AP transmits, for example, a beacon signal on a prescribed channel. The
prescribed channel comprises a prescribed frequency or frequency band that can
be received by any mobile station within the transmission range when the mobile
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appropriately tuned and ready to receive the

W0 e@s®sis3Gi on. The beacon signal, conmmonly reP@r/Usm04/631715
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as the beacon, conprises, for exanple, an access-
poi nt tinmestanp, a beacon interval, a basic service
set identifier (BSSID), and a traffic indication map
(TIND The access-point tinestanp contains timer 5

T80 o 9581088 3460 i Sofksh, 6 oo
tsngmlsemmntdnloerewmeditd am’fhe ﬂélaeob;e@m'nprisiéﬁ; ¢oreample, an access-
GO BSRiainrs Adieaton THeBRb SN Pae setidinBes BAeiD), and a

| P fRE Yrﬂilcdt%nsfﬁbﬁ [GUT @h'eYaeE%ﬁchlrﬁ Tlﬁ\%%f’é?ﬁﬁ SonthiiR tﬁﬁép

isS an denti f ying nane assi g | ocal network
dﬂfﬁﬁmaélpn @romme.ﬁmvlng AR aughose apopmathawéPAPESE &mer g be used

thF \Z@ﬁ'lr&fﬁz g Qénsnﬁl (ﬁéerjgﬁ%rt?sr gﬁ?&% ge%§5n;fng$r¥gﬁéd%3%% the
ctcme tetvedervtwd tangnted starfiirae 856k Deacon signanf Inasrier embodienent,

S t he MAC, add ffi
TRaHeRePBINIBAG! ReatoR TR bt o T ashnds; de.sS[F ts
h@éﬁiﬁ?lngrr?dmé aS8gRs ftthe 16val ﬁ@%o&%h%r&ﬁ@‘th@%%ﬁ@é@flons
that indi cates how nmany beacons w | ear 15 before

13 heAPosevingthemaebilsestations. iiBSS iSrﬂJBQE’ﬂ@ saigsesetdhat
bRAGAE a@e‘?W?{aﬁon?&BM’ﬁﬁ d%ﬁ/‘:&glﬁﬁlgv otl? |(lr)1%(ﬁo? urftibABR he BSSID

contro rovi des’an
kin mdntraStrmtumBSS a:a’erte MAﬁ?rmkirbsé bfsmeobeawlng lﬂfP AFhe traffic

nstlion fie: eointouien Hbgt présent BitBrIcHeRn rhsmesgenerated
IREAPE] @onté’h@ta' ID‘FII\X\'céLMtﬁhéﬂﬁd@%stHW rﬁa'h? b‘éﬁcbﬁs will appear

prepar ed deliver at the tinme the beacdon 20 frane is

tb%iwgﬁhetrwt DThd, aBiTiM peripdjedicaiing thernrumbersef keasoninisrvals
St SRSt S8R 5B LOTIRERE PRT)s &1 bfoaton o
mrbadcmmr madiicashfrapmes buffetedat thyWD), melra/traﬁlcdadjlaatlon virtual
iz SeFgio tefRrmANEH coepRRRANg i FafeiuREsiLIGR & srecifi

fdtaiiogh WitRindthe BBE HHaf tHOAPNE gfemtre@fb gelfRr astHeirabithd b¥acon
i nformati on, supported 25 rates, ﬁarameters

rfeanae ésitrapsmitisgu dieyD Hbpisi s beacan) SIgmald alecantajpg acdalivery traffic
Zﬁ@?@ggéﬁfrgéa@gg% g@ﬁi@ afﬂﬁl?Wﬁ%? A S 5)d't'ﬁpfferéd“broadcast and

n si‘gnal's ul t ous probe resp
(rebRsastragdiaaaccpss cartrat §MAL) rsecdce ddtaalnlts (M8DHUE foIIowed by
statlonfrom The received R. includes,, for
A East AR o perin SRRk Feodnaids HbEIe Heagen
I'feshe ﬁéﬁjs%mélhlﬁp\lﬁfbrmé!'% ﬁld?ﬁéé éap?&f iy ﬁﬁoﬁﬁétlon supported
identifier. Simlar to the beacon signal, the GPR

darsarRd Paramaterarriatediie fiegHeney henping et @“Eﬁﬁ?t seawence
e SF ENEARMTDE8RY SRysical layers (PHYs).

In addition to beacon signals, gratuitous probe responses (GPRs) may be
periodically received at a mobile station from an AP. The received GPR
includes, for example, an access-point timestamp, a gratuitous probe response
interval, and a basic service set identifier. Similar to the beacon signal, the GPR:
contains timing and synchronization information from the serving AP though

{
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potentially | engthy TIMand other information

w@omnbas4iadd i n t he beacon frane. Because GPR fPEIES2004/631715
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shorter than beacon frames, transm ssion and
reception of GPR franmes | essens the | oad on the
network, and GPRs can be sent nuch nore frequently

t han beacon signals. G atuitous probe response franes,

o BEhL BBeolhERRGEy VP8 Ko iR gt in e bescon
r famen Bedause B R framegtard shoaér thagWgaeoh heingsy) eaabmigsion and

and transm on of an asynchronous probe request
FVeRBlion OF PERLIrADES leseratioRadBnhe spbaprk, and GPRs can be sent

n I S
USRS RIPUER BEcR RS 2Pl agpERd EEfnos fames
t mewes eefeved tp aswinselinied pyehe responses, lhontain @umdmsumfermatnon

oo Rt pebbOR PR, Abubh A ol FAUAR he elatonang o

rmimssioaaﬂ atnrastyhehmabu@ pk)mn@quegtrfmesrom)w bbile station
an reduce its

ity, Th bi f
BN o inoRonsadAEF o RGN seasuts surh e ane B ineral
PEfrRIN4BIng 49 AbEE t&%ﬂoﬁet@@ﬁed@ tﬂé‘éﬁyf réucks 'Ho%r £8nsumption

information recei ved from beacon si ro e
r wiiiprise mehile sttien. Eimination ef probe reenuws frgm potentialygnany

b §30F 570 LR A A R BB g oesce
ARreralFoapaoiynpl e, a site timng table entry is
PR HemePe statondindadicers baliRprars BLtEna:edherating and

aeﬁdmhggraﬁweed PBSsivd dcarmiry seiRiie that ﬁs%as@é%ﬁ’hﬁmg
usi n Swth informati on received fromeither

bleﬁumtloarre@el@mfromi@eae@bﬂwa&, anrmmr%@@ase,wdo@&l?@n and is
0 e R A0 ST TR b U Bl iy
td:mfremndlh@ todhe bervirey Alémd a‘nydleimmmmgeﬁPs.o Fesexdmple, a site

- i EnierandS8 créale Br,ubdaed A P&Adinn Ik msgonse or GPR.
i 11% SIras chduté RISt éxa'.:msleow arbe/a\Boh ok ar;rfabé AE5ongE) trhe STT is

recei ved beacon si gnal s he site tim nﬁ
t Uslatedfor pxampley usiag &Pe%wh lnfgﬁﬂam@ure@ﬁwedém@d er a beacon

Sﬁsﬁépﬁ?m&?qtﬁ%ﬁt%ﬁ% r%?é‘&?é‘ béé@é}%@n%dan‘&;’(gﬁgfs%%é gelected
wicainets witlal arradx»vtmsnﬂtber/rexampi mthlb}tha nmhnlbrsmicm aaddhen an

NP Ea R ST aH PRIERnPHolas 1 AR dneraenaie Mg Beked S lgsied

SRAIRMGIeSioRINEASRePBAR SteRR@Uhe réddvaesigRBRStARERMh indicator
(RSSI) and other AP information from the received beacon signals and GPRs.

The site timing table entries may be created, updated and removed based

on the received beacon signals and GPRs. The STT and the site timing table
entries may be created, updated and removed, for example, by a controller and a
memory located within the mobile station. Using site timing table entry
information in the STT, an enhanced passive scan schedule may be generated.
The enhanced passive scan schedule may include a channel number, a local
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channel scan tinme for each site timng table entry. A
scan start tine is determ ned and set based on entries
in the updated STT. Based on the scan start tine, a

power node such as an active node or a | ow power node

a5 S bR e PIA 0P e o Mg e
témnﬂ QAvspanvetarivle is\eterminatifandi mtbaswenramemm the iupdated
to _receivi ngéan ant i CIn}fC)at ed beacon si

ST Bason Shdhaseab AT GS Ih RS CaIOpE ALED Soaravegnode or a
NBY-piwerdRo M’a}fbé‘ﬂé{teﬁHinba%leth%C?ﬁBlbﬂeeétaﬂéﬁbﬂ'S AR power

SUCh as rea Yy msrmry random access nenor
i cansumgitionethermobibxstatiom mayeangerintc ih@dnwmvmrynod.@when

%@g&qﬁ-ﬁé gémgﬁ’u@gir%éa dTPeg:grR/l aqc ?ﬁgﬂgagatgetde%%n @?Q{/}Bﬁ ¥r GPR.

st or agBomputet rograch mumbnenhmdtptassa@fscaﬁnMagammde within
f or enhanced passi ve scan be tored or | oaded

| S UtaDI ERmBHISE $5RPIE MeRlUT ORI aSeAT oMM BleRory, random
S3les8'te Bﬁ/f mt@maﬂmewmfyléa@émapm@ﬁﬁﬁy,tf&smﬂen@? | east

one channel "for a beacon S|gnal probe response,” or a
mlcondmcé@em@mqmavagnqt@ rapgiaappiicah memey; compactdises, dugltal

Slrbg%%tﬁg ?ﬁsgzlsg %y didra g@ dél}eeaﬁg @o%nﬂéfﬁn%@%ﬂf A program

onse generate an

eﬁoh anhamquap@sm seanningInay dalstoret or $eddeal intoea computer usable
base on entries. in_the updated

”E 8 STT: to
fBPG Aahig HBRAIe sERiens Jheciadraih May 18elkdp GRAg e eganypt least
thife él?eﬁﬂwe‘ﬁ@l* 4 bbadBp sightl, proBe Y88 RiseBr 8 G StoRBL&Ve beacon

20 FI G Illustrates an enhanced passi ve scanni ng
sygmaimmeraRm ioegregte anddmateaae@nﬁwmmsﬁ lkased on the beacon

né@%g?@%ﬁe\gﬁ%&&% tgl'?d‘ G@ﬁ%ogd gﬁﬁ‘éraf’é artn Eﬁg%ﬁ%ﬁﬁésswe scan

passi ve’scannin
| suHeddRs tasepdstan stasttinosnb2ddl oraedtrms lactlmeaapdaied BTT220
that may be connect 0 ot her d or, W

d
AT 2 RRPT Bode S0r bR motle il Braste dhigFanstart time; and

PRI sehetitlandhdek@pomtsi stant 25 (PDA), a nobile phone, a
cel lular phone, or other wreless communication

devi cFIGs 2nillugiraienro enbangachpassiesscansing systemier a wireless
eléﬁ%laeﬂgg (_p%lt\{aéﬁ(a &:fo? 4RE\Rh aﬁ’é{ﬁgllz @r%bgairﬁerg%‘f Iﬂfi—% ?relsent

meEnagenent franes an
NBgSAATS . Eﬁ}imoealobasslveemannmgﬁyétem 200 énrcludasha mabile station 210

%bi‘lmg ﬁgtﬁ%%ql é’&pg&]@ nsm@?@?eggé}nr&%gq%to@ Fa \R‘/ﬂe&‘ Or Wireleds
networks. Mobile station 210, such as a laptop, a personal digital assistant
(PDA), a mobile phone, a cellular phone, or other wireless communication
device, can communicate with éccess point 220 to exchange digital information
such as data packets, voice-over-IP, network management frames and control
messages. The radio transmitter/receiver within the mobile station contains a
scanner for scanning one or more channels for beacon signals and GPRs.
Mobile station 210 may be fitted with a wireless network interface card (NIC) or
have a built-in radio transmitter/receiver to scan and receive a beacon signal or a
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30 Mobile station 210 may be fitted with a wirel ess
network interface card (N1C or have a built-in

WO aob503458B@nsmi tter/ recei ver to scan and recei VRCHUS2004/031715

beacon signal or a - 11 WD 2005/034536

PCT/ US2004/ 031715 GPR from access point 220. Mbile
station 210 has suitable hardware and software to
create and update a site tinmng table for generating

SRR aEkes PR 220, SRS SRTEH BaT0l ARbl i@k and
GeRwuaré to selate andtupdate%steaﬁmmg tabrforgeRerating apremhahced
a5 SehP AN Gl SedinsL o2 yatimessior s (86pEas of beacon

@léﬁalé% aRA BPRS tB!selecPhn *é@é‘éé%“pcﬁhﬂ\ﬁﬁéﬁ e trRbie WP’U|§ within

pro e responses transmtted Tfromtwo access p0|n
itrangoyesian nagesiand to detesmibiaa pewer ofoderfor ther wiselass

Thi s exenplary radi o transm ssion
AETRGEREH adnee

udes 10 periodic beacon signals 342a,

342b, FEIGZG mod/saaﬂfﬁldt ofi beacan gt ahd igeatuduprobalresihonses
ived froma first ac

IeAnsiitiog FRGLAT 45585 ROMES i GPOrdABGR BN LT Bodment of the
torasaihefliontat B06. THS é)fen%!éﬂ/ ﬁ%ﬁf@@nérﬁfs&bﬁéﬂm which includes

i ndi vi dual beacon si na S del ayed becausé of
tResindia keacen signals 8 &412& Bﬂac \aod 64296\@!%& beaeony tﬂt@rval of

L R —
asignatidare intexideddo e ttamsmitted atihe ritkoftemhdredcoh ditealas,
ran

f t |t .
JretyicfSeaconuaidn Rietins GHarebSonse i Magsassioh &3 bigh-
iiokityeVoicd patiedts or BeRGFHEKER! ﬁrﬂ‘ﬁl‘isni@méﬁﬁ‘ @?é'ldﬁ@bir&mb'ihat

sone circunst ances because Of t he potentla
Sxjendstpasha tpeged bﬁaqqn\ﬂramﬁinlwpmtm%\@ﬂ) | ar othies trafflc on the

TR TREBERbRATE nd fehbd, OF peBREER R aps g un
gTYhaf $ 0242a|cmudacadd$ltocmmr@5mdﬁﬁ Wsf Asrdiscusked earlier, a short

B6de TSl PhRSnR8 G bl o i Bty
lakge ssaNErthbadacen TIARMJEEIRPEMes! 1§ this LA ?Fe %@Qcon S|gnals
response thereby enabling synchroni zati on between

vt DEIM fragmas argrschaduled evapicibese beagen signale, suoa§hahleeacon
%@%ﬁ’&é&ééﬂgﬁd %ﬁz&lébhia%'gétrlmrffédféﬁ cast nessages. In
case

ere 'e"stations, such as fifty
mobi | én asmmdanmwntblsenmepmmw(y aedoblje statiom gial sehdles probe

ey Gan Sefoer RS i RubesdB HrEkpiebk gsponse, the

geqsst afdaBsponse thereby enabling synchronization between the mobile
station and the access point as well as the broadcasting of multicast and unicast
messages. In the case where many mobile stations, such as fifty mobile
stations, are being served by a single access point, a large number of probe
requests may be generated, which may slow down the network and generate an
unnecessary drain of power within the mobile stations. To help conserve battery
power and network resources, gratuitous probe responses can be interjected
between beacon signals to provide the mobile stations with needed information in
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interjected between beacon signals to provide the
nobil e stations with needed information in -12 WO
2005/ 034536 PCT/ US2004/ 031715 a nore schedul abl e
manner such that any individual nobile station may be

CF MRS SobBud R g LT R Sy AR EERL KB SRR oo

quoveerednpeihtogambdiiieomsdg tolezeh@spbescort sigRaINres GPR at a target
time. 5 A seri.es of gratuitous Erobe responses 344 nay.

HREACRNdransEIBRIPN Henecdl|a {rog)Graliiaus Braheespemea Bapsmission
rfpd o0 transm ssion 340. For exanple, a GPRis

transmtted by the serving AP every five or ten

m | | i SegenirRsof @aiujiong preke wsponseddbmaydedniscted aa:yoducauy

RWBB AP BRI oo bR 0Lt ol o s

srayrsatitted by théf@eﬁ\m‘fg;&!’ dvqum cbrgensmhsebmdsil; i me. The

transrg ssi on any j ndi i eacon si gnal aqr

| bOSTNGy e Rd heldbharig ABs f SBY Rt Bynkinaiion may be set
tib 3BRATSEPAat ePfarQétQﬂB‘Pthfé?fshﬁé/sﬂﬂlﬁleoés \M@l‘l a8 aﬂ?&d&%h§1gnal ata
W th subsequent beacon si g_na s and GPRs transmt

dreges beacembansmissign tirag.géhe traasigsion ofany indiyiduabbeacon

SUFP5Es Py bOTARISS 0 PBARIL I e

hﬂdmgmpsdngyaiataéeconce phekets, nwittasiiddguenbib@acunt digndls and GPRs
rom a

BB ESGhoRR o (hF D el asiPIOR 43 e ik exampia, radio
Itmr@mlgéibﬁewﬁ’&n 34\%1gh'56ﬁn§ wmmua%s %a@BH sfg%"éﬁaoﬁéltféf‘ 348b and

of beacon signal s may be establ i shed
MMlﬂhbe@@msmwmmntmmpgweDTM framepwithout lléiﬁa‘teerPRS

[ C I

R i i G R
mm'thwmtérfeotethWHse:B@B sTrheJtramsralse@nrafto\/mchptlcbmof beacon signals

AP A hay ba Golaisieth B aiiaie vl fapamrsonsumption
Sl infprotéreat B ne%ﬁérkct%fa@ hp 2 wirel ess

comruni cati on network using Rs. Enhanced passive
scanniftg- Ashrys athowv diagrare qf antankesgedpassive scaming (EPS)

{

TR R R SyBRASL cEEPRlr® 355 Bty P GF68ment o
Shap'remeng mvention ay4Qo. oEBSrraqmedmonr|amadesmdrious steps to initiate

gcessin e res onse fra ent, fr an access

rﬂpeégte%]@{rﬁ rpyénlcatlon networ using G

Enhanced passwe scanning method 400 may be initiated by first

performing an active scan or a passive scan, as seen at block 405. An active
scan includes the mobile station generating probe request frames and
processing probe response frames sent from an access point or another mobile
station. Passive scanning includes the mobile station listening to a channel for
up to a maximum duration defined by a channel time parameter, then scanning
on each designated channel for traffic such as a beacon signal or a GPR. The
access point is programmed to generate and send a GPR from an access point.
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beacon signal or a GPR The access point is
programmed to generate and send a GPR from an access
poi nt. -13 WD 2005/ 034536 PCT/ US2004/ 031715 After the

B Be Bl DR R¥ST 804, AL e SEhe BPECAIESGRALSY FBR'is Fceiven.
ERebbgcorasignaldrclad e ifoit e)tanﬁrﬂet arn”accesstmﬂmtmestamp, a beacon
interval, a basic service, set den

tiptaryalca bagicsaryien srhigentiics, 19 'Ug@ét'o'? gap. The GPR
%él%lb% z;o?‘@xé’rﬁg%sén%bé‘és bd)lﬁ?ﬁrh@&ﬁmm" a@IBR' iRtefi2hnd a basic

SI C ervice set 1dentifier. access pOI nt

n¥grvice setidetitier. biis eccass poird maycee se@cte@bl@aﬁﬂd @1 theategeived

s eqa(eéo ﬁsag%%gg @HoFﬁs ﬁec@ e?lgﬁéigﬁlﬁjl%ﬁmﬁlget %Ibzsl a%lgi:ted based
sén thegsignaliquality Cﬂrﬁhels\ghdl sireutivios tHeores eivdli@ranshiissié®s. When

ReTAP Ertsioipd b selocted SR tiagomes Th sopdag ABy Uil ppther AP is
gééi?éggél."‘%h\é%éslé &1V &9 hEPhEWHPR Wit twbar RGe: m@BT‘é didtions, one

I'le stations can be established as th
sefriie matfiletsialians cangbmpstablished@srbe sandpr ef beaﬁqm@lgnals and
EQEE‘?' may be created based on the beacon signals or
“and ot her access point information received
dur i ncA she tiatitg table)maymmetesldausedm thedfﬁ;acan signatkor GPRs
is.create at

; g;ﬁgﬁa?ééﬁ%,é&é"@ﬂ Be O%Fﬁqeg)'ed| rt;\%etwsﬁgﬁﬁ? or Sg%qlge scan, as

téé@nnél BIGeK £10.NTRE GRE tiRTind BbRPRBNESEd WitrPatSbadt s site timing
managenment table (SMI) that includes entry managenent

fﬂablwmtry/.\ﬁnwee@:arowe sitectirding talple informnation isf appandedio a station

; . éﬁﬁé%rﬂ}aﬁgtg@getbé ftggf MRRRE ehity ?Pér?{dé‘ﬁ‘?erﬁmefdén "PYselection

an -access’poi nt® chann
rmm\andgstatdseammworgnal or a GPR, collecting 20

St or 1 MYTSUBRATE PO D A HTABRO Y (AIEBINBENa IR sigton to an

tei’d‘&e%s pbirtthBhASI RIEcIRRPL DBEBSH SigRhFoMRAPR, @lecting
exanpl e, of received signal strength, estimated noise

plsaRaMission é@easwanneﬂ;ﬁ offthe gepassdqinte 84 SETiNG: 20Cess pA

HIgih B S 0k T e, ALt pace, o
t éxanmgef fafaieeelvad sigﬂ%etrmgtp,munv&ted naise mmmdzdltmsmwahty-of-

Bg%rgeggﬁé%iﬁemgﬁtss ?rame errc?rI ratceks or other Ee eefrr}\mers o? channel quality
and availability.

With information from the site timing table, an enhanced passive scan
schedule may be generated, as seen at block 415. The enhanced passive scan
schedule includes, for example, a channel number, a local scan start time, and a
maximum channel scan time for each site timing table entry in the site timing
fable.
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timng table. -14 WO 2005/ 034536 PCT/ US2004/ 031715
An enhanced passive scan is perfornmed with information
inthe site timng table and the EPS schedul e, as
seen at bl ock 420. Channels are scanned for beacon

o i PR ST 455 B AL b R BT he ol tming
oilabkt ard ther ERS sGF?EUmleaa@masamocl542m.mhaahelb%etscammed for
RHPR IO BRI A9 TR APS AARES AN eaB08 S théy Mokl staton.
mobi | ¢ Atsthéttéu?ét béaédH‘ﬁQnén‘i’iséﬁBn Fifescat é’ﬁir@é’t GPRWSHsnhiSsion

recei ve a beacon si gna or a
t i@ sati leasironesaiwinnel lswapmdafoes@ Qﬁmnn S.Ig;rreé or &PR, as seen at

hbAE RS Th Ryt 38 UBh T Prori BRARH 8 APl Par Bpess
apointléhdrinel tcaregelvetd besovnssigren or arGPRVWEhet Itiee
transm tter/receiver ed to the sel ?cte chann

BSOSl poueteBidal Ts s AlEraie Toweke b and warm up

b®agadio b%f@(éﬁhe%an%térﬁe&&?&‘ réB6ives it Béééorﬁéi@ﬁé‘leﬂr GPR at
may be scanned. The beacon signal or the GPR

nmay

ribedargst ranemissioraiioes Wikl ihe teansaidenieceivenis tuned to the
S d e
- ool shdnd el el sk oPE D L TeRBivE: Wihen @ beacon
p@gm!il ormRb@rewl\mﬂ, e neéd ghamnelﬁnayobelsbam%ﬁ The beacon signal

ation is conpected to the . select ess., . .
3ithe G fan e rSesiet BonanAcsssn ot b6 anpBier AP Baation n an
ahd Rbc nefvfski Ng or updating the site timng table, or
at other appropriate points during the EPS. For

ex arrpl Bas jire respivetihsacomgignaterGHPeA diferentaseassdoint

%P%eﬁé)cog&) e é tongl%;ﬂf"ﬁq AF hé &Eﬂ?é%téfﬂ?)nelg lt';%hnec ed to the

NCE ot bel 'ng ect rmation rece
f$eﬂmtteu @cbmptmntsl Ahernatively, Im:c&%RponahSelee’son matymcnut after

site. timng,tabl be u ted, .as seen at. bl ock .

2 8ting, Ot paRadhY Padnésrind Bk, ot Bihek Hrdudanale Balits during the
aEPSS?FdP%'thdIé rfﬁétt\%le@hdn%ay o8éu U dderﬁéﬁéW’@f thd EPS to
beacon interval or a GPR int erval ar e UF)ﬁ at ed

a@llnyy toregch AR fer bavean eaual shanceaf beingselactett beacon
si gnal\\ah .ﬁ#a?mgF &h {e-géﬁledCffo% 1R Bééc?iﬁ di n'g Sotr%@ GPR, entries
mng [ ntornati nmay

conpri ses ‘1'oca on,

[ wulhludlee sihetlmlmgatahlmmayite tipdaded, t@stseeufattbmck MCEntrles in the
nii?rlgggv;pfyg ﬁugfh @s R Aocess: pom? tlmestamp, % oAl station fi irhestamp, a
beacon interval or a GPR interval, are updated according to information received
from the beacon signal or the GPR. The local station timestamp comprises locall
station timing information, which may include the time when the first byte of the
beacon signal or the GPR frame was received. In some cases, entries within the
site timing table will be added when the mobile station comes within the range of
another access point. In other cases, site timing table entries will be removed

when the mobile station goes out of range of an access point.
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be renoved 30 when the nobile station goes out of
range of an access point. -15 WO 2005/ 034536

PCT/ US2004/ 031715 The EPS schedule is generated with
the updated information in the site timng table,

and o (e eorenEHaR s EeRg ey R pEREn HrPlrhada T Fage ste

ttixhing tabity MCIUGIIrtd'@ chanrel humbeg, 4 l@bbEsceistaﬂQme &ind a maximum
bl ock 440. The |ocal scan start tinme

chanpebscan time forsaghsiite iming falle @ngya&?f@sgtepww table, as seen
tatrw&dl@m The1dcar arsdiah kit 488 tarliatéd dof Sark @Cﬁ’Gm the

GPR interval. The maxi mum channel scan tine
saﬂcel&ppw @mels;arﬂl@,rtheé@qal staian tigestamp, m@:th@ebeacon or GPR

JHREEIY 3o il bfar (e b BERBITS, ohragy

adieannel, and naany ba dgﬁammnyaadwsted whilg thetEPSiigipeiermed in order to
nsm time received

act ual aco or GPR tr Si 0 )
PTG, 195 R Rlen 8l conpiaalil DUsY ERRAl ST A @iegssve amount
UGt gitb tﬁbta%tddl 'Ebﬁgoﬁ &?h&l’ ordaPRAfaNEhAsdion tifR r‘e%eﬁt@& overa
as ‘seen at bl ock he scan start tine may be set
fgjvefb%ﬁﬁﬂeé based on the EPS with chronol ogi zed

chann f Nt

beacoﬁlg ssj'l g‘ &{gﬁhb%@hﬁ}léqg#? mtﬂ@&ss’sl %ﬁﬂc %ﬂag% traes%glﬂa&%{jtme Is set,

resxseamatdiock 445reThe scdrbsiaddime hyise sdéieforexanmpiedrased on the
ned sed on entries in . the updated .

s e a B e CRaRRIdTOBRoN SHEBeH e e gBicipated
%%%%%Q‘*ﬁa.'ﬂ@r B trahshission™an RSrez8RRRd. 3 mdkiftim4R8n time for

When sufficient tinme exists prior to the next
fachgheanedbaiea seannes] may besteterned hased oBiepiriestinghe updated
'E?t@'tln?ing,lttgﬁlbon may be placed into a | ow power 20 node

m ni m ze power consunption. For exanple, a

cal culAapower modeaday bedeterminetebgsad avliheestainrstad tind, iab seen

ot AR BPED SRS Sfstheos 1 deiianfigiated beacon
Séi@féi o &FR T@ﬁsﬁﬁ‘iﬁ%’idrﬁ th?é RobRE staiB nﬁ‘év Bé tp?ade@Vihi!é’JCkl’%KN-power
based on the calcul ati on and ot her tine

dﬂﬂ@@ teminimizespevercansumpiieny Eer axamplep argaleulation is made for a

RS B ralRR P arch péfe Aot bE X target
oo R Ataredt pe 8 oet

OW power
egra'emteds pacﬂoesmpoas;e ‘alamrhlséﬁﬁ tméﬁsrso@edublde Thee mobile station

L{ﬁ%f/ §Bwe %déw[r[%wer moéaet bggescF on e ca culgt(fgnnaﬁé %Herttljmnee

considerations such as receiver warm-up time, processor wake-up time, or
baseband circuitry warm-up time.

When time allows, the low-power mode is entered, as seen at block 455.
For example, a low-power timer is set based on the scan start time and wake-up
time required to receive beacon signals and GPRs. When the low-power timer
expires, the mobile station exits the low-power mode. Whether or not the mobile
station enters the low-power mode, enhanced passive scanning is continued as
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the | ow power tinmer expires, the nobile station exits
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station enters the | ow power node, enhanced passive
scanning is continued as -16 WD 2005/ 034536
PCT/ US2004/ 031715 seen back at bl ock 420 in
accordance with the EPS schedul e generat ed fromthe

S bAh BSbA01 0 i Ford RSV, Pkl AR ARl rom the

agm@nme/\mble in accordance with one enbodi nent of the
5 prese ventl t .500. hanced SSive scannj ng
oyot enbBbG § lock ciagiam & &1 SRaFeBTASSGHAABNIng System

' Sfcﬁ’td Wﬁeléé@ldcﬁ%#&%t@oﬂ@m L& dr@4nceWith 8ne emboddlment of the

transmtter/receiver pair of diversif
aptasenhinvestien ah@mssﬁbharmeﬂlm?@sve ssapningriystens 800 dicludes a

rrehn{ég) I§ s?%@g con ro'll‘%:er @’gﬁﬁdﬂ@ﬁ%"é EOfFoIRr 85801 N

t transmitict/eedeivared52e a paiiditdiversified antenaas @54aiagiadSibgadmemory

{ BEFA 8 Sebof fineis A BaY NG SO plte Sy B foddHopst in memory
t Bss, r&ﬁﬁﬂoﬂ@ﬂﬁ@@ﬁ@&s$ﬂa9§%httérﬁécéﬁ’é?$52°to%@@w§tb@%\boﬁ Isl@iflals and

may be set and stored in a set of tinmers 558. Based

t @& Rs; ofy sie diming tahte entrpisl & site tiein®abie stored ingaeBIOky 556 may
t e .
SEPRHEbGTRR I 8o} 8 Bl PULRANTE RIS ANER st tme
bﬁ'andJE setgmal stored ih@ $&PMf tifle 558.s Baasd aniheskanl 'stagtmne

e SR SR R HE ko B 6 e
e R IRSH s@fhc'bhf—‘tlm@ﬁ@ﬁ@éﬂablé“ﬁ&ﬁfé ftelind i né?d‘ﬁ RaB6&signal or

passi ve scanni ng system 600 i ncludes a Wwreless
c&ffini cati on device or nobile station 610. Mbile

"t eor BIGP aiffhus AT Gt of P BT pdtae el system
6f5t.a Wrslesy tavakarear néiﬁ@rkmyadm)rdambeswnleaeo’rher ambodiment of the
rocess controlling the exe ut

nbedded i .of
F BNt Y BORST A S0 pENher i e Ve Hah o Steth R iffiudes a

ofyiraldsdROMrRnicARST dEVies 85HRbiI® BfatiBhie1es MBI station 610-
integrated circuit 670 accordin r& to 25 conputer
i

pinsHidemaclaert Propessen 8h0ct VI infegratacheirawi 640286 an a

I rtion of this code, the W.AN I C
BENa@)Z(gradd@G@gs WLAN i ntegrated circuit 670

accor dHost probesscm&ﬁ@uhayl be a diseretenorsary aalbedddd GRIRessor for

p%gﬁtﬁmgn %efgxne%h |on o? Punctlons within mobile station 610. In one example
of a function, host processor 650 drives WLAN integrated circuit 670 according to
computer program code for enhanced passive scanning stored in a memory 656.
A portion of this code, the WLAN IC driver 660, drives WLAN integrated cifcuit
670 accordingly for executing a beacon signal and GPR processing function 662
and for performing other functions such as an enhanced passive scanning
function 664. Beacon signals and GPRs that are received by mobile station 610
may be processed by beacon signal and GPR processing function 662, with the
processed results stored in a site timing table or a database within memory 656.
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processed by beacon signal and GPR processing function
662, with the processed results stored in a site
timng table or a database within nenory 656. -17 WO
2005/ 034536 PCT/ US2004/ 031715 An EPS schedul er 666

run byahesis pasRAsHe6aaR g?sho%@g c%fssc\fw égpaﬂrolf YELAN IC
660 generates an EPS schedule b on site
t dtivas 660 ganesates andoPS wehedule based gn (Sﬁe timing tatde entrles stored

n nnel
AR e o8 S o Btk e 1S P AR g S Bfanel
t nurabéna Iglealhs%]ts%gtmienhm atméibh?nuﬁﬂblﬁa&ngn sbéﬁgfnetf@r each site
t]. e can s i_rer ma e us
HimiedabEertiibring 5ite it PhEn RS seansiod lijaer 668 may be
besPro été@ﬂémﬁwametdo%seénd. t@é@@@sﬁﬁg%%&ﬁﬂéﬁerﬁ%b@ﬂ time or

time. For exanple, scan s
pa yoahGER tmmsm@snoattmeat memnieaglasemantsa;arbfmeh 668 is

BRbInRANSH o (48, AR A G irerints DR delfingat)
ImmglulmﬂrmglABs amtetqmu Slmi %a;uproximaélyéﬂoomﬂmebonds The
ext er nal her suitahle nmenory | ocation.

FILET DRy SES0RR G o HiEMPALSISIRY. (HOUBAATTioBg PeERAl memory,

%ﬂ(ﬁﬁéﬁsﬁ%m,lﬁd%@[ochﬁoﬁlt generic slave interface or
other suitable intérface such as USB, a seri al

i nt er f3es pregesasp §50 inedagascwith WLAM mte@ﬂawmcmtﬁfaﬁ%ﬂ usmg a

sy BERL DBR A bR P GHAL e s, o soa

sutelnfaae aﬂn 8 SpsZTink220e,00 parfsHaMaiBace] ot £ gicth@y-mapsed

t d, by T I nstruments, |nc. |ncludes an
JripatE A CHIALIC BPBtapsag oIS, ( cPU) 672 (na

cont r o/ ANURESgrated iRl 870 S RAUEH e SHEETAS 20 hﬁknézirwmso
AN 20

processing and interfacing functions betvveen V\L
i RtegiRtad sircyit manufacdgred by mtlnﬁrmessomoeamlu@eﬁ an

SRR AT BARERSA AN A T by o
rexecuiedsiEh ddbasebahd @rmssb@ ami%ldtdrfaomg @Aﬁbté%gﬁbam/een WLAN

ShgEed PR 670 SREHaSThioBRsSRl 650n (o AR 3 BAMADISEess
Irhodlile 674 A& rédén@l@é‘éﬂoﬁgl%\dfso an®@ CGI%S ind AfbrERR fdults in a

schedul e grocess nodul e stores timng
JPRIRNORT G- aMesiory BT6tmanbe vsey ta buier beaworamal,omobeom

ﬁgﬁ%ﬁé&ﬁe‘gﬁpé‘@bﬁtﬁrﬁei O&REPEProbbdEMoilR: 678 RAYFEceive
information from WLAN IC driver 660 to execute an EPS process. An EPS
schedule process module 680 stores timing synchronization function (TSF) timer
information from a serving AP into a local TSF timer 682. A power management
process module 684 determines when to enter a low-power mode by setting a
low-power timer 686, entering the low-power mode, and waking up when low-
power timer 686 expires. Radio control module 688 receives a channel number
and tunes radio 692 according to a local scan start time up to a maximum
channel scan time. A channel scan timer 690 may be set by radio control
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process nmodul e 684 determnines when to enter a
| ow- power node by setting a | ow power tiner 686,

W@ 1081034386 t he | ow power node, and waki ng up WhRCT/US2404/031715

power timer 686 expires. Radio control nodul e 688
recei ves a channel nunber 30 and tunes radio 692
according to a local scan start tine up to a nmaxi num
channel scan time. A channel scan tiner 690 nmay be set

HSEAD 0t eloub 0 005 36 TS RARALOEH o sions
r @c GRR.aWieaica bea¢amsignalar GP BiRreddihval, aadjeaomnol module 688

0 e G5 e e B R S e st and

t fe@ BVt SFitroa paitiof dRersifictNghtenBES 6984l ant §94p. pai r of
diversified antennas 694a and 694b. 5 Passi ve scannin

i s per'?%?%s‘?ﬁf‘%'ﬁ Rsrierasd by hoshprasess ARO MahdWILAY IC driver
668D, in Bo&QfPr{éiioﬁ%trPWL‘Nl\I mtérgg@ud' d?rtc%ﬂ g%%cﬁaﬁib%éz 51\%ne
and radio 692. I n one exa rirver send

pexample, ’&h@ainveo sendaia passiva stars comfnarhiamﬂe hdist of channels to

e ek Al Wil Beadhd Bt ErECTRY ifRunrroiines radio
tﬁaﬂ td® séllept@dfdr@mbbfthﬁvlblduppﬁﬁé‘@ bg'ﬁn@&@ sft%'iétﬁn rrg( (ID mé frmware

r channel, scan_timer 69
REW@S ceannalsrae liger PAA withdhe spddmynniimelto sramhilggn the
' ééé&@é cwaﬁnQem 69D figtbAs FB"rtti'%e'ac#)h %‘i@ﬁntﬂ Yime \ﬁ@ed?.xt

beacon signal 1s received re sen eacon
fWﬁﬁE a baanomsignal is teseivad, ’dme| firmwaredentie bdacmreframe information

G BB O Pt B i B ko

fthe rtisaisa;cbahé@lramne%mdmn APss sdlecibiershiavaNasiaéfceess pomts
dynamj % change t he val ue of channel scan tiner

f or drives AR Yf‘émi'%‘ﬂ)’ GU%”Q‘hBTBp\é%W%Pﬁﬁ%@%SC@mBmGF 690 for
R CHANRERID- impASy ;Pé'i'fo%anéé‘apghorpa%%% §d}a 'I‘FﬁarﬂSunt of

cal cul ated by using timn mat| o
manﬂehsmanrtern@ h‘wa'obe/\mlmlate@l m/emmg thee timirlg rhfommadaan troAPthe

S %y S5 B A8 ol B RE S Ry T e

20 |adat staiionttlméstmanedmbcéETSFItM@TGSmntm@blféeﬁﬁﬁtﬁh 610.
sequence .  begins by the driver

T Sale RO A OPS BSCIHT 1§ 1o BRRAR SORMETSARR. i seguence
Rl By e drives 'Miﬁ’&ﬁlgpé?ﬁ activeryesh tE‘FBB‘EGIrate ﬁé%,&%)t'm'“ﬁ Jable that

access int tinesta TSF ti1nmer
|"afdude&,{l)'@mr@mnel mb@mBSSND a¢®ssa:»cmtt1mnestgmm§€anner from

i AL A Rt gon PRBABHS SOETRio Mg A et A o crvor
Ilmn@llela apf EPS hieadriver pesisithie Isoah Btation tisediarip ¥ahRAeValculate
?hgp ength {)f tclgr;g fér a passrll\(/ee scan to receive a beacon signal or GPR from the
first AP in the site timing table. The driver commands the firmware to perform a
passive scan. The driver receives beacon signals and GPRs from APs within
range. The driver proceeds in this manner until all AP site timing table entries
have been scanned. As the beacon signals or GPRs are received, the timing
information is updated in the site timing table.
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range. The driver proceeds in this manner until all AP
site timng table entries have been scanned. As the
beacon signals or GPRs are received, the timng 30
information is updated in the site timng table. -19

{0 pasAn gL AR RePon Lol i Ve R U tne

bieseoon sigre) @ GRR (Fikdrdo esae drrEPSstandonfand.CoAe value of
c mman The value. of channel scan tinmer 690 is set

annehseaniimera9Q;is seito gloongiepk¥alugdpmnalaceass Poipisudhe
Oémbumeoftt%&f‘d aéflay %%Hklglﬂhé 'Eﬁ?éﬁﬁ’éﬁﬁé’rﬂn%‘?ﬂﬁ?'&glchﬁated for

cal cul at ed for exa usi ng t
i gMeonplat U@ng ﬁhe)hmmdhfoamaaels frpoi each awmsa:rqmtambstamp and the

580 R e B Bl R R0 g e
Slmawm@gndbwﬂm b¥hé seqdenceteding b%me ddverinidstingy &n active
scan to po e that jncludes a

S brPoRulte e weiming olesBal Pelides & dhanahmimbsiy BSID,
|é&@lss-'ﬂoﬁ{t'tiﬁ%sﬁérﬂﬁ%@%caﬂtaﬁ&?tnﬂ%b&ﬂg& dAP@\e%l%%o?E\@UAP

rate, the driver initiates an river t
racgdgateéhe dover initimestamipP SaTtheatrives theroleads thertasahtipestamp

S R oS BERE Ro S5 SR b LGyl mans

GBRhe Tl'mwdré VEhe dmr?]@freeeims the lheahdmge?i@ﬂl olmGFLR ahk driver
access IS I n the etimn ta e ave ee
Segraend R ABlsmafnsrangy Bl Sresel pphdn the.Sfeaingdable have been

tddHinRed] Wsodé%bhé’ @ldnﬁlst&EGPﬁ@ a?é &cdivel, Mk fn%mgf ero?matlon in the

updat ed. To perform an enhanced passi vé scan
difeiimingrtalederypddedscan  start tiner 668. Wen EPS

sends TEPRr]Eh elREnPbaENe $h, Mo ifler H6@RER B8 soan

E?Srtttlmrmﬁﬁa Wher;] E#S sc&?n ﬁangmérfeﬁgrmmnfes Ztgb d‘N?er t:rlaates and
PS r the nunber o

s A P SieomEAT Be Tawake. T4 GHAMPIAE RIS serpmand, the

Sdrﬁleﬁ' sbhé‘@the”nLirFiISé\4 of AR td 0B tHEEPS, scﬁ@@ulbh@r t‘ﬁ@ﬂdﬁh’%r of

scan tine to listen for a beacon sign or a
d‘hﬁ’&& seand dres channekpambenabAR tp ﬁcah,rtbﬁw%gcamﬂadrtm m Iocal

oL SE BB U, SR UBIA 50l B TER R oAl or
nMaBRL €Tt driveviorddrd the EOS ¢ommand i Shiomologliczs otder of expected
aqeag:ﬁta @&gfpa op‘élFJrF?recep{lorslJ tlrkl)%fs%re ngllahba‘(?rinsgcﬁss?t art tine.

For each access point within range of mobile station 610, the firmware
computes the amount of time remaining before an AP scan start time. If enough
time exists to enter a low-power mode, the firmware programs low-power timer
686. The firmware enters the low-power mode until low-power timer 686 expires,
then exits the low-power mode. The firmware tunes radio 692 to a selected
channel, programs AP channel scan timer 690, and listens for beacon signals or
GPRs until channel scan timer 690 expires or a beacon signal or GPR is
received. While the EPS is in progress, the firmware buffers the received beacon
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then exits the | ow power node. The firmnare tunes

radio 692 to a selected channel, prograns AP channe
scan timer 690, and |istens for beacon signals or 30
GPRs until channel scan timer 690 expires or a beacon

oA et GPRIrartosn gl Ppay e bl icralifi ressage to the
V@l\%ﬁ@ﬁl@@#@&ﬁe l3can i§S26ietsl LA fker alPABSake 86ghriddiRthe driver

frangs, send an unsog icited i nformati on

n@@yﬁé ﬁ@e%oﬂ\ﬁ&n%| Rad Rﬁ@”@‘?ﬁefoéQQFﬁ'”%and processing.

CPH® HAVE: théh hBHa slthé\Bite ﬁﬁﬁngqﬁfﬁ%@‘\‘r’v h &%ﬁec@fdeﬂ%formatlon
an

recei ves buff ere beacon franes
p%ﬁ'@q?tﬁ @naﬁﬂprfmfdﬁie @escess. poifhand pregramshieiiS wedatséart timer 668 with

ved information, 5
g@%%ﬁglg}ﬁ?%@“ynaﬁgeé??éggﬁl nt, and prograns EPS
scan SWaieh perforningtdh EPShthetdim/etrlmmy feegierd packenforl
t he next, EP?Izljl can. V\hengPerf an EPS, the drlver

nE3NSBIEEICDe I INRER, thoAfiven <iIges Hie 1Pk of R ketador a voice
t;ﬁ’&k‘é’i 1tM& aridet SIrdsnRe ﬁh@lﬁ‘etttd Rfe f?lfm\ﬁé‘r%}‘f%]? Haﬁ?hlséldﬁ)' e

packet, the driver se packet I T maar e
firmwaramavses thanEP$Her the efnturwlaraélopm ihz% voine fiaA® exchange

LU ERLL! S AR o 0L B8, AT HEA RS s ho EPs
fThiemﬂmwareaaaymst bda ebleRt.resume the ERSawith ﬂwnmme@qbonng AP

0 resu PS with the next neighborin
AW Vg% e SieBangs ﬁﬁﬂ'@%‘%’éa@é?ﬁ!‘@'eﬂéﬂ’@%f)éﬁ&%‘s'a@élons

tF"orr (Pdté %ER@@ StheRftiver E&Z HAd &eqaﬁ}‘p?rfo?ﬂ E & LMBadBsolicited

hol d t he prlorlt ckets until nsolicite
i infaymadion Mﬁmgg aag@ceyedém Mflmmlh@lcallngﬁm EPS is

3PS e 1 ity TS bRt R it Rt WPl foe
rn‘a'mvedrentlay AieorERfe BRE dndatrerisntit theepaokek eln.the @vbgtr?tih\?eErPS is

he. EPS ed by the fi . th
caotiad BF 1h6 fEmipareiPa el G EAT HESRPINAWIEN nelghbogg iss were
aﬁtﬁsbaﬁﬁé@aﬁa?eédh@daashe@sv\hl |l e the enbodi ments of

the invention disclosed herein are qEr esently
pr ef erWéile thesembodimsmés gbihednentioni disaleaadonsreirearemzresently

Tt B s M EATbAR S i wR FARRS by
i fror iee apipie ane dc@aofrﬂae imvehtiah] Thieasegpe of tiad invention is indicated
i:ntllgql:] ggégt?q?qg@ J@ﬁ%@ﬁ@%&@\%ﬂgﬁ ﬂ{at %g%evva\}{tlgﬂttﬁe arhreanlng and range

of equivalents are intended to be embraced therein.

What is claimed is:

-21-



10

15

20

25

30

25 What is clainmed is: WO 2005/ 034536 CLAI M5
PCT/ US2004/ 031715 1. An enhanced passive scanni ng

woreiokoshtssor a wirel ess | ocal area network, conpeT/B52994/031715

5 receiving at | east one of a beacon signal and a
gratui tous probe response; updating a site timng
table entry in a site timng table based on the

recei ved beacon signal and gratuitous probe response;
and setting a scan start tinA@ﬁged on entries in the
updated site timng table. . The nmethod of claim1l
further conprising determning a power node for a

Wi rel ess comuni cati on device based on the scan start

ti.me. A enticeBtpaesivefscah@hgmethyd tfcﬂ'ed WHEIERE Sl Q'r?a network
[ f e gna ’

scanni ng at | east one channe or t beacon si
SOMRNGr at ui t ous 15 probe response. 4. The net hod

f cl apmaik i Si.ng: i ng the..sit
1 necERiping 4t Jedt ofie P k2Ot sEh ARG H ol dbiglt robe response;
ent r y Updhtng gisite timing teple ebiéy irbggael tinﬂngitaldlebaﬁedgaﬁ e
Sl gnal .an a rat ulr t ous robe
?8@%2%@588'?9‘6%@%‘99%8{%“% PEORE rf%PBWGHélndcoPrpri si ng:
sel ectsefipgans@eCstan tinw PasdPGeengids M tHeewdatt)ga‘ Qit€tinfif§table.

recei ved beacon signals and gratuitous pro
responses. 25 6. The nethod of claim 1 further

oD R 807l 0PSB O e moce o

schedul e based on at

dvitelgss gpmmunisatien device basedbe thd bearesthertiesl passi ve
scan schedul e including a channel nunber, a | ocal
scan start tine, and a maxi nrum channel 30 scan tine

fBor edhb nséthed of ofiairy 1tfakher &thpisingt the site tim ng
table, -22 WO 2005/ 034536
scanning at least one channel for the beacon signal and the gratuitous

probe response.

4. The method of claim 1 further comprising:

creating the site timing table with at least one site timing table entry, the
site timing table based on at least one of a received beacon signal and a
gratuitous probe response.

5. The method of claim 1 further comprising:

selecting an access point based on at least one of the received beacon
signals and gratuitous probe responses.

6. The method of claim 1 further comprising:

generating an enhanced passive scan schedule based on at least one site
timing table entry in the site timing table, the enhanced passive scan schedule
including a channel number, a local scan start time, and a maximum channel
scan time for each site timing table entry in the site timing table.
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PCT/ US2004/ 031715 7. An enhanced passive scanni ng
systemfor a wreless | ocal area network, conprising:

wWOore@ne3458¢ recei ving at | east one of a beacon BCTDS1004/031715

10

15

20

and a gratuitous probe response; 5 neans for updating
a sitetimng table entry in a site timng table based
on at |east one of the received beacon signal and
grat ui tous probe response; and neans for setting a

SR T T —

cwmprls;mmg means for scanni ng at Ieast one channel

for at e.of th con ignal and t

or ot ui TOEEE by S0 g 30 B 966 Bt De863h sfinat and aigratitous probe
f respbmse; conpr i si ng: 15 means for selecting an access

poi nt based on at | east one of the received beacon

si gnal"8eaifog Updating a $it tigreg table enttr in a sie timieg table based on
Odt Iéés'%'dﬁb%ffthﬁ iy Oﬁl% g? ttj%%ég&oigmeﬁé&%e, and

power node for a wreless 1 on
based rogansior setingst sgan startéime based on entries in the updated site

timing table.

8. The system of claim 7 further comprising:

means for scanning at least one channel for at least one of the beacon
signal and the gratuitous probe response.

9. The system of claim 7 further comprising:

means for selecting an access point based on at least one of the received
beacon signals and gratuitous probe responses.

10. The system of claim 7 further comprising:

means for determining a power mode for a wireless communication device
based on the scan start time.
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