Description METHOD AND SYSTEM FOR CONTROLLI NG KEY

FOR ELECTRONI C SI GNATURE Technical Field 5 The present .

invention relates to an electronic signature key control nmethod which

can update the contents of a key for electronic si gnature without
limting issuance of electronic signat ureg, an offer -of various
servi-ces based on the electronic signatures or the |ike, and to a
system suitable for carrying out such a key control nethod. 10 Her e,
the electronic signature represents an electronic signature for
proving the identity of a user by usinDescikiptigacul i ar to the user.

Background Art For exanple, in a party (or a society) where

menbers are i denMETHOID\ANBNSESTEM RQRISONTROLIGNG KEYmport ant for

the running 15 of the party to nake it possible to nutually evaluate the

| egi ti macy of FOR ELECTRONIC SIGNATURE :

) Technical Field

5 The present invention relates to an electronic signature key

control method which can update the contents of a key for electronic
signature without limiting issuance of electronic signatures, an offer
of various services based on the electronic signatures or the like, and
to a system suitable for carrying out such a key control method.

10 Here, the electronic signature represents an electronic signature
for proving the identity of a user by using a key peculiar to the user.
Background Art

For example, in a party (or a society) where members are
identified by membership cards, it is quite important for the running

15 of the party to make it possible to mutually evaluate the legitimacy of
the membership cards among the members. Recently, it has been
attempted that a membership card is issued in the form of a high-
security medium, such as an IC card, so as to be an electronic
identification card which can be possessed only by a member, or issued

20 as a member register certificate (electronic identification card) or an
electronic ticket, which is difficult to be forged, using an electronic
signature technique.

The member register certificate, the electronic ticket or the like’
(referred to as "member register certificate" for convenience in .the
25 following description) is required to make it possible not only to

evaluate genuineness of the contents, but also to correctly confirm



the nmenbership cards anmong the menmbers. Recently, it has been

attenpted that a menbership card is issued in the formof a hi gh-

securjty nmedium such as an IC card, so as to be an electronic
identification card which can be possessed only by a nenber, or issued 20
as a member register certificate (el ectrqgi_c identification card) or an

el ectronic ticket, which is difficult to De forged, using an electronic

si gnat ure techni que. ‘The nenber register certificate, the

el ectronic ticket or the |ike . (referred to as "member register
certificate" ftiatcapeesornmingthehtienerl Bigister vertlficstd ista(g?huiﬁer equired
to make it possible not only to eval uat e genui neness of the contents,
hut also to comember Therefore, it has been carried out, using an electronic _
-2- that a person using the menber register certificate is a genuine
menber. Ther ef gignature whicheam baproducedtonly diyntheagemitinet nwexnber, to

signature which can be produced only by the genui ne nenber, to
confirm whether the member register certificate is forged, or whether a

.5 person having the member register certificate is a right member.

In the electronic signature, an encryption technique based on a
public key system is normally utilized. Specifically, a given member
register organization executes electronic signatures using its own
secret key (signature key), and distributes a public key (confirmation

10  key) corresponding to the signature key to all the members. When
authenticating the electronic signature, each member confirms the
electronic signature using the confirmation key.

Since the confirmation key itself does not include information
showing that it is a legitimate public key of the member register

15 organization, it is necessary to confirm the legitimacy of the
confirmation key separately in advance.

In the foregoing public key system, one of the grounds. for
security relies on the large calculation amount upon decoding.
Accordingly, it leads to lowering of the security to continue using the

20 same signature key and confirmation key over a long period of time, so
that it is preferable to update each key at every given time period.
Therefore, in general, it has been that the signature key can be
updated periodically and, thereupon, each member can obtain the
confirmation key updated synchronously with the updating of the

25 signature key.

As a means for procuring the updated confirmation key, it is



confirm whet her the nenber register certificate is forged, or whether a 5
person having the nenber register certificate is a right nenber. .
In the electronic signature, an encryption techni que based on a public
key systemis normally utilized. Specifically, a given nmenber
register organization executes el ectronicgsignatures using its own
‘'secret key (signature key), and distribut és a public key (confirmation 10
key) corresponding to the signature key to all the menbers. When
authenticating the electronic signature, each nmenber confirns the
el ectroni c si geonsideredithgt the memiber Tegister beyanization distribufes ¢8e ey
confirmati on key itself does not include information showi ng that it
i.s a | egiti mateonfimationekey ftoteibthe mbembeesy istnerdtaiieougdaniltad adso it is
necessary to confirmthe legitinmcy of the confirmation key
separat el y i n eensidered to register the new eéenfiomationnkeypablai givenypushli¢ &gy one
oef the grounds for security relies on the large cal cul ation anount
upon .decodi ng. certificajg dsswingeenter: | eads to | owering of the security to
continue using the FO sane signature keii and confirmation key over a |ong
so Inthe g £

period of ©ine, Fitex cage, the,pup dﬁﬂ%@@ﬁﬁ%ﬁﬂ@@@ﬁf%@@ﬁﬁﬁg@ery
i Tt erj.od, Ther gf i |, i n that _the

e 2 e ol G B S g b
' h : hs ' t.ed h ) ] t he

Cpbating of ¢ rebtan o BBHETRY AOrifeardPARN ProbkR GREERT s this mublic ey ne

updat ed confi rgtidRt& tY thelmbkfbers. The members distributed with it confirm

the electronic signature using a public key (center public key) of the

10 public key certificate issuing center notified in advance.

When a certain member wishes a third party to confirm a
member register certificate of his/her own, the member acquires a
public key certificate and attaches the acquired public key certificate
to the member register certificate. This makes it possible at the side

15 confirming an eleqtronic signaturé to easily confirm the legitimacy of a
new public key of the member register organization.

The public key certificate is not necessarily always attached to
the electronic signature, and it is sufficient to attach it only once
when a signaturé key and a confirmation key are updated.

20 When a certain member transmits a member register certificate
to another member through on-line, it may be omitted to attach a
public key certificate for reducing the data amount upon the
transmission. In this case, the public key certificate is acquired at the

- side of a receiver member.
25 In any case, when using a public key certificate, it is necessary

for a member utilizing a member register certificate or a member



- 3- consi dered that the nenber register organization distributes
the new confirmation key to all the nmenbers sinultaneously.
al so.. considered to register the new confirmation key at a given
publi-c key - certificate issuing center. 5 In the latter

case, the public key certificate issuing_genter signs
obj ect data using its own secret key (center secret key) to

si gnhat

public key certificate, and properly distributes this public key
certificate to the nenbers. The nenbers distributed with it confirm

the el ectroni Goiifiiiaing the!sierfibar Refister datificateteacessds ithe pmbliokeyhe 10

public key certificate issuing center notified in advance.

It is

ure
obtain a

Wen a cert ai rcertificate ¥ésafiag ceriter 150 amte pbtaincthd publie key certificdterevery

regi ster certificate of his/her own, the nenber acquires a

certificate artimetaasohfismatiom&sgyiisatpgated.c key certificate

pu

fmrenber register certificate. This nakes it possible at the side 15

confi.rmi ng an el ectA®descebgdahave, whesnthe gignature keyrs updatedmaany of

new publ i c5key of the menber register organization,

the following actions is carried out between the member register

organization and the member or bc;twéen the members:

(1) The member register organization distributes a new

confirmation key to all the members;

(2) When a certain member first uses a member register

10 certificate, a public key certificate is acquired and attached;

blic key
to the

a

(3) A public key certificate is properly acquired at the side of a

member confirming an electronic signature.

However, in the foregoing three cases, the following problems are

caused, respectively:

15 In the case (1), when the member register organization performs

a key updating process, since all the users simultaneously access the

member register organization to acquire a new confirmation key,

corresponding processes are concentrated to a system provided at the

side of the member register organization so that an operation of the

20 system may become unstable. Particularly, when the number of the

members is quite large, it is necessary to stop issuance of member

been distributed to all the users.

register certificates after the updating.of the key until the new key has

In the case (2), the data amount upon transmission/reception is

25 increased, and a time for acquiring the public key certificate is

additionally required. Further, if the public key certificate is forged, a



The ‘public key certificate is not necessarily always attached to t he
el ectronic signature, and it is sufficient to attach it only once

when a signature key and a confirmation key are updated. 20 When a
certain nenber transmts a nmenber register certificate t o anot her
menber through on-line, it may be omtted:to attach a public key
certificate for reducing the data anount ﬁpon t he transmssion. In-
this case, the public key certificate is acquired at the side of a
recei ver nenber. 25 In any case, when using a public key

certificate, ifalsesscemterspablic key is distribut@diiaid ghiubk| The gisk ralEaesn " €gi st er
certificate or a nenber -4-
confirming thesetmiigrof 2 geater pabliciKaychi the pulblicckey totifictteiisst
certificate issuing center so as to obtain the public key certificate every
~time a confirmegrten key i s updat ed. As descri bed above, when

the signature key is updated, any of
J Y In tﬁ)e case (3), aymember confirming an electronic signature, for

5 example, a member which offers some service after confirming a
member register certificate of a certain member, acquires a public key
certificate after reception of thé member register certificate of the
certain member. Therefore, when the certain member first requests
confirmation of the member register certificate after the updating of

10 the key, the other member has to limit the offering of service until
acquiring the public key certificate and confirming the member register
certificate. For on-line accessing the public key certificate issuing
center or the member register organization to immediately acquire the
public key certificate, the communication cost increases

15 correspondingly.

As described above, there have been such disadvantages that an
operation of some of the systems is adversely affected or the service
utilization by the members is limited every time the signature key is
updated. '

20 It is an object of the present invention to provide an electronic
signature key control method with no such disadvantages, and a
system suitable for carrying out such a key control method.
Disclosure of Invention

A key control method of the present invention which

25 accomplishes the foregoing object is characterized by preparing a

plurality of keys whose contents are updated periodically at mutually



5 the followng actions is carried out between the nmenber register

organi zati on and the nenber or between the nenbers: (1) The
menber regi ster organi zation distributes a new confirmation key to
all the nenbers; (2) When a certain nenber first uses a nenber
register 10 certificate, a public key cgtificate I's acquired and
attached; (3) A public key céftificate is properly acquired at’

the side of a menber confirm ng an el ectronic signature.
However, in the foregoing three cases, the follow ng problens are

caused, respeciffflnt tindés; switching ﬁ{ee?mtjz&keyﬁ%é By droper register

organi zati on perforns a key “updating procesS, since all the users
simul t aneous| svaeclen ¢fde shortemitiEie bl epdating oyiclnof eath ey arl dsing a
new confirmation key, correspondi ng processes are concentrated 'to a

syst em provi datiesswitbhed key as adsignhtuleckey filecelecogirit signagael Zitison so
that an operation of the 20 system nmay becone unstable. Particularly,
when. t he nunbeffestivetfor facilitatimgotheskey updating dhat the foregaing evdtelyingo

stop i ssuance of nenber register certificates after the updating of
the key unbil cyelesharvg Rel toafor examplee dhedamme ithnedength avith repspegictasall
) the keys. |

Another key control method of the present invention is
characterized by dividing an updating period of each of a plurality of
keys, whose contents are updated pericdically at mutually different

10 times, into three periods; setting first and third divided periods as
preliminary periods and an intermediate divided period as a use period
for using as a signature key for electronic signature; and switching the
use periods of the respective keys so as to continue in time with each
other but not to o{rerlap with each other.

15 Another key control method of the present invention is
characterized by preparing a first key updated periodically and a
second key updated periodically at different times as compared with
the first key; using either of the first and second keys as a signature
key for electronic signature by alternately switching them per

20 switching cycle shorter than an updating cycle of each key; making

_ public in pair a third key which is updated synchronously with an
updating time of the first key and becomes a conﬁrmaﬁon key when
the first key is the signature key, and a fourth key which is updated
synchronously with an updating time of the second key and becomes a

25 confirmation key when the second key is the signature key; and
offering the third and fourth keys for confirming the electronic



In the case (2), the data anount upon transm ssion/reception is 25
I ncreased, and a tine for acquiring the public key certificate is -
addi tiionally required. Further, if the public key certificate is forged, a
fal se center public key is distributed, and thus, the risk relies on
security of a center public key in the pyblic key certificate issuing
center. In the case (3), a nenber confirmng an el ectronic
signature, for 5 exanple, a nenber which offers sone service after
confirmng a menber register certificate of a certain nmenber,
acquires a pubidmatiey. In this casel afusatermination ¢éme may befadded tecaeh
regi ster certificate of the certain nenber. Therefore, when the
certai n menbeof the ¢hindkgndsourth keys. confirmati on of the menber register
certificate after the updating of 10 the key, the other nenber has to
linmt the of feri ngThie fozegoing updating cycledy set toga lengsydbosn adime |
certificate and confirm ngbyt he, menber register certificate. For

I

on-1i.ne accesHeERIPd deripemd Bycswliracting an cfestive dermqef an eledreRic or ¢ he

nmenber regpster organi zation_to i diately ac e the
gés signature Ipzrodluced based on '‘thec esp%lﬂ({ingtkey from an average

time over which security of the corresponding key can be ensured.
Another key control method of the present invention comprises a
stép of preparing M (M represents a natural number greater than one)
signature keys updated periodically at mutually different times, and
10 making public M confirmation keys at the same time, the M |
confirmation keys updated synchronously with updating times of the
signature keys, respectively; a step of executing an electronic signature
with respect to given signature object data by selecting one of the
prepared M signature keys per cycle shorter than an updating cycle of
15 the correspohding signature key in a given order; and a step of
cohﬁrming the electronic signature using one of the M confirmation
keys made public. |
Each of the foi'egoing key control methods can be carried out by
an electronic signature key control system comprising a key holding
20 means for holding a plurality of keys to be used as signature keys for
electronic signature; a key updating means for cyclically updating the
contents of the phirality of keys at mutuélly different times; and a
signature means for reading out the key, whose contents were updated
by the key updating means, from the key holding means according to a
25 given rule, and executing an electronic signature with respect to given

signature object data using the read-out key as the signature key.



public key certificate, the communication cost increases 15

correspondi ngly. As descri bed above, there have been such

di sadvant ages that an operation of sonme of the systens is adversely
affected or the service utilization by the nenbers is limted every
time the signature key is updat ed._g20 It is an object of the
present invention to provide an electronic signature key control

met hod with no such di sadvant ages, and a system suitabl e for carrying
out such a key control nethod. Di scl osure of Invention A
key control net hodAokey kengreisystemnsmnprizing/al kéy hbldingomebnshies Hdlding
foregoing object is characterized by preparing .a plurality of keys
whose cont ent a first kqydandd pecomti keywlyicht araused ap signature keys for
different tines; switching the plurality of keys one by one per

swi t chi ng cyckleatraricesignature:ra keylatpdating sneans ferupdatipng émcmtemjs

the switched key as_a signature key for electronic signature. It is

ef fective for of Abefirshkeypndihe sgcopddieynin thesame cyeleafomifualivt ching 5

cycles are_set. to, for exanple, the sane tine Jength with respect to all
y 5 different times; rar.%d a signature means tJor rgading out the R{ey, ose

contents were updated by the key updating means, from the key
holding means according to a given rule, and executing an electronic
signature with respect to given signature object data using the read-
out first or second key as the signature key, is also preferable for
10 carrying out each of the key control methods of the present invention.
It is preferable that the foregoing key control system further
comprises a key holding means for holding a third key which is
updated synchronously with the first key and becomes a confirmation
key when the first .key is the signature key, and a fourth key which is
15 updated synchronously with the second key and becomes a '
confirmation key when the second key is the signature key, wherein
when the electronic signature is carried out usiﬁg the first or second
key, the third and fourth keys are made public at the same time.
The present invention further provides an electronic signature
20 authentication system which, upon receiving an electronic signature
and confirmation keys, can judge whether the electronic signature in
question is legitimate.
. This authenﬁcaﬁon system is characterized by comprising a
signature receiving means for receiving an electronic signature
25 produced \;vith one of M (M represents a natural number greater than

one) signature keys, and M confirmation keys which are updated



t he keys. Anot her key control nethod of the present invention is
characterized by dividing an updating period of each of a plurality of
keys,. whose contents are updated periodically at nutually different 10
times, into three periods; setting first and third divided periods as
~prelimnary periods and an internediate qévided period as a use period

for using as a signature key for electronfc signature; and sw tching the
use periods of the respective keys so as to continue in tine with each

ot her but not to overlap with each other. 15 Anot her key control

met hod of t he RARIBBNOURYE Wit updating theé M isishStiréSebyyindleanig fise 8 first
key updated periodically  and a second key updated periodically at

different ti AateRey eked fo the elettienid sipgnataye; amnd agsignatare of t he
first and second keys as a signature key for electronic signature by

al ternately svedrfiiming heransefor2éonfimning ting regeivved ebentremict signatmreipdth i ng
cycl e of each key; nmaking. public in pair a third key which is updated
synchronousl y ane bf he M confiunation kdyse viierein the redectirenicasignaduvees a
confirmation key when the first key is the signature key, and a fourth
key which Bs ed by ths aignainse soptigmingancapdds judged de her t he second
key and beconmes a 25 confirmation key when the second key is the signature
key; and lsgrtémaﬁ@- the third and fourth keys for confirmng the

el ectronic

signature. In this tdgay be ﬁ%‘@ﬂﬁ%%ﬁl@?ﬁ@lﬁxﬁ%ﬂ%é@&@é Tggeiyes a
gfet t P g Lgi {gn%rf?.ﬁ rggefq%(')nic signatures p%%uge(a’\%% Q&n‘é Hfaé i{r(]a s,CyCI elis
updated at different times, of M signature keys, and M confirmation
10 keys which are updated synchronously with updating the M signature
keys including the signature keys used for the electronic signatures.
When the confirmation is achieved by this authentication system, it is
easily seen that the electronic signature in question is produced at
least at the key control system of the present invention.
15  Brief Description of Drawings
Fig. 1 is a schematic structural diagram of a membership system
to which the present invention is applied, Fig. 2 is a procedure
explanatory diagram showing a delivery sequence of keys etc., Fig.-3 is
a sequence chart showing the simplest example of a key updating
20 schedule, Fig. 4 is a sequence chart showing a key updating schedule
example wherein cycles change, Fig. 5 is a sequence chart showing
another key updating schedule example wherein cycles change, Fig. 6
is a sequence chart showing a key updating schedule example wherein
five keys are used, Fig. 7 is a block diagram showing a structural
25 example of a key control system of the present invention, Fig. 8Ais a

detailed block diagram of an information processing control section in



period derived by subtracting an effective termof an electronic 5

si gnature produced based on the correspondi ng key from an average

time over which security of the corresponding key can be ensured.

Anot her key control nethod of the present invention conprises a step
of preparing M(Mrepresents a natural nuyer greater than one)

signature keys updated periodically at muttally different tinmes, and 10
maki ng public Mconfirnmation keys at the same tine, the M

confirmation keys updated synchronously with updating tines of the

si gnat ure keysthe &epamiritvel systensiFig. 6B Bxaclstalled 3tretieaial ebgraih BTH Ur e
W th respect to given signature object data by selecting one of the

prepared M si gdataifite deyicepdlig.c9 ds a blockt diagrannshowispg @t operatidie of 15

t he corresponding signature key in a given .order.; and a step of

confirm ng t hemanrer ohnnempezshipesysteny Bige 16fist aprotedmfe explanatory

keys made publi_c. Each of the foregoing key control nethods can

be carried outdiggram for key deliversoand kaygwpdatingdatheomenabership system of

conprisin Kk olding. 20 neans for holding a plurality of keys to be
usgg as sig at %J&S 1&&rlsapr°° Wi sxplanatonhdiagram foxButmalat i ng neans

o oY G YR AR cween BRMEAS IR e B e st 5 Bl e
key, whose conpentss YL HrREALEE explanatory diagram for mutual authentication
between members in the membership system of Fig. 9, Fig. 13 is a
block diagram showing an operation manner of another memberShip
10 system, and Fig. 14 is a sequence chart showing a key updating
schedule example in the membership system of Fig. 13.
Best Mode for Carrying Out the Invention
First, a membership system applied with the present invention
will be schematically explained. _
| 15 In this membership system, for example, a plurality of member
operating systems which are operable only by members, a member
register system provided at a member register organization which
controls the members, and a public key certificate issuing center are
mutually connected in a two-way communicable fashion, for example,
20 non-shown communication means are connecfed viaa public network,
so as to carry out key distribution through authenticated
communication. However, if the authenticated communication is
possible between each member operating system and the member
register system, the open key certificate issuing center is not

25 necessarily required.

Although a common key system, i.e. a system where a signature



by the key updating neans, fromthe key hol ding means according to a 25
given rule, and executing an electronic signature with respect to given
signature object data using the read-out key as the signature key.

- 8- A key control system conprising a key hol ding neans for
hol di ng a first key and a second kgﬁ_mhich are used as signature keys
for . . electronic signature; a key updating neans for updating the

contents of the first key and the second key in the sane cycle at
mutually 5 different tinmes; and a signature neans for reading out the

key, whose  keyafllelesnifitidiiREP Gre)the i€ keypasdy atsobeised irothé he
key hol di ng nmeans according to a given rule, and executing an -

el ectronic auifiegitivated corimurivpeion, tiv igassunsd)fort coreveriipace inahe usi ng
t he read- out first or second key as the signature key, is also

pref er abl e f orfolld@ing alesgripdicuthatthe fdreghingpublicrkeyosystenhdsisisefl. t he
present invention. It is preferable that the foregoing key
control system fur tFee member gagistersystepehas® fanction of performigigiang a
third key which is _updat ed synchronously with the first key and
becones a Eonflpemiergiegistratipayin Frsponss toj memher regiswation; peieste key,

bocones a | nfoRRRfR e cagh RS R0te AP e) SNUIER CIGRRSE ¢ Koy
thereln DR SRR o SRR Bt S RS
; : gﬁét ur e signgplfreof{gﬁ)egf itis 'Bf%%&é)a&iéﬁl,ré ?ﬁﬁcBE)ﬁV(j)tdSﬁd&Bn%l e éi%?xia%ure
key periodically, and a function of producing and updating a public key
10 (i.e. confirmation key) corresponding to the signature key. These
functions will be described later in detail.

The public key certificate issuing. center produces an electronic
signature with its own secret key (center secret key), using a name of
the member register organization, the confirmation key produced at

15 the member register system, and other information (signature
algorithm, effective term of signature, etc.) as signature object data,
| holds it as a public key certificate and properly issues the public key
certificate in response to a request from each member.

Each member operating system acquires the confirmation key

20 directly from the member fegister system or via the public key
certificate issuing center, and applies for a member registration. When
acquiring the confirmation key via the public key certificate issuing
center, a process of confirming the public key certificate with a public
key (center secret key) of the publié key certificate issuing center is

25 required.

In the following description, the member operating system will



20 aut henti cation system whi ch, upon receiving an el ect roni c signature
and confirmation keys, can judge whether the electronic signature in
question is legitimte. ' Thi s authentication systemis

characterized by conprising a signature receiving nmeans for receiving
an electronic signature 25 produced with,one of M (Mrepresents a natural

nunbesr greater than one) signature ys, and M confirmati on keys which
are updated - 9-

synchronously wi th updating the M signature keys including the

si gnature key wsesfetred td)8s Chighber ¢hé ltﬂél@lbéi*%gﬁ'ﬁéi' Systefi'ak "hfember
confirm ng neans for confirmng the received elecCtronic signature with

gne of the M aegistererganization"” avidthe pulilec kep certificatesisgiahgicentedas
confirnmed by the signature confirmng nmeans is judged to be o
legitimate. "center’, excdpt fomya basewherginl it isahetdssasy goathow the eyistérng
peans receives a plurality of electronic signatures produced with
si gnature keystructure epiigteanstitugnticompenentss, of M signature keys, and
M confirmation 10 _keys which are updated synchronously with updating the
M si gnat ur 2 Fig. 1 is a diagram schematically showing the state of delivery
’  and reception of keys and other electronic information carried out

among the member register organization, the members and the center.

A portion associated with the center CA is shown by broken lines,

meaning that, as described before, it is not essential but used in this

10 example.

In Fig. 1, "SkT1" and "SKT2" represent signature keys before and
after updating, "PkT1" and "PkT2" represent confirmation keys, "SkCA"
represents a center secret key, "PkCA" represents a center public key,

- "CERT" represents a public key certificate, and "L1, L2" are member
15 register certificates issued to the members Ul and U2. An electronic
signature with the signature key (SkT1, SkT2) is executed upon issuing
the member register certificate. In the description hereinafter, the -
- issuance of the member register certificate is synonymous with the
electronic signature.

20 A delivery sequence for the keys etc. in Fig. 1 is as shown in Fig.

It is assumed that each of the members U1l and U2 acquires in
advance the center public key PkCA and can confirm the public key
certificate upon acquisition thereof.

25 First, the signature key SkT1 and the confirmation key PkT1 are
prepared at the member register organization T (step S101). The



keys including the signature keys used for the electronic signatures.
When the confirmation is achieved by this authentication system it is
easily seen that the electronic signature in question is produced at
| east at the key control system of the present invention. 15 Brief

Description of Draw ngs Fig.._ 13_i s a schematic structural

di agr-am of a nenbership system to Ich the present invention is
applied, Fig. 2 is a procedure expl anatory di agram showi ng a delivery .
-sequence of keys etc., Fig. 3 1is a sequence chart show ng the

si npl est exanptanfiximatienykeypBRTI i regidtessthatithe cefiter: CA (steps S2025a68

chart show ng a key updating schedul e exanpl e wherein cycl es change,
Eig. 5 is a séyl@dkeAftearacetinimigidie publicdweyt tentificate GIERTI (PYTI fiestul the
exanpl e wherein cycles change, Fig. 6 I s a sequence chart showi ng a

key updating seeadaniCA (step? F04héheimember Ul iappliceyfor amember Fig. 7 is a
bl ock di agram showi ng a structural 25 exanple of a key control system of
the present i fgittradontojthesmembgr registerjerganisationcbx [aithis swent, the
o Rt O P e 1 Senids out £ owh confirmation key (PKU1) (step S105).
With respect to the confirmation key (PkU1) of the member and other
information, the member register organization T issues the member
register certificate L1 using the sighature key SKT1 (step S1086).
After a lapse of a given time, the member register organization T
‘10 updates the signature key SkT1 to the sighature key SKT2 (step S107).
Then, the confirmation key PkT2 corresponding to the signature ke3.r
SkT2 after the updating is re-registered at the center CA (steps S108
and S109).
After acquiring the public key certificate CERT (PkT2) from the
15 center CA (step S110), the member U2 applies for a member
registration to the member register organization T. In this event, the
member U2 sends out its own confirmation key (PkU2) (step S111).
With respect to this application for the member registration, the
member register orgaxﬁzaﬁon T issues the member register certiﬁcafce
20 L2 using the signature key SKT2 (step S112). Thereafter, the members
Ul and U2 carry out mutual éuthentication based on the member
register certificates L1 and L2 (step S113).
When the keys etc. are delivered as described above, at least the
followings are required to be carried out:

25 (1) The member register organization T periodically updates the
signature key SKT and the confirmation key PKT without stopping the



-10- the key control system Fig. 8Bis a detailed structura

di agram of a data file device, Fig. 9 is a block diagram show ng an
operation manner of .a menbership system Fig. 10 is a procedure
expl anat ory di agram for key delivery and key updating in the

menber shi p system of 5 Fig. 9 Fg. 11, s a procedure explanatory -

di agram for nutual aut henti cation ween menbers in the menbership
systemof Fig. 9, Fig. 12 is a procedure explanatory diagram for
mut ual aut hentication " between nenbers in the nenbership system of

Fig. 9, Fig. J:ashanaeoftherhbﬁmerokiegﬁtembﬂﬁéa&;an operation manner of
anot her nenbership 10 system and Fig. 14 is a sequence chart showi ng a

key updating (23 Ekle! memteiegister togifieitedl s Bsuety abiig tHe Sighathige

Best Mbde for Carrying Qut the Invention - First, a nenbership

syst em appl i edsayi ShTd rang the anemberaegisier certificate |2 suechesiig g |y

expl ai ned. 15 In this nmenbership system for exanple, a plurality

of nemnber signpture kel SKI ares correcty onfirpeedh theough piblinethetwesn a

menber regi ster. system provided at a nenber register organization

whi ch 5 the members Ul and U2;

) (3) Upon confirming the member register certificates L1 and L2,
an operation of transmitting additional information, for example, the
public key certificate CERT (PKT), to the side of a counterpart is
omitted.

10 The key control method of the present invention carried out at
the member register organization T for solving them will be described
hereinbelow.

First, an exampie is cited as the simplest exainple, wherein one
of two keys is set as a main key and the other as an auxiliary key, and

15 either of them is used as a signature key for electronic signature by
switching them according to a given rule, and further, two
confirmation keys corresponding to the two signature keys are used in
pair for confirming the electronic signature. That is, a main key and
an auxiliary key are prepared for each of the signature key SkT and the

20 confirmation key PKT. Hereinbelow, when it is necessary to
distinguish between the main key and the auxiliary key, the signature
key SKT as the main key will be referred to as "signature main key", the
signature key SKT as the auxiliary key as "signature auxiliary key", the
confirmation key PKT -as the main key as "confirmation main key", and

25 the confirmation key PKT as the auxiliary key as "confirmation
auxiliary key".



controls the nenbers, and a public key certificate issuing center are
mutual |y connected in a two-way communi cabl e fashion, for exanple, 20

non- shown communi cation neans are connected via a public network, SO
as to carry out key distribution through authenticated _ comuni cat i on.
However, if the authenticated comuni cat_ilcg1 S possi bl e between each

menbesr operating system and the nenber regi ster system the open key
certificate issuing center is not 25 necessarily required.
Al t hough a common key system i.e. a systemwhere a signature

key and a confirmtThS Keg¥ @iecpdiicdically sdatetbxt ﬁhﬂﬁa@&d‘ﬁ'ﬁeftlﬂéﬁﬁé‘s.

authenticated communication, it is assumed for convenience in

fol I owi ng descpdatiog tycles dlre riot egwssaridyithe Sakey s ¥ihe TehSthis &h

The menber register systemhas a function of perfornming a 5 nenber

regi stration iaveragpdime period ftnesafecgses (safe iume texm)dstset in edod Reppahan

fromeach nenber, a function of issuing a nenber register certificate

to each regi stan apdatimg cycls ofjithe keyrieisekéy no greater thaniaytianepericel) of

its organization, a function of updati 2’8 the signature . key

peri odi cal Py, dgrdved byrmubigactingan effective dexmugian clﬂg:tﬁprpatsTxﬁnam];e 10

. e ' ti K correspondi ng to the signature key. ese

(1.e- confir nnpllo%uce%y%ased on &e corrgsponding kejgrJ froma safeyuse term of the
corresponding key.' This aims to ensure the security of the key by
updating it before decoding thereof. The settihg of the safe use term
can be carried out.by adjusting a security parameter of the key, such

10  as alength of the key. The effective term of an electronic signature is
equal to or shorter than a period which is the shorter of a first divided
period and a last divided period.

Fig. 3 is a diagram concretely showing an updating schedule of

each key. Since a relationship between the main key and the auxiliary

15 key is common to the signature key SKT and the confirmation key PKT,
it is shown with respect to only one of them. Here, for convenience,
update object periods of the two keys are both set to one year, safe use
terms thereof are both set to five years and updating cycles thereof are
all set to four years, and each key is used as an auxiliary key in the

20 first one year and the last one year and as a main key in the
intermediate two years. In the figure, "a0", "al", "a3" and "a4"
represent the contents (values) of the keys, respectively.

In the example of Fig. 3, a use period of one of the keys

continues in time with a use period of the other key, and both use

25 periods do not overlap with each other. Further, the sum of the

periods as the auxiliary key is set equal in time length to the use



functions will be described later in detail. The public key
certificate issuing center produces an electronic signature with its
own secret key (center secret key), using a nanme of t he nmenber

regi ster organi zation, the confirmati on key produced at 15 the nenber

regi ster system and other information Qi' nat ur e al gorithm effective
term.of signature, etc.) as signature object data, holds it as a
public key certificate and properly issues the public key certificate
in response to a request from each nenber. Each nmenber operating
syst em acqui r gseridt, &0 rhoredveethe firdPondiyeastds/tie aminlieeyrantethe egitst er
systemor via'the public key certificate issuing center, and applies
for a nenber roag gtamhsdhe adbsdliary keydogfore upglating apnset tacomcidewitha t he
public key certificate issuing center, a process of confirmng the
publ i c key ceragach other, andhthe fastl one year asdhe(main keysand dhekfingt axfe t he
public key certificate issuing center is 25 required. In the
fol | qui ng deseastasothe anxilirnbley afier updrting aremehitp|coincide with each

-12- be referred to as "nmenber”, the nmenber register system as

"member 5 rathex; dhig/iganainly; for considering sasinessef the keyoadre. i ssui ng
The system  strthe by WpdRtngds carPRacowt abAmachpoint f fic st orf; o)
acepti on of REPE e aristel B kBT P8R b be SR Bl kev, T the pgr g
port1on associoh o HEHARER sy I8 FEHH 4, £ it My B Frpmpmatiod of
meani ng that, fﬁ%ﬂé’éfy%i'f?)ﬁdopﬁiébﬁe dfitheSkéyy, essenti al but used in this

10 A combination of the contents of the main key and the auxiliary

key in each of the update object periods differs from that in another
period. Speciﬁcally, it is a0 and al in a certain update object period
while al and a0 in another update object period, or al and a2, ...

When the foregoing key updating is applied to the signature key

15 (SKT), the corresponding confirmation key (PkT) is also updated. The
signature main key is used for producing an electronic signature, i.e.
for issuing a member register certificate, while either of the
confirmation main key and the confirmation auxiliary key is used for
confirming the electronic signature, i.e. for confirming the member

20 register certificate. Despite the foregoing switching, each key can be
used as a signaturé key.

An effective term of the member register certificate, issued using
the signature main key while the key updating is executed according to
the forégoing schedule, becomes one year, i.e. one period. Accordingly,

25 as described before, if the two members Ul and U2 mutually confirm
the member register certificates L1 and L2, they were issued in the



10 exanpl e. In Fig. 1, "SkT1" and "SkT2" represent signature

keys before and after updating, "PkT1" and "PkT2" represent
confirmati on keys, "SkCA". represents a center secret key, "PkCA"
represents a center public key, "CERT" represents a public key
certificate, and "L1, L2" are member 15 jeegister certificates issued to
the menbers Ul and U2. An el ectronic signature with the signature key
(SkT 1, SkT2) is executed upon issuing t he nenber register
certificate. In the description hereinafter, the i ssuance of the
nenber regi st samergeriod et énithesgorivdsoffsetiohly byone. In ehe€of Member
signature. 20 A delivery sequence for the keys etc. in Fig. 1 is as
shown in Fig. registep certificates issued instiresperidds lofiset byhtwd, ameffeetivers U 1
and U2 acquires in advance the center public key PkCA and.can confirm
the public keyterm of enewdfithem hagpupirediuiBach ofithdmembere having the First,
t:he signature key SkT1 and the confirmation key PkT1l are prepared at

the nenber redhsihergiegister sertificatesswhpsesefigefive terms overlap with each

O B0, Gl oSG T F B e ek o ersy b
: CA (st S 1Q t 199) Ul,. applies, for nmber
Cegi strati on iigenor Bhd EPBREma G Pt ke 2t e GRnravaien | ne
auxiliary key. '

It is possible to add a use termination time to the confirmation
main key and the confirmation auxiliary key so that, when confirming
10 a member register certificate of another member, a member is
prevented from using the key exceeding the use termination time. This
makes it possible to easily deal with unjust alteration carried out
through decoding of the key exceeding the use termination time.
In the example of Fig. 3, the updating cycles of the two keys are
15 all set to four years. However, as shown in Figs. 4 and 5, the key
control method of the present invention can be carried out even when
updating cycles of two keys A and B are not constant, respectively.
For example, in a key updating schedule example of Fig. 4, the
updating cycles of the keys A and B change, though periodically, as 5
20 years, 6 years, 5 years, 6 years, ... In this example, like in the example
of Fig. 3, while one of the keys is used as a main key, the other key
becomes an auxiliary key. However, it differs in that use periods of
each key are not constant. Specifically, the use periods may be two
years in five years and three years in five years. However, even in this
25 case, the key updating can be smoothly carried out by updating one of
the keys while the other key continues to be a main key and by



5 nenber Ul sends out its own confirmation key (PkUl) (step S 105).
Wth respect to the confirmation key (PkU 1) of the nenber and other ..
i nformation, the menber register organization T issues the nenber
register certificate L1 using the signature key SkT1 (step S 106).
After a |apse of a given tinme, the nenber Jegister organization T 10
updates the signature key SkT 1 to the sfﬁ%ature key SkT2 (step S 107).
Then, the confirmation key PkT2 corresponding to the signature key
SkT2 after the updating is re-registered at the center CA (steps S 108

and S109).  starting a ubb!firiad Githe ihddted) (Whittis"ah hbiBAHP KeFtp

(PkT2) fromthe 15~ center CA (step S1 10), the menper U2 appli or-a
menber regtlsdnpat atime pointromeemination 6f t19¢ ¢kl BaribQdf thel GtHel S
event, the nmenber U2 sends out its own confirmation key (PkU2) (step
S 111). Key. h Furtipex thyt settingsafephse s¢ims of thetrespeetivekeye @b He at i on,
the menber regi ster organization T issues the nenber register :
certificate ZJongerdbanghenforegging updaking Sicles andepy Settily anleffectiadd er
t he nenbers Ul and U2 carry out nutual authentication based on the

nmenber 5 riggmetihe gleqtronia signature o be nedengs tha) one year from a Wen

the keys etc. are delivered as described above, at |east the
time point when it can be used as the signature main key, the security

upon using the key can be ensured. Also in this casé, the
confirmation main key and the confirmation auxiliary key are made
public in pair, and the electronic signature can be confirmed using
10 either of the paired confirmation keys. |
In a key updating schedule example of Fig. 5, updating cycles of
a key A change as 5 years, 6 years, 5 years, 6 years, ..., while updating
cycles of a key B change as 5 years, 5 years, 6 yeai‘s, 6 years, ... Also
~in this case, by executing the key updating according to a rule like the
15 - above and by alternately switching between a main key and an
auxiliary key, effects similar to those in the examples of Figs. 3 and 4
‘can be expected.
In the foregoing examples, two keys are prepared for each of
signature and confirmation. However, the key control method of the'
20 present invention can be carried out even in a case of more than two
keys. For eMple, Fig. 6 shows a key updating schedule example
wherein five keys are used.
In the example of Fig. 6, for convenience, five keys A to E are all
updated per cycle of five years and alternately switched to main keys
25  per year, respectively. Specifically, periods of each key to be used as an

auxiliary key are two years before and after a use period (one year),



follow ngs are required to be carried out: 25 (1) The nenber

regi ster organization T periodically updates the signature key SkT
and the confirmation key PkT wi thout stopping the

-14- I ssuance of the nenber register certificate; (2) The
menber register certificate L1 issued usi the signature key SkT1 and
t he nenber register certificate L2 issued™ising the signature key SkT2
are correctly confirmed through off-line between 5 the nmenbers Ul and U2;
(3) Upon confirmng the menber register certificates L1 and L2, an

operation of tfe‘ﬁ_jﬁiﬁ%’ 10 14 Gafé @RaltekAi 6f 8a¢h OF theUey®XATB!E is SBE to no
public key certi icateyC]:ERT (PkT), to the side of a cgﬁ)r(]terpart IS

gmitted. 10 shortéhehkayseven yedrsianheffective tenp lof eNElechroit isignRire ed
out at t he nenber regi-ster organization T for solving themw || be
descri bed came he setetootwo years at maxirfiuns,t which ¢ domger tisareithe @fieetivee

si npl est exanpl e, wherein one of two keys is set as a main key and the
ot her. as an autero fmg lenger than ol yeéatidn thfe exeanple ofifigl Asthe augnberiof
key for electronic signature by switching them according to a given
rul e, and Purtkeys ig {go). confirmati on keys corresponding to the two

signature keys are used (n yair for. confirm.ng the electronic

signature. That i s,lunaﬁi‘r%h‘ﬁylé@d% g schedyle szamplg of Rigy6atlae muapbesefs or
[ ' ' ke ﬁkT.

a‘gfgi ?\L e|t 25\/ sbﬁcgﬁggx’n u_bgplg)e tesg 8 ndlttagl%o%lgly %r(l)g elzrp%tlilcoﬂ)r cgn ation after

producing the electronic signatﬁre is five at maximum. Like in the

example of Fig. 3, the electronic signature can be confirmed using any
10  one of the five confirmation keys. As described before, the updating
cycles of each of the keys A to E are not necessarily the same in time
length. | |
Now, a key control system for carrying out the forégoing key
control methods will be described.
15 The key control system is provided independently or dispersedly
at the individual systems of the membership System, for example, at
.the foregoing member register organization T. As shown in Fig. 7, the
key control system comprises an arithmetic processing device 1, a
display output device 2, a data input/output device 3, a |
20 communication network connecting device 4, an information
processing control section 5, a data file device 6, a time control device
7 and a key producing device 8.
The arithmetic processing device 1 is a kind of a computer which
realizes required functions by executing a program stored in a non-
25 shown external storage device or ROM. The display output device 2 is
a display for visualizing the results of processing by the arithmetic



di stingui sh between the main key and the auxiliary key, the signature

key SkT as the nmain key will be referred to as "signature main key", the
signature key SKkT as the auxiliary key as "signature auxiliary key", the
confirmation key PkT as the main key as "confirmation main key", and 25 the

confirmation key PkT as the auxiliary keyéoas "confirmation auxiliary
key" .- : B - 15- The
keys are periodically updated at nutually different tines. Updat i ng
cycles are not necessarily the same in tine length. An average tine

period for safgrodessingedéevided &R, whéﬂa%atin@tﬁéﬁfp«@aewee% includes &)
updating cycle of the key is set to no greater than a tinme period 5

derived by submbast] othenpeiritasg deeices| o ldybvard| aat éxtartabsidrage Rvice
produced based on the corresponding key froma safe use termof the
correspondi ng &my inteirfacesi betweeretiseme The commmuirtigatidéntdonreetiny/ device 4
updating it before decoding thereof. The setting of the safe use term
can he carri econfrolsycommgnioagionssbetweean vadousanembsdrstdaned khe cesenCA.

5 The time control device 7 is a timer, and the key producing device 8 is
a device for producing keys.

The information processing control section 5 is a functional
block which is formed, for example, when the arithmetic processing
device 1 reads and executes the foregoing program. As shown in Fig.

10 8(a), the information processing control section 5 comprises a timing
assigning section 51 for assigning a timing of mode updating, an
updating section 52 for carrying out the mode updating, a switching
section 53 for switching between a main key and_an auxiliary key, an
exchanging section 54 for exchanging the key contents of the main key

15 and the auxiliary key, a producing section 55 for executing an
electronic signature, and a transmitting section 56 for transmitting
the electronic signature, the main key and the auxiliary key to the
exterior.

The timing assigning section 51 outputs a timing for selectively

20 applying a mode A for transferring the key contents of one divided
period to a subsequent divided period and a mode B for exchanging the
key contents mutually upon shifting from é prior divided period to a
subsequent divided period. |

- In the key updating schedule example of Fig. 3, the mode B is
25 applied upon shifting to the second year after a lapse of one year so

that the key contents a0 and al are exchanged between the main key



10 as a length of the key. The effective termof an electronic signature

S equal to or shorter than a period which is the shorter of a first
di vi ded period and a | ast divided period. . Fig. 3is a
di agram concretely show ng an updati ng schedul e of _ each key. Since a
rel ati onshi p between the main key and thgﬂfuxiliary 15 key is conmmon to
the signature key SkT and the confirmati key PKT, it is shown with
respect to only one of them Here, for convenience, updat e obj ect
periods of the two keys are both set to one year, safe use terns

thereof are boafidthe dwexiliarg kegarFheRo8e 20is AppEye isort Bﬁiﬁﬁ{ﬁg 6 he all

set to four years, and each key is used as an auxiliary key im the 20

first one yearthird yehe aftesta tayeseyobtwaydass, whepein Heykey cobtents al of the
internediate two years. In the figure, "a0", "al", "a3" and "a4"

represent the madndeysare/siicesededf whille theylsey centeritia®bf the auxiliary key | n
the exanple of Fig. 3, a use ‘pe_ri od of one of the keys continues in
tinme .with a usarepapdatedto {'a2".oblace thy medel Avand theemods B mareiapisliatb not
overlap wi th each other. Further, the sumof the peri ods as the

auxiliary Rey ¢xclicallyeguicle hlf%tﬂ]nfélq BogienBtis appliegsafter the mode A may-be
’ referred to as "cycle A", while a cycle until the mode A is applied after

the mode B may be referred to as "cycle B" in the description
hereinbelow.
The updating section 52 carries out the foregoing mode
10  switching and stores a mode flag (cycle A/B) representing a current
cycle in the data file device 6 so as to be referred to upon subsequent
mode updating (cycle switching). The switching section 53 switches
between the main key and the auxiliary key with respect to the keys for
each of signature and confirmation. The exchanging section 54
15 exchanges the key' contents for new ones. The producing section 55
executes, using the signature main key, an electronic signature with
respect to signature object data designated per signature producing
request. |
As shown in Flg 8(b), the data file device 6 stores therein a
20 mode flag 61, a confirmation main key 62, a signature main key 63, a
confirmation auxiliary key 64 and a signature auxiliary key 65. The
member register organization T holds the confirmation main key 62
and the confirmation auxiliary key 64 because there is a chance that
the confirmation keys are directly distributed to the members, not via
25 the center CA. -

Now, an operation manner of a membership system utilizing the



-16- period, and noreover, the first one year as the main key and

t he | ast one year as the auxiliary key before updating are set to
coincide with each other, and the | ast one year as the main key and
the first one year as the auxiliary key after updating are set to
coincide with each 5 other. This is maijJyy for considering easiness of
the key control. The key updat9“ig is carried out at a start
~point of the |last one year while one of the keys continues to be the
mai n key. Then, the use- period of the updated key is started at a tine
poi nt of termfopégsingdtey control Bysteift witl b@deSéribbg, one of the keys. 10
A conbi nation of the contents of the main key and the auxiliary key in

gach of the update AbjsehenpsticltissHOWES Fig. O] theanenibéerelip Yystem isPer i od.
Specifically, it is aOand al in a certain update object period whi | e

al and a0 in asomstitutedday eonjeetingpe tichett sellimd opganzation B, a user Wen
the foregoing key updating is applied to the signature key 15 (SkT), the
cor r espondi ng wenthemit akssrvicekaiferey Idbaingupdatheds, féspectivelysitgraat ur e
mai n key is used for producing an electronic signature, i.e. for

i ssuing” a RenbBemiey; xegister organizatien Tuvial @ commumnication etwork.
confi-rmati on Eﬁéﬁ keﬁ(ﬁ}nd the confirmation auxiliary key is used for
confirmng th gughdgheckey gpptrplsystem of the peegantinvgntiea iscprarided at

register certificate. Desgi,tg t he fqregoi wi tchi ng, each key can be
sed as a s ré‘teuﬁngnﬂl%' [ register organ?ﬁﬁ@p?lgéfw eRIraRges that the
lrJegister celr?i(;thtégtrﬁ ?rs ed. usin e&ﬁ? siqpatyre main k Il e the
key updating is execﬁ?g%rgcacrgr%?ﬂgxpgld ?’ng'&br iﬁ){ﬁ ﬁ@sw?%g}\l%,e%ones
one year, i.e. i ' ' before, i.f the two
rrenb)ér s U1l arﬁeﬁgaér%ue{suaﬁ?‘f%ﬁ%%%%gg au%ﬁ? H@a?r%%@%g‘ﬂ?%qoﬁé}Wi%t es
L1 and L2j0t heshcigplionSteésthigie! he |

An operation procedure of the membership system is as shown

in Figs. 10 to 12.

(1) Member Registration
Referring to Fig. 10, the member register organization T first sets

15 a date to carry out key updating (for example, January 1 every year).
Further, the member register organization T prepares the confirmation
main key PkTm 62, the signature main key SkTm 63, the confirmation
auxiliary key PkTs.6_4 and the signature auxiliary key SkTs 65, and sets
the mode flag 61 to "cycle A" (step S201).

20 The user member U prepares its own signature key SkU and
confirmation key PkU, and transmits member registration request
information including the confirmation key PkU and rﬁember
information IdU such as a user name to the member register

‘organization T (step S202).
25 - In the member register organization T, the confirmation key PkU

is extracted from the transmitted member registration request



-17- sane period or in the periods offset only by one. In case of

menber register certificates issued in the periods offset by two, an
ef fective termof one of them has expired. Each of the nenbers having
t he menber register certificates whose effective ternms overlap with
each 5 other, can confirmthe nenber rpgister certificate of the other
menber using either of the confirmation main key and the confirmation
auxiliary key. It is possible to add a use termnation tinme to
the confirmation mai n key and the confirmation auxiliary key so that,
when confirm ngfofBationyeme sigregust @bject datd Boobtahed st aaam?aher, a
menber 1S prevented fromusing the key exceeding the use termnation
time. This  effectisecterim Blusto theeconfiemsition RepPlii tlb thejpreidudibgr at i on
carried out t hrough decodi ng of the key exceeding the use term nation
tinme. sectiom5braf theakey eontratisystesn. tThem,pidre inegnbgr register t he two
keys are 15 all set to four years. However, as shown in Figs. 4 and 5, the
key - organization T signs the signature object data using the signature

5 main key SkTm and issues a member register certificate Lu.
Thereafter, the transmitting section 56 transmits the member register
certificate Lu together with the effective term Elu, the confirmation
key PkU, the member information IdU and the foregoing confirmation
main key PkTm 62 and confirmation auxiliary key PkTs 64 to the user

10 member U (step S203).

The member register organization T can receive a member
registration request at any time and issues the member register
certificate Lu which is effective for one yéar from a date of a membgr
registration.

15 Similarly, the ticket selling organization B and the service
offerer I also request member registrations and receive member register
certificates Lb and Li.

When the first key updating date (January 1) comes, the member
register organizaﬁon T refers to the mode flag 61 and updates the

20 current cycle A to the cycle B at the updating section 52 (step S204).
Subsequently, the switching section 53 switches between the main key
and the auxiliary key (step S205). _ .

- When the second key updating date (January 1 next year) comes,
the member register organization T updétes the current cycle B to the

25 cycle A at the updating section 52 (step S206). Subsequently, new
keys produced at the key producing device 8 are kept as auxiliary keys



control nethod of the present invention can be carried out even when
updating cycles of two keys A and B are not constant, respectively.

For exanple, in a key updating schedul e exanple of Fig. 4, the

updating cycles of the keys A and B change, though periodically, as 5 20
years, 6 years, 5 years, 6 years, ... Inzghis exanple, like in the exanple

of Fi.g. 3, while one of the keys is used“as a mmin key, the other key

beconmes an auxiliary key. However, it differs in that use periods of
each key are not constant. Specifically, the use periods may be two

years in five a)t%%se)éﬂfbﬂggihg%déﬁ@&ﬁ54'@sfépfs2ww Theblo WeE Gepeat@by b S
25 case, the key updating can be snoothly carried out by updating one of

the keys whil gnbRecpélean fori yweitsiBBiAg drpupdatingecyclé etepsB208 to S211).

‘starting a use period of the updated key (which is an auxiliary key up
to then) at a tinelpges prefeirabbe in vidw of the dseearityethadrtheddistribiationt bfthe
key. Further, by setting safe use terns of the respective keys to be
- confirmation keys (transmission of the confirmation main key PkTm
5 62 and the confirmation auxiliary key PkTs 64) to the user membei.U,
the ticket selling organization B and the service offerer I includes off-
line processes. For example, also by using a method of handing over
upon meeting, mailing, sending by facsimile or the like, more security
is ensured. If carrying out only the on-line transmission, some kind of
10 authenticated communication is required.
When using a public key certificate of the center CA, since the
normal public key certificate includes only one confirmation key being
a public key, there are a method of modifying a format of public key
certification to include two public keys and a method of using two |
15 public key certificates. This makes it possible to utilize the public key
certificate of the center CA.
(2) Registration of Service Offer Information
Referring to Fig. 11, the service offerer I transmits item
information depending on necessity, such as service offer guarantee
20 information C, a confirmation key PkB of the ticket selling
organization B, an effective term Ec of the service, an issue
- consecutive number Rc of a ticket, member information IdI and the
service contents/amounts of money, to the ticket selling organization
B (step S301). These are information which enables the service offerer

25 TIto confirm, after the fact, the genuineneés of a ticket sent after the

fact. By registering such information in advance at the ticket selling



| onger than the foregoing updating cycles and by setting an effective 5
termof the electronic signature to be no |onger than one year froma
time point when it can be used as the signature main key, the security
upon using the key can be ensured. Also in this case, the

confirmation main key and the confi rrratl_%irauxi liary key are made

publi-c in pair, and the el ectronic signa e can be confirmed using 10
either of the paired confirnmation keys. In a key updating
schedul e exanple of Fig. 5, updating cycles of a key A change as 5
years, 6 year sorganigation I, tiftieds a meriﬁ’\fhétewhléﬁaﬂid"ﬁser mem®b¥f '[Féo ﬁ{mi’tskey
B change as 5 years, 5 years, 6 years, 6 years, ...

case, by execudéounbld heekef thpdttketorattrotidkot seliry bisgaﬁnba’ﬁ@nt BQ:orﬁﬁﬁ?é’OVe

and by alternately switching between a main key and an . auxiliary key,
effects sim | saantumjusbdhing) it kanchedetestedibdfops sefrieadfféring.  can be
gxpect ed. In the foregoing exanples, two keys are prepared for
each .of ($) gnaBalecofiRigkednf i r mat i on. However, the key control method

of the 20 _present invention can be carried out even in a case of nore than

Reys. ForWé;@ahm wuatly,confizming the magmhsaaegisjes codificates)lanpl e

| vx/ner ein f ve kaﬁ/a b getuvggen the user member U and the ticket selling organization
B, the following procedure is carried out:

The user mémber U first transmits the member register

certificate Lu, the confirmation key PkU, the effective term EIU and a

10 challenge (authentication request) to the ticket selling organization B
(step S302). Here, the challenge is used as an example of the
encryption technique/signature technique.

Thé ticket selling organization B tries both of the confirmation

‘main key PkTm and the confirmation auxiliary key PkTs held by itself,

15 6n the member register certificate Lu etc. sent from the user meinber U
(step S303). It does not matter which of the member register
certificate Lu of the user member U and the member register certificate
Lb of the ticket selling organization B was issued earlier, or whether
the member register organization T updated the signature key between

20 the prior issuance and the later issuance. As long as the member
register certificates Lu and Lb are both effective, the signature can be
confirmed using either of the confirmation keys. It is not necess.ary to
go to the public key certificate issuing center CA to obtain the public
key certificate, or transmit it from the user. If the signature is

25 confirmed by eithe; of the confirmation keys, the procedure advances

to a subsequent step. If not confirmed, since this means that the



In the exanple of Fig. 6, for convenience, five keys Ato E are all

updat ed per cycle of five years and alternately switched to main keys 25
per year, respectively. Specifically, periods of each key to be used as an
auxiliary key are two years before and after a use period (one year),

-19- respectively. If a safe use tﬁim of each of the keys Ato Eis
set t-0 no shorter than seven years,“an effective termof an

el ectroni c signature can be set to two years at naxi mum which is

| onger than the effective term (no |l onger than one year) in the -
exanmpl e of Fi Qmeﬁﬂ()éﬂ“ﬁe%is'fé?%exﬁﬁcaté Luyfot éfféc\!ﬁ’s)e sale of a ticket 19'réfi@eley
updating schedul e exa Fig. 6, the nunber of confirmation keys
si mul t aneousl y(stquspmblN@, step S30B).r mati on after producing the

él ectronic si gnature is five at maxi num Like in the exanpl e of Fig.

3, the electronic sThem; the ticket selling brgarttatiomB transmits a signature,
i which was produced using a signature key SkB of the ticket selling
5 organization B with respect to the its own member register certificate
Lb, the confirmation key PkB, an effective term EIB and the challenge
sent from the user member U, to the user member U (step S306). '
The user member U tries both of the confirmation main key
PkTm and the confirmation auxiliary key PkTs held by itself, on the
10 member register certificate Lb sent from the ticket selling organization
"B (step S307). If the signature is confirmed by either of the
confirmation keys, the procedure advances to a subsequent step. If
not confirmed, sihce this means the member register certificate Lb to
be non-effective and there is a possibility of a false ticket selling
15 organization, the purchase is stopped (step S307: No, step S308).
When the member register certificate Lb is confirmed, the user
member U confirms the signature of the ticket selling organization B
relative to the challenge sent by itself, using the confirmation key PkB
of the ticket selling organization B. If confirmed, the procedure
20 advances next. It has been confirmed that the confirmation key PkB is
a genuine public key of the ticket selling organization B, by confirming
the member register certificate Lb of the ticket selling organization B.
The user member U transmits information H about a ticket to be
purchased, attached with an electronic signature produced by the
25 signature key of the user member U relative to ticket information aﬁd

a challenge produced by the ticket selling organization B, to the ticket



10 one of the five confirmation keys. As described before, the updating
cycles of each of the keys Ato E are not necessarily the same in tine

| engt h. Now, a key control system for carrying out the

f oregoi ng key control nethods will be described. 15 The key:
control systemis provi-ded i ndependent | y_?gr di spersedly at the

i ndi wi dual systens of the nenbership systém for exanple, at t he

foregoi ng nenber register organization T. As shown in Fig. 7, the - key
control system conprises an ari-thmetic processing device 1, a di spl ay
out put devi ce s2lling dapanization Bispas eapply or @ pu2ehaseaftheaidlan (@eéspvor k
connecting device 4, an information processing control section a
data file deviS30%, a tinme control device 7 anda key producing

devi ce 8. The arithmetic processing device 1 is a kind of a
conput er whi ch The tigkiet selling) orgaxlizatiost Bornfigmstheuticket mfprmgrtion
stored in a non-_ 25 shown external storage device or ROM The. display

out put devi ce and ifs electronicipignatyre sentifeem the wger memben U s1sing the

i th ithnetic
processi nggby confrmation kely PkU of the user member U (step S310). If the ticket

information and its electronic signature are confirmed, the procedure
advances to a subsequent process (step S311: Yes). If not confirmed,
since this means that one other than a legitimate holder of the
member register certificate Lu applies for the purchase, or that data is

10 altered during communication, the sale of the ticket is refused (step
S311: No, step S312).

The ticket selling organization B .produces ticket signature
information F with respéct to signature object data including the
confirmation key PkU of the user member U, the service offer guarantee

15 information C, the effective term Ec, the issue consecutive nurﬂber Re,
the membér information Id], a ticket sale consecutive number Rf of the
ticket selling organization B, and a ticket effective term Ef. Since the
ticket signature information F should take a different value 'per ticket,
the signature object data includes the ticket sale consecutive number

20 Rf. Thereafter, the member register certificate Li of the service offerer
I, a confirmation key PkI, an effective term EN, the ticket sale
consecutive number Rf, the ticket effective term Ef and the ticket
signature information F are transmitted to the user member U (step
S313).

25 The user member U checks the member register certificate Li of

the service offerer I using the confirmation keys PKT of the member



- 20- ~ processing device 1 etc. The data input/output device 3

I ncl udes a. nouse, other pointing devices, a keyboard, an external

st orage devi ce and interfaces between them The comunication
connecting device 4 control s conmuni cati ons between vari ous nenbers
and the center CA. 5 The ti'ne control dgvice 7 is a tinmer, and the key
produci ng device 8 is a device for producing keys. The

i nformati on processing control section 5 is a functional bl ock whi ch
is formed, for exanple, when the arithnetic processing device 1 reads
and executes tregister eg8anzabicROTANS the hibAiberiregidter céfifi8a® Li ihe

I nformati on processing control section 5 conprisSes a timng assi gni ng
section 51 forcoafivnged.nheausernmgmbér tbdenfinustthedforegoing servidadfféry
section 52 for carrying out the node updating, a swtching section 53

for sw tchi ng $eradee infarimatien GQusding the)donfirmatien keynPkl of theseiwicgi ng
section 54 for exchanging the key contents of the main key 15 and the
auxi i ary key offergr d@nd copfiress the fesegoing higkeh signaturel ect r oni ¢
signature, ,.and a transmtting section 56 for transmtting t he

el ect roni cOsi JRIFTIRRLIONNE using the,coairmationdey PkB/okte tigketselling f

ext eri or. . The tim assigning sectiogn 51 outputs a timng for
sel ectively _ZG’IgBBF%ﬁtLbnAi'n%g?%ﬂFgFgﬁﬁ%%WFri : mﬁgoi@eg f‘éﬁn@‘é‘ﬁ;s of one
di vi ded - period t subseque djvided period_and a_ymde B for
‘exchangi ng th%onﬂ%mqggﬁ?olﬁ%rnﬂ’serﬁ%?ﬂgl P%ﬁdﬁi‘%ﬁ?ﬁ?ﬁ%ﬁp%@a prior .

di vi ded peri og‘q 0 Jjge o Tfa%stequent di vi ded peri od. . In the key
updati ng schedul e exanpfe of Fig. 3, the node B is 25 applied upon shifting

.5 e 350rd Lo, T bR 130 R0 Rkgeber U B o Tl 1
10 register certificate Lu, the confirmation key PkU, the effective term Elu
and a challenge to the service offerer I (step S401). |
The service offerer I, like the ticket selling organization B,
confirms the member register certificate Lu of the user member U (step
S402). If confirmed, the service offerer I transmits the member register
15  certificate Li of the service offerer I, an electronic signature relative to
the challenge, and a challenge to the user member U (step S403: Yes,
step S405). o
The user member U also confirms the member register certificate
~ Li of the service 6fferer I and the electronic signature of the challenge .
20 (step S406). If confirmed (step S407: Yes), the user member U
produces, using its own signature key, an electronic signature with
respect to the ticket signature information F, the confirmation key and
the challenge of the service offerer I, i.e. with respect to user signature
information S, the member register certificate Lb, the confirmation key

25 PKkB, the effective term Elb, the ticket signature information F, the

ticket sale consecutive number Rf, the effective term Ef, the service



-21- and the auxiliary key. The node A is applied upon shifting to
t he third year after a |l apse of two years, wherein the key contents
al of. the mai n key are succeeded while the key contents aO of the
auxiliary key are updated to "a2". Since the node A and the node B
are applied 5 cyclically, a cycle until e node B is applied after the
node -A may be referred to as "cycl €"A", while a cycle until the node
Ais applied after the node B may be referred to as "cycle B" in the
description her ei nbel ow. The updating section 52 carries

out the foreguffer ghdtarii@eInifbaNaAONCJthé dfite BoABEGu il aurABEr RALRE
representing a current cycle in the data file device 6 so as to be

referred to upeffectivesteoneflc and theotemipeiainfosmation RIS wrid fiai®mitshe to

swi t chi ng section 53 switches between the main key and the auxiliary

key with respedde servideeoﬁ'a;er If(step S407: &wsh stép S4PML ure and confirmation.

The exchangi ng section 54 15 exchanges the key contents for new ones. The

produci ng section 5Bhe servicexnﬁcmcels confirms theesaivigeofferguaranteey, an

el ect ron C§SI ginat et C the hclgeetssierclélttgl(')e fr;tglr']ri[alij:iroen Iq‘bjtlelgtusde?'tsal rdlgaugenat °d

per si gnat r e 1pfeEmation g ig
information S and the ticket effectlve terms Ef and Ec, and further
confirms whether the ticket has been used. If confirmed, an offer of
the service is started (step S410). If the results of the mutual
authentication between the service offerer I and the user member U are

10  negative, the service offer or the application is stopped (step S403: No,
step S404, step S407: No, step S408).

(5) Assignment of Ticket
Through the following procedure, transfer of a ticket can be
carried out between members.

15 A member U1l delivers a ticket with a signature indicative of
transfef certification to a member U2. The member U2 transmits the
ticket and the transfer certification to the service offérer L. Thé service
offerer I confirms the ticket and the transfer certification and offers a
service to the member U2.

20 While running the membership system, there arises a case
wherein it becomes necessary to confirm by other than the foregoing
ticket selling organiZation B or ticket offerer I whether a member -
register certificate presented by the user member U is issued from the
member register organization T, or whether an electronic signature is

25 legitimate. In this event, the legitimacy of the member register

certificate in question is confirmed using an authentication system of



request. As shown in Fig. 8(b), the data file device 6 stores
therein a 20 node flag 61, a confirmation nmain key 62, a sighature main

key 63, a confirmation auxiliary key 64 and a signature auxiliary key
65. The menber register organization T holds the confirmation main key
62 and the confirmation auxiliary_égy 64 because there is a chance

t hat . the confirmation keys are directly distributed to the nenbers,
not via 25 the center CA Now, an operation manner of a

menber ship systemutilizing the

-22- f ghegresenk yvérptibnol systemwi | be descri bed. As
schematically shown in Fig. 9, the nenbership systemis constituted

by connecting a ti gl aathéntigatiogaystan Bpfvidedsdth a first confgnhing and a
Service offerer | being nenbers, respectively, toa 5 nenber register

organi zati on $egtionawhivhnveceiats an elettwonlic signature and a plurality of
! confirmation keys and confirms the contents thereof, and a second
5 confirming section which confirms the received electronic signature
with one of the plurality of cbnﬁrmation keys. If confirmed at the
second conﬁrming section, it is determined that the electronic
signature is legitimate. These confirming sections are, for example,
functional blocks formed in a computer when the computer reads and

10 executes a given program.

The received electronic signature may be produced by one of
signature keys updated at different times.

Referring now to Fig. 13, another structural example of a
membership system will be shown.

15 Although the basic operation is the same as that of the
membership system of the structure shown in Fig. 9, the key control
systems of _the present invention are provided not only at the member
register organizatibn T but also at the ticket selling organization B in
this eXample. Further, in the membership system of the structure

20 shown in Fig. 9, the ticket sélling organization B has a pair of keys,
while, in this example, issuance of a member register certificate L is
requested using two pairs of keys.

Specifically, in the ticket selling organization B, two signature
keys for ticket (SkBm/SkBs: hereinafter "ticket signature keys") are

25 prepared as a main key and an auxiliary key, which are updated, for

example, according to the key control schedule as shown in Fig. 3. .



Al t hough the key control system of the present invention is provided -at
the nmenber register organization T, it may al so be arranged that the

ot her menbers are also provided therewith. It is assuned that each

menber is capable of at |east authenticated comuni cation using an 10
encryption technique. - An operation procedure of the nenbership
systemis as shown in Figs. 10 to 2-° (1) Menber Registration
Referring to Fig. 10, the nenber register organization T first sets 15 a
date to carry out key updating (for exanple, January 1 every year).

Further, the rrenberugggjﬁ, hg@@f%ﬁbirﬁemﬁdﬁ%ﬁtﬁ cePRAERI 1, Rt | On
mai n key PkTm 62, signature main key SkTm 63, the confirmation

auxiliary key @Jﬁuﬁg tihiingd of shonaidke ﬁ?ﬁhﬁhﬁ Key are Hotsnéssanty 86t S
the node flag 61 to “cycle A" (step S20 1). 20 The user nember U

prepares its olfe saxgeaiitheedety oflét, ik may be getthe msaime wikle ealklbthend
transmts nenber registration request I nformation including the

confi,rmati on Kdgweker,dhds mechssary that ¢axflho ticket sigriaturs ldy has anusifectivane
to the nmenber register organi zation T (step S202). 25 In the
menber regPst diernr gauak te osdongen thar enf effective renne piithe member register

) certificate L. .

Here, such ticket signature keys are used each having the same
updating timings as the member register certificate L and an effective
term of the same time length as the member register certificate L. For

10 example, it is assumed that a member registration is executed on April
1 and updated per year.

When an effective term Elb of a member register certificate Lb of
the ticket selling organization B has expired, the ticket selling
organization B sends its own confirmation keys PkBm/PkBs at that

15 time to the member register organization T to request issuance of a.
new member register certificate Lb.

Upon depositing service offer guarantee information C at the
ticket selling organization B, the sérvice offerer I acquires the member
register certificate Lb of the ticket sélling organization B, the

20 confirmation keys PkBm/PkBs and the effective term Elb. An effective
term Ec of the service offer guarantee information C is set to, for
example, no longer than one year after the issuance. If the signature
of the member register certificate Lb is confirmed, the member register

~ certificate Lb, the confirmation keys PkBm/PkBs and the effective ferm '
25 Elbare képt. |

Upon purchasing a ticket, the user member U acquires the



Is extracted fromthe transmtted nenber registration request

-23- i nformati on, and signature object data is obtained by adding an
effective termElu to the confirmation key PkU at the producing

section 55 of the key control system Then, the nmenber register _
organi zation T signs the signature objec ata using the signature 5 main

key SkTm and i ssues a nenber register cel -'ficatg Lu. Thereafter, the
transmtting section 56 transmts the nmenber register certificate Lu
together with the effective termEl u, the confirmation key PkU, the

menber i nf or mamieanbéctégister dertifivate Ub6f RN tickebbillig orgafiBafiokes. R ig 62
and confirmation auxiliary key PkTs 64 to the user 10 nenber U (step .

S203) . one of the mertbe to prgvidlectheokgpobnsiol Bystewof {18 pragert Menber
‘registration request at any time and issues the nenber register

certificate Lunwention at ¢he dicketesedlingmrgaptzation Brthatiit is 06t ae
registration. 15 Simlarly, the ticket selling organization B and the

servi.ce torkeapthe agnuired-memnbentegisterresytificase Linef thelticketseling

mber regLster
e g5 organization after confirming the ticket.

The user member U transmits the ticket to the service offe'rer.I.
Here, the user member U transmits the service offer guarantee
information C, ticket signature information F, user signature
information S, a member register certificate Lu, the effective term Ec,

10 an issuance consecutive number Rc, member information IdI, a ticket
sale consecutive number Rf, an effective term Ef, a confirmation key
PkU and an effective term Elu.
Even in a case where the key of the service offerer I is updated
after the service offerer I acquires the member register certificate Lb of
15  the ticket selling organization B and before the user member U .
acquires the signature of the ticket selling organization B, since the
member register certificate Lb can be confirmed with either of the main
key and the auxiliary key of the ticket selling organization B, it is not
necessary to carry out a process of acquiring the key again.
20 . Now, the key updating schedule will be described.

Also in this case, the member register organization T updates
each key per year. As described before, the member register
organization T produces a key, effective for five years, every two years.
This key is used as an auxiliary key in the first and last periods, i.e. in

25 the periods of the first and fourth years, and as a main key in the

intermediate two periods, i.e. in the periods of the second and third



certificates Lb and Li. When the first key updating date
(January 1) cones, the nenber regi ster organization T refers to the
node flag 61 and updates the 20 current cycle Ato the cycle B at the-
updati ng section 52 (step S204). Subsequently, the sw tching section
53 switches between the main key andot he auxliary key (step S205).
When 4 he second key updating date (January 1 next year) cones, the
menber regi ster organi zation T updates the current cycle Bto the 25 cycle
A at the updating section 52 (step S206). Subsequently, new keys

produced at tlyearsy Inrthdscase, tey effectivetermeasfithesmemibeér fégistedVertificate
- 24- at the exchangi ng section 54 (step S207). These are repeated by

one nor ds sgtite dane year oy desss then opeayearn d@hertickstdellingidigansiifon 0
S211). It is preferable in view of the security that the

di stribution d updates the kaysfat difforont kiswingst asanempesedrwith thieemember
confirmation nmain key PkTm 5 62 and the confirmation auxiliary key PkTs
64) t.o the usdegidgherganization Thdn thigcaseeithe eycly igathe sains, iB. ame t he

[ f er | ipclydes, off- | ine processes. For exanple, also by
Eglr \rlllgcg (r)re ﬁgd’ caf- Hgﬂ&?%ﬁﬁé{@el}erm of the ticket Iosignature information F is set to

one year or less than one year.

The member register organization T and the ticket selling
organization B register the updated keys, respectively. This is for
substituting for authenticated communication. With this

10 arrangement, the user member U and the service offerer I can acquire
the keys of the member register organization T and the ticket selling
organization B from the center CA when updating the member register
certificate L, registering the service offer guarantee information C and
purchasing the ticket signature information F.

15 Hereinbelow, the run of actual key updating will be described

| according to a schedule example of Fig. 14.

Here, it is the main point that the member register certiﬁcatgs
issued by the member register organization T can be confirmed between
the service offerer I and the ticket selling organization B upon

20 depositing the service offer guarantee information C, between the user
member U and the ticket selling organization B upon purchasing the
ticket and between the user member U and the service offerer I upon
using the ticket, and that the ticket signature information F issued by
the ticket selling organization B can be confirmed upon using the

25 ticket.

In Fig. 14, it is assumed that the contents of confirmation keys



upon neeting, mailing, sending by facsimle or the like, nore security
Is ensured. If carrying out only the on-line transm ssion, sone kind of 10

aut henti cated conmmuni cation is required. When using a public key
certificate of the center CA, since the normal public key certificate
i ncl udes only one confirmation key being 4- a public key, there are a
nmet hod of nodifying a format of public ké%/ certification to include

two public keys and a method of using two 15 public key certificates. This
makes it possible to utilize the public key certificate of the center

CA. (2) PReyiiattha first péride (fisteyedr) ke Ul it #fnain key is tQ and
Referring to Fig. 11, the service offerer | transmts item i nformation
dependi ng on naneasdiligry keghsad. siey thesecdiic pegioa), dondanidtion KeysPiToN C,
a confirmation key PkB of the ticket selling organi zation B, an

ef f ective ter naEcsuéhtthat semaindeyaand smuauxiliary keynaee switchedinber Rc of a
ticket, menber information Idl and the servi ce contents/anmunts of
money, to the thesrbetwesn iamgl themthe anabnkey becomgsst kwiakothe atixiliaryar e
informatiog,ewhich enabl es the service offerer 25 1 to confirm after the

fact, the genukeehesemss 9. Faythersdnthgrthird peiod, confirmatiorBkeyes k% i ng

- ' ' t the ticket sellin
such-informti gﬂe 'sﬂcgqci{xgg %emaain key remains t whﬂéJ an auxiliary key has the

contents t2 newly produced.
_ A member register certificate L1 of the user member U is issued
“in the third period. Specifically, the member register certificate L1 is _

10  produced by a main key of signature keys SKT3 corresponding to the
‘main key t1 of the. confirmation keys PkT3 in the third period. At this
time, the main key t1 and the auxiliary key t2 of the confirmation keys
PkT3 in the third period are delivered to the user member U. Then, a
member register certificate L2 is issued in the fourth period.

15 Specifically, the member register certificate L2 is produced by a main
key of signature keys SkT4 corresponding to a main key t2 of
confirmation keys PkT4 in the fourth period. At this time, the main
key 12 and an auxiliary key t1 of the confirmation keys PkT3 are
delivered to the user member U.

20 The foregoiﬁg is also applied similarly to member register
certificates L1, L2, L3, ... of the service offerer I and member register
certificates L1, L2, L3, ... of the ticket selling organization B.

Here, however, keys of the ticket selling organization B are also
updat'ed according to the key control méthod of the present invention.

25 A portion with PkB1, PkB2, ... shown beside the ticket selling
organization B in Fig. 14 represents this. The ticket selling



- 25- organi zation B, there is a nerit that when the user nenber U
commts doubl e uses of the ticket or the ticket selling organization B
comits an unjust thing, it can be detected before service offering.
(3) Sale of Ticket 5 When mutual ly confirm ng the menber register
certificates Lu and Lb between the r menber U and the ticket

sel li-ng organi zation B, the followny procedure is carried out:

The user nmenber U first transmts the nmenber register certificate Lu,
the confirmation key PkU, the effective termE U and a 10 chal | enge

(aut henti cati aikgaefz®Gon B 8ehds ddrifii@hatich! kéyg B B3¢ Fadhicth Rain ket SheP

S302). Here, the challenge is used as an exanple of the encryption

t echni que/ si great anxiliaphkegte.the member regi¥eriorghalizfedn M fegiagytzati on B
tries both of the confirmation mai n key PkTm and the confirmation

auxi | i ary key iBkilanbelof sbomermbet fegisterocertificatenber regi ster certificate Lu
etc. sent fromthe user nenber U (step S303). It does not matter which

of the nenber regi sNew, authenéicationch¢vdaan the ulser memberthand thesetviee '
menber register certificate Lb of the ticket selling organization B
was i ssuedSearaffezer Igvillbedgseribed. the nember register organization T

updated the signatyre key between 20 the prior. issuance and the | ater
i ssuance. As |ong aSh¢ RCmbeEdegister certificate L2cek the nsex membenibibas are

Db e on el AL nelel ey 11, SO R Stk e, ™
e e | S S 14 R e v SR P
e o e R PR AR o et et R it
10 the member register certificate L2 of the user member U, the member
register certificate L1 of the user member U can be confirmed with the
main key t1. On the other hand, since the service offerer I has
acquired the main key t2 and the auxiliary key t1 upon issuance of its
member register certificate L2, the signature contents of the member
15  register certificate L1 of the user member U can be confirmed with 1;he
auxiliary key tl.
Similarly, since the user member U has acquired the main key t1
and the auxiliary key t2 upon issuance of its member register
certificate L1, the member register certiﬁcate L1 of the service offerer 1
20 produced with the main key t1 or the member register certificate L2
produced with the main key t2 can be confirmed. On the other hand,
since the user member U has acquired the main key t2 and the
auxiliary key t1 upon issuance of its member register certificate L2, the
member register certificate L2 of the service offerer I can be conﬁrm;ad
25 with the main key t2. |

Confirmation can be similarly carried out between the service



- 26- menber register certificate Lu is not effective, sale of a

ticket is refused (step S304: No, step S305). Then, the
ticket selling organization B transmts a signature, which was
produced using a signature key SkB of the ticket selling 5 organi zation B
with respect to the its own nenber regist certificate Lb, the
confi.rmati on key PkB, an effective term and the chal |l enge sent
fromthe user nmenber U, to the user nenber ‘U (step S306). The
user menber U tries both of the confirmation main key PkTm and t he
confirmation apffererdl and eheRiditetsdlinBlorgha®idtior® B hRE bt es usegi st er
certificate Lb sent fromthe ticket selling organization B (step
S307). |If the miegnberteand thenfickeescllingesidagrzation B, confirmation
Keys, the procedure advances to a subsequent step. If not confi raed,

since this means t hasdesbribedeajoites thedssuancedf the member register
non-effective and there is a possibility of a false ticket selling 15
organi zat i on, ¢erdifinate cancbe cagriegmit anytimesand, andongtasptiss adyxtual

When the nenber register certificate Lb is confirmed, the user menber

U confi r s 2t heM$igher traister qextificatescl ageaffectiver Hagcounterpagt member

register certificates L can be confirmed anytime in any combination
thereof between the service offerer I and the ticket selling orgaﬁization
B, between the user member U and the ticket selling organization B
and between the user member U and the service offerer I, using the

10 keys (PkTn) held by themselves.

Now, the ticket signature information F will be described in
more detail.

It is assumed that the ticket selling organization B performs the
key updating in order of the confirmation keys PkB1, PkB2, ...

15  Specifically, it carries out the key updating according to the same rule
wherein the foregoing member register organization T updates the
confirmation keys PkT1, PKT2, ...

The service offerer I registers the service offer guarantee
information C at the ticket selling organization B. Upon such a

20 registration, the service offerer I obtains the main key and the .
auxiliary key of the ticket selling organization B. It is assumed that
effective terms of the service offer guarantee information C and the
ticket signature information F are set to, for example, one year.

When the user member U pﬁrchases a ticket, the ticket selling

25 organization B produces ticket signature information F1 using a

signature key corresponding to a main key b1 of confirmation keys



relative to the challenge sent by itself, using the confirmation key PkB
of the ticket selling organization B. If confirned, the procedure 20
advances next. It has been confirmed that the confirmation key PkB is

a genuine public key of the ticket selling organization B, by confirmng
t he menber register certificate Lb of tthticket sel ling organization B.
The user menber U transnmits informati on™A’about a ticket to be
purchased, attached with an el ectronic signature produced by the 25
signature key of the user nmenber U relative to ticket information and

a chal | enge ppxBEedRhe Bther Hetid, il se18icY SHeterat had aBquired &€hét o et

-27- selling organization B so as to apply for a purchase of the

ticket (step confirnZ3@6n keys PkB2 and thd kenfiraicttiors keys RkB3 ¢ftheaidkst B
tonfirms the ticket information and its electronic signature sent from

the user nenbeellihg osgagizabion Boupon fregisiering theysdikiceobffenguasanteeenber U
(step S3 10). If the ticket I nformation and its el ectronic signature
are confirned infdrmationdd@tahe ticket selling organization B (because the
5 effective term of the service offei' guarantee information C is one yéar).
There may also be a chance that the service offerer I has acquired
confirmation keys PkB4 before the user member U uses the ticket
signature information Fl. In any case, the service offerer I has any of
the confirmation keys PkB2, PkB3 and PkB4 when the user member U
10 uses the ticket signature information F1 and, since bl is included in
either of a main key or an auxiliary key thereof, the signature can be
confirmed.
Now, the second example where the user member U purchases a
ticket will be cited. In this case, the ticket selling organization B
15 produces ticket signature jnformation F2 using a signature key
corresponding to a main key b2 of the confirmation keys PkB4. On the
" other hand, the service offerer I has acquired either of confirmation
keys PkB3 and the confirmation keys PkB4 of the ticket selling
organization B upon registering the service offer guarantee information
20 C at the ticket selling organization B. There may also be a chance
that the service offerer I has acquired confirmation keys PkB5 before
the user member U uses the ticket signature information F1. In any
case, the service offerer I has any of the confirmation keys PkB3, PkB4
and PkB5 when the user member U uses the ticket signature

25 information F1 and, since b2 is included in either of a main key or an

auxiliary key thereof, the signature can be confirmed.



advances to a subsequent process (step S311: ‘Yes). If not confirmed,
since this neans that one other than a legitimte hol der of the

menber register certificate Lu applies for the purchase, or that data is
10 altered during conmunication, the sale of the ticket is refused (step

S311: No, step S312). : The ti §ﬁet selling organization B
produces ticket signature i nformati Fwth respect to signature
obj ect data including the confirmati on key PkU of the user nenber U,

the service offer guarantee 15 information C, the effective termEc, the

~issue consecutive Agdescibed abovef by ‘(f’ @ig@éﬂlﬁ-@ Réysoiatﬁd ﬁggét sal e
consecutive nunber Rf of the t1cket selling organi zation B, and

Licket ef f ect iselling ongafizaliorcB, the service éffereet] cirgoenfitm aﬁizﬂfﬁ@th@n F
shoul d take a different value per ticket, t he signature object data

i ncl udes the wighatursdl dsswed é)yuthe/bckatrbeliingwrgﬁniza"tieneﬁfmlauvd te thenber
register certificate Li of the service offerer I, a confirmation key
Pkl, .an eff ectusgs membeElY. the ticket sale consecutive nunber Rf,
the ticket_effective termEf and the ticket signature information F
are transn®tt dadustrigd Applicablliey U (step S313). 25 The user

of forer | usi ng t hACORTIIGR PR FRESSOPlavesttiaa pbRERlty of keys to be used
as signature keys are prepared and updated according to a given rule,
“and confirmation keys are updated synchronously with updating the
signature keys and made public. Thus, it is not necessary to stop
10  issuance of the electronic signature upon updating, or limit the service
utilization after the key updating.
Further, it is not necessary to obt;ain a key through on-line or
acquire a public key certificate upon authentication.
Moreover, it is possible to carry out through off-line mutual

15 authentication of electronic signatures issued at different times.



- 28- regi ster organization T. |If the nenber register certificate Li
S confirned, the user nenber U confirns the foregoing service offer
guarantee information C using the confirmati on key Pkl of the service
offerer | and further confirms the foregoing ticket signature 5

i nformati on F using the confirmtion key PkB of the ticket selling

organi zation B. If the ticket signature ™formation+—ete-—are -

confirmed, the user nmenber U-pays a charge $ (step S3 4 Use of
Ti cket ' Referring to Fig. 12, the user ne Mﬂ” ” t he

menber 10 register certificate Lu, the copdipignti on ke 8 tive
termElu and a challenge to the service offerer | (step 0°1) "
The service offerer I, like the ticket selling organization B.

"~ confirms the nmenber register certificate Lu of the user nmenber U (step
$402). If confl.r redintelectsonid signatiise keylconteslsietisod leharactgizedeby st er 15

certificate Li of the service offerer |, an electronic signature relative
to . t he girepasingka plndality bfkeysghdse cdrdense arewipaiatet gextiegically3:
Yes, step $405). The user menber U also confirns the

nenber . r egbst @&t wartuallycdifferent times; gwitebingthe plurslityrefik¢ysaadetbyeone
el ectronic signature of the challenge 20 (step S406). If confirmed (step
S407: Yes), tReryEtchingeycle shorter than an updating cycle of each key; an:

using the switched key as a signature key for electronic signature.

2. The key control method according to claim 1, characterized in
10 that said switching cycles are set to the same time length with respect
to all the keys.

3. A key control method characterized by dividing an updating
period of each of a plurality of keys, whose contents are updated
15 | periodically af mutually different times, into three periods; setting first
~ and third divided periods as preliminary periods and an intermediate
divided period as a use period for using as a signature key for
electronic signature; and switching the use periods of the respective
keys so as to continue in time with each other but not to overlap with

20 each other.

. _ 4. The key control method according to claim 3, characterized in
that an effective term of an electronic signaturé based on said
signature key is equal to or shorter than a period which is the shorter

25  of the first divided period and the last divided period.



produces, using its own signature key, an electronic signature wth
respect to the ticket signature information F, the confirmation key and
the chall enge of the service offerer I, i.e. with respect To user—sighature

information S, the menber register certificate Lb, the mm ' 25
PkB, the effective termElb, the ticket ghgnature infor # '!EM m!

ti cket sal e consecutive nunber Rf, the eftective termEf* the se

- 29- of fer guarantee information C, the issue consecutive nunber Rc,
t he effective term Ec and the nenber information Idl, and transmts it
to the $ervi Gheoképicontiol(betiio®4eCordieg tootkdmBO8haracterized in ~_The

service offerer | confirms the service offer guarantee 5 information C,
the ticket sighatthe surhosfithte firsttand Hastidivided period<is set equal B tighé on S
and the ticket effective terms Ef and Ec, and further confirnms
whet her t he t ilength tasaistintenmedliate dividéd peethd witlnféspeatfto each kepne
service is started (step S410). If the results of the nutual
aut henti cati on between the service offerer | and the user nenber U are 10
negative, the service offer or the application is stopped (step S403: No,

J % 6. The key control methgc? according to claimpg, chi(aracterized in

that the first divided period and the last divided period are set equal in

time length to each other with respect to each key.

_ 7. The key control method according to claim 3, characterized in
10 that the last divided period of one of the keys and the first divided
period of another key are set equal in time length to each other.

8. The key control method according to claim 3, characterized in
that in the use period of one of the keys, another key is updated, and
15 the use period of said updated another key is started at a time point of

the termination of the uise period of said one of the keys.

9. The key control method according to claim 1 or 3, characterized
in that despite said switching, each of said keys can be used as the
20 signature key.

10. An electronic signature key control method characterized by

preparing a first key updated periodically and a second key updated

periodically at different times as compared with said first key; using
25  either of said first and second keys as a signature key for electronic

signature by alternately switching them per switching cycle shorter -



step $S404, step S407: No, step $S408). (5) Assignment of Ticket

Through the follow ng procedure, transfer of a ticket can be carried
out between nenbers. 15 A menber U 1 delivers a ticket with a
signature indicative of transfer certification to=anerber—U2—The
menber U2 transmts the ticket and the transfer cer to the
servi-ce offerer |I. The service of féler | confirnms t Mm“ﬁii "’"1
transfer certification and offers a service to the ne

Wil e running the nmembership system there arises a case wherel nit
becones necessiyan AA ﬁ lé)bfléécﬁhé?;the f oregoi ng ticket

sel ling organi zation or cket offerer whet her a nenber regi ster
certificate presentpekig tlhfbmﬁﬁ{ BRR¢hird kéy WiieR4s fupiaiele menber

reg| ster organi zation T, or whet her an electronic signature is 25
legiti mate. | rsyufurﬂ'oawslly witle ancgptibtiagytinie éfheaitdefiizg kdyeghdidcomes a

certificate in question is confirnmed using an authentication system of
-30- , confirmation key when said first key is the signature key, and a fourth
5 key which is updaf:ed synchronously with an updating time of sa1d
second key and becomes a confirmation key when said second key is
the signature key; and offering said third and fourth keys for

confirming the electronic signature.

10 11. The key control method according to claim 10, characterized in
that a use termination time is added to each of said third and fourth

keys.

12. The key conﬁol method according to claim 1, 3 or 10,

15 characterized in that said updating cycle is set to no longer than a
time period derived by subtracting an effective term of an electronic
signature produced based on the corresponding key from an average

time over which security of the corresponding key can be ensured.

20 13. An electronic signature key control method comprising:
a step of preparing M (M represents a natural number greater
. than one) signature keys updated periodically at mutually different:
‘ | times, and maldng public M confirmation keys at the same time, said
M confirmation keys updated synchronously with updating times of
25 said signature keys, respectively;

a step of executing an electronic signature with respect to given



the present invention. The authentication systemis provided
with a first confirmng section which receives an electronic :
signature and a plurality of confirmation keys and—confirms—t —
contents thereof, and a second 5 confirmng section ' Nl
received el ectronic signature W th %ne of the plu I, mm G!MI'E‘HIIE
confirmation keys. If confirnmed at the ™ second confrrntngrs a1t
is determned that the electronic signature is legitimte. These
confirmng sections are, for exanple, functional blocks fornmed in a

conput er when difatirobiett dadd bysélecifig OIRCHE %dﬁ@fﬁ?g@glﬁﬁ%éﬁﬁfme

The received el ectronic ‘signaturé nmay be~produced | ~ signature
keys updat ed dteydi pérecysle shioresr than an updatifigi@iclé 68 the tot@spoadi

anot her structural exanple of a nmenbershi'p systemw || be shown. 15
Al t hough t he wignatureckest ima givehlordesyands t hat of the memnber shi p

system of the structure showmn in Fig. 9, the key control systens of
the present inventiatep of ponfirmngreatid @legtrania signatubensing oner aftled M

organi zatign T but also at the ticket selling organization B in this
exanpl e. Fbrt onfimpation keyspmesiei publiet em of the structure 20 shown in
Fig. -9, the ticket selling organization B has a pair of keys, whi | e,

in this exanple, issuance of a nenber register certificate L is

requested usi two, pairg of, keys. - Specifically, in the ticket
sel ling organizati O’HQ g!,leq %}%&?H‘l‘@ key control spys em characterized by

comprising a key holding means for holding a plurality of keys to be
used as signature keys for electronic signature; a key updating means
10 for cyclically updating the contents of said plurality of keys at
mutually different times; and a signature means for reading out the
key, whose contenfs were updated by said key updating means, from
said key holding means according to a given rule, and executing an
electronic signature with respect to given signature object data using

15 the read-out key as the signature key.

15.  An electronic signature key control system characterized by
comprising a key holding means for holding a first key and a second
key which are used as signature keys for electronic signature; a key

- 20 updating means for updating the contents of said first key and said
second key in the same cyclé at mutually different times; and a
signature means for reading out the key, whose contents were updated
by said key updating means, from said key holding means according to
a given rule, and executing an electronic signature with respect to

25 given signature object data using the read-out first or second key as

the signature key.



keys for ticket (SkBml SkBs: hereinafter "ticket signature keys") are 25
prepared as a main key and an auxiliary key, which are updated, for

exanple according to the key control schedule as shown in Fig. 3.

- 31- Updating timngs of the nenber register Pnrfifirate L _and

updating timngs of each ticket signaturgkey are not n
the same with each other, but may be set” tThe sane with ﬁﬂi@u iwn "M’
However, it is necessary that each ticket signature key 5
termequal to or |longer than an effective termof the rrerrber regl ster
certificate L. Here, such ticket signature keys are used each
havi ng the sane updating timngs as the nenber register certifi.cate L
and an effectil@ The keyrcaritrohsysteneateomlihgtgtdiann 15)echemcterizeth byt er
Certificate L. For 10 exanple, it is assumed that a nember registration is
executed on Aprdrprising ajkey doldiasng meapesrioy dwlding a third key whieh isn
effective termElLb of a nmenber register certificate Lb of the ticket
sel | i.ng or ganiybdatad symelrononslywithmaid fust kegand bgcomes a confirmation

5 key when said first key is the signature key, and a fourth key which is

updated synchronously with said second key and becomes a
~ confirmation key when said second key is the signature key, wherein
when the electronic signature is carried out using said first or second

key, said third and fourth keys are made public at the same time.

10
17. The key control system according to claim 14 or 15,
characterized in that said key updating means divides said updating
cycle into three periods, and each key is updated per time period
shorter than any of the divided periods of the corresponding key.

15

18. The key control system according to claim 17, characterized in
that said key updating means comprises a mode selecting means for
selectively applying a first mode for transferring the key contents of
one of the divided periods to a subsequent divided period and a second

20 mode for exchanging the key contents mutually upon shifting from.a
prior divid;ed period to a subsequent divided period,. and updates,
during applying said first mode to one of the keys, the key contents of
another key.

25 19. The key control system according to claim 17, characterized in

that said signature means uses each of said keys as the signature key



organi zation B sends its own .confirmation keys PkBm PkBs at that 15 tine
to the nmenber register organization T to request issuance of a new

menber register certificate Lb. Upon deposi-ting—servi-ee—offer—

guarantee information C at the ticket selling or gan
service offerer | acquires the nmenber . _44. regi ster cert §| Um
ti cket selling organization B, the 20 “confirnation key he

effective termEl b. An effective term Ec of the service offer
guarantee information Cis set to, for exanpl e, no longer than one
year after thelusinganperiod frohe the dennimation of a fifstt perio@|Tater ngstilng,
certificate Lb is confirnmed, the nenber register certificate Lb, the
confirmation kﬁ;&aid’kﬁmd%chpeHndstﬁ)eﬂm‘ $teatiof @ kast peritid ofsaidhdividedt .

Upon purchasing a ticket, the user nenber U acquires the _

- 32- rparieds.r egi ster certificate Lb of the ticket selling

argani zation B. It is one of the nerits to provide the key control
system of the present

5 20 The key control system according to claim 14 or 15,
characterized in that when said electronic signature is uséd for
member authentication between members, said signature means
includes, in said signature object data, an effective term of said
electronic signature and personal information including a signature

10 confirmation key of the corresponding member and executes said

electronic signature.

21. The key control system according to claim 14 or 15,
characterized in that when said electronic signature is used for

15 authenticating an electronic ticket usable between members, said
signature means inéludes, in said signature object data, information
for identifying a service corresponding to said electronic ticket and a

signature confirmation key of the member and executes said electronic

signature.

20
22. The key control system according to claim 21, characterized in
that consecutive number information managed by a subject offering
service information based on said electronic ticket is further included
in said signature object data.

25

 23.  An electronic signature authentication system characterized by



i nvention at the ticket selling organization B that it is not necessary
to keep the acquired nenmber register certificate Lb of the ticket selling
5 organi zation after confirmng the ticket. menber U

transnits the tlcdml“mllulﬂum M“E of ferer | -8, thel user menber
Utransnmits the s l nt ee i nf of cket

si gnature informati'on®F, "us®r %i dgnat ur e~45-
register certificate Lu, the effective termEc, 10 an issuance consecutive
nunber Rc, nenber information Idl, a ticket sal e consecutive nunber

Rf, an effect h&ﬁﬁﬁéﬁg%\%%é_tﬁi&%% niéins for rec@hki’ngrﬁh alectidimet | ve

termEIu. inac ere the key of The service offerer
| is updated signatéfré girotid@edawithcnebf M M depresentses ridtarabAtigibércgi st er
certificate Lb of 15 the ticket selling organization B and before the user
menber U grediguithesn éme) siggasiire Repd, ad M icokdirnsatiion keysrwhictzatée on B,

Since the menber register certificate Lb can be confirnmed with either
of the main updated sym¢hronouski with updesingfthenM signature &ieys igcluding
organi zation B, it is not necessary to carry out a process of:

acqui ri ng @ hethe pigngtiure kgypused for saidbglectronie sjgnglane; andsa isignatang | | be
descri bed. Al'so in this case, the nenber register organization
T updat es cogfigmipgymeans fop confisming said agc¢jved edectrgpi F&gi ster

IR R W T S TREN RN SR L LR
confirmed by said signature confirming means is judged to be
legitimate.

10
24. An electronic signature authentication system characterized by
comprisihg a signature receiving means for receiving a plurality of |
electronic signatures produced with signature keys, updated at
different times, of M (M represents a natural number greater than one)

15 signéture keys, and M confirmation keys which are updated
synchronously with updating the M signature keys including the
signature keys used for said electronic signatures; and a signature
confirming means for confirming said received €electronic signatures
with one of said M. confirmation keys, wherein the electronic signature

20 confirmed by said signature confirming means is judged to be

legitimate.
\
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25 the periods of the first and fourth years, and as a main key in the

I nternmedi ate two periods, i.e. in the periods of the second and third

-33- . years. In this case, the effective termof the nmenber register
certificate is set to one year or |ess than one year. The ticket
selling organi zation B updates the keys at different timngs as
conpared with the nenber . register ﬁ&banization T. In this case, the
cycle is the sane, i.e. one 5 year. An effective termof the ticket
signature information F is set to one year or |less than one year.

The nmenber register organization T and patkaeket selling _

organi zation B regi ster the updated keys, respectively. This is for
substituting for authenticated comunication. Wth this 10 arrangenent,
t-he user menber U and the service offerer | can acquire t he keys of

the nmenber regi st erTwoddayiszwhich afe apd-toe ihithlkaiarne dpditing cycle at
qQrgani zation B fromthe center CA when updating the nenber Tegister
' different times are prepared as signature keys (main key and auxiliary
5. key) for -e}ectronic signature, and the updating cycle of each key is |
divided into, for example, three periods. The ﬁrst and_ last periods
after the updating are used for the auxiliary key while the intermediate
period is used for the main key, and an electronic signature is carried
out with the main key. The electronic signature is confirmed with
10 either of two confirmation keys which are updated synchronously with
updating the two keys used as the signature keys. This eliminates the

need of stopping issuance of the electronic signature or limiting a

service offer upon updating the signature keys.



certificate L, registering the service offer guarantee information C and

purchasing the ticket signature information F. 15 Her ei nbel ow, the
run of act wadegyiaupdating will be described accordin dul e
exanple of Fig. 14. Here, it is the main point %éﬁ',ﬁﬁlaﬁq nber
regi ster certificates i ssued by tl"?rpz[ber regi ster organi zation T
can be confirned bet the servie offerer I and the ticket selling
organi zation B u ;é’»e depositing the service offer guarantee information
C, between the uSer menber U and the ticket selling organization B
upon purchasing the ti cket and between the user nenber U and the
service offerer | uponkey using the ticket, and that the ticket
signature informatio Gued by the ticket selling organization B
can be confirnmed upop using the 25 ticket. In Fig. 14, it is
assuned that tHe contentfF of—comfirmtion keys
- 34- SkT1 SkT?2 r—————— -
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PkT1 i'n the first period (first year) are such that a main key is tO and
an auxiliary key is tl1. In the second period, confirmation keys PkT2

are such t tgga,aﬁ?l n key and an auxiliary key are switched peygposioolaz -
t her ebet we hus the main key becones t1 while the auxiliary 5 key

becomes t0. Further, in the third Q/qoﬁ confirmation keys PkT3 are
such that a main key remains t1 whrfe an auxiliary key has the

contents t2 nevvl[j/& 2ced A menber register certificate L1 of
t he user nenber sued inthe third period. Specifically, the
menber register certificate L} d by a main key of signature
keys SkT3 corresponding to thé START n keyltl of the confirmation keys
PkT3 1n the third period. At thrs trnme, the i5F10dey t1 and the -
auxiliary key t2 of the copf++rrettpf y-S— T3 in the third period
are delivered to the user penber PR | nber register
certificate L2 is issSued il %q?ﬁflcally t he
menber register certificate L2 is progluced by a nmpiw key of signature
keys® SkT4 corresponding tofa main_key t2 of onfirmati on keys PkT4 in
the fourth period. At this tlnep'qTHﬁrﬁaﬁNTER CA Kkdy t2 and an auxiliary key
tl of the confirmation keys—PkT3—are tet+vered 1 03he user nenber U
20 The foregoing is alsao appliel sinilarly ¥onmenber regi ster

certificates L1, L2, L3, .}. 6E Tehferdr | and nmenber register
certificates L1, L2, L3, .R%IS?EE | C e(?ﬁse?lln orsq%r}li zation B.

{ o
CERT (PkT1) =>MEMBER V1
S
P, 105
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Fbie,”homever, keys of the ticket selling organization B are al so
updat ed according to the key control nethod of the present invention. 25 A

portion PkB2, ... shown beside the ticket selli
. Mg@%ﬁf‘ o 15191‘/.11’98100142

or ganhi zat i 14 represents this. The ticket sel

- 35- organlzatlon B sends c§é/zgﬂgtlon keys in the forn1of a main
key and an auxiliary key to t regi ster organization T to
request : 7§zﬁgk§30f a nmenber register certificate. Now,
aut henti cation{b t he user menber U and the service 5 offerer | wll
be descri bed. The nenber register certificate L2 of the user
menber U has issued with the signhature key t1l. Since the service

of ferer | has acquired the main key t1 and the auxiliary key t2 upon
i ssuance of its menber register certificate L2 having an effective

termoverlapping with 10 the nmenber register certificate L2 of the user
menber U, the nenber : red ster certificate L% of the user menber U can
be confirnmed with the n key t1. On the otther hand, since the

service offerer | has™ ™A™ aguired the main Key |t2 and the auxiliary key
t1 upon issuance_of its nmber register dertfificate L2, the signature
contents of the mber AH rdpister certificatle gl of the user nenber U can
be confirnmed wt thea, guUkiliary key t1. &
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Si'mil'arly, since the user nenber U has acquired the main key t1 and
the auxiliary key t2 upon issuance of its nenber register certificate
L1, the nRyhessiepi ster certificate L1 of the service of ferpcridrsd@omeoduced
withr the marn ﬁey t 1 or the nenber register certificate L2 pr oduced
with the main key t2 can be confirgfd 2? t he ot her hand, since the
user_ nenber U has acquired the nai 4(%} 2 and the auxiliary key t1l
upon i ssuance ?fgggs nber register certificate L2, the menber

regi ster certifi e L2 of the service offerer | can be confirned 25 wth
the main key t2. Confirmation can be simlarly carried out

bet ween the service - 36-
offerer I and the ticket selling organization B and between the user
menber U and the ticket selling organization B. As descri bed
above, the issuance of the nmenber register certificate can be carried
out anytine and, as long as the nutual 5 nenber register certificates L
are effective, the counterpart nenber register certificates L can be
confirmed anytinme in any cogbi nation t her eof between the service
offerer | and the ticket seFling organization B, between the user
menber U and. the ticket sqllj fzation and between the user
menber U and the service ¢ rstny-the 'Gm\keys (PkTn) hel d by

t hensel ves. - No et signat gaf ormation F will be
described in nor e det I sunmed that the ticket
selling organi zation B pe kY Undatling..i n order of the
confirmation keys PkB 1, ecifical il carries out the key
updati ng according to thel|sa wh%i e foregoi ng nenber
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confirmation keys PkT1, PkT2, The service offerer | registers
the service offer guarantee information C at the ticket selling

or gani zatweresB2t18pon such a 20 registration, the service &CT&RE§00I4H)t ai ns
t he 'mai n key and the auxiliary key of the ticket selling organization
B. It is assuned that effect')y1gpns of the service offer guarantee
information C and the ticket si‘gnature information F are set to, for
exanpl e, one year. ~ \Wen the user nenber U purchases a ticket,
the ticket sel IFfﬁZﬁ organi zation B produces ticket signature infornmation
F1 using a signature key corresponding to a main key b 1 of
confirmati on keys : -37-

PkB3. On the other hand, the service offerer | has acquired either of
confirmation keys PkB2 and the confirmation keys PkB3 of the ticket

selling organi zation B upon registering the service offer guarantee
information C at the ticket selling organi zati on B (because the 5
effective termof the service offer guarantee information Cis one year).
There nay al so be a chancg, that the service offerer | has acquired
confirmati on keys PkB4 beEore the user nmenber U uses the ticket

signature information F1.Hn any case, the service offerer | has any of
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t he confirmation keys PkB2, PkB3 and PkB4 when the user menber U 10 uses
the ticket signature information F1 and, since bl is included in
ei ther of wpsgB21Xey or an auxiliary key thereof, the signaf¢HFERAMBe

confi rmed. Now, the second exanple where the user nenber U
pur chases a ticket will be cit@l/fa this case, the ticket selling
organi zation B _15 _pregduces ticket signature information F2 using a
si gnature key (Ecqgfesponding to a main key b2 of the confirmation keys
PkB4. On the other hand, the service offerer | has acquired either of
confirmation keys PkB3 and the confirmation keys PkB4 of the ticket
sel l'ing organi.zati on B upon registering the service offer guarantee
information 20 C at the ticket selling organization B. There may al so be
a chance that the service offerer | has acquired confirmation keys
PkB5 before the user menber U uses the ticket signature information
F1. In any case, the service offerer | has any of the confirmation
keys PkB3, PkB4 ghd PkB5 when the user nmenber U uses the ticket
signature 25 informatfon F1 and, since b2 is included in either of a main
key or an auxi liany key thereof, the signature can b L r med.
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As descri bed above, by updating the signature keys of the ticket
selling organi zation B, the service offerer | can confirmanytine the
signature ﬁWP§§@Ed3by the ticket selling organi zati on B rel apcympismoid2e

user menber U. | ndustri al pllcaZ ‘é According to the
pr esent |nvent|on a plurality of key /(h e used as signature keys
are prepared a according to a given rule, and confirmation
keys are updatqg: Z§ch onously with updating the si gnature keys and
made public. Thus, It I's not necessary to stop 10 issuance of the
el ectroni c signature upon updating, or limt the service utilization
after the key updating. Further, it is not necessary to obtain
a key through on-1line or acquire a public key certificate upon
aut henti cati on. Moreover, it is possible to carry out through
of f-line mutual 15 authentication of electronic signatures issued at
different tines. : - 39-
Cl ai s 1. An el ectronic signature key control method characterized
by preparing a plurality of keys whose contents are updated
periodically 5 mut ually different times; switching the plurality of
keys- one by oge /KUi*ﬂQE?ﬁitc ing cycle shorter than an updati ng cycl e of
each key; and
gkocecssmq . 6
EVICE o,
2 DATA Fnre
“~ DispLAY ,i‘—w c&
OUTPUT :
DEvVICE
S| bArA TIME "
INPUT/OUTPUT: CONTROL
DEVICE DEVICE
4
COMMUNICATION 8
) Werwers fkﬁfucwc- o
SONNECTING . DEvicE
5
| INFORMATION
PROCESSING .
CONTROL

SECT/ON




using'the switched key as a signature key for electronic signature.
nmet hod according to claim1,
sai d swit sioegpaIxl es are set to the sane tine | ength w th PEHFRIEH00142
met hod characterized by dividing an
whose contents are

2. The key control

all the keys. 3.
updati ng
updat ed 15
setting fi rstFr/G'g
i ntermedi ate
key for

respective keys so a

overlap with 20 each ot herl.

claim 3, characterized in
si gnature based on said
period which is the shortqg
di vi ded peri od. 5
The key control nethod ac
sum of the first and | ast
to said internedi ate divid

A key control
period of each of a 8
ly at nutually different tines,
third divided periods as prelimnary periods and an
di vi ded perlod as a use period for using as a signature

el ectronic j Rgqthe use periods of the

25pgh1ww$f$ﬁ£ﬂ7wMV|

)ﬁ?ﬂﬁ ty of keys,

TIMIN@4 ASS/GIMMGEY
SEKWQvAén ef fective

di ng chdr acPéri zed in
vi de If%ékﬁals set{ ¢qual i i
, tgsgach key.
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5.'6.‘: The key control nmethod according to claim3, characterized in
that the first divided period and the | ast divided period are set equal in

tinme | engt W@8/Edth other with respect to each key. 7PCT/IMESm0ld2Y
control nethod according to claim3, characterized in 10 that the |ast

di vi ded period of one of the keys af@ Aljgffirst divided peri od of

anot her key ar?:?ZS S?ual intime length to each ot her. - 8. The key
control nethodfad&érdfng to claim 3, characterized in that in the use
period of one of the keys, another key is updated, and 15 the use period of
sai d updated another key is started at a tine point of - the term nation
of the use period of said one of the keys. 9. The key contro

met hod according to claiml or 3, characterized L0 at_despite said

swi tching, each of said kpys 4£4gn be psed as _tbhs 20 sign
10. An el ectronic signatufé ke TgE[ ol method dharacte
preparing a figst Key Up el geri odfcatty—and2d ¥ecaqBd
periodically af d-fferen aupared w tH &ardfli
ei ther of said|fijrst¥apdl second keys asfa—s gnatdﬂe¥ﬁgy
signature by aftdrpately| switching t hem.peg ,_switc%i‘ﬂg_\ag'c
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t han "an updating cycle of each key;

third key which is updated
first key ﬁ eGYNES a

si grat ure Kkey,

updating tinme of said
sai d second ke

t he signature key;

maki ng public in pair a
synchronously with an updating tinme of said
confirmation key when said firsctkeysecids he .

and a fourth 5 key which is updated synchronously with an

second R€) Ahdl becones a confirmation key when
and offering said third and

fourth keys fo nfirmng the el ectronic signature. 10 11. The
key control nethod accor di ng to claim 10, characterized in that a use
termnation tinme is added to ege ) tAd and fourth keys.

12. The key control nethod oMﬁ m 1, 3 or 10, 15
characterized in that said updating cycle is set to no Iongg? ghan a

time period derived FoRE PAVE €rm o gtronic

si gnat ure produced baﬁecﬁ'ﬁ’ﬁnﬁkisfiﬂ'mgbﬁﬁdl ng kélnylFB gn aver age tinme
over which sectfty- Sioaate S be—ersth ed. 20 13. An
el ectronic signature key c ntrol net hd a step of
preparing M (Mrepresents @ nagur al punbery geeat er /_/SZQ%an one) signature
keys updated per|odically 3 ' times, and maki ng
public Mconfirmption keys jat BhePSI&rB? tl mﬁB-:'.sail d M confirmati on keys

updat ed synchr(mm$51 y with
respectively; AR a

d signature keys,

Uy Uml‘llg I.I Mo UI L\J oA

step of ledecut idhg=aih el

pctronic signature with

respect to given

T:Lu. Elu, PkTm, PkTs=U 207
T:Lb, EIb, PkTm, PkTs=B
T:Li, ELi, PkTm, PkTs=|
S /_'/3204
CYCLE A=B |

5205

— AUXILIARY
MAIN KEY == {5

S206

i
CYCLE B=A
T - PRODUCE ANE?TTE7T“'V—/SZO7
- NEW_AUXILIARY KEIS
:
S208
CYCLE A=B )~
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5209

menw::2£$mm’
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Ge™ :
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i42- signature object data by selecting one of said prepared M

signature - keys per cycle shorter than an updating cycle of the

COrr espongidiéisz113 Signature key in a given order; and PCTAIPIS/OAL42L ep - Of
confirm ng said electronic signature using one of the M 5 confirmation
keys made public. 14. An eleﬁéyqqlc signature key control system
characteri zed nprising a y hol ding neans for holding a
plurality of b£¥% t used as signature keys for electronic

si gnat ur e; e atlng means 10 for cyclically updating the contents of

sai d plurallty of keys at (—nu%uajﬁ%gd+##§rent times; and a signature
means for reading out the key ST e _cogtents were updated by said key
updati ng neans, from sai d key hqgl ding neans accordlngBG? a given rule,
and executing an . ven signature
obj ect data using 15/t he: Cedd 6ut Fkey & tiRe Fskdhmt Br d key. 15. An
el ectronic signature‘Rey control systiem charactertzed by conprising a
key hol di ng nmeans for holdlng a flrsh key and a second g3pfey which are
used as signature ke ] ) e, 2 , updati ng nmeans
for updating the co tgnt' second key in the
sane cycl e at nutual i ghat ure neans for
readi ng out the key, whose contents Were updated byapai d key updating
means, from said key lﬁumgnmﬂqufp d Bq, &0 ra/glven rul e, and
executing an el ectronilg si i | given signature

obj ect data using the read-out first §or second key as the signature

key. No S304
S305
~—
EFUSE
[b:stﬁnmwa- Lb, PkB, E | b CHMENGE =U
‘ $307
[u: AUTHENTICAR b 4 T /P & T 6)
‘ S307
$308
D
STOP PURCHASE $309
I /_/ .

KET
U : INEORMATION hPPLICATIDN y H=B

. 310
|5:f§’“m“m’ﬁp Tl

| ' S311
No
S312 l 0K>(-/ |
~—

REFUSE SALE , | Yes

S313
B:C, Li, Rf, Ef, F=U

' : 314
U: $=8B /‘/s

( END )




16. The key control system according to claim15, characterized by
conprising a key holding neans for holding a third key which is

updat ed sywohssnadsly with said first key and becones a conPCTARIS092 5
key when said first key is the signature key, and a fourth key which is

- updated synchronously with said se 229/Tgy and becones a confirmation
key when said second key is the S|$ key, wherein when t he

el ectronic S|g ygﬁéJ;g carried out using said first or second key,
said third and?’f eys are made public at the same tine. 10 17.
-The key control system according to claim 14 or 15, characterized in
that said key updating neans divides said updating cycle into three
peri ods, and each key is updated per tine period shorter than any of
t he divided periods of the correspondlng key 18. The key contro
system according to claim17, that said key updating

nmeans conprises a node Se|eCtI|o s - fpplylng a
$ $0t he di vi ded
fode for exchangi ng
r divided period to
during app d;g said first
‘ . 25 19. The
ed in that said

Al Vv ded,
t he key contents mut aﬂfy bgbn BH
a subsequent divided period, and updafes,
node to one of the keys]
key control system acco

si gnature neans uses eacC e key
S403
S404 l
REFUSE Yes '
SERVICE OFFER ‘ /_/8405
:SIGNATURE- L i, Pk 1, E I i CHALLENGE =U
‘ S406
|u:ATENTOTE (P T, PkTs) |
407
No
S408 J oK?
STOP Yes
APPLICATIO S409
N _

U:S, C (Rc, Ec, Id1), F (Rf, Ef) =1

S410
]l :ServicesU f

J
( _END B




during a period fromthe termnation of a first period, after updating,
of said divided er| ods to the start of a last period of said divided
9 3 The key control system according to cl ai npéﬂmg,ogiﬁz

peri ods.

characterized in that when said.electronic signature is used f

menber aut henticati on between nenber§l3$éﬂd45|gnature means I ncl udes,
data, an effective termof said el ectronic

I n satd signat urﬁﬁ? ,
signature and pefs iggfornat ion including a signature 10 confirmation
key of the correspondi ng nenber and executes said el ectronic

si gnat ur e. 21. The key control systemaccording to claim14 or 15,
characterized in that when said electronic signature is used for 15
authenticating an el ect rope—t+eket—ysabl e bet wegr—rresber
si gnature means includes, |if % i d_signat ureobjert da@ nforngti o
. e, -~ 0
for identifying GRRf dsha rﬂ ng to said =Qectr +tiLketdagH a
signature conflrrrgicn ke—of tlhe nefber and exXer @tes% élé@r”dm._
. = . -0
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- . 22. The key control systemaccording to claim 21, characterized in
t hat -consecutive nunber infornmation managed by a subject offerin

servi ce i WoosrstidNn based on said electronic ticket is furt?@'ﬂ’?ﬂ%@!’lﬂied

in said signature object data. 25 23. An electronic signature

aut hentication system characterized 4y 714 conprising a
signature recei i ns for receiving an el ectron signature

produced wth qﬁ§Q§f7B M represents a natural nunber greater than one)
signature keys which are updated at nutually different tinmes, and M
confirmation keys which are updated synchronously with updating the M 5
signature keys including the signature key used for said electronic

si gnat ur e; and a signature cqgnfirm ng peans for confirmng said
received electroni C ..., Lgnaturg¢ with one of -gaird—-Mgonfgmtion keys,
wherein the eIectronicL si gnatjure confifrmedfby, saild sidgnhature
confirmng means i jy 0 be o1 3 9
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30 legltlrrggg/._zzl—.—ﬁn el ect r o] @ ﬁq:t,).e( %t 1 !;Aﬁ Wﬁ@?sﬁiﬁ.

characterized b r sing a si ature receivi
a plurali ‘“\“\“ﬁ “ ‘ H Eﬂ oni ¢ signatures produced wi|tf signature keys,
updat ed a |rres of M (Mrepresents-a |ngtut g NOVM9EY

greater thdn Sne si gnature keys, anddv confirmatilon keys which are
updat ed synchronousl y with updating the M signat ure—keys MCT Udl ng

the Si 9%&@5@&@ gﬁ&faré P& e?\ﬁhg 5&%&% R e

sl gnature ITE&I’IS I rmng sal (5 recerved el eCtronic

ol aotron o si guature? Sancnm BF M spBEsenTEh ey B %%éﬁiwe

j udged to be | egi ti mate. .
signature keys which are updated at mutually different times, and M

confirmation keys which are updated synchronously with updating the M

5 signature keys including the signature key used for said electronic signature;
and a signature confirming means for confirming said reqeived electronic
signature with one of said M confirmation keys, wherein the electronic
signature confirmed 'by said signature confirming means is judged to be

legitimate.
10

24. An electronic signature authentication system characterized by
comprising a signature receiving means for receiving a plurality of
electronic signatures produced with signature keys, updated at
different times, of M (M represents a natural number greater than one)
15 signéture keys, and M confirmation keys which are updated
synchronously with updating the M signature keys including the
signature keys used for said electronic signatures: and a signature
confirming means for confirming said received electronic signatures
with -one of said M_ confirmation keys, wherein the electronic signature
20 confirmed by said signature confirming means is judged to be

legitimate.
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