1 WALK-UP PRINTING FIELD OF THE | NVENTI ON The
present invention relates to printing systens, and in
particular printing systens involving interactive
paper, conputer publishing, computer applications,
human- conputer interfaces, and information appliances.
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Optionally, each of the network user identifiers is a tokcn and each of the printer identifiers has a token

reader such that the user presents their token to the token reader associated with one of the printers to request
actual printing of their queued printouts via that printer.

Optionally, the tokens are a short-range RFID tag, a smartcard or a magnetic stripe card.
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Figure 3 shows a Net page docunent with a physica
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an entire tag is |large enough to guarantee acquisition

of the ID of the region containing the tag.

Acquisition of the tag itself guarantees acquisition

of the tag's two-dinmensional position within the

region, as well as other tag-specific data. The
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a%zg.'%” \%1’1% F Etéi}:ag‘ec aap gde%d ge %sxgl@(p %J dtéé d&glgi‘ ggtggtt}a whose public key is
dﬂFWﬁﬁwﬁ click or tap on a coded surface with a

p &n achigyeycphpgbla phyinBa skgrleycrgbto@rapty! mblicakiphoyypiographg edlis¢sdey lengths an

pt,iatr%@tlaga@a@tr%er Ve alfwmﬁmvl@&mpbéat“mmwﬁtnqre@% and in
transit ut hent i cat

tF &'n%%\@tlid U “’Bi"%“‘“f‘i‘iid‘”g‘i‘qg sée§ S&‘f“e‘?fr ypt“%”é? AfPRIog - Second
wEdiBanplobnaMiley &Sonsd 86r et - key crypt ography and
publ i c-key cryptography. The Netpage and Hyperl| abel
S bath classes of cryptography. Secret-key
lé&%{? r(g'ﬁgy, “al so referred to as symretric
’r‘%p*ﬁ“;’f“‘yfﬁ’é‘é@“’t’%@a“’é’a’i‘i@°%y to encrypt and
decrypt a nessdige authbpatipasftan & Wi shi ng t o exchange
msssages MuS ty, rév&ﬁ?o&g%{y%%%nto securely exch?nge tjhe
r et ey cr ogr.a referred to
eﬁe)aﬁ&{,g%}f?cgpty olf {f&eia/gt?,{eaga?ﬁéxp t}leut%se S‘p £ss %J autl?entlc tltog n keys.
Th\élert%emkwgd Hetragerpurtaacqeding sequtity pas v catfmn nrspsra?,stf a way
t hat any neesagew emgeht¢pbed auakedigmone key can only be

decrypt ed U-S'(gﬁgev%dg?ofggly'aﬁico&ﬁ em VG nffel NGS5 € Keys 15

then publishe er 1s kept private. They

atfé usef @F@? fo gﬁter{nae aqﬂﬁ@tcm |tl-1e é“r%??(f"‘mg. OV%&%mk%v the user may be able to
r esypecinfornel yecisidipboy b likely altieypticitgofdgdein.t 0 encrypt any
”ﬁﬁt&@ﬂ@actagl% @dﬂéieﬂ shr@ite dolige 69/0] 301 10 thed MSonBI tha¥idieOrak @Y forging an item

wtcihe anke?ru]tgenédmugace %oﬁj gn g to Jt]% w?l'lge su%ace %%ﬁing E‘f art;r%xsl%:ﬁ%gen% % hence its ID). If

D i 5euis st TR T offersear Mgl Rest Stitmds Y 1 migeigp the user may
hawinRghat i e ahage a secret key. To ensure that the

P gilnéé%eeN Jﬁﬁge 4u§’ac§ @&i&ﬁ% %.HOVJ'S mehxﬁngﬁtp En%?a'cttotx %Etwgett] % sthgi!ng @é‘wcg tmd a coded

t he rlva enerate t ri vate

p %H'ff’ dgsiipt i’“&el’iééﬁl “(‘f?’ﬁfg Toly SRR E°é fe B‘élja“ﬁ §cl§l & {O5 RRPTE %‘ﬁ%““&amn during
di gintlaly logal igierattion, &¢. witfouttréyeirihgyn dhereasoin the e of th sepsing dgvicy field of view.
ChR&lne 8 pRori rlﬂﬂ@iﬁﬁp btaﬁsl'bet@faenarcm§ SAQBenfdWdell RAR aRNGEY PHieBtially wishing

t Ex autﬂ%ﬁgte lééch rlgnst rt‘tes dlg{‘l Ltra e%(d 1 Ig'ugtere at@{z})(lg @&weeg Qree}{o% %,nti ¥isers. For

utes
of”‘a’E‘Hé it Ffd‘P‘t?@’iab‘b‘P req¥iE *istcreetats éhaie Efreliepay ‘@%@PS@FO t h at
p & tistréagouidbiifor mm&&gegelysn ontiheyacdays toch® authepicatorgrudtdd®y a creator for the
e ¥R b Gkndd R the USthsD amtvti?eiyp.uig lids bt @YannBm¥ibakifrith Ak piabEin the
gai nst the nessage. |f the signature is
"’é‘ﬁeo" &’ﬂ‘{’eoa“teﬁe message, then the recipient of the
message can verify both that the nessage i s genuine
aB&udith BlscusdonNas not been altered in transit.
S??Jt&&sselé g%v @%uﬁlogrgphggacgéﬁigd’tagth&gngaﬁanﬂ@s oqlvg'lf%@ the correspondence

nat ur e,
P B et S Bl ST DR i APy e grtr
t gustweehirseof ddnatkrefased hghemddadpnpubl | c- key crypt ogr aphy

Wolkektem I hrfudlg thtar@fotl@ BroGded@Yast Br £jd1@§tﬁrb h?‘&nﬁneﬁb@nhc@ndﬁ@%&s is
\Slalt;slsurx]néd ?:181} t Ie%? L ft' mmal?‘%g g %aiug?llnum ere assgc(‘j%?c]i(r)lv:;)ﬁ{n P’Blte!ny ID An an authenncatlon
c éatabise qopeaible t<afi}t treted quijncjaythegticatpr: (Taq rardom mHRbE! M3y pe agnergfsH Bpny
autitiveniteihed fuettas il @ dBabitigtic §lstuddiraliidiny g fithd, opudi dteehate \phy@iad process.
aa Q%Ecﬁgﬁl or engrg'ptéathgﬁ Ena}e&tpl'e%e}/a?lg toa rﬂ@cﬂ& riutnyer st Q f requires no additional space

certificate authority verities the identity by
e%ﬁﬁfﬁ#ﬁﬁ”Fﬂ%ﬁ??iy docurments etc., and then creates
and signs a digital certificate containing t he
identity details and public key. Anyone who trusts the
certificate authority can use the public key in the
certificate with a high degree of certainty that it is
genui ne. They just 15 have to verify that the
certificate has indeed been signed by the certificate



To achi eve conparabl e security to secret-key
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16 Inthe limt case no signature is actually

requi red, since the nere presence of the itemID in

t he database indicates authenticity. However, the use
of a signature limts a forger to forging itens he has
actually sighted. To prevent forgery of a signature
for an unsighted I D, the signature nust be | arge
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to verify a signature using
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general , despi he cl ained security of any

parti cul ar 1 rEEEPEFEERETOREE S hent i cati on devi ce,
creators of secure itens are likely to be rel uctant
to entrust their secret signature keys to such
devices, and this is again likely tolimt the
applicability of such devices to niche applications.
By contrast, offline authentication of public-key
signatures (i.e. generated using the correspondi ng



connection, when it encounters an ID for which it
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value of one bit by its presence (one) or absence (zero).

The macrodot 206 spacing is specified by the parameter § throughout this specification. It has a nominal

143 . .
value of Hm , based on 9 dots printed at a pitch of 1600 dots per inch. However, it is allowed to vary
within defined bounds according to the capabilities of the device used to produce the pattern.

Figure 25 shows an array 208 of nine adjacent symbols 204. The macrodot 206 spacing is uniform both
within and between symbols 208.
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The remaining two codewords are unique to a tag type, but common to all tags of the same type within a

a
o
n

contiguous tiling of tags 222. These are referred to as global codewords 226 and are labelled C and D,
subscripted by tag type. A tag group 218 therefore encodes up to 160 bits of information common to all tag
groups within a contiguous tiling of tags.

REED-SOLOMON ENCODING

4 4
Codewords are encoded using a punctured 2 -ary 4,5) Reed-Solomon code. A 2 -ary (8,5) Reed-
Solomon code encodes 20 data bits (i.e. five 4-bit symbols) and 12 redundancy bits (i.e. three 4-bit symbols)

in each codeword. Its error-detecting capacity is three symbols. Its error-correcting capacity is one symbol.
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to codewords. Table 1. Field definitions fluids width
xdesgg~cyyn, ptlon y "~per COdeWA-d 5n codeword type 2
The type of the codeword, i.e. one of A (b'00"), B
(b"01'), C(b'10") and D (b'11"). 21 per tag tag type
2 The type' of the tag, i.e. one of 00 (b"00"), 01
(b"01"), 10 (b'10') and 11(bjh ). x coordinate 13
The unsi gned x coordl nate of t coordi nate 13
The unsi gned®y°tBor di natle & t|H éelﬂégﬂ‘e' icgRiainjpathe tags.
flag 1 A fl ndi cati ng ther menber
of an acti VZ@%(% ea. b'1' {in |ca?\ecs§dr:§f1%§$’g dea?a active
area map 1 |Aothl ag i ndi catizag whet her an actlve area
map flag ils—present b1l indicates the presence of a
map (see next field). If the map is absent then the
v digure 3Dshovsadds 200epd isrishyminaliay@sighheu, daghdabelle With ity eqriespending bit index
arieife at:dwa Grod 15 € ADHRNIaRM Bap ihdthi6h) whet tht YresBér@iflg BF Pre Sredbers of an
ane area Wl?acgv alstat:bg amqgn lrnch@ycq%t\%%qemp% grnxgd be %e&ggy Hn[vn%:ded to

are menbers an active
ST SR Na‘aﬂg%lsefvrﬂafgmre@mp\ Trasagjlqutive Waﬁﬁe“éﬁ%féﬂ?fé‘tf‘gm‘ to the
dateaths the @puvwill bdrlaly infiredigeeiteeti f t he active area map is

absent. per tag group enc 8 The format of
the encoding. O: the @'ﬂ‘t*’"&wﬁa‘gag"“&‘ﬁ%'ﬂ val ues _

informati o

I4I nr:gi gn |rnl hdes dath°5 rca¢sawerq type| atek to?nobj | eal
application Oher |bits are (remerved and| nust be| zero.
10:2 X coor;jinate 9 12:4
19:11 y coordinate 9 12:4
B 1:0 codeword type 2 all
(b'01) ‘
2 tag type 1 0
5:2 x coordinate 4 30
6 tag type 1 1
9.6 y coordinate 4 3:0
10 active area flag 1 all
11 active area map flag 1 al .
19:12 active area map 8 all
19:12 data fragment 8 éll
Coo 1:0 codeword type 2 all
(b'10")
9:2 encoding format 8 all
17:10 region flags 8 all
19:18 tag size adjustment 2 10

*CCITT CRC-16 [7]
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4t he nom nal tag sijze js 1. based| on 600pdp|
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region ID 96 The 1D of the r(!e‘gl)on cont ai hi ng the tags.
CRC 16 A CRES—of—tgg—grouprdata—totat—3R0Figut 01%
shows a tad 200 ang |t§2e| cFﬂgsi'zﬁﬁ%'mt’B‘f”é hei dfibouy s, 12
each | abel lled WThiTe porfespamndi ng bitlindex fn ghe
active areg map. An activelarea map indicates whether |
t he correspondgpg tagsi:@are rzmdmerrdSypef an| aciivel ar ef.
An active grea is an area W ,%{U)n whi ch anhy capt uyed
i nput shoul|d be i medi at el orwarded tol the
correspondiing Net page 18gr verredicdnD i nt er pret atigon. | | t21:4
al so al | ows—t-he—Net page—sen sino-devicet Si gna! to
the wuser t/hatCithe |np‘uQ wi| lcpdeMarddypan i niredi At e all
effect. Tahle 2. Mppi ng of| @il ds to codewords ~~ '4
I 4A+ L~ Kk lafi—exii—=gd=1+te —<Ae}——code
oral' bitsifiel w cth19~2bttsegion";l\ 1: 0 codewd®d t yp&9:22
all (b 00102+ LUU aiT P11
ycoordi nate 9 12: 4 0 (Sﬂiwrldéypfype % all% (b’ of"
2 tag type|l O 5: 2. X coordl(lhh‘te 4 3:0 btag type 11
9:6 y coordimate 4 OTacti area ftag 1 & 11
active ared map fl 3 lg g5II r ﬁ active arég na QHO
all 19:12 |dat bfrclgmsp(; 8 %gewggqypg O cpdewprd fypey2
all (b"10')) 9:2 encoding f?b,mt al |

19:2 region ID 18 75:58

D10 1:0 codeword type 2 “all
(b'117)
19:2 region ID 18 93.76
D14 1:0 codeword type 2 all
(b'11’)
3:2 region ID 2 095:94
19:4 CRC 16 all

Note that the tag type can be moved into a global codeword to maximise local codeword utilization. This in
turn can allow larger coordinates and/or 16-bit data fragments (potentially configurably in conjunction with
coordinate precision). However, this reduces the independence of position decoding from region ID

decoding and has not been included in the specification at this time.

EMBEDDED DATA
If the “region includes data” flag in the region flags is set then the surface coding contains embedded data.
The data is encoded in multiple contiguous tags’ data fragments, and is replicated in the surface coding as

many times as it will fit.
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The data encoded in the superblockmay include more precise type information, more precise size

information, and more extensive error detection and/or correction data.

Table 3. Embedded data block

data type 8 The type of the data in the superblock.

Values include:

0: type is controlled by region flags
1: MIME

Other values are TBA.

superblock width 8 The width of the superblock, in blocks.
superblock height 8 The height of the superblock, in blocks.
data 160 The block data.

CRC 16 | A CRC® of the block data.

total 200

CRYPTOGRAPHIC SIGNATURE OF REGION ID

If the “region is signed” flag in the region flags is set then the surface coding contains a 160-bit
cryptographic signature of the region ID. The signature is encoded in a one-block superblock.

In an online environment any signature fragment can be used, in conjunction with the region ID, to validate

the signature. In an offline environment the entire signature can be recovered by reading multiple tags, and

®CCITT CRC-16 [7]
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making encoding via a lookup table tractable. Encoding of the B codeword via a lookup table may also be

possible. Note that since a Reed-Solomon code is systematic, only the redundancy data needs to appear in
the lookup table.

IMAGING AND DECODING CONSIDERATIONS
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route digital ink based on region flags Note that
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can be avoided if the codeword is found to be
identical to an already- known good codeword. The
above description is purely ibfustrative and the
Skaldad worker in this field wll readily recognize
many variations and nodifications that do not depart
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10. A computer network according to claims 9 wherein the token identfies the user explicitly.



11, A conputer network according to clains 9 wherein

the token has a token identifier and the server

perfornms a dat abase | ookup to translate the token
identifier into a user identity. 12. A conputer
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16. A computer network according to claims 3 wherein the token reader informs the printer that the user

- has presented a token and the printer then explicitly retrieves the user’s pending printouts for printing.

17. A computer network according to claims 3 wherein the token is a security access or identification

badge or card.



