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METHOD AND APPARATUS FOR UPDATING CYCLIC REDUNDANCY

CHECK INFORMATION FOR DATA STORAGE

Field of the Invention
The present invention relates generally to ensuring the integrity of
transmitted or stored data, and in particular, to using cyclic'rcdundancy check data

to detect errors in Reed-Solomon encoded corrected data.

Background of the Invention

A primary concern in the transfer of digital data is the integrity of the data.

A data transfer may be from memory to a processor in a computer, from one

computer to another computer over a local area network or telephone line, from a

deep space probe to earth, or from storage media to a storage controller. Each type |

of data transfer has-its own special requirements for data integrity, which depend
on factors such as the inherent reliability of the transfer medium and the
consequence of an error.

In some applications a simple parity check is deemed sufﬁcgignt to ensure
data integrity and data is simply re-sent or re-read if an error is detected. In other

applications, more elaborate schemes are used to ‘ensure data integrity. which

include the ability to correct as well as to detect ansmission errors. i
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applications, such as storage media, the increasing density of information storage

requires the use of improved schemes to ensure data integri'ty.

A common scheme that is used to ensure data integrity is Reed-Solomon
encoding. Reed-Solomon encoding provides error correction, as well as error
detection. However, Reed-Solomon encoding is limited in that it cannot correct all
errors.  Further, a problem called miscorrection arises with Reed-Solomon
encoding. When miscorrection occurs, the error correction scheme has failed to
correct at least some of the errors, or has added additional errors, and incoriectly
indicates that all errors have been corrected. The data is corrupt, yet it is indicated
to be good. This is an unacceptable failure for a data integrity scheme. A need
larises for a data integrity scheme that can detect that errors remain when

miscorrection occurs.

Summary of the Invention

The present invention is a method and apparatus for ensuring the integrity
of data that can detect errors that remain when the data correction scheme fails to
correct at least some of the errors, or has added additional errors. A Slock of data
to be processed is received. The block of data comprises a data portion, cyclic
redundancy check symbols, Reed-Solomon.check symbols, and includes at least

one error. The cyclic redundancy check symbols are generated using a cyclic
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redundancy check generator polynomial having a plurality of roots. The Reed-
Solomon check syﬁbols are generated using a Reed-Solomon generator
polynomial having a plurality of roots At least one cyclic redundancy check
syndrome is generated for the received block of data using the roots of the cyclic
redundancy check generator polynomial. An attempt is made to correct the error
in the block of data. The cyclic redundancy check syndrome is updated to
correspond to .the corrected block of data and it is determined whether the error
has been <.:orrected using the updated cyclic redundancy check syndromct

The roots of the cyclic redundancy check generator polynomial meet the
following conditions:

(a) the exponents of the roots are distinct values or all values

modulo each prime factor of the cycle length of thé underlying finite

field,

(b) thé roots do not overlap the roots -of the Reed-Solomon

generator polynomial, and

(c) at least one of the roots is a primitive element of the finite

field. |

In addition, in one embodiment of the present invention, the roots of
the cyclic redundancy check generator polynomial further meet the

following conditions:
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(d no root is a power of two of any other root, and

(e) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polynomial.

In order to update the cyclic redundancy check syndromes, the location and
magnitude of the error within the received data is determined using the Reed-
Solomon error correction data. The location of the error within the received data
is transiated to the location within the cyclic redundancy check error detection
data. Tl;c translated error location is exponentiated by a root of the cyclic
redundancy check polynomial, this is multiplied by the error value, and then added
to the cyclic redundancy check syndromes.

The roots are further selected so that the exponentiation may be performed
by a combination of exponentiations by powers of two and rﬁultiplications.

Tﬁe Reed-Solomon check symbols are generated based on the data portion
of the data block. In one embodiment of the present invention, a deterministically
altered data stream is generated based on the dat'a portion of the data block and the
cyclic redundancy check symi)ols are generated based on the det=em1inistically
altered data stream. The deterministically altered data stream is generated by
performing an operation on a symbol of the data portion based on the position of

that symbol within the Reed-Solomon codeword.



Brief Description of the Drawings

The details of the present invention, both as to its structure and operation,
can best be understood by referring to the accompanying drawings, in which like
reference numbers and designations refer to like elements.

Fig. 1ais a data flow diagram of an exemplary data storage or transmission
system. |

Fig. 1b is a block diagram of an exemplary data storage system, according
to the prc;ent invention.

Fig. 1c is a more detailed block diagram of a decoder shown in Fig. 1b.

Fig. 2a is a data flow diagram of a data decoding process, according to the
present invention, implemented in the storage system shown in Fig. 1b.

Fig. 2b is a more detailed data flow djagram of step 206- of Fig. 2b.

Fig. 3a is an exemplary block diagram of one embodiment of a coding
écheme, according to the present invention.

Fig. 3bis an exemplary block diagram of another embodiment of a coding
scheme, according to the present invention.

Fig. 4 is a data flow diagram of an encoding process, implemented in the
storage system shown in Fig. 1b.

Fig. 5 is a flow diagram of a process for generating roots of a cyclic

redundancy check generator polynomial.
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Fig. 6 is an exemplary block diagram of an encoder, according to the

present invention.

Detailed Description of the Invention

An exemplary data storage or transmission system is shown in Fig. la.
Input data 102 is received and encoded by encoding block 104. As part of the
encoding process, data integrity information is generated and included Qim the
encoded <-iata 106. The encoded data is then transmitted through or recorded on
transmission or storage media 108. Typical transmission media include radio
frequency transmissions, coaxial cable, fiber optic cable, etc. Typical storage
media inqlude magnetic disk or tape, optical disk, magneto-optic disk, etc. The
data is received from the transmission media or read from the stoﬁge media. The
received or read data 110 is decoded in decoding block 112. As part of the
decoding process, the data integrity of the received or read data is determined.
The data integrity information is used to detect whether errors have occurred in the
received or read data and may also be used to correct some or a=ll such errors.
Even if no errors have occurred, the integrity of the data may still be verified,
which allows the system to know that the received or read data has no errors. The
decoded data is then output from the systém as output data 114, which is identical

to input data 102.
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An exemplary data storage system 120 is shown in Fig. 1b. Storage system
120 may be, for example, a magnetic, optical or magncto—_opu'c disk or tape drive.
In a preferred embodiment, storage system 120 is a magnetic hard disk drive.
Storage system 120 is connected to a host 122, which is typically a computer
system, either stand-alone or networked to other compﬁter systems. Storage
system 120 includes processor 124, buffer memory 126, encoder 128, decoder 130
and storage media 132. Processor 124 controls the intefrface with host 122, as well
as- the op;eration of the other components of storage system 120. Processor 124

typically includes a microprocessor and additional logic circuitry, which is

. typically contained in one or more standard or application specific integrated

circuits. Alternatively, processor 124 may not include a microprocessor, but may
be entirely composed of discrete or integrated logic circuits. Buffer memory 126
stores data before it has been written to, and after it has been read from, storage
media- 132. Buffer memory 126 is typically semiconductor random-access
memory. Encoder 128 performs | encoding and data integrity information
generation of data written to storage media 132. Decoder 130 performs data
integrity verification and error correction of data read from storage media 132, as
well as error .‘con'ection updates to the data stored in memory buffer 126.
Typically encoder 128 and decoder 130 are irhplemented in hardware logic, due to

speed requirements. However, software encoding, decoding and verification may
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be performed instead. Storage media 132 may be, for example, magnetic disk or
tape, optical disk, magneto-optic disk, etc.

In a preferred embodiment, in which storage system 120 is a magnetic hard
disk drive, storage media 132 is one or more rotating rigid disks coated with a
magnetic material, which are accessed by movable read/write heads and associated
circuitry. On such storage media, data is typically arranged in concentn’p tracks in
each di.sk surface. Within each track, data is typically arranged in a plurality éf
sectors, ea.mh containing a block of data.

| When data is transferred in blocks, a cyclic redundancy check (CRC) is
often used to detect errors. A CRC works by adding extra information, the
" redundancy or check symbols, to a block of data before transmission and checking .
the extra information when it is received. The extra information added i's typically
much smaller than the information being protected and so the codes are fairly
efficieht.

A data decoder 130, shown in Fig. 1b, is shown in more detail in Fig. lc.
Decoder 130 includes CRC syndrome generator 150, CRC syndroms update blocgk
152, Reed-Solomon (RS) syndrome generator 154, RS decoder 156 and buffer
update logic 158. Read data 106 is input to buffer memory 126, CRC syndrome
generator 150, and RS syndrome generator 154. CRC syndrome generator 150 and

RS syndrome generator 154 each generates its respective syndromes based on the
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input read data. RS decoder 1.56 decodes the read_ data and attempts to correct any
errors indicated by the RS syndromes from RS syndrome geﬁcrator 15a4. RS
decoder 156 also generates error values and locations 160, which are input to
buffer update logic 158 and CRC syndrome update block 152. Buffer update logic
158 updates the data in memory buffer 126 to reflect the corrections of the errors
in the data. CRC syndrome update block 152 generates updates to the CRC
syndromes and inputs the updates to CRC syndrome generator 150.

A ;iata decoding process 200, implemented in storage system 120, shown in
Fig. 1b, is shown in Fig. 2a. The process begins with step 202, in which a block of
data is read from storage media 132 and stored in memory buffer 126. In a
preferred embodiment, the storage media is a hard disk and the block of data read
is typically one sector. If CRC error detection is being used, each byte o.f data is
used to generate the syndromes of the CRC coﬂeword. This computation is
typically performéd as the data is being transferred from the storage media to the
buffer. |

In step 204, those errors, if any, ‘that can be corrected by the I}eed—Solomon
decoder, are corrected. If errors were corrected by the Reed-Solomon decoder,
then the CRC syndromes generated as the data was read (with errors) will not
match the data in the buffer after it is corrected and updated by the Reed-Solomon

decoder. Therefore, in step 206, CRC syndromes are updated to correspond to the
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corrected data. One way to generate the CRC syndromes for the updated data

would be to read back every byte of the updated data from the buffer and-pass- it
through the syndrome generation logic. The time required to read all the data back
would make this scheme unacceptable from a performance point of view. Instead,
in step 206, the effect of the errors located by the Reed-Solomon decoder on the
CRC syndrome is determined and that effect subtracted from the previously
generated syndromes. The individual terms of the error polynomial are evaluated
at the roots of the CRC generator polynomial and the results added (recall that
addition is performed modulo 2) to the CRC syndromes calculated when the data
was read from the disk. In step 208, if the updated syndromes are zero, then the
data in the buffer is presumed good. In step 210, if the data is good, it is
transferred to the host.

Step 206 of Fig. 2a, in which the CRC syndromes are updated to
correspond to the corrected data, is shown in greater detail in Fig. 2b. In step
206A, a codeword with errors is received. In step 206B, the Reed-Solomon
decoder computes the location and magnitude of the errors. In step 206C, the
Reed-Solomon error location is translated into the corresponding location in the
CRC codeword. Each location and value pair is one term of the error polynomial.

In step 206D, the translated error location is raised to the power of the exponent of

the first (or Nth) root of the CRC generator polynomial. The root is a power of c,
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where o is the base element of the finite field. In step 206E, the result is
multiplied by the error value and the product added to.thc corresponding syndrome
byte (the first or Nth). In step 206F, steps 206C-E are repeated for the remaining
T00tS.

The difficult operation is the exponentiation of the error location. Raising

something to any power of two can be accomplished with a modest hardware cost.

A general exponentiation circuit is very expensive. Therefore roots are selected to

make the exponentiation a combination of exponentiations by powers of two and
multiplications.

As an example, consider the four roots o'”’, o'”’, o, and o®2. The
exponentiation performed in step 206D of Fig. 2b could be achieved with a
squaring circuit, a raise to the 16th power circuit, a raise to the 128th power circn;lit
and a multiplier. Call the translated error location Y. Then the derivation of these
roots is as follows: |

Xo ¢~ Y+ Y=Y"

X X B* Y=Yy = Y = Y (15t root)

X, o X1 % Y = Y128y = 1T - 197 (904 roor)

X; X\ B*y = Y128k _ 2527 3227 (3rd 1o0t)

X, - X, B %y = Y2 1By o 29057 _ y242 (4th root)
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Each value of X is used to generate the next value of X. Thus, for example,

step 206D may be performed for the first translated error location as follows:

The translated error location, Y, is to be raised to the power 137. First, the
intermediate quantity X, is formed by raising Y to the 16th power and multiplying
by Y. Thus, Xo ¢ Y¢* Y =Y". Then X; is formed by raising Xo, which is Yj”,
to the 128th power, and multiplying by Y. Thus, X; « X' B*x Y =Y 1B*Y =
Y27 = v¥, Since the underlying finite field is cyclic and has 255 non-zero
elements, the exponent can be taken modulo 255, and YA =y,

The translated error location is similarly exponentiated by each of the
remaining roots. Thus, the translated error location is raised to the power of the
exponent of the second root, which is 197, the power of the exponent of the third
root, which is 227, and the power of the exponent of the fourth root, which is 242.

A CRC code may be constructed viewing the data to be protected as a
sequence of bits or as a sequence of groups of bits. We call such a group of bits a
symbol. Codes may be constru_cted with any length symbol. Many factors are
considered when deciding the symbol length for a code. One good criterion is to
match the symbol length to the width of the transmission channel. If the data is
transferred one bit at a time, then a one-bit symbol may make the most sense.
Likewise, for a 16 bit parallel channel,' a sixteen-bit symbol size may be

appropriate. Other factors also come into play. For a given data transfer rate, a
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larger symbol size may be easier to encode and decode because the symbol

transfer rate would be slower than the bit transfer rate. If multiple codes are used
together, then making the CRC symbol match the symbol of the other code is often
appropriate.

A code that can be used for error correction, such as a Reed-Solomon code,
can also be used for error detection by correcting to less than the full qapacity of
the code, thus reserving some of the added check symbols for error detection. In a
coding sc-:hcme that groups multiple Reed-Solomon codewords together for
transmission, fcserving some Reed-Solomon check symbols for error detection will
create a less efficient code than correcting each Reed-Solomon codeword to its
maximum capacity and then adding a CRC that covers all of the Reed-Solomon
codewords for error detection.

An example éf one embodiment of such a coding scheme is shown in Fig.
3a. This example is typical of a disk drive that stores data in 512 byte blocks, or
sectors, such as 512 byte block 302. The data is broken into three Reed-Solomon
codewords 304A, B and C, built with an eight-bit symbol size. Each codeword
304A, B, or C has a data portion 306A, B, or C, and eight checkbytes 308A, B, or
C, capable of correcting up to four errors. It is desired to have an additional four
bytes of error detection éapability for the ‘sector.. Since the data is broken into

three distinct codewords, it takes four additional checkbytes per codeword 310A,
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B and C (twelve for the sector) to provide the desired error detection capability for

each byte in the sector.

A preferred embodiment of a coding scheme is shown in Fig. 3b. Da‘ta
portion 320 has 512 bytes of data. A four byte CRC 322 is appended to the 512
bytes of data portion 320 to form the 516-byte block 324. Data block 324 is then
broken into three Reed-Solomon codewords 326A, B, and C, each with a data
portion 328A, B, and C having 172 bytes of data and 8 checkbytes 3304, B, and
C. -

An encoding process, implemented in storage system 120, which is shown
in Fig. 1b, is shown in Fig. 4. The process' begins with step 402, in which the
CRC codeword is generated. The CRC is computed by viewing the 512 bytes of
input data as a polynomial. The individual bytes of data are considered to be the
coefficients of the message word polynomial. The first byte is the coefficient of
the high order term of the polynomial and the last byte is the coefficient of the low
order term. The polynomial is a 511th degree polynomial of a dummy variable, y.
We will call the CRC message word polynomial m(y). The CRC _code is based
upon a generator polynomial that we will call g(y). Since we have four CRC
checkbytes, the generator polynomial will be fourth degree. The CRC codeword is

the polynomial formed by multiplying the message word polynomial by y4 and
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adding to the product the remainder of the division of the product by the CRC

generator polynomial. Call the CRC codeword polynomial c(y). Then

cy) =y * mdy) + (" * me(y)) modulo g(y))

By the method of construction of the CRC codeword polynomial, it is seen
that the codeword polynomial is evenly divisible by the generator polynomial.
Because of this, the codeword polynomial is also evenly divisible by any term of
the factored CRC generator polynomial. That is, the CRC codeword will evaluate
to zero at any root of the CRC generator polynomial. Indeed, this is the method of
checking the validity of a received CRC codeword. The received codeword is
evaluated at the four roots of the CRC generator polynomial and if all four
evaluations are zero, then the received codeword is deemed valid. The evaluation
of the codeword polynomial at the roots of the generator polynomial are called the
syndromes of the CRC codeword.

In step 404, the CRC codeword is split into three message words for the
Reed-Solomon code. The first byte of the CRC codeword will be the first byte of
the first Reed-Solomon message word. The second byte of the CRC codeword
will be the first byte of the second Reed-Solomon message word and= the third will
be the first byte of the third message word. Starting with the first byte of any of
the three Reed-Solomon message words, each third byte of the CRC codeword

s F

will be in the same Reed-Solomon message word. We will call the thre€ Reed-
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Solomon message words my(x), my(x), and ms(x). Polynomials related to the
Reed-Solomon code will be described with the dﬁmmy variable x rather than y
because the same byte of data will have a different position in the two codes. In
step 406, the Reed-Solomon message words are encoded to form Reed-Solomon
codewords in a manner similar to the CRC encoding.

The generator polynomial of the Reed-Solomon code has to have roots with
sequential exponents in order for the resulting code to be a Reed-Solomon code.
For purpo-scs of this example, we will make the eight roots o through of where o
is the base element of the eight bit finite field used to represent the_ data in the -
code.

When a Reed-Solomon codeword is received, the syndromes of the
codeword are calculated by evaluating the codeword poiynomial at the roots of the
generator polynomial of the code. Consider a received codeword polynomial r(x).
The received codeword polynomial is related to the transmitted codéword
polynomial c¢(x) by: r(x) = c(x) + e(x), where e(x) is a polynomial describing the
errors that occurred in transmission and c¢(x) is the polynomial describing the
correct, transmitted Reed-Solomon codeword. By definition, the syndromes of a
valid codeword are zero. It can be shown that the syndromes of a received
codeword, r(x), are exactly the syndromes of the error polynomial, e(x). If the

syndromes are zero, then the error polynomial is assumed to be identically zero
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and the codeword is presumed to have been received without error. 1If a received
polynorrﬁal has been corrupted by more errors than the coac is capable of
correcting, then the Reed-Solomon decoder will either detect the fact that the
correction power has been exceeded, or it will miscorrect the received data. If the
Reed-Solomon decoder miscorrects, it will always create a valid Reed-Solomon
codeword from the receive& codeword: a valid codeword, but not the correct valid
codewo'rd. That is, the syndromes of the error polynomial, e(x), plus the
polynomi;l describing the changes that the Reed-Solomon decoder introduced,
1(x), will be zero.

In the present invention, if the Reed-Solomon decoder miscorrects data,
then it is up to the CRC to detect the error. That is, the CRC syndromes calculated
on the miscorrected data must be non-zero. The selection of the roots of the CRC
generator polynomial is thus critical to insure the desired functionality of the CRC
code.

Assume that a received Reed-Solomon codeword contained more errors
than the code was capable of correcting and that the decoder miscorrgcted the data.
After the miscorrection, the data differs from the transmitted data by the errors that
occurred in transmission, e(x), plus the miscorrections applied by the decoder,
i(x). Call the sum d(x)-: d(x) = e(x) + 1(x). Since the decoder miscorrects to a

valid Reed-Solomon codeword, the syndromes calculated on d(x) will be zero.
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The byte positions within d(x) are determined by the exponent of the dummy

variable x of the Reed-Solomon codeword polynomial. The position in the Reed-
Solomén code is related to the position within the CRC codeword. Specifically, to
translate from Reed-Solomon codeword position to CRC codeword position, the
number of Reed-Solomon checkbytes is subtracted from the exponent and then the
exponent is multiplied by 3 (the CRC codeword was broken into 3 Reed-Solomon
messagc; words). Finally, 0, 1, or 2 is added to the exponent depending én which
of the thr.cc Reed-Solomon codewords we are working with. We will assume tl.le
third codeword, and so the final addition is 0. If none of the errors or miscorrected
data positions are within the Reed-Solomon checkbytes, then the polynomial d(x)
in the Reed-Solomon code space can be translated to d(y) in the CRC code space
by:
d(y) = d(x® * x) =d( x7 * x%) = x * g(x*)

We know that d(x) evaluates to zero at:

X =
x =0
x=0o’
x=o
x=0o
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x:-'-()t.6
x=a7

So, d(y) will evaluate to zero at:
y = 0o because (o)’ =0’
y= o because (ocl)3 =c’

y = o because (o) = of

Therefore, ao, o, and o can not be used as roots of the CRC generator
polynomial because they would never detect a miscorrection by the Rced—Solom.on
decoder.

The selection of roots is further limited by the nature of the finite field used
to construct the codes. In the field, addition is performed modulo 2. So, for.
- example, squaring is a linear operation. |

(a+b)2 =a’+2ab+bi=a’+ 52

Indeed, raising something to any even power of two is a lin;,ar operation.
This implies that any polynomial may be raised to any even power of two by
simply raising each term of the polynomial by that power of two. If the non-zero

coefficients of the polynomial are all identical (and this is a more likely error

characteristic in some applications), then this implies that all even powers of two
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of a root of the polynomial afe also roots of the polynomial. This observation
further limits the selection of roots of the CRC generator polynomial.
Back to the previous example, assuming that all of the coefficients of d(x)

are identical, since d(x) evaluates to zero at x = ¢, it will also evaluate to zero at:

x=aqo,
x=a,
x=a®,

x = off

x = o,

X= oc“, and
o

x=a’,
x = o2,
x =0,
x = o
x = o5,
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Since d(x) is zero at x = o, d(x) =0 at:

10

X=0",

x = o,

= a,;o,

x = o,

x =00,
X= (165, and
X = 0-130.

x=a,

x = o,

x = o5,
x=a'2,

X = am’

X= am, and
x = 3L

Since our sample application breaks the CRC codeword into three Reed-
‘Solomon message words, we need only be concerned with exponents that are

evenly divisible by three. So the squares of o® are the ones that concern us.
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Because of the cyclic nature of the finite field, each square-of o has three cube
roots, not just one. The first root is obvious: the expolncnt divided by 3. For
example, one cube root of of is o®. The other two cube roots are the exponent
divided by 3 plus 85, and the exponent divided by 3 plus 170. So, o is a cube
root of o and o' is a cube root of of. Including all three cube roots, the squares
of o eliminate the following as acceptable roots of the CRC polynomial:

y= o, because (')’ = o

y= o®® because (0.86)3 =

17 17143
) =

y = o'” because (o o’

y = o, because (%)’ = o
y =o® because (@*)’ = o

y = o' because (o!"?)* = of

y = o, because (o)’ = o'
y =0 because (&®) = o'’
y= o™ because (™) = o'?
y = o, because (of)° = o
y= o®® because ) = o

1
y=qQ "8 because (&' = o

4
a&

y= a'® because (0.16)3 =
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y = o because (01"’ = o
y = o'® because (o' ¥)* = o*®
y=0o? because (022 = o
y= oc1'17 because (1) = agé
y = 0@ because (62’ = o
y= o because (&) = o'”?
y = o!* because (o)’ = o'
y = o®* because (%)’ = o2
y = &'* because (o'?*y’ = o'

y= a213 because (a2]3)3 = a129

y=o*? because (a?)® = o'?

We have so far eliminated as possible roots for the CRC generator
polynomial any root that when multiplied by 3 would overlap a root in the Reed-
Solomon generator polynomial or any power of two of any root in the Reed-
Solomon generator polynomial.

The raising to a power of two problem applies also to the CRC roots

themselves. If an error Iiap_pened to escape one root of the CRC generator, then it
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would escape any other root that was any power of two of that root. Therefore, no
two roots of the CRC generator polynomial may share common squares.

The structure of the underlying finite field further constrains the selection
of roots. The exponents of the CRC roots may not be equal modulo the prime
factors of the cycle length of the finite field. The reason is best demonstrated by
an example. As'suming an 8-bit symbol size, 256 element finite field, and a
combi_ned error and miscorrection polynomial d(x) = e(x) + i(x). The polynomial
may be pa.u'tially or completely factorable. Assuming that d(x) is at least partially

170
o

factorable, and that it includes the term (x85 + ), d(x) evaluates to zero at any

o) evaluates to zero. Analyzing the term * + ),

root where the term (x85 +
x, which is one root of the CRC generator polynomial, is of the form of. Thus:
X 4+ o™ =0,
(@ + o™ =0,
(O = o,
(85 * R) modulo 255 = 170, and
R modulo 3 =2.

Therefore, the term (x85 + o'

) evaluates to zero at any root whose
exponent is equal to 2 modulo 3. If all the CRC roots share the property of having

their exponents equal to 2 modulo 3, then the polynomial d(x) would evaluate to

zero at all roots of the CRC generator polynomial. The same type of problem
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exists for all factors of 255. The way to avoid this problem is to insure that the
exponents of the CRC roots are distinct values or all values modulo each prime
factor of 255 (3, 5, and 17). There are only three choices for an exponent modulo
3:0, }, and 2, and if the exponent is 0 modulo 3, then it is not a primitive element
of the field. So, if there are fewer than three roots, then the exponents must be
distinct values mod_ulo 3, and if there are more than three roots, then the exponents
must cover all values modulo 3.

The cyclic nature of the finite field introduces another constraint on the
roots of the CRC generator polynomial. Any element repeatedly multiplied by
itself will eventually return a product equal to itself. The number of times that the
element can be multiplied by itself before repeating is the cycle length of the
. element. The longest cycle is 255. For example, o' multiplied by itself will reach
0:2_5 S after 255 times, and 256 mod 255 is 1. An elc_mcnt with cycle length 255 is a
primitive element of the field. Any element whose exponent is relatively prime to
255_is a primitive element. Identical errors spaced exactly the cycle length of a
root apart will contribute zero to the CRC syndrome. The chance of multiple
errors occurring that would cause the Reed-Solomon decoder to miscorrect in such
a fashion as to create a modified error polynomial, d(x), with equal magnitude
errors spaced exact distaﬁées apart is very small indeed. However, it is prudent to

avoid weaknesses where possible, and generator polynomial roots with less than
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the maximum cycle length of the finite field are more likely to suffer this fate than
roots with the maximum cycle length. Therefore, at least one root of the CRC
gererator polynomial should be a primitive element of the finite field.

The mathematical constraints; which have been discussed, that aid in the

selection of appropriate roots, are shown in Table A, in order of importance.

TABLE A

1. The exponents of the roots are distinct values or all values
modulo each prime factor of the cycle length of the
underlying finite field.

2. The roots do not overlap the roots of the Reed-Solomon
code used for error correction (including the effects of any
interleave factor).

3. At least one of the roots is a primitive element of the finite
field.

4. No root is a power of two of any other root.

5. The roots do not overlap any power of two of any root of the

Reed-Solomon code used for error correction (including the
effects of any interleave factor). :

In addition, an overriding factor is that the roots must possess properties
that make the post error correction ipdate of the syndromes easy to compute in

hardware. In particular, the roots must be selected to allow the necessary
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exponentiation operations to be performed using only a combination of
exponentiations by powers of two and multiplications.

For a given application, there is likely no set of roots that satisfy all of these
constraints. In this case, one may select roots that satisfy constraints 1, 2, and 3,
and only partially satisfy constraints 4 and 5. Alternatively, a data alteration
scheme, as is described below, may be used.

A set of roots that satisfy as many constraints as possible, for a given
applicatio.n, may be generated by performing process 500, shown in Fig. 5. The
process begins with step 502, in which all elements of the finite field are listed. In
step 504, all elements that violate any of the first three constraints above are
eliminated. In step 506, the remaining elements are broken into sets where every
element in a set is some power of two of every other element in the set. It is seen
that no element of such a set is a power of two of any element of any other set. In
step 508, it is determined whether the number of séts is equal to or greater than
the desired number of roots. If so, the process continues with step 510, in which
one element is chosen from each set. The roots are sclccted= so that the
exponentiation operation for syndrome update may be accomplished with an
acceptable level of computational effort. |

If the number of ‘sets is less than the desired number of roots, then the

process continues with step 512, in which additional elements are selected.
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Another element is selected from eacl; set until the desired number of roots has
been obtained. Again, the. roots are selected so that the exponentiation operation
for— syndrome' update may be accomplished with an acceptable level of
computationai effort. However, in this case, selection guidelines for constraints 4
and 5 will not be fully realized.

This situation may also arise as the number of roots in the underlying error
co'rrccﬁ.ng code increases, because then the number of roots left for the CRC
generator-polynorrﬁal sﬂn’nks. At some point, there will be fewer available roots
than the desired length of the CRC. It will become necessary to select roots that
do not meet all of the selection guidelines.

In addition, the CRC described so far still has a weakness that can not be
eliminated by careful selection of the CRC generator polynomial roots. The
weakness is that equal magnitude errors spaced a multiple of 255 bytes apart will
escape the CRC. This weakness may or may not be considered important
depending on the underlying error correcting code (if aﬁy)’ and the specific
characteristics of the communications channel being protected.

The problems produced by selecting roots that do not meet all of the
selection guidelines, as well as the problem with equal magnitude errors spaced a

multiple of 255 bytes apart may be avoided by altering or scrambling the data



29
before the CRC is generated. This results in the CRC and Reed-Solomon code

words being generated based oﬁ seemingly different data.

— -An exemplary encoder 128, which incorporates data scrambling, according
to the present invention, is shown il‘.l-Fig. 6. Encoder 128 includes data scrambler
602, CRC generator 604, Reed-Solomon check symbol generator 606 and code
concatenator 608. Buffer data, from buffer memory 126, is input to data scrambler
602, RS code generator 606 and code concatenator 608. Data scrambler 602
scramblcs: or alters the buffer data, in essence producing a different stream of data
than the buffer data. The scrambled data stream is input to CRC generator 604,
which generates the CRC codewords for the scrambled data stream. RS code
generator 606 generates Reed-Solomon check symbols for the unaltered buffer

data. The generated CRC and Reed-Solomon check symbols are input to code

concatenator 608, which inserts the check symbols into the appropriate location in

the buffer data stream, and outputs the buffer data with the concatenated check
symbols as write data.

One data scrambler that may be used is a simple permutation of the bits of
the symbol between the CRC and Reed-Solomon. Although simple to implement,
the bit permutation is a hugely non-linear operation and makes the resulting code

impossible to analyze mathematically.
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A mathematically describable, deterministic alteration of the data stream
between the two encoders would be a better solution to the lack of roots problem.
With careful design, the same solution will also solve the problem with equal
magnitude errors spaced 255 bytes apart.

By definition, the length of the Reed-Solomon codewords will be less than
the cycle length of the underlying finite field (255 in our example). So, to break
the cycle in the CRC code, we only need to match the solﬁtion to the number of
Reed-Solomon codewords being protected by the CRC code. For example, if three
Reed—éolomon codewords are to be protected, then an interleave factor of three is
used between the two codes.

First, we redefine our four byte CRC to be four independent CRC
codewords each with a first-degree generator polynomial (of the form x + a = Q).
The position of a byte in the CRC codeword will determine the exponent of the
dummy variable in the codeword polynomial. Meanwhile, the position of the byte
in the underlying Reed-Solomon code will determine the alteration of the data byte
prior to énc‘oding. The alteration of the byte can be any mathematieal operation
and the mapping from position to operation can also be nearly anything. For
purpose of illustration, we will describe a specific implementation that fits the
requirements and is amenable to hardware implementation. During the encoding

- 3

process, the position of the current byte within the Reed-Solomon code is assumed
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to be available in the form of an element in the finite field whose eXponent is the
position. One bit of the binary réprcsentation of the position information is
assigned to each of the four CRC encoders. If the bit is a zero, then the data is
passed to thé encoder unmodiﬁed.- If however, the bit is a one, then the data is
multiplied by &®** prior to being passed to the encoder.

With this scheme, equal magnitude errors 255 bytes apart will not escape
thé CRC. They may escape one CRC check, but ﬁot all four since the four CRC
checks are computed over effectively distinct data streams. The four data streams
used by the CRC calculations are also different than the data stream used by the
Reed-Solomon encoder, so overlap between CRC generator polynomial roots and
Reed-Solomon roots is no longer problematic.

Since the decision to modify a byte for the CRC calculation is based upon
the location of the byte in the Reed-Solomon codeword, it is easy to calculate the
effect of errors located by the Reed-Solomon decoder on the CRC syndromes
catcutated on the corrupted data. A detenninistic.ally altered error value is
generated by performing an operatio.n on the error value based :m the error
location and the deterministically-altered multiplied error value is used to update
the cyclic redundancy chepk syndrome.

Although specific embodiments of the present invention have been described, it

will be understood by those of skill in the art that there are other embodiments that are



. 32
equivalent to the described embodiments. Accordingly, it is to be understood that the

invention is not to be limited by the specific illustrated embodiments, but only by the

scope of the appended claims.
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CLAIMS

What is claimed is:
1. A method of determining whether received data that contains errors has
been properly corrected, comprising the steps of:

receiving a block of data comprising a data portion, cyclic redundancy
check symbols generated using a cyclic redundancy check generator polynomial
having a plurality of roots and Reed-Solomon check symbols generated using a
Recd—Solc;mon generator polynomial having a plurality of roots, and including at
least one error;

generating at least one cyclic redundancy check syndrome for the received
block of data using the cyclic redundancy check generator polynomial;

attempting to correct the at least one error in the block of data;

updating the cyclic redundancy _chcck syndrome to correspond to the
corrected block of data; and

determining whether the error has been corrected using the updated cyclic'
redundancy check syndrome; 2 |

wherein the roots of the cyclic redundancy check generator polynomial

meet the following conditions:

AL
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(a) the exponents of the roots are distinct values or all values
modulo eéch prime factor of the cycle length of the underlying finite
field,

(b) ‘the roots do not overlap the roots of the Reed-Solomon
generator polynomial, and

(c)  at least one of the roots is a primitive element of the finite

field.

2. The method of claim 1, wherein the roots of the cyclic redundancy
check generator polynomial further meet the following conditions:

(d) norootis a power of two of any other root, and

(¢) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polynomial.

3. The method of claim 1, wherein the step of attempting to correct the errors

comprises the step of:

correcting the at least one error using the Reed-Solomon check symbols.

4. The method of claim 3, wherein the step of determining whether the error

has been corrected comprises the step of:

\
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determining whether the updated cyclic redundancy check syndromes are

ZCr1o.

5. The method of claim 4, wherein the received block of data comprises a
plurality of Reed-Solomon codewords, each Reed-Solomon codeword comprising
a data portion and a Reed-Solomon check symbol, the data portions of the Reed-
Solomon codewords forming a cyclic redundancy check codeword comprising a
data porti‘on and the cyclic redundancy check symbols, and the step of updating
the cyclic redundancy check syndrome c.omprises the steps of:

for each Reed-Solomon codeword containing an error that was attempted to
be corrected, performing the steps of:

determining the location and magnitude of the error within the Reed-
Solomon codeword;

translating the location of the error within the Reed-Solomon codeword to
the location within the cyclic redundancy check codeword;

exponentiating the translated error location by a root of the cyclic
redundancy check generator polynomial;

multiplying the éxponentiated translated error location by an error value;
and

adding the multiplied error value to the cyclic redundancy check syndrome.

I
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6.  The method of.claim 5, wherein the roots are further selected so that the
_exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications. -

7. The method of claim 1, wherein the cyclic redundancy check symbols and
Reed-Sélomon check symbols are generated by performing the steps of:

geﬁerating a deterministically altered data stream based on the data portion
of the data block;

generating' the cyclic redundancy check symbols based on the
deterministically altered data stream; and

generating the Reed-Solomon check symbols based on the data portion of

the data block and the cyclic redundancy check symbols.

8. The method of claim 7, wherein the step of generating a deterministically
altered data stream based on the data portion of the data block comprises the step'
of:

performing an operation on a symbol of the data portion based on a position

of the symbol within a Reed-Solomon codeword.

T
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9. The method of claim 8, wherein the step of attempting to correct the errors

comprises the step of:

correcting the at least one error using the Reed-Solomon check symbols.

10. - The method of claim 9, wherein the step of determining whether the error
has been corrected comprises the step of:
determining whether the updated cyclic redundancy check syndromes are

Z€T10.

11. The method of claim 10, wherein the received block of data comprises a
plurality of Reed-Solomon codewords, each Reed-Solomon codeword comprising
a data portion and a Reed-Solomon check symbol, the data portions of the Reed-
Solomon codewords forming a cyclic redundancy check codewqrd comprising a
data portion and the cyclic redundancy check symbols, and the step of updatiﬁg
the cyclic redundancy check syndrome comprises the step of:

for each Reed-Solomon codeword containing an error that wa$ attempted to
be corrected, performing the steps of:

determining the location and magnitude of the error within the Reed-

Solomon codeword:

—
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translating the location of the error 'v;/ith'in the Reed-Solomon codeword to
the loca_tion within the cyclic redundancy check codeword;

exponentiating the translated error location by a root of the cyclic
redundancy check generator polynornial;

generating a deterministically altered error value by performing an
operation on the error value based on the location of the error within the Reed-
Solomon codeword;

muitiplying the exponentiated translated ermror location by the
deterministically altered error value to form a product; and

adding the product to the cyclic redundancy check syndrome.

12. The method of claim 11, wherein the roots are further selected so that the
exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications.

13.  An apparatus for determining whether received data that coﬁtains errors has
been properly corrected, comprising:

~means for receiving a block of data comprising a data portion, cyclic
redundancy check symbols generated using a cyclic redundancy check generator

polynomial having a plurality of roots and Reed-Solomon check symbols

O
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generated using a Reed-Solomon generator polynomial having a plurality of roots,

and including at least one error;

means for generating at least one cyclic redundancy check syndrome for the
received block of data using the cyclic redundancy check generator polynomial;

means for attempting to correct the at least one error in the block of data;

means for. updating the cyclic redundancy check syndrome to correspond to
the corrected block of data; and

méans for determining whether the error has been corrected using the
updated cyclic redundanqy check syndrome; |

wherein the roots of the cyclic redundancy check generator polynomial
meet the following conditions:

(a) the exponents of the roots are distinct values or all values

modulo each prime factor of the cycle length of the underlying finite

field,

(b) the roots do not overlap the roots of the Reed-Solomon

generator polynomial, and :

(c) at least one of the roots is a primitive element of the finite

field.

.k €6 L M S %
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14. The apparatus of claim 13, wherein the roots of the cyclic

redundancy check generator polynomial further meet - the following

conditions:
(d) 'norootis a power of two of any other root, and

(e) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polynomial.

15, Thé apparatus of claim 13, wherein the means for attempting to correct the

€ITOoTS COmprises:

means for correcting the at least one error using the Reed-Solomon check

symbols.

16.  The apparatus of claim 15, wherein the means for determining whether the

error has been corrected comprises:

means for determining whether the updated cyclic redundancy check

syndromes are zero.

17.  The apparatus of claim 16, wherein the received block of data comprises a
plurality of Reed-Solomon codewords, each Reed-Solomon codeword comprising

a data portion and a Reed-Solomon check symbol, the data portions of the Reed-

—_—
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Solomon codewords forming a cyclic redundancy check codeword comprising a
data portion and the cyclic redundéncy check symbols, and the means for updating
the cyclic redundancy check syndrome comprises:

means for performing, for each Reed-Solomon codeword containing an
error that was attempted to be corrected, the steps of:

determining the location and magnitude of the error within the Reed-
Solomon codeword;

tra;lslating the location of the error within the Reed-Solomon codeword to
the location within the cyclic r_edundancy check codeword;

- exponentiating the translated error location by a root of the cyclic

redundancy check generator polynomial;

multiplying the exponentiated translated error location by an error value;
and

adding the multiplied error value to the cyclic redundancy check syndrome.
18.  The apparatus of claim 17, wherein the roots are further selected so that the
exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications.

19. A system for transmitting and receiving data, comprising:

g
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means for transmitting a i)lock of data cc;mpﬁsing 2 data portion, cyclic
redundancy check symbols and Reed-Solomon check symbols, comprising:
| mcahs for generating the cyclic redundancy check symbols using a
cyclic redundancy check generator polynomial l.laving a plurality of roots,
and
means for genérating the Reed-Solomon check symbols using a
Reed-Solomon generator polynomial having a plurality of roots; and
méans for determining whether received data that contains errors has been
properly corrected, comprising:
means for recejving the block of data, the block of data including at
least one error;
means for generating at least one cyclic redundancy check syndrome
for the received block of data using the cyclic redundancy check generator
polynomial;
means for attempting to correct the at least one error in the block of
data; | . =
means for updating the cyclic redundancy check syndrome to
correspond to the corrected block of data; and
means for determining whether the error has been corrected psing

the updated cyclic redundancy check syndrome;

R
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wherein the roots of the cyclic redundancy check generator polynomial

meet the following conditions:

(a) the exponents of the roots are distinct values or all values
modulo each prime factor of the cycle length of the underlying finite
fiéld,

(b) the roots do not overlap the roots of the Reed-Solomon
generator polynomial, and

(c)- at least one of the roots is a primitive element of the finite

field. |

The system of claim 19, wherein the roots of the cyclic redundancy

check generator polynomial further meet the following conditions:

(d) norootis a power of two of any other root, and
(e) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polynomial.

The system of claim 19, wherein the means for attempting to correct the

€ITOrS COmprises:

means for correcting the at least one error using the Reed-Solomon check

symbols.

————————— T
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22. The system of claim 21, wherein the means for determining whether the
error has been corrected comprises:
means for determining whether the updated cyclic redundancy check

syndromes are zero.

23.  The system of claim 22, wherein the received block of data comprises a
plurality (;f Reed-Solomon codewords, each Reed-Solomon codeword comprising
a data portion and a Reed-Solomon check symbol, the data portions of the Reed-
Solomon codewords forming a cyclic redundancy check codeword comprising a
data portion and the cyclic redundancy check symbols, and the means for updating
the cyclic redundancy check syndrome comprises:
means for performing, for each Reed-Solomon codeword containing. an
error that was attempted to be corrected, the steps of:
determining the location and magnitude of the error within the Reed-
| Solomon codeword; : ' 2
translating the location of the error within the Reed-Solomon codeword to
the location within the cyclic redundancy check codeword;
exponentiating thé translated error location by a root of the cyclic

redundancy check generator polynomial;

\

N



45
multiplying the exponentiated translated error location by an error value;

and

adding the multiplied error value to the cyclic redundancy check syndrome.

24.  The system of claim 23, wherein the roots are further selected so that the
exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications.

25. The system of claim 19, wherein:

the means for transmitting a block of data further comprises means for
generating a deterministically altered data stream based on the data portion of the
data block;

the means for generating the cyclic redundancy check symbols comprises
means for generating the cyclic redundancy check symbols based on the
deterministically altered data stream; and

the means for generating the Reed-Solomon check symbols comprises
means for generating the Reed-Solomon check symbols based on the data portion

of the data block and the cyclic redundancy check symbols.

R
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26. The system of claim 25, wherein the means for generating a

deterministically altered data stream based on the data portion of the data block
comprises:
means for performing an operation on a symbol of the data portion based on

a position of the symbol within a Reed-Solomon codeword.

27.  The system of claim 26, wherein the means for attempting to correct the
€ITOIS COmprises:
means for correcting the at least one error using the Reed-Solomon check

symbols.

28.  The system of claim 27, wherein the means for determining whether the
error has been corrected comprises:
means for determining whether the updated cyclic redundancy check

syndromes are zero.

29.  The system of claim 28, wherein the received block of data comprises a
plurality of Reed-Solomon codewords, each Reed-Solomon codeword comprising
a data portion and a Reed-Solomon check symbol, the data portions of the Reed-

Solomon codewords forming a cyclic redundancy check codeword comprising a

* [ L L] S *
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data portion and the cyclic redundancy check symbols, and the step of updating

the cyclic redundancy check syndrome comprises:

means for performing, for each Reed-Solomon codeword containing an '
error that was attempted to be corrected, the steps of:

determining the location and magnitude of the error withir the Reed-
Solomon codeword;

translating the location of the error within the Reed-Solomon codeword to
the locatk-)n within the cyclic redundancy check codeword;

exponentiating the translated error location by a root of the cyclic
redundancy check generator polynomial;

generating a deterministically altered error value by performing an
operation on the error value based on the location of the error within the Reed-
Solomon codeword;

multiplying the exponentiated translated error location by the
deterministically altered error value to form a product; and

addin ¢ the product to the cyclic redundancy check syndrome. <

30. The system of claim 29, wherein the roots are further selected so that the
exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications.

-
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31. In a system for transmitting and receiving data, an apparatus for
transmitting a block of data comprising a data portion, cyclic redundancy check
symbols and Reed-Solomon check symbols, comprising:

means for generating the cyclic redundancy check symbols using a cyclic
redundancy check generator polynomial having a plurality of roots; and

means for generating the Reed-Solomon check symbols using a Reed-
Solomon éenerator polynomial having a pluralit.y of roots;

wherein the roots of the cyclic redundancy check generator polynomial
meet the following conditions:

(a) thé exponents of the roots are distinct values or aill values

modulo each prime factor of the cycle length of the underlying finite

field,

(b) the roots do not overlap the roots of the Reed-Solomon

generator polynomial, and

(c)  at least one of the roots is a primitive element of theé fin-i.tC

field.

LU
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32. The apparatus of claim 31, wherein the roots of the cyclic

redundancy check generator polynomial further meet the following
conditions:

(d) "norootis a power of two of any other root, and

(¢) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polyhomial.

33. The apparatus of claim 31, wherein the roots are further selected so that
data may be exponentiated using the roots by' performing a combination of

exponentiations by powers of two and multiplications.

34. The apparatus of claim 33, further comprising means for generating a
deterministically altered data stream based on the data portion of the block of data,
and wherein:

the means for generating the cyclic redundancy check symbols comprises
means for 'gencrating the cyclic redundancy check symbols based on the
deterministically altered data stream; and

the means for generating the Reed-Solomon check symbols comprises
means for generating the Reed-Solomon check symbols based on the data portion

of the data block and the cyclic redundancy check symbols.

AR
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35. The apparatus of claim 34, wherein the means for generating a
deterministically altered data stream based on the data portion of the data block
comprises:

means for performing an operation on a symbol of the data portion based on

a position of the symbol within a Reed-Solomon codeword.

36. In | a system for transmitting and receiving data, an apparatus for
transmitting a block of data comprising a data portion, cyclic reduhdancy check
symbols and Reed-Solomon check symbols, comprising:

means for generating a deterministically altered data stream based on the
data portioﬁ of the data block;

means for generating the cyclic redundancy check symbols based on the
deterministically altered data stream; and

means for generating the Reed-Solomon check symbols based on the data

portion of the data block and the cyclic redundancy check symbols, -

37. The apparatus of claim 36, wherein the means for generating a
.detenninistically altered data stream based on the data portion of the data block

comprises:

\
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means for performing an operation on a symbol of the data portion based on

a position of the symbol within a Reed-Solomon codeword.

38.  An apparatus for determining whether received data that contains errors
have been properly corrected, comprising:

a receiver operable to receive a block of data comprising a data portion,
* cyclic redundancy check symbols generated using a cyclic redundancy check
generator .polynomial having a plurality of roots and Reed-Solomon check symbols
generated using a Reed-Solomon generator polynomial having a plurality of roots,
and including at least one error;

a cyclic redundancy check syndrome generator operable to generate at least
one cyclic redundancy check syndrome for the received block of data using the
cyclic redundancy check generator polynomial;

a device operable to attempt to correct the at least one error in the block of
data;

a device operable to update the cyclic rédundancy check $yndrome to
correspond to the corrected block of data; and

a device operable to determine whether the error has been corrected usihg

the updated cyclic redundancy check syndrome;

0 g
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wherein the roots of the cyclic redundancy check generator polynomial

meet the following conditions:
(a) the exponents of the roots are distinct values or all values
modulo each prime factor of the cycle length of the underlying finite
field,
(b) the roots do not overlap the roots of the Reed-Solomon
generator polynomial, and
(c). at least one of the roots is a primitive element of the finite

field.

39.. The apparatus of claim 38, wherein the roots of the cyclic
redundancy check generator polynomial further meet the féllowing
conditions:

(d) norootis a power of two of any other root, and

(e) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polynomial. s

40. The apparatus of claim 38, wherein the device operable to attempt to

correct the error comprises:

—_—
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a device operable to correct the at least one error using the Reed-Solomon

check symbols.

41. The apparatus ‘of claim 40, wherein the device operable to determine
whether the error has been corrected comprises:
a device operable to determine whether the updated cyclic redundancy

check syndromes are zero.

42.  The apparatus of claim 41, wherein the received block of data comprises a
plurality of Reed-Solomon codewords, each Reed-Solomon codeword comprising
a data p’drtion and a Reed-Solomon check symbol, the data portions of thé Reed-
Solomon codewords forming a cyclic redundancy check codeword comprising a
data portion and the cyclic redundancy check symbols, and the device operable to
update the cyclic redundancy check syndrome comprises:

.a device operable to perform, for each Reed-Solomon codeword containing
an error that was attempted to be corrected, the steps of: :

determining the location and rﬁagnitude of the error within the Reed-
Solomon codeword;

translating the location of the error within the Reed-Solomon codeword to

the location within the cyclic redundancy check codeword;

A
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exponentiating the translated error location by a root of the cyclic
redundancy check generator polynomial;
multiplying the exponentiated translated error location by an error value;

and

~ adding the multiplied error value to the cyclic redundancy check syndrome.

43.  The apparatus of claim 42, ‘wherein the roots are further selected so that the
exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications.

44, A system for transmitting and receiving data, comprising:
a device operable to transmit a block of data comprising a data portion,
cyclic redundancy check symbols and Re;ad-Solomon check symbols, comprising:
a cyclic redundancy code generator operable to generate the cyclic
redundancy check symbols using a cyclic redundancy check generator
polynomial having a plurality of roots, and :
a Reed-Solomon code generator operable to generate the Reed-

Solomon check symbols using a Reed-Solomon generator polynomial

having a plurality of roots; and
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a device operable to determining whether rcccived. data that contains errors
has been properly corrected, comprising:

a receiver operable to receive the block of data, the block of data
including at least one error;

a cyclic redundancy check syndrome generator operable to generate
at least one cyclic redundancy check syndrome for the received block of
data using the cyclic redundancy check generator polynomial;

a device operable to attempt to correct the at least one error in the
block of data;

a device operable to update the cyclic redundancy check syndrome
to correspond to the corrected block of data; and

a device operable to determine whether the error has been corrected
using the updated cyclic redundancy check syndrome;
wherein the roots of the cyclic redundancy check generator polynomial

meek the following conditions:
(a) the exponents of the roots are distinct values or all “values
modulo each prime factor of the cycle length of the underlying finite
field,
(b) the roots do not overlap the roots of the Reed-Solomon

generator polynomial, and

_
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(c) at least one of the roots is a primitive element of the finite

field.

45.  The system of claim 44, wherein the roots of the cyclic redundancy
check generator polynomial further meet the following conditions:

(d) norootis a power of two of any other root, and

(e) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polynomial.

46. The system of claim 45, wherein the device operable to attempt to correct
the error comprises:
a device operable to correct the at least one error using the Reed-Solomon

check symbols.

47.  The system of claim 46, wherein the device operable to determine whether
the error has been corrected comprises: o
a device operable to determine whether the updated cyclic redundancy

check syndromes are zero.
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48. The system of claim 47, whefein the received block of data comprises a
plurality of Reed-Solomon codewords, each Reed-Solomon codeword comprising
a data portion and a Reed-Solomon check symbol, the data portions of the Reed-
Solomon codewords forming a cyclic redundancy check codeword comprising a
data portion ar_xd the cyclic redundancy check symbols, and the device operable to
update the cyclic redundancy check syndrome comprises:

a device operable to perform, for each Reed-Solomon codeword containing
an error tl;at was attempted to be corrected, the steps of:

determining the location and magnitude of the error within the Reed-
Solomon codeword;

translating the location of the error within the Reed-Solomon codeword to
the location within the cyclic redundancy check codeword;

exponentiating the translated error location by a root of the cyclic
redundancy check generator polynomial;

multiplying the exponentiated translated error location by an error value;
and - : R

adding the multiplied error value to the cyclic redundancy check syndrome.
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49. The system of claim 48, wherein the roots are further selected so that the

exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications. .

50. The systexﬁ of claim 49, wherein:

the device operable to transmit a block of data further comprises a data
scrambier operable to generate a deterministically altered data stream based on the
data porti<.m of the data block;

the cyclic redundancy code generator is operable to generate the cyclic
redundancy check symbols based on the deterrninistica’lly altered data stream; and

the Reed-Solomon code generator is operable to generate the Reed-

Solomon check symbols based on the data portion of the data block and the cyclic

redundancy check symbols.

51.  The system of claim 50, wherein the data scrambler comprises:
a device operable to perform an operation on a symbol of the ‘data portion

based on a position of the symbol within a Reed-Solomon codeword.

52.  The system of claim 51, wherein the device operable to attempt to correct

the errors comprises:
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a device operable to correct the at least one error using the Reed-Solomon

check symbols.

53. The system of claim 52, wherein the device operable to determine whether
the error has been corrected comprises:
a device operable to determine whether the updated cyclic redundancy

check syndromes are zero.

54.. The system of claim 53, wherein the received block of data comprises a
plurality of Reed-Solomon codewords, each Reed-Solomon codeword comprising
a data portion and a Reed-Solomon check symbol, the data portions of the Reed-
Solomon codewords forming a cyclic redundancy check codeword comprising a
data portion and the cyclic redundancy check symbols, and the device operable to
update the cyclic redundancy check syndrome comprises:

a device operable to perform, for each Reed-Solomon codeword containing
an error that was attempted to be corrected, the steps of: =

determining the location and magnitude of the error within the Reed-
Solomon codeword;

translating the location of the error within the Reed-Solomon codeword to

the location within the cyclic redundancy check codeword;
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exponentiating the translated error location by a root of the cyclic

redundancy check generator polynomial;

generating a deterministically altered emor value by performing an
operation on'the error value based on the location of the error within the Reed-
Solomon codeword;

‘multiplying the exponentiated translated error location by the
determiﬁistically altered error value to form a product; and

adding the product to the cyclic redundancy check syndrome.

55. The system of claim 54, wherein the roots are further selected so that the
exponentiating step may be performed by a combination of exponentiations by

powers of two and multiplications.

56. In a system for transmitting and receiving data, an apparatus for
transmitting a block of data comprising a data portion, cyclic redundancy check
symbols and Reed-Solomon check symbols, comprising: :

a cyclic redundancy code generator operable to generate the cyclic
redundancy check symbols using a cyclic redundancy check generator polynomial

having a plurality of roots; and
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a Reed-Solomon code generator operable to generate the Reed-Solomon

check symbols using a Reed-Solomon generator polynomial having a plurality of
ToOots;

wherein the foots of the cyclic redundancy check generator polynomial
meet the following conditions:

(a) the exponents of the roots are distinct values or all values

modulo each prime factor of the cycle length of the underlying finite

ﬁeid,

(b) the roots do not overlap the roots of the Reed-Solomon

generator polynomial, and

(c)  at least one of the roots is a primitive element of the finite

field.

57. The apparatus of claim 56, wherein the roots of the cyclic
redundancy check generator polynomial further meet the following
conditions: :
(d) norootis a power of two of any other root, and

(e) the roots do not overlap any power of two of any root of the

Reed-Solomon generator polynomial.
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58.  The apparatus of claim 56, wherein the roots are further selected so that

data may be exponentiated using the roots by performing a combination of

exponentiations by powers of two and multiplications.

59. The apparatus of claim 58, further comprising a data scrambler operable to
generate a deterministically altered data stream based on the data portion of the
data block, and wherein:
the cyclic redundancy code generator is operable to generate the cyclic
redundancy check symbols based on the deterministically altered data stream; and
the Reed-Solomon code generator is operable to generate the Reed-
Solomon check symbols based on the data portion of the data block and the cyclic

redundancy check symbols.

60. The apparatus of claim 59, wherein the data scrambler corhprises:
a device operable to perform an operation on a symbol of the data portion

based on a position of the symbol within a Reed-Solomon codeword. -
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