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The present invention relates to a system for providing television scheduje
information, and more particularly to a television schedule information guide with
capability for controlling access to television programs.

Systems are available for providing television schedule information to a

10 user. For example, U.S. Patent No. Bl 4,706,121 (Young), provides a television
schedule system and process. In one embodiment of Young, the television schedule
information is provided on the user’s television screen. The user may supply
selection criteria which are utilized by the Young system to make progiam
selections, and the like. In addition, Young discloses a system which controls a

15 television receiver to allow for automatic selection of programs and the automatic,
unattended recording of programs that are listed in the television schedule
information guide. The automatic, unattended recording of programs is achieved by
controlling a videotape recorder (VCR) or other recording device.

20 SUMMARY OF THE INVENTION
The present invention is directed to a television schedule system with a
user interface that allows a user to control access to television programs by time,
rating, content, and/or channel. Furthermore, the user may set a limit on pay-per-
view (PPV) spending to limit the purchase of PPV programs.

25 In a preferred embodiment, the television schedule system has a main
menu. A user may select the "Parental Control" (parental control) menu from the
main menu to enter the parental password. The parental password may be
established from the main menu. After establishing and entering the parental
password, the user may lock-out programs by channel, by rating, content. and/or by

30 time from the parental control menu. The content description of the show may
further have a corresponding "V-chip” classification based on V-chip rating data
supplied by the FCC. Hence. the user may further lock out programs by V-chip
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10  both the parental and purchase passwords are preferably supplied.

If the user does not remember a password, the user may, for example, cail
the cable operator. The cable operator may set the password to null so the user
may establish a2 new password.

Other features and advantages of the present invention will become

15  apparent to those skilled in the art upon a perusal of the remaining portions of the
specification and drawings. In the drawings, like reference numerals indicate
identical or functionally similar elements.

BRIEF DESCRIPTION OF THE DRAWINGS
20 Figure 1 illustrates a preferred embodiment of a television system
according to the present invention;

Fig. 2A shows a preferred embodiment of a pop-up menu shown to a user
if a password has not been established, and the user selects parental control from
the main menu of a television schedule guide;

25 Fig. 2B shows a preferred embodiment of a parental control menu shown
to a user after a parental password has been established and entered;

Fig. 2C shows a preferred embodiment of a pop-up shown when the user
selects a "lock by channel" feature;

Fig. 2D shows a preferred embodiment of a pop-up shown when the user

30  selects a "lock by rating and content” feature;
Fig. 2E shows a preferred embodiment of a pop-up shown when the user

selects a "lock by time" feature;
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classification. In order to tune to a | ocked program the parental password

S preferably supplied. I n one enbodi ment, the user
may sel ect a "C%!;%gl\éi ewi ng" menu from the main nmenu to enter a
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Fig. 2G shows a preferred embodiment of a pop-up shown to a user if a
5  purchase password has been established, and the user selects the "Set IPPV

Spending limits" feature from the control viewing menu;
Fig. 2H shows a preferred embodiment of a IPPV spending limit pop-up
shown to a user after a proper purchase password has been established and entered;
Fig. 3 is a process flow chart for determining whether a user could tune to
10  a program;
Fig. 4 ia a process flow chart for the operation of the parental contro}
feature;
Fig. 5 is a process flow chart for the operation of the purchase control
feature;
15 Fig. 6 is a process flow chart for verifying a password and limiting a
user’s number of tries in entering the parental control or purchase password:
Fig. 7 is a process flow chart for determining whether a program has a
restricted V-chip classification, and whether access should be allowed;
Fig. 8 is a process flow chart for changing the parental control or
20  purchase password;
Fig. 9 is a process flow chart for establishing the parental controi or
purchase password; and
Fig. 10 is a process flow chart for removing the parental control or
purchase password.

DESCRIPTION OF PREFERRED EMBODIMENTS
The present invention provides a television (TV) schedule system with
capability for controlling access to TV programs. Fig. 1 illustrates a preferred
embodiment of TV system 1 in which the invention may be utilized. As shown,

30  system 1 includes a distribution center 10 and multiple receiving locations.
Distribution center 10 compiles data for a data-stream. In a preferred émbodiment,
this data-stream is broadcast to receiving locations 16, 18, 20, and 22, Several
methods are available for broadcasting the data-stream from distribution center 10 to
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evices, W re ted within the receiving locations, receive the data-stream

from, for example, a local service provider 40. Service provider 40 receives the
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10  data-stream from distribution center 10 via line 17, and broadcasts the data-stream
to the receiving peripheral devices via satellite 15 (or another satellite), or via lines
19 and 13. The receiving peripheral devices may be televisions 30, televisions 34,
VCRs 32, VCRs 36, and/or set-top boxes 38. In still further embodiments, PCTVs
may be utilized, or the data-stream may be provided to a personal computer for use
15  with the computer and/or more of the above devices.

In the preferred embodiment, information in the data-stream includes TV
schedule information. Software located within the peripheral devices utilize the
schedule information provided in the data-stream to generate a TV schedule guide.
The software is stored on a computer-readable storage medium 42 such as a ROM,

20 RAM, disk, or other storage device. If the TV schedule guide is in a grid format,
for example, the available channels may be listed on the "y" axis and various times
may be listed on the "x" axis. The user may tune to a program within the TV
schedule guide by highlighting the program within the guide, and selecting the
program. The user may also select one or more desired programs which are listed

25  inthe TV schedule guide for automatic, unattended recording. For more
information on how the TV schedule system displays information, and its tuning and
automatic recording capabilities, see U.S. Patent No. B1 4,706,121 and U.S. Patent
No. 5,151,789. Both these patents, like the present patent application, are assigned
to StarSight Telecast, Inc., and are hereby incorporated by reference in their

30 enirety for all purposes.

The system further has the capability of preventing viewers from tuning to
or viewing one or more TV programs. TV programs may be blocked by channel,

rating, content, and/or time. If the user turns on the TV during a locked time, or
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Fig. 2F shows a_preferyred enbodi mnent of a pop-up shown to a u i
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Spendi ng limts" fegfaliffcatib®® (ol BRantIEY, B teléliBith 36heEIR Yystem mutes the audio and
Fig. 2H shows a preferred enbodi nent of a I PPV spending limt pop-up
displays a solid blue screen over the TV screen. A pop-up will appear asking for
the parental password. The solid blue screen will disappear, and mute will be
5  disabled when the correct password is entered.

Fig. 2A shows a preferred embodiment of pop-up 52 shown to a user if a
password has not been established, and the user selects parental control from main
menu 50. The various menus and pop-ups of the system may be shown as partial
screens overlaying underlying full screens, or they may be shown as full screens.

10  As shown, the user is asked to create a parental password by pressing a SELECT
key. The SELECT key may also be the ENTER key, and may be on a user input
device, or it may be located on the TV schedule guide and entered by directing a
cursor to a screen button. If the SELECT key is on the TV schedule guide, a user
may highlight it on the guide and input it by pressing an enter key, or any key that

15 functions as an enter key on the user input device. Other keys that may be located
on the user input device or the TV schedule guide include the CANCEL key, the
REC key, and the EXIT key. Up, down, left and right arrow keys are preferably
included to allow a user to navigate and make selections within the pop-up menus.
However, any key combinations which allow a user to navigate within the pop-up

20  memns may be used. The parental password may be established from main menu 50
by striking the SELECT key.

Fig. 2B shows a preferred embodiment of parental control menu 54 shown
to a user when a parental password has been established, from main menu 50, and
the user has entered the correct password. The user may lock TV programs by

25  channel, by rating and/or content, or by time. If the user desires, for example, to
lock by time, the user may move the cursor to the "Lock by Time" location and
inputs the SELECT key. Alternatively, if programs have been locked, the user may
unlock ail programs that have been locked. '

Fig. 2C is a preferred embodiment of pop-up 56 shown when the user

30  sejects the "lock by channel feature.” In the preferred embodiment, pop-up 56
includes a list of all channeis available to the user. If the user has more channels
than will fit in pop-up 56, indicators or scroil bars will be shown at corners of the
pop-up instructing the user to move further right or further down to display more
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Since the system stores program information, it is able to determine

whether a current or future program is shown on a restricted channel. The system

10  may also determine whether a program falls within a restricted rating and/or
content, V-chip classification, or time period. Hence, if a lock is placed on a
channel on which there are programs scheduled for recording, a pop-up will appear
warning the user of the conflict. If the user ignores the pop-up, it will time out in
three seconds, the channel will be locked, and the recording will occur without the

15 need for a password as it was set before the lock was enabled. Once a channel is
locked, a user may not tune to, record, or purchase any program on that channel
unless the user enters the correct password. However, upon entering the correct
password, the user may schedule recording of future programs. At the time of the
scheduled recording, the system unlocks the locked channel, tunes to the channel,

20  and records the program. When the program is over, the system relocks the
channel.

Fig. 2D is a preferred 'embodiment of pop-up 60 shown when the user
elects to lock programs by rating and/or content. As can be seen, two lists are
shown to the user, one by rating, and one by content. The user may lock by

25  content and/or rating by highlighting the relevant content and/or rating on the pop-
up and inputting the SELECT key. Programs may be locked using more than one
category of rating and/or content. Furthermore, the content description on pop-up
60 may include information corresponding 1o data supplied by the V-chip. The V-
chip data may be enclosed within parenthesis and will indicate the V-chip auribute

30 classification of the program. For example, the content category "Violence" may
have corresponding V-chip attribute mildly violent (V2), moderately violent (V3),
and the like. When the user locks shows according to rating, all higher ratings are
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5  for a single day, for Monday through Friday only, weekends only, or for every day
of the week. Fig. 2E shows pop-up 62, which requests user input for the time
period during which TV viewing should be prevented. As shown, the user may
specify the time to begin locking (the defauit time is 2:30pm), the time to end
locking (the default time is 5pm), and the frequency of the lock (the default

10 frequency is for a single day). In the situation where the user has set these values
before, the system remembers the values and displays them when pop-up 62 is
shown.

If TV viewing is attempted during a locked period, the system will mute
the audio, and display a blue screen over video. A pop-up will appear asking for

15  the parental password. When the correct password is entered, the solid blue screen
will disappear, and audio will be re-enabled. If a lock is placed on a time period
during which there are programs scheduled for recording, a pop-up will appear
warning the user of the conflict. If the user ignores the pop-up, it will time out in
three seconds, the channel will be locked, and the recording will occur without the

20  requirement of a password as it was set before the lock was enabled. However, all
future recordings scheduled during the locked period will require a password.

Fig. 2F shows a preferred embodiment of pop-up 64 shown to a user if a
purchase password has not been established, and the user selects the "Set IPPV
Spending limits" feature from control viewing memu 66. IPPV stands for impuise

25  pay-per-view, and refers to PPV programs which are purchased via a user input
device, for example, a remote control. It is different from traditional PPV
programs which require the user to call the program provider on a phone to
purchase the program. The user may establish the purchase password, from main
menu 50, by inputting the SELECT key either by pressing the key on the user input

30  dewice, or selecting it on the TV schedule guide. Fig. 2G shows a preferred
embodiment of pop-up 68 shown to a user if a purchase password has been
established, and the user selects the "Set IPPV Spending limits" feawre from control

viewing menu 66. In this case, the user would simply enter the purchase password
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may be, for exanple, optical - fiber, coax cable, telephone line, or
the like. In yet another enbodi nent, peripheral devi ces, which are

| ocated within the receiving |ocations, receive the data-stream

from for exaWPPH460LS | ocal service provider 40. Service proRCFAISI7ERS33
recei ves the 10 data-stream fromdistributi8n center 10 via line 17, and
broadcasts the data;stream to the receiving peripheral devices via
satellite 15 (or ARGIMPYf a?aﬁél'ﬁ:q? &5y- 48 showen in ﬁgsgﬁ. if the usey madg a1Bistakicthe
recei ving peri phewugér i) irpaEhEWANEEL Yef ¥hd hedbiRerd Whid, Si ons 34,

VCRs 32, VCRs 36, and/orh?et-top boxes §8. I'n s?iﬁfp%ﬁrt er enbodi nents,
PCTVs may be uti | Poeecthe purchase passwerdshaschean estgblisbedvarsiéntered,tthe aser

per sonal conputer :nr, Lt .t 0 te nd/ ar e_of ,the above
devi ces. il wéﬁ?\ﬁéqeﬁgﬂ%rlg?,égg%gp Z@ngagc#'?ﬁﬂflf ﬁf%gg‘:’nﬁ‘{ B user maye
dat a- st ream i ricl uguter ¢ total dollar aatvarutoevhiclf IRPVaspeading Shhildvde tinlied deRre the
within the periphg vices utilize th I nf orpation

e . Schedul I

provided in the daisgé-“%?er%lg £ RIFER Eﬁ@a@emﬁ%ul eaﬁg spending amoppkis
sof tware is stor ederopimwhithivaie; the G LU théMErame piRHde Padstvord Gor 4F @ ROM
20 RAM disk, or %}lher orage qevi ce. If the TV schedule guide I1s in a
grid format, pu Ws'eiéﬁ‘ﬁﬁ [doflar-amounr greater thap zarocis Setthis Fethe amount the
the "y" axis and yggrl hdBetor rchBeé ' e ' The
user may tune to a prtg%?%ﬂ%hvm t r‘l)itenthf g TV ﬂi&da‘r&gﬁg@&%ﬁ%ﬁe@iyﬁm

hi ghl i ghti ng e prESasssn Forset thetamough,ithtcusermdy dnpub thei night atrew key, and with

program The user %’n . Iy h r . whigh are

listed 25 int hg g%tﬁdgéﬁféggttﬂ ge F‘%{’ a?&!’%rr%ﬁ%,b@%ndaﬁﬁg’n@%i’"ﬁ@cﬁ?di ng.

For nore decrease the amount, the user may use the left arrow key. The user may use the
arrow keys to reset the dollar amount whenever desired.

To access a locked program, the user may select the "Unlock All Locks”

15  feature from parental control menu 54, and all locked programs will be unlocked.
Alternatively, the user may unlock all locks from the television schedule
information guide by inputting the SELECT key for about 1 second while within the
guide. A pop-up will appear, and the user may choose the "Unlock All" option.
The system will ask the user for the parental password, and upon entering the

20  correct password, the user may tune to all programs on all the available channels.
While the programs are unlocked, the "Unlock All Locks" feature toggles and
becomes the "Relock All Locks" feature and the gray lock symbols in the guides
become red untocked lock symbols. The user may relock all the previously locked
programs by selecting "Relock All Locks" from parental control menu 54. Turning

25  off the TV will also automatically restore all parental locks.

Alternatively, the user may unlock individual programs by tmning directly
to the programs from either the TV or the TV schedule guide, and entering the
correct password. If the user tunes to a locked channel, the system displays a blue
screen over the TV screen, and mutes the audio. A pop-up will appear requesting

30  thp parental password. If the correct password is supplied, the system removes the
blue screen and restores the audio. However, in this case, when the user tunes off

a previously locked channel, the parental lock will be automatically restored.
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. and inpunting the SELECT key. A password pop-up will appear. If the user enters
the correct password, the system tunes to the channel with the desired program.
The user may also input the SELECT key for more than 1 second, and a pop-up
will appear asking the user whether to tune to or record the locked program. When
the user has made a selection, the password pop-up will appear and the user may
10 enter the password. After the correct password has been entered, the .system will
either wune to or record the locked program. Instead of inputting the SELECT key
and selecting the record option on the pop-up, the user may also highlight a locked
program and input the REC key to request recording of the program. Recording
will proceed when the user has supplied the correct password.
15 Fig. 3 illustrates a process flow chart for determining whether a user
could tune to a program. In preferred embodiments, the various processes
described herein operate under software control, such software being stored on a
computer readable storage medium. In a preferred embodiment, the system has
checked whether a parental password is necessary at step 100. At step 102 the
20  system determines whether the user has supplied the correct parental password. If
the correct parental password has been entered, the process will check whether the
program is a free event at step 104. A free event is a non pay-per-view event. If
the event is free, the system will tune to the program at step 110. If the event is
not free, the system will request that the user enter the purchase password at step
25 106. At step 108, the password entered is verified. If the password is correct, the
system will tune to the program at step 110. For both verifying steps 102 and 108,
if incorrect passwords are supplied, the system will not tune to the program
requested.
Fig. 4 illustrates a process flow chart for the operation of the parental
30  control feature. When a user turns on the TV, or tunes to a program or channel,
the system checks at step 150 whether a parental password is needed before the
program(s) will be shown. If a parental password exists, a step 152 of the system
checks whether a BOX lock has been set. A BOX lock is essentially a special
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sel ects paren QI8 61 from main menu_50. The vari ouBCHEYHE883hd
pop-ups of the system may be shown as parti al 10 screens overl ayi ng

underlying full s Qr .the h full ,screens. 10 As
shown, the user igﬁ@gdﬁktag kS éﬁ g‘%?‘fb)ich?ff% 2335’&%4 GPybﬁv"pﬂ'é‘ysi K¢ BOXdoeicT
key. The SELECT keistsy stepsis4tsispidye aldpRip ikR¥mirgnte WRWeP habh passWdfd isi NPUt
device, or it nmay be Iocatg}d on the TV schedul e gui de and entered (t;g/ﬁ

ujee TV

directing a TEERSSATY betore,thecviewar mu WaiRh TV, apd@ stsp) T2 requeytsithat dhe 1
schedul e gui de, a cdfefd the parentalPissbii)! Wihidh tid usepP sn}ﬂgﬁeﬂﬂﬁé qgﬂ@?ﬂ)aés%%,yth% H@f

pressing an enter key, or any key that 15 functrrons as an enter

the user inputd devidyetune @ theprogsym, sdhgduleran abto-tuns; ar echedule a recording ef ulser
I nput device or t %%ym%\mgqlsg gui de include the CANCEL key, the REC
key, and the EXIT . Up, down, left and right arrow keys are preferably

i ncluded to allow a userIftadB@XViockobas ot deemcsder, the byseeim chiesks\for RhannehRclOf- Up

NMenus. However ,.an.key conbi nati whi ch al S navi gat e
Wthin the pop up S5 1580 ¢ e SOMD " Gko. B9 itk thr 3 TRAE ok TEn YIME loge
establ i shed from reise, aatp B0 checks wheshes thiel doriegt {ifae isSkiiif thé<Aige of the

Fig. 2B shows preferred enbqdi nent, of parental control nmenu 54 shown
to a user V\he%&a M?E‘gfmﬁ&sg‘ﬁamfﬂ%éﬂ%éﬁsmsa@mma} PassWaATdnati stePniiauif 50,

and the user is trying to watch TV at a restricted time. Similarly, if a channel lock
exists, and the user is trying to tune to a locked channel, the user would be asked to
supply the password at step 172. If the user is watching TV at an unrestricted time,

the user may proceed to step 168 and may tune to the program, record the pro'gram
15  and the like.
If no TIME lock has been set, a step 160 checks for a rating/MPAA lock,
as the ratings correspond to those set by Motion Pictures of America Association.
If a rating lock has been set, a step 164 determines whether the program has a
restricted rating. If so, the user is asked to supply the parental password at step
20  172. On the other hand, if there is no rating lock, a step 162 checks for a
content/ATTRIBUTE lock. The system checks at step 166 whether the program
contains restricted content, and if so, the user is asked to supply the parental
password at step 172, A step 176 further checks whether the program has a V-chip
classification if the program does not contain restricted content. If so, a step 178
25 (details shown in Fig. 7) determines whether the user is trying to gain access to a
program with restricted V-chip classifications.
Fig. 5, which describes step 106 in greater detail, illustrates a process
flow chart for the operation of the purchase control feature. When a user tunes to a
program, a step 200 checks whether a purchase password has been established. If
30  sos a step 204 checks whether the limit has been exceeded. Step 172 requests for
the purchase password if the limit has been exceeded; if not, the system proceeds
with the buying process at step 208. If step 200 determines that a purchase



the user has entered the correct password. The user may |ock TV prograns by
25 channel, by rating and/or content, or by time. If the user desires,
for exanple, to | ock by time, the user may nove the cursor to the
"Lock by Tinme" |ocation and i nputs the SELECT key. Alternatively, if
prograns have b ed, the user may unl ock all pro

have been Iocke@g}-’}"aﬁk Fig. 2Cis a ﬁ eferred enbogf%&)@?&’
pop-up 56 shown when the user 30 sel ects the ock by channel feature.™

Lﬂatnggl g r gjlg.lr Ir ggl gn%%gstv&gghése &Fﬁ ?:Pfsiag)hal%egr the 3 g&gn%'r 2 4l n'li"nljg?%d%imalhle bpying

will fit in pop-up Piocessalistgt 208 or scroll bars will be shown at corners

of the op-up instrycting.the, us to e further right or further
down to displ 35 ﬁnrg Exg. W\%hg;;a/dﬁﬁ;ﬁ)gs step qll)i/ in greater geuui, xﬂustrates a process
PCT/ US97/ 08833 flow chart for verifying a password and limiting a user’s numbe® of tries in entering

5  the purchase or parental password. At step 250, the user is asked to supply the
applicable password. A step 252 receives the user’s input, and a step 254 checks
whether the password is in a proper format. If the password is improper, for e.g.,
it has too many characters, a step 256 displays a message informing the user the
password is illegal. Step 252 is repeated, and the user may re-enter a proper

10 password. As shown, the user may re-enter the password an infinite number of
times if the password is rejected as being improper.

Once the user has entered a proper password, a step 258 verifies that the
password entered is correct. If so, a step 260 allows the user access to the locked
program. However, when the password entered is incorrect, a step 262 tracks the

15  number of times the user attempts to enter an incorrect password. A step 264
compares the count at 262 with the number 3. If the count at 262 is less than 3, a
step 256 dispiays the illegal password pop-up and the user may re-enter the
password at step 252. If the user has attempted to enter a correct password more
than three times, a step 266 shows a pop-up informing the user there has been too

20  many attempts to enter the password, and the user has to wait fifteen minutes before
attempting to enter the password again. Steps 268 and 270 set the Flag, and start
the fifteen minute restriction before allowing the user to re-enter a password.

In a preferred embodiment, disconnecting the system from the power |
supply will not circumvent the fifteen minute restriction; instead, the user will have

25  to wait longer to re-enter the password as the system resets the fifteen minute period
when it is re-connected to the power supply. The system restricts the user to three
attempts at entering the correct password to ensure the security of the password.
Since an unauthorized user will preferably have to wait at least 15 minutes after
every three tries, the unauthorized user is not as likely to crack the password.

30 * Fig. 7, which describes step 178 in greater detail, illustrates a process
flow chart for determining whether a program has restricted V-chip classification,
and whether the user shouid be allowed access. Since V-chip data comes from the
video stream of a channel, one way to determine whether a program has restricted



channel.s. The user may use the previously nmentioned arrow keys to navi gate
wi thin pop-up 56. A channel is |ocked after a user highlights and sel ects

t he channel . A lock synbol will be placed next to the channel icon to
i ndi cate that the channel is locked. To unlock a channel, the user
may highlight and select the 5 | ocked channel. The | ock synbol next to

t he channel MW®W4%#4| then di sappear to i ndi cat e t hePFHER7/08833
renoved. The user may use the EXIT key to retl&n to pop-up 54 of the

parental control ny. T Since the system stores program
information, it i ge'ﬁ’éﬂ' glaf%ﬁgggpg,zs(ﬁorfgst tune to ‘%ﬁﬁmg toaceess thefatay r Forexample,
programis shown @i \def &} 'bb%alﬁ‘dﬁixfé‘&ﬁﬁﬁéw, LS BMuhl to ciﬁﬂﬂelﬁsglsggmmg to

determ ne whether a programfalls Wthin a restri cF{eTg‘ rating a
content, V-chip cFigd if batsysem determinas thatthe prograpranechapdel 3 Hap dkchiip pl aced

on a channel Q&= Whi qgig or di.n a
pop-up will appealr:l l%bl\?\/}f %‘P‘ﬁg’ﬁ? é’%gér 0 %}%@?ﬂ%l% L&Fw{aﬁﬁ Oﬂ 1
i gnores the pdp- up, The systein determinestat step 302 whethér the usexcis chimginglvhamie R rGth
will be | ocked, and e recording w.ll pcc W t hout .the 1 need for a
password as i+ walecY St Pk HoREwhin guiEs 1E mfsecls <apkiog chapsl, Bom e 1V
| ocked, a user naycréd, alswpr3040puts & bRicticreei ot the TVEscRétM. Pr ogr am on t hat

channel unl ess the user enters the correct password. However, upon

entering the correct Alternasiyslyygthere the gseg d& changing sbarnglsl feom avibiniihe guide,
LNl ocks. tha. | ocked "ERag PPl biue Border srou BAGRHLETE tRKE plth of HE sl °
program Wenl® hethat axgrooncovered by thet gnides y At step 303,03l systeme mutes the audiasmehk .
user may not hear the program. A step 310 tunes to the requested channel, which
is channel 3 in this example, and a step 312 reads the V-chip data from the video
- stream of the channel. A step 314 determines whether the V-chip classification is a
‘restricted classification. If not, the user may tune to-the program on channel 3,

15  However if the program has a restricted V-chip classification, the user is asked to
supply the parental password at step 172. A step 316 checks that the user has
supplied the correct parental password, if so, a step 318 restores the audio volume
of the channel (in this case, channel 3). Depending on whether the user was
changing channels while within the TV screen or the guide, cither step 324 will

20  remove the blue screen put on by step 304, or a step 322 will clear the guide and
the blue border applied by step 306. If access was not verified at step 316, audio
remains muted. and the blue screen or the blue border and the guide remains on the
screen. The user may, however, attempt to access other channels/programs, which
will be shown if they are unrestricted.

25 In another embodiment, the system need not first tune to the channel to
access V-chip data. Since V-chip rating data may be included in the data stream,
and received in a similar manner as data regarding program title, description, and
the fike, the system may receive the V-chip rating data in advance, and store the
data in a database. In this embodiment, the system may apply parental control

30  wijthout having to first tune to the channel to access V-chip data, as the system may
simply retrieve the data from the database. Referring to the Fig. 7 example, the
system may determine, while the user is still within channel 9, whether the program

on channel 3 has V-chip classification by retrieving V-chip data information



Fig. 2D is a preferred enbodi nent of pop-up 60 shown when the user

elects to |l ock progranms by rating and/or content. As can be seen, two |ists
are shown to the user, one by rating, and one by content. The user
may | ock by 25 content and/or rating by highlighting the rel evant content

and/or rating op- . up and inputting the SELECT key. Prograns
may be | ocked ﬁ?%&%e t han one category of rating aﬁ&%@?”é‘@ ent .

Furthernore, the content description on pop-upl3 60 may i ncl ude
i nformation corresponding to data supplied by the V-chip. The V- )
chip data may be erteB¥rding e channelshprograme from tp database. After aetrieving ghiv- chi p

cat egory " Vi ol encer Phgemadon. IuRlprbelfmPiay il RGN syqcl pa ebne,
viol ent (V2), noderwhether the ¥-chip ciassifjcation is a restmitid ichassificdtion. \lfiem thé panesml
| ocks showe accor i DdohSra'ié hgBked’ if ndll B3y sibed'chdt¥ %o fethannel 3 progfin® e 6
5  this embodiment eliminates the need for the system to mute the audio and put up a
blue screen or a biue border around the guide, as the system need not first tune to
the channel.
Fig. 8 illustrates a process flow chart for changing the parental control or
purchase password. A step 350 requests for the password, and a step 352 receives
10  the user password input. A step 354 checks whether the password is in proper
form, if not, a step 356 displays an illegal password pop-up, and the user has an
unlimited number of times to re-enter a proper password at step 352. When the
password entered is in proper form, a step 358 verifies that the password is in fact
the correct password. A step 360 keeps count of the number of times an incorrect
15  password is entered. As shown by steps 360 and 362, the user is given three
attempts to enter a correct password. If after three attempts, the password entered
is still incorrect, a step 364 displays a "Too Many Attempts” pop-up. The user has
to wait ﬁﬁee:i minutes before the system will aliow any further password input
attempts, as steps 366 and 368 set the flag and start the fifteen minute restriction.
20  As mentioned, the user preferably may not circumvent the fifteen minute wait by
disconnecting the system from the power supply.
The user is allowed to change the old password and enter 2 new password
at step 370 if the user supplied the correct password at step 352. A step 372
ensures that the new password is in proper form, if not, a step 374 displays an
25  illegal password pop-up, and the user has an unlimited number of times to re-enter a
proper new password at step 370. If the new password entered is in proper form,
the user is requested to re-enter the new password at step 376 to confirm the new
password entered is indeed the password desired. At step 378, the system compares
the password entered at step 370 with the password entered at step 376. If the two
30  passwords are different, the user is asked to re-enter the new password again at step
376 to confirm the new password entered is the password desired, and step 378
again compares the passwords entered.



automattically | ocked. Since the show contents are not listed in order of

severity, | ocki ng one content does not autonmatically |ock any

ot hers. The user may al so | ock specified tine periods to
prevent TV view ng during those tinmes. The user may further specify
the frequency of the lock, e.g., 5 for a single day, for Mnday through
Friday only, X@ORM$M& only, or for every day of the werelr/USHT/088332E
shows pop-up 62, which requests user input foggthe tine period during
whi ch TV viewi ng shoul d be prevented. As shown, the user may specify

the time to begin | ocki nSteps 36 abdi378are répewted sndl (86 pagswordnenrdredrar $iep 7
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receives the user password input. At step 404, the system checks whether the
password is in proper form, if not, a step 406 displays an illegal password pop-up,
and the user has an unlimited number of times to re-enter a proper password at step
402. If the password entered is in proper form, the user is requested to re-enter the

15  password at step 408 to confirm the password entered is indeed the password
desired. A step 410 compares the password entered at step 402 with the password
entered at step 408. If the two passwords are different. the user is asked to re-enter
the password again at step 408 to confirm the password entered is the password
desired, and step 410 again compares the passwords entered.

20 Steps 408 and 410 are repeated until the password entered at step 408
matches the password entered at step 402. Or, the user may exit the process, in
which case, a password is not created. Alternatively, after step 410 made its
comparison, if password 402 is different from password 408, steps 402-410 are
repeated. This means that the user may re-enter the password at step 402 to ensure

25  that the entry at step 402 is correct, and re-confirm the password at step 408. A
step 410 will compare the two passwords. If they are the same. a step 412
establishes the password as the current password.

Fig. 10 illustrates a process flow chart for removing the parental control
or purchase password. At step 450, the system displays a pop-up explaining to the

30  user that all programs may be viewed free of restrictions if the user removes the
password and asks whether the user wishes to proceed. If the user decides to
proceed at step 452, a step 454 requests that the user enters the password. If not,

the user exits the process. A step 456 receives the user input if the user decides to



Fig. 2F shows a p'referred enbodi mrent of pop-up 64 shown to a user if a
purchase password has not been established, and the user selects the "Set

| PPV Spending limts" feature fromcontrol view ng nmenu 66. |PPV

stands for inpulse 25 pay-per-view, and refers to PPV prograns which are
purchased via put device, for exanple, a renot . It
Is different fra‘ggi% ' ' g‘ﬁﬁ&g{@éﬁ to

mtradlti onal PPV prograrrf}vxmch requir
call the program provider on a phone to chase the program The

PpUt L1 g the. SELECPAESH. B e o8 fRets w&ﬂ?ﬁﬁéﬁm B word, in 7 B ORBOS g &

devi ce, or sel ecti nGept460rdispieys Y mcgaeﬁaskxemgtpoﬂa;p, brihd) the diserShie e vdlifdied aihesk

enbodi ment of pop-up .68 shown to a user a purch swor d h s been |
v bl | ahed. and't hoT SES 18 F-EHEL & pHRBSs PRSPV, SR da: 1 UF ATHON. FRSRREin

from control \Brép¥r TSN Stef® 862 béhﬁeb Ium ﬂﬁ?ﬁss\ﬁd}é i$! fiPfactYB! kékréch PRdsword.
enter the purchase password
PCT/ US97/ 08833 3 A step 464 keeps coumt of thc number of times an incorrect password is entered.

As shown by steps 466, 460 and 456, the user is given three attempts to
enter a correct password. After three attempts, if the password entered is still
incorrect, step 468 displays a "Too Many Attempts" pop-up. The user has to wait
fifteen minutes before the system will allow any further password input attempts, as

10 steps 470 and 472 set the flag and start the fifteen minute restriction. As
mentioned, the user preferably may not circumvent the fifteen minute wait by
disconnecting the system from the power supply. The user is allowed to remove the
password at step 474 if the user supplied the correct password at step 462.

The above description is illustrative and not restrictive. Variations of the

15  invention will become apparent to those skilled in the art upon review of this
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference
to the appended claims along with their full scope of equivalents,



key. As shown in Fig. 2G if the user made a

mstake i nput the CANCEL key and re-enter the
password $ "Once th 1d has been established
and entered the user WI|| § dqlimt pop-up 70 (as
shown in Fig I-? and the user 5 REPbARE} theltotal dollar anount to
whi ch | PPV sdﬁﬂa W16 houl d be |im ted before the syst @CTUSINISsBS a
password to enabl e purchasi ng. The default spgsdi ng anount is zero,

in which case, the user needs to enter the purchase password for al
purchases. Wiere ANHAT IS CLAIMED If:cater than zero is set, this is the
anount the user may spend before the purchase password is required to
make additional 10 purchases. To set the anount, the user may input the

right arrow ke, and with A methodaifh:pexafmga edievidieh gmﬂbéoxﬂ;ﬁrﬁﬁt‘(g e ¥epofdO! | ar
woul d be added,to the limt ?18 t he amount, usef‘J may use

the left arrow key. The Wg‘é?mﬁﬁ}e‘ﬂ%n pwgram schedule fnformation. ’iaéfi N?S‘é!lethe

dol l ar anount Iherisfernatitmsdoiilising at least television proghiin AhfeRfistich dnd Gk gram
the user may select the "UpJock Al Locks" 15 feature from parenta

control nenu 5%, and all “P!‘Sméﬁcﬁ?? %%d\ﬂnﬁ of%aid, teleyisiangprograms based on user
Al ternatively,st hgngaeLind'Rld prok (@;ks fromthe tel evision schedul e
i nformation guide by inputting the SELE key for about 1 second while

wi thin the gui de. A pop-up wll appear and the user may choose the

"Unl ock Al'l'" tion. ask the user for t rent al
password, andoﬁpon enteri ng’gﬂphe&%‘%l a%rpg‘mef’éﬁfaﬂﬁsls%‘?ﬁ' ?ﬂ@t?s%%"ﬁ’é‘ygﬂ%ﬁﬁg to
all prograns ch alcbmptisesabhestepbof timitivpracedss by rating.

1 3. The method as recited in claim 2 wherein all programs with a rating
2 worse than said rating are blocked.

4. The method as recited in claim 1 wherein said step of limiting access
2 comprises the step of limiting access by content.

1 5. The method as recited in claim 1 wherein said step of limiting access
2 comprises the step of limiting access by V-chip classification.

6. The method as recited in claim 1 wherein said step of limiting access
2 comprises the step of limiting access by time.

1 7. The method as recited in claim 1 wherein said step of limiting access
comprises the step of limiting access by a spending limit for pay-per-view

3  programs.

8. The method as recited in claim 1 wherein said step of limiting access

2 comprises the step of limiting access by rating for a pay-per-view program.

9. The method as recited in claim 1 wherein said step of limiting access

comprises the step of requiring a password to be input before allowing access to

i

said selected ones of said television programs.




VWhil e the ‘ cked, the "Unlock All Locks feature t oggl es and
becones thﬁlmmﬂmuﬂlﬁlﬂ ks" feature and the gray |ock synbols in the
gui des * Pecane®rell uhl ocked | o gNSer may rel ock all the

previ ously | ocked prograns by , ocK Al'l Locks" from
parental contr ny. 54. Turning 26 _ Vil also a '%I y
restore all pa%ﬂﬁfdﬂ}ﬁocks. Alternatively, t hg&:ﬁggy

unl ock individual prograns by tuning directly 17 to the progranms from
either the TV or the TV schedul e gui de, and entering the correct

password. 1f thé& user tunéd@ {Theanethadasdreiradringliaim:ihwheroiaisaid ghedwleinformationiis
screen over the,TV %%%’in?%nmﬂﬁﬁgﬁi%]iﬂfqho' A pop-up w |l appear
t he

requesting 30 t he parental password. "correct password is supplied,
t he systemrenoves the bl ue screen and restores the audi o. However,

in this case, en the us n f . s A\ ) C hannel ,. .
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PCT/ US97/ 08833 2 broadcast on a dedicated channel.

12. The method as recited in claim 1 wherein said schedule information is
2 broadcast out-of-band, using non-channel specific mechanisms.

13. The method as recited in claim 1 wherein said step of limiting access

comprises the step of displaying a solid color screen and blocking audio of one of
said selected programs.

14. A computer program product comprising:

computer readable code that inputs television program schedule
information, said schedule information comprising at least television program
information and times;

computer readable code that limits access to selected ones of said
television programs based on user inputs and said program information; and

tangible media that stores the computer readable codes.

~Nl AN VM AW N -
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15. The computer program product as recited in claim 14, wherein said
2  computer readable code limits access by rating.

16. The computer program product as recited in claim 15, wherein said
2 computer readable code limits access to all programs with a rating worse than said

rating.

17. The computer program product as recited in claim 14, wherein said
2 computer readable code limits access by content.

18. The computer program product as recited in claim 14, wherein said

2 computer readable code limits access by V-chip classification. -

This Sheet Has Been

N T



9 - - Hen I f the user tunes off the | ocked channel, and then tunes
back, the %ﬁﬁl”ﬂ'ﬂi“"""””!ﬂ e-enter the password to view the | ocked
channel . e access |nﬂﬂ§|m1rﬁ ggm )rograms fromthe

gui de, the user may sel ect whi € V%PM@%‘; pr ogram t he user w shes
to view by highlighting it on the guLde d_inplitting the SELECT key.
A password po%ol?i?l ¢| appear. If the user enters t hePQIAFIOHORBI3
password, the systemtunes to the channel with8the desired program

The user may also input the SELECT key for nore than 1 second, and a pop-up
wi || appear asking the ubtr ThiEQRRYCR RrogiamePRogucs as resited i ¢lpim i cWhegein said

program Wen »  comphifreidfble Bak IRHSaReqYyAEhe.ON. the password pop-up

wi |l appear and the user may 10 enter ﬁ”lG password. After the correct
password has been entered, the systemw | either tune to or record
the | ocked program | nstegad ' | he SELECT key. . and . .
sel ecting theol?ecord opt dn@%céﬂgﬁé%ﬁggﬁpﬁuch%(echﬁix flaim M’g‘ﬁﬁqrﬁlﬂtsa’g

| ocked Pr ogompuien eeadatie todehlémit-atckss\byt Dspeading liiniv foc paydpergvied t he
program Recordin wi |l proceed when the user has supplied the
correct passwotd. Pi@grams. Fig. 3 illustrates a process flow chart
for determ ning whether a user could tune to a program In preferred
enbodi nents, the various_processes descri bed herein operate under

sof tware contrbl, such s®¥t ke EOBRYRALPIOgHILRroduct 4s recited in:elaig 14 whaseinsaide
storage nediumg | l%ogxgﬁfcﬂ&gﬁlﬁg codB i ERbess ty Yatiny %%T’Ba Grr-view %%gﬁ?ﬁked

whet her a parenta ssword I's necessary at “step t" step e 20
syst em det ermi nes whet her the user has supplied the correct parental
password. |f 1 22. The computer program product as recited in claim 14, wherein said
2 computer readable code limits access to said selected ones of said television

3  programs by requiring input of a password before allowing access to said selected
4

ones of said television programs.

[

23. The computer program product as recited in claim 14 wherein said
2  schedule information is broadcast in a vertical blanking interval.

1 24. The computer program product as recited in claim 14 wherein said
2  schedule information is broadcast on a dedicated channel.

25. The computer program product as recited in claim 14 wherein said
2  schedule information is broadcast out-of-band, using non-channel specific
mechanisms.

26. The computer program product as recited in claim 14, wherein said
2  computer readable code limits access by displaying a solid color screen and

blocking audio of one of said selected programs.

27. A method of operating a television comprising the steps of:
storing schedule guide information and associated program quality

information for programs in said schedule guide:

HOW N -

inputting a password to restrict access to programs with selected qualities;

This Sheet Has Been Re’ilaced




the' corfe ord has been entered, the process wll check

whet her tﬁ“l“ﬂ"“mm"lﬂﬂgm?s a free_event at step 104. A free event is a
non pay-pet-\iew eWent. tf t he TRIGEBHEETSHAS SFEENLiNe systemwill tune to
the programat step 110. If the evept is REPLAC ot 1Nree, the systemw ||

request that t nter the pur d.at Istep 25 106. At
step 108, the ng?\?ééodgentered is verified. If&&he passwor d i sPY§O208833 t he

systemw || tune to the programat step 110. Fd¥ both verifying steps 102
and 108, kf incorre e i he systemw || not
tune to the program %ﬁé%&l%"?{o mﬁé’&P}, pgl%tul&'i:ﬁ'é’.g%?’i | lustrates a

process flow chért for theletpoiniig ifsaid patticaiap progrand has3hid seteztddr Ualifi@bnd €.
When a user turgs on the TV, or .tunes to.a.program.or channel i t he
syst em-checks a? step 150 ‘\%é’f‘%‘?‘gg‘sb‘é}‘85?‘&&%&&?\6&}‘&8@@%@%@@3@@%

progran(s) w |l g8be qiafivies. | f a parental password exists, a step 152 of the

system checks whether a BOX | ock has been set. A BOX lock is
essentially a speci al
1 28.  The method as recited in claim 27 wherein a selected quality is a

2  price quality.

29.  The method as recited in claim 27 further comprising the step of
receiving said password and user input to unlock all channels; and
unlocking all channels for a limited time.

1 30.  The method as recited in claim 27 wherein said step of storing
2 program quality information comprises a step of retrieving V-chip information for a
program.

This Sheet Has Been Replaced

ARG




WD-97/ 46016

PCT/ US97/ 08833 10 TI VE
|l ock as it keeps the TV | ocked for 24 hours a day, everyday. If a BOX | ock
exists, a step 154 displays a pop-up informng the viewer that a password

IS necessak%wagh?re the viewer may watch TV, and a step 172 requests
that the user ers the parental password. \Wen the uscfCEU§IHNE83%:
the correct password, the user 5 may tune to the program schedul e an

auto-tune, or schedule a recording of the /12 program at step 168.

If a BOX | ock has not been set, the system checks for channel |ocks at

step 156. If none exists, a step 158 checks for a TIME lock. If a TIME | ock
exists, a step 170 checks whet her jthe current tinme is within the range of
the 10 - restricted tines. The user s asked to supply the parental
password at step 172 if the user is trying to watch TV at a
restricted tinme. Simlarly, if a channel | ock exi st s,
trying to tune to a | ocked channel, the usef would be asked t

16

v)

~38.1pp!
the password at step 172. If the user is watching TV at _anr—ufr b ed
tinme, the user may proceed to step/168 and_nay'Fﬁne to |tjh 3 krcgranl
- I f no WIWE—te€k has
e_ratings

record the program 15 and the | i
been set, a step 160 checks for a ratN
correspond to those set by .
a rating | ock has been set,
restricted rating. If so,

at step

171 SERVICE N
DISTRIBUTION PROVIDER RL1 ‘[pt
CENTER ™v k30 v
132 #
VCR
19

]l m
FlG. |/
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20- 172. On the other hand, if there is no rating |ock, a step 162 checks
for a content/ ATTRI BUTE | ock. The system checks at step 166 whet her
t he program contains restricted content, and if so, the user is asked
to supply the parental password at step 172. A step 176 further
checks whet her ‘&B(.; g{nﬁgram has a V-chip classification if _the program
does not contai [ cted content. If so, a step 178 25 (d%f s own
in Fig. 7) determ nes whether the user is trgb@g to gain access to a
programwi th restricted V-chip_classificatio Fig. 5,
whi ch describes step 106 in greater detes a process
flow chart for the operationjof the purcftrase co ot~ f eat ure. Vheﬁﬁasaser
tunes to a program a gfep ZOOFE% ks. whet her 3 pur chase pasjgword has
been established. If 30 s@lerr] a ther the Ifijmt has
been exceeded. Step 172 requests for {Parentgd & wrd iff] the
limt has been exceeded; if nfot,|RhesaysvpnPpreddads Controlilth thid buyi ng
process at step 208. If step|200 devennrimist thirsh puedisse 52
a Parental Password. -
Press SELECT now to create
a password.
Select your channel order
and favorite channels.

FIG. 2A.

{PARENTAL CONTROL|

{Unlock All Locks]

Lock by Channel —54

Lock by Rating & Content
Lock by Time

Temporarily unlocks all the
locks you' previously selected.

FIG. 2B.

|LOCKX BY CHANNEL]

.
10O X

Use ARROWS then SELECT to choose

[KoED-PBS]fCh 9] [wMAY 23] [8:17P]
FIG. 2C.
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password has not been established, the systemw || also proceed with the
buyi ng process at step 208. Fig. 6, which describes

step 172 in gr ail, illustrates a process fl ow

verifying a pag‘g&gﬁlﬁg&d limting a user's nunber of tries i nc‘ﬁ[‘féﬁ’%” 5

t he purchase or parental password. At step Zggg_the user is asked to supply
[

t he appl i cabl e password. A step 252 r ves the user's input, and a
step 254 checks whe If the

password is inproper, for g.g., CK BY NG Og TEORTENT cters; a step
256 di spl ays a nmessage inf prm ngm————pmwfd isfillegal.

Step 252 is repeated, and {pe usef,. re- ﬁ,ﬁm proper 10 pagsword. As
shown, the user may re-entgf th gor d ] pite nunber of

tinmes if the password is r EJ ect ei nqEinRfapEty 66){1ce
the user has entered a propger p . alNuhit®g verifies ¥ hat e
password entered is correc{| If 13 |st e der afjcess to

t he | ocked program [ HowevgeR, when tjlreybssSotdaedoersefd i s{|i ncorrect,
a step 262 tracks the 15 hunbey non 7tii B to Enter an

i ncorrect password. A step|p64 co 2 ’%;W P62 With the
nunber 3. If the count at 262 i ////A'Lhall 3, a STeP“256 Hi spl ays
the illegal password pop-up passwor d

1 o} lock
at step 252. If the user hgs azfa?t I'%g ofbc%rﬁt%ént.cl%ée RgRSworyd nore

to move. Press EXIT when done.

FIG. 2D.

| LOCK BY TIME |

On - Off

Lock at: <[2:30pM- D
Unlock at: | s:00pM | — 62

Lock Status: | Every Day |

Press <P to change time.
Use AV to go to next item.
Press EXIT when done.

FIG. 2E,
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than three tines, a step 266 shows a pop-up informng the user there has

been too 20 many attenpts to enter the password, and the user has to
wait fifteen m nutes before attenpting to enter the password agai n.
Steps 268 and 270 set the Flag, and start the fifteen mnute

restriction befgre allowi ng the user to re-enter a password.
In a preferred gWﬁ@Hﬂﬂﬁnt di sconnecting the systemfromthe dgmgpwmmmm

supply will not circumvent the fifteen minut restriction; instead, the
. i fo
user will have 25 to wait longer to re- ent 1 {he Dassmord as_the system
resets the fifteen mnute pgriod et hsoreeonnect ed t
power supply. The systemregqtricts Lﬁﬁzﬁﬁgig A§ (ing | att tgﬂgt

entering the correct passwor|c rd.

Si nce an unaut hori zed user &%’f&ﬁﬁpﬁhﬁgvélt%‘-%ﬂ-oapel 5 m nutes
after every three trilgs,| t@fepbdvRer vVoad miset Firast fkely to -
crack the password. 30 createga punrwhasde dessswbes. 78 in

greater detail, illustrates Py OCBSSset up yiduw mhechaker

whet her a program has restri{dte p&gQde&\fgégglgg@Eym now.
the user should be all owed ddcegs. Si nce chip data comes fjomt
I

vi deo stream of a channel, dne Wd)éetto ﬂﬁ;.\?r%ggd%%t t}ﬁrmﬁ:gﬁjgram has

restricted
Set limits on Impulse
Pay-Per-View purchasing.

FIG. 2F.

Control TV Viewing —166

Please enter your 1l 68
purchase password. _,/”A
* % k%
Press SELECT.
If you make a mistake
press CANCEL.
Set IPPV Spending Limits|

Set limits on Impulse
Pay-Per-View purcha51ng

FIG. 2G.

| SET IPPV SPENDING LIMIT |

Limit IPPV spending to:

<lsis.00|> -0

Once this limit has been met
your password will be needed
to purchase additional shows.

Press JP> to change amount.
Press EXIT when done
‘ or CANCEL to clear amount.

FiG. 2H.
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V-chip classification is to first tune to the channel to access the data.
For exanpl e, the user may be watching channel 9, and desires to tune
to channel 3. Reba¥kdi Fig. 7, if the systemdetermnnes that the
program on channel 3 has V-Chl p classification, a step PCIPRHR8I ¢ he

9. The system determ nes
&l's from the TV screen

vi deo and audi o volune information of channe%ﬂ
or fromwithin guide. If the user is changing channelsgdromthe TV
screen, a step 304 puts a blue screen O i een.

%~~s f
a step 306 applies a blue border arou m‘lﬁ'— tojbl ock out parts of the
screen 10 that are not covered by t ars pp 308, the system
tunes to the requested channel, which S cqegnel 3 in this exanple,
and a step 312 reads the V-ch|p data from re stream of the
restricted classification. If no§, the pe” t 0 the program on
channel 3. 15 However if the nrogran1h. gfricted V-chip

at step 302 whether the user is changing cha

Al ternatively, where the user is chang omw thin the guide,
nutes the audio so the user may not hebr the program A step 310
channel . A step 314 deternines whet hi#f slassification is a
classification, the user is asked to

FREE

A PURCHASE EVENT

EVENT

YES
/ 106

ENGOUNTER
PURCHASE
PASSWORD

PASSWORD
ACCEPTED?

Y
ES /0

TUNE TO
GHANNEL

e DONE

FIG. 3.
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supply the parental password at step 172. A step 316 checks that the user

has supplied the correct parental password, if so, a step 318
restores the audi o vol une of the channel (in this case, channel 3).
Dependi ng on whet her the user was changi ng channels while within the

TV screen or thgﬂgyﬁgﬁ“ either step 324 wll 20 renove the blue screen
put on by step a step 322 will clear the guide and PCT/USST®883B ue
border applied by step 306. If access was not verified at step 316, audio
remai ns. nuted. and the blue screen or the blgggborder and the gui de remains

on the sc n. The user may, however, attenpt to access other

channel s/ prograns, Wi 180 will be shox B |flﬁﬂey ar g—tmre eh 1545
I n anot her enbodi nept eﬂsneed pYes tunget of t he BIBRIAYe! t?
access V-chip dat as $“mgﬁn®px-'- erta(Q p#' >——Raklde@0X rLOCKED da
stream and resg T a sinil arky dat a egarpomg:prog am
title, description, ano the like, t stem may Lece Chi p
rating data in advance, M@ store the IMata in a dat abase. In this

enbodi ment, the systemngy apply parental cairohga30 w thout having to
first tune to tJie channel to access V-chig datad as e system may

sinply retrievg the data from the databa HERE ALHA NA&YE g the Fig. 7
exanpl e, the system may determ ne NELHOCK? 146 user is still within
channel 9, whetjher the program on Ckapatl 3 has V-chip
classification |by retrieving V-chip data infidmation
158
3]
THERE A
TIME LOCK
L. | ENCOUNTER
PASSWORD
YES
166
e ARE
R e e | ENCOUNTER
7 T2~ passwom
NO
YES {ﬂﬂ
V-CHIP
VERIFICATION
1 {158

' DONE }F

FIG. 4
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regardi ng the channel 3 programfromthe database. After retrieving this
information. if the program has V-chip classification, the system may

determ ne %9&/@55 the V-chip classification is a restricted
classification. 17 2604 he par ent al password is request e@CT{USIM§833
the systemtunes to the channel 3 program Hence, 5 t hi s enbodi nent

elimnates the need for the systemto nute tHélZaudi o and put up a
bl ue screen or a blue border around the guide, as the system need not first

tune to t he channel . : Fig. 8 illustrates a process
flow chart for chanm’sl:kgnt he parental control or pur chase password. A
step 350 requests for e password, and a step 352 receives 10 t he user

password input. A step 354 checks whether the password is in proper

form if not, a step 356 display illggﬁl password pop-up, and the user

has an unlimted nunber e-enter a proper password at
THERE A PUR- ~\ NO

step 352. Wen the
cHASE'I;ASS-
YES

!l72

ENCOUNTER
PASSWORD

!

FIG. 5.
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password entered is in proper form a step 358 verifies that the password
is in fact the correct password. A step 360 keeps count of the nunber
of times an incorrect 15 password is entered. As shown by steps 360 and
362, the user is given three attenpts to enter a correct password. If
after three attqug;,/ We password ent ered is still incorrect, a step
364 displays a " ny Attenpts" pop-up. The user has PE TSP Y08833
fifteen mnutes before the systemw | allow further password input
attenpts, as steps 366 and 368 set the flag @2@Istart the fifteen mnute
restriction. 20 guser preferably may not circunvent the
fifteen mnute wai§ by DISPLAYdi scpnnect i ng the system fromthe power
suppl y. s allowed to change |fi@ ol d password and
370 if the user s#pplied the correct
ensures that the new password is in
gﬁays an 25 illegal password pop-up,
of times to re-enter a pr oper
new password at st ¢ ew passvvord entered is in proper form
the user is request b SeBINS: word at step 376 to confirm
t he new passward i ndeed t he stsword desired. At step 378,
t he system conpares he password enteredjat step 370 with the
password entered at step gg the two 30 passwoLgisg are different, the

user is asked to re-ente passv»ﬁn-d_a-ga.-n_a.t_é.p ep 376 to

password at step 352"
proper form if not,
and the user has a

confirmthe new pass»qadD D pasgypesl. desifjed, and step 378
agai n conpares the BAsSHOPR ¢ . PASSWORD POPUP
YES
264 ~ 266
E TSE‘.'R THAN POPUP
s~ WCRENENT £ r!vnm -
PASSWORD :
BAD PASSWORD TOO MANY
VERIFIED? COURT FLAG
YES '
72680 L
ALLOW ENABLE
DONE = |5 MINS
AGCESS RESTRICTION

FiG. 6.
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Steps 376 and 378 are repeated until the password entered at step 376

mat ches the password entered at step 370. O, the user nmay exit the

process, in heh case, the password is unchanged. Alternatively,

after step 378 r‘rva%%ﬁ#t)'? conmparison, if password 370 is BW’P%?’@H‘%;3

from password 376, steps 370-378 are 5 repeated. This neans that the

user may re-enter the new password at step e to ensure that the

entry at step 370 is correct, and reconfirmthe password at step 376. (ITS
0

Step 378 will conpare the two pgs¥ibrds, if tjgy are the sane @ step 3
changes t he [ord_password—tp the newgmgsword. /*-"0 Fi g./@u

illustrates a prodesSAVERURRENTt| for es g parent al tontfrol 10
or purchase passwdr d.CHANNELe ANDOO} ‘. ‘ g o A®PLand La dt e MUTE2
) AUDIO VOLUME » BLUE BORDER AUDIO

NO /304
APPLY
BLUE SCREEN
/112 A2 r,sm
ENCOUNTER READ

TUNE TO
V-CHIP  {=—{REQUESTED

PASSWORD DATA CHANNEL

316

ACCESS
VERIFIED?

YES
/308

RESTORE
AUDIO VOLUME [

320 /322
GLEAR
BLUE BORDER
NO /3
CLEAR
BLUE SCREEN
\ \
—=| DONE

F/1G. 7.
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recei ves the user password input. At step 404, the system checks whet her

t he password is in proper form if not, a step 406 displays an

i1l egal password pop-up, and the user has an unlimted nunber of
times to re-enter a proper password at step 402. If the password
entered is in p{,‘% grm the user is requested to re-enter t

password at ste gﬂio confirm the password entered is inde E‘?Vﬁ%msms
password deS| red. A step 410 conpares the password entered at step
402 with the password _ent ered at step IGOR. |1f the two passwords are
different. the user i gﬁr t he password again at step
408 to confirmthe pags - I S the password desired, and step
410 agai n conpares th¢ pas ent ered. 20 St eps 408 and 410
are repeated until thepasswmyro—e eﬁgat step 408 mat ches t he
password entered at step-40 Q) or’ er may exit the process, in

whi ch case, a password i AI ternatively, after step 410 made
its ) conpari s¢ erent from password 408,
steps 402-410 are : at the user may re-enter
the password at step 40 : that thel entry_at step 402 is
correct, and re-confirmthe g 4090 at step 408 A 56 step 410 w ||
conpare the two passwords EGALST €n] 412
establ i shes the passwyd Vak VWPASSWORD Fig. 10
o renoyi ng pparen al control

il lustrates a process T

or purchase password. At '.;&.‘, the sybiewa.d A pop-up expl aining
to the 30 user that all prgesams may be vi ewe()‘rees'i)| restricti ong3gqf
t he user renoves the pe assword and asks e §Ye us*wm%
. If th [ r \
proceed. If the user decides to GREATERTHANS ES ATTENPTS
POPUP
358 2360 T%_L“_“
' VRAM
VERIFY NO INCRENENT . T00 NANY
PASSWORD BAD €8§,§¥°"° FL‘A@
| /368
YES /310 ERABLE
15 MINS
RESTRICTION
,3'{4
ILLEGAL
PASSWORD
POPUP
REQUEST
——a— PASSWORD
CONFIRMATION
/380
SET PASSWORD - DONE
FIG. 8.
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proceed-at step 452, a step 454 requests that the user enters the password.

I f not, the user exits the process. A step 456 receives the user

i nput if the user decides to WO 97/ 46016

PCT/ US97/ 08833 15
proceed. and a 5&&97é%% checks whether the password is in proper form |If
not, a step 1{ di splays an illegal password pop-up, an8CTHEIN3EA3
has an unlimted nunber of times to re-enter a proper password at
step 456. If the password entered is in W 12or oper form a step 462
verifies that the password is in fact the correct password. 5 A step

464 keeps count of the nunmber of tines an incorrect password is entered.
As shown by steps 466, 460 and 456, the§ffser is given three attenpts to

enter a correct passwor. é?t I g attenpts, if the password entered is
still ' I ncorrect, Q d‘ﬁ& @ ays a "Too Many Attenpts" pop-up. -The

user ha§ to wait
l r 402
ENTER NEW
] PASSWORD
,406
ILLEGAL
PASSWORD
POPUP
REQUEST
- PASSWORD
CONFIRMATION
2412
SET
PASSWORD DONE
FIG. 9.
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fifteen m nutes before the systemw || allow any further password input
attenpts, as 10 steps 470 and 472 set the flag and start the fifteen

mnute restriction. As nmenti oned, the user preferably may not
circunvent the fifteen mnute wait by di sconnecting the system from
t he power suppl ser is allowed to renove the a t ste
474 Pf t he uggrwo%)aﬁléd the correct password at step 462. P SP%S(;'”&” P
The above description is illustrative and Bgm%restrictive. Vari ati ons of
the 15 i nvention wl | becone aagérent to se skilled in the art upon
review of this ’ he scope of the invention should,

t herefore, be de th reference to the above

description, but 4o gy be determned with reference to the
appended cl ai ns & g \Xt beillr full scope of equival ents.
16
NO
454
DISPLAY
PASSWORD
POPUP

460
ILLEGAL 468

T00 NARY
ATTENPTS
POPUP

4 A0

SET NVRAM
TOO MANY
FLAG

AR

VERIFY

!
INCRENERT
PASSWORD ENAGLE

BAD PASSWORD
15 MINS
COUNT RESTRICTION

A T
REMOVE
PASSWORD —=  DONE —

Fi16. /0.
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WHAT 1S 1. A net hod of exerci cce tro ’
t el 'evi.‘siﬁ“m! “m 4H“‘I sing the steps of : ?@ §§2 S‘I(ggg 3

bl Q¢ki ng al ewl sson* prog .

plurality of television progfa Iﬁ%ﬁ gs ,#Eﬂ gui de for ffia%ﬁ%&’ﬂﬁ 1998

sel ecting one of the display | D or vilew ng or recording;

prompt i ng RSIIRGBRRISEk er a password if the sel ected program neets the

bl ocking criterion; unbl ocking the selected programthat neets the

bl ocking criterion tfflwgan be ,viewed or recorded if, the viewer enters the
password respoRsiv ol ,exsreiging access Gontigl g¥aritplgvision Pregrams SOmpFIEine Ahs | f

a di ff er enstepgfofgr am | s tuned to; and restoring the bl ocking criterion

after the progiamhs, QYfiof forbistiigtHE Midvidor Srob 2l Hont UGS vieed;

displaying a plurality of television program listings in a guide format on a screen;

selecting one of the displayed listings for viewing or recording;

prompting a viewer to enter. a password if the selected program meets the blocking
criterion; ' '

10 unblocking the selected program that meets the blocking criterion so it can be viewed or - '

recorded if the viewer enters the password responsive to the prompt; and

restoring the blocking criterion after the program is over or the program is no longer tuned
to. : '

o+ 15 2.  The method of claim 1, in which the step of entering a criterion comprises:
- displaying on the screen a list of criteria if the viewer enters the password responsive to
the prompt; and
selecting the criterion to enter from the list of criteria.

20 3. The method of claim 1, in which the step of entering a criterion comprises:
displaying on the screen a prompt to the viewer to enter a password;
. displaying on the screen a list of criteria if the viewer enters the password responsive to
the prompt;
selecting the criterion to enter from the list of criteria;
25 . removing the list of criteria from the screen after the criterion has been entered; and
preventing selection of another criterion until the password is reentered.

4. The method of claim 1, in which the step of entering a criterion enters a program
rating. L
30
' 5. The method of claim 1, in which the step of entering a criterion enters a channel
identification.

6. The method of claim 44, further comprising the step of displaying a lock symbol
35 -next to the channel identification in the program listings.

7. The method of claim 1, in which the step of entering a criterion enters a time
'period._ |
This Sheet Has Been R ’i | REPLACEMENT SHEET
M ¢
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2. The in which the step of enter crlterl

conpri S’Talm "l["lm Iﬂlﬂumg on the screen a |ist of CP yig & | ?@%
entérsithe password sesponsive to the prorrpt and ‘I} sct rﬁ m&
criterion to enter fromthe |is ‘3 " The net 3 YJB&B‘H
1, in whi cr}é& g,} _ﬁnt eri ntj‘"g SﬂEiEFéiAS)ﬁEEN) ri ses: di spl ayi ng on
the dcreerd %’%ﬁﬁf/ §he vi gwer t BERIACED a pagsword; di spl ayi ng on
the screen a list of cr|ter|a [ € vVie rs the passwor d responsive
to the pronpt;

8. The method of claim 1, in which the step of entering a criterion enters a spendin'g'
5 limit for pay-per-view programs.

9. The method of claim 1, further comprising the step of tuning to the selected
program for viewing or recording without prompting the viewer to enter the password if the
selected program does not meet the blocking criterion.

10

10. The method of claim 1, in which the unblocking step comprises the step of

unblocking all of the blocked programs.

11. The method of claim 1, in which the step of entering the password comprises

s 15 verifying the password and preventing the viewer from entering the password for a

predetermined period of time if the password was entered incorrectly for a predetermined
number of attempts.

12.  The method of claim 1, in which the password can be changed by the viewer.\
20
13.  An apparatus for exercising access control over a television program comprising:
a display screen; |
means for entering a criterion for blocking television programs from being viewed;
.means for displaying a plurality of television program listings in a guide format on the
25 screen;
means for selecting one of the displayed listings for viewing or recording;
o means for prompting a viewer on the screen to enter the password if the selected program
meets the blocking criterion; and _
means for unblocking the selected program that meets the blocking criterion so it can be
30. viewed or recorded if the viewer enters the password responsive to the prompt.

_"
F

14.  The apparatus of claim 52, in which the means for entering a criterion comprises:
means for displaying on the screen a list of criteria if the viewer enters the password
responsive to the prompt;
35 - means for selecting the criterion to enter from the list of criteria; and
means for restoring the blocking criterion after the program is over or the program is no
longer tuned to.
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f f
o IR Hﬂt:fzf;fznishgngﬁieeraf:ﬁam; V54 ﬁ,g@ss 3
been entere enting-selection of anot har crl’ferl m?

t he passvvord " is reentered| THIS SHEET HAS. BBRNe| net hofP®BE, cl a8 8\f ch

t he Qf crift eri oRERIACEDS a pfogramrating.
The thoézégww1&q7n whittt—tte—step-of—entering a criterion ent ers a
channel identificati on 6. The nmethod of claimb5, further

conpri sing thelgt e P‘?%gﬁﬁﬁng?ﬁ ﬁ%véua}/ﬂgﬁleaﬂgf&eﬁtgnﬁ g cﬁtgﬁon gompnsés |

identification T'n t
means for displaying on the screen a prompt to the viewer to enter a password;

5 means for receiving and recognizing the password;
means for displaying on the screen a list of criteria if the viewer enters the password

responsive to the prompt;
means for selecting the criterion to enter from the list of criteria;
means for removing the list of criteria from the screen after the criterion has been entered;

10 and
means for preventing selection of another criterion until the password is reentered.
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7. The nethod of claim1l1, in which the step of entering a criterion
enters a tine period mlum he nethod of claim1l, in Wmch tirg &
step of entering a ”I , l I"'L"Iﬁ“ s a spending ) P S g a Yo vl 01240 vlltpgw
progr ans- . The' méthdd df claim1, fuf#® "ok v“i'*“'i e step
of tuning to the selected program for view ng §r{recordi ng w thout
prompting the viewer to enter the password if thelsgl ep$aEioqgmor does
not neet the blocking criterion. 9. The mathod of clai in

whi ch the un |OCIA¥%§§(¥% conprises the step o ) ' gf the
bIockedEHE§§E§¥§£i————————‘ 11. The nethod of cliaim 1, 1 ' e step
of entering the -password conprises verifying the password and preventing

t he vi ewer
1. A method of exercising access control over television

programs comprising the steps of:

entering a criterion for blocking the television programs from
being viewed;

displaying a plurality of television program listings in a
guide format on a screen;

selecting one of the displayed 1listings for viewing or
recording; |

prompting a viewer to enter a password if the selected program
meets the blocking criterion;

unblocking the selected program that meets the blocking
criterion so it can be viewed or recorded if the viewer enters the
password responsive to the prompt;

re-blocking the selected program if a different program is
tuned to; and

restoring the blocking criterion after the program is over or
the program is no longer tuned to.

2. The method of claim 1, in which the step of entering a
criterion comprises:

displaying on the screen a list of criteria if the viewer
enters the password responsive to the prompt; and

selecting the criterion to enter from the list of criteria.

3. The method of claim 1, in which the step of entering a
criterion comprises:
displaying on the screen a prompt to the viewer to enter a
password;
displaying on the screen a list of criteria if the viewer

enters the password responsive to the prompt;



fromentering the edeternlned perRﬁBLA(ZﬂﬂENQ‘SHEET the
password was enterlmmn@ﬂ l rmm a predeterm ed nunber of—7aftenpts.
ex e i n whic

18 _12. Th of ¢ladm 1, anggqgﬁga§£f i pwer .

13. An apparatus for exercising access édntrol ovgr br ogr am

conpri si ng: a en ns jf rjterion

for bl ocki ng % e % b€e€% ?r%ﬁn?ﬁﬁﬁﬁ tpria;
remov:.ng the llSt of criteria from r the

criterion has been entered; and

preventing selection of another criterion until the passwofd
is reentered.

4. The method of claim 1, in which the step of entering a
criterion enters a program rating.

‘5. The method of claim 1, in which the step of entering a
criterion enters a channel identification.

6. The method of claim 5, further comprising the step of
\_/ displaying a lock symbol next to the channel identification in the
program listings.

7. The method of claim 1, in which the step of entering a
criterion enters a time period.

8. The method of claim 1, in which the step of entering a
criterion enters a spending limit for pay-per-view programs.

9. The method of claim 1, further comprising the step of
tuning to the selected program for viewing or recording without
prompting the viewer to enter the password if the selected program
does not meet the blocking criterion.

10 . The method of claim 1, in which the unblocking step
comprises the step of unblocking all of the blocked prograws.

11.. The method of claim 1, in which the step of entering the
password comprises verifying the password and preventing the viewer
from entering the password for a predetermined period of time if
the password was entered incorrectly for a predetermined number of
attempts.



means for displ ayj ' of tel evision prog VEIN '
gui de format on i"ﬂ”ﬁ“g“‘ﬂmﬂ)’mu means for sel ecthEPL W? JEE
listings for viewsngc ng; nmeans flo progftinﬁgﬁ /i pwer on
the screen to enter a password if the séi8ected program hBLGT 989 b| ofki ng

rogramthat _ngefs .t he

criterion; unkl ogki.ng the sel ect.eq

bl ocking cri tlezr‘l onﬂg%n‘??_égéﬁ b%le% vc‘flle%‘v]vé%g or’ I’é'EOI’wgg'(ﬁ:ﬁ He
t he pas$hangeddorishe eviewene pronpt; mean he
selected programif a different programis tuned to; and means for

restoring the blocking criterion after the programis over or the program
is no |onger ¥imed® o.@PParatus £or exergdsing u3Ceesel aFARtISl PYeHhizh

t he meaneldwviision gttt compri®ingn conpri fses;h means for )
di spl ayi ng on the reen |ist of criteria if the -viewer enters the
password respaorés}is\r%sf%’g ’?%eeepr?brrpt; means for selecting the criterion

to enter fromedms| ifr ofentexing e@ acrindrion for blocking television
programs from being viewed;.
means for displaying a plt;.rality of television program
listings in a guide format on the screen;
means for selecting one of the displayed listings for viewing
or recording;
' means for prompting a viewer on the screen to enter a password
\—/ 1if the selected program meets the blocking criterion;
means for unblocking the selected program that meets the
blocking criterion so it can be viewed or recorded if the viewer
enters the password responsive to the prompt;
means for re-blocking the selected program if a diffgrent
program is tuned to; and
means for restoring the blocking criterion after the program
is over or the program is no longer tuned to.

14, The apparatus of claim 13, in which the means for
entering a criterion comprises:

means for displaying on the screen a list of criteria if the
viewer enters the password responsive to the prompt;

means for selecting the criterion to enter from the list of
criteria; and

means for restoring the blocking criterion after the program
is over or the program is no longer tuned to.

15.. The apparatus of claim 13, in which the means for
entexring a criterion comprises: o
means for displaying on the screen a prompt to the viewer to

enter a password;
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password resersis/ dm dﬂsplramm;g .on thersanredma ddsctohgriterya tef ithet o
enter fquhkgeéﬂﬁgréﬁtﬂg'ﬁéﬁéﬁ%rd responsive to the prompt;

means for selecting the criterion to enter from the list of

criteria;

means for removing the list of criteria from the screen after

the criterion has been entered;

and

means for preventing selection of another criterion until the

password is reentered.
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the password is reentered.
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