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APPARATUS FOR CHECKI NG SECURI TY VULNERABI LI TY OF NETWORKED DEVI CES TTh&PR 2603
~ present invention relates in general to S conmunications networks and, in
particular) to a _nethod and system for checking a list of addr LI N
a network to veerPfO'f‘}Pé types of devices at each address and rg%grﬂﬁé#é’ {t}pon
whi ch of those devices may be vulnerable to security breaches by

unaut hori zed parties 14 via the network. A data network transports

i nformati on anong a nunber of various devices such as conputers, display .
term naI rinters, hubs, and so forth. Eachof the devices
interco Mﬂl%«ﬂ%’ﬂgl ven network are 15 coupled to the network, usually

t hrough ‘an™e or optical connection. Furthernore, each devi ce uses
a uni f orm coffi¥#i cati ons WH%MHBBW@%ﬁ%ﬁ%WS EEGPRIFY data to
any ot her device. The Interne ORFER-BEHEES mmuni cat i ons
protocol that is used 20 throughout the worl dw de |Internet and anong

sel f cont ai ned cor porate and The Paesenet W7 iRRv HeIGkAS akn "ganaradets” . Each
devi ce comnect ed topraturdiRamiglsi astwoeksvaand, Sin ganrititubdr bt @ autiedted

address or identifjg c&tgﬂ%é}@%@ cﬁggglx\i‘g 2N it %deraf%agesgés Althquah | 2

provides a good way to er connect ata equi pnent’,

rsety

probl em ari ses asdEANIK Hé’arﬁ%?@fé'oﬁhﬁd@ﬁf?saloﬁorﬁed’rlﬁ&ﬁ 8h %ﬁCfb@ﬁ}@FGFﬁl ng
i nportant functi orshdrseparient edohowhi detadrihiosBecaviees Rnays & st andard
protocol in such w S,ﬁaq_r e HdAGR are
si'gni fi Caﬁbl y exposd(:ail oaq%get (La%t ;sgggﬁ%glﬁf%%% zeédsaacgggéggﬁg% d1?)La\élgllnfc’er net
and Intra Net¥idt KetP &AWSEE -such as servers usual |y 9 5 AFB 2003
VO 001 41059 PCTI US99 302, 11 A naltadee awdilentraspicort sf daformest ion mmwgnta
unaut hori zed use of, e Sﬁfwntoneoagolé&e aﬁéw§< cof e ék’@%’i 183 a ted

devi ces secur|ty neasures are ven y_an

e e
by parties who desﬁer%“ltrl?lgfal ﬁ%tﬁﬁéutﬂﬁr’ﬁ%@ag’é’é&s ag t%? Rrdamadecthe 1P
devi ce, or obtain cerdid ideviicdsoinaeromndat ek dass theerxpasmrk afredevi ces

interfacegsto a nelywieq %F@We“ﬁe%%%%"ar@sdéll‘ip@fﬁfoﬁbﬂ by élvé'ﬂéﬂ*&'a‘i Lhat

can be used to probethe I P interface of iven !'0 vice, and determne if

it is vul nerabl e. MIAF] PG OBet eBLF %re@c Aevige 4senieng
software i s subj ectnitfiomonsdraninicpdades msotrmesely Wnadlabyl aty decdh@nicsns are

di scovered. To t esr_tratrpgmlvy'c%&raal&' o ahy)oéﬁ@@rué\aéé)f t %@em@@f&tﬁfo@oeol
processor connected to . communi catl ons net |nvo ed upaon an

| P dddress of the W& c& tB BFEVPEEREJCOTRE 1R ’tﬂnst mré’tQE% BRf 461 4REFe i s
usual |y 12&ensed hassEssingle ebaldeider Intetndhsrahesond s:éﬂebkl ng an

i ndividual P addrmai@&@@:%%a% Lhe Sricone Rfcfhesanal islicwn %~ Not
all devices connecfed to a network offer services %%m ebx tgeg m%Ld1

subj ect to expl oi t 2t TP RER wor BEFH ABUL FOUTPRETEA &8s 2 s LR UWP 2851 ay
termnals and pri mereork yps ciddncidoedoby pasenikiumidddrass eecurity ri sks.

Exposure anal ysi s §Sed®f £; PP AP MeAhE, fQﬁcHeé{é cas 25 édd'f@sBOSt conput ers
(servers 9% ot her shareabl e d]Eﬁlce%ﬁa 2 er serviges s s TELNET

FTP, VWWVZBMTP mail, SNVP Net 6°Yb £hH.2 99 ¥8¥n t’rfé erSARE e
anal ysi s need onl ydbeedse ecymes aif dddreeqoipoont esp@riibigm arsees aebl e

devices, such as sgsyeEss BsaFiig m&aaegtialbmﬁémlloheorl &oﬁtlfhs-:tmcin@e

epeated, pert oo ool g0l [ NeL LS ol ToRee0eas 85 SHLEkbY " G athuse

IP is a standard@ protocol in such widespread use, devices
30 attached to an IP network are significantly exposed to

potential unauthorized access through the Internet and

Intranets. Networked devices such as servers usually
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.1 ~ ~P(~ 2003 ' WD 00141059 PCTI US991302I 1 network in a large corporation
may have nore than one million I P addresses. The scanni ng process farApabi);
-of ~k~e addresses in such a list can of ten take days, weeks or even nonths
dependi ng upon the nunber of scanning 5 devices used. |t is cegih¥sodobite
consum ng, and YEBPEH%E? to attenpt to check every possible IP address in a
gi ven domai n of addresses, particularly if only a small proportion of
addresses actually correspond to vul nerable devices. U A typical problem
occurs when the addresses of the shareabl e devices are unknown and are
within a large ,_ domain of |IP addresses. Addresses.of various devices in a
system often change for many reasons. Further, it has proven difficult to
accurately track address changes f5 anong devices in a network. Merely
scanni ng a previ oustyudomitheatlcstiof fehaneed| w deavens: unautheln zed

provi de i naccur at g Qro4 NGAMRIELE, SRR LhOCKARIAALY B OL/AQs in &

Furthernore) such a |ist may no longer "provide accurate nformation as to
the services provi@&tFrQ§ RFRELRY SIHEAREEF BRI EERLYA S BitniERy™Sher at i on may

be inconplete if enéytudidyserv ersl@ited buspyrtiad ethardesdivecked ghdn syst em
vul nerabi bity. |t 0ouyhthus %gc £s) rARke LP %%g}@ ehdTeighoflJshat goul d

significantly reduce the tinme and, cost 25 1nv in scanning for

vul ner abl e devi ceSPFH-hF s LidtGot RECPEELABr, it woul d be desirable to scan
a given shareabl e device fdo asbyss hise egpoyicesoDraatided iy tdrdlacedareabl e
device rather thag pakidig t E%ahhi‘i’?%téb GaRel 8 AdnndSShhe a%%ri‘i'a%g%-r osul t s

Finally) it would be desirable to 30 obtain reports summari zi ng t

of such scanni ng FRah 3%l Usgent @ PIdeoFRe d §fa5ec Ofr &d HRBugh any
securityl@exposure@evi&e arid FletePniZdAFE O D8/ AOESeFABN)SO M2 1E kEhe
present invention i € AN gg]g c f Y | nerability
scanni ng of shar e\é_g)fc\gg ?é{tﬁ%éégggéjﬁrst 'e?;ﬁ'rgri %tsle%ﬂr}tlﬁlgs%%ﬁew&%q%
addresses) as wel FUBEREhd<e COFEFeR3HHRAATESt 8S Y sSHEMeARE 1ddi ces, and 5

t hen using the scaechargssef taver @i otdyensdon Thoses tlefior amlanextadid 1ddgr, esses

already identifie i e;sc J %_, f

restrict to onéc?%éggde;%ﬁ?g%&%f e%ea&ggylga%%% Vi u%%nsn;'ué;cf'%a Itg
devi ce. ports nhle t FRIMUSE CG&ierat RREWITKt FRY tHelRIERKSEIBUSE 16 by I P
address al ong w t Adargss/ Wiheftebidbiricessodebbeteésded - e pseserft dhiiwenti on

and its advant ageég%ﬁin&%‘bﬁﬁkﬁ!”ﬁ?:\%u%‘i‘i‘ybi’iééﬁﬁd ihgﬁr; ddhe fgolal oW ng

detailed. ~~ descrjption ot e acconpanyl ng draw ngs erein:
Figure 1 is a di a§Pargdfiom eabodriEaicorit AReIsing e itndiviedlod Feoupl ed
to a network incl adinesgleverpedibas o qher euvcdmerabidlid ariadstsing, Figure 2
is a floyghart describing g %328§%‘;l lﬁssglsgﬁéh Ga ol Prfdfdng Jredpor k

addresses as candi dates for. In- g vul nerabi ity testing, and 20 Figure 3
is a flowchart deSEFYHFeRy "e5ed¥esReyY diavplrr SHhT At ViR %35 ¥anni ng
upon a gi ven addr ¥eswariked epgniti/egtple deydekbs. skelh a3 rdimpliay Fegmimal sof

the drawi ngs) a ”Sk&pﬁhh&@é)ré ,Ea:?%%@lihf e bRt 5668NDESE ] AL LRI QUG 123

devices along its peripher such device Is connected to_ some uni que

V.
physical port of ETREXRet HFRGSWEECARPLYIL% dfr BEPBnIPRPRD 2 et Qpstq e
address &St hi n t héiaddhessicgnmieese (9érudre pet bhé&r shareable devices)

that offer services such as TELNET, FTP, WWW, SMTP mail,
SNMP NetBIOS, and so forth. This means that exposure
analysis need only be directed at addresses corresponding

to shareable devices, such as servers.

30 For scanning to be effective, it should be
repeated periodically and therefore should be done as
quickly and as efficiently as possible. An internal
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. In Figure 1, non-shareable devices 101) such as 30 display termnals and
client-only computer workstations are depicted as occupyi ng sone of t béPR 2003
- ports of network 100. Unused ports 103 of network 100 are al so shown that _
~ 5 P~P~ 2003 WO 00141059 PCT~' US99/30Z11 have no equi pnent atpl-aaheskeand
therefore will WO#W¥shond to any network signals. Still other ports are
shown to be connected to shareabl e devices 102a and 102b, which may be) for
5 exanpl e, servers that performactions or retrieve data in response to
requests received via the network 100. As nentioned above, these shareable
devices are the points of vulnerability whereby a mal evol ent party m ght be
able to obtain sensitive data or cause damage. 10 For illustration,
shareabl e device 102b is shown to conprise a nail server process 104 and a
TELNET process 108twhrksinshalaeds codoerablamanay shawe dnexe fahsst iame as a

server for other ghemiiGRs 18 aamedayk lQﬁeagga&aih@fé%c@éslmstalaJ @Etronic
mai | and TELNET I%bserw ces. Furthe m)rg%1 g ' post past er' th| n
s€

the mai|l server prot&ErEsaes sty Sonst r® ??tB?JVE %fysrml“f ©§
in the formof data eienegionhhstdemydiog nponryhe i mumbeedo f c;rcarh'e.rmtentl on

of the pegson res@@ﬂ%e@' 'ﬁsta@r aﬂ{“lré' %to@'f:tl.{)g Eﬂﬁ‘é H@héuﬁﬁﬁderan&o%ag?eful

description of Figure thus far ha hasi zg eXIétl network to be
tested. The prese aitrf\?@ﬁltl Bﬂ ?lée‘?]%ﬁt"éé"énPgﬁs’r}ﬁ ?l E;Br‘%d e HrEIERce of
an exposure anal ydommipr ofesddredsds cpareédtetiarlyt f aopbyta odmalde net wor k

100 through a netﬂ%ﬂ%x‘t%ﬁrf:@%d&%s%%rs atda1ly EELHELHER QD RRAH GBI

exposure anal ysi s %rocessor 20 1's a commonly avail abl'e general - pur pose
conput er adapt ed ¢ Y ¥fody the present invention as will be readily
under st ob® by those of ski Bl typid¢ale pacblefixposure whehyshe gidroesss of20

executes an oper a&ﬁé‘%r%(}e%}ﬁee&é\;i?c?esw&'r%huhﬁné#ﬁnaﬁgséf.setxpﬁtrﬁ)if?@tﬂa?@em an
esen

addr ess fllterlng roce§ 4 S 3 uncth el emept_of . the
i nvention. A work® aéﬁrbr? 1%% P‘S 15 8% ded ag’FeS%es 32 57 ?\W%d%%%ﬁollﬁlow
PCTI US991 30211 i m esvfst@mg@ftenachanae oy manyi peasane; nowither, contesl, or

review the anal yspgonel lGQrFeeuon trbeta\ee%keaieﬂybyr@anosaaﬁeegla&naﬂgﬁedor ocessor
120. Addg ss dat abase 1630 contains a 5( ad resses wi t hi.n nﬁtwork

100. As Shown, the cont §|¥t1§e8f l%aatlrneeg'?oaat aba% ]_[YSO R eg(?rrlem(?uis
unused addr esses AF®ileshliRar ehihargahlecdautiFesseds 1ZkelyP aRAEsls e
devi ce addresses mcﬁa@@ew inddyliete pyecessvildersbiibtmes the 10 |i st

of addresses fro 130 a{e]%b%le‘;[o t§ugﬂngum%?tj“%2 K‘&tfbn[gﬂe@ addr ess

to verify the presence 0 a “shar Oor ‘'non-'shar ea findings
are used to updatRrefEidthassursbe sknfaymakdor| asskei ERei BRATBECeadF Atidiesss.

20 by each shareable device. A scanning operation may be
incomplete if only the services previously listed are
checked for system vulnerability.

It would thus be desirable to devise a method
that could significantly reduce the time and cost

25 involved in scanning for vulnerable devices in an IP
network. Further, it would be desirable to scan a given
shareable device for only those services provided by that
shareable device rather than taking the time to scan for
all possible services. Finally, it would be desirable to

30 obtain reports summarizing the results of such scanning
in a timely fashion before damage is incurred through any

security exposures.
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.15 Address filtering process 124 also determ nes the service interfaces
found at each address and stores a profile in scan | og 152. \Vul nerabi [ii’% &PR 2003
scan server 160 is connected to network 100 through network interface card
161 and 20 conayises several vul nerability scanni ng processespchfarps/i0d,

166, 168, etc. YOPU1%SYi zed for testing different service interfaces. For
each address-profile conbination entered into scan |log 152, vulnerability
scan server 160 instantiates appropriate scanning processes as indicated 25
in the profile to begin testing the specified address. The results of

vul nerability scanning are recorded in run | og 150. Exposure anal ysis
processor 120 also includes a real-tine clock 140 as a reference so that
all entries in the run log 150 and scan log 152 include an accurate date 30
and time of entry. Statistihes PaesieptedVentian sagvirevas B gamely apd a

selloar ate pr 0;365566?& C&f@@tqrv? |s)y§i%&rﬁd Rrﬁﬁ.ilﬁieﬂebpﬂiﬁ}ﬁrstf&nrﬁng cfSSM%la%@% WO
00/ 41059 PCT/ CQIS99| 3021 .1 trends .over. i 0 Qsure anal ysi s
passes or collec ?r'ﬁgcessce}ﬁ)( %nsrlf’lttse lrmé‘rrrl]a?rfﬁflsi %ﬁée %gl%sm%dr I;?s%?a,a§r?f%?ﬁ’eaf
details the stepseby ashitdlescheorhspendingt eei ReRpRr@sdlecdevires tamdough
adflr essg_sl for netmex Klﬁlnﬂgogr@ﬂ%cfaﬂiﬁ&gca@@ggafe SildF egRs ﬁh@&e S@ém%ésve
vulnerapili1ty testl . | gure ... St \ 4 resents .the start, .of a
single filteri nga%a‘g&ge t%dr%lg g%eglfirﬁeadggdrégggjég%% Fet Wor K fgﬁr%%blﬁ'st ed in
addr ess dat abaseThgoscapmiiqgpcgeeds fyr theri nestaieedyton ondwr théir ough 10
interface 121 orséyvicdd SIFAPRBEGah indevi ahgyaied-¥eet Rt fde £xanpl e.

In step 204, the [ filteri pr 24. obt aj t addresses, from
addr ess dat abaseR%gfgr.@sgﬁneaﬁ’ é%’éml %ol%gls%%égleéc?f%gl&.eﬁ?o .I&t%ﬁ’égie% é%ﬂ}desses
in the I'Pst as ab¥ohk address flang 2a¢ivEgy VHlRemPiAddieshdeseerats
filtering process 124 cauges dredkrte\lelveathonr &hdirits @ivandages iyl y

known as a "piNgya.- '%ﬁ% ty ol AN ]
any sort of dev?k():eé %ﬁég?ﬁ{e t%ﬁ%?te%%ggé?ngga e%sielgr’[i?ﬁr%%/\%lue?'

t
dr
result in ar~ i nPEFRRAIOTe EHEN R Widhs FNEnFECRBRTRY 9 Feawdngd wiegeid:
address filtering processFlizdird fl i sudiageapons ean embedémeat of dteep 208r

then injgtep 2101 0c AdARRN HiDHIPIFLE 028 HOHFR %Hﬂ‘:lhﬁ?n?d&’é@isc%s
dat abase 130 i s updat ed accordi nglly. I IO\é\Ahgg this) execution proceeds

.29 Fo
to step 220 wher E¥pon ¥HE 5 5 FE8 at step 206 depending
upon whet her all addressedrigpaee 2edrs fa Ifilowelart f deseridiimy 20Broeegssponse

is received, Fheﬂof'uééﬂﬁti%rérﬁﬁ pHSE 98y hatibex adtiasseat kgnpting to ' 30
exercise services_ s ,(:(;1 as FETP, ,TE%‘% SMILP, Sli\)ll\/fitth\__)(lgstnl%t BI g):%d and the
like. 1 ~ -~ ~C30Gd3EDHAFL 35y BBHFAUIFG 852y g
20 Figure 3 is a flowchart describing a process
for performing vulnerability scanning upon a given
address and reporting the results.
Referring to Figure 1 of the drawings, a
network 100 is shown to be interconnecting numerous
25 devices along its periphery. Each such device is
connected to some unique physical port of the network,
each port corresponding to some specific address within
the addressing scheme of the network.
In Figure 1, non-shareable devices 101, such as
30 display terminals and client-only computer workstations
are depicted as occupying some of the ports of network
100. Unused ports 103 of network 100 are also shown that
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In step 214, if the address does not respond as a server) then in step 216
the address is sinply c' ~. ~signated as bel onging to a non-shareabl el G¥R 3
and the address database 130 is updated accordingly. Following 5 this,
execution proceeds to_step 220 whereupon the process ends or RegHRIRGERY
step 206 dependVRJY81%h whet her all addresses have been filtered. Upon any
response to a query affirmng that the address offers at | east one service,
then in step 218 the 10 address is designated as corresponding to a

shar eabl e devi ce and address dat abase 130 is updated accordingly.
Furthernore, a profile is created and stored in scan log- .~ 152 |isting
all of the services that were detected in step 212 for the particular
address. It is contenplated IS that either the nere _presence of a new
profile or a sep&®¥€elRofAHIPREPEN2HERFRRN SR &MeBetatedvtld Pritggesrand

vul nerability scamnanyl6@ttworactigpahsa profile in scan |og 152. Figure 3

descri bes the steps perforgﬁgégﬁg{:{;ﬁgzg%yg W@EF:E%YtéCﬁQ c%%\ég[ﬁé%upon

each address profite quali ) address filtering process ring
a filtering passSheregbigrdeypresehtsa tard kU #highviitndtabiterrty scan
upon one Saddr ess anmahiplene sagvetsatrdt -pexfqmofadtd ona250 5t £ecrF3@4reS 3804 Yin
obtains and reads.arabi 8 (86,80 20dLeotre AR 208 houlMes ode! egling and
| aunchi ng a scanni ng _process r each service listed in the profile. As
scan results are Phed PPEHEr nERGSR | PR LRRIMITRYIFRBCRES ddie PERNtHg 150
accunmul ates a recdr dudhetrh®il@tli ndengsy ad amglenicillena paney daightobet disle
scans. Upon concluwsi , CALL | to step 308 g_ i
5 ~ R 2003 WO oof%iﬁ%ga%%T%%éS?gggé %gﬁﬁé#%f%ﬂggéggﬁggéfts are sent to
statisti'® analyzer 170 (ofPFohatystratieR gharfgbdfddgydce ridtbdéstor a
message to be deptwinwhedodicompiriigei atwatheseémead lpmotees bOsrearld 2eTEENET O 5
notify the adm niggljat NenB) | sREE YA d NlliReS 580 VRS A gpTed and
g

?r 196t

how to obtain thé results.” The process of scanning a particular address is
concl uded in stef“BFE1iOPnag Br EREVPEIL AL He e Vares nel priataerk) 500
invention, sone endmeah offefeatnveast osl stintords watlexpdSIRINEANAl ySi S
processor: 120 cr per Lodi t ~sq¥n§r' i N e n
resultsqgf scann%%%%ﬁg%ﬁérkbﬁgbﬁe%ﬁggé?éior_ cghéﬁggisgg%ﬁggﬁkhﬁ&ﬁgﬂgly,
dai |y, weekly or HSnfRiy Sem¥eyl BrafestahCy die dasd IPBERT 01 £5 T@Pepl B8N
user interface 1Zbr paiint édendt, piih ©he afqurm ndferdatar fellest 1wt rEgel or Those
skilled in the r 14l OgNL Z : iatld upon the
above are possi bﬂg‘ﬂx\‘ﬁ%q%ﬁtgﬂ%é Fﬁg tg}lrgl% %%%%}ﬁlogﬁ%sggéeg%#%e 20 present
i nvention. For eX&wcasiple £edr 8S8IRIFFeRIMhFiR088Ls SREVRA nerability
scanner ey certainly be cafhi dedctodptionwf IFiyutdee 1sahes pfacessor
concurrently or -gnfuen g 'tgxte\elgf(ﬁts@g%?lsné‘tﬁéﬂglt% DeOE8SEeq O RgfM se) the

address filterin rocess and vul nera Ity scap server 25 may comruni cate
with one anot her 4%%&@§hlPW@nﬁéP%0F§-F%pﬁﬁ EH-ghey Eraupsth Phideent |y
attached. Vari at ipresdnceapfl atakexkppnsare apailydis possiesber FA0 acampted t he

present inventiondmy Qe R iked hAcREERSEHHIHRARTP oS GRLLEHEH AL &
I gr_ ge teisephone

card 127. 1In reduction to practice, exposure analysis
processor 120 is a commonly available general-purpose
computer adapted to embody the present invention as will
be readily understood by those of skill in the art.
Exposure analysis processor 120 executes an operating

30 system 122 which in turn hosts the execution of an
address filtering process 124 as a functional element of
the present invention. A workstation 121 is included for
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30 network. By calling nunbers and | ooking for specific handshaking & APR 2003
signal s) the present invention can inventory non-nbdem versus fax-nndbﬁ1 "
versus server nodens and then 9  ~ ~ ~ ~~ 2~~ WD 00141059 PCTI US99I| 30311
target nore extvggﬁdmgsgscanni ng tools at the latter group of mraWeswAki | e

t he present invention has been shown and d scribed above in an exanple

enbodi nent, the invention 5 is not intended to be limted by the foregoing

di scussion but instead be defined by the follow ng clainms. -10 vV ~, '~

2003 What is clainmed is: 1. A data network, conprising: a plurality of

devi ces connected to a data network, wherein each of said devices

correspond to a unique address in a range of addresses; an exposure

anal ysi s Processqn Gapaeelgdcd o S GRhANFINANS SRAL L8G1 L NESn o1
classification of 'each of Sard unique addresses in Sai @ range’ of ~addresses,
wherein the cl as$itf FeHLPWNtRS RLYSisaPEF ERFNest Qft aeswprkalP®nBY consi sting

of unused addresse®os(98 Shalgdl £ eessondIii®sses and shareabl e device

addresses; and a wul nerabil | SC n t ai_d,data petwork for
sel ectively scanning only %%%% S%i%ﬂ%ég%% gﬁ%é%ﬁ?%gﬁiag %h3%e3 | 8 devi ce
addr esse? by sai ddskpesasewhnllysiervworbct88or A shipwa, dsha aenkenksobfcl ai m

1, wherein said exeedseqarabysé S13U AEeSEQfesiRtBldd NBEoWMIALEE an address
's classified as g ghageabl ¢, deyice addigss ﬁgidceet.%rd 209.3, pesgnge of
shareable device addresses 136.
Address filtering process 124 retrieves the
10 list of addresses from database 130 and attempts
communication with each address to verify the presence of
a shareable or non-shareable device: The findings are .
used to update database 130 as to the classification of
each address.
15 Address filtering process 124 also determines
the service interfaces found at each address and stores a
profile in scan log 152.
Vulnerability scan server 160 is connected to
network 100 through network interface card 161 and
20 comprises several vulnerability scanning processes 162,
164, 166, 168, etc. specialized for testing different
service interfaces. For each address-profile combination
entered into scan log 152, vulnerability scan server 160
instantiates appropriate scanning processes as indicated
25 in the profile to begin testing the specified address.
The results of vulnerability scanning are recorded in run
log 150. Exposure analysis processor 120 also includes a
real-time clock 140 as a reference so that all entries in
the run log 150 and scan log 152 include an accurate date
30 and time of entry.
Statistics analyzer 170 is shown in Figure 1 as
a separate processor for generally determining patterns
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. one or nore types of service interfaces at such address. 3. The data
network of claim2, wherein said exposure anal ysis processor determi@ﬁ%ﬂﬂ%b
one or nore types of service interfaces at each shareabl e devi ce address.
4. The data network of claim1, wherein said vulnerability scappggossfasins
each shareabl e ¥A%&%58ddress in response to the one or nore types of
service interfaces determ ned to be present by said exposure anal ysis
processor at such shareabl e device address. 5. The data network of claim 4,
further conprising: a run | og database which stores a record correspondi ng
to each shareabl e device address, wherein the record includes results of
scanning of the one or nore types of service interfaces at the shareable
devi ce address. -11 7 ~ oaf' 7_~0~ 6. The data network of claimb5,
further conprisingndatseadssoves arsdnissr of haXPPRER \AERLYHES Masisless ogf

scanning of the Sbaiﬁaékﬁngeé/&&& AANRSS egoRNPu PR Y @B GGt resul ts. 7.
The data network of claim i

. further, conprising. . an addres t abase
connected to saidzexposure ahEFYSi% 95 8@253%&6\/\%}:%%3 giyof”gls'é?ﬂt}e acaress
classification defélhenédghyreesss cbdfoSerEsahbF9uel Fidsessedriqromasaonk

uni que adgress inibbeahangen@é LosSidte addresses. £& sEheceada network of
claim7, wherein sa

Ld ra . of addresses._is ge of..ln net__Prot ocol
addresses. 9. A nﬁPhiB&rSEQEt’é}ﬁnF%@ Yot \(&Png?gglggi?i estegf5§£ pl rali Ty Sof
devices in a dat athet aorkt ofer e$inewfidéeraedchberesporashtalla the que
afldr e_SfS in a raﬂgada&ﬁgeaéeﬁﬁeﬁet\gm netoh e @QEﬁéHSimghcfcdla@s§tﬁ2§abﬁsie
cl assifying eac t heuni que_a S in_t ( resses
corresponding to '(tiégbl aPari ¥5°% s%g‘\%yﬁ? ?ﬁagﬁg%‘g?@ %ef%%?k,.rlor?ahudi ng
classifyﬂﬁg each angesfacgslah or by a pre-programmed or time-triggered

event, for example.

In step 204, the address filtering process 124-
obtains the addresses from address database 130.

Step 206 involves selecting one of the

15 addresses in the list as a context for steps 208-218.

In step 208, the address filtering process 124
causes a low-level echo return command, commonly known as
a "ping", to be issued to the address under test.
Normally, with any sort of device attached to the port

20 being addressed, this would result in an immediate echo
response that would be detected by the address filtering
process 124. If no such response is received in step
208, then in step 210 the address is designated as unused
and the address database 130 is updated accordingly.

25 Following this, execution proceeds to step 220 whereupon
the process ends or resumes at step 206 depending upon
whether all addressed have been filtered.

If, in step 208, a response is received, then
further queries are sent to the address attempting to

30 exercise services such as FTP, TELNET, SMTP, SNMP, WWW,
netBIOS, and the like.
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unused address, a non-shareabl e device address or as a shareable deViC§APP2%“
address; identifying which of said plurality of devices are shareablé VL
devi ces are shareabl e devices; and selectively scanning those derives which

are identified,&goﬁh%reable devices for vulnerabilities. 10. Fegysgdaed of
claim9, further™i éﬁﬂhing the steps of: identifying types of services

of fered by each device; and scanning for vulnerabilities in each type of
service identified. 11. The nethod of claim9, wherein the said step of

cl assifying each of the unique addresses in the range of addresses
conprises the steps of: selecting a first address in said range of
addresses; issuing a lowlevel echo conmmand to said first address;
determ ni ng whet her an echo response is received; and -12 15 ~ ~Q03
designating the first address saspudlbed fi theegddmsest dodet st neswpridhats no

echo response is gegeiyad anldesi gngl ing ihat adadeyscesi sipgesent at the
first address in rgsggnsec{o dgtﬁrnlnlnqgihal an gcho % sponse i s received.
12, The method of SEFLTHGES AT PELARSLAS Ht Bp PGP FHARERPYS NP VAFRIERA B8 d
plurality of devieé8ress &ltmiaskl &308ecld cwsiatedpricsesdihglgt epFoilowing

determinifig a pregrse Ofe QN8 R pPBELdy RRS skbpSenyi GReLBESSA 2CRs at such
devi ce; and deS|gnat|%%%sugﬁhdeV|ce as a .sh rea?bg evi c response to
e

1N
det er i ni ng t he pPESERTE T E&S"Théeh FiéPo 9?8@81'%?@?? e. 13. The
met hod of cl ai m 1@hethey leekl coidpesseéndhavee beeap fofltexednni ng each shareabl e

devi ce address in response Ugdvd REy OREs NI R tay_aggrgf a8 MhLey | LY fages
determned to be present D¥:Sal 4eCrROsH P RANR 2, PLRSESSY o Ly Y the

10 address is designated as corresponding to a shareable
device and address database 130 is updated accordingly.
Furthermore, a profile is created and stored in scan log:
152 listing all of the services that were detected in
step 212 for the particular address. It is contemplated

15 that either the mere presence of a new profile or a
separate notification mechanism can be used to trigger
the vulnerability scanner 160 to act upon a profile in
scan log 152.

Figure 3 describes the steps performed by the

20 vulnerabilitcy scan server 160 upon each address profile
qualified by the address filtering process 124 during a
filtering pass. Step 302 represents the start of a
vulnerability scan upon one address with one associated
profile.

25 Step 304 simply obtains and reads a profile for
an address. Step 206 involves selecting and launching a
scanning process for each service listed in the profile.
As scan results are received from the various scanning
processes, run log 150 accumulates a record of the

30 findings along with a time/date of the scans. Upon
conclusion of all scans, execution proceeds to step 308
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shar eabl e devi ce address. 14. The nethod of claim 13, further conpr|5|ng
the step of: storing a record corresponding to each shareabl e devi cled APR 7003
wherein the record includes results of scanning of the one or nore types of
service interfaces at the shareable device. 15. The nethod of gbpi&9Adhii
further conprisithy®¥H&’steps of: receiving a result from scanning of the
shareabl e devices, analyzing the results; and generating a report of the
results. -13 .A2.As,Y . A.A5 _A.A .As .Al A9 . A .A& A9f.ALSy*+WyI@B<{ |
IJK34df|v}xsrrhc"Y]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
] ca] ca] ca] ca] ca] cal ca U] cMaU] ca] caU] ca] cal] ca > @

wherein scan results are sent to statistics analyzer 170
(optional).
2 Steps 310 and 312 provide for a message to be
deposited directly into the "mailbox" of a mail server to

5 notify the administrator of the mail server that a scan
was performed and how to obtain the results. The process
of scanning a particular address is concluded in step
314.

In a preferred embodiment of the present

10 invention, some element of the invention such as the
exposure analysis processor 120 creates a periodic report -
summarizing the progress and results of scanning network
100. This report can be issued on an hourly, daily,
weekly or monthly schedule and can take the form of

15 display on user interface 121, printed output on a
printer, or electronic mail.

Those skilled in the relevant art will
recognize that many variations upon the above are
possible without affecting the spirit and scope of the

20 present invention. For example, the address filtering
process and vulnerability scanner may certainly be
combined to run within the same processor concurrently or
even be integrated as a single process. Otherwise, the
address filtering process and vulnerability scan server

25 may communicate with one another through the network -to
which they are both inherently attached.

Variations in application are equally possible.
For example, the present invention may be applied to
accessing modems scattered about a large telephone

30 network. By calling numbers and looking for specific
handshaking signals, the present invention can inventory
non-modem versus fax-modem versus server modems and then
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10t @ 610% & ()-410% & ()-!;

10H 10H 10HSL6 10%& ()-!T "“$109%& ()-g)! $10%& ()-9)!.

“$109& ()-g)!. $10%i & () - g) dr A<MB70!
101" 109%& ()-)! ' 109%& ()-)!' 109 ()-) $S109%& ()- Y109B& ()- ' 109%B& ()-rv
| N #DBHOWMS thibIs6 10%& ()- !
'109% (& ()-)!9: ' 109R&& ()-)1 ' 109& ()-)!/ ' 109& ()-)!8 ' 109& ()-) | $ISKSX$

d$s$$%ML7 105L6 109 & $10% & () -y

15 AFR 1003
“$10%t & ()-g)! X$10%&' ()-g)! FS#109HHE () -

O%—i&' ()--#310%4&' ()- GLOY& () - (10%4& () -

105 105% 904 ' 1 @10%HE ()" &109%C& ()- LA
“ &, $10%& d@‘@’%@éﬁ&“&ﬁ‘%%/ 8 SL0YAAZ ()-' )=*******70dY: 05! 9' 10%& ()- 3
10H 10H 10 H6 a plurality of devices connected to a data network, wherein each of said devices

10948 ()-!1S &L0%W H H& ()~ ! 0" &10YDHOHE () - | # &LO%WHHEHR () - ***=++, -} [
05! 1 96 5" ePIISSRNg: tp P Unique a@é@%}&@ repge @

gil(();/ “&: I(%‘ -sf j$‘ i] /é)P %@f@da aBl§Ls %&Qi%(ké}meqted to said {lata network that determines a

classification of each of sa1d unique addresses in sa1d range of addresses, wherein the
classification is one in a group of classifications consisting of unused addresses, non-
sharable device addresses and shareable device addresses; and

a vulnerability scanner connected to said data network for selectively scanning
only those addresses classified as shareable device addresses by said exposure analysis

Processor.

2. The data network of claim 1, wherein said exposure analysis processor determines
whether an address is classified as a shareable device address by determining a presence of

one or more types of service interfaces at such address.

3. The data network of claim 2, wherein said exposure analysis processor determines

the one or more types of service interfaces at each shareable device address.

4. The data network of claim 1, wherein said vulnerability scanner scans each
shareable device address in response to the one or more types of service interfaces
determined to be present by said exposure analysis processor at such shareable device

address.

5. The data network of claim 4, further comprising:
a run log database which stores a record corresponding to each shareable device
address, wherein the record includes results of scanning of the one or more types of

service interfaces at the shareable device address.
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1098 (). @8 : KLOYR () - @d========{\ =0!  Z109%F& ()- & 109%F& ()- 10 10
10@610‘%&%%?5#?@9“&%%%/3%%6’6‘)@5?(@sl "M 10%& ()-= >R>>9%9*?+?, 2-2z[ PE: 0! 10T
10T

10TyL610%& ()r- g - #109%& (%- 1 q] - #10%&' ()-!h-#10%: & ()-s$l @OUT& ()--?9?M?
| 22?2E@BRE: 0! Thodwa poverl( pt dainn6s frthyr cpogprigingy - LI m 10% & () - 93

10% & ()-!3(10% /& () E:Ql. 10T . .
10 & () - 0 @ ToMEr e L BRI PREET e CPoduemagvpepsves Thihg e e
BBBr COj DelkdsHidation determined by said exposure analysis processor for each unique address in

the range of possible addresses.

8. The data network of claim 7, wherein said range of addresses is a range of Internet

Protocol addresses.

9. A method of scanning for vulnerabilities of a plurality of devices in a data network,
wherein each device corresponds to a unique address in a range of addresses, the method
comprising the steps of:

classifying each of the unique addresses in the range of addresses corresponding to
the plurality of devices in the data network, including classifying each address as an
unused address, a non-shareable device address or as a shareable device address;

identifying which of said plurality of devices are shareable devices are shareable
devices; and selectively scanning those derives which are identified as shareable devices

for vulnerabilities.

10.  The method of claim 9, further including the steps of:
identifying types of services offered by each device; and

scanning for vulnerabilities in each type of service identified.

11.  The method of claim 9, wherein the said step of classifying each of the unique
addresses in the range of addresses comprises the steps of:

selecting a first address in said range of addresses;

issuing a low-level echo command to said first address;

determining whether an echo response is received; and

-12-



10T *G'10% & ()-99' G'10% & ()-91 "G 10% & ()-9F10% & ()-&"10% & ()-9G'10% &
' () -j DsDDDLEEEEEdE: / 10" APR 700
10" &<10%W & ()-9310%W & ()-9f2mM' 10%W & ()-010% & ()-9,/"10% & ()-9, 10% & (E}
EEFDFXFFxY:/ 10"s10%& ()-L :10%& ()-L Z 109& ()-10%& ()-LY: 109 () -

(f109%& ()- 10" F$GEGGGHaHIE: /

10" 9FM' 109&' () -9f Z" 109%&' () - 39yGLO%&' ()-LZ"10%& ()-L109& ()-LZ"109%& () aHzHH
NVIIH#IAE: [ desi natm the ﬁrst address as unused in response to determining that no

10" 9%Z" 109%& () - 9"s10%& ()-9!m 10%& ()-1 10%& () - 1%%&' ()- #J8JSJJJ}
KKJE:/ response is recelved and designating that a device is present at the first address in response

10" F410% LOZ" 1QU&' () .- 1Q%&’ MLO% L*109%' ()-Ls' 109% () - KK! L&L' L
L) L5LLbC,E& 1‘%}%’6)‘5%%@?"}[ «ﬁ%"ng%’é ri‘tflved& - Q-ts - (
10" <109%& () -1 7109%&’ ()-510%& () - LLMTM\/I\/IVdEbC

10" LZlO%&' ()-109%&' ()-Ls109%&' () - 109&' () -
MLO9&' () 137" 16bgme mmw%@smd step of identifying which of said plurality of

10" Lt 109 £ des lafelshhEiBie(device SIIMBHT thelghep S 0% () - LMLO%& () - @O% () - vOOOCP

PPPdEbC

10" &, , 109&' () detdrfi¥ifing )a predddied of pat 86 Gotd tipel Jof S&VIdB%URictfhecs! dt GUh (3viERQQIELC
10" &, , 109%& ()-*109% ()- ) 10%& ()-L9%$G 109& ()-SL<10%& ()-&  10%& () -

Nor mal " ading 13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c"

" Headi ng 53] CdesiddaBal RActPIAktice ":ﬁeﬁqhﬂgalﬁé]cfévice"ﬁaﬁgsﬁ&lsg%Cdetexﬂﬁﬁﬁlgn@le93] c"A
"Default Paragraph FonthO J!'’ , <B('I NRTVXZ\ 7" bdf hj E*I ?HcPQ6789: ;| <g

85r | $% * pregedsd of at-leBE@RG Wﬁaﬁmm@t@?@\BCDEFG%I J KLI\/NCPQ?STU\/V\XYZ[ \]~
Ti mes New RomanAri al Courier New'h Root EntryWrdDocunent
P"#$UR' () *+, -./0123456789: ; <=>?@\BCDEFGH JKLMNOPQRSTUWKYZ[\]"_"ab

13. The method of claim 12, further comprising the step of:

scanning each shareable device address in response to the one or more types of
service interfaces determined to be present by said exposure analysis processor at such

shareable device address.

14.  The method of claim 13, further comprising the step of:
storing a record corresponding to each shareable device, wherein the record
includes results of scanning of the one or more types of service interfaces at the shareable

device.

15.  The method of claim 14, further comprising the steps of:
receiving a result from scanning of the shareable devices,
analyzing the results; and

generating a report of the results.
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